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(54) Title: CHECK.ING THE ACCESS RIGHT OF A SUBSCRIBER EQUIPMENT

(57) Abstract

The invention relates to a method for check­
ing the access right of a subscriber equipment in 
a mobile communication system. In the method, 
a mobile equipment is registered in a network in­
frastructure by transmitting the identity of the sub­
scriber from the mobile equipment to the network 
infrastructure. In the method, the subscriber equip­
ment identity of the mobile equipment is transmitted 
(101) to the network infrastructure, the subscriber
data of the subscriber is checked (102) in the data­
base of the mobile communication system, and the 
equipment identity of the subscriber, the equipment 
identity being stored in the database, is compared 
(103) to the equipment identity transmitted by the
mobile equipment, and if the equipment identities
are the same (110) the mobile equipment is allowed
to continue operation nonnally, and if the equip­
ment identities differ (104), the access right of the
mobile equipment will be checked in the equipment
identity register of the network infrastructure .
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Checking the access right of a subscriber equipment 

Field of the Invention 

The present invention relates to a method for 

5 checking the access right of a subscriber equipment in a 

mobile communication system comprising a network 

infrastructure containing a subscriber database, and 

mobile equipments each of which is a combination of a 

subscriber equipment provided with an equipment identity 

10 and a unique subscriber identity module which contains a 

subscriber identity and which is detachably coupled to the 

subscriber equipment, whereby the mobile equipment can be 

realized by connecting the subscriber identity module to 

any subscriber equipment, the method comprising the steps 

15 of transmitting, from the mobile equipment to the network 

infrastructure, the subscriber identity contained in the 

subscriber identity module of said mobile equipment, and 

transmitting, from the mobile equipment to the network 

infrastructure, the subscriber equipment identity of said 

20 mobile equipment. 

The invention relates to a radio system in which 

subscribers and terminal equipments are not permanently 

connected together, and particularly terminal equipments 

and subscriber identity modules, for example SIM cards 

25 (SIM Subscriber Identity Modules) , within these 

networks. Such systems include, for example, cellular 

networks comprising phones wherein a subscriber is 

identified by a subscriber-specific subscriber identity 

module provided in the phones. The GSM (Global System for 

30 Mobile Communications) system represents one example of 

such a cellular communication system. Another example is 

the TETRA (Trans-European Trunked Radio) mobile 

communication system. The TETRA mobile . communication 

system, in turn, represents an example of the PMR (Private 

35 Mobile Radio) mobile communication system. 

... 
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Background of the Invention 

The subscriber identity module, such as a SIM card, 
is subscriber specific, which means that subscriber 
equipments, i.e. the actual radio devices, are not 

5 confined to a specific subscriber. The subscriber identity 
module, such as a SIM card or a GSM card, is a functional 
card or a smart card which is placed in the mobile 
equipment and which contains information required for 
identifying a subscriber and for encrypting radio traffic. 

10 

15 

In this application, a subscriber identity module, such as 
a SIM card, refers to a functional card that can be 
removed from a mobile equipment and by means of which a 
subscriber is able to use a card controlled mobile 
equipment. 

Consequently, the user need not have a mobile 
equipment of his own, but a subscriber identity module 
issued to him by the operator of the mobile communication 
system is all he needs. Such a subscriber identity module 
can be,. for example, a SIM card (Subscriber Identity 

20 Module) which is, in a way, a phone card by means of which 
the subscriber can make (and receive) calls from any 
mobile equipment of the system. 

As the subscriber identity module, a smart card can 
be used which has approximately the same dimensions as 

25 most credit cards. As an alternative way of implementing a 
SIM card in hand-held phones, a so-called plug-in-SIM has 
been introduced. A plug-in-SIM is a coin-sized part 
containing the electronics of a credit card sized SIM 
card, and it is placed in a phone so that the user is not 

30 able to replace it with ease. The phone may also have an 
incorporated plug-in-SIM and, in addition, a card reader. 
If the card reader contains a card, the phone is 
identified on the basis of the external card, otherwise on 
the basis of the incorporated plug-in-SIM. In this 

35 application, the term subscriber identity module, such as 

.. 
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a SIM card, refers to both the plug-in-SIM and the smart 

card SIM.

On a general level, the function of a SIM card is 

specified in the GSM recommendation 02 .17, Subscriber 

5 Identity Modules, ETSI, of the GSM mobile communication 

system. It defines the terms associated with a SIM card 

and sets the requirements for the security of a SIM card, 

functions of the highest level, defines the tasks for the 

network operator and the information to be stored in a SIM 

10 card. It also specifies the minimum requirements for a SIM 

card of a user interface of a phone, such as a mobile 

equipment, concerning for example the input and change of 

a user's Personal Identification Number (PIN). 

In addition, the GSM recommendation 11.11, SIM 

15 Application Protocol, ETSI, defines more closely the 

issues specified by the aforementioned GSM recommendation 

02.17 by defining the protocols between a SIM card and a 

mobile equipment (ME Mobile Equipment), the exact 

contents and length of the data fields of the SIM card, as 

20 well as the matters related to mechanical and electrical 

connections. The GSM recommendation 11.11 is a

documentation on the basis of which engineers are expected 

to be able to provide the software and hardware 

implementation of a SIM interface. 

25 As far as mobile communication systems are 

30 

concerned, it is known that the mobile subscriber has an 

identity by means of which the subscriber equipment can be 

identified, and which indicates, for example, the 

manufacturer of the subscriber equipment. Mobile 

communication networks have a facility by which the 

equipment identity of the subscriber, (in the GSM system, 

the subscriber IMEI, i.e. International Mobile Equipment 

Identity) is checked by requesting the equipment identity 

from the user. The equipment identity of the subscriber is 

35 checked for example when it is to be ensured that the 
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subscriber equipment may be used in the network without it 
causing interference therein, i.e. that the particular 
equipment is not stolen or indicated as faulty. The 
detailed structure of a subscriber equipment identity in 

5 connection with the GSM system is described in the GSM 
standard 03.03, Numbering, Addressing and Identification, 
version 3.5.0, January 1991, ETSI. The subscriber 
equipment identity can typically be requested from the 
subscriber for example whenever the subscriber equipment 

10 has established a connection with the mobile telephone 
exchange. One manner of requesting for the subscriber 
equipment identity of the subscriber is described in the 
GSM standard 09.02, Mobile Application Part Specification 
version 3.8.0, January 1991, ETSI, item 5.9.1, Figure 

15 5.9.1. The same item of the same reference also describes 
how the subscriber equipment identity is then transmitted 
to the equipment identity register (EIR) that checks 
whether the subscriber equipment concerned has the right 
to use the services of the mobile communication system, 

20 i.e. the register checks the access right of the
subscriber equipment. The connection from the EIR to the
mobile telephone exchange via an F interface is described
in item 5. 1 of the same standard, especially in Figure
5.1.1.

25 The EIR or some other part of the mobile telephone 
network comprises lists according to for example the GSM 
standard 02.16 (International MS Equipment Identities 
version 3. O .1, 1992, ETSI) , the lists containing 
subscriber equipment identities or series of subscriber 

30 equipment identities and having list identifiers. The 
standard uses as list identifiers colours that naturally 
signify for example numerical identifiers. A white colour 
or identifier is the list identifier of the list 
consisting of all numerical series containing the 

35 equipment identities that have been allocated by the 

,. 
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operators using the same mobile telephone system, i.e. in 

this case the GSM system, to the subscriber equipments 

that can be used in the networks concerned. These 

numerical series are set forth by only indicating the 

5 first and last numbers of the series, i.e. not by listing 

the identities of individual subscriber equipments. A list 

marked with a black colour or list identifier contains the 

identities of all the subscriber equipments that must be 

denied access to the mobile network or to the mobile 

10 equipment, for example because the subscriber equipment 

concerned is faulty and might cause interference in the 

mobile system itself or because the equipment has been 

stolen. 

When the use of a subscriber equipment is to be 

15 prevented in the mobile network or when for example a 

disabling signal is to be transmitted to a subscriber 

equipment, the access right of the subscriber equipment 

must be checked for example in the above-described manner. 

A typical situation requiring prevention of use of a 

20 subscriber equipment or disabling of the equipment occurs 

when the subscriber or terminal equipment has been stolen 

and its use is to be prevented. In such a case, a 

disabling message must be transmitted to the unauthorized 

subscriber equipment or the equipment must be rendered 

25 inoperative in some other manner. 

As described above, it is known in the GSM mobile 

system that the mobile network checks the access right of 

a subscriber equipment by randomly requesting the identity 

data of the subscriber equipment from the equipment and by 

30 examining from its own equipment identity register (EIR) 

by means of the data whether the use of the subscriber 

equipment concerned is allowed in the network. However, 

the equipment identity of a subscriber equipment is not 

necessarily requested for, nor is the aforementioned 

35 checking performed in connection with each registration. 

,. 
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Therefore, there may be long periods during which the 

access right of the subscriber equipment is not checked. 

On the other hand, it is possible in the GSM system to 

request the identity of the subscriber equipment and thus 

5 to check the access right of the equipment randomly, at 

random intervals. 

If the checkings are random, they load the radio 

path, the equipments on the path, and the data links 

between the exchange concerned and the equipment database, 

10 even though there were no reason to suspect that the 

equipment of the subscriber is on the black list of the 

EIR. 

Random checkings do not prevent the use of a stolen 

equipment, either, if there happens to be no checking. 

15 This problem can be amended by performing checkings more 

often, but this in turn loads the connections and 

equipments even more. 

Yet another alternative for checking the access 

right of a subscriber equipment is to perform the checking 

20 by means of the subscriber equipment identity in the EIR 

in connection with each registration. 

Such transmission of the equipment data and the 

checking of the data in the EIR performed in connection 

with each registration load the equipments and the system 

25 considerably, as this takes up a lot of system internal 

data transmission capacity, and a lot of processing 

capacity in the equipment identity register itself. 

Brief Description of the Invention 

The purpose of the present invention is to solve 

30 the problems related to the prior art solutions. The 

object of the invention is to implement a method and a 

mobile communication system by means of which the checking 

of the access right of a subscriber equipment can be 

started at a necessary instant so that it can be ensured 

35 that the subscriber equipments using the mobile network 

~
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have the right to use the network, in such a way that the 

telecommunication equipments and the subscriber equipment 

register of the mobile network are not overloaded . 

It is an object of the present invention to 

5 implement this new method and mobile communication system 

to be as efficient and reliable as possible . 

This new type of method for checking the access 

right of the subscriber equipment will be achieved by the 

method of the invention, which is characterized by 

10 comprising the steps of: 

15 

maintaining, at the home database of the network 

infrastructure, subscriber-specific information on 

subscriber equipment identities allowed to the subscriber 

identity, 

comparing the subscriber equipment identity, 

transmitted by the mobile equipment to the network 

infrastructure, to the equipment identities allowed to the 

subscriber identity, these being stored in the home 

database, and 

20 if the equipment identity transmitted by said 

25 

mobile equipment can be found among those equipment 

identities allowed to the subscriber identity, the 

operation of the mobile equipment continues in the normal 

manner, and 

if the equipment identity transmitted by said 

mobile equipment cannot be found among those equipment 

identities allowed to the subscriber identity, the access 

right of the subscriber equipment will be checked in the 

equipment identity register of the network infrastructure. 

30 The invention further relates to a mobile 

communication system comprising a network infrastructure 

containing a home database and an equipment identity 

register, and mobile equipments each of which is a 

combination of a subscriber equipment provided with an 

35 equipment identity and a unique subscriber identity module 

.. 

DELL EXHIBIT 1018 
Page 9 of 27



WO96/36194 PCT/Fl96/00266 

8 

which is detachably coupled to the subscriber equipment, 

whereby the mobile equipment can be realized by connecting 

the subscriber identity module to any subscriber 

equipment. 

5 The mobile communication system of the invention is 

characterized in that the home database of the mobile 

communication network is arranged to maintain subscriber­

specific information on subscriber equipment identities 

allowed to said subscriber identity. 

10 The invention is based on the idea that the method 

includes maintaining, at the home database of the network 

infrastructure, subscriber-specific information on 

subscriber equipment identities allowed to the subscriber 

identity, and comparing the subscriber equipment identity, 

15 transmitted by the mobile equipment to the network 

infrastructure, to the equipment identities allowed to the 

subscriber identity, these being stored in the home 

database. For this purpose, there is stored in the 

subscriber data of the subscriber database the identity, 

20 i .e. subscriber equipment identity (IMEI), of the terminal 

equipment last used by the subscriber in question. When 

the mobile equipment is next registered in the network 

infrastructure, the subscriber is, in conjunction with the 

registration, requested the identity of the subscriber 

25 equipment he is using. As soon as the network 

infrastructure has obtained the subscriber equipment 

identity associated with the new registration, it is 

compared to the subscriber equipment identity stored 

earlier in the network infrastructure. On the basis of 

30 this comparison, if the subscriber equipment identities 

compared match, the network infrastructure finds out that 

the mobile equipment involves the same subscriber 

equipment and subscriber identity module as.the last time. 

As a result, normal registration of the mobile equipment 

35 to the network infrastructure is initiated. If, on the 
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other hand, it is found out on the basis of the comparison 

that the subscriber equipment identities compared differ, 

the network infrastructure finds out that the mobile 

equipment involves a different subscriber equipment and 

5 subscriber identity module than the last time . As a 

result, the access right of the mobile equipment will be 

checked in the network infrastructure, for example by 

carrying out an enquiry to the equipment identity register 

(EIR). Therefore, the system is able to carry out 

10 procedures necessary for preventing the use of 

unauthorized equipments within the system . After 

completion of the checking, and after finding out that the 

stibscriber data of the "new" subscriber does not contain 

an indication ordering said subscriber equipment to be 

15 disabled from the system or otherwise restricting the 

operation of the subscriber equipment, the identity data 

of the new subscriber is stored in the subscriber data 

and, consequently, the registration of the subscriber and 

the subscriber equipment to the system continues normally. 

20 To sum up, the method and mobile communication 

system according to the invention operate so that the 

system compares, as the subscriber is registering into the 

system, the identity data i.e. the mobile equipment 

identity IMEI being transmitted by the subscriber 

25 equipment, to the identity data in the subscriber data of 

the system memory. If, on the basis of the identity data, 

the system finds out that a different equipment is being 

used from the subscriber connection than the last time, 

the system carries out necessary procedures to check the 

30 access right of the equipment, and on the basis of these 

procedures takes necessary measures, for example disables 

the mobile equipment from the mobile communication system. 

35 

Thus, the idea of the invention is that in a mobile 

communication system which does not restrict the 

subscriber to a specific terminal equipment, the identity 
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of the terminal equipment last used by the subscriber 

(i .e. the subscriber equipment identity) is stored in the 

subscriber data within the subscriber data register of the 

system. When the subscriber next registrates in the 

5 network, or the checking is carried out for example 

randomly, and if it is found out that the equipment of the 

subscriber connection is not the same, measures are taken 

by which the use of unauthorised equipments will be 

prevented. It should be noted that in the subscriber data 

10 it is possible to store several subscriber equipment 

identities as "allowed" previous equipment identities. 

This makes it unnecessary to check the identity of the 

subscriber equipment in the equipment identity register 

(EIR) even if the situation concerns some other subscriber 

15 equipment than the one that the subscriber last used, if 

the identity of the subscriber equipment can be found 

among the allowed equipment identities that have on 

purpose been programmed as allowed ones without checking 

the subscriber equipment identity. 

20 The advantage of such an arrangement according to 

the invention is that the subscriber equipment identity is 

not transmitted and checked randomly, nor is the checking 

performed too often thus avoiding to overload the system 

resources. The system checks the data only when there is a 

25 real reason to suspect that the equipment is not used by 

an authorized user, for example. The load on the exchange, 

terminal equipment, radio link, equipment database and 

data links is decreased and the operation becomes faster, . 

but a high level of security is maintained. 

30 

35 

The solution according to the invention increases 

security also because in the system according to the 

invention a subscriber will not be able to avoid checkings 

with good luck when using an illegal equipment since the 

access rights of subscriber equipments are checked 

particularly in situations where it is likely that the 

,_ 
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subscriber equipment is not used by an authorized user. 
Further, the arrangement according to the invention 

provides faster detection of unauthorized equipments in 
the system compared to random checkings. For example in 

5 different networks used by the authorities this is very 
important, since they set very high requirements for 
information security. The use of a stolen equipment must 
be detected immediately after the theft has occurred, and 
an unauthorized user must not be able to use the radio for 

10 a long time. Unauthorized use can be minimized with the 
present invention. 

The invention provides the advantage that in the 
solution thereof the use of an equipment and a subscriber 
connection can be prevented after a theft or a 

15 disappearance, but nevertheless it is not necessary to 
check the equipment data in the equipment identity 
register {EIR) in the majority of equipment registration. 

If an unauthorized holder of an equipment uses the 
preceding subscriber identification module, for example a 

20 SIM card, in the equipment, the use of the equipment and 
the subscriber connection can be prevented if it is known 
that this subscriber equipment or interface should be 
disabled, whereupon the identity thereof can be set on the 
black list of the system. In such a case, when the data of 

25 this subscriber is checked, the equipment identity and 
possibly the location in the network can be seen from the 
subscriber data, whereupon the network can force the 
subscriber equipment to close. The subscriber data may 
also be supplemented with information causing the closing 

30 of the equipment during the next registration. The 
checking and identification of subscriber data from the 
mobile system registers and the possible prevention of the 
use of the equipment, based merely on equipment data, are 
thus necessary only in cases where an equipment that is in 

35 unauthorized use is not used with the same subscriber 
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for example a SIM card, as 

The advantages of the invention become evident for 
example in a situation where a subscriber equipment has 

5 been stolen and the new user uses the equipment with 
another SIM card. If the thief uses the equipment with a 
new SIM card, the use of the equipment and the subscriber 
connection can be prevented on the basis of checking the 
SIM card, since the checking is activated because in the 

10 home database there is stored a different equipment 
identity than the identity of the equipment used. 
Brief Description of the Drawings 

In the following, the invention will be described 
with reference to the attached drawings, in which

15 Figure 1 is a flow chart illustrating the operation 
of the method and mobile communication system of the 
invention, and 

Figure 2 is a block diagram illustration of the 
mobile communication system according to the invention. 

20 Detailed Description of the Invention 

According to the method of the invention, checking 
the access right of the subscriber equipment in the 
equipment identity register (EIR) can be restricted to 
concern situations in which the subscriber equipment 

25 identity has not been stored in the home database in 
advance. 

Figure 1 is a flow chart illustrating the operation 
of an embodiment of the method and mobile communication 
system according to the invention. 

30 In the solution of the invention, in the subscriber 
data of the cellular network there is stored the identity 
data of the terminal equipment that was last used by the 
subscriber in question. In case the subscriber uses a 
different terminal equipment than the last time, the 

35 system can carry out desired procedures. For example, 

r 
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procedures 105 can be activated in order to check the 

identity of the equipment, or the equipment can be 

included on a separate list of equipments under 

supervision . 

5 The equipments must have a specific identity data 

which can be stored in the subscriber data . This equipment 

identity data must in some form be sent from the equipment 

to the system in connection with the subscriber 

registration . In the GSM system, the equipment identity 

10 data in question is IMEI . 

In the following, the operation of the invention is 

described by means of the flow chart of Figure 1. As a 

subscriber registrates 100 in the mobile communication 

system, the system acquires the subscriber data and checks 

15 whether the subscriber in question is entitled to the 

services of the system . At the same time the mobile 

equipment, and particularly its subscriber equipment, also 

transmits 101 its equipment identity to the mobile 

communication system . Transmitting the equipment identity 

20 can take place automatically every time the mobile 

equipment registrates in the system, or the mobile 

communication system can request the mobile equipment 

identity (IMEI) from the mobile equipment by a specific 

message . Consequently, the mobile equipment responds to 

25 the request by transmitting 101 its subscriber equipment 

identity to the mobile communication system. Thereafter 

the system searches 102 the subscriber data from the 

database . Following this, the method of the invention 

proceeds to an analysis or comparison stage 103, at which 

30 the equipment identity of the mobile equipment stored at 

an earlier stage in the database is compared to the 

equipment identity transmitted by the mobile equipment in 

association with this registration. If, according to the 

invention, it is detected that the subscriber equipment 

35 has changed 104 compared to the one in the subscriber 

.. 
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data, measures 105 are taken in order to check the access 
right of the subscriber equipment. A multitude of methods 
are available for checking the access right of the 
equipment after finding out that the equipment is not the 

5 same 104 as the one previously used by the subscriber. The 
method to be applied may depend on which type of a system 
is in question and how the subscribers in it usually act. 
The procedures to be taken may include transmitting a 
checking request to the equipment identity register (EIR) 

10 or a similar database, such as a list of stolen 
equipments. Alternatively, the checking request can be 
repeated at predetermined intervals for a specific time, 
or the subscriber and the equipment can be included on a 
list of devices under supervision, whereupon their 

15 entitlement to use the network is checked at predetermined 
intervals or randomly during the predetermined time. In 
connection with the change, also time data can be included 
therein, whereby the aforementioned request can be 
repeated at predetermined intervals for a predetermined 

20 period of time. This makes it possible to ensure that 
information on the displacement or stealing of the 
equipment has reached the list of unauthorized equipments. 

As a result, if a subscriber equipment in the 
mobile equipment is found to be unauthorized 108 on the 

25 basis of the comparison 106, it is possible to activate 
procedures of the network itself in order to disable 109 
the subscriber equipment and the subscriber in question 
from the network. An effort can be made to disable the 
subscriber and the subscriber equipment, or their data can 

30 be stored in a register of susceptible subscribers or 
subscriber equipments, whereby their rights, for example 
speech rights in the network, can be restricted. 

Information on a new equipment subscriber 
combination can also be transmitted 109 to a separate list 

35 which stores the information for a specific time. The 
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contents of this list may be checked every time a new 

equipment is added on the list of unauthorized equipments . 

The system may also contain a list of equipments 

that are known to pass to a new subscriber legally . The 

5 change data can be compared to the list, and further 

procedures will be unnecessary if the new equipment of the 

subscriber is found on the list . The list can be 

maintained by the operator, or by means of transmitting a 

message from the former owner of the equipment . If such 

10 messages are to be transmitted , it must be carried out by 

using a secret personal identification number in order for 

an unauthorized holder to be unable to send it . 

If, on the basis of the various comparisons 106, it 

is found out that the subscriber equipment in question is 

15 not unauthorized 107, the identity (IMEI) of that 

equipment which has been attached to the subscriber and 

which together with the subscriber (i .e . the subscriber 

identity module, such as a SIM card) forms a mobile 

equipment is stored 112 in the subscriber database of the 

20 mobile communication system. The stored identity of the 

new subscriber equipment will then be employed in a 

similar comparison when the mobile equipment next 

registers in the mobile communication system in question. 

If, on the other hand, it is found out on the basis 

25 of the aforementioned comparison 10 3 that the equipment 

used in connection with said subscriber is the same 110 as 

previously, no procedures are carried out, and the 

operation of the mobile equipment and the mobile 

communication system continues normally. 

30 In all the preceding cases after steps 10 9, 111 and 

112, upon completion of all the procedures of the 

invention, the process continues in accordance with 

normal operation of a mobile communication system. 

Figure 2 is a block diagram illustration of the 

35 mobile communication system according to the invention. 
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Figure 2 shows a mobile communication system comprising a 
network infrastructure 6 0 0  containing a subscriber 
database 601, and mobile equipments 5 0 0  each of which is a 
combination of a subscriber equipment 200 provided with an 

5 equipment identity and a unique subscriber identity module 
5 0 9, such as a SIM card. The subscriber identity module 
509  is detachably coupled to the subscriber equipment 200, 
whereby the mobile equipment 500  can be realized by 
connecting the subscriber identity module 5 0 9  to any 

10  subscriber equipment 200. 
The mobile communication system of the invention 

comprises a comparing means 602 for comparing 103 
1) the subscriber ' s  mobile equipment identity

(Figure 
(IMEI) 

stored in the subscriber database 601, to the equipment 
15 identity transmitted 101  (Figure 1) by said mobile 

equipment 500 . On the basis of this comparison 1 03, if 
said equipment identities are identical 110  (Figure 1) , 
the mobile equipment is allowed to continue normal 
operation 111. If said equipment identities are different 

20 104, the access right of the mobile equipment will be 
checked 105 in the equipment identity register EIR of the 
network infrastructure. 

The subscriber database 601 referred to in the 
above may be, for example, a home location register (HLR) 

25 of the GSM mobile communication system. 
The mobile communication system of the invention 

further comprises a database 603, to which, according to 
said second checking alternative 105, the identity of the 
subscriber equipment 200 and the subscriber identity, 

30 which is obtained from the subscriber identity module 5 0 9, 
are stored 112 for a predetermined period of time . 

Furthermore, the mobile communication system of the 
invention comprises a checking means 604 for checking 1 0 7  
the access right of the subscriber equipment at 

35 predetermined intervals in the network infrastructure 6 0 0  
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in response to said database entry . 
In addition, the mobile communication system 

according to the invention comprises a database 605 which 
stores the identities of those subscriber equipments 200 

5 that have legally passed to a new owner. 
The figures and the description related thereto are 

only intended to illustrate the idea of the invention . The 
method according to the invention for checking the access 
right of a subscriber equipment in a mobile communication 

10 system may vary in details within the scope of the claims. 
Although the invention is in the above described mainly in 
connection with the GSM and TETRA mobile communication 
systems, the invention is applicable to further 
developments thereof and in other types of mobile 

15 communication systems. 
The solutions according to the invention do not 

deal with on how the equipment data is checked from the 
subscriber equipment register of the network . According to 
the solutions in accordance with the invention, the mobile 

20  communication system of the invention , for example the 
exchange to which the subscriber in question is 
registered , initiates checkings regarding the access right 
of the subscriber equipment in suspicious cases, i.e. when 
the subscriber tries to employ the mobile communication 

25 system from such a subscriber equipment whose equipment 
identity cannot be found among those equipment · identities 
stored in the home database that are allowed to the 
subscriber identity. 

30 

35 

·• 
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Claims 

1 .  A method for checking the access right of a 
subscriber equipment (200) in a mobile communication 

5 system comprising a network infrastructure containing a 
home database (6 01) and an equipment identity register, 
and mobile equipments ( 5 0 0) each of which is a combination 
of a subscriber equipment (200) provided with an equipment 
identity and a unique subscriber identity module (509) 

10 which contains a subscriber identity and which is 
detachably coupled to the subscriber equipment ( 2 0 0) , 
whereby the mobile equipment ( 5 00) can be realized by 
connecting the subscriber identity module to any 
subscriber equipment (200) , the method comprising the 

15 steps of 
transmitting, from the mobile equipment (500)  to 

the network infrastructure ( 600) , the subscriber identity 
contained in the subscriber identity module (509) of said 
mobile equipment (500) , and 

20 transmitting, from the mobile equipment (500) to 
the network infrastructure (600) , the subscriber equipment 
identity of said mobile equipment ( 5 0 0) , 

c h  a r a c t  e r  i z e d  by the method comprising 
the steps of : 

25 maintaining, at the home database (6 01) of the 
network infrastructure ( 600) , subscriber-specific 
information on subscriber equipment identities allowed to 
the subscriber identity, 

comparing the subscriber equipment identity, 
30 transmitted by the mobile equipment (500) to the network 

infrastructure ( 600) , to the equipment identities allowed 
to the subscriber identity, these being stored in the home 
database (6 01) , and 

if the equipment identity transmitted by said 
35 mobile equipment (500)  can be found among those equipment 
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identities allowed to the subscriber identity ,  the 
operation of the mobile equipment (50 0 )  continues in the 
normal manner , and 

if the equipment identity transmitted by said 
5 mobile equipment (5 00) cannot be found among those 

equipment identities allowed to the subscriber identity , 
the access right of the subscriber equipment ( 20 0 )  will  be 
checked in the equipment identity register of the network 
infrastructure ( 600 ) .

10 2 . A method as claimed in claim 1 ,

c h  a r a c t  e r  i z e d  in that if the checking into the 
equipment identity register results in that said 
subscriber equipment has an access right to said network 
infrastructure (600) , the identity of said subscriber 

15 equipment is stored in the home database ( 60 1 )  of the 
network infrastructure ( 600 ) among the equipment 
identities allowed to said subscriber identity, and the 
operation of said mobile equipment (500 ) will be allowed 
to continue normally. 

2 0  3. A method as claimed in claim 1 ,

c h a r a c t e r i z e d in that if said checking into 
the equipment identity register results in that said 
subscriber equipment has no access right to the network 
infrastructure ( 600 ) , said mobile equipment (50 0 )  will be 

25 disabled . 

30  

4 . A method as claimed in claim 1 ,

c h  a r a c t  e r  i z e d  in that said access right of the 
subscriber equipment ( 200 ) is checked at desired 
intervals. 

5 .  A method as claimed in claim 1 ,  

c h a r a c t e r i z e d in that if the equipment 
identity transmitted by said mobile equipment (5 00) cannot 
be found among those equipment identities allowed to said 
subscriber identity , the subscriber equipment identity and 

35 the subscriber identity will be stored for a predetermined 

,. 
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time in a database within the network infrastructure 

(600), and the access right of the subscriber equipment 

(200) will be checked in the equipment. identity register

of the network infrastructure (600) at predetermined

intervals in response to said database entry .

6. A method as claimed in 

c h a r a c t e r i z e d in that if the 

claim 1, 

equipment 

identity transmitted by said mobile equipment (500) cannot 

be found among equipment identities allowed to said 

10 subscriber identity, the access right of the subscriber 

equipment (200) will, on the basis of the subscriber

equipment identity, be checked in the database which 

includes the identities of those subscriber equipments 

(200) that have legally passed to a new owner .

1 5  7 . A mobile communication system comprising a 

network infrastructure (600) containing a home database 

(601) and an equipment identity register , and mobile

equipments (500) each of which is a combination of a

subscriber equipment (200) provided with an equipment

20 identity and a unique subscriber identity module (509)

which is detachably coupled to the subscriber equipment

(200), whereby the mobile equipment (500) can be realized

by connecting the subscriber identity module (509) to any

subscriber equipment (200), c h  a r a c t  e r  i z e d  in

25 that the home database (601) of the mobile communication

network is arranged to maintain subscriber-specific

information on subscriber equipment identities allowed to

said subscriber identity.

8. A mobile communication system as claimed in

30 claim 7, c h a r a c t e r i z e d in that the mobile 

communication system comprises a comparing means for 

comparing the subscriber equipment identity, transmitted 

by the mobile equipment (500) to the network 

infrastructure (600), to the subscriber equipment 

35 identities maintained in said home database that are 
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allowed to said subscriber identity . 

9. A mobile communication system as claimed in

claim 8 ,  c h  a r a c t  e r  i z e d  in that said comparing 

means is, on the basis of the comparison carried out, 

5 arranged to allow the operation of the mobile equipment to 

continue normally if the equipment identity transmitted by 

said mobile equipment (500)  can be found among those 

equipment identities allowed to said subscriber identity. 

10. A mobile communication system as claimed in

10 claim 8 ,  c h  a r a c t  e r  i z e d  in that said comparing 

means is, on the basis of the comparison, arranged to 

check the access right of the subscriber equipment (200 ) 

in the equipment identity register of the network 

infrastructure (600 ) , if the equipment identity 

15 transmitted by said mobile equipment (500 ) cannot be found 

among those equipment identities allowed 

subscriber identity. 

11. A mobile communication system as 

claim 7, c h a r a c t e r i z e d in that 

to said 

claimed in 

the mobile 

20 communication system further comprises a checking means 

(604 ) for checking (105, 106 )  the access right of the 

subscriber equipment (200 ) in the network infrastructure 

(600 ) at predetermined intervals . 

12. A mobile communication system as claimed in

25 claim 7, c h a r a c t e r i z e d in that the mobile 

communication system further comprises a database (605 ) 

which includes the identities of those subscriber 

equipments (200 ) that have legally passed to new owners. 

30 

35 

... 
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