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TRANSPARENT COMMUNICATION WITH IPV4
PRIVATE ADDRESS SPACES USING IPV6

BACKGROUND

[0001] Internet Protocol version four (IPv4) has long been
an accepted standard used for IP-based networks, such as the
Internet. Unfortunately, IPv4 suffers from several limitations
that are becoming more apparent in light of the proliferation
of devices communicating over the Internet. One especially
troublesome limitation of IPv4 is its limited address space.
IPv4 supports only 32-bit addresses, so there are only 232
unique addresses available in an IPv4 network. The unique
IPv4 addresses are becoming scarce as the number of
devices connecting to the Internet continues to increase.

[0002] One approach commonly used to get around the
problem of limited IPv4 addresses is the allocation of private
address spaces for use in private networks. Nodes in private
networks are able to use private addresses selected from
allocated IPv4 private address spaces. However, addresses
in the private network spaces are not globally routable (i.e.,
not globally unique) because many nodes from different
private networks share the same private addresses.

[0003] Network Address Translation (NAT) is commonly
used to allow nodes having addresses in the private address
spaces of IPv4 private networks to initiate connections to
other devices over the Internet. A router, gateway, or similar
device that connects the private network to the Internet,
performs the NAT function to share a single, globally
routable IPv4 address (e.g., the IPv4 address of the router)
among the nodes of the private network. This setup allows
the nodes of the private address network to use the router’s
globally unique IPv4 address to communicate with other
nodes on the Internet.

[0004] However, NAT is not without limitations. For
example, the nodes of the private network must either take
turns because only one node at a time can use the router’s
global IPv4 address, or have their private addresses mapped
to the single, global IPv4 address and their transport layer
ports mapped to unique transport layer ports not already in
use by another node. Further, NAT does not permit all of the
nodes in the private network to receive incoming connec-
tions from nodes outside of the private network because the
NAT router does not know to which node in the private
network to direct an incoming connection. This prevents
establishing a connection between a pair of nodes when each
of the nodes is in a separate private network because neither
node will be able to receive an incoming connection from
the other node.

[0005] To alleviate the problems created by the limitations
of IPv4, Internet Protocol version six (IPv6) is being pro-
moted as a replacement for IPv4. IPv6 includes a 128-bit
address space, or 2'?® available unique addresses. While the
increased address size of IPv6 relieves the problem of
insufficient unique network-layer addresses, IPv4 devices
are already widely deployed across many networks. Accord-
ingly, standards and protocols have been provided to help
establish interoperation of IPv4 and IPv6 networks during
the transition from IPv4 to IPv6 networks. Documented
techniques exist for encapsulating IPv4 addresses inside of
IPv6 addresses, tunneling IPv6 packets across IPv4 net-
works, and translating protocols between IPv4 and IPv6
networks.
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[0006] Unfortunately, conventional techniques for inter-
facing IPv4 and IPv6 networks do not fully address all
relevant issues. For example, some nodes of private net-
works are still unable to receive incoming connections from
nodes outside of the same private network. One reason for
this is that conventional techniques for translating IPv4
addresses to IPv6 addresses assume that the IPv4 addresses
are globally unique. As a result, conventional translation
techniques are incapable of creating globally unique IPv6
addresses from IPv4 private network space addresses.
Assuming that IPv4 addresses are unique is an ineffective
approach when dealing with non-unique private address
networks, which make up a large portion of currently
deployed devices communicating over IP-based networks.
Further, conventional translation techniques do not map
IPv6 addresses to private space addresses in IPv4 private
networks. Because of the foregoing problems, conventional
techniques for interfacing IPv4 and IPv6 networks are
incapable of receiving connections from IPv4 nodes in
different IPv4 private networks, or even from a public IPv4
or IPv6 node.

SUMMARY

[0007] In one of many possible embodiment, the present
invention provides for facilitating establishment of commu-
nication with Internet protocol version four (IPv4) private
addresses of IPv4 nodes of private networks by using
Internet protocol version six (IPv6). A gateway is configured
to connect an IPv4 private address of a private network node
with a public network. The gateway is assigned a globally
routable IPv4 address. The gateway is configured to generate
a globally routable IPv6 address based on the IPv4 private
address of the IPv4 node and the globally routable IPv4
address of the gateway.

[0008] Another embodiment of the present invention pro-
vides for facilitating establishment of communication with
Internet protocol version four (IPv4) private addresses of
IPv4 nodes of private networks by using Internet protocol
version six (IPv6). A gateway is configured to connect a
particular IPv4 node with a public network. The gateway is
assigned a globally routable IPv4 address. The gateway is
configured to receive a message over the public network.
The message includes a globally routable source address in
1Pv6 format. The gateway is further configured to allocate an
unused IPv4 private address from a predefined private
address space of the private network, and to create a
mapping, which mapping associates the unused IPv4 private
address with the globally routable source address.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The accompanying drawings illustrate various
embodiments of the present invention and are a part of the
specification. The illustrated embodiments are merely
examples of the present invention and do not limit the scope
of the invention.

[0010] FIG. 1 is a block diagram illustrating a system
providing a transparent connection between a pair of Inter-
net Protocol version four (IPv4) nodes in separate private
networks, according to one embodiment.

[0011] FIG. 2 is a block diagram illustrating addresses
used for establishing a connection between a pair of IPv4
nodes of the system of FIG. 1, according to one embodi-
ment.

Juniper Exhibit 1014, page 9
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[0012] FIGS. 3 and 4 are flowcharts illustrating a method
of establishing a transparent connection between IPv4 nodes
in the separate private networks of FIG. 1, according to one
embodiment.

[0013] FIG. 5 is a block diagram illustrating a system
providing a transparent connection between a public Internet
Protocol version six (IPv6) node and an IPv4 node in a
private network, according to one embodiment.

[0014] FIG. 6 is a block diagram illustrating addresses
used for establishing a connection between an IPv6 node and
an IPv4 node of the system of FIG. 5, according to one
embodiment.

[0015] FIG. 7 is a flowchart illustrating a method of
establishing transparent communication between an IPv6
node and an IPv4 node of the system of FIG. 5, according
to one embodiment.

[0016] Throughout the drawings, identical reference num-
bers designate similar, but not necessarily identical, ele-
ments.

DETAILED DESCRIPTION

[0017] The present specification discloses a system,
method, and apparatus for providing transparent communi-
cation between an IPv4 private address node in a first private
network and a node external to the first private network, over
a public network. The external node may be a publicly
routable node (e.g., a publicly routable IPv6 or IPv4 node
connected to the Internet) or a private node in another
private network (e.g., an IPv4 node in another private
network). IPv4 private addresses are mapped to IPv6 glo-
bally routable (i.e., unique) addresses, with each of the IPv6
globally routable addresses including the IPv4 address of the
associated node in the private network, as well as the IPv4
globally routable address of a gateway (or similar device)
that connects the private address node to an external network
(e.g., the Internet). With a globally routable IPv6 address
assigned to an IPv4 private network node, the node is able
to send and receive connections via the gateway by using the
globally routable IPv6 address.

[0018] Further, mappings are generated from the unique
IPv6 addresses of external nodes (e.g., nodes in other private
networks) into local IPv4 address spaces to develop routing
tables for routing to and from the private nodes connected to
the gateway. The above-mentioned functions and features
support the establishment of transparent connections with
IPv4 private network nodes. In particular, the IPv4 private
network nodes are able to receive incoming connections
from nodes outside of the private network.

1. Connections Between IPv4 Nodes in Independent Private
Networkds

[0019] A. System Overview

[0020] FIG. 1 is a block diagram illustrating a system
(100) providing transparent communication between a pair
of Internet Protocol version four (IPv4) nodes (110-1, 110-2)
in separate private networks (120-1, 120-z), according to
one embodiment. As shown in FIG. 1, the IPv4 node (110-1)
in the private IPv4 network (120-1) is connected to a
gateway (130-1). The gateway (130-1) communicatively
couples the IPv4 node (110-1) to a public IP-based network
(140). Similarly, the IPv4 node (110-2) in the private IPv4
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network (120-2) is communicatively coupled to the public
IP-based network (140) by a gateway (130-2). The elements
of FIG. 1 will now be discussed in greater detail.

[0021] 1. IPv4 Nodes

[0022] The IPv4 nodes (110-1 and 110-2) (collectively
“the IPv4 nodes 110”) may comprise any device capable of
being assigned an IPv4 address, and in particular an IPv4
address from a private address space. Examples of such
devices include, but are not limited to, personal computers,
workstations, IP-based telephones, personal digital assis-
tants, e-mail devices, pagers, set-top boxes, dedicated com-
puting devices, and other IP-capable devices.

[0023] Each of the IPv4 nodes (110-1, 110-2) is arranged
in one of the respective private IPv4 networks (120-1,
120-2). Accordingly, the IPv4 nodes (110) may each be
assigned a private address within spaces of IPv4 addresses
that have been allocated for use in private networks, as
known to those skilled in the art.

[0024] While FIG. 1 shows only one IPv4 node (110-1) in
the private IPv4 network (120-1) and one IPv4 node (110-2)
in the private IPv4 network (120-2), those skilled in the art
will readily understand that each of the private IPv4 net-
works (120-1 and 120-2) may include multiple IPv4 nodes
(110). The number of IPv4 nodes (110) in each private IPv4
network (120-1 and 120-2) may exceed the number of
allocated unique private addresses by duplicating the private
addresses and using known network address translation
(NAT) mechanisms.

[0025] 2. Gateways

[0026] The gateways (130-1 and 130-2) (collectively
referred to as “the gateways 130”) are each arranged to
communicatively couple their respective IPv4 nodes (110) to
the public IP-based network (140). As shown in FIG. 1, the
gateways (130) are connected to their respective IPv4 nodes
(110) and to the public IP-based network (140). The gate-
ways (130) may include any known device or devices useful
for communicatively coupling the IPv4 nodes (110) to the
public IP-based network (140). For example, the gateways
(130) may comprise, but are not limited to, routers, switches,
modems, gateways, and the like.

[0027] The gateways (130) are capable of being assigned
IPv4 addresses. Because the gateways (130) are configured
to communicate directly over the public IP-based network
(140), the gateways (130) are assigned globally routable
(i.e., globally unique) IPv4 addresses, according to standards
and procedures known to those skilled in the art.

[0028] The gateways (130) include mechanisms and
instructions for establishing transparent communications
between the IPv4 nodes (110) of the separate private IPv4
networks (120-1 and 120-2). The mechanisms and instruc-
tions may be arranged in any suitable manner within the
gateways (130). For example, FIG. 1 shows the gateways
(130-1 and 130-2) to include Domain Name System Appli-
cation Layer Gateway (DNS-ALG) modules (150-1 and
150-2) (collectively “the DNS-ALG modules (150)”), State-
less IP/ICMP Translation (SIIT) modules (155-1 and 155-2)
(collectively “the SIIT modules (155)”), and Network
Address Translation Protocol Translation (NAT-PT) mod-
ules (160-1 and 160-2) (collectively “the NAT-PT modules
(160)”). These modules (150, 155, and 160) are configured
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to work together to establish transparent communication
between the IPv4 nodes (110) of the separate private IPv4
networks (120-1 and 120-2).

[0029] The mechanisms and instructions of the gateways
(130) may be embedded on processor-readable mediums and
capable of instructing processors (not shown) to execute
steps for establishing transparent connections between the
IPv4 nodes (110), as discussed below. In alternative embodi-
ments, the mechanisms and instructions mentioned above
may be located external to the gateways (130). Whether the
mechanisms and instructions are external or internal to the
gateways (130), the gateways (130) are able to access the
instructions and use the mechanisms to establish transparent
communication between the IPv4 nodes (110). Several func-
tions of the modules (150, 155, and 160) will now be
described in more detail. These and other functions per-
formed by the gateways (130) to establish transparent com-
munication between the IPv4 nodes (110) of independent
private IPv4 networks (120-1 and 120-2) will also be
described in greater detail below with reference to FIGS. 3
and 4.

[0030] a. DNS-ALG Module

[0031] The DNS-ALG module (150) of the gateway (130)
is configured to modify the IP address content of DNS
protocol messages to enable the DNS messages to cross the
boundary between the different IPv4 and IPv6 addressing
realms. When a DNS message is traveling from the private
side of the gateway (130) to the public side of the gateway
(130), the DNS-ALG module (150) is configured to replace
the “A-Record” of the IPv4 DNS message with an appro-
priate “AAAA-Record” to convert addresses in the DNS
message to IPv6 format. For DNS messages traveling from
the public side of the gateway (130) to the private side of the
gateway (130), the DNS-ALG module (150) prompts the
NAT-PT module (160) to create an entry in a mapping table
(165) from the IPv6 address in the “AAAA-Record” to an
unused IPv4 address in the private address space if a
mapping does not already exist in the mapping table 165.
The DNS-ALG module (150) then replaces the “AAAA-
Record” with the appropriate “A-Record” containing the
IPv4 format address from the mapping table (165) for
delivery to the nodes (110) in the private network (120).
DNS messages, “A-Records,” and “AAAA-Records” are
well-known to those skilled in the art.

[0032] The DNS-ALG module (150) is configured to
generate globally unique IPv6 addresses for inclusion in the
“AAAA-Records” that are inserted into the DNS messages.
This is done by converting IPv4 addresses to IPv6 addresses,
which conversion may be performed according to predefined
heuristics for creating one-to-one mappings between IPv4
addresses of the private IP-based network (120) and a
unique, well-defined subset of the IPv6 address space. The
mapping procedures are defined to generate unique IPv6
addresses by basing each particular mapping on the IPv4
address of the associated IPv4 node (110) and the IPv4
address of the IPv4 node’s (110) gateway (130). In other
words, the generated IPv6 address includes both the 1Pv4
address of the associated IPv4 node (110) and the IPv4
address of the IPv4 node’s (110) gateway (130). The gen-
erated IPv6 addresses are unique (i.e., globally routable)
because the IPv4 address of the gateway (130) is unique.

[0033] The mappings of IPv4 addresses to IPv6 addresses
should be performed in compliance with accepted protocols
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and standards for IPv6 addressing. For example, the map-
ping heuristics may be configured to comply with proce-
dures defined for IPv6-to-IPv4 (“6-t0o-4”) tunneling as
defined in Request For Comments (RFC) 3056 and for
IPv4-mapped IPv6 addressing defined in RFC 3513. The
contents of RFC 3056 and RFC 3513 are hereby incorpo-
rated by reference in their entirety.

[0034] In addition, the IPv4 addresses of the IPv4 node
(110) and the gateway (130) should be embedded in the
generated IPv6 address by using any accepted global IPv6
prefix followed by the IPv4 addresses for the gateway (130)
and the IPv4 node (110). In one embodiment, the DNS-ALG
module (150) uses the “2002::/16” prefix assigned for 6-to-4
tunneling by the Internet Assigned Numbers Authority
(IANA).

[0035] For example, if the globally routable IPv4 address
of the gateway (130) is denoted symbolically as “Global-
v4-Addr,” and the IPv4 address of the IPv4 node (110) is
denoted symbolically as “Private-v4-Addr,” the DNS-ALG
module (150) may map the unique and globally routable
IPv6 address of “2002:Global-v4-Addr::ffff:Private-v4-
Addr” to the IPv4 node (110). The “:ffff:Private-v4-Addr”
portion of the IPv6 address is for use by the SIT for
IPv4-mapped IPv6 addresses to refer to IPv4-only nodes, as
discussed below. The system (100) is not limited to the
particular example given above. The IPv4 addresses of the
gateway (130) and the IPv4 node (110) may be embedded in
an IPv6 address in many different ways without departing
from the spirit or scope of the invention.

[0036] The generation of unique IPv6 addresses from
private IPv4 addresses is described below in the context of
an example of a method for establishing a transparent
connection between the IPv4 nodes (110-1 and 110-2). In
any event, the DNS-ALG module (150) is configured to
generate a unique and globally routable IPv6 address based
on the IPv4 addresses of the private IPv4 node (110) and its
gateway (130). The DNS-ALG module (150) is able to insert
the unique IPv6 address into the “AAAA-Record” of an
appropriate DNS message, as discussed above.

[0037] b. SIIT Module

[0038] The SIIT modules (155) include instructions for
translating between IPv4 and IPv6 packet headers. The SIIT
modules (155) may include instructions for translating as
defined in RFC 2765, the contents of which are hereby
incorporated by reference in their entirety. Because the SIIT
modules (155) are capable of translating IPv6 addresses to
appropriate IPv4 addresses, data that arrived by way of IPv6
addresses can be forwarded to appropriate IPv4 addresses of
the private network (120). For data traveling in the other
direction (i.e., from private-side to public-side), the SIIT
modules (155) are able to translate IPv4 packet headers to
IPv6 format.

[0039] c. NAT-PT Module

[0040] The NAT-PT modules (160) are configured to com-
bine known Network Address Translation (NAT) techniques
with known SIIT techniques. In one embodiment, the NAT-
PT modules (160) are configured to perform address trans-
lation functions as defined in RFC 2766, the contents of
which are hereby incorporated by reference in their entirety.

[0041] In addition, when an incoming connection arrives
with a destination identified by an IPv6 address, the par-
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ticular NAT-PT module (160) determines the private address
of the intended destination node (110) by parsing the IPv6
address to extract the embedded private space IPv4 desti-
nation address.

[0042] Each ofthe NAT-PT modules (160) is configured to
create appropriate mappings between IPv4 and IPv6
addresses. For example, the NAT-PT module (160-1) is able
to create mappings for IPv6 addresses on the public side of
the gateway (130-1) to unused IPv4 addresses from the
private address space on the private side of the gateway
(130-1). The mappings may be stored in a particular map-
ping table (165-1 or 165-2) associated with the particular
NAT-PT module (160). The mapping tables (165-1 and
165-2) (collectively “the mapping tables (165)”) may be
stored on any suitable computer-readable medium or medi-
ums that are accessible by the associated NAT-PT module
(160).

[0043] By creating a mapping table that associates public
IPv6 addresses with private IPv4 addresses, the gateways
(130) are able to provide private space addresses for the
sources of incoming connections. When an incoming con-
nection or packet arrives from a source identified by an IPv6
address, the particular NAT-PT module (160) can consult the
mapping table (165) to determine the private address to be
used for that source. If there is no entry in the mapping table
(165) for the source IPv6 address, the NAT-PT module (160)
is configured to create an entry and associate the source IPv6
address with an unused IPv4 private address. The entry is
stored in the mapping table (165). The gateway (130) is
prepared to route subsequent packets originated from within
the private network (120) to the IPv6 destination address by
referencing the mapping table (165). In addition, the gate-
way (130) is configured to provide the appropriate private
space IPv4 source address for packets received from the
public network (140) destined for nodes (110) in the private
network (120).

[0044] The mappings in the mapping tables (165) may be
used to identify appropriate IPv4 addresses to be inserted
into the “A-Records” by the DNS-ALG modules (150).
Examples of the insertion of addresses identified from the
mappings into “A-Records” will be described below. The
operation of the modules (150, 155, and 160) and the
mapping tables (165) are also described in greater detail
below.

[0045] 3. Private IPv4 Networks

[0046] The private IPv4 networks (120-1 and 120-2) (col-
lectively referred to as the private IPv4 networks 120) may
communicate over the public IP-based network (140). As
shown in FIG. 1, the private networks (120) include one or
mode IPv4 nodes (110) connected to the gateways (130),
which provide access to the public IP-based network (140).

[0047] The private IPv4 networks (120-2) may include
Domain Name System (DNS) servers. DNS servers are
well-known to those skilled in the art and are used to
associate domain names with specific IP addresses, thereby
allowing specified domain names to be located at the appro-
priate addresses that have been predefined as being associ-
ated with the domain names. As shown in FIG. 1, the private
IPv4 network (120-2) includes a (DNS) server (170).

[0048] While FIG. 1 shows only two private IPv4 net-
works (120-1 and 120-2) connected to the public IP-based
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network (140), those skilled in the art will recognize that
additional private IPv4 networks (120) may be connected to
the public IP-based network (140). Further, one or more
DNS servers (170) may be included in any of the private
IPv4 networks (120) of the system (100).

[0049] 4. Public IP-Based Network

[0050] The public IP-based network (140) may include
any publicly accessible EP-compatible network. The public
IP-based network (140) should be capable of supporting
communication between devices having globally routable
1Pv4 address (e.g., the gateways (130)). In one embodiment,
the public IP-based network (140) comprises the Internet.

[0051] B. Example of a Method for Establishing Trans-
parent Communication

[0052] FIG. 2 is a block diagram illustrating address
creations, translations, and mappings used to establish a peer
connection between a pair of IPv4 nodes (110) of the system
(100) of FIG. 1, according to one embodiment. In the
embodiment shown in FIG. 2, the IPv4 nodes (110-1 and
110-2) are assumed to have been assigned the fully qualified
domain names of “V4host.NetA.net” and
“V4host.NetB.net” respectively. Each of the IPv4 nodes
(110) is also assumed to have been assigned an IPv4 address
that is unique within each respective private IPv4 network
(120). Because the private IPv4 networks (120-1 and 120-2)
are independent, FIG. 2 shows a case in which each of the
1Pv4 nodes (110-1 and 110-2) has been assigned the iden-
tical private address of “192.168.0.1” to illustrate that the
method shown in FIGS. 3 and 4 is effective even when an
overlap occurs between the private addresses of the IPv4
nodes (110) in different private networks (120).

[0053] The gateways (130) of FIG. 2 have been assigned
globally routable IPv4 addresses. Gateway (130-1) has been
assigned “11.12.13.14,” and gateway (130-2) has been
assigned “27.28.29.30.” Each of the gateways (130) of FIG.
2 has also been assigned an IPv6 prefix based on the IPv4
addresses of the gateways (130). Gateway (130-1) has been
assigned the IPv6 prefix “2002:0b0v:0d0e:0/64,” and gate-
way (130-2) has been assigned the IPv6 prefix
“2002:1blc:1d1e:0/64.” The format of the IPv6 prefix is
well-known to those skilled in the art. The addresses shown
in FIG. 2 will be better understood with reference to the
following discussion of FIGS. 3 and 4. For this example,
the pool of private addresses available for each of the private
1Pv4 networks (120) is assumed to be “10/8,” as understood
by those skilled in the art.

[0054] FIGS. 3 and 4 are flowcharts illustrating an
example of a method of establishing transparent communi-
cation between the IPv4 nodes (110; FIG. 1) in the separate
private networks (120; FIG. 1) of FIG. 1, according to one
embodiment. At step (310) of FIG. 3, a first node (e.g., IPv4
node (110-1; FIG. 1)) issues a query to the domain name
system (DNS) to resolve the name, “V4host.NetB.net,” of a
second node (e.g., IPv4 node (110-2; FIG. 1)) to an IP
address, as understood by those skilled in the art. DNS
server (170; FIG. 1) is the authoritative DNS server for the
name “V4host.NetB.net,” so the query is directed to DNS
server (170; FIG. 1) in the private IPv4 network (120-2;
FIG. 1).

[0055] At step (315), the DNS server (170; FIG. 1)
responds to the query by providing an “A-record” associated
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with the name “V4host.NetB.net.” The “A-Record” includes
the local IPv4 address of “192.168.0.1” used in the private
IPv4 network (120-2; FIG. 1) to identify the IPv4 node
(110-2; FIG. 1).

[0056] At step (320), the DNS-ALG module (150-2; FIG.
1) of the gateway (130-2; FIG. 1) removes the “A-record”
from the response and replaces the “A-record” with an
“AAAA-record.” The “AAAA-record” includes a unique
and globally routable IPv6 address generated by the DNS-
ALG module (150-2; FIG. 1), as discussed above. In FIG.
2, the IPv6 address includes the IPv6 prefix
“2002:1blc:1d1e:0/64” in commonly accepted form, which
prefix is descriptive of the globally routable IPv4 address
(27.28.29.30) of the gateway (130-2; FIG. 1). The IPv6
address also includes the private address (192.168.0.1) of
the IPv4 node (110-2; FIG. 1), which private address is
received from the DNS server (170; FIG. 1). The IPv6 prefix
and the private address are arranged to form the globally
unique and routable IPv6 address that can be used on the
public side of the gateway (130-2; FIG. 1) to identify the
IPv4 node (110-2; FIG. 1). As shown in FIG. 2, the
“AAAA-record” inserted into the DNS response includes
the IPv6 address of “2002:1blc:1d1e::{ff:192.168.0.1.”

[0057] At step (325) of FIG. 3, the DNS response is sent
from the gateway (130-2; FIG. 1), through the public
IP-based network (140; FIG. 1), to the gateway (130-1;
FIG. 1), as shown by the path (210) in FIG. 2.

[0058] At step (330) of FIG. 3, the DNS-ALG (150-1;
FIG. 1) of the gateway (130-1; FIG. 1) removes the
“AAAA-record” from the received DNS response. At step
(332), the DNS-ALG (150-1; FIG. 1) prompts the NAT-PT
module (160-1; FIG. 1) to create a mapping in the mapping
table (165-1; FIG. 1). The NAT-PT module (160-1; FIG. 1)
is configured to respond to the prompting from the DNS-
ALG module (150-1; FIG. 1) by performing steps (335) and
(340) of FIG. 3.

[0059] At step (335), the NAT-PT module (160-1; FIG. 1)
may select an unused IPv4 address from the private address
space of the private IPv4 network (120-1; FIG. 1). For
example, the NAT-PT may identify and select an unused
address of “10.0.0.1” from the private address space. Many
techniques may be used for identifying and selecting an
unused private address.

[0060] At step (340), the NAT-PT module (160-1; FIG. 1)
creates an entry in the mapping table (165-1; FIG. 1). The
entry maps the selected IPv4 private address of the private
network with the associated IPv6 public address on the
public network side of the gateway (130-1; FIG. 1). In FIG.
2 for example, the mapping table (165-1) includes an entry
mapping  “10.0.0.1” on the private side to
“2002:1blc:1dle::ffff:192.168.0.1” on the public side. Once
the entry is created in the mapping table (165-1; FIG. 1), the
NAT-PT module (160-1; FIG. 1) returns the private address
(e.g., ©“10.0.0.1”) selected in step (335) to the DNS-ALG
(150-1; FIG. 1).

[0061] At step (345) of FIG. 3, the DNS-ALG (150-1;
FIG. 1) inserts an “A-record” containing the selected private
address (e.g., “10.0.0.1”) into the DNS response based on
the mapping in the mapping table (165-1; FIG. 1). At step
(350), the DNS response is forwarded to the first node (i.e.,
IPv4 node (110-1; FIG. 1)), which issued the DNS query in
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step (310). By creating and storing a mapping between a
private-side address (e.g., “10.0.0.1”) and the associate
public address (e.g., “2002:1blc:1dle::ffff:192.168.0.17),
the gateway (130-1; FIG. 1) allows data packets sent from
the IPv4 node (110-1; FIG. 1), or from other nodes in the
private IPv4 network (120-1; FIG. 1), to destination address
“10.0.0.1” to be translated and forwarded to the IPv4 node
(110-2; FIG. 1) associated with the address “192.168.0.1.”
With the appropriate entry in the mapping table (165-1; FIG.
1), the gateway (130-1; FIG. 1) is able to perform SIIT
mappings and address translations to deliver data packets to
private addresses.

[0062] Processing may continue at step (410) of FIG. 4,
which Figure describes steps for communicating a data
packet from the first IPv4 node (110-1; FIG. 1) to the second
IPv4 node (110-2; FIG. 1), according to one embodiment. At
step (410), the first IPv4 node sends data intended for the
second IPv4 node. For example, the IPv4 node (110-1; FIG.
1) may send the data intended for IPv4 (110-2; FIG. 1) to the
gateway (130-1; FIG. 1). The data is typically in the form
of packet data that includes a source IP address identifying
the source node’s address and a destination IP address
identifying the destination node’s address. In FIG. 2, the
source IP address is “192.168.0.1,” and the destination IP
address is “10.0.0.1.”

[0063] At step (415), the SIIT module (155-1; FIG. 1) of
the gateway (130-1; FIG. 1) translates the source and
destination IP headers contained in the transmitted data from
IPv4 to IPv6 format using the address provided by the
NAT-PT module (160-1; FIG. 1) found in the NAT-PT
mapping table (165-1; FIG. 1) entries of the gateway
(130-1; FIG. 1). In FIG. 2 for example, the destination IP
address is translated into
“2002:1blc:1dle:fff1:192.168.0.1” according to the entry in
the mapping table (165-1) that associates “10.0.0.1” for the
private side of the gateway (130-1; FIG. 1) with
“2002:1blc:1dle:ffff:192.168.0.1” for the public side of the
gateway (130-1; FIG. 1). The IPv4 source address and the
1Pv6 prefix for the gateway (130-1; FIG. 1) are used to
generate  the  public-side  source  address  of
“2002:0b0c:0d0e:11:192.168.0.1” for identifying the
source IPv4 node (110-1; FIG. 1) on the public side of the
gateway (130-1; FIG. 1).

[0064] If the public IP-based network (140; FIG. 1) is an
IPv4 network (e.g., the Internet), the data being sent is
encapsulated for transmission over an IPv4 network at step
(420) of FIG. 4. Any suitable IPv6-to-IPv4 (i.e., 6-to-4)
encapsulation technique may be used. In one embodiment,
the data is encapsulated according to the 6-to-4 rules defined
in RFC 3056 with the source IPv4 address being 11.12.13.14
for the gateway (130-1; FIG. 1), and the destination IPv4
address being 27.28.29.30 for the gateway (130-2; FIG. 1)
and the protocol type of “41,” as understood by those skilled
in the art. The contents of RFC 3056 are hereby incorporated
by reference in their entirety. If the public IP-based network
(140; FIG. 1) is an IPv6 network, step (420) may be omitted.

[0065] At step (425), the gateway (130-1; FIG. 1) trans-
mits the data over the public IP-based network (140; FIG.
1) to the gateway (130-2; FIG. 1). If the public IP-based
network (140; FIG. 1) is an IPv4 network, the received data
is decapsulated by a suitable 6-to-4 decapsulation technique
at step (430). In one embodiment, the data is decapsulated
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according to the 6-to-4 rules defined in RFC 3056. If the
public IP-based network (140; FIG. 1) is an IPv6 network,
step (430) may be omitted.

[0066] At step (435), the NAT-PT module (160-2; FIG. 1)
allocates an unused address from the private address space
of the private network (120-2; FIG. 1) to be associated with
the public-side source address contained in the received data
packet, as discussed above. For example, the NAT-PT mod-
ule (160-2; FIG. 1) may allocate “10.0.0.1” from the private
address space. The unused address may be allocated when
there is no entry containing the received source address (e.g.,
“2002:0b0c:0d0e::f111:192.168.0.1”) in the NAT-PT map-
ping table (165-2; FIG. 1).

[0067] At step (438), the NAT-PT module (160-2; FIG. 1)
creates an entry in the mapping table (165-2; FIG. 1) for the
newly allocated address. In the case described above, the
entry serves to map an IPv6 public-side address (e.g.,
“2002:0b0c:0d0e::f111:192.168.0.1”) indicative of the source
of the data with the selected unused private address (e.g.,
IPv4 private-side address “10.0.0.1”), as shown in FIG. 2.
By storing this mapping entry into the NAT-PT mapping
table (165-2; FIG. 1), subsequent communications that
originate from nodes (110) in the private IPv4 network
(120-2; FIG. 1) to the private space destination address
“10.0.0.1” are mapped to
“2002:0b0c:0d0e::f111:192.168.0.1” based on the mapping
table (165-2; FIG. 1), and can be readily routed to private
node (110-1; FIG. 1) thereby allowing private IPv4 node
(110-2; FIG. 1) to receive incoming connections from
private IPv4 node (110-1; FIG. 1) and subsequently send
communications to private IPv4 node (110-1; FIG. 1).

[0068] At step (440) of FIG. 4, the SIIT module (155-2;
FIG. 1) of the gateway (130-2) translates the IP headers of
the received data packet from IPv6 to IPv4 using addresses
provided by the NAT-PT module (160-2; FIG. 1) of
“10.0.0.1” from the mapping table (165-2; FIG. 1) for the
source address and “192.168.0.1” extracted from
“2002:1blc:1dle:11:192.168.0.1” for the destination
address. “10.0.0.1” represents the source address of the IPv4
node (110-1; FIG. 1), and “192.168.0.1” is the private
address identifying the IPv4 node (110-2; FIG. 1) to which
the data is destined.

[0069] At step (445), the gateway (130-2; FIG. 1) for-
wards the data to the IPv4 node (110-2: FIG. 1) identified by
the destination address “192.168.0.1” in the private IP-based
network (120-2; FIG. 1).

[0070] The method shown in FIGS. 3 and 4 establishes
mappings between private addresses and corresponding
publicly routable IPv6 addresses. The mappings are stored in
the gateways (130; FIG. 1) and are useful for establishing
connections between IPv4 devices in independent private
networks. Subsequent communications between IPv4 nodes
(110-1 and 110-2; FIG. 1) are able to be forwarded to the
indicated destinations by referencing NAT-PT mappings
stored in the mapping tables (165; FIG. 1).

[0071] For example, the IPv4 node (110-2; FIG. 1) is able
to send data packets to IPv4 node (110-1) by using the
mapping created by the gateway (130-2; FIG. 1). In FIG. 2,
the data sent by the IPv4 node (110-2; FIG. 1)) to the
address “10.0.0.1” will be translated and forwarded to the
gateway (130-1; FIG. 1) by the gateway (130-2; FIG. 1).
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The gateway (130-1; FIG. 1) includes an appropriate entry
in its mapping table (165-1; FIG. 2) so that SIIT mappings
and address translations are performed similar the above
description in order to deliver the data sent by the IPv4 node
(110-2) to the IPv4 node (110-1). Examples of source and
destination addresses used for communications between the
1Pv4 nodes (110-1 and 110-2; FIG. 1) are shown in FIG. 2.

[0072] The method shown in FIGS. 3 and 4 may be
implemented and used in many private networks, including
already-deployed private networks.

II. Connections Between Public Nodes and Private IPv4
Nodes

[0073] A. System Overview

[0074] FIG. 5 is a block diagram illustrating a system
(500) providing transparent communication between the
IPv4 node (110-1) in the private network (120-1) and an
Internet Protocol version six (IPv6) node (510), according to
one embodiment. The system (500) includes the IPv4 node
(110-1) connected to the gateway (130-1) as discussed above
with reference to FIG. 1. The gateway (130-1) of the system
(500) may be configured to include the mechanisms and
instructions for operating as discussed above. In the system
(500), the DNS server (170) is the authoritative DNS server
for the private IPv4 network (120-1). As shown in FIG. 5,
the gateway (130-1) is connected to a public network (540),
which includes the IPv6 node (510).

[0075] 1.IPv6 Node

[0076] The IPv6 node (510) may comprise any device or
devices capable of being assigned an IPv6 address in the
public network (540). The IPv6 address should be publicly
routable, as understood by those skilled in the art. Examples
of such devices include, but are not limited to, personal
computers, workstations, IP-based telephones, personal
digital assistants, e-mail devices, pagers, set-top boxes,
dedicated computing devices, modems, routers, gateways,
switches, and other IP-capable devices.

[0077] While FIG. 5 shows only one IPv4 node (110-1) in
the private IPv4 network (120-1) and one IPv6 node (510)
in the public network (540), those skilled in the art will
readily understand that the private IPv4 network (120-1)
may include multiple IPv4 nodes (110), and the public
network (540) may include multiple IPv6 nodes (540).

[0078] 2. Public Network

[0079] The public network (540) shown in FIG. 5 may
comprise any public IPv6-based network. The public net-
work (540) is configured to support IPv6-based communi-
cations.

[0080] B. Example of a Method for Establishing Trans-
parent Communication

[0081] FIG. 6 is a block diagram illustrating addresses
used for establishing a connection between the IPv6 node
(510) and the IPv4 node (110-1) of the system (500) of FIG.
5, according to one embodiment. In the embodiment shown
in FIG. 6, the IPv4 node (110-1) is assumed to have been
assigned the fully qualified domain name of
“Vdhost.Private.net.” The IPv4 node (110-1) is also
assumed to have been assigned an IPv4 address that is
unique within the private IPv4 network (120-1). FIG. 6
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shows a case in which the IPv4 node (110-1) has been
assigned the private address of “192.168.0.1.”

[0082] The gateway (130-1) of FIG. 6 has been assigned
the globally routable IPv4 address of “11.12.13.14.” The
gateway (130-1) of FIG. 6 has also been assigned an IPv6
prefix based on the gateway’s (130-1) IPv4 address. The
IPv6 prefix assigned to the gateway (130-1) of FIG. 6 is
“2002:0b0c:0d0e:0/64.” The format of the IPv6 prefix is
well-known to those skilled in the art. The addresses shown
in FIG. 6 will be better understood with reference to the
following discussion of FIG. 7. For the example shown in
FIG. 7, the pool of private addresses available for the private
IPv4 network (120-1) is assumed to be “10/8,” as understood
by those skilled in the art.

[0083] FIG. 7 is a flowchart illustrating a method of
establishing transparent communication between the IPv6
node (510; FIG. 6) and the IPv4 node (110-1; FIG. 6) of the
system (500) of FIGS. 5 and 6, according to one embodi-
ment. At step (710) of FIG. 7, the IPv6 node (510; FIG. 6)
issues a query to the domain name system (DNS) to resolve
the name, “V4host.Private.net,” for the IPv4 node (110-1;
FIG. 6) to an IP address, as understood by those skilled in
the art. The DNS server (170; FIG. 6) is the authoritative
DNS server for the name “V4host.Private.net,” so the query
is directed to DNS server (170; FIG. 6) in the private IPv4
network (120-1; FIG. 6).

[0084] At step (715), the DNS server (170; FIG. 6)
responds to the query by providing an “A-record” associated
with the name “V4host.Private.net.” The “A-Record”
includes the local IPv4 address of “192.168.0.1” used in the
private IPv4 network (120-1; FIG. 6) to identify the IPv4
node (110-1; FIG. 6).

[0085] At step (720), the DNS-ALG module (155-1; FIG.
5) of the gateway (130-1; FIG. 5) removes the “A-record”
from the DNS response and replaces the “A-record” with an
“AAAA-record.” The “AAAA-record” includes a unique
and globally routable IPv6 address generated by the DNS-
ALG module (155-1; FIG. 5), as discussed above. In FIG.
6, the generated IPv6 address includes the IPv6 prefix
“2002:0b0c:0d0e:0/64” in commonly accepted form, which
prefix is descriptive of the globally routable IPv4 address
(11.12.13.14) of the gateway (130-1; FIG. 6). The IPv6
address also includes the private address (192.168.0.1) of
the IPv4 node (110-1; FIG. 6), which private address is
received from the DNS server (170; FIG. 6). The IPv6 prefix
and the private address are arranged to form the globally
unique and routable IPv6 address that can be used on the
public side of the gateway (130-1; FIG. 6) to identify the
IPv4 node (110-1; FIG. 6). As shown in FIG. 6, the
“AAAA-record” inserted into the DNS response includes
the IPv6 address of “2002:0b0c:0d0e::1f11:192.168.0.1.”

[0086] At step (722) of FIG. 7, the DNS response is sent
from the gateway (130-1; FIG. 6) to the IPv6 node (510;
FIG. 6), as shown by the path (610) in FIG. 6. From the
information in the DNS response, the IPv6 node (510; FIG.
6) has located the IPv4 node (110-1; FIG. 6).

[0087] Processing may continue at step (725) of FIG. 7, at
which step the IPv6 node (510; FIG. 6) sends data intended
for the IPv4 node (110-1; FIG. 6). The IPv6 node (510; FIG.
6) may send the data intended for IPv4 (110-1; FIG. 6) to the
gateway (130-1; FIG. 6). The data is typically in the form
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of packet data that includes a source IP address identifying
the source node’s IPv6 address and a destination IP address
identifying the destination node’s address in IPv6 format.
For step (725) of FIG. 6, the source IP address is
“2001:a:b:c:250:baff:fe12:3456,” and the destination IP
address is “2002:0b0c:0d0e::fHff: 192.168.0.1.”

[0088] At step (730) of FIG. 7, the NAT-PT module
(155-1; FIG. 5) allocates an unused address from the private
address space of the private network (120-1; FIG. 6) to be
associated with the public-side source address contained in
the data packet received from the IPv6 node (510; FIG. 6),
as discussed above. For example, the NAT-PT module
(155-1; FIG. 5) may allocate “10.0.0.1” from the private
address space. The unused address may be allocated when
there is no entry containing the received source address (e.g.,
“2001:a:b:c:250:baff:fe12:3456™) in the NAT-PT mapping
table (165-1; FIG. 6).

[0089] At step (732), the NAT-PT module (155-1; FIG. 5)
creates an entry in the mapping table (165-1; FIG. 6) for the
newly allocated address. In the case described above, the
entry serves to map the IPv6 public-side address indicative
of the source of the data (the IPv6 node (510; FIG. 6)) with
the selected unused private address (e.g., IPv4 private-side
address “10.0.0.17), as shown in FIG. 6. By storing this
mapping entry into the NAT-PT mapping table (165-1; FIG.
6), subsequent communications that are sent to the private-
side address 0of ©“10.0.0.1” can be readily routed to the public
side address “2001:a:b:c:250:baff:fe12:3456” based on the
mapping table (165-1; FIG. 6), thereby allowing private
IPv4 node (110-1; FIG. 6) to both receive incoming con-
nections from and send data to IPv6 node (510; FIG. 6).

[0090] At step (735) of FIG. 7, the SIIT module (155-1;
FIG. 5) of the gateway (130-1; FIG. 5) translates the IP
header of the received data packet from IPv6 to IPv4 using
addresses from the NAT-PT module (160-1; FIG. 5) of
“10.0.0.1” for the source address and “192.168.0.1” for the
destination address. “10.0.0.1” represents the private space
source address of the IPv6 node (510; FIG. 6) as mapped to
the public source address of the IPv6 node (510; FIG. 6),
and “192.168.0.1” is the private address identifying the IPv4
node (110-1; FIG. 6) to which the data is destined.

[0091] At step (740), the gateway (130-1; FIG. 6) for-
wards the data to the IPv4 node (110-1; FIG. 6) identified by
the destination address “192.168.0.1” in the private IP-based
network (120-1; FIG. 6).

[0092] The method shown in FIG. 7 establishes mappings
between private addresses and corresponding publicly
routable IPv6 addresses. The mappings are stored in the
gateway (130-1; FIG. 5) and are useful for establishing
connections between public IPv6 devices and 1Pv4 devices
in private networks. Subsequent communications between
the IPv6 node (510; FIG. 5) and the IPv4 node (110-1; FIG.
5) are able to be forwarded to the indicated destinations by
referencing NAT-PT mappings stored in the mapping table
(165-1; FIG. 5).

[0093] The method shown in FIG. 7 may be implemented
and used in many private networks, including already-
deployed private networks.

1II. CONCLUSION

[0094] In conclusion, the system, method, and apparatus
described above facilitate the establishment of transparent
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connections with IPv4 private address nodes by using IPv4-
IPv6 address translation that generates globally routable
IPv6 addresses for the IPv4 addresses. The unique IPv6
addresses include IPv4 address of the appropriate IPv4 node
and the address of the node’s gateway. This technique of
mapping private IPv4 addresses to IPv6 addresses allows
connections to be received and initiated with the IPv4
addresses.

[0095] Further, the gateway is configured to generate
entries in a mapping table, which entries map public IPv6
source addresses with private IPv4 addresses. The gateway
is able to consult the table to determine a routing destination
for outgoing connections. If the source address for an
incoming connection is not contained in the table, the
gateway creates an entry for use in routing subsequent
connections and data sent to the same IPv6 source. The
gateway is able to associate the appropriate IPv4 addresses
with incoming connections by extracting appropriate infor-
mation from the IPv6 destination address contained in
incoming data packets because the IPv6 destination address
includes the private destination address.

[0096] The preceding description has been presented only
to illustrate and describe embodiments of the invention. It is
not intended to be exhaustive or to limit the invention to any
precise form disclosed. Many modifications and variations
are possible in light of the above teaching.

What is claimed is:

1. A system for facilitating establishment of communica-
tion with an Internet protocol version four (IPv4) node of a
private network by using Internet protocol version six
(IPv6), the IPv4 node being assigned an IPv4 private
address, the system comprising:

a gateway configured to connect the IPv4 node with a
public network, said gateway being assigned a globally
routable IPv4 address, said gateway being configured
to generate a globally routable IPv6 address based on
the IPv4 private address of the IPv4 node and said
globally routable IPv4 address of said gateway.

2. The system of claim 1, wherein said gateway is
configured to generate said globally routable IPv6 address
by embedding the IPv4 private address of the IPv4 node and
said globally routable IPv4 address of said gateway in said
globally routable IPv6 address.

3. The system of claim 1, wherein said gateway is
configured to generate said globally routable IPv6 address
by:

inserting said globally routable IPv4 address of said
gateway into an IPv6 prefix; and

appending the IPv4 private address of the IPv4 node to
said IPv6 prefix.
4. The system of claim 1, wherein said gateway is further
configured to:

receive a message over the public network, said message
including a globally routable source address in IPv6
format;

allocate an unused IPv4 private address from a predefined
private address space of the private network; and

create a mapping, said mapping being configured to
associate said unused IPv4 private address with said
globally routable source address.

Jul. 6, 2006

5. The system of claim 4, further comprising a mapping
table configured to store said mapping.

6. The system of claim 5, wherein said gateway is further
configured to:

receive a subsequent data packet, said subsequent data
packet including a destination address in a first format;

identify a second destination address in a second format
by querying said mapping table for said first format
destination address, said first format destination
address being associated with said second destination
address by said mapping in said mapping table; and

forward said subsequent data packet to said second des-
tination address, said second destination address being
identified from said mapping.

7. The system of claim 6, wherein said first format
comprises 1Pv4 format, said second format comprises IPv6
format, and said subsequent data packet is received from the
IPv4 node of the private network.

8. The system of claim 4, wherein said globally routable
source address comprises said globally routable IPv6
address.

9. The system of claim 4, wherein said message comprises
a Domain Name System (DNS) response.

10. The system of claim 4, wherein said message com-
prises an incoming communication from either a public node
of the public network or a second IPv4 node having a private
address in an independent private network.

11. The system of claim 1, wherein said gateway is
configured to:

receive a data packet over the public network, said data
packet including a globally routable destination address
in IPv6 format;

recognize when said globally routable destination address
comprises said globally routable IPv6 address;

extract the IPv4 private address of the IPv4 node from
said globally routable IPv6 address; and

forward said data packet to the IPv4 private address of the
IPv4 node.

12. A system for facilitating establishment of communi-
cation with an Internet protocol version four (IPv4) node of
a private network by using Internet protocol version six
(IPv6), the IPv4 node being assigned an IPv4 private
address, the system comprising:

a gateway configured to connect the IPv4 node with a
public network, said gateway being assigned a globally
routable IPv4 address, said gateway being configured
to:

receive a message over the public network, said mes-
sage including a globally routable source address in
IPv6 format;

allocate an unused IPv4 private address from a pre-
defined private address space of the private network;
and

create a mapping, said mapping being configured to
associate said unused IPv4 private address with said
globally routable source address.
13. The system of claim 12, further comprising a mapping
table configured to store said mapping.
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14. The system of claim 13, wherein said gateway is
further configured to:

receive a subsequent data packet, said subsequent data
packet including a destination address in a first format;

identify a second destination address in a second format
by querying said mapping table for said first format
destination address, said first format destination
address being associated with said second destination
address by said mapping in said mapping table; and

forward said subsequent data packet to said second des-
tination address, said second destination address being
identified from said mapping.

15. The system of claim 14, wherein said first format
comprises IPv4 format, said second format comprises IPv6
format, and said subsequent data packet is received from the
IPv4 node of the private network.

16. The system of claim 12, wherein said message com-
prises a Domain Name System (DNS) response.

17. The system of claim 12, wherein said message com-
prises an incoming communication from either a public node
of the public network or a second IPv4 node having a private
address in an independent private network.

18. The system of claim 12, wherein said gateway is
configured to:

receive a data packet over the public network, said data
packet including a globally routable destination address
in IPv6 format;

recognize when said globally routable destination address
comprises said globally routable IPv6 address;

extract the IPv4 private address of the IPv4 node from
said globally routable IPv6 address; and

forward said data packet to the IPv4 private address of the
IPv4 node.

19. A method of facilitating establishment of communi-
cation with an Internet protocol version four (IPv4) address
of an IPv4 node of a private network by using Internet
protocol version six (IPv6), the IPv4 node being communi-
catively coupled to a public network by a gateway, the
gateway being assigned a globally routable IPv4 address, the
method comprising:

generating a globally routable IPv6 address based on the
IPv4 private address of the IPv4 node and the globally
routable IPv4 address of the gateway.

20. The method of claim 19, wherein said step of gener-
ating includes embedding the IPv4 private address of the
IPv4 node and the globally routable IPv4 address of the
gateway in said globally routable IPv6 address.

21. The method of claim 19, wherein said step of gener-
ating includes:

inserting the globally routable IPv4 address of the gate-
way into an IPv6 prefix; and

appending the IPv4 private address of the IPv4 node to
said IPv6 prefix.

22. The method of claim 19, further comprising:

receiving a message over the public network, said mes-
sage including a globally routable source address in
IPv6 format;
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allocating an unused IPv4 private address from a pre-
defined private address space of the private network;
and

creating a mapping, said mapping being configured to
associate said unused IPv4 private address with said
globally routable source address.
23. The method of claim 22, further comprising storing
said mapping to a mapping table.
24. The method of claim 23, further comprising:

receiving a subsequent data packet, said subsequent data
packet including a destination address in a first format;

identifying a second destination address in a second
format by querying said mapping table for said first
format destination address, said first format destination
address being associated with said second destination
address by said mapping in said mapping table; and

forwarding said subsequent data packet to said second
destination address, said second destination address
being identified from said mapping.

25. The method of claim 24, wherein said first format
comprises IPv4 format, said second format comprises IPv6
format, and said subsequent data packet is received from the
IPv4 node of the private network.

26. The method of claim 22, wherein said globally
routable source address comprises said globally routable
IPv6 address.

27. The method of claim 19, further comprising:

receiving a data packet over the public network, said data
packet including a globally routable destination address
in IPv6 format;

recognizing when said globally routable destination
address comprises said globally routable IPv6 address;

extracting the IPv4 private address of the IPv4 node from
said globally routable IPv6 address; and

forwarding said data packet to the IPv4 private address of

the IPv4 node.

28. A method of facilitating establishment of communi-
cation with an Internet protocol version four (IPv4) address
of an IPv4 node of a private network by using Internet
protocol version six (IPv6), the IPv4 node being communi-
catively coupled to a public network by a gateway, the
gateway being assigned a globally routable IPv4 address, the
method comprising:

receiving a message over the public network, said mes-
sage including a globally routable source address in
IPv6 format;

allocating an unused IPv4 private address from a pre-
defined private address space of the private network;
and

creating a mapping, said mapping being configured to
associate said unused IPv4 private address with said
globally routable source address.
29. The method of claim 28, further comprising storing
said mapping to a mapping table.
30. The method of claim 29, further comprising:

receiving a subsequent data packet, said subsequent data
packet including a destination address in a first format;
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identifying a second destination address in a second
format by querying said mapping table for said first
format destination address, said first format destination
address being associated with said second destination
address by said mapping in said mapping table; and

forwarding said subsequent data packet to said second
destination address, said second destination address
being identified from said mapping.

31. The method of claim 30, wherein said first format
comprises IPv4 format, said second format comprises IPv6
format, and said subsequent data packet is received from the
IPv4 node of the private network.

32. The method of claim 28, further comprising:

receiving a data packet over the public network, said data
packet including a globally routable destination address
in IPv6 format;

recognizing when said globally routable destination
address comprises said globally routable IPv6 address;

extracting the IPv4 private address of the IPv4 node from
said globally routable IPv6 address; and

forwarding said data packet to the IPv4 private address of

the IPv4 node.

33. A processor-readable medium including instructions
for facilitating establishment of communication with an
Internet protocol version four (IPv4) private address of an
IPv4 node of a private network by using Internet protocol
version six (IPv6), the IPv4 node being communicatively
coupled to a public network by a gateway, the gateway being
assigned a globally routable IPv4 address, the instructions
being configured to direct a processor to perform the step of:

generating a globally routable IPv6 address based on the
IPv4 private address of the IPv4 node and the globally
routable IPv4 address of the gateway.

34. The processor-readable medium of claim 33, wherein
said step of generating includes embedding the IPv4 private
address of the IPv4 node and the globally routable 1Pv4
address of the gateway in said globally routable IPv6
address.

35. The processor-readable medium of claim 33, wherein
said step of generating includes:

inserting the globally routable IPv4 address of the gate-
way into an IPv6 prefix; and

appending the IPv4 private address of the IPv4 node to
said IPv6 prefix.
36. The processor-readable medium of claim 33, wherein
the instructions are further configured to direct the processor
to perform the steps of:
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receiving a data packet over the public network, said data
packet including a globally routable destination address
in IPv6 format;

recognizing when said globally routable destination
address comprises said globally routable IPv6 address;

extracting the IPv4 private address of the IPv4 node from
said globally routable IPv6 address; and

forwarding said data packet to the IPv4 private address of

the IPv4 node.

37. A processor-readable medium including instructions
for facilitating establishment of communication with an
Internet protocol version four (IPv4) address of an IPv4
node of a private network by using Internet protocol version
six (IPv6), the IPv4 node being communicatively coupled to
a public network by a gateway, the gateway being assigned
a globally routable IPv4 address, the instructions being
configured to direct a processor to perform the steps of:

receiving a message over the public network, said mes-
sage including a globally routable source address in
IPv6 format;

allocating an unused IPv4 private address from a pre-
defined private address space of the private network;
and

creating a mapping, said mapping being configured to

associate said unused IPv4 private address with said
globally routable source address.

38. The processor-readable medium of claim 37, wherein
the instructions are configured to direct the processor to
perform a step of storing said mapping to a mapping table.

39. The processor-readable medium of claim 38, wherein
the instructions are configured to direct the processor to
perform the steps of:

receiving a subsequent data packet, said subsequent data
packet including a destination address in a first format;

identifying a second destination address in a second
format by querying said mapping table for said first
format destination address, said first format destination
address being associated with said second destination
address by said mapping in said mapping table; and

forwarding said subsequent data packet to said second
destination address, said second destination address
being identified from said mapping.

40. The processor-readable medium of claim 39, wherein
said first format comprises IPv4 format, said second format
comprises IPv6 format, and said subsequent data packet is
received from the IPv4 node of the private network.

E I S N
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