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ABSTRACT

There are certain occasions when we want to have more than one computers using a single
IP address. One notable case is when we use firewalls for security reasons or when we use
private IP addresses and still want to provide global IP connection. Since the computers behind
the firewall or using private IP addresses do not have unique IP addresses, they can not
participate in global IP network. However, we still want to provide them some means so that
they can be used as if they have real IP addresses.

Another example is when we have more than one server and want to make them appear to
be just one server. With the proliferation of WWW, popular WWW servers tend to be
overloaded and we need a mechanism to balance the load to several servers when needed. One
solution being adopted is address translation by DNS (Domain Name Service). IP reuse using
network address translator (NAT) is proposed in [TE93] and standardized by RFC1631. For load
balancing of the WWW servers, a round robin distribution scheme using DNS is proposed and is
used at NCSA [KBM94]. However, as pointed out from the literature, these schemes are based
on DNS and there are several shortcomings. We propose a novel technique to perform address
translation without a DNS. Our technique is based on the idea that any internet connection is
uniquely identified by the socket pair <source IP address, source port, destination IP address,
destination port>. By using a address translating bridge, we can provide computers with phony
IP addresses real IP connection. The performance of our scheme is investigated using a
prototype and the test results show that there is very little overhead in using our scheme.

Introduction

One of the biggest problems we are facing now
on the Internet is the depletion of IP addresses. The
four byte long IP address is being used up rapidly due
to the exponential growth of Internet. We need to
either expand the IP address space or devise an effi-
cient way to use the existing IP address space.

Even though a new protocol called IPNG is
being investigated to replace the IP, its wide accep-
tance is still far away and a short-term solution is
badly required. We looked at some solutions suggested
in the literature such as proxy, socks, and NAT.
Among those solutions, NAT is considered to be the
most practical since it does not need any changes in
the network structure or current applications.

We propose a novel idea which we call port-
address translator (PAT) which deals with the short-
comings of NAT that it still need IP addresses as many
as the number of active local nodes at any time. By
using PAT , only a single IP address is needed and it
can support up to 216 active connections.

The main idea behind PAT is that each TCP or
UDP connection is uniquely identified by the internet
address and port number pairs of the source and desti-
nation. Instead of having different IP addresses, one
machine with a real IP address can act as a gateway by
assigning different port number for each active con-
nection.

To investigate the usability of the proposed PAT ,
we have conducted some experiments using our proto-
type. First, we investigated whether our PAT prototype
can be used for all the protocols. In other words, the
question is that the PAT is really transparent or not.
We have found that PAT works well with most of the
protocols except the protocols which use the endpoint
information at the application level such as FTP,
Rlogin and ICMP. In these protocols, the boundary
between the communication layers is not clear and the
lower layer information is used at the higher layer. To
make PAT work with these protocols, we have to
attack each protocols one by one and provide applica-
tion specific services and we have solved the problem
with FTP.

Secondly, we have examined the performance of
our prototype and found that our prototype shows little
overhead when used between two Ethernet segments.

As an additional benefit, PAT can be used as a
load balancing gateway. Unlike the DNS based load
balancing scheme which fails to balance the load from
time to time due to DNS caching, PAT can distribute
the loads to multiple servers perfectly at all times.

The rest of this paper is organized as follows: we
identify the problem of IP address shortage and look at
some of the solutions provided in the literature in sec-
tion 2. In section 3, we propose our solution by trans-
lating IP address-port pair. Design and implementa-
tion issues are discussed in section 4 and we report the
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results of our performance experiments in section 5.
Finally, we conclude the paper in section 6.

Background

Waste of IP Address Space
Since there are four bytes in IP address, there can

be 232 distinct addresses. However, this address space
is wasted due to the following reasons.

• To facilitate routing, IP addresses are grouped
into network addresses.

• There are three different classes of networks
classified according to their size (class A, B,
and C) and each organization is assigned one or
multiple contiguous network addresses.

• IP addresses inside a network address can not
be used by other organizations.

• The number of nodes in any one network which
simultaneously communicate with outside
nodes is relatively small.

Think of a class C network which has 150 IP
nodes in it. At a glance, at least 106 addresses are
wasted because the unused addresses of a class C net-
work cannot be used by the other sites belonging to
another network. Moreover, if only 50 local sites tend
to access remote sites simultaneously, we don’t have
to assign global addresses to each local sites all the
time.

Thus, we insist that 206 out of 256 IP addresses
are wasted in this example. Francis’ NAT [TE93] can
support this network with only 50 global addresses. In
this paper, we present another application level gate-
way that can support this network with just one global
address.

IP address Reuse
It has been already noted that IP addresses can be

reused for private networks. In [RFC1597], parts of
IP addresses are designated to be used repeatedly for
private networks as follows:

• 1 class A network address 10.0.0.0
• 16 class B network addresses from 172.16.0.0

to 172.31.0.0
• 255 class C network addresses from

192.168.0.0 to 192.168.255.0

However, for nodes inside these private networks
to work with Internet, there should be some mecha-
nism to give them real IP addresses. Also, in
[RFC1519], it has been suggested to use CIDR (Class-
less Inter-Domain Routing) to avoid IP address waste
due to IP partitioning.

Proxy Server
For a local area network where network security

is important, a firewall is often used to separate the
inside network from outside networks. It is usually
implemented by selectively filtering packets coming
in and going out. However, the users inside the net-
work still want to use all the Internet services, and it is
a major consideration in using a firewall.

One easy solution is to provide a proxy server
through which users communicate with outside net-
work. By setting up a proxy server which can be
trusted and assigning a real IP address to it, users can
go through it when they need outside connection.
Refer to Figure 1 for the operation of a proxy server.

Internal Clients

Proxy
Server

telnet(internal)

telnet(internal) Globally Unique IP

fake(local) IP

fake(local) IP

Internal Network Outer Network

O1

ftp(external)

O2

telnet(external)

I2

I1

G

Figure 1: Connecting through a Proxy Server

Socket Server
In UNIX systems, application programs use

sockets to access the network and each kernel of the
system manages sockets. There are some exceptions
where sockets are managed and allocated by a sepa-
rate server to provide transparent network access
where firewall is used. In [KK92], a socket server is
introduced which manages the socket of the local
machines which do not have direct internet access so
that local machines can access outside network. The
socket server should have the capability to communi-
cate with outside network and it provides sockets
which can be used for outside connection to the inter-
nal hosts which can not directly communicate with
outside network. Internal nodes can get a socket from
the socket server using Rconnect() call. The socket
server provides the socket clients its IP port number
and transfer packets through the port. Using the socket
server and the socksified clients, it is possible to trans-
fer packets between the internal and outside networks.

Even though this scheme provides transparent
solution, it requires modification to all the client pro-
grams.

Network Address Translator
As we have seen earlier, it is impossible to con-

nect from a regional network using replicated IP
address to the global IP network without some tweak-
ing. It is needed to translate the replicated address to a
globally unique address to be able to connect to the
global IP network since the regional addresses are
only unique inside that region. We call these fake IP
addresses as replicated addresses.

P. Francis has suggested a scheme for IP address
reuse by transparent address translator using DNS in
[TE93]. Figure 2 shows the network diagram of a
regional network with replicated addresses and the
usage of address translator.
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Address Pool

134.35.77.50

134.35.77.0 -

NAT

Global Network

(Reused Address)
172.16.0.0

from 134.35.77.5

I

from 172.16.10.1

172.16.10.1

1) CONNECT

2) Search
3) 134.35.77.5

4) CONNECT’

Figure 2: A network with replicated address and NAT

Between the global network and the local net-
work using replicated IP addresses, there is a Network
Address Translator (NAT) which has a couple of IP
addresses which can be used for outside communica-
tion. Whenever a node inside the local network need a
global address for outside communication, NAT pro-
vides the local node a global address dynamically. A
global address, once allocated, can be used until the
connection is terminated and the NAT automatically
translates between the global address and local
address. NAT performs the translation by intercepting
all TCP/IP packets to search their header information
and refer to the mapping table between the global and
local addresses.

As shown in Figure 2, there is a close relation-
ship between NAT, DNS and interdomain router or
gateway. Let us look at how NAT works. When an
inside node I wants to send a packet to outside net-
work, NAT intercepts this packet and allocates a
global IP address and relays it outside. All the packets
to the outside network go through the NAT and the
packets are examined and proper address translation is
performed if needed. Only properly translated packets
can be relayed to the outside network.

On the other hand, if there is a connection
request from outside to the inside node I, DNS would
first notice it and ask the NAT to prepare a global IP
address for I. However, there is a set limit on the num-
ber of simultaneous outside connection which is the
number of reserved global IP addresses the NAT has.

There are certain disadvantages in this scheme.
• It can be applied only to the applications using

DNS.
• It is hard to apply it to connectionless protocol

such as UDP.
• The number of global IP addresses might not be

big enough for outside connections.
• A  special consideration is needed for applica-

tions which exchanges IP address via the proto-
col. (FTP, RLOGIN, etc).

In spite of these drawbacks, this scheme enables
a transparent address translation by setting up the NAT
on the border of the network without a lot of modifica-
tion. RFC1631 describes the use of NAT.

Transparent Port-Address Translator

Now, we introduce a new technique to re-use
address space by transparent port-address translation.
We note that there are a lot of ports in a node and only
a small portion of them are used at any time. It is pos-
sible to provide outside connection by translating local
address and port pair to a global IP address and its
unused port number.

Let us denote a socket of a node as (address,
TCP port number) and a TCP packet as (srcIP, src-
PORT, dstIP, dstPORT). Assuming that there is no
node with the same IP address on the route, every
application using the connection can be uniquely iden-
tified in the regional network – in the global internet if
there is no replicated addresses – by the pair (srcIP,
srcPORT). Furthermore, two pairs of sockets, ((srcIP,
srcPORT), (dstIP, dstPORT)) uniquely identify the two
endpoints of the communication [RFC793].

Information Needed To Transmit Packets Through
Proxy Server
Let us first find out the minimum information to

transmit packets between TCP peer entities when
proxy server is used. Let us look at Figure 3 which
shows a telnet session through proxy server. From
node S with replicated address, a remote login connec-
tion is established by issuing ‘telnet G’. Again from
G, ‘telnet D’ is used to connect to D and we have a
indirect telnet connection from S to D. Proxy server G
relays all the packets between S and D. As shown in
Figure 3, a packet from (S, 1000) to (D, 23) is
received by G and the source address is changed into
(G, 3000) and then relayed to (D, 23). A
packet from (D, 23) to (G, 3000) is again
received by G and it is relayed to (S, 1000) after
the destination address is changed. This translation is
done by the proxy server when the user specified the
usage of proxy server. Now, all we have to do is to
transparently perform the translation done by the
proxy server G.

Operation of Port-address Translator
We can automate the translation the proxy server

does by using a special gateway. We call the gateway
a Port-address translator (PAT). Figure 4 shows the
operation of the PAT .

Since a port number is represented using 16 bits,
an IP node can have up to 216 different sockets. There-
fore, there can be 216 different entities on an IP node
which can be uniquely identified in the Internet
address space. In practice, only a small amount of
ports are ever being used by applications. The remain-
ing unused ports of a node with global IP address can
be allocated to the regional nodes which have repli-
cated addresses.
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(D, 23)
destination IP = D

source IP = S
source port = 1000

destination port = 23

(S, 1000) -> (G, 23)

(G, 3000) -> (D, 23)

(G, 23)

(G, 3000)
telnet client port = 3000

telnetd server port = 23

Proxy Server
Proxy Server IP = G

(S, 1000)

S

D

Figure 3: Packet relay by proxy server

G.PORT I.IPaddress I.PORT STATUS

30000 172.16.10.1 1234 SYN-SENT
30001 172.16.10.1 3487 ESTABLISHED
30002 172.16.30.27 12039 CLOSE-WAIT
30003 NULL NULL CLOSED
30004 NULL NULL CLOSED
: : : :
40000 172.16.68.99 3465 ESTABLISHED

Table 1: An example of port-address mapping table

Let us look at Table 1. This table shows the map-
ping between sockets (IPaddr,PORT) of nodes
inside a regional network with stub B class network
address 172.16.0.0 and the port numbers of a node G
(Gateway node) which has a global IP address. This
mapping can be dynamically allocated by:

1. DNS call as in [TE93]
2. Looking for SYN flag in TCP header informa-

tion and deallocated when the STATUS
becomes CLOSED.

Whenever PAT G encounters a packet requiring
address translation, this table is looked up to modify
the header information and the modified packet is
relayed. G monitors all inbound packets and outbound
packets to properly modify them.

The source address of the outbound packet is
mapped from (I.Addr, I.PORT) to (G.Addr,
G.PORT) according to the port-address mapping
table and relayed. Also, inbound packets with destina-
tion address (G.Addr, G.PORT) is translated into
(I.Addr, I.PORT) and relayed to the inside
regional network. All the outbound packets should be
translated before going out of the local network since
the local IP addresses are replicated.

PAT as Load Balancing Gateway
With the growth of the internet, certain informa-

tion servers tend to attract a lot of users and providing
service to large number of internet users impose great
strain on the popular servers. If the server is over-
loaded, the server should be upgraded or another
server should be added to share the load. When using
more than one servers, the question of how to dis-
tribute the load always comes up. The most widely
used scheme is using DNS based load balancing.
However, this scheme does not always work properly
due to DNS caching. Using PAT , on the other hand, we
can always distribute the load however we want. The
load can be distributed round-robin fashion or the
server load can be considered by simple programming
of the PAT . Figure 5 shows the operation of PAT doing
load balancing.

PAT Mapping Table

G.Port     (I.Address, I.Port            Status

30000      (172.16.10.1,1234)           Established

30002      (  NULL,      NULL)         Closed

30001      (172.16.10.1,3487)           SYN-sent

    .                   .                 .                     .

    .                   .                 .                     .

Global Network

(Reused Address)
172.16.0.0

I

172.16.10.1

1) CONNECT

2) Search

4) CONNECT’

PAT

134.35.77.5

3) 30000

from (134.35.77.5,30000)
from (172.16.10.1,1234)

(D,23)

Figure 4: PAT operation as IP address multiplexer

I

PAT Mapping Table

    .                   .                 .                     .

PAT

134.35.77.5

172.16.0.0

2) Search

(Multiple Servers)

(S,9000)

to (134.35.77.5,8080)

3) (172.16.10.2,8080)

PAT.Port     (O.Address, O.Port)            Status

8080      (172.16.10.1,8080)        

8080      (172.16.10.2,8080)              Next

 8081       (  NULL,    NULL)           Unused

Server 2(172.16.10.2)

Server 1(172.16.10.1)
    .                   .                 .          

Global Network

Figure 5: PAT operation as load balancing gateway

Design and Implementation Issues For Port-
address Translator

We have implemented a prototype on an IBM
compatible PC using packet driver. A lot of skeleton
codes are adapted from PC bridge and PC router
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softwares. Since the port-address translator has more
functionality such as address translation, more hard-
ware resource is needed. From the experiment we
have done using the prototype, we found that the per-
formance is comparable to that of general PC ethernet
bridge.

Some of the issues we have encountered are as
follows.

• The checksum of the TCP/IP header should be
modified accordingly.

• It is difficult to decide when to allocate and
deallocate mapping table entity for UDP proto-
col.

• A separate mechanism such as static allocation
is needed for inbound request to the server with
only regional address.

• To deal with application protocols which
exchanges packets with IP address in them such
as FTP and RLOGIN, the translation should be
done on application layer.

These problems are due to the fact that the port-
address translator can only gather limited information
from the packets. They are similar to the problems
encountered with packet filtering gateway which is
used to enhance security. However, they are more dif-
ficult than the case with the translation using socket
server since the information can be obtained from
Rbind() call in socket server whereas the port-address
translator only looks at the header information.

Calculating checksum for TCP/IP header is
pretty simple and it can be efficiently done by a com-
bination of additions and subtractions [RFC1631]
[TE93]. We have implemented our prototype using the
algorithm shown in [TE93].

Timing for Allocation and Deallocation of Port-
address Mapping Table Entry
Two methods have been introduced for the tim-

ing of allocation and deallocation of port-address map-
ping table entry.

First, we can use DNS to dynamically allocate
addresses. It has advantages that the address allocation
time is specified and inbound service can be sup-
ported. However, it tends to be more complex since
the address deallocation should be done either by
monitoring each session or explicitly specifying the
deallocation. Furthermore, for this method to work, all
the nodes should be registered to the DNS and DNS
caching can cause a severe inconsistency problem.

Second, we can monitor the packet header and its
contents and modify them accordingly. It could be
complex since we need to trace the regional sockets to
follow their TCP STATE change. However, this infor-
mation can be obtained from the TCP header flag
(e.g., SYN, FIN). Figure 6 shows the state transition
diagram of the TCP STATE and corresponding header
flags. A pseudo code of the algorithm is attached as an
appendix.

Supporting UDP
It is more difficult to extend the port-address

translator to support UDP protocol. Since UDP is a
stateless protocol and there is no sequence number, it
is close to impossible to correctly trace a session.
What we can do is to use an appropriate timeout value
to determine a termination of a session. This idle time
threshold based algorithm does not guarantees to work
since the proper timeout value is hard to determine.

Outgoing SYN
detected

Opening timeout OR
RST detected

Other ACK/FIN detected OR
RST detected

Incomming ACK/SYN and
outgoing ACK detected

ESTABLISHED

CLOSINGCLOSED

OPENING

FIN detectedRST detected

Figure 6: TCP STATE transition diagram from TCP
header flag

We have implemented the idle time threshold
based algorithm with a timeout value of two minutes.
This value is selected since it is relatively large com-
pared to the other timeout values used in NIS (Net-
work Information System) or NFS (Network File Sys-
tem).

A special caution is needed to support UDP
applications with different characteristics.

Another problem we have encountered with
UDP protocol is the problem with large packets. When
a UDP packet larger than 1472 bytes is transmitted
through the Ethernet, it is divided into several packets
before transmitted. The problem is that only the first
packet has the UDP header. The remaining packets do
not have the UDP header and the PAT has no way of
knowing where to send these packets with no UDP
headers. Since the first packet has the continuation
flag, PAT can examine the flag whenever it receives a
UDP packet and takes appropriate action when the
packets with no header follow.

Supporting Inbound Request
Besides the dynamic allocation of the port-

address mapping through packet flags, our port-
address translator supports static allocations for
inbound connection requests. It has a limitation that
only one inside server can be specified for each IP
address, port pair. In other words, only one server can
be activated for each well known protocol if there is
only one global IP address. The static allocation is
assigned when the port-address translator is launched
and stay valid all the time. We can have inside servers
for well-known ports to service inbound requests.

For example, if we have a HTTP server at
(www.our.domain, 80), packets coming to (gate-
way.our.domain, 80) is translated into (www.our.
domain, 80) and relayed to the HTTP server inside. Of
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course, our server should be registered as gate-
way.our.domain in the DNS.

Recently, information servers tend to be config-
ured using a server pool to balance the server load.
Our translator can be used for dynamic load balancing
for a server pool as shown in the previous section.

Compatibility Issues
Since PAT changes the packet headers without

the knowledge of senders or receivers of the packet,
there are some network applications which do not
work properly with the PAT . We have done extensive
testing for various applications and found that most of
the applications work well with the PAT . The TCP
protocols that work with PAT are Telnet, SMTP,
NNTP, HTTP, Finger, and X11. And UDP protocols
that work with PAT are TFTP, DNS, and RPC. These
protocols have common characteristic that they do not
include IP address or port number in application lay-
ers. Even if they do, it is just for reference.

Some protocols that do not work with the current
implementation of PAT are ICMP, NFS, rlogin and
FTP. Most of these protocols use the IP address and
port number in their application layers and the use of
PAT renders the information useless. We have looked
at each protocol to examine why they do not work and
discuss some possible solutions.

ICMP

In ICMP protocol, the server is supposed to echo
the header the client sends. Since PAT changes the
address information in the header of the packet, the
information inside the echo packet is different from
the information that the client sent and the ICMP
client does not recognize the echo from the server.
One possible solution is to save a copy of the ICMP
request header in PAT and switch the information
inside the echo packet when the echo comes from the
ICMP server.

NFS

NFS uses RPC and UDP protocol. Since both
RPC and UDP work well with PAT , NFS should work
with PAT . In our current implementation, UDP packets
larger than 1472 bytes are not handled correctly and it
renders NFS inoperable through PAT when accessing
files of bigger than 1472 bytes. However, we believe
NFS should work with PAT once the UDP packet han-
dling is correctly implemented.

Rlogin

When we tried rlogin through PAT , we encoun-
tered an authentication failure. The rlogin server asks
the client the address when the connection is estab-
lished. Since the address of the client is different from
the client’s reply, it results in authentication failure.
Again, we need to keep track of the initial negotiation
and switch the client’s address with the address of PAT
to pass the authentication.

FTP

FTP is one of the most widely used protocols and
it should be supported for the PAT to be of any use.
There are two different types of connections used in
FTP. The control connection for setting up the session
and sending commands and the data connection for
data transfer. The control connection is established
when the FTP session is first set up while the data
connection is separately established and terminated
whenever there is a need for data transfer. When FTP
client needs to get some data from the server, it sends
a PORT command with its IP address and TCP port
number for data connection through the control con-
nection and waits listening to the port [RFC959].
Upon receiving the PORT command, the FTP server
establishes data connection using the port number
received.

When the client has a replicated address which is
meaningless outside its regional network, it still sends
a PORT command with its IP address and port num-
ber. For the client to be able to establish the data con-
nection correctly, the port-address translator should
recognize the packet carrying the PORT command and
change the IP address and port number with a correct
one before relaying this packet to the server.

This can be done by looking at the packets
belonging to a FTP session and look for the PORT
command with IP address and port number. Since all
data are ASCII coded, it is relatively easy to find
them. However, there is a slight problem since modi-
fying the address and port number often results in dif-
ferent string length which causes inconsistent TCP
sequence number. The inconsistency in TCP sequence
number can render further communication impossible.
The sequence number as well as the acknowledgement
number of the ACK packet should be properly
adjusted to ensure correct communication. In our pro-
totype, we solved this problem by keeping track of the
difference between the sequence numbers of the origi-
nal packet and modified packet and properly adjust all
the sequence numbers and acknowledge numbers for
the forthcoming packets of the same FTP session.

Other Protocols

Applications like SNMP often uses encrypted IP
address and port number. It is impossible to handle
this kind of application which encrypts the packet con-
tents at this stage. However, we believe that SNMP
packets usually are confined inside its regional net-
work and did not consider SNMP.

To be able to implement a transparent port-
address translator, it is necessary to classify each
applications and devise appropriate translation
schemes for each of them. We are currently working
on other applications we have overlooked using our
prototype.
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Performance Considerations

Test Environment
To measure the performance degradation the PAT

might have, we have performed several experiments
using our PAT prototype. The PAT prototype is imple-
mented so that it will work between two ethernet seg-
ments and it is also possible to make it work between
Ethernet and serial port so that it can act as a gateway
machine.

First, we measured the Ethernet throughput on an
isolated network between two Sparc 1 25MHz
machines. Next, the PAT is introduced between two
machines and the same set of experiments was per-
formed. For the PAT prototype, we used an old IBM
compatible PC with 386SX-25 and a 486DX-50 PC.
The cost of the 486 PC used in the setup is about $500
and the 386PC can be had less than $100. It’s always a
good idea to use computers past their prime which
have the highest price/performance ratio. The compo-
nents needed for the PAT is as follows. (motherboard,
CPU, RAM (640K if you can find or more), floppy
drive, keyboard, power supply, LANcard X 2)

We have used two different workloads to run the
experiments. The first is the TCP workload and the
other is FTP workload to examine the effect of the
FTP-specific service routine. We did not measure the
effect of PAT on UDP workload since UDP is simpler
than TCP and it would be less affected by PAT .

Workload T

To measure the TCP performance, we pro-
grammed a simple client-server application in which
the client requests the server to send random amount
of data. The connection is reset after the data transfer
and established again until total of about 2MB data is
transferred. The size of each request is randomly gen-
erated using exponential distribution of average 16KB
and 160KB respectively. 16K was the average size of
WWW objects observed by the proxy server in SNU.
160KB was used to see the effect of large data trans-
fers.

Workload F

It is used to measure the effect of FTP-specific
application. We measured the time to transfer files
with total size of 7.2MB.

Two experiments for the workloads T and one
experiment with workload F have been performed. For
each experiment, we measure the throughput and
response time of the transfer. We first measured the
time without the PAT for the basis of comparison and
measured the time with 486 PAT and 386 PAT respec-
tively. To run the experiments, two sparc 1 worksta-
tions were used on an isolated network and the PAT
was set up between them.

Test Results
Figures 7, 8, and 9 show the results of the experi-

ments. When transferring large files using TCP, the
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Figure 7: Performance of PAT (TCP, large file)
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Figure 8: Performance of PAT (TCP, small file)

1 2 4 8 16 32
Number of clients

0.0

100.0

200.0

300.0

400.0

500.0

600.0

T
hr

ou
gh

pu
t (

K
B

/s
ec

)

FTP Performance
Total Bytes Transferred=7.2MB

No-PAT
486
386

Figure 9: Performance of PAT supporting FTP proto-
col
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386 PAT clearly shows poor performance since the
slow gateway imposes great network delay. However,
when using 486 PAT , the difference is relatively minor
as the number of active connections increases. For
small file transfers, there is less than 20% drop in
throughput both for 386 and 486 PAT . We believe this
is mainly due to the slow machines we used for the
experiments. The machines rather than the network
were the bottleneck in this experiment. As for the
overhead dealing with FTP specific processing, we
can see the same trend as with TCP large file transfer
and we conclude that FTP processing does not impose
big overhead in PAT operation.

We have also measured the round trip time of a
small packet with and without PAT . Table 2 shows the
result of that test.

In this experiment, we can see that 486 PAT only
adds about 5% and 386 PAT has 10% more delay.
Considering that it is round trip, for a packet to pass
through PAT takes 0.00025 sec for 486 and 0.0005 sec
for 386 PAT .

RTT between Sparc1
no PAT 0.009287 sec
486 PAT 0.009784 sec
386 PAT 0.011348 sec

Table 2: Round trip time of a small packet (4 byte)

Overall, the 486 PAT only has less than 20%
overhead with normal network traffic on Ethernet and
we believe it would be more than enough to be used as
a gateway for small sites connected through T-1 or
slower links.

Conclusion

The port-address translator we propose can reuse
IP addresses as well as prove load balancing without
modifying existing applications or network structure.
It is also very inexpensive. Compared to the address
translator using DNS which provides one to one map-
ping between globally unique address and reused
address, our scheme can provide a large number of
connections using just one globally unique IP address.
Ultimately, it can be used to transform a class C net-
work to a network with only one globally unique IP
address and reused addresses. We believe that the IP
address reuse through port-address translator is a very
practical solution and it can be a short term solution to
the IP address shortage. The advantages of the port-
address translator are summarized as follows:

• The cost of implementing a port-address trans-
lator and following network restructuring is
comparable to that of packet filtering gateway.

• The port-address translator provide users trans-
parent service without modifying existing
applications programs or network topology.

• It is possible to relay UDP packets by careful
considerations.

• It is possible to relay inbound requests by
reserving ports or using server pool.

• Most of the applications such as FTP can be
relayed by application specific gateway.

• It can provide security as a firewall does since
it controls all outbound connections.

However, the port-address translator has the fol-
lowing drawbacks. These problems should be
addressed before it can be a viable short-term solution
for IP address depletion.

• There are some applications which need special
consideration and some applications which can
not be handled.}

• Various protocols such as ICMP, SNMP, RIP
should be considered.}

• It has the single point of failure.

Availability

The prototype implementation of PAT is avail-
able from ftp://arari.snu.ac.kr/pub/pat . This version
still does not handle long UDP packets correctly.
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