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1
METHOD AND APPARATUS FOR
DISTRIBUTED NETWORK ADDRESS
TRANSLATION PROCESSING

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates generally to the translation of
addresses across networks and more specifically to the pro-
cessing of such translations.

2. Description of the Related Art

Machines must have unique addresses if they are to com-
municate with each other over a network, such as the Internet.
1Pv4, the current version of the Internet protocol, provides 32
bits for the IP address. Although 32 bits theoretically allows
4,294,967,296 unique IP addresses, addresses are separated
into classes and set aside for multicasting, testing and other
special uses. The actual number of available addresses from
Network Solutions, Inc., the entity that provides registration
services for the Internet, are between 3.2 and 3.3 billion. With
the explosion of the Internet, address depletion is a serious
concern. Additionally, many enterprises want to manage their
own networks, and do not want to rely on Network Solutions,
Inc. for the addressing of every machine on their networks.

One solution for conserving addresses is referred to as
network address translation (NAT). NAT allows an interme-
diary device (e.g., computer, router or switch) to act as an
agent between a public network (e.g., the Internet) and a
private local network. Each device on the local network is
assigned a local IP address that is used only for local com-
munications. Additionally, the local network is given a range
of public IP addresses to represent the devices on the local
network when communicating with the public network.

When a local computer attempts to communicate with a
computer outside the local network, the intermediary device
(NAT box) maps the local computer’s IP address to one of the
public network’s IP addresses and replaces the local comput-
er’s address with public network’s IP address. If the local
network has more devices than public IP addresses, the public
IP addresses must be shared among the local computers.

A feature of IP is multiplexing, which allows a computer to
maintain several concurrent connections with remote com-
puters using different TCP or UDP ports. A NAT box takes
advantage of this feature by modifying the TCP/UDP ports
for the traffic from the local computers such that it can
uniquely map the local address and local TCP/UDP source
port number (tuple) to the public IP address and assigned
TCP/UDP source port number. Therefore, when a NAT box
uses network address port translation (NAPT) it does not need
the same number of public addresses as local devices. It
should be noted that NAPT is included in the definition of
NAT.

In addition, particular applications/protocols running on
top of IP (e.g., DNS (domain name service), FTP (file transfer
protocol), VoIP protocols like SIP (session initiated protocol),
H.323) may embed IP addresses and/or TCP/UDP ports in the
payload for various application specific purposes. NAT boxes
are given application-specific knowledge in order to translate
such addresses, as described in the Internet Engineering Task
Force’s RFC 2663, “IP Network Address Translator (NAT)
Terminology and Considerations,” by P. Srisuresh and M.
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Holdrege (August 1999), incorporated herein by reference in
its entirety and for all purposes.

SUMMARY OF THE INVENTION

The present invention provides methods and apparatuses
for distributing network address translation functionality
across one or more private network devices. The components
of'this solution can include (1) a master GAPP/RAPID server
(global address port provider/routable address port informa-
tion distributor), such as a gateway sitting on an edge con-
necting the private network to the outside world; (2) interme-
diate GAPP/RAPID servers, such as intermediate
aggregators, customer provider edge (CPE) equipments, etc.,
which interact with the master GAPP/RAPID server and get
the outside address/port information from the upstream
GAPP/RAPID server, and either take care of the NAT func-
tionality themselves, or act as a GAPP/RAPID server to the
requesting downstream GAPP/RAPID clients; and (3)
GAPP/RAPID client, such as the end-hosts. Further, the
address/port information distribution mechanism could be
via DHCP option, or via proprietary messaging. The GAPP/
RAPID server distributing the outside address/port informa-
tion to the downstream devices can also maintain a mapping
to a requestor’s inside address.

In one embodiment a gateway first receives an IP address
request from an intermediary router. An intermediary router
will typically be a device, such as an aggregator, that is
responsible for routing packets to devices on its network
segment. A gateway will typically be a device that handles
traffic between all of the devices on its network segment and
devices not on its network segment.

In one embodiment the intermediary router can have the
inside address assigned through static-configuration and
issue requests for the outside address information. When the
gateway fulfils this request it will maintain the mapping
between the requestor’s inside-address and the assigned out-
side-address.

In another embodiment, the intermediary router gets both
its inside address and outside-address from the gateway. In
this case the gateway assigns both a inside IP address and
outside IP address to the intermediary router.

From the intermediary router’s perspective, in one embodi-
ment, the intermediary router first initiates a request for
assignment of a inside address. The intermediary router then
receives an assignment of both the inside and the outside
addresses. The intermediary routers are responsible for the
downstream devices. Responsible devices include all the
devices on the intermediary router’s network segment, such
as edge routers (including customer premises equipment) and
hosts (including home computers). An edge router typically
handles traffic between an intermediary router and the
devices on the edge router’s network segment.

The intermediary router ensures traffic from the respon-
sible devices use the outside address to communicate with
outside devices. The intermediary router can ensure traffic
uses outside addresses either by performing NAT functions or
passing outside address information on to devices on the
intermediary router’s network segment.

From the edge router’s perspective, in one embodiment,
the edge router first initiates a request for assignment of an
inside address. The edge router then receives an assignment
of the inside address, a range of useable ports and a notifica-
tion of an outside address that outside devices will use to
communicate with the responsible devices.

Additionally, the edge router ensures that traffic from each
responsible device uses the outside address and a port within
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the port range as an identifier for itself to communicate with
outside devices. The edge router can also ensure such traffic
uses outside addresses either by performing NAT functions or
passing outside address information on to devices on the edge
router’s network segment.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating an exemplary envi-
ronment in which the present invention may be implemented;

FIG. 2 is a block diagram of an arbitrary network topology
of routers in which host route injection may be used; and

FIG. 3 is a diagram illustrating an exemplary network
device in which various embodiments of the invention may be
implemented.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

In the following description, numerous specific details are
set forth to provide a thorough understanding of the present
invention. However, it will be obvious to one skilled in the art
that the present invention may be practiced without some or
all of these specific details. In other instances, well known
process steps have not been described in detail in order to
avoid unnecessarily obscuring the present invention. For
example, the present invention may include mechanisms for
logging an error if a private address has no defined binding or
rule set and there are no more available public addresses in the
NAT device’s pool for translation. Several typical procedures
that may be performed on data along with translating the data
and/or sending it to its destination are described further in
U.S.Pat.No. 5,793,763 by Mayes etal., issued Aug. 11, 1998,
incorporated herein by reference in its entirety and for all
purposes.

NAT requires both header and application specific embed-
ded payload inspection and modification, which is very pro-
cessor intensive. The present invention allows a gateway to
offload much of the NAT responsibility to other devices. As a
consequence, the gateway can be implemented in hardware,
which can make it both cheaper and faster.

FIG. 1 is a block diagram illustrating an exemplary envi-
ronment in which the present invention may be implemented.
A private network 105, such as an Internet Service Provider
(ISP) is coupled with a gateway 110, which allows connec-
tivity with a public network 115, such as the Internet. The
private network 105 includes a plurality of intermediary hubs
or routers 120a, 1205 and 120c, such as aggregators that
provide connectivity for a plurality of edge routers 125a,
1256 and 125¢. The edge routers 1254, 1255 and 125¢ may be
in the form of customer premises equipment (CPE), such as a
cable modem, which may be coupled to one or more hosts
130a, 13056 and 130c¢, such as PCs. Although only one inter-
mediary router 120q is shown as being an aggregator (having
an associated network segment of CPEs and PCs), multiple
intermediary routers might be aggregators. For simplicity, the
following discussion will focus on aggregators, CPEs and
PCs. However, it should be understood that the invention is
not limited to aggregators, CPEs and PCs.

Network addresses (e.g., IP addresses) used by devices of
the public network 115 are referred to as “outside’” addresses
with respect to the gateway 110. Outside addresses may
include addresses associated with devices directly connected
to the public network 115, such as a web server 135 or devices
on other private networks, such as correspondent host 140
connected to a correspondent network 145. Network
addresses associated with devices 130a, 1305 and 130c¢ of the
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private network 105 and which are unique within private
network 105 are referred to as “inside” addresses with respect
to the gateway 110.

Although each address is unique within its network (e.g.,
the private address for host 130a is unique in private network
105), the inside addresses of the ISP’s local network 105, the
correspondent network 145 and the public network 115 may
include addresses that overlap with each other. To avoid
addressing collisions, addresses used within the private net-
work 105 must be translated to addresses that are unique
within the public network 115. These address translations
from one network’s address space are typically invisible to
another network.

NAT is traditionally responsible for performing address
and/or port translations within the header and payload. How-
ever, in the present invention as illustrated in FIG. 1 the
gateway 110 is not solely responsible for these NAT func-
tions. Instead, the responsibility is distributed between the
gateway 110, the intermediary routers 120a, 1205 and 120¢
and potentially the edge routers 1254, 1255 and 125c¢.

A preferred method of distributing the processing is con-
figuring each aggregator to be responsible for NAT functions
for only those devices on their own network segment. How-
ever, pushing the NAT processing downstream introduces at
least three potential concerns relating to: (1) notifying the
downstream devices about NAT rules, (2) informing the
downstream devices of the outside address so NAT functions
can be performed and (3) routing the incoming data packet to
the appropriate device.

The first issue (i.e., notifying the downstream devices
about NAT rules) is potentially a problem because NAT func-
tions are only performed on packets transmitted from an
outside device to an inside device, or visa versa. Inside
devices can communicate with each other without perform-
ing any address translations. One solution is to assign each
aggregator at least two inside addresses. Only if the aggrega-
tor receives a packet addressed to the second inside address
will it know that NAT functions are required. Otherwise, it
will simply act on the packet as any standard aggregator
would, forwarding the packet without translation.

Since the outside address is used by outside devices, the
gateway 110 would have to perform little or no modifications
to the incoming packet, depending on the routing method that
is used (described later). In this configuration, there would, at
most, be a one-to-one relationship between outside addresses
and the aggregators responsible for NAT functions. There-
fore, ignoring routing concerns, the only NAT functionality
required of the gateway 110 would be header translation of
certain outside source addresses, which could be fully imple-
mented in hardware.

Otherwise, if there were more aggregators than available
outside addresses, the gateway 110 would need to both alert
the aggregators of their associated global address and have a
mechanism that allowed the gateway 110 to distinguish
between aggregators that shared the same global address.
This can be achieved by giving a disjoint port-range along
with the outside address to the aggregator. The gateway could
then maintain a mapping between the aggregator’s assigned
outside-address/port-range and the aggregator’s inside-ad-
dress.

Another mechanism for allowing the gateway 110 to dis-
tinguish between aggregators could involve apportioning port
ranges to each on-line aggregator. If a new aggregator came
online when all global addresses and port ranges were
exhausted, then the gateway 110 might send out a multicast
message to all the aggregators querying which aggregators
could share relinquish a portion of their port range. Based on,
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for example, whether the queried aggregator has free ports
above a certain level and/or whether the aggregator is config-
ured to respond to such multicasts, the aggregator could relin-
quish a port-range back to the gateway 110. The gateway
could then assign the relinquished port range to the new
aggregator. When the gateway 110 received an outside
packet, it could then route the packet to a selected aggregator
based on both the outside address and the port number.

There are various mechanisms by which the address and/or
port-range information are distributed between the GAPP/
RAPID entities. DHCP is one of them. DHCP is based on the
Bootstrap Protocol (BOOTP), an Internet protocol that
enables a diskless workstation to discover its own IP address.
DHCP is described in RFC 2131 of the Network Working
Group, R. Droms, March 1997, and BOOTP is described in
RFC 951 of the Network Working Group, B. Croft, Septem-
ber 1985, both references are incorporated herein by refer-
ence in their entirety and for all purposes. RFC 2131 defines
a DHCP server as a host that provides initialization param-
eters through DHCP. Essentially, a DHCP server allows IP
addresses to be dynamically assigned to devices on a network.
Dynamic addressing simplifies network administration
because the software keeps track of IP addresses rather than
requiring an administrator to statically provision the IP
address for every device on the network. Current Microsoft
Windows® operating systems have integrated DHCP client
support.

The inside address is generally assigned using DHCP and
the GAPP/RAPID server is responsible for assigning outside
addresses and/or port-ranges. The GAPP/RAPID server can
be part of the DHCP server or reside in a different device. If
the GAPP/RAPID server and the DHCP server reside in
different devices, a preferred method would include having
the DHCP receive a DHCP request from a requestor that
could include a special DHCP option telling the DHCP server
that a global address is required. Upon seeing this special
option in the request, the DHCP server could then interact
with the GAPP/RAPID server in order to both obtain a out-
side address and set up the mapping between the inside
address and the outside address and/or port-range that this
requestor got. The GAPP/RAPID server can either manage
the leases on the outside addresses and/or port-range or pig-
gyback onthe DHCP lease (i.e., the GAPP/RAPID server will
terminate its lease when the DHCP lease is terminated). Sev-
eral suitable architectures for providing different combina-
tions of DHCP, GAPP/RAPID, and NAT capabilities are
described further in the above referenced application Ser. No.
10/160,321. A simple implementation would have the GAPP/
RAPID server, the DHCP server and the gateway 110 all
reside in the same device.

Once the inside and outside addresses and/or port-ranges
are assigned, data identifying both addresses must be routed
to the same device. One method of routing two addresses to
the same device is allowing the host device to artificially
inject the outside address into the routing tables of the inter-
mediate routers in the private network 105, and the gateway
110.

Typically, routing tables are created in each router device
based on what is the “next hop.” The next hop is the IP address
of another host or router that is directly reachable via an
Ethernet, serial link, or some other physical connection.
Therefore, each entry in a routing table should at the least
have an IP address, an associated next hop, and the interface
of the next hop. Routing tables will usually have other fields,
such as subnet masks, which allow a range of sequential
addresses to be routed to the same interface.
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FIG. 2 is a block diagram of an arbitrary network topology
of routers 205, 210, 215, 220, 225, 230 and 235. If the router
225 with the IP address 10.1.5.1 were to send a packet to the
router 220 with IP address 10.1.4.1, it would only be respon-
sible for forwarding the packet to the router that is one hop
closer. The internal routing table for the router 225 would
indicate that the next hop for 10.1.4.1is 10.1.2.1, and contain
no further information concerning the path the packet is to
follow. The router 210 with the IP address 10.1.2.1 would
then recognize that 10.1.4.1 is associated with a next hop of
10.1.3.1 and forward the packet to the router 215 with the IP
address 10.1.3.1. That router 215 would recognize that the
router 220 with the IP address 10.1.4.1 is only one hop away,
and would transmit the packet to that router 220.

If the router 220 were additionally identified with the out-
side IP address 178.1.1.1, its next hop router 215 would need
to have its routing tables modified to allow it to associate two
IP addresses with the same device.

A preferred embodiment would be to inject the host’s
outside IP addresses into the route table, avoiding the need to
modify the next hop router. Injection can be accomplished by
making the next hop router 215 believe that the device asso-
ciated with the outside IP address is more than one hop away.
Instead of telling the next hop router 215 that the router 220 is
the final destination for, say, the IP address 178.1.1.1, the next
hop router 215 will be told that the router 220 is merely the
next hop for 178.1.1.1. The next hop router 215 would then
associate the IP address of 10.1.4.1 as the next hop for
178.1.1.1. All other routers 205, 210, 225, 230 and 235 would
similarly populate their routing tables as if the device associ-
ated with 178.1.1.1 were located at some point beyond the
router 220 associated with 10.1.4.1.

Host route injection does not require that the gateway 110
perform any additional functions. Of course, it might be desir-
able for the gateway 110 to include other features (e.g., a
firewall), but such features are not necessary for the invention.

Another mechanism to route back the return traffic would
be tunneling. Tunneling requires that an aggregator first
requests a inside address via DHCP, the DCHP server will
also reserve the next consecutive inside address for the aggre-
gator. For example, the aggregator might be associated with
both 10.1.4.1 and 10.1.4.2. When the gateway 110 received an
outside packet, it could either encapsulate (tunnel) the outside
packet to the aggregator’s second inside address or perform
very basic header-only NAT on the outside packet such that
the outside address is modified to the second inside address.
This second inside address is routable in this private domain
105. Either mechanism would allow the aggregator to receive
packets addressed to the aggregator’s second inside address.

Another mechanism to route back the return traffic would
be MPLS tag distribution. IP based routing is referred to as
level 3 switching because IP addresses correspond to the
network layer in the OSI model. Multiprotocol Label Switch-
ing (MPLS) is an IETF initiative that integrates Layer 2
information about network links (bandwidth, latency, and
utilization) into Layer 3 within a particular autonomous net-
work in order to simplify and improve IP-packet exchange.
MPLS is described in RFC 3031 of the Network Working
Group, E. Rosen, January 2001, incorporated herein by ref-
erence in its entirety and for all purposes.

When packets enter an MPLS-based network, label edge
routers (LERs) give them an identifier called a label. These
labels not only contain information based on the routing table
entry (e.g., destination, bandwidth, delay, and other metrics),
but also refer to the IP header field, Layer 4 socket number
information, and differentiated service. Once this classifica-
tion is complete and mapped, different packets are assigned to
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corresponding labeled switch paths (LSPs), where label
switch routers (LSRs) place outgoing labels on the packets.
The same LSP could, therefore, be used for both the first and
second IP addresses.

MPLS employs a penultimate hop pop (PHP) mechanism,
which allows the penultimate L.SR to forward an unlabeled IP
packet to the edge LSR. In PHP, the penultimate LSR strips
the label from the packet and then forwards the unlabeled
packet to the device having a matching IP address. Therefore,
either the penultimate LSR would need to be configured to
associate a device with two IP addresses, or the PHP mecha-
nism would need to be disabled.

Fortunately, MPLS allows the edge LSR to advertise an
explicit NULL label, which causes the penultimate LSR to
forward un-popped MPLS packets instead of IP packets to the
edge LSR. The edge LSR (i.e., the aggregator) would then
pop all of its own packets. Once the aggregator stripped the
label, it would be able to process the packet as appropriate,
depending upon which address was used in the packet.

Regardless of how the outside packet reaches the aggrega-
tors, in a preferred embodiment of the invention the aggrega-
tors would further push NAT functions to the CPEs.

As with the aggregator, the CPEs would need to be both
alerted to outside packets requiring NAT functions and have
access to the outside address and/or port-ranges in order to
perform the NAT functions. Therefore, just as the aggregators
would be aware of their outside addresses and/or port-ranges,
so would the CPEs. When a CPE requests an inside address,
the aggregator (or some device in concert with the aggregator)
would reply with an inside DHCP address and the outside
address and/or port-ranges

Additionally, the aggregator includes some mechanism
that allows it to distinguish between packets addressed to the
same outside address. In a preferred embodiment, each CPE
would be given a port range. Allocation of port ranges could
be accomplished through the aggregator, or some other
device. The aggregator would then be able to route messages
the appropriate CPE based on the packet’s tuple. In other
words, ifthe allocation function resided in the aggregator, the
aggregator would act as a GAPP/RAPID server from the CPE
side and as a GAPP/RAPID client from the other side.

If port ranges were used, one convenient mechanism that
could be used to quickly route messages based on port range
is by extending subnetting concepts to port ranges. A 16-bit
port number could be viewed, for example, as either a set of
4-byte nibbles (a nibble has 4 bits) or 2-byte octets (an octet
has 8 bits). For example, all ports between 0 and 1023
(0000.0000.0000.0000 and 0000.0011.1111 in binary nibble
notation) could be apportioned to one CPE while ports
between 1024 and 2047 (0000.0100.0000.0000 and
0000.0111.1111 in binary nibble notation) could be appor-
tioned to another. A subnet mask of 1111.1111.1100.0000 (in
binary nibble notation) would then be used to distinguish
subnets.

If the CPE were not restricted to using certain port ranges,
some other mechanism (such as a lengthy mapping table
associating the CPE with a particular tuple) for routing pack-
ets to the appropriate CPE could be implemented.

Once the CPE was aware of the outside address, it could
either perform the NAT functions itself, or obviate the need
for the majority of NAT processing by informing the PCs of a
global address and its own port range. If the PCs were to use
the outside address when forming their IP packets, there
would be no need to translate the source address. Of course,
implementation would require PCs to have specialized
IP/TCP stacks when accessing the network through the CPE,
so such an implementation may not always be feasible.
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Generally, the techniques of the present invention may be
implemented on software and/or hardware. For example, they
can be implemented in an operating system kernel, in a sepa-
rate user process, in a library package bound into network
applications, on a specially constructed machine, or on a
network interface card. In a specific embodiment of this
invention, the technique of the present invention is imple-
mented in software such as an operating system or in an
application running on an operating system.

A software or software/hardware hybrid implementation
of the techniques of this invention may be implemented on a
general-purpose programmable machine selectively acti-
vated or reconfigured by a computer program stored in
memory. Such a programmable machine may be a network
device designed to handle network traffic, such as, for
example, a router or a switch. Such network devices may have
multiple network interfaces including frame relay and ISDN
interfaces, for example. Specific examples of such network
devices include routers and switches. For example, interme-
diate routers, such as aggregators, may be implemented in
specially configured routers, switches or servers, such as
specially configured router models 1600, 2500, 2600, 3600,
4500, 4700, 7200, 7500 and 12000 available from Cisco
Systems, Inc. of San Jose, Calif. Edge routers, such as CPEs,
may be implemented in routers, such as 1600, 2500, 2600,
3600, 4500, 4700, 7200, 7500 and 12000 available from
Cisco Systems, Inc. of San Jose, Calif. A general architecture
for some of these machines will appear from the description
given below. In an alternative embodiment, the techniques of
this invention may be implemented on a general-purpose
network host machine such as a personal computer or work-
station. Further, the invention may be at least partially imple-
mented on a card (e.g., an interface card) for a network device
or a general-purpose computing device.

Referring now to FIG. 3, a network device 300 suitable for
implementing the techniques of the present invention
includes a master central processing unit (CPU) 305, inter-
faces 310, memory 315 and a bus 320. When acting under the
control of appropriate software or firmware, the CPU 305
may be responsible for implementing specific functions asso-
ciated with the functions of a desired network device. For
example, when configured as an intermediate router, the CPU
305 may be responsible for analyzing packets, encapsulating
packets, and forwarding packets for transmission to a set-top
box. The CPU 305 preferably accomplishes all these func-
tions under the control of software including an operating
system (e.g. Windows NT), and any appropriate applications
software.

CPU 305 may include one or more processors such as those
from the Motorola family of microprocessors or the MIPS
family of microprocessors. In an alternative embodiment, the
processor is specially designed hardware for controlling the
operations of network device 300.

The interfaces 310 are typically provided as interface cards
(sometimes referred to as “line cards™). Generally, they con-
trol the sending and receiving of data packets over the net-
work and sometimes support other peripherals used with the
network device 300. Among the interfaces that may be pro-
vided are Ethernet interfaces, frame relay interfaces, cable
interfaces, DSL interfaces, token ring interfaces, and the like.
In addition, various very high-speed interfaces may be pro-
vided such as fast Ethernet interfaces, Gigabit Ethernet inter-
faces, ATM interfaces, HSSI interfaces, POS interfaces,
FDDI interfaces, ASI interfaces, DHEI interfaces and the
like. Generally, these interfaces may include ports appropri-
ate for communication with the appropriate media. In some
cases, they may also include an independent processor and, in
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some instances, volatile RAM. The independent processors
may control such communications intensive tasks as packet
switching, media control and management. By providing
separate processors for the communications intensive tasks,
these interfaces allow the CPU 305 to efficiently perform
routing computations, network diagnostics, security func-
tions, etc.

Although the system shown in FIG. 3 illustrates one spe-
cific network device of the present invention, it is by no means
the only network device architecture on which the present
invention can be implemented. For example, an architecture
having a single processor that handles communications as
well as routing computations, etc. is often used. Further, other
types of interfaces and media could also be used with the
network device.

Regardless of network device’s configuration, it may
employ one or more memories or memory modules (such as,
for example, the memory 315) configured to store data, pro-
gram instructions for the general-purpose network operations
and/or other information relating to the functionality of the
techniques described herein. The program instructions may
control the operation of an operating system and/or one or
more applications, for example.

Because such information and program instructions may
be employed to implement the systems/methods described
herein, the present invention relates to machine readable
media that include program instructions, state information,
etc. for performing various operations described herein.
Examples of machine-readable media include, but are not
limited to, magnetic media such as hard disks, floppy disks,
and magnetic tape; optical media such as CD-ROM disks;
magneto-optical media such as floptical disks; and hardware
devices that are specially configured to store and perform
program instructions, such as read-only memory devices
(ROM) and random access memory (RAM). The invention
may also be embodied in a carrier wave traveling over an
appropriate medium such as airwaves, optical lines, electric
lines, etc. Examples of program instructions include both
machine code, such as produced by a compiler, and files
containing higher level code that may be executed by the
computer using an interpreter.

Although illustrative embodiments and applications of this
invention are shown and described herein, many variations
and modifications are possible which remain within the con-
cept, scope, and spirit of the invention, and these variations
would become clear to those of ordinary skill in the art after
perusal of this application. Accordingly, the present embodi-
ments are to be considered as illustrative and not restrictive,
and the invention is not to be limited to the details given
herein, but may be modified within the scope and equivalents
of the appended claims.

What is claimed is:
1. A method of distributing network address translation
(NAT) processing within a private network comprising:

at a gateway device, receiving an IP address request from
an intermediary router;

at the gateway device, assigning a first IP address to the
intermediary router;

at the gateway device, assigning a second IP address to the
intermediary router;

from the gateway device, notitying the intermediary router
ofan outside IP address and a port range associated with
devices on the intermediary router’s network segment,
wherein the outside IP address and the port range belong
to an outside address pool to be utilized by the interme-
diary router for translating IP traffic that is being sent
between a first device that is in the intermediary router’s
network segment and a second device that is outside the
private network, and wherein the port range is appor-
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tioned from the outside address pool to the intermediary
router so as to distinguish the intermediary router from
other intermediary routers of the private network;

routing outside IP traffic from the gateway device to the
intermediary router’s second IP address when the out-
side IP traffic includes the outside IP address and the port
range as a destination so that such routing to the inter-
mediary router’s second address is indicative to the
intermediary router that such intermediary router is to
perform NAT on the routed outside IP traffic based on
the outside IP address and the port range prior to routing
such outside IP traffic to a final destination associated
with said outside IP traffic; and

routing inside IP traffic from the gateway device to the

intermediary router’s first IP address so that such routing
to the intermediary router’s first IP address is indicative
to the intermediary router that such intermediary router
is not to perform NAT on the routed inside IP traffic
based on the outside IP address and the port range prior
to routing such inside IP traffic to a final destination
associated with said inside IP traffic.

2. The method of claim 1 wherein:

the second IP address and the outside IP address associated

with devices on the intermediary router’s network seg-
ment are the same; and

notifying the intermediary router of the outside IP address

isaccomplished through assigning the second IP address
to the intermediary router.

3. The method of claim 2 wherein:

the first IP address is statically provisioned.

4. The method of claim 2 wherein:

a DHCP server receives the IP address request and assigns

the first IP address; and

a global address provisioning server assigns the second IP

address.
5. The method of claim 2 wherein:
a label switched path is associated with the first IP address
in a Multiprotocol Label Switching environment; and

routing outside IP traffic is accomplished through assign-
ing the same L.SP to packets addressed to both the first IP
address and the second IP address.

6. The method of claim 1 wherein the first and the second
IP addresses are associated with the same subnet and the
outside IP address is not the same as either the first and second
IP addresses.

7. The method of claim 6 wherein routing outside IP traffic
includes header-only NAT translation of the outside IP
address to the second IP address.

8. The method of claim 6 wherein routing outside IP traffic
includes encapsulation of outside IP traffic via the second IP
address.

9. The method of claim 1, further comprising:

receiving an [P address request from a second intermediary

router;

sending out a multicast message if no more outside IP

addresses are available;

wherein the associated port range is identified by the inter-

mediary router as being relinquished for use by other
intermediary routers, in response to the multicast mes-
sage;

notifying the second intermediary router of a second out-

side IP address and the relinquished port range, that are
associated with devices on the second intermediary rout-
er’s network segment and are to be utilized to translate
inside addresses of the intermediary router’s network
segment.

Juniper Exhibit 1035, page 10



US 7,624,195 B1

11

10. The method of claim 1 wherein the first IP address is
associated with a lease, the lease also being associated with
the outside IP address.

11. The method of claim 1 wherein the method is stored as
instructions on a machine readable medium.

12. A gateway for distributing NAT processing within a
private network, comprising:

a processor;

memory, operably connected with the processor;

and a network interface, operably connected with the pro-

cessor;

wherein the processor is operable to perform instructions

including:

receiving an IP address request from an intermediary
router;

assigning two IP address to the intermediary router, the
first IP address being useful for inside traffic, the
second IP address being useful for outside traffic;

notifying the intermediary router of an outside IP
address and a port range associated with devices on
the intermediary router’s network segment, wherein
the outside IP address and the port range belong to an
outside address pool to be utilized by the intermediary
router for translating IP traffic that is being sent
between a first device that is in the intermediary rout-
er’s network segment and a second device that is
outside the private network, and wherein the port
range is apportioned from the outside address pool to
the intermediary router so as to distinguish the inter-
mediary router from other intermediary routers of the
private network; and

routing outside IP traffic to the intermediary router’s
second IP address when the outside IP traffic includes
the outside IP address and the port range as a destina-
tion so that such routing to the intermediary router’s
second address is indicative to the intermediary router
that such intermediary router is to perform NAT on the
routed outside IP traffic based on the outside IP
address and the port range prior to routing such out-
side IP traffic to a final destination associated with
said outside IP traffic; and

routing inside IP traffic to the intermediary router’s first
IP address so that such routing to the intermediary
router’s first IP address is indicative to the intermedi-
ary router that such intermediary router is not to per-
form NAT on the routed inside IP traffic based on the
outside IP address and the port range prior to routing
such inside IP traffic to a final destination associated
with said inside IP traffic.

13. The gateway of claim 12 wherein:

the second IP address and the outside IP address associated

with devices on the intermediary router’s network seg-
ment are the same; and

notifying the intermediary router of the outside IP address

is accomplished through assigning the second IP address
to the intermediary router.

14. The gateway of claim 13 wherein:

a DHCP server receives the IP address request and assigns

the first IP address; and

a global address provisioning server assigns the second IP

address.

15. The gateway of claim 13 wherein:

a label switched path is associated with the first IP address
in a Multiprotocol Label Switching environment; and
routing outside IP traffic is accomplished through assign-
ing the same LSP to packets addressed to both the first IP

address and the second IP address.
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16. The gateway of claim 12 wherein the first and the
second IP addresses are associated with the same subnet and
the outside IP address is not the same as either the first and
second IP addresses.

17. The gateway of claim 16 wherein routing outside IP
traffic includes header-only NAT translation of the outside IP
address to the second IP address.

18. The gateway of claim 16 wherein routing outside IP
traffic includes encapsulation of outside IP traffic via the
second IP address.

19. The gateway of claim 12 wherein the processor is
operable to perform instructions further including

receiving an [P address request from a second intermediary

router;

sending out a multicast message if no more outside IP

addresses are available;

wherein the associated port range is identified by the inter-

mediary router as being relinquished for use by other
intermediary routers, in response to the multicast mes-
sage;

notifying the second intermediary router of a second out-

side IP address and the relinquished port range, that are
associated with devices on the second intermediary rout-
er’s network segment and are to be utilized to translate
inside addresses of the intermediary router’s network
segment.

20. The gateway of claim 12 wherein the first IP address is
associated with a lease, the lease also being associated with
the outside IP address.

21. A gateway for distributing NAT processing within a
private network, comprising:

means for receiving an IP address request from an inter-

mediary router;
means for assigning two IP address to the intermediary
router, the first IP address being useful for inside traffic,
the second IP address being useful for outside traffic;

means for notifying the intermediary router of an outside
IP address and a port range associated with devices on
the intermediary router’s network segment, wherein the
outside IP address and the port range belong to an out-
side address pool to be utilized by the intermediary
router for translating IP traffic that is being sent between
a first device that is in the intermediary router’s network
segment and a second device that is outside the private
network and wherein the port range is apportioned from
the outside address pool to the intermediary router so as
to distinguish the intermediary router from other inter-
mediary routers of the private network;

means for routing outside IP traffic to the intermediary

router’s second IP address when the outside IP traffic
includes the outside IP address and the port range as a
destination so that such routing to the intermediary rout-
er’s second IP address is indicative to the intermediary
router that such intermediary router is to perform NAT
on the routed outside IP traffic based on the outside IP
address and the port range prior to routing such outside
IP traffic to a final destination associated with said out-
side IP traffic; and

means for routing inside IP traffic to the intermediary rout-

er’s first IP address so that such routing to the interme-
diary router’s first IP address is indicative to the inter-
mediary router that such intermediary router is not to
perform NAT on the routed inside IP traffic based on the
outside IP address and the port range prior to routing
such inside IP traffic to a final destination associated
with said inside IP traffic.
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