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(57) ABSTRACT

A cubic modem system and archiiccturc A cable modmn
engine performs all cable modem fuucuons. and a data net-
working enguie performs all data and home nenvorking func-
uons Thc cable modem engine is completely partitioned
from the data networiong et)gute. DOCSIS and VoIP lunc-
tionality is implcntcntcxt in the cubic niodem engine. The
Vi)IP liinctionality may be in accorihmce with thc Pachct-
Cable specification. '11)e thtta networking functionality pro-
vided by the data networking engine may be in accordance
ttith the «ableliome spcmlication.

20 Claims, 2 Drawing Sheets
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1

ARCHITli(.:TURF I'OR A I I EXIBLE AND
HIGH-PERFORMAN(.'E GATEWAY C'ABLE

MODEM

FIFI D OF THF, INVFNTION

The present invention relates to cable modems and, &n

particular, relates to a cable modem system having a func-
tionally part&uoned and tlex&ble architecture.

BACKGROUND OF TIIE INVENTION

The ('uturc gatcss ay miblc modmn (C'M) u &f1 prov&de a wide
range ofdata networking and Vol P services, as exemplified by
tlm requirenwnts filr initiatives such as C'ableHonm and Pack-
etCable. The u»&)or challen e m desirgung such a ga&e&say

cable modem is integmtion of these services with the basic
cable modmn functionality in an ctTicient m&d cos&-effective
Several objectives need to be met:

Functional Partitioning. The gateway cable modem will
incorporate a vanety of fimctions beyond the trad&t&onal cable
modem, including Il'outing, network address tnlnslation
(NXI)/fire&sall, virtual private netv ork (VPN), web server
and VolP. These funct&ons need to ut&l&ze DOCSI S (Data Over
Cable Service Interface Specificat&on)serv&ces (link-layer
transport mid C)oS) li&r u&de area network (WAN) access
Part&t&omng these functions along with other cable modem
functions am&mg different mlmputational agent~ is an cxsen-
tial issue &n des&gnu& a glteway cable modem

Flex&bl&ty. 'Ihe arclutecture of the gateway cable modem
should be flexible enough to allow u&dcT&cadent software
development and field-up@&de of gateuay value-added ser-
vices and basic DO(.:SIS cable modem services. From a

development standpoint. tlm architecu&re should facilitate dif-
ferent software-partneru&g models, ulcluding all in-house,
software components licensing, and OFM vendor-differenti-
aung design. Frmu a multiple system operator (MSO) per-
spective. it is hips&ly desirable nl be able to independently
provision, n&a in&sin and upgrade revcmm-producing gateway
serv&ces and bas&c broadband access services.

Performance. 'I'he gatcuvay cable modem should be oble to
support n large number of sin&ulmneous data application ses-
sions onginated from/terminated on multiple CPL (customer
provided equipment) devices. Voip applications must not be
adversely &nlpacted by an concurrent data appl&cat&ons. and
the data path for vo&ce packets must be optimized to nunimize
delay and)itter.

Cost. The gateway cable modem clup should have a small
incremental hardware cost/functional increase relat&ve to
stand-alone cable modem clnps.

Software Re-Use. It should be poas&ble to carry over exist-
ing cable modem sofnvarc to thc ncw gatev ay cable modem
w&thout mafilr changes. The exist&ng sofiuare nmning on
network processors should be easily portable to run on the

gateway pin& lilrm without nuljor a&L&pul&ion.

The present invention provides a gateway cable modem
architecture that meets all of these objectives.

SUMI&CARY OF I'HE INVI',NTION

'll&e present invention provides a gate&vay cable modem
system m&d architecture that meets the above objective~ and
prov&des a h& hly fiexible, luJ& performmlce system capable
of handling nu&ltiple cable modem voice. data and network-
ing, services

One embod&ment of the invent&on is a cable modem system
comprising a data nenvorking engine that performs data net-

workino functions and a cable modmu engine thar performs
all other cable modem functions. wherein the cable modem
engule &s completely partit&oned from the data netuorlon

unglue
Another cmbodinwnt ol'hc invention is a cable nxldem

arch&tecture. The arclutecture includes a cable modein eng&ne

hav&ng a DOCSIS PHY layer w&th a lmrdware tmnsm&tter and
receiver, a DO(. SIS MAC'rocessor &hat implements real-
ume cntical MAC iuncuons for both upstream uld dou.n-

io stream communications, and n DO( SIS controller imple-
menting VoIP limctionality Thearchitecture also ulcludes a

data networlong engine implementing all data networking
processing and home networking applications. Thc data nct-
uorkin eng&ne is cmnpletely decoupled from the cable

" modem engine. In one implementation. the VoIP functional-
ity pmvided by the cable modem is in accordance with the
PacketCable specification and the data netuorlong fiu&ction-

a1ity pmvidad by the data networking engine is in accordance
u&th the CableHome spec&lication.

Another embodiment of the invention is a method for pro-
viding a flexible and partitioned cable modem gateway. Data
and home netv ork&ng funct&onality &s prov&ded by a data
networking engine. and DOCSIS and VoIP functionality is
pmvided by a cable nuxicm engine The data nefivorking

-"'ngule is pariitioned from the cable modem engine so that the
data and home networking functionality is completely
dcecoupled from the DOC'SIS and VolP functional&ty,

Other systems. methods, features and advantages of the
imcntion will be or will bcxomc apparent to one with skill in

"'" the an upon examinauon of the foll ov ing ligures and deuuled
description. It is intended tl&at all such additional systems,
methods, features m&d advantages be ulcludcdl within this
descript&on, be w&tlun the scope of the u&vention, and be
pmtccted by the accompanying claims

BRIIIF Dl',S('RIPTION OF THF, DRAWIN(lS

The components in tl&e figures are not necessarily to scale,
cn&plmsis instead being placed upon illustrating tlm principles

so of the ulvennon. In the figures, like reference numemls des-

ignate corresponding parts throughout the difTerent views.
FI(i. I is a block diagram of a gateway cable n&odem

arclutecture accordulg to the present invent&on.

FICi. 2 is a functional block dia~oan& implementing the
ss cable modem mrlutecture of TIG. I

DETAILED DESCRIPTION OI'IIE INVENTION

FICi. 1 illustrates a cable modem system architecnire 100
u accordu&g to the present &nvenuon. System 100 compnses

tlu ee nmjor subsystems: cable modem engine 110; data net-
working engine 120, m&d adv meed crypto cnginc 130. Thc
fiu&ctional sub-components of these three-subsystems are
illustrated in greater detail in FR& 2

1 Cable au&dern engine 110 implements the entire DOC'SIS
cable modem functionality and is further divided into tinea
functional block~: DOCSIS PHY layer 112, DOC'SIS MAC'a&cessor114 and DOC SIS controller 116. DOCSIS PHY
layer 112 comprises a hardware tmnsmitter and receiver ln

0& one implementation, it is I'or a DOC'SIS 2.0-compliant PHY.
As seen in I&IG. 1. DOCSIS PHY layer 112 rece&ves down-
stream data, transmits upstream data and receives and trans-
m&ts voice data fronkto an external source. In one implemen-
tation. the externol source is a HFC (hybrid fiber coax) cable
employing both fiber optic and coaxial cable as an cffbctive
means for del&venng comb&ned data, video, vo&ce. CATV and
other conununications.
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Processor 114 implcnients real-time critical MA('unc-
tions for both upstream (US) and downstream (DS) comnni-
n&cations. These fi&nctions include US and DS syncluoniza-
timi, DS MAC address filtefing, DS protocol liltering, IJS and
DS PHS, cmicateination. I'ragmmitation. MAP processing, US
transmission scheduling, as «ell as DOCSJ 8 linklayer DES

encryption and decryption. Processor 114 receives do&vn-

stream dais from, provides upstream data to and exchanges
voice data in both directions « ith DOCSIS PHY 112. It also

i(1
receives upstream data from, and exclmnges voice data in
both directions with, controller 116. To increase downstremn
througbpuf all processing ol'S PDU (protocol duta unit)
packets is done within processor 114 &vithout involving con-
troller 116. After being processed, DS PLJIJ packets are for-

v'ded by pmcessor 116 directly to data networlong enrffne
120 along path 118, bypassing controller 116 In one iniple-
mentation, pmcessor 114 is im ARM9TDMI-based RISI'rocessor.

In I IG. 2, processor 114 is represented by It(LWC

DS block 152 and MA('S bkick 154 "o

Controller 116 receives IJS PDIJ packets I'ron& data net-

working engine 120. As previously described, l)S PDU pack-
ets are forwarded by processor 114 to data networking en uie
IZU &vithout uivolvement ofcontroller 116. In one implemen-
tation, controller 116 is an ARM940-based RISI'rocessor
Controller 116 unplements the following DOCSIS (blocks
ZUU-212) functions: I&LAC management message (MMM)
processing (ranguig. reg&strnuon, UCD. IJCC. DCC, DCI.
UP-DIS. DSx and BPI+) (functional block 200 of k'IG. 2),
I(JMP. MA('ddmss le«ming, classilim&tion, I/S protocol io

lilt cong (funct«i«a l block 202 of FIG. 2) and CM IP stack and
so fhv are download ing. I&unctional block 204 cornea out cable
modem IP,'UDP Junc'thats, Ihnctional block 206 carries out
SNMP, DHCP. TI'TP and TOD functionality and functional
block 21)8 is responsible for cable modem provisioning. L on- "»

irollcr 116 als«mclndcs a data network engiiw. driver 210 in
coninuinication with data network en ine 120 and cable
MA( driver 212.

In addition. in order to minunize the latency and jitter ol
voice packets. controller 116 also implements all Packet- ao

Cable functionality. In FIC(. 2, PacketCablc functionality is
represented by functional blocks 220-228. These Packet-
( able functions include provisi&ming (block 22U), security
and signaling Functionnl blocks 222 (voice IJSP driver). 224
(streamlined IP/UDP/RTP with classification; PI IS. IP/LLC ss
filtering) and 226 (voice ivLXC driver) interface with external
voice DSP 119. Additionally MGCP and RTCP Iiuictions are
provided by functional block 228.

Dais networkuig engine 120 &s responsible I'or all dain
networlong processing includuig advanced multi-port bndg- u

in«/routing with NAT/firewall and VPN (block 250) and
i«&me nctuorkui applications (CableHome. Web Seher.
etc.) (block 252). In one implementation, the entire embedded
portal services (PS) I'&mctionality of the ('ahleHonm specifi-
cation is contained witlnn data networking engine 120. with 3

the CableHome functionality being completely decoupled
I'romthePackctiablcmxlDOCSIS I'unciionalityprovidedby
cable modem engine 110 As a result of the virtual de-cou-
pling from cable modem engine 110. data networking engine
120 cmi b& independently solhv are-upgraded «ithmit impact- 0&

ing the functionality of cable modem engine 110 (and vice
versa).

As seen in FIG. I, data nehvorking engine is capable of
additional C PE f&uict tonality such as Etliernet. USE nnd other
I,AN BF conm«uiications (802.11, Bluctooth, Powerlinc. r

etc.), with appropnate CPL'nvers 254. 256, 258 being pro-
vided to suppo«such conununications. Additionally. cable

modem engine driver 260 communicates with cnble modem
enguie 110 and functional block 262 provides SNMP. DHCP,
TFTP and TOD functionality.

Advanced crypto engine 130 provides hard&varc support
for crypto functions. These include conunon cD pto fiuict tons
required by the baseline DOCSIS link-layer security, Packet-
Cable voice secunty and data-neh&ork&ng secunty (e g.
VPN). These fi&nctions uiclude DES/3DES. AL'S and
HMAC-MD5/Sl1-I

The arclutecture of gateway cable modem 100 addresses
the objectives set forth &n the "Background" section above as
follows

I'unctional Paititioiung. Cable modem 100 completely par-
titions data networking functions (advanced bridging/rout-
ing. NAT/Iireuall. VPN. web server and O&bleHome appli-
cations) from DO('SIS cable modem functionality. This is
accomplished by localizing datn networking functions in the
data networking enguie processor mul localizing nable
nmdem functions in the cable modem engine processor. Addi-
tionally. Packcfi able VoIP fiinctionaliiy (embed(dad MTA) is
implemented w&tlfin cable modem engine 110 to address the
facts that embedded MTA is closely coupled v,ith cable
modem MAC services and that the latency and jitter ofvoice
pacl ets needs to be mini«&ized.

I'lexibility. Since the data networking and cable modem
fiute t iona are decoupled and implemented in different proces-
sors 110 and 120. independent software upgrading mid main-
tenance ol'hese functions &s fin«sible From a development
standpoint. the architecture can facilitate different soihvare-
parnteriug model«such as cmnpletc in-house dcvelopmcnt,
soft&&are-components hcensing and OIIM vendor-di lferenti-
ating design. In particular, data networkuig engine 120 pro-
vides third pnriics and OFMs with a dedicate«I computat«&nal
platform to develop advanced services outside of the baselme
cable modem and VoIP/PacketCable services, minimizing
their suppoh dependency on thc cubic modem provider.
Moreover. the sotiuare archiiecture witlun cable modem
engine 110 is designed in a modular way so that tlm Packet-
Cable F,-MTA can bc imp le&hen&el with niinimum impar«m
the cable modmn.

Performance System 100 is able to support a large number
of simultaneous data-application sessions onginated front/
terminated on multiple ('Pk; devices. Its perfonnance is
enhanced by thc pipe-lining nature of system 100 thc pro-
cessing-intensive functions of the cable modem and data net-
working are rationally distributed among three different pro-
cessors; DOCSIS IvLAC processor 114 (ARM ¹2): DOCSIS
controller 116 (ARM ¹I); and cata net&vorking engine 120
(ARM ¹3), according to their orders in ihc packet fiow To

further boost downstream tluoughput. the do«nstream PDU
packets are directly forwarded from the DOCSIS IVLAC pro-
cessor 114 io the data net&& orking engine 120 u itlx&ui going
tluough DOCSIS controller 116. This is ««&de possible by
exploiting the asynunetric nature of the DOCSIS US/l&S 152

and 154. In addition, the dnui path for voice packets is laid
entirely within cable modem engine 110 and is optimized to
reduce delay and jitter

Cosr A chip implemeniing cable modem system 100 will
have only a small incremental hardware cost/functional
incrmise over current stand-alone cable modem chips The
major cost difference relative to current chips is the addition
ofanother ARM940-type processor to thc chip.

Software Re-Use. Existuig cable modem sofiware may be
carried over to system 1UU &vithout major or drastic changes.
Fxistinv software running on PCD network processors may
be easily ported to run on data nehvorking enguie 120 w ithout
major adaptation.
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5
While various embodinwnts of the invention have been

descnbed. It will be apparent to those of ordinary skill in the
art that many more embodiments and implementations are
possible that are within thc scope of this invention

What Is clauued is:
1. A cable nxidem system comprising:
8 itsta ilctv orkiilg cngiilc iniplcnIctitcil in 11 li rat circuit that

includes at least one processor, the data netv,orking
ciigiuc pnlgl'auliIICd with sofiiviii'P that when IIXCCU(Cd

by the at feast one processor of the first circuit cmises the
data nenvorking engine to perform home networking
functions including interfacing v, iih cusiomer provided
equipment, v herein the at least one processor is a RISC
PIUCI'.SSOI'I

Bi aiiie nloileuI Cu IBP lnlplPulf ntcd 1118 si cond clrciiit that
includes at least one processor. the second circuit being
separate from the first circuit. the cable modem cnginc
including 8 DOCSIS PHY layer, a DOCSIS controller.
and a DO('SIS controller mid progmnuued 11 ith soft-
ware that when executed by thc at icust oiw. processorof'he

second circuit cmises the cable modem engine to
perform cable modem functions other than the home
netuorkin functions performed by the data netu orlon
engine, the cable modem funcuons uicluding mterfacuig
with cable media the cable modem engine configured to
enable upgrades to its software in a manner that is inde-
pendent ofupgrades to the software of the data network-
ing cilginc, Bud

a data bus that connects the data netuorkuig engine to the
cable modem cnginc„wherein thc cable modem func-
tions performed by the cable modem engineers com-
pletely partitioned from the home networking fiuictions
performed by thc data networking engiiux

whereui the DOCSIS IVLAC'rocessor is configured to pro-
cess downstream PDIJ pnckets and fonvard the pro-
cessed packets directiy «i thc duta networking miginc
ivithout ihe uivolvement of the DOCSIS controller in
order to boost downstream throughput.

2 A cable modeni system as claimed in claim 1, wherein all
DOCSIS functions are localized in the cable nxidmn engine.

3 A cable modem system as claimed in claini 2, wherein
VolP fiinctionality is embedded in the cable modem engine.

4. A cable modnn system as claimed in claim 1. and further
comprising an advanced crypto engine configured to pcrfiinn
all crypto functions for both the data networking engine and
the cable modem engine, the advanced crypto engine being
separate fmm both the data networkuig enyne uid the cable
modem engine.

5 A cabie ms«lcm system as ciaiined in claim I, wherein
the DOCSIS PHY layer includes a hardware transnutter and
receiver.

6 Acablemodemsystemasclaimedinclaiml,wbereuiafi
Vo1P fiuictio nab ty is implemented in the DOCS IS controller.

7 A cable modem system as claimed in claini 6, wherein
the VOIP functnmality is in confortu mce with the Packet-
( able specification.

ff A cabic modem system Bs ciaimcd in ciaini 1, u imrcin
the data netivorkiug engine is configttrcd to perfonu ail data
networking processing including advanced multi-port bridg-
uig routing u itb NAT/fircwai i mid VPN, mid home network-
ing applications.

9. A cable modmu system as claimed in claim 0, v herein
the data netuorlong en@Be composes the entire embedded
portal services fiuictionality of the CableHome specification.

10 A cubic modem systmn as cLaimed in claim I, wlmrein
with regard to the cable modem enguie;

the DOCS IS PHY layer includes a tmnsmitter and receiver;

so

tlm DO('SIS MAC processor is configurixf to implement
real-nme MAC functions for both upstream and down-
stream comnninications; and

the DOCSIS controller is configured to implement VOIP

I fiuictionality; and wherein the data netuorkuig engine
includes 8 RIS(.'rocessor configured to implement a

matonty of data netuorkuig processing and home net-
worlong applications decoupled from the implementa-
tion of fiic MA( functions md thc ViiIP I'unciionabty of
the cable modem engine.

11. A cable modem system as cla uned in claim 10, wherein
the DO('SIS conirolicr is confi urcd to prov«fe VOIP 1'unc-

tionality in accordance uith the PacketCable specificatioii,
wimrein tlm data nerworking engine is configured to provide
the embeddedportai services functionufityoftheCnbicHome
specification, and v herein the CableHome functionality pro-
vided by thc data networking engine is completely decoupled
from the Packs tCubl e and DOCS IS func u mini it y provided by
the cable modmn engine.

o 12 A cubic modmn system as claimed in claim 11, vhcrcin
the DOCSIS iVLAC processor is anARM9TDMI-based RISC
processo, and wherein the f)O('SIS controller is an
ARM940-based RISC processor.

13. A cable modem system as claimed in claim 1. whereui
the data netuorking migine includes consumer provided
equipment dnvers includuig 8 USB dnver and an Ethernet
driver and the data nenvorking engine is

configured
t provide

the embeddedportai servicesel'unctionafityofetheCnblcHome
specification, u herein the DOCSIS controller is configured to

io priwidc Vi)IP 1'imcuoimlity in accordance isith tlm Packet-
Cable specificauon. and uhereui the CableHome functional-
ity provided by the data networking engine is completely
dcooupicdi I'rom the Packet('abie Imd DO('SIS fimctimiaiity
pmvided by the cable modem engine

14. A method of cable modem opemtion comprisinv:
cxcciliiil . 118 Bt icust ouc pI'oci:ssoi'l 8 first circuit tirai

implements a data net« orking enguie. first softu are that
cmises thc data iwtivorking engine to pcrfonn home
networking functions including interfacing u 1th cus-

Bn tomer provided equipment, v herein the at least one pro-
cessor is a RIS( processor,

eXeCumiv, Via One Or mOre prOCeSSOrS Of a SeCOnd CirCuit

that implements a cable modem engine progranuned
with second softwmc. Ihe second softivarc to cmise the
cable modem engine to perfiirm cable modem fiuict iona

other than the home networking functions perfomied by
the data netuorking engine, the cable modem fiinctions
including interfacing with cable media, the cable
modem eugme configured to enabie upgrades to its sofi-

o v are in a manner that Is uidependent of upgmdes to the
software of the data networking engine, wherein the
second circuit is separate 1'rom the fir t circuin nnd
wherein the cable modem en ine Includes a DOCSIS
PHY layer, a DO('SIS cimtroller Bnd a DOCSIS con-

I troller.
connecting, via a data bus, the data networking engine to

tim cable modem cnginc. ivhcrcin thc cabic modem
liuictions perl'ormed by the cable modeni engine are
completely pan it i oned from the home nenv orking func-
iions perfiinned by the data nefivorking cnginc,

processing, via the DOCSIS fsLAC pmcessor, downstream
PDH packets and fonvarding the processvd packets
directly to the data netv orking engine ivithout the
involvement of the DOCSIS controller in order to boost
downstream tftroughput.

15. A method of cable modem openition as claimed in
claim 14, further comprising:
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providing a tlexible and partitioned cable nlodcm gateway
comprising:
providing data and home networking fiuictlonality in the

data lmtlvorkhlg cnghli;
providing DOCSlS and VoIP fiuictionahty in the cable

modem engme; and
partiuonmg the data networking enguie from the cable

modem enyne so that the data and home netv, orking
fimcuonality is completely decoupled 1'rom the DOC-
SIS mid VoIP functionahty.

lb. A method as claimed in clean 14. further comprising:
providulg VolP functionality in accord mce lvith thc Pack-

etCable specdicatlon ln the DOCSIS controller: and
providing tlm embedded portal services fiinctionality oi'the

C ableHome specification ni the data netw orkin engine.
wherein the (.'ableHome functionality provided by the data

networking cnginc is conipletely decoupled from thc
PacketC'able and DOC SIS functionality pmvided by the
cable modem engine.

17 A meth(xt as claimed in claim 14. liirthcr comprisin
providuig the embedded portal services fiulctionahty of the

CableHome specification in the data networking engine;
'uut

providuivg Vilfp functionality in accordance lvith the I'ack-
Ptf'able speciticalion in tlm DOCSIS controller:

lvhereui the data netv orlong engine includes consumer
provided equipment drivers including a USIA driver and
an Fthernet dover. uld

wherein the Cablel tome functionality provided by the data
networking cnginc is completely dccouplcdl from thc
PacketCable and DOC SIS functionality pmvided by the
cable nxldem engine.

18 A cubic modem system comprising:
a data networlong euyne unplemented inn first circuit tlmt

includes at least oim processor, the data networking
cnginc programmed with solbvare that when cxecutcd

5

io

"o

"o

by tlm at least one processor of the first circuit causes the
data netv,orking enguie to perfoml home networlun
functions including interfacing lvith customer provided
cqulpmcnl;

a cable modem engine uuplemented in a second circuit that
includes at least one processor, the second circuit being
separate from the lirst circuit, the cable modem engine
prom anuned with so ftv;are that v;hen executed by the at
twist one processor of thc second circuit causes thc cable
niodem engine to perform cable modem functions other
than the home networking functions perfonued by the
naia nctv,orkin cnginc. thc cable modem functions
including interfiscing with cable media. and the cable
modem engine configured to enable upgrades to its soft-
ware ui a munner that is uidependent of upgrades to the
sofnvare of the data networking engine, the cable
modem engine including a IIOCSIS controller and a

DOC SIS MAC pmcessor. the DOCS IS MAt. processor
configured to process downstream PDU packets and
forward thc processed packcls directly to the data net-
worlong engine w it trout the mvolvement of the DOCS IS
controller in order to boost downstream thmughput: and

a data bus tliat connects the data networtong enyne to the
cable modem engine, wherein the cable modem func-
tions perfomied by the cable modem cny'im are com-

pletely partitioned from the home nenvorking filnctions
performed by the data networking engine.

19. A I able 111(xlern systPiu as claliuPd in claim 18, w hereui
all DOCSIS functions are localized in the cable modem
cngom

20. The cable modem system as clauned ui claim 18
wherein the DOCS IS MssC Processor ls configured to imPle-
mcnt real-time MAC fimctions for both upstream and dov'n-
streiuu collununlcatlolls
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