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1

DECOUPLING PROCESSES FROM
I IARI)WARE WITII I,O('ICAI. II)EN'I'IFIERS

13A()K(iR(R)NI )

The majority of Internet outages are directly attributable
10 softwalo ilpgladc lssllcs Bnd soltwBrc qUahty nl gcncrdl.
Miiigation of network downtune ls a constanl baltic for
semice providers. In pursuit of "five 9's availability" or
99 999% network up time. service providers nnlst mininnze 10

netivork outages due to equipment (i e.. hardv are) and all
too common softv are failures. Service providers not only
incur downtime due to failures. but also incur downtime for
upgrades Io deploy ncw or improved software, Irirdwarc,
software or hardware lixes or patches Iha1 are lmedcd Io deal
with current network problenls A nehvork outage can also
occur after an upgrade has been installed if the upgrade itself
includes undetected pmblems (i.e, bugs) or if the upgrade
causes other software or hardware to have problems. Data
merging, data conversion and untested compatibilities con- zo

tnbutc Io downtime. Upgrades often result ul data loss due
to incompatibilities with data tile formats. Dov,ntlme may
occur unexpectedly days after an upgrade due to lurking
sofhvare or hardware incompatibilities (¹en, the upgnsde
of one pmcess results m the failure of another process 'I'lus
is often referred to as regression. Sometimes one change can
cause several other components to fail: tl»s is ofien called
the "npplc" clli:ct To avoul compatiblhiy problems. mul-
uplc versions (upgraded mid not upgraded versions) of thc
same software are not executed at the smne time. 31)

Most coniputer systems are based on inflexible, mono-
lithic softv are architectures that consist of one massive
progrant or a single image. Though the program includes
many sub-programs or applicationc. when the progmrn is
luikcd. all the subprograms are resolved into one lmiige. 3s

Monoliiluc sofiw arearclutecturcs arc chosen because wnt-
ing subprograms ls slmplilicd since the locations of all other
subpro rants are knoivn and straightforward huiction calls
betiveen subprograms can be used Unfortunately, the data
and code within the image Is static and cannot be changed do

lvithout changing the entire image. Such a change is termed
dn Upgrddc Bnd n:qlnros crixllnlg B ncw nlonohthlc lnliigc
including the changes and Ihcn rebooling Ihe computer 10

cause it to usc thc nelv. Thus, to upgrade, patch or modify thc
pmgram requires that the entire computer system be slnit
down and rebooted Shutting down a network router or
slvitch inuuediately afi'acts the netv'ork up time or "avail-
ability". To mininuze the number of reboots required for
software upgrades and, conscqucntly. Ihc imlount ol'network
down nnic. Bcw soliwaro rclldsl's 10 custonlcls Blc olicn
limited Io a fbw hmcs a ywir at best. In some cases. only a
single release per year is feasible. In addition, new softv are
releases are also limited to a few times a year due to the
antount of testing required to release a new monolithic
software pmgram. As the size and complexity of the pro- ls
gram grow s, Ihc amount of time required Io teal and Ihc size
of thc rcgtcss nlanlx Usix! 10 Il'sa Ihl'oilwBIC also glows.
Folcnig nlolo rch asos cdch veal nla)'cgatlvcl)'illccl
software quality as all bugs may not be detected If the
software is not fully tested and a bug is not detmted~ir ic
even after extensive testing a bug is not discovered and the
network device is rebooted with the new software. more
netw ork do w n lime may be exp chanced if Ibc dev ice crashes
dUc 10 Ihc bllg 01'hc dcvlco caUscs olhix devices on Ihc
network to have problmns and 11 imd other devices nnist be sc

bmught down again for repair or another upgrade to fix the
bug In addition, after each softw cre release, the size of the

monohthic image ulcreases leading to a longer reboot time.
Moreover, a inonolithic image requires contiguous memory
space, and thus, the coniputer systeni's finite memory
resources will limit the size of the image

Unfortunately. limiting the number of software releases
also delays the release of new hardv are. New hardware
modules, usually ready to ship betwccn '*maior" software
relcascs, cannot be slnppcd more than a fcw (uncs a year
since the release of the hardhvare must be coordinated ivith
the release of new sofiivare designed to upgrade the mono-
litluc sofhvare architecture to run the new hardware

An additional and perhaps less obvious issue faced by
customers is encountered lvhen customers need to scale and
cnitancc their networks. Typically. Ucw and faster hardw arc
is added to increase bandwidth or add computing power to
ail existing nehvork. Under a moiiolithic sofhvare model,
since customers are often umvillin to run different software
revisions in each network elenient, customers are tiirced to
upgrade the entire network. This may require shutting down
and rebooting each network device.

**Dynanuc loading" is one method used Io address some
of thc problmns encountered with upgrading monohtluc
sofhvare. I he core or keniel sofhvare Is loaded on power-up
but the dynamic loading architecture allows each application
to be loaded only when requested In some situations,
instances of these software applications may be upgraded
without having to upgrade the kernel and without bavin to
rcboot thc system ('*hot upgrade"). Unfiirtunatcly, much of
thc dale and code required Io support basic system services.
for example, event logaing and configuration remain static
in the kernel Application proaram interface (API) depen-
dencies behveen dynamically loaded software applications
and I emel resident software further complicate upgmsde
operations. Consequently. many application fixec or
hnplovenlcnh Bnd ncw haldwalc rch ales, rcqUllc chiul cs
to Ilm kcrncl code wluch slnnlar Io monohtluc software
changes rcqinrcs updanng Ihc kcrncl mid shuuing down
and rebooting the computer In addition. processes in mono-
litluc inlages and those ivhich are dynaniically loadable
typically use a fiat (shared) nlemory space pro ranuning
model. If a process fails, it may comipt memory used by
olhcr processes. Dctcctulg and lixing corrupt memory is
dlfiicult and, in many mst;mces, impossible. As a result. 10

dvoul Ihc pomntlill lor nlcnxirv'orlUptlon clrols, when il

single pmcess fails, the computer systeni Is often re-booted
All of these problems impede the advancement of net-

v orks a situation that is completely inconghlous with the
accelerated need and gmwth of netv, orks today

SUMlVLIcRY

I'he present invention provides a computer system includ-
ing hardware resources, logical resources and a mapping
process for creating a map associating the hardware
resources with the lo ical resources. The computer syctem
may bc a network dec ice and thc mapping process nuiy bc
a network management system process. Thc map may bea
logical Io physical card table or a logical Io physical port
table. 'I'he computer system may also include an assignment
pmcecs for assigning one or more functional processes to a
lo ical resource and an instantiating process for startin
functional processes on hardware resources in accordance
with the map and Ihc logmdl resource assigned to mch
process. Thc assignmcnt process may bc a network man-
dgcnlcnl s)'steal ploccss, Bnd Ihc hlstanIIBtnlg ploccss nlav
be a system resiliency manager process 'I'he hardware
resources may include line cards or line card ports, and the
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functional processes may include device driver processes or
nethvork protncol applications. for example, Asynchroiahus
'I'ransfer Mode protocol applications.

In another aspect, the invention provides a method of
opcraiing a computer system uicluding Ihc steps Of creating
logical resources huvtng characteristics similar to particular
hardhvare resources, generating a map of logical resources to
hardhvare resources and pmvisioning services to logical
resources. Tire computer system may be a neuvork device
and generating a map may be accomplished tluough the use 10

of a network management system process. The mnp may be
a logical to physical card table or a logical Io physical pou
table. Thc method may further uiclude thc steps of assigning
one or ntore functional processes to each logical resource
Slid Statt108 fllflCtloilal pfoCCSSCS oli ll;ll'dhvBre resnill'CCS lli I

accordance v ith the map and the logical resnurce assigned
to each process. The step ofassigniiig one or more hinctional
processes may be accomplished tluough the use of a net-
worl mmiagcmcnt system process, and Ihc step Of starting
functional processes on hardhhttrc resources may be accom- 20

plished throu h a system resiliency manager prncess. 'the
hardhvare resources may be line cards or line card ports

liRII.I'IIS('RIVI'ION Ol'l ill DRAVilN(iS

FIG. I is a block duigrtun ol a computer system wiIh a
disuibuted proccssuig system.

FIG. 2 is a block dtayam of a logical system model:
FIG. 3 is a flow diagram illustmting a method lhr gclici-

sting views and database data dclinttion Imiguagc liles from
a logical system model,

FI(J. 4 is a flow diaktzam illustrating a method for allowing
appficatihuts to view data within a database:

Fl(ig 5 and 8 are block and tlow diagrams of a computer
system incnrporating a niodular system architecture and
illustrating a method for accomplishing hardware inventory
and setup;

FIGS. 6, 7, 10, lid, lib, 12. 13 and 14 arc tables
representing data in a configumstion database;

FIG. 9 is 0 block and flov diagram of a computer system
incorporating a modular system arclutecturc and illustratutg
a method for conliguruig Ihc computer system usuig a
ttcthholk iiiatiagCtllCiit S)'SICill.

FIG. 15 is a block and flow diayatu of a line card and a
method for executin multiple instances of processes,

l)Cig 160-16/1 are tlow diagrams illustrating a metluhd for
assignin lo ical names for inter-process comnnuucatinns,

FI(J. 16c is a block and flow dis ram of a computer
sysu:m incorporating a modular system arclutccturc and

0
illustrating a method for using logical tutmcs for uitcr-
pmcess comntunications;

FI(J. 16J is a chart representing a message lihnuat,
FIGS. 17-19 arc block and flow diagrams of a computer

system incnrporating a niodular system architecture and ss
illustratin methods for making configuration changes:

FIG. 20 is a block aud flohh diagram of a computer systmn
incorporatin a modular system architecture and illustrating
a method fnr distributing kigical model changes to users,

Fl(i 21 is a block and flow diagrmn of a cnmputer systeni
incorporatiim a modular system architecture and illustrating
a method for ntaking a process upgrade;

l)Ci 22 is a block diagmsni representing a revision nuns-
bcrllIg schctuc:

FIG. 23 ts a block aud flow diagram Ol a computer system ss
incorporatiim a modular system architecture and illustrating
a method for ntaking a device driver upgrade;

FICi 24 is a block ihagram rcprcscnting proccsscs within
separate pmtected memory blocks;

ltl(i 25 is a block and liow diagrani of a line card and a
method tihr accomplishing vertical fault isolation:

FICi. 26 is a block and flow diagram of a computer system
incorporating a hierarchical and conligurable fmilt manage-
tllC111 S)'SICiii Slid illiISIi'iltlllg tI itiCtllod for BCCoillpllSlllllg
Jdill1 CSCaldtioti.

lti(i 27 is a block diagmm of an application having
nntltiple sub-processes;

lti(i 28 is a block diaaram of a hierarchical fault descrip-
Ior:

FICi 29 is a block and flow diagram of a computer system
incorporating a disuibutixi redundancy architecture and
illustratuig a method for accomplislung dtstnbutixi software
redundancy;

ltl(i 30 is a table representing data in a configumstion
database;

FICiS. 310-31c, 320-320, 330-33d and 340-346 are block
and flov; diagrams of 0 computer system incorporating a
dtsiributcxl rcdundmicy arclntecturc mid illustrating methods
fiir accomplishuig dtstubuicd redundancy and recovery al'ier
a failure;

lti(i 35 is a blnck diagram of a network device;
lti(i 36 is a block dis rant of a portion of a data plane of

a netv ork device:
FICi 37 is a block and flohv (ingram of a network device

incorporating a pohcy provisioning manager: aud
FICiS. 38 and 39 dre tables rcprcscuttng data ui a con-

figuration database

DETAILED DESCRIPTION

A modular software architecture solves some of the more
conunon scenarios seen in existin architectures when sofi-
ware is upgraded or nehv features are deployed Solhvare
lllodillaiht)'llVOIVCS lilllCIloildllV dlVldillg d SoiiwarC Sh'SIClll

into individual modules or proccsscs, which arc then
dcstgucd mid implcmmited uidependently. Inter-process
communication (IFG) between the modules is carried out
through message passin in accordance hvith well-defined
application pro ranuning interfaces (Apis). A protected
memory feature also helps enforce the separation of mod-

uless.

Modules are comp ilmt;md I inkixl as s cpa ra Ic progrmns,
dill cacli piogratti l uris iti im owll protected tllclllory space.
In addition, each program is addrcsscd with an abstract
cmnniunication handle, or loaical nante 'I'he logical name is
location-independent; it can live on any card in the system
The logical name is resolved to a physical card/process
duun conuuunication. If, for example. a backup process
takes over liir a Ihilol primary process, it assumes ownership
of the logical name mid rcgtstcrs tts name to allow other
proccsscs Ith rc-rcsolvc Illl: logical name Io thc ncw physical
card/prncess. Once complete. the processes contimte to
communicate hvith the same logical nanie, unaware of the
fact that a switchover just occurred.

Like certain cxisung architcctures, Ihc modular software
arclutccturc dynamically loads applications as ncedixk
lieyond prior architectures, hov ever, the modular softhvare
architecture renioves sig/uficant apphcation dependent data
from the kernel and minimizes the link between soihvare
and hardware. Instead. under the modular software archi-
tccltlicm tile dppllctuiotis Illcttisclh ca 'tlliv ilcccssdiy llllol-
maIiou (i.c., mctadald) from a vaucty of sources. Ior
example, text liles, )AMA class lilcs and database views.
Metadata facilitates customization of the execution behavior
of software processes hvithout mndifying the operating sys-
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lem software unagc. A modular software arcluleclure makes
writing appfications~specially distributed applications
more diflicult, but metadata provides seamless extensibility
allowing new software processes to be added and existing
software processes to be up raded or downgmded while the
operating system ls nlnning. In one embodiment. the kernel
includes operating system soflware, atm&dard system ser-
1 rccs sofiw are and modular system services software. Even
portions of the kernel ntay be hot upgraded under certain
circumstances I:xamples of metadata include, customim- 10

tion text files used by software device driverv, .JAMA class
files that are dynamically instantiated usir&g reflection, re-
istration and deregrstmtion protocols that enable the addirion
dud ilclcnou of soflw Bri: si:rvrccs wuhoirl s)'aleut illsnrpllou,
dud dtrldbdsi: view dcfimnous liar provide ulBuv'Bra'.0 1

vie&vs of rhe logical system model I!Bch of these and other
examples are described below.

'lhe embodiment described belohv includes a net&Cork

computer system with a loosely coupled distributed process-
in system. It should be understood. however. that the 10

computer system could also bc a central proccssutg system
or a combination of dmtubutcd and cmrtral processing and
either loosely or tightly coupled. In addition„ the computer
system described below is a neuvork switch for use rn, fi&r

example, the Internet, wide area networks (Vv'AN) or local
area networks (LAN). It should be understood, however. that
the modular software architecture can be implemented on
dny network device (utcludrng roulers) or olher lypes of
compuu:r systems aud rs uol rcslncled to a network device.

A distributed processing system is a collection of inde- so

pendent computers that appear to the user of the system as
a single computer Referring to Iil(i. I, computer system 10
includes a centmslized processor 12 with a conuol processor
subsystem 14 that executes an instance of rhe kernel 20
includmg master control progranm and server programs 10 &s

acrwely control systmu opcranon by pcrfi&mung a ma)or
portion of lhc control functions (e... bootutg and system
nlanaaement) for the system. In addition, computer systenl
10 includes multiple line cards 16a-16» Irach line card
includes a control processor subsystem 18a-1811, which runs do

an instance of the kernel 22a-22» including slave and client
progrdrus ils wi:11 its linc i:drd specific soflw Bri: rrppl ical rona.

Each control processor subsystem 14. Iga-18» operates rn
du dUR»10»lolrs Idshrou bUI lhc soilwarc. prcsi:uls coulpirn:r
systenl I U to the user as a smgle computer.

)iach contml processor subsystem includes a processor
integrated circuit (chip) 24. 26a-26». for example. a
Motorola 8260 or an Intel Pentium processor. The control
processor subsyslmn also utcludcs a memory subsystmn 28,
30a-30» utcludutg a combination of non-volatile or persia- 0

tent (c.g.. PROM aud flash memory) and volatile (0 g.,
SRAM and DRAM) memory components ('omputer systenl
10 also includes an internal communication bus 32 con-
nected to each processor 24. 26a-26». In one embodiment,
the conununication bus is a switched Fast Ethernet provid- »
ing 100 Mb of dcdrcdtcd bandwidth to each processor
dllowutg thc drstmbulcd processors lo cxclmn e control
infoundlion at high fret)ucncrcs. A backup or redundm&l
I:themet shvitch nlay also be connected to each hoard such
that if the primary Iithernet switch fails„ the boards can ir!

fail-over to the backup Ethernet switch.
In this example, Ethernet 32 provides an our-of-band

control pallu mctuung that control udormalron passes uvcr
Ethcmcl 32 bul the network data bcurg swrtchcd by cum-
puicr system 10 passes lo and Irom cxtemal nclwork con- ss
nections 3lri-3 lax over a separate data path 34 lixternal
nethvork control rhsta is passed from the line cards to the

central processor over Ethcmel 32. Tlus cxlemal network
control data is also assianed rhe highest priority when passed
over the lithemet to ensure that it is not dropped during,
periods of heavy traflic on the )ithernet.

In addition, another bus 33 rs provided for low level
system service operations, utcludutg, Ihr example, lhe detec-
tion of newly installed (or removed) hardware. reset and
intermpt control and real time clock (R'I'C) synchronization
across the system. In one enlbodiment. this is an Inter-IC
conununications (I'C) bus.

Altcmatively, the conuol and data may be passed over one
corrlruon path (in-band)

Logical System Model:
Referring to I J(i 2. a logical system model 280 is created

using the IJnified Modeling I anguage (I JMI.) A managed
device 282 represents the top level system connected to
models representing both hardhvare 284 and software appli-
cations 286. Hardhvare nu&del 284 includes models repre-
sculrug spcctlrc pieces of hdrdwtrri) Ior cxtrulplc, chassis
288. shelf 290. slot 292 and pun(cd circuit board 294. The
logical model is capable of showing containment. that is,
typically, there are many shelves per chassis (I N), many
slots per shelf (I N) and one board per slot (I I) Shelf 290
is a parent class having multiple shelf models, including
various functional shelves 296a-296» as hh ell as one or more
system shclvcs. for cxtunple, I'or I'aus 298 and power 300.
Board 294 rs also a parent class having multiple board
models, including various functional boards without ports
3U2a-302» (e g., central processor 12, I'l(i I) and various
functional hoards with ports 3U4a-304» (e g., line cards
16a-16». FICi. I). Hardware model 284 also includes a
model for boards v,ith ports 306 coupled to the models for
liinctronal boards with ports and a port model 308. Port
model 308 is coupled to one or morc spccrlic port models,
for example, synchmnous optical network (SONI.'I') proto-
col port 310, and a physical service endpomt model 312

Hardware model 284 includes models for all hardware
that may be available on computer systent 10 (lii(i. I) All
shelves and slots ru'rv riot be populated In addition, there
may be nndtiple chasses. It should be understood that
SONET port 310 is an exanlple of one type ofport that may
be supported by computer systenl 10 A model is created for
each type of port available on computer system 10, utclud-
iug, for example, Ethcrncl. Dmtse Wavelength Division
Multiplexing (f)VVI)M) or l)igital Signal, I,evel 3 (DS3)
The Network Management Software (NMS, described
below) uses the hardware model to display a graphical
picture of computer system 10 to a user.

Service endpoint nlodel 314 spans the sofuvare and
hardv are models hvithin logical model 280. It is a parent
class including a physical service endpoint model 312 and a
lo ical service endpoint model 316.

Software model 286 includes models for each of the
software processes (e.g., applications, device dnvers. system
services) aviulablc on computer system 10. All applications
and dcvicc drivers may not be used on computer system 10.
As onc example, ATM model 318 rs shown. Il should bc
understood that soft&»are model 286 nlay also include mod-
els for other applications, for example, Internet Pn&tocol (IP)
applications and Multi-Protocol Label Switclfin (MPLS)
applications. Models of other processes (e.g., device drivers
and system services) dre nol shown for converucncc. For
each process, models of coniigurablc oblccls marmgcd by
those processes arc also crealrxl. For example, models of
ATM configurable objects are coupled to AI'M model 318,
including models for a soft permanent virnral path 320. a
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soft pennancnt virtual circuit 321. a switcl address 322, a
cross-connection 323„a permanent virtual path cross-con-
ncmtion 324, a permanent virtual circuit cross-corulection
325. a vimml ATM interface 326, a virtual path liink 327. a
& irtual circuit lulk 328. logging 329, an ILMI reference 330,
PNNI 331. a traflic dcscnptor 332. an ATM interface 333
dnd logical scrvicc endpoint 316. As described above. logi-
cal semice endpoint model 316 is coupled to service end-
point model 314 It is also coupled to A'I'M interface model
333. iil

lhc UML logical model is layered on dte physmal com-
puter system to add B layer of abstracuon bclwcen thc
physical system and the software applications Adding or
removing known (i e. not new:j hardware from computer
system 10 will not require changes to the logical model or'hesoftware applications. However. changes to the physical
system. for example. adding a new type of board, will
require cllangcs to thc logmdl model. In addition. the logical
Ilxulcl is Ilnxllllixi when lu:w of ilpgradcd proccsscs Brc
created. ('haimes to the logical model mill likely require
changes to most, if not all. existing sothvare applications,
and nniltipie versions of the same sofnvare processes (e g.,
up~ended and older) are not supported by the same logical
model.

To decouplc so i'tw are processes from the logmal model
as weil as the physical system another layer of abstraction
is added in the form ofviews A view is a logical ~lice of the
logical nlodel and defines a particular set of dam witlun the
logical nn&del to which an associated process has access.
Views allow multiple versions of thc same process lu bc
supporu:d by Ihc same logical model sulcc each view limits
Ihe data Ihat a corresponding process "views" or has access
to. to the data relevant to the version of that process.
)imilarly. views allow multiple difibrent pn&ceases to use the
same logical model.

Rcfcrring to FIG. 3, UML logical model 280 is used as
input to a code gcncrator 336. Thc code generator creates a
vielv identification (id) and an application programnling
interface (API) 338 for each process tlmt will require con-
figuration data. For example. a view id and an API may be
created for each ATM application 339a-339u. each SONET
application 340a-340u, each MPLS application 3410-341u
and each IP applicauon 342O-34211. In adibtion. a view id
and API will also bc crea(Ox) for each device dnvcr process,
for example. device drivers 343d-343d. and fi&r modular
system semices (M)S) 345U-345B (described below), fi&r

example, a Master ('ontn&l Driver (M('D). a System Resil-
iency Manager (SRM). and a Software Mana ement System
(SMS). The code enemtor provides data consistency across SB

processes. centralixcd tunulg mid an abstraction Of ctnbcxi-
dixi coniiguration und NMS databases (described below)
ensuring that changes to their database scheina do not afl'ect
existing processes.

The code generator also creates a data definition language»
(DDL) lilc 344 ulcludulg structured query lmlguage (SQL)
conuuands used to construct various tables and views witlun
d conliguration database 346 (described below) and a DDL
file 348 including SQI, commands used to constnict various
tables and views within a network management (NMS) io
database 350 (descnbed below). This is also referred to as
converting the UML logical model into a database schema
and various views look at particular porlions of tlxit schema
w itiun thc dardbasc. If thc same database softvare is u sexi for
both the conligurauon and NMS databases, then one DDL si
file nlay be used for both. The databases do not have to be
enemted fn&m a UMI, nlodel for views to work instead,

database liles can bc supplnxl directly without bavulg to
generate them usin the code generator

Prior to shipping computer systenl 10 to customers. a
software build process is initiated to establish the soflware
arclutccturc and processes. The code gcncrator is part of tlus
pmcess. Iiach process lvhen pulled into the build process
links the associated view id and API into its in&age When the
computer system is powered-up. as described below, con-
figuration database software will use DDL file 344 to
populate a configuration database 346. The computer system
will send DDL lile 348 to the NMS such that NMS database
software can use it to populate an NMS database 350.
Melnoo& and storage space within network devices is typi-
cally very limited 'I'he configuration database software is
mbust and takes a considerable amount of these limited
resources but provides many advantages as described below.

Referring to FIG. 4, applications 352U-352n each have an
associated view 354a-354B of conliguration database 42.
'I'he views may be similar allowing each application to view
sinlilar data within configuration database 42. Iior example,
each application may be ATM version 1.0 and each view
may be ATM view version I dk Instead, the applications and
views may be diflcrcnt versions. For example, appbcation
352u may bc ATIVI version 1.0 and view 354u may bc ATIvi
view version 1.3 while application 3526 is ATM version 1.7
and view 3546 is A'I'M view version I 5. A later version, ti&r

exanlple, Ai'M version I 7. of the smne application may
represent an upgrade of that application and its correspond-
ing view a)iowa the uppaded application access only to data
rclevmlt to thc upgraded version and not data relevant to thc
oiler vcfstoll. If thc Upgrddcd version 01 thc Bppllcdtlon Uses
thC SBIUC CoililgUrdtlon ddtd dS Bll Okh:I VCfslon. IhCII thC
view version may be the same for both applications In
addition, application 352B may represent a completely dif-
ferent type of application. for example, MPLS. and view
354u aflows it to have access to data relevant to MPLS and
not ATh I or any other dpplicauon. Consequently, tluough the
usc of database views, dificrcnt versions of thc same soft-
wdrc Bppllciltlolls alul illfiblcllt types 01 softwtllc dppllcs-
tions may be executed on conlputer system ltl sinnilta-
neously

Vie&vs also allolv the logical model and physical system to
bc changed, cvolvcd and grow n to support ncw applications
dill hilldWiirC WtlhoU( h;IVlllg to clldllgc cxlstlllg dppllCB-
tions. In addition, software applications may be upgraded
and downgraded independent of each other and ivitbout
having to re-boot conlputer system 10 lior example, after
computer system 10 is shipped to a customer, changes may
be made to hard&vere or software. For instance. a new
version ol'n applicanon. Ibr example, ATM version 2.0.
may bc created or ncw hardware may bc rclcascd rcquinng
a nev or upgraded device driver pmcess. 'I'0 make this a new
pmcess and/or hardware available to the user of computer
system 10, first the soft&vere image including the new
process nnist be re-built.

Referring agaul to FIG. 3, logical model 280 is clmngod
(280'j to include models representing the ncw sofiwarc
and/or hardware ('ode enerator 336 then uses new logical
model 280'o re-generate view ids and APIS 33tp for each
application. including. for exanlple, ATM version two 360
and device driver 362, and DDL file 344'nd 348) The new
application(s) and/or device drn cr(s) processes then bind to
the ncw view ids imd APIs. A copy of thc ncw application(s)
and/or dcvicc driver process as well as the new DDL lilcs
and any new hardware are sent to the user of computer
system 10 'I'he user can then download the new software
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10
dnd plug thc new hardware into computer system 10. Thc
upgrade process is de(cubed in more detail below.

Power-Up:
Referring again to I'Iti I, on power-up„reset or reboot,

the processor on each hoard (centnll processor and each line
card) dov nloads and executes boot-strap code (i e . mininlal
instances of the kernel software) and power-up diagnostic
test code from its local memory sub(ystem. After passing the
power-up tests. processor 24 on central processor 12 then

01
downloads kemcl sofiwarc 20 Ibom persistent storage 21
into non-persistent memory ui memury subsystem 28 Ker-
nel (oft(vere 21) includes operating system (OS), systenl
(el(fees (SS) and nlodular system services (MSS)

In one embodiment, the operating systein (ofbvare and
systenl sei(ices software are the OSE open(ting system and
systenl services from linea OSE Systems, Inc in l)alias,
Tex. The OSE opemtin system is a pre-emptive nntlti-
tasking operating system that provides a set of services tlmt
togcthcr support thc development of ihstnbutcd applications
(I.e.. dynmnic loading). Tlic OSE approach uses a layered
architecture that builds a high level set of services around
kernel primitives 1he operatulg systein„system services,
and modular system services provide support for the cre-
ation and management of proces(es; inter-process conunu-,(
nication (IPC) through a process-to-process messaging
aloft:1. standard scnlaphorc creation Bail nlanipillBtlon scl-
1 iced, the ability to locate and comnnuucate v,1th a process
regardless of its location in the system; the ability to
deternline when another process has terininated; and the
ability to locate the provider of a service by name

1hese services support the construction of a distributed
(ystem v herein applications can be located by name and
processes can use a single foun of conununication re ard-
less of their location. By using these services. distributed 3(
applications may be designed to allow services to transpar-
mltly move from one locauon to another suCh as dunng a fail
OVCI.

lite OSE operating system and system services provide a
striglt: Intel'-pri1ccss colnnltullcatlons nlc'chdnisnl thta illlows (0
proct sst'1 to I olnnnlnli dtc Icgaldlcss L1f Ihi ll loctlllon In thc
(ystem Ogli Ipf'iffers from the traditional IP('odel in
that there are no explicit IP('ueues to be managed by the
application. Instead each process is assigned a unique pro-
cess identification that all IPC massa es use. Because OSE d-

IPC supports inter-board comnntnication the process iden-
Illicatlon Includes a pBth conlponcnt. ProcLsscs locBIC ciich
other by perl'onning mi OSE Hunt call on the process
identification. I'he I lunt call w ill return the Process ID of the
pmcess that maps to the specified path(name. Inter-board
communication is carried over some number of conmluni-
cation links. Each link interface is assigned to an OSE Link
Handler. The path component of a proce(s path)name is the
concatenation ol'hc Link Hmldlcr names that onc must
transverse ul order to reach thc process. 11

In addition, thc OSE opcmting system ulcludcs memory
nldndgcnlcnl thBI supports tl plotccnxl nlcnlorv nlt1dcl
Thc protcmted mmnory model dedicates d mmnory block
(i e, dehned menlory space) to each process and erects
*'(calls" around each memory block to prevent access by ic
processes outside the "waif'1 This prevents one process fmm
corrupting the memory space used by another process For
cxtunple, a corrupt software memory pointer in a Iirst
process may incorrectly point to the memory space of a
second processor and cause thc first process Io corrupt the s(
second proce(sor'( nlemory space The protected memory
nlodel prevents the first process with the cornlpted memory

pointer fmm corrupting Ihc memory space or block assigned
to the second process. As a result. if a process fails, only the
menlory block assigned to tlmt process is a(sunled cornlpted
v bile the remaining memory space is considered uncor-
tup tciL

Thc modular software arclutccturc takes advanuigc of thc
isolation provided to each process (e.g . device driver or
application) by the protected nlemory nlodel. Because each
process is assigned a unique or separate protected memory
block. processes may be started„upgmded or restarted
independently of other processes

Referring to I Ni 5, the nlain nlodular system service that
controls the operation of computer system 10 is a System
Resthency Manager (SRM). Also within modular system
services is a Master I'ontrol Dover (MCD) that learn( the
physical characteristics of the particular computer system on
which it is nuuung. m tlus ulstancc, computer system 10.
The MCD and thc SRM are distnbutcd applicauons. A
master SRM 36 and a master M('I) 38 are executed by
central processor 12 while slave St&MS 370-37B and slave
MCDs 39a-39B are executed on each board (central proces-
sor 12 and each line card 160-16s). The SRM and MCD
worl together and use their assigned viev ids and APIs to
load Ihc appropnatc sofiwarc drivers on each board mid Io
configure computer system 10.

Also within the modular system services is a contigura-
tion service pro@am 35 that downloads a configuration
database program 42 and its corresponding DDI file from
pcrsistcnt storage ului non-persistent memory 40 on central
processor 12. In one mnbodimcnt. configurauon database 42
i( a Polyhedra database fmm Polyhedra, Inc in the United
Kingdom

Hardware Inventory mid Sct-Up:
Master MCD 38 begins by taking a physical inventory of

computer system 10 (over the I'C bus) and assigning a
uluquc physical idenulication number (PID) to each item.
Despite thc name, the PID is a logical number unrclatcd to
any physical aspect of the component being munbered In
one embodiment, pull-dowtv'pull-up resistors on the chassis
mtd-plane provide the number space of Slot Identifier(. The
master MCD may read a register for each slot that allows it
to et the bit pattern produced by these resistors MCD 38
dsslgns il Ilnlqllc PID Io lht: c11ussls, cBch shelf 111 thc chassis,
each slot ul each shelf, each luu: card 16a-16n in(cried in
each slot, and each port on each hne card. (Other items or
cmnponent( may also be inventoried )

Typically, the number of linc cards und ports On each lute
card m a coinputer system is variable but the number of
cha(ses, shelves and slots i( fixed I'on(equently, a Pfl)
could be permanently assigned to the chassis, shelves and
slots and stored in a file. To add flexibility, however. MCD
38 assigns a PID even to the chassis„shelves and slots to
allo(( thc modular soltwarc architecture Io be porled Io
another computer ay st mn w 1th a dl flbrent phys md 1 const ru c-
tion (i.e, multiple chas(es antkor a different number of
shelves and slots) (vithom having to change the PID num-
bering scheme.

Referring to lii(iS. 5-7. for each line card 16a-16s in
computer system 1(l, MCI) 38 conlmunicate( with a diag;
nosttc program (DP) 400-40B being executed by the line
card's processor to learn each card*a type and version. The
illilgnosliC progldln leddS d llllC CBrd Ivpc dial VCl alon
number out ol'ersistent storage. for cxamplc, EPROIvf
420-42s, and passes tins information to thc MCD. For
exanlple, line cards 16a and 166 could be cards that imple-
ment Asynchronous 'I'ran(fer Mode (A'I'M) protocol over
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Synchronous Opucdl Network (SONET) protocol as uldi-
cared by a particular card type, e.g, OXI'002„and line card
16e could be a card that implements Internet Pnltocol (Ipj
over SONI(I as indicated by a different card t)pe, eg.,
OXEOOZ. In addition„ line card 16a could be a version tllree
ATM over SONET card meaning that it includes four
SONET ports 44a-444 each of wluch may bc coiulccled to
an cxlcmal SONET opucdl liber tha( camas an OC-48
stream. as indicated by a particular port type 00620, wlule
line card 16(I may be a version four A'I'M over YONI(I'ard la
nleaning that it includes sixteen YONI I'I'orts 46a-46f each
ofwhich carries an OC-3 stream as indicated by a particular
port type„e.g . 00820 Other infomlation is also passed to the
MCD by lhc DP, for example, dlagnosllc leal pass/lail ala(us.
With this ulformauon. MCD 38 creates card table (CT) 47
and port table (PI') 49 in configunstion database 42 As
described below. the configmation database copies all
changes to an NMS Ihstabase. If the MCD cannot conlmu-
nicate with the dia nostic progmsm to learn the card type and
version number. then the MCD assumes the slot is empty. Io

Ei en after Initial power up, master MCD 38 will contulue
to lake physical Inventories lo dcicrnnnc il'ardware has
been added or removed from computer system 10. I'r
example, line cards nlay be added to empty slot ~ or removed
fmm slots. When changes me detected, master M('D 38 will
update CT 47 and PT 49 accordingly.

For each line card 16a-16a, master MCD 38 searches a
physical module description (PMD) lilc 48 m memory 40 for
d record (hilt old(ches lhc calf I)'pc and vcrsloll nu(1(bcr
retrieved from that line card I'he PMI) file may include io
multiple files 'lhe PMI) file includes a table that corre-
sponds card type and version number with name of the
mission kernel image executable file (MKI.exe) that needs
to be loaded on that line card. Once determined, master
MCD 38 passes thc name of each MKI executable Iilc to ls
master SRM 36. Master SRI(1 36 requests a bootscrver (not
shown) to download llm MKI executable tiles 50a-50a from
persistent storage 21 into nlemory 40 (i.e, dynamic loading)
and passes each M K I executable file 50a-51)a to a bootloader
(not shoivn) rumfing on each board (central processor and do

each line card). The bootloaders execute the received MKI
executable Iilc.

Once all the linc cards arc execu tulg thc appropriate MKI,
alai c MCDs 39a-39u and slave SRMs 37a-3'7u on each linc
card need to download device driver sothvare corresponding
to the particular devices on each card Referring to I'l(i 8,
slave MCDs 39a-39a search PMD file 48 in memory 40 on
central processor 12 for a match with their line card type and
lars(on number. Just as thc master MCD 36 lbund thc name
ol'lhe MKI executable file for each hnc card in lhe PMD lile, o

each slave MCD 39a-39n roads thc PMD tile lo learn the
names of ail the device driver executable files associated
with each line card type and version. 1)le slave M('l)s
provide these names to the slave SRMs on their boards.
Slave SRMs 37a-37a then download and execute the device ls
dnicr excxutable (iles (DD.cxc) 56a-56u lbom mmnory 40.
As one cxamplc, one port device dover 43a-43d may bc
started Ihr each port 44a-44J on linc card 16a. Tile port
driver and port are linked together through the assigned port
Pil) number so

In order to understand the significance of the PMD file
(i.e., metadata). note that the MCD software does not have
knowhxlgc of bourd types built inio It. Instead, lhe MCD
parmnclerizcs its operations on a parucular board by looking
up lhe card type and version mmlbcr in thc PMD file and ss
acting accordin ly ('onsequently. the M( D software does
not need to be modified, rebuilt, tested and distributed v ith

ncw hardware. Thc changes required ul thc sofiwarc system
infnsstmcture to support neiv hardware are simpler modify
logical model 280 (11(i 3) to include a new entry in the
PMI) file (or a nelv PMI) hie) and, where necessary. new
device drivers and applications. Because the MCD soihvare,
v hich resides in the kernel, will not need to be modified. the
ncw applications aiui dcvicc drii era und the ncw DDL lilcs
(rclbccting thc ncw PMD lile) for the conligurauon database
and NMY database are doivnloaded and upgraded (as
described below) ivithom re-booting the conlputer system

Network Management System (NMS).
Referring lo FIG. 9. a user of computer system 10 works

with network managemmlt syslmn (NMS) software 60 to
configure computer system 10 In the embodiment described
below, NMY 6U mns on a personal conlputer or w:orkstation
62 and communicates with central processor 12 over Iith-
ernet network 41 (out-of-band). Instead. the NMS may
conununicate with central processor 12 over data path 34
(FIG. 1, in-band). Allemativcly (or ul addiuon as a baci -up
conultllnlcilllo(1 poll), d I(acr In(I)'onununlcdlc with coln-
puter systein 10 thmugh a terminal connected to a serial line
66 connecting to the data or control path using a conunand
line mterface (CI,I) pmtocol. Instead. NM) 60 could run
directly on computer system 10 provided computer system
10 has an input mechanisin for the user.

NMS 60 establishes an NMS database 61 on v orl. station
62 using a DDL Iilc correspondulg to the NMS database and
downloadixl Ihom persistent storage 21 ln computer system
IU 'I'he NMS database mirrors the configuration database
through an active query feature (described below) In one
embodiment. the NMS castabase is an Omscle database from
Oracle Corporation in Boston. Mass The NMS and central
processor 12 pass control and data over Ethernet 41 using,
fbr example, (hc Jaia Database Conncctivlty (JDBC) pro-
tocol. Usc of (hc JDBC protocol allows thc NMS lo com-
nninicate v;ith the configuration database in the same man-
ner that it communicates ivith Its own internal storage
mechaiusms. inciudin the NMS database. Changes made to
the configuration database are passed to the NMS database
to insure that both databases store the same dusts. This
synchroiuzation process ls much more efiicicnt and timely
than older methods (liat require the NMS lo pcrioihcdily poli
the netv ork device to determine whether configunstion
changes have been made In these systems, NMS polling is
unnecessary and wasteful if the configumstion has not been
changed. Additionally. if a confi uration chan e is made
through some other nleans. for example. a command line
interface, and nol through thc NMS, the NMS will nol be
updated until thc next poll, and II'he network device crashes
prior to the NMS poll, then the conhguration change will be
lost In computer system 10. however, comllland line inter-
face chan es made to configumstion database 42 are passed
inunedlateiy to the NMS database through the active query
feature ensuring that the NMS is immediately aware of any
Conflgillilllo(1 ChallgCs.

Typically, work stauon 62 Is coupled lo many network
computer sys(cms, mid NMS 60 Is used to conligure and
manage each of these systems. In addition to configuring,
each system, the NMY also interprets data gathered by each
system relevant to each system's network accountin data,
statistics, and fault lo ing and presents this to the user.
Instead of having thc NMS intcrprct each system*s dais in
the same I'asluon. Ilcxibility is added by having each system
amid llm NMS a JAVA class Iilc 410 imhcatuig how its
network data should be interpreted. 1 hrough the liile 'I'rans-
fer Protocol (ftp), an accounting subsystem process 412
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running on central processor 12 pushes a data sununary lilc
414 and a binary data tile 416 to the NMS 'I'he data
sunlmmy tile indicates the name of the JA3A ('ass file the
NMS should use to interpret the binary data file If the
computer system has not already done so, it pushes the class
file to the NMS. JAVA Reflection is used to load the
applmatlon class lilc and process ihe data in ihc bmary data
lile. As a result, a ncw class tile can be added or updated on
a conlputer system without having to reboot the computer
system or update the NMS 'I'he computer system sinlply ic
pushes the new class tile to the NMS In addition, the NMS
can use difl'erent class files for each computer system such
that the dsata gathered on each system can be patticuiarized
io tach svstclu.

1

( 'onfiguration:
As described above, unlike a monolithic software arclu-

tecture which is directly linked to the hardware of the
computer system on which it runs. a modular sofiware
arcluu:cturc includes uidependeni applications thai are slg-
iuiicantly decoupled I'rom thc hardware tluough thc usc of a
logical model of the conlputer system Hsing the logical
nlodel. a vieiv id and API are generated for each application
to define each application's access to particular data ln a
configumtion database. The confi uration database is esmb-,s
lished using a data definition language (DDL) file also
gcncraied from lhc logmal model. As a rcsull, tlmre is only

lani(cd connccnon bciwimn lhc computer syslem's soft-
ware and hardware. which alklws fbr inultiple versions of
the same application to nul on the computer system simul-
taneously and diiferent types of applications to nul simul-
taneously on the computer system. In addition. while the
computer system is ninning, application upgrades and
downgrades may bc execu(cd w iihoul affcctmg other appll-
cailults alld ltcw llardwalc and sofiwarc may be added to ihe 3(
system also without affecting other applications

Rcfcrring again to FIG. 9, uiiiially, NMS 60 rwids card
table 47 and port table 49 io dciemiinc what hardware is
available in computer system 10. 'I'he NMS assigns a logical
identiiication munber (I.II)) 98 (liKiS I la and I lb) to each
card and port and inserts these numbers in an LID to PID
Card table (LPCT) 100 and an LID to PID Port table (LPPT)
101 in conhgumtion database 42. Alternatively. the NMS
could use ihc PID previously assigned io caci board by the
MCD. However, to allow for hardware redundancy, the
N MS assigns an I ID and nlay associate the I,ID with at least
nvo VIDs. a pnmary VII) 102 and a backup VID 104 (I VCT

100 may include multiple backup Vll) fields to allow nlore
than one backup PID to be assigned to each primary PID )

'Hie user chooses the desired redundancy structure and
instructs the NMS as to which boards are primary boards and
which boards are bacl up boards. For example, the NMS
may assign LID 30 to line card 1611 previously assigned
PID 500 by thc MCD as a user deiined primary card, and
thc NMS may assign LID 30 to hne card 16a previously
assigned Vll) 513 by the M( D as a user defined back-up
card(see row 106,11)(i lie) The NMS may also ensign I,ID
40 to port 44a previously assigned PID 1500 by the
MCD as a primary pot(. and the NMS may assi n LID 40
to port 68a previously assigned PID 1600 by the MCD io
as a back-up port (see row 107, FIG. 11b).

In a I: I redundant system, each backup line card backs-up
only one other hne card and ihe NMS assigns a unique
pnmary PID and a uruque backup PID io mch LID (no LIDs
allure thc same PIDs). In a I:N rcdundmit system, each si
backup line card backs-up at least tlvo other line cards and
the NMS assigns a different primary VID to each I ID and

thc same backup PID io ai least two LIDs. For cxmnplc, if
computer system 10 is a I N redundant systenl. then one line
card, for exmnple, line card 16a. serves as the hardware
backup card for at least tlvo other hne cards, for example,
line cards 16c and 16b. If the NMS assi ns an LID of 31 to
line card 16b. then in lo ical to physical card table 100 (see
row 109, FIG. 11C), thc NMS associates LID 31 wlfll
pnmary PID 501 (linc card 16b) and backup PID 513 (lute
card lba). As a result. backup Vll) 513 (line card 1 be) is
associated with both I.ID 3U and 31

I'he logical to physical card table pmvides the user lvith
maximum flexibility in clmosing a redundancy structure. In
the same computer system, the user may provide full redun-
dancy (1.1), partial redundancy (I:N), no rcx)Cadency or a
combination ol'hese redundancy structures. For cxamplc, a
network manager (user) may have certain customers that are
v illing to pay nlore to ensure their network availability. and
the user may provide a backup line card for each of that
customer's primary line cards (I; I ). Other customers may be
v illing to pay for some redundancy but not full redundancy,
and thc user may provide one backup linc card for all of thai
customer's pnmary lute cards (I:N) Still other customers
may not need any redundancy, and the user will not pmvide
any backup line cards for that customer's primary line cards
lior no redundmlcy, the NMS ivould leave the backup Vll)
field in the logical to physical table blank Each of these
customers may be serviced bysepamte computer systems or
thc same computer system. Redundancy 1 ~ discussed in
morc dc(ail below.

'I'he NMS and M( I) use the sante numbering space for
I.IDs, Pll)s and other assigned munbers to ensure that the
nunlbers are different (no collisions)

The configtuation database„ for example, a Polyhedra
database, supports an "active query'* feature. Through the
active query fcailllc, other sofiwarc applications can be
notiiicd of cliangcs to coniiguration database records in
which they are tnterestcxl. Thc NMS database cstabhshes an
active query for all conhguration database records to insure
it is updated lvith all changes. 'I he master SRM establishes
an active query with configuration database 42 for LPCT
100 and LPPT 101. Consequently, when the NMS adds to or
changes these tables. conliguration database 42 sends a
nolliicaiion io thc master SRM and uicludcs lhc change. In
this example. conii uraiion database 42 notiiics master SRM
36 that I,ID 3U has been assigned to VID 50U and 313 and
I.ID 31 has been assigned to Vll) 501 and 513 1be master
SRM then uses card table 47 to determine the physical
location of boards associated with ne33 or changed LIDs and
then tells thc corresponduig slave SRM ol'ts assigncx)
LID(s). In ihc connnuing cxamplc, master SRM reads CT 47
to leam that PID 500 is linc card 16c. PID 501 w lute card
16b and Pll) 513 is line card 16a 'I'he master SRM then
notifies shave SRM 37b on line card 16c that it has been
assi ned LID 30 and is a primary line card, SRM 37c on line
card 16b that it has been assigned LID 31 and ic a primary
line card and SRM 37o on linc card 16a that lt has bccn
assigned LIDs 30 and 31 and is a backup lute card All three
slave SRMs 37b, 37c and 37o thml set up active queries with
configuration database 42 to insure that they are notified of
any software load records (Sl,gs) created for their I.IDs. A
similar process is followed for the LIDs assi@ted to each
Port.

Thc NMS infomls ihc user of the hardware available in
computer system 10. This information may bc providcx) as a
tcxl list, as a logical plciure in a graphical user interface
((Ri I), or in a variety ofother formats 'I'he user then tells the
NMS how they want the system conhgured
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11&c user w&ll select wluch po&ts (e... 44a-44d, 46a-46f,
68a-68a) the NMS should enable 'I'here may be instances
where some ports are not currently needed and. therefore,
not enabled. 1 he user also needs to provide the NMS v ith
information about the type of networl connection (e.g.,
connection 70e-70d. 72e-72f. 74a-74a). For example. the
user may want all ports 44a-44d on lu&e card 16&r cnablcd to
run ATM over SONET Thc NMS may start onc ATM
application to control all four ports, or, for resiliency, the
NMS may start one A'I M application for each port &a

In the exan&pie given above, the user must also ind&cate
the type of SONET fiber they have connected to each port
and what paths to expect. For example, the user may ind&cate
tha& each por& 44u-44d &s co&u&cc&cd Io a SONET opncal fiber
carryu&g an OC-48 str&mm. A clmnnel&zed OC-48 stream &s

capable of carrying forty-eight )'I')-I paths, sixteen S1 S-3c
paths. four S'I'S-12c paths or a combination of S1'S-l,
)'lg-3c and S IS-12c paths A clear clmnnel 0('-48c strean&
carries one concatenated STS-48 path. In the example. the
user may indicate that the network connection to port 44a &s zo

a clenr channel OC-48 SONET stre&m& havu&g onc STS-48
path. Ihc network connect&on to peri 44b is a chiuu&chzcd
0( -48 SONI II strean& having three RIS-12c paths (i e . the
SONI:1 tiber is not at full capacity more paths may be
added later), the network connection to port 44c is a chan-
nelized OC-48 SONET stream having two STS-3c paths
(not at full capac&ty) and the network connection to port 44d
is a cluuu&cl&zixl OC-48 SONET s&rc&un luiving tlucc STS-
12c paths (no& at full capac&&y).

'Ihe NMS uses the information received from the user to io
create records in several tables in the configuration database,
which are then copied to the NMS database. 'I'hase tables are
accessed by other application~ to configure compurer system
10. One table, the service endpoint table (SET) 76 (see also
FIG. 10), is created when thc NMS assigns a unique serv&ce is
cndpou&I number (SE) to each path on each enabled port and
corresponds each scrv&ce cndpou&t mm&ber w &th thc physical
identification number (RID) previously assigned to each port
by the M( I). I'hmugh the use of the kigical to physical port
table (LPPT). the service endpoint number also corresponds ao

to the logical ident&fication number (I ID) of the port. For
example. since thc user u&d&caicd thm port 44a (PID 1500)
luis a single STS-48 pa&h, thc NMS assigns onc service
mxipou&I number (e.g SE 1, sim row 78, FIG. 10). Smularly,
the NMS assigns three service endpoint m&mbers (e.g.. Sli 2,
3. 4, see roivs 80-84) to port 44b (PII) 1501), nvo serv&ce
endpoint numbers (e.g.. SE 5, 6. see rows 86. 88) to port 44C
(PID 1502) and tluee service endpoint numbers (e, SE 7,
8, 9. scc rows 90, 92, 94) to por& 44d.

Sci&ice endpoint managers (SEMs) w&fiun thc modular o

sv'stcu& sc&v&ccs of thc ke&uel soitwarc'. &tuuuug ou &mich ih&c

card use the service endpoint numbers assigned by the NMS
to enable ports and to link instances of applicationm fiir
example, ATM. ninning on the line cards with the correct
port. The kernel may start one SEM to handle all ports on ss
ouc huc c&ird, on for rcs&heucv, &hc kc&ucl u&av sl»r& &inc

SEM Ibr each part&euler port. For example, SEMs 96a-96d
a&e spa'a'ucd Io u&dcpcudcutlv control ports 44&&-44d.

'Ihe serv&ce endpoint managers (Sl IMs) nu&ning on each
board establish active queries with the configuration data- io
base for SET 76. Thus, when the NMS cha»ges or adds to
the service endpoint table (SET), the confi umtion rL)tabase
sends Ihe serv&cc cndpo&nt manager assoc&a&cd with Ihe por&

PID u& the SET u change notification u&cludu&g mfi&nnanon
on Ihc change &hut was made. In thc contim&ing exunple, ss
configumtion database 42 notifies SIIM 96a that Sl 7l 76 has
been chaimed and that )I I I was assigned to po&t 44a (PID

16
1500). Conligurauon database 42 not&lice SEM 96b d&at SE
2, 3, and 4 were assigned to port 44b (PII) 1501), Sl!M 96r
that Sli 5 and 6 were assianed to port 44& (PID 1502) and
Si IM 96d that Sl I 7. 8. and 9 v ere assigned to port 44d (PII)
1503). When a service endpoint is assi ned to a port, the
SEM associated with that port passes the ass&gned SE
number Io thc port drwer for that port usu&g thc pon PID
number associa&ed with the SE number.

I'o load instances of software applications on the correct
boards, the NMS creates software load records ()i.g) 128a-
128ri in configuration database 42 'the SI R includes the
name 130 (FI(i. 14) of a control shim executable file and an
LID 132 for cards on &vhich the application must be
spawned. In the contmumg cxamplc, NMS 60 crea&cs SLR
128u includ&ng the cxccutablc name aun cntrl.cxc and card
I.ID 30 (row 134) The confiauration CLstabase detects I,II)
30 in SI.R 128a and sends slave SRMs 37b (line card 16a)
and 37o (line card 16&i I a clmnge notification including the
name of the executable tile (e.g., atm cntrl.exe) to be
loaded. The primary slave SRMs then dow nload and execute
a copy of atm cntrl.cxe 135 from memory 40 to spawn Ihe
ATM controllers (c.g.. ATM con& roller 13 6 on hnc card 16u).
Since slave SRM 37o is on backup line card 16u, it may or
may not spawn an AI'M controller in backup mode. )oftware
backup &s described in more detail beloiv Instead of down-
loading a copy of atm cntrl.exe 135 from memory 40, a
sL)ve SRM may download it from another hne card that
aire&uly downloaded a copy Ibom mmnory 40. There may bc
ius&anccs when downloading Ibom a 1&nc card &s qu&ckcr thun
downloading from central processor 12 1hrough software
load records and the tables in configurat&on database 42,
applications are downloaded and executed without the need
for the system services. including the SRM. or any other
software in the kernel to have infonnat&on as to how the
appl&catioim should be configured Tlm control slums (c.g.,
a&m corri.cxc 135) u&terprc& ihe next layer of Ihe apphca&&on

(e g., ATM) conligurauon.
i&or each application that needs to be spawned. fiir

exan&pie, an A1'M application and a SON I,'I'pplication. the
NMS creates an application youp table. Referrin to FI(i.
12. ATM group table 108 indicates that four instances of
ATM (&.c., group number 1. 2, 3, 4)~orrespoudu&g Io liiur
m&abled ports 44u-44u arc Io be started ou 1&ne card 16u
(LID 30). If other u&s&anccs ol'ATM urc s&art&xi ou other lu&c

cards, they would also be listed m A'I M group table 108 but
associated with the appropriate line card I.II). Al'M gmup
table 108 may also include additional information needed to
execute ATM applications on each particular line card. (See
description ol'oftw are backup below )

In thc above cxamplc. one instance ol'ATM was stancxI
fbr each port on Ihc line card. Tins prov&dcs rcs&hency and
fm&lt isolation should one instance ofAI'M fail or should one
port suffer a failure An even more res&lient schenie would
include multiple instances of ATM for each port. For
example. one instance ofATM n&ay be started for each path
rccc&vcd by a por&.

Thc application controllers on each board uow aced to
know how many instances ol'he corrcspond&ng apphcat&on
they need to spavvn 'I'his intiirn&ation is m the application
gmup table in the configuration database. 'I'hrough the active
query feature, the configuration database notifies the appli-
cat&on controiler of records associated with the board*s LID
from corresponding applicntion group tables. Iu Ihc con&u&u-

iug example. conliguration database 42 sends ATM con&rol-
ler 136 records from ATM group table 108 that correspond
to I.II) 30 (line card 16a). With these records, AI'M con-
troller 136 learns that there are four ATM groups associated
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with LID 30 mcamug ATM must be mstautrdtcd four tuues
on line card 16a. ATM controller 136 asks slave SRM 376
to download and execute four ulstanccs (ATM 110-113, FIG.
15) of aun.cxc 138.

Once spav ned, each instantiation of A1'M I it)-113 sends
an active dastnbase query to search ATM interface table 114
for its corresponding group number and to retrieve associ-
ated records. Thc data ul the records iixhcates how many
ATM interfaces each instantiatlon of ATM needs to spawn.
Alternatively, a master AI'M application (not shown) nul-
nin on central processor 12 may perform active queries of
the conhguration database and pass inforination to each
slave ATM application mnning on the various line cards
regarding the number of ATM interfaces each slave ATM
dpphCII(sill Iu:I:ils to Spdwll.

Referrin to I'I(ig 13 and 13. tilr each instance of AfM
110-113 there may be one or more A'I'M interfaces. 1'o

configure these ATM interfaces, the NMS creates nn ATM
interface table 114 There may be one ATM interface 115-

lc
122 per path/service endpoint or multiple virninl ATM
interfaces 123-125 per path. Tlus flexibility is lefl up lo thc
user and NMS. and thc ATM interface table allows the NMS
to comnlunicate this configuration inforination to each
instance of each application nuining on the difTerent line
cards. For example, ATM interface table 114 indicates ttmt
for ATM youp 1, service endpoint 1. there are tluee virtual
ATM interfaces (ATM-IF 1-3) and for ATM ~Cup 2, there
is onc ATM lntcrfucc for each service endpoint. ATM-IF 4
and SE 2: ATM-IF 5 and SE 3: mid ATM-IF 6 and SE 4.

ln
(:onlputer system I 0 is now: ready to operate as a nemvork

slvitch usin line card 16a and ports 44a-441/. The user will
likely provide the NMS with further instructions to contlg-
ure more of computer system 10. For cxamplc, ulstanccs of
other soltwarc uppllcdtlons, such as an IP applicauon. and ls
additional instances of A1 M may be spawned (as descnbed
above) on hne cards I 6a or other boards in computer systenl
I (I

As shown above. all application dependent dani rcsulcs in
memory 40 and not ln kernel soltwarc. Cinisequcntly, dc
cluulgcs may bc made to applications mid conligurauon data
in memory 40 to alloiv hot (w:hite computer system l(l ls
running) upgrades of software and hardware and conhgu-
ration changes. Althou h the above described power-up and
configumtion of computer system 10 is complex, it provides d-
massive flexibility as described in more detail below.

inter-Process ( oluniunication
As described above. the operating system assists a

unique process identification number (proc id) to each
spawned process Each process has a name, and each
process knows thc unmes ol'ther processes with which it
needs to communicate The operating systein keeps a list of
pmcess names and the assigited process identification nun&-

hers Processes send nlessages to other processes using the
assigned process identification mnnbers without regard to
what board is executin each process (i.e., process location).
Application Pro ramming Intcrlbces (APIs) delinc thc for-
mat mid type of information included in thc messages.

'lhe modular software architecture configuration model io
requires n single software process to support multiple con-
figurable objects. For example, as described above. nn ATM
dpphcdtloll luav'uppolt collfigul'Iltniils Icquuul Illultlplc
ATM interfaces and thousands of pennmlent virtual conncc-
uons pcr ATM ultcrl'acc Thc number ol'rocesses and ss
contigumsble objects in a modular software architecture can
quickly grov especially in a distributed processing systenl.

If thc operating system assigns a uew process for each
configurable object. the opemsting system's capabihties inay
be quickly exceeded

llnr exmnple, the operatin system may be unable to
assign a process for each ATM interface. each service
endpoint. each permanent virtual circuit, etc. In some
instances, thc process idcntilicdtion uumbcnng schcmc itself
may not be large enough. Where protcctcxt memory ls
supported, the system may have insufficient memory to
assign each process and confi umsble object a separate
menlory blnck. In addition. supporting a large number of
independent processes may reduce the operating system's
efficiency and siow the operation of the entire computer
svstciu.

Ouc altcmative is to assign a unique process idcntllicatlon
nunlber to only certain high level processes. Referring to
lil(i. 16a, for exanlple, process identihcation nunibers inay
only be assigned to each s(l M process (e 0 . A1'Ms 240, 241)
and not to each ATM interface (e.g.. ATM IFs 242-247) and
process identification numbers may only be assi ned to each
port device dover (e.g.. deiicc dnvcrs 248, 250, 252) and
not to each scrvicc endpoint (c.g., SE 253-261) A disad-
vantage to this approach is that objects ivithin one high level
pmcess will likely need to conlmunicate with objects within
other high level processes. I'or example, A1 M interface 242
within ATM 240 may need to conmuuucate with SE 253
within device driver 248. ATM IF 242 needs to know if SE
253 is active and pcrtmps certain other information abmit SE
253 Sulcc SE 253 was not assigned a process idcntllicatlon
nunlber, however, neither s(l'M 240 nor A'I'M Ill 242 knoivs
if lt exists. Similarly. A'I'M ill 242 knows it needs to
communicate with Sl i 253 but does not know that device
driver 248 controls SE 253.

One possible solution is to hard code the name of device
dover 248 into ATM 240. ATM 240 then knows it must
conumuucate with dcvicc driver 248 to leam about the
existencc of any service endpoints w ltluu device driver 248
that may be needed by At'M II'42, 243 or 244 Untilrtu-
nately, this can lead to scalability issues I'or instance, each
instantiation ofATM (e.g., ATM 240, 241) needs to know the
name of ali device drivers (e.g.. device drivers 248, 250,
252) and must query each device dover to locate each
nimdcd service endpoint. An ATM query to a dcvicc driver
that docs not include a neci ssdry service endpoint is a waste
of time and resources. In addition. each high level process
must periodically poll other hiah level processes to deter-
mine whether objects within them are still active (i.e.. not
terminated) and lvhether new objects have been started. If
the object status has not clmngcd between polls, then the poll
waslcd resources. If the stdius did change, then conumuu-
catlous have been stalled lbr thc length of time betweml
polls. In addition, if a neiv device driver is added (e.g,
device driver 262), then At'M 24(l and 241 cannot commu-
nicate with it or any of the service endpoints within it until
they have been upgraded to include the new device driver'
ualuc.

Prcli:rably. computer system 10 implements a name
server process and n flcxlblc naming proccdurc. The name
server process allows hiCk level pmcesses to register infbr-
matlon about the objects ivithin thenl and to subscribe fbr
information about the objects with which they need to
conununicate. The flexible namin pmcedure is used instead
of tmrd coding names m processes. Each process. for
example, applications dnd des ice dnvers, usc tables ul the
conliguratlon database lo dcrivc thc names of other conlig-
urable objects ivith which they need to comnuuiicate I'or
exanlple, bnth an A1'M application and a device driver
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process may usc an assigned service cndpouit mmiber from
the service endpoint table (Sl I'I') to derive the name of the
service endpoint that is registered by the device driver and
subscribed tiir by the AI'M application Since the service
endpoint numbers are assigned by the NMS during conhgu-
ration, stored in SET 76 and passed to local SEMs, they wifl
not be changed ifdevice dnvers or applicauons are upgraded
or restarted

Referrin to I'IG 16(t, for example. when device drivers
246. 250 and 252 are started they each register with name io

sewer (NS) 264 Iiach device driver provides a nante. a
process identification number and the name of each of its
service endpoints. Each device driver also updates the name
scrvcr as service endpouits arc suirtcd, tcnmimtcd or
rcsrartcxI. Similarly, each instantiation of ATM 240, 241
subscribes with name server 264 and provides its name,
pmcess identification number and the naine of each of the
service endpoints iil ivhicll it is interested The name server
then notifies ATM 240 and 241 as to the process identifica-
tion of the device dnver with which they should conmtuni- io
cate to reach a dcsircd service endpoint. The nmne scrvcr
upt)a(cs ATM 240 and 241 in accordance with updates from
the device drivers. As a result. updates are provided only
when necessary (i e, no wasted resources), and the cont-
puter system is highly scalable. I'or example, if a nev device
driver 262 is started. it simply re isters with name server
264, and name server 264 notifies either ATM 240 or 241 if
a service endpoint in wluch limy arc imcrcs1ed is withui thc
ilt:w ilt:vice tlrlvt:i; Tilt: salllc is true ll a lit:w iiis1alitliitltiii ol
AI'M perhaps an upgraded version is statted or if either io
an .4 I'M application or a device driver fails and is restarted.

Referring to lq(i 16c. when the SIIM, fiir example, SliM
96a. notifies a device driver, for example, device dover
(DD) 222„of its assi ned SE number. DD 222 uses the SE
number lo gmicratc a device dover ntunc. In the conlnniing is
cxtunple Ibom above. w herc thc ATM over SONET protocol
is to bc dclivercxl to port 44a and DD 222, the device dnvcr
name may be for example, atm.sel. Dl) 222 publishes tlus
name to NS 220b along with the process identitication
assigned by the opemsting system and the name of its service so
endpoints.

Applications, I'or example, ATM 224, also usc SE num-
bers to gcncrare thc names of device dnvcrs with whwh they
ntmd to communicate and subscribe to NS 220/t for those
device driver names, for example. atm sel If the device
driver has published its name and process identification v ith
NS 220(t. then NS 220/t notifies ATM 224 of the process
identification number associated with aun.sei and the naine
ol'ts service midpoints. ATNI 224 can then usc the process
idcntiiication to conmiurucatc with DD 222 mid, hence. any O

ohlccts w itlnn DD 222. II'evice dnvcr 222 is restarted or
upgraded, SliM 96a will again notify l)D 222 that its
associated service endpoint is SI I I which will cause DD 222
to enerate the same name of atm.sel. DD 222 will then
re-publish tvith NS 220/t and include the newly assi ned ss
process itlentilication number. NS 220/t will provide the new
process idenuiicauou number to ATM 224 to aflow thc
processes to continue to conuuunicate. Sinnlarly, if ATM
224 is restarted or upgraded. it will use the service endpoint
numbers from A'I'M interface table 114 and. as a result, io
derive the same name of atm.sel Iiir DD 222. ATM 224 will
then re-subscribe with NS 220b.

Computer system 10 includes a distributed ntmie scrvcr
(NS) application uicluding a name scrvcr process 220ti-220n
on each board (central processor and lute card). Each name ss
sewer process handles the registration and subscription fiir
the processes on its corresponding board lior distributed

applications, afier caclt application (c.g., ATM 224a-224n)
registers with its local name server (e g., 220b-220a). the
name server registers the application with each of the other
name servers. In this tvay. Only distributed applications are
re istered/subscribed system wide v hich avoids wastin
system resources by registering local processes system wide.

Thc operating system. tlu ough the use of asstgncx) process
ideu1iiication munbcrs, allows for utter-process conumuu-
cation (IPC) regardless of the location of the processes
within the computer system. 'I'he flexible naniuig process
allows applications to use data in the configuration database
to determine the names of other applications and config-
umble objects. tints, alleviating the need for hard coded
process niunes. Thc name scrtcr nouiics uidividual pro-
ccsscs ol flic cxistciict: tif fllt: proct:sst:s aiitl obfccm wltll
v hich they need to communicate and the process identifi-
cation numbers needed for that communication The termi-
nation, re-start or upgrade of an object or process is, there-
fore, trmsparent to other processes. with the exception of
being notified of netv process identification mnnbers. For
example, duc to a coniiguration change u»tie(cd by the user
of thc computer systmu, scrvicc endpoint 253 (FICC 16b),
may be terminated tvithin device driver 240 and started
instead within device driver 250 'Ibis movement of the
location of object 253 is transparent to both AI'M 240 and
241 Name server 264 simply notifies whichever processes
have subscribed for SE 253 of the newly assigned process
idcntiiication number corresponding to device driver 250.

Thc name scrvcr or a sc)taratc binding oblect manager
(BOM) process may allov processes and configurable
objects to pass additional information addmg huther flex-
ibihty to inter-process communications lior example, flex-
ibihty may be added to the application progmmming inter-
faces (APIs) used between processes As discussed above,
once a process is gocn a process idcntiiication number by
the name scrvcr corresponding to au oblcct with wluch it
ntmds to conuuutucatc. thc process cau thmi send massa cs
to the other process in accordance with a predefined appli-
cation programming interface (API). Instead of having, a
predefined API. the API could have variables defined by (kata

passed tluough the name server or BOM, and instead of
havuig a single API. muluple APIs may be avmlable and thc
selection of the API may be dependent upon information
passed by thc immc server or BOM to thc subscribed
'lppllcatioil.

Referring to lil(i. (6J. a typical API ivill have a pre-
dehned message format 270 includin „ for example, a mes-
sage type 272 and a value 274 of a fixed number of bits (e
32) Processes that usc this API must usc the prcdcftncx)
message I'omia1. If a process is upgraded. it will bc Ibrccd to
usc thc stone mcssagc fonna( or change the API/message
format which tvould require that all processes that use this
API also be similarly upgraded to use the new API Instead,
the message fiirmat can be made more flexible by passing
information throuch the name server or BOM. For example,
instead of havuig thc value Iield 274 bc a lixed number of
bits, when an application registers a name mid process
idcntiiication number it nniy also register thc number of bits
it plans on using for the value field (or any other field)
Perhaps a aero indicates a value field of 32 hits and a one
indicates a vaiue filed of 64 bits. Tints, both processes know
the message fomiat but some flexibility has been added.

In addition to adthng flcxibility to thc size of Iields in a
message formaL flexibility may be added to thc overall
message format inclutling the type ol'ields included in the
messa e. When a pmcess registers its nanie and process
identification number. it niay also re ister a version mnnber
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indicating which API version shoukl be used by other
pmcesses wishing to contmunicate with it I'or example,
device driver 250 (I'I(i ibb) may register Sli 258 with NS
264 and provide the nance of SE 258. device driver 250's
process identification number and a vere ion number one. and
device driver 252 may register SE 261 with NS 264 and
provide the name ol'E 261, device dover 252's process
idcntilication number and a version number (e.g., version
munber tive) If AI'M 240 has subscribed for either Sl: 258
or Sl: 261. then NS 264 notifies Al'M 240 that Sl: 258 and Io

Sl: 261 exist and pmvides the process identification numbers
and version numbers. The version number tells ATM 240
cvhat message format and information SE 258 and SE 261
cxpccm The difihrcnt message lhmiats for each version may
bc hard codctI into ATM 240 or ATM 240 may access aystmn
memory or the configuration database for the message
fiirmats corresponding to service endpoint version one and
version two. As a result, the same application mav contmu-
nicate cvith difi'erent versions of the same conti umble
object using a different API. io

This also allows an application. for example. ATM. (o be
up~ceded to support new configumsble objects. for exainple,
new ATM interfaces. v bile still beiitg backward compatible
by supporting older conligumble objects. Ihr example. old
ATM uitcrfaces. Backward compatibihty has been provided
in the past through revision numbers, however, initial cnnt-
munication between processes involved polling, to deterntine
version numbers and where nnfitiple applications need to
communicate, each would need to poll the other. The naine
server/BOM eliminates the need for polling. Io

As described above, the name server notifies subscnber
app)icatituts each time a subscribed for process is temii-
nated. Instead, the name server/BOM may not send such a
notilication unless Ihc System Resiliency Manager (SRM)
tells thc nanu: server/BOM Io scud such a notilication For
example. depending upon the fault policy/resiliency of the
systent. a particular software fmilt may simply require that
a process be restarted. In such a situation, the name server/
BOM may not notify subscnber applications of the temii-
nation of the failed procesc and instead simply notify the so

subscriber applicutions of the newly assigned process idmi-
tiiicauon number ulter Ihc failed process lies been rcstartcxk
Data that is sent by the subscriber pnicesses after the
termination of the failed pnicess and prior to the notitication
of the new process identification niunber may be lost but the sc

recovery of this data (if any) may be lees problematic than
notifying the subscriber processes of the failure and having
them hold all transmissions. For other I'suits, or aficr a
parucular sofiwarc lbult occurs a predetcnnuied number of
tinies, the SRM may then require the imme server/BOM to
notify all subscriber pmcesses of the termination of the
failed process. Alternatively. if a terminated process does not
re-register within a predetemiined amount of time, the naine
server/BOM may then notify all subscriber processes of the
tcnnination of thc failcxt process. i.

Conliguration Change.
Over tune thc user will likely make liardwarc chan es tu

the computer system that require configuration changes I'or
example. the user may plug a fiber or cable (i e . netxvork ro
connection) into an as yet unused port. in which case. the
port nutst be enabled and. if not already enabled. then the
port's linc card must also bc cnablcd. As other cx unples, the
user may add another path Io tm already enabled purl Ilia(
was noi fully uttfized, and Ihe user may add another lute card sc
to the computer system Many types of coniiguration
changes are possible, and the modular software architecture

allows them Io bc macle wlulc thc computer system is
nutning (hot changes). ('onfiguration changes ntay be auto-
matically copied to persistent storage as they are made so
that if the computer system is shut down and rebooted. the
memory and conti uration (Lstabase will refiect the lect
known state of the hardware.

To make a conligurauon clmngc, the user informs Ihe
NMS uf thc particular clumgc. and sunilar to the pmccss lor
initial configuration, the NMS changes the appmpriate
tables in the configumtion database (copied to the NM)
database) to implenient the change

Referring to FICi. 17, in one example of a configuration
change. the user notifies the NMS that an additional path
will bc carried by SONET liber 70r connected Io port 44r.
A uncs service endpoint (SE) 164 and a ncw ATM interface
166 are needed to handle the neiv path 'I'he NM) adds a new
record (rocv 168, F l(i. 10) to service endpoint table (Sl I'I') 76
to include service endpoint 10 corresponding to port physi-
cal identification number (PID) 1502 (port 44c). The NMS
also adds a neiv record (rocv 170, FICi. 13) to ATM instance
table 114 Iu include ATM intcrl'acc (IF) 12 corresponding Io
ATM group 3 and SE 10. Conligurauon database 42 may
mitoniatically copy the chan es made to Sli I'6 and Al'M
instance table 114 to persistent storage 21 such that if the
cmnputer systeni is shut down and rebooted. the changes to
the configuration database will be maintained

Confi uration database 42 also notifies (tluough the active
query process) SEM 96c that a new service endpoint (SE 10)
was tuldcd to the SET corresponding to its port (PID 1502).
and configuration cLstabase 42 also notifies Aq M instantia-
tion 112 that a new A'I'M interface (A'I'M-Ili 166) was added
to the Al M interface table corresponding to A'I'M group 3

ATM 11Z establishes ATM interface 166 and SEM 96r
notifies port driver 142 that it has been assigned SEIO. A
conumuucation lurk is established tluough NS 220b. Device
dover 142 gcncrau:s a scrvwe endpouit name using Ihe
assigned SE number and publishes tlus nume and its process
identification number ivith NS 220b ATM mterface 166
generates the same ac(tice endpoiltt nailte aild subscribes to
NS ZZOb for that service endpoint name. NS ZZOb provides
ATM interface 166 with the process identification acsigned
to DD 142 alloccutg ATM interface 166 Io conunuiucatc
with device driver 142.

Certain board changes Io computer system 10 arealso
configuration changes Afier poiver-up and configuration. a
user may plug another board into an entpty computer system
slot or remove an enabled board and replace it with a
difi'erent board. In the case where applications and drivers
fiir a line card added Io computer system 10 are already
loiulcd, Ihc conliguration change is snnilar Io uiitial cun-
liguration. The additional lute card may be identical to an
already enabled line card, for example, line card 16u or if the
additional line card requires different drivers (for ditferent
components) or different applications (e.g.„ IP). the different
drivers and applications are already loaded because com-
puter system 10 cxpccm such cards to bc uisertcd.

Referring Io FIG. 18, while computer system 10 is nui-
nuig, when another lute card 168 is inserted, master MCD 38
detects the insertion and conimunicates with a diagnostic
pmgram 170 being executed by the line card's pmcessor 172
to leam the card's type and version number. MCD 38 uses
the information it retrieves to update card table 47 and port
table 49. Il ICD 38 then searches physical module dcscnption
(PMD) lilc 48 in memory 40 for a rixord that matches Ihe
retwcvcd card type and version number and retncvcs Ihe
name of the mission kernel image executable tile (MK).exe)
that needs to be loaded on line card 168 Once determined,

Petitioner Cox Communications, Inc. 
Exhibit 1009 - Page 58 of 75



23
US 7,225,240 B1

24
master MCD 38 passes thc name ol'hc MKI exccutablc Iilc
to ntaster SRM 36. SRM 36 dow:nloads MKI executable file
174 fmm persistent storage 21 and passes it to a slave SRM
176 mnnin on line card 168 'I he shave SRM executes the
received MKI executable file.

Referrin to l(I(i 19. slave M('D 178 then searches PMD
file 48 in ntemory 40 on central processor 12 for a match
ivith its line card*a type and version number to find the
nantes of all the device driver executable files associated
niwded by its hnc card. Slave IvICD 178 provulcs thcsciii
n;mica to slave SRM 176 which ihen downloads and
executes the device driver executable files (DD axe) 180
fmm memory 40

When master MCD 38 updates card uiblc 47. configura-
tion database 42 updated NMS database 61 which sends
NMS 60 a notification of the change including, card type and
version number. the slot mnnber into which the card was
inserted and the physical identification (PID) assigned to the
card by ihe master MCD. Thc NMS is updated, assigns an
LID mid updates thc logical to physical table mid notifies thc
user of the new hardware. Thc user ihen tells thc NMS how
to configure the new hardware. and the NM 8 implements the
confi un&(ion change as described above for initial conhgu-
I"Ition.

I oaical Model ('hange
Where apphcutions and dcvicc dnvers li&r a new hnc card

are not already loaded and w:here changes nr upgrades to
already loaded applications and device drivers are needed,
logical model 280 (FICiS. 2-3) must be changed nnd new 10

view ids and APIs and new DDL files must be re-generated.
Sollware model 286 is changed io uiclude models of ihc new
or upgraded software, and hardware model 284 is changed
io include models of'ny new hardware. Ncw logical model
280's then used by code generator 336 to re-generate viev &1

ids and Apis for each application, including any new appli-
cations, for example„ATM version two 360. or device
drivers. fi&r example„device driver 362, and to re-genemste
DDL lilcs 344'nd 348'ncluduig ncw SQL conunands and
data rale&ant to the ncw hardware and/or sofiwarc. Each so
Bpphcation. UlclU(hng Bn&'cw Bpphcaniuis ol dl&vers, Is
then pulled into the build pmcess and links in a correspond-
ing viev id and API 'Ihe new applications ancUor device
drivers and the nev DDL files as well as Bny new hardv. are
are then sent to the user of computer system 10.

New and upgraded applications and device drivers are
being used by way ol'n cxtunple, Bnd 0 should bc under-
stood thtlt other pluci:ssi:s, lol c'xanlplc, nio(IUIBI s&'51(:nl

services and new Mission Kernel Images (MKIs). niay be
changed or upgraded in the same fashion 0

Referring to I(I(i 20. the user instructs the NMS to
download the nev apphcations and/or device drivers, for
example. ATM version tv o 360 and device driver 362, as
well as the neiv DDL files, for example. DDL files 344'nd
348k into memory on work stauon 62. Thc NMS uses ncw
NMS database DDL life 348'o upgrade NMS database 61
into new NMS oatabase 61( Alternatively, a new NMS
database may be created using DI&I, file 348'nd both
databases temporarily maintained.

sc
Application Upgmsde:

For neiv applications and application upgrades. the NMS
works with a software management system (SMS) seri icc10
implmncnt Ihc change while Ihc compuIcr sysIcm is ruiuung
(hoi upgrades or additions). Thc SMS is one ol'the modular ss
system services. and like the M('I& and the SRM, the SMS
is a distributed apphcation Referring to FI(i 2(l. a master

SMS 184 is cxccuied by em&tref processor 12 wlulc slave
SMSs 186a-186a are executed on each hoard

Upgo&ding a distributed application that is nuining on
multiple boards is more comphcated than upgrading an
application numing on only one board. As an example of a
distributed application upgrade. the user may want to
Ilpgradc all ATM apphcaiions IUnnulg on venous boards in
the system using ncw ATM 1 craton two 360. Tlus is by way
of example, and it should be understood, that only one Al'M
application may be upgraded so Iong as it is compatible &vith

the other versinns of A'I'M running on other hoards Al'M
version two 360 may include many sub-processes, for
example. an upgraded ATM apphcation executable file
(ATMv2.cxc 189), tm upgraded ATM control executable life
(ATMv2 cntrl.exe 190) mid an ATM conliguration contml
file (A'I'Mv2 cnfa cntrl.exe). 'I'he NMS downloads
A'I Mv2 exe 189, Al Mv2 cntrl exe and
A'I Mv2 cnfg cntrl.exe to memory 40 on centmsl processor
12.

The NMS then writes a new record into SMS table 192
ulihcanng ihc scope 01 Ihi: c(UIfigUration Up(laic. Thc scop(:
of an upgrtule may be mdicatcd in u vamciy ol'ways. In one
embodintent, the SMS table includes a field for the name of
the applicatiiu1 t(1 be changed and other fields indicating the
changes to be made In another embodiment. the SMS table
includes a revision number field 194 (FICi. 21) tftiough
which the NMS can indicate the scope of the change.
Rcfcmng to FII L 21. thc nghi most position ui thc revision
number may indicate, R&r cxmnplc, the sunplcst conftgum-
tion update (e.g, a bug hx), in this case, termed a "service
update level" 196. Any so tbvare revisions that ditfer by only
the service update level can be directly apphed without
making chan es in the configumstion database or API
changes between the new and current revision. The next
position may indicate a sightly morc complex update, ui tlus
case, termed a '*subsystem compatibihty lcvcl" 198. These
changes include changes io the configuranon databaseand,'r

an API 1'he next position may indicate a "niinor revision
level" 20(l update indicating ntore comprehensive changes
in both the configuration database and one or more APis.
The last position may indicate a "major revision level" 202
update uidicativc ol'wholcsalc changes in multiple areas and
may require a rebooi of Ihc computer system io implcmenn
For a maior revision level change, the NMS will download
a cnmplete image including a kernel image

During initial confiaumtion. the SMS establishes an
active query on SMS table 192. Consequently, when the
NMS changes the SMS table„ the confi umtion database
smids a noiilicaiion io master SMS 184 including Ihe
change. In some uwianccs, thc change to nn apphcanon may
require changes io configuranon datubasc 42. Thc SMS
determines the need for configuration corn ersion based on
the scope of the release or up(kate If the configuration
database needs to be changed. then the software, for
example. ATM version two 360. provided by the user and
download(xi by Ihc NMS also includes a configuration
control cxccutablc file. for example. ATMv2 cnfig cntrl.cxc
191, and the name of tlus Iilc will be ui thc SMS table riword.
'I'he master SMS then directs slave SRM 37a on centmsl
pmcessnr 12 to execute the configuration control file which
uses DDL fiie 344'o upgrade old confi uration database 42
into new configuration database 42'y creating new tables,
fi&r example, ATM group table 108'nd ATM interface table
1141

Existing proccsscs using their view ids mid APIS to access
new configuration database 42'n the sante nianner as they
accessed nld cninfigumtion database 42 I Iowever. when neiv
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processes (e.g., ATM vers&on two 360 and dcv&cc (k&vcr 362)
access new conhguration database 42) their view ids and
APis allow them to access new tables and data within nev
confi uns(ion database 42'he

master SMS also reads ATM roup table 108'o
determine that instances ofATM are being executed on line
cards 16a-16a. In order to upgrade a dis(nbu&ed application,
in &lus instance, ATM. thc Master SMS will usc a lock step
pmcedure. Master )M) 184 tells each slave SMS 186b-
186a to stall the current versions of Al'M When each slave &n

respond~, Master SMS 184 then tells slave )M Ss 186b- I 86&z

to download and execute ATMv2 cntrl.exe 190 fmm
menu&ry 40. Upon instruction~ from the slave SMSs. slave
SRMs 37b-37a download and cxccu&e cop&es of
ATMv2 cntrl.cxc 204e-204a 11&e slave SMSs also pass
data to the A1 Mv2cntrl exe file through the SRM I'he data
instructs the cnntrol shins to start in upgrade mode and
passes required configumst&on informatii&i& 1'he upgnsded
ATMv2 controllers 204a-204a then use ATM group table
108'nd ATM interface table 114's described above to &o

implmncnt ATMv2 206&&-206&z on each of the lu&e cards In
tins exmnplc, each ATM controller &s shown &mplementing
one instance of A'I M on each line card, but as expla&ned
below. the ATM contn&lier may i&nplement multiple
instances of ATM on each line card.

As part of the upgrade mode. the updated versions of
ATMv2 206e-206a retrieve active state from the current
& crs&ons ofATM 188a-188a. Thc retrieval of scuse a&etc can
bc accompl&shed &n the same nunu&cr &)mt a redundant or
backup instantiation of A1'M retrieves active state front the &o

primary instantiation of A'I'M When the upgraded instances
of ATNIv2 are executing and updated with active state. the
ATMv2 controllers notify the slave SMSs 186b-186a on
their board and each slave SMS 186b-186a notifies master
SMS 184. When all boards have noulied the master SMS, &s

thc master SMS tells the slave SMSs to sw&tchovcr to
ATMv2 206a-206a. Thc slave SMSs tell the slave SRMs
running on the&r board, and the slave SRMs transition the
new ATNIv2 pmcesses to the primary role 'I'his is termed
"lock step upgrade** because each of the line cards &s so
switched over to the new ATMv2 processes simulmneously.

11&crc may be upgrades that rcqu&re chm&ges to mult&pic
apphcauons and to thc APIs for those applmations. For
example. a ncw fca&ure may bc added to ATM tlxit also
requires additinnal functionality to be added to the Multi-
Protocol I abel )witch&ng (MPI,)) application. 'I'he addi-
tionally h&nctionality may change the peer-to-peer API for
ATM. the peer-to-peer API for MPLS and the API between
ATM and MPLS. In fius scenano, thc upgrade operation
must avoid allow u&g the '*new" vers&on of ATM &o conunu- o

&ucate wi&h itself or thc **old" version of MPLS &md v&ce

versa 1 he master SMS w&ll use the release number scheme
to determine the requirements for the individual upgrade.
For exan&pie. the upgrade may be from release 1.0.0.0 to
1.0.1.3 where the release difi'ers by the subsystem compat- &s

ib&hty Icvcl. Thc SMS implements the upgrade in a lock step
fasluon. All instances ofATIli mxl MPLS arc upgraded lirst.
Thc slave SMS on each 1&nc card then directs tlm slave SRM
on i(s board to terminate all "old" instances of Ai'M and
MPI 8 and switchover to the new instances of MPI.S and io
ATM. The simultaneous sv itchover to new versions of both
MPLS and ATM eliminate any API compatibility errors.

Relhrnng to FI(i. 22, u&stead of dirac(ly upgradu&g con-
ligurauon database 42 on ccntml processor 12, a backup
conligurauon database 420 on a backup ccn&ml processor 13 ss
n&ay be uperaded hrst As described above, cine&puter systent
10 includes central pmcessor 12 ('omputer system 10 may

26
also include a rcdundm&t or backup central processor 13 that
nurmrs or replicates the active state of central processor 12
I)ackup centnsl pmcessor 13 is generally in stand-by mode
unless centnsl pmcessor 12 fails at which point a fail-over to
backup central processor 13 is mitiated to allow the backup
central processor to be substituted for central processor 12.
In addiuon (o fiulurcs. backup cm&tral processor 13 may be
used R&r sofiwarc anti hariiware upgrades that rcqu&re
changes to the configuration (ha&abase 'I'hrough backup
central processor 13, uperades can be made to backup
cm&figuration database 420 instead of to configurat&on data-
base 42

Thc upgrade is begun as d&scusscd above with thc NMS
downloading A I'M version nvo 360 including AI'Mv2 exe
(89, AIMv2 cntrl exe and A1Mv2 cnfg cntrl exe and
Dl)I file 344'o memory on central processor 12. )inn&lta-
neously, because central processor 13 is in backup mode, the
application and DDL tile are also cop&ed to memory on
central processor 13. Thc NMS also creates a software load
record u& SMS table 192. 192'&d&cat&ng thc upgrade. In tlus
embodiment, when the SMS deternunes that the scope of the
upgrade requires an upgrade to the configuration database,
the master SMS instnicts slave SMS 186e on central pro-
cessor 13 to perform the upgrade Slave SMS 186e works
v ith sla& e SRM 37e to cause backup processor 13 to change
from bimkup mode to upgrade mode.

In upgnsde mode, backup processor 13 stops replicating,
the act&ve state of central processor 12. Any changes made
to new configuration database 420 are copied to new NMS
database 61( Slave SMS 186e then d&recta slave SRM 37e
to cximu&c thc conligurauon control Iilc wh&ch uses DDL lile
344 to i&pg&ililc configu&'&lulu& ila&abri&i: 420.

Once configuration database 420 is upgmded, a fail-over
or swi&ch-over from cenual processor 12 to backup central
processor 13 is &n&t&a&ed. Cenual processor 13 then begins
act&ng as the primary central processor and applications
nu&ning on central processor 13 and other boards throughout
computer system 10 begin usmg upgraded coniiguration
database 420.

('entral processor 12 may not become the backs&p central
processor right away. Instead. centmsl processor 12 with its
older copy of configuration database 42 stays dormant in
case an au&omauc downgrade &s ncccssary (dcscr&bod
below). II'hc upgmdc goes smoothly and is comm&uod
(dcscribcd below), then cenual processor 12 will begin
opemting in backup mode and replace old configunstion
database 42 with ne&v configuration database 42()

I )ev& ce I )river Upgrade
Dcvicc dnver software may also bc upgraded and the

implmnenta(ion ol'e»cc drn cr upgrades &s s&nular &o the
intplementation of application upgrades 'I he user infer&ns
the NMS of the device driver change and pmvides a copy of
the new sofiware (e, DD .exe 362. FI(iS. 20 and 23). The
NMS downloads the new device driver to memory 40 on
central processor 12. and thc NMS wntcs a new rimord in
SMS table 192 indica&ing &hc dcv&cc dnver upgrade. Con-
Iigurat&on database 42 sends a not&liest&on to master SlvIS
184 including the nan&e of the driver to be upgraded 'I'o

deternnne ivhere the original device driver is currently
running in computer system 10. the master SMS searches
PMD file 48 for a match of the device driver name (existin
dcvicc dnvcr, no& upgraded de»cc driver) to learn w&th

wh&ch module (ypc nnd t ers&on number thc device dnver &s

assoc&atcd. Thc dcv&ce drw er may be ru&u»ng on onc or more
boards m computer system 10. As descnbed above. the PMI)
file corresponds the module tpq&e and vers&on number of a
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board w id& thc mission kcmcl ima c for that board as well
as the device dnvers for that board 11&e )MS then searches
card table 47 for a match with the module t)TIC and version
number ti&und in the PMD file ( ard table 47 includes
records corresponding module type and version number with
the physical identification (PID) and slot nmnber of tlmt
board. The muster SMS now knows thc board Or boards
w illun computer system 10 on wluch to load thc upgraded
device driver. If the device driver is for a particular port, then
the SMS must also search the port table to learn the VID fi&r IB

that port.
'flic master SMS notifies each slave SMS nuining on

boards Io be upgraded of the name of the device dnver
executable file to dov nload and execute. In the example,
master SMS 184 sends slave SMS 186f the name of the
upgraded device driver (DD .exe 362) to download. Slave
SMS 186j tells slave SRbf Io download mid execute
DD .Cxc 362 in upgrade mode. Once downloadcd, DD exe
363 (copy of DD exe 362) gathers active state inforniation
fmm Ihe currently ninning DD exe 212 in a similar fashion 20

as a redundant or backup device driver would ather active
state. DD .exe 362 then notifies slave SRM 37f tlmt active
state has been athered, and slave SRM 37j'stops the current
DD.cxc 212 process and transitions thc upgraded DD cxc
362 process to thc pnmary role.

Automatic Downgrade.
Often„ implementation of an upgrade. can cause unex-

pected errors in the upgraded software, in other applications
or ui liardw are. As descnbed above, a ncw configuration
database 42'FIG. 20) is gcncratcdi and changes Io thc ncw
confiauration database are made in new tables (e g. AfM
interface table 114'nd A'I'M gmup table 108) l&i(i. 20) and
new executable files (e.g., ATMv2.exe 189,
ATMv2 cntrl.exe 190 and ATM&2 cnfg cntrl.exe 191) are &I

downloaded to memory 40 Importantly, the old conf um-
uon daiabase records mid Ihe onginal applicalion files arc
not dclclcd or alter&Uk In thc embodiment where changes arc
made directly to configumstion database 42 on central pro-
cessor 12, they are niade only ill Boil-persistent memory
until conunitted (described below). In the embodunent
where chan es are made to bacl up configuration dambase
420 on backup centm&l processor 13. ori inal conf aration
database 42 rmnains unchanged.

Because the operating system provides a protected d-

menu&ry model that assigns different process blocks to
difli:rmil processes, includuig upgraded applicalions, thc
Origiildl IippliCBIIOI&S Will Iiol Sf&Bi i Iilcil&00& SpaCC Witll tl&C

upgraded applications and, thereli&re. cannot cornipt or
change the memory used by the original application Simi-
larly, memory 40 is capable of sinndtaneously maintaining
the original and up raded versions of the conf aration
database records and executable files as well as the ongitml
and upgraded vers&ons of'hc applicmions (e.g., ATM 188a-
188U). As a result. thc SMS is capable of an automatic
do&vngrade on the detection of an error 'I'o allow fi&r

mitomatic downgrade, the SRMs pass error information to
the SMS. The SMS may cause the system to revert to the old
configumtion and application (i.e.. automatic downgrade) on
any error or only for particular error~. sc

As mentioned„often upgmdes to one application may
cause unexpected faults or errors in other software. If the
problem causes u syslmn shut down dnd the configuration
upgrade was stored in pcrsistcnl storage, then lhc syslmn,
when powered buck up. will expcriciwc the error a mn and si
shut down again Since, the upgrade changes to the con-
figuration database are not copied to persistent storage 21

un1&1 Ihc upgrade is committed, if Ihc computer system is
shut down. when it is powered back up, it will use the
onginal vers&on of the configuration database and thc ongi-
nal executable files, that is. the computer system will expe-
ncnce an mitomauc downgrade.

Additionaliy. a fault induced by an upgrade may cause the
system lo l&ang, that is, Ihc computer system w&ll nol shul
down but v;ill also become inaccessible by the NMS and
inoperable. TO iiddrcss tlus concern, in onc embodimcnm Ihc
NMS and the master SMS periodically send messages to
each other indicating they are executing appmpriately, If the
SMS does not receive one of diese iliessages in a predeter-
mined period of time. then the SMS knows the system has
hung. The master SMS may then tell thc slave SlvfSs to
revert to the old configuration (i e.. previously executing
copies of ATM 188a-188B);md if that docs not work, Ihc
master SMS may re-stets&re-boot computer system 10
Agar&i, biCBIISC Ii&0 Configiii'iilioti Cliaiigcs WCIC I&01 saved iii
persistent storage, when the coniputer system powers back
up. the old conhguration will be the one implemented.

Evaluation Mode:
Insletul of unplcmeniing a change to a distnbulcd appli-

Ciitioii dCIOSS ll&C Ciiliic Coil&pi&ICI Sy'SIC&II, Bii cvBliidlioii
mode allows the SMS to implement the change in only a
portion of the computer system If the evaluation mode is
successful. then the SMS may idly implement the change
system wide. If the evaluation mode is unsuccessful. then
service interruption is liniited to only that portion of the
computer system on which the upgrade was dcploycd. In Ihc
above exmnplc, uislead of'executing thc upgraded ATMv2
189 on each of the line cards. the Ai Mv2 configuration
em&vert file 191 &vill create an Ai Mv2 group table 10Ã
indicating an upgrade only to one line card. for example. line
card 16a. Moreover, if multiple instantiations of ATM are
running on line card 16a (e.g, „one instantiation per port), the
ATMv2 configuration convert Iilc muy uid&cdlc dm&ugh
ATMv2 intcrfacc table 114'lrdt the upgrade is for only onc
instantiation (e.g, one port) on line card 16a ('onseIIuently,
a failure is likely to only disrupt service on that one port, and
again, the SMS can fiutber niinimixe the disruption by
automatically downgrading the configum&tion of that port on
the detection of an error. If no error is detected during the
evaluation mode. then Ihc upgrade can bc unplcmcntcdi over
the cntirc computer system.

lfpgrade (.'omniitment

Upgrades arc made permanent by saving Ihc ncw appli-
iuitioii sofiwarc and ncw conliguration database mid DDL
life ui pcrs&stcnl storage and removing thc old configuranon
data from memory 40 as &veil as persistent atom&ge. As
mentioned above, changes may be automatically saved in
persistent storage as they are made in non-persistent
memory (no automatic downgrade). or the user may choose
to Billoiiit&IICI&llv Coiniliil dii UpgradC dflet a SUCCCSsfUI liii&C

interval lapses (evaluation mode) Thc umc uilerval Irom
upgrade lo conuniuncnt nuiy bc signilicdnl Dunng tlus
time, configuration chan es may be made to the system
Since these changes are typically made in non-persistent
memory. they will be lost if the system is rebooted prior to
upgrade commitment. Instead. to maintain the changes, the
IISCI illa)'i'90CSI that Ccilaiii Ci&IIfigUrdlioil 01&tiiigCS IliadC
poor to upgrade commilmcnl be cop&cd into Ihe old cun-
liguration database in persistent memory. Altemauvcly, the
user may clmose to manually commit the upgrade at his or
her leisure In the manual niode. the user would ask the NM)
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to conunit thc upgrade mid the NMS would ulform thc
master SMS, for example. tiuough a record in the SMS
table

independent Process llailure and Restart
l)ependin upon the fault policy managed by the slave

SRMS on each hoard, the failure of an application or device
driver may not immediately cause an mitomotic downgrade
during an up rade process. Similarly. the failure of on
application or device driver during normal operation moy
not InuncdlBtclv cause thc fall over 1ih B hackiip ol rcihllxlBUJ
board. Instold. tlm slave SRM nuuung on flle board may
simply restart the failing pnlcess After nndtiple failures by
the sante process, the fault policy may cause the SJ&M to take
more aggressive measures such as automatic downgrade or,;
fail-over.

Referring to FILI. 24. if an application. Jilr example. ATM
dpphcauon 230 fmls, thc slave SRM on fllesamc board as
ATM 230 may sunply restart it hh lthout hdvulg to rcboot thc
mltlrc systmn. As dcscnbcd above, under thc protected ill
memory model. a failing pmcess cannot corrupt the memory
blocks used by other processes I'ypically, an application and
its corresponding device drivers would be part of the solne
memory block or even part of the same sofuvore program,
such that if thc apphcdtlou Ihilixk both thc application and
device dnh era would need to bc restartchl. Under flle modu-

larr

so ftw arc are lute c lure, how cvcr, apphca 1 iona, I'or cxiunple
A'I M application 2311, are independent of the device dnvers,
for exanlple, A'I'M driver 232 and J)evice l)rivers (l)D)
234U-234c. This separation of the data plane (device drivers) lo
and control plane (apphcattons) results in the device drivers
being pccrs of thc apphcations. Hence, wlule the ATM
dpphcauon ls tennuiatcd and restarted, thc dcvlcc drivers
contlnUc 10 fUnction

I'or netv ork devices, this sepanltion of the control plane lh
and data plane means that the connections previously estab-
lished by the Aq M application are not lost hvhen AJ'M fails
and hardware controlled by the device drivers continue to
pass data tllrough connections previously established by the
ATM applicauou. Until thc ATM application is restarted and do

rc-syncluomzed (c.g., through an audit process, descnbcd
below) hvith the active state of the device drivers. no new
nethvork connections may be established but the device
drivers continue to pass data through the previously estab-
lished connections to ollov the network device to minimize d

disruption and maintain high availability.

Local Backup.
If a device driver, for example, device driver 234. falls

instead oi'n apphcahon, for example, ATM 230, then data
cmlnot be passed llor a network device, it is critical to
contimle to pass data and not lose network colulections.
Hence, the foiled device dnver nnist be brought hack up (I.e.,
recovered) as soon as possible in addition, the failing device
driver may have corrupted the hardware it controls. there- ls
fore, that lmrdware must bc reset and rcuntiahzed. Thc
Iuirdhh are nuiy bc reset as soon as thc dcvwe driver tcmu-
nates or the hardware nlay be reset later when the device
driver is restarted.

l&esctting the Jtardhvarc stops data flow In some instances, io
therefore„resetting the hardv are will be delayed until the
device driver is restarted to minimize the time period during
winch data is not Jlowing. Alternatively, flle Ihllm device
dnhcr nuiy have corrupted thc hardhharc, thus, rcseltm the
hardware as soon Bs Ihc device dover ls tcnuiirdtuJ may be Sh

important to prevent data cormption Jn either case. the
device driver re-initializes the hardhvare during its recovery.

Again, becmtse dpphcauons and dcvicc dnvers arc
assigned independent nlemory blocks, a failed device driver
can be restarted hvithout having to restart associated appli-
cations and device drivers Independent recovery may save
sigtuficant time as described above for apphcations, In
addition, restoring the data plane (i e., device drivers) can be
sunplcr and faster lion restoring the control plmlc (I.c.,
apphcdtiolw). Wlulc it may bc just as challenging ui terms of
nlw data size. device driver recovery nlay sinlply require
that critical state data be copied Into place in a few lar e
blocks, as opposed to application recovery which requires
the successive application of individual confi umtion ele-
ments and considemlble parsing, checkin ond analyzing. In
addition, thc apphcauon nuiy require data stored ul thc
conflgiililtlon Ikltabasc on thc ccnlrdl pIUccssor ol daiil
stored in the memory of other Ixlards 'the configunltion
database inay be slow to access especially since many other
applications also access this database. 'I'he application inay
also need time to access a management information base
(MIB) interface.

To increase the speed with which a device driver is
brought back up. the restarted device driver program
accesses locai backup 236. In one example. local bacl up is
a sunple storage/rctrmval process that matntauts thc data in
simple lists in physical mmuory (c.g., random access
menlory, RAM) tilr quick access Alternatively. local backup
may be a database process, for exanlple. a Polyhedra data-
base, similar to the configuration database

I,ocal backup 236 stores the last snap shot of critical state
information used by the orioinal device driver before it
failed. The data in local backup 236 is in the format required
by the device driver. In the case of a network device, local
bocl up data may include path infomlation. for example,
service endpoint, path hh ldth and path locduon Local back
lip ildla null'lso hlCliidc 1 utUBJ ultcrfaCC ulloluldtlon, Jol
exanlple, which virtual interfaces were configured on which
paths and virtual circuit (16(') information. for example,
v hether each VC is switched or passed through segmenta-
tion ond reassembly (SAR), whether each VC is a virtual
channel or virtual path and whether each VC is nnilticost or
merge. Thc data may also ulcludc trailic parameters filr oich
I/C, filr example, scrvicc class, bmidwuhh anoyor delay
lcqulrcnlcltts

Using the data ul thc local backup allow s thc device driver
to ipllcklv Ic'covcl. An AUdll process ros)'nchronlzcs thc
restarted device driver with associated applications and
other device drivers such that the data plane can again
trmlsfer nethvork data. Having the bacl up be local reduces
recovery time. Alternatively, the backup could be stored
remotely on another board but thc recovery hmc would be
iucrcascd by the amount oi'mc required to download thc
hlioruldtlon Ininl thC ICU101C ioctltlon.

Alldlt Ploccss.
It is virtually impossible to ensure that a foiled process is

synchroluzed with other processes when It restarts. cvcn
when backup data is avmlable. For example, an ATM
dppln:ation nlav hilvc sct lip ol tora down B connccnon with
a device driver but the device driver failed before it updated
corresponding backup data. Vyhen the device driver is
restarted, it v, ill have o different list of established connec-
tions than the corresponding ATM application (i e., out of
syncluonlzatlon). The audit process allows processes like
dcvicc drivers and ATM applications to compare informa-
tion, for cxamplc, coluuouon tables, and resolve ddlbrcnccs.
Ilor instance, connections included in the dnver's coilllcc-
tion table and not in the A'I'M connection table were likely
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tom down by ATM poor to thc device dover crush and arc,
therefore, deleted fmm the device driver connection table.
( onnections that exist in the Al'M comiection table and not
in the device driver connection table were likely set up prior
to the device driver failure and may be copied inro rhe device
driver connection table or deleted from the ATM connection
table ond rc-sct up later If an ATM appllcauon Jhils and is
resiartml, it must execute an audit procedure with ils corre-
sponding device driver or drivers as ivell as with other AfM
applications since this is a distributed application lil

Vertical Fault Isolation:
Typically. a single instance of an application executes on

a single card or ul a systmn. Fault isolation, thcrcforc. occurs
at thc card level or thc system lcvcl, and if B fault occurs, an

I
cntirc card and all Ihe ports on Ihat card or Ihc entire
system and all the ports in the system is atfected In a
large communications platform, thousands of customers
may experience service outages due to a siilgle process
failure.

20
For resiliency and fault isolation one or more instances of

dn applicanon and/or dcvlcc dnver may bc started per port
on each luu: card. Multiple insuuiccs of applications and
device drivers are nlore difflcult to manage and require more
pmcessor cycles than a single instance of each but if an
application or device dnver fhils. only the port those pro-
cesses are associated w ith is aflbcted. Other applications and
associated ports as well as the customers serviced by rhose
ports will not expenmlcc service outagcs. Sunilarly, a
hardware fmlurc associated with only Onc port will only

31)
atfect the processes associated with that port 1'his is referred
to as vertical fault isolation

Referring to FI(i. 25. as one example. line cord 16a is
shown to include four vertical stacks 400, 402. 404, and 406.
Vertical stack 400 includes one instance ofATM 110 ond one ls
dcvicc driver 43a und is associated with port 44a. Smularly,
icrucal stacks 402, 404 mid 406 include one insuincc of
Ai'M 111. 112, 113 and one device driver 43b, 4311 43d,
respectively and each verncal stack is associated with a
separate port 44b, 440. 44d, respectively. IfATM 112 fails,

do
then only vertical stacl 404 and its associated port 440 are
afl'ected. Service is not disrupted on the other ports (ports
44a. 44b, 44d) since vertical suicks 400, 402, aixl 406 are
unallccicd and Ihc applications and dnvcrs wilhin those
stacks continue to execute and transmit data. Similarly, if
device driver 43b fails, then only vertical stack 402 and its
associated port 44b are affected.

Vertical fault isolation allows processes to be deployed in
a faslfion supportive of the iulderlying hardware architecnue
dnd allows proccsscs associated with particular hardware

0
(c.g.. a port) to bc isolated from processes associated with
other lmrdkvare (e g, other ports) on the same or a different
line card. Any single hardware or software failure ivill afl'ect
only tlmse customers serviced by the same vertical stack.
Vertical fault isolation provides a fine grain of fault isolation

SS
and contoimnent. In addition. recovery time is reduced to

'

only thc time required Io rc-start a particular application or
iirllCI lllslcdd OJ thC finn: ICiJUllcd 10 IC-SIB11 Bll IEC pro-
cesses associated with a line card or the entire systeni.

limit'Ihent l)etection 00

Traditionofly. fault detection and monitoring does not
receive a great deal of attention from network equipment
designers. Hardware components Bre subjected lo a suite of
diagnostic tests wlmn thc system powers up. After that, the
only way to dctcct a hardware I'ailurc is 10 watch filr a rcd ss
light on a board or wait for a softivare coinponent to fail
when it attempts to use the faulty hardware Softv are

moiutoring is also reactwe. When a program fails, Ihc
opensting systenl usually detects the failure and records
nunimal debug information.

Current methods provide only spomdic covemsge for a
narrovv sct of hard Ibults. Many subtler lbilures and cvcnts
oflml go undctcctcd. For cxamplc, hardware components
sometimes suffer a minor detenoration in functionality, and
changing network conditions stress the software m w:ays that
v ere never expected by the designers At times, the sofhvare
may be equipped with the appropriate instnimentation to
detect these problems before they become hard failures. but
even then, network Opcrdiors arc responsible Jor manually
dctimting mid 107tainng thc conditions.

Systems with high availability goals must adopt a more
proactive approach to fault ond event monitoring. In order to
provide comprehensive fault and event detection, diflbrent
hierarclucal Jcvcls of fault/event munagemcnt so((werc are
provldCd that UIIClllgCIIIJ)'110111101 hardwdrC Bud SofIWBIC
and proactively take action in accordance with a defined
fmilt policy. A fault policy based on hierarchical scopes
ensures that for each particular type of failure the most
appropnate action is taken. This is important becmise over-
reacting to a failure, for example. re-booting an entire
computer system or rc-storing an enure lute card, msy
sevcrcl)'ud lluucccssrirllv uupdct scivlcc 10 cUsfoulcls ui11

atTected by the failure. and under-reacting to failures, filr
exaniple, restarting only one proces~. may not completely
resolve the fault and lead to additional, larger failures.
Monitoring and proactively responding to events may also
allow the computer system and network operators to address
issues bcl'ore they become failures. For cxamplc, additional
memory may bc assigned Io programs or added Io Ihe
cmnputer system before a Jack of memoly cmises a failure

Hierarchical Scopes and EscaLstion:
Referring to FI(i 26. in one embodiment, master SRM 36

serves as the top hierarchical level fault/event nianager, each
slave SRM 37a-37n serves as the next hiemsrchical level
fault/event manager, and soflvvare applications resident on
each board. for example, ATM 110-113 and device drivers
43a-43d on hne cord 16a uiclude sub-proccsscs that serve as
thc lowi st hlcldrchlcill Ici CI IdUJI/cvcut IIIBudgi Is (I c.. 101cd1

resiliency managers, I.RM). Master SRM 36 dowoloads
default fault policy (l)lip) files (nletadata) 430a-430n from
persistent storage to memory 40 Master SRM 36 reads a
master defauit fault policy file (e.g.. DFP 430a) to under-
stand its fault policy, ond each slave SRM 37a-37n down-
loiuls a default fault policy life (cg., DFP 430b-430n)
corresponding to Ihc board on which thc slave SRM is
ruunulg Each slave SRM thml passes Io each LRM 0 fmilt
policy specific to each local process

A master loggui cntiiy 431 also runs on central processor
12 and slave logging entities 433a-433n nul on each board
Notifications of failures and other events are sent by the
master SRM, slave SRMs and I.RMs to their local logging,
entity which then notifies the master loggng entity. The
master logging entity enters the event in a master event lo
lilc 435. Each local logguig mltity muy also log local events
iu a local event log lile 435a-435n.

In addition. a fault policy table 429 moy be created in
configuration database 42 by thc NMS when thc user wishes
to over-rulc solltc or 1111 oi thc ih:JdUII lault policy (sec
configurable fault policy below), and the master and slave
SRMs are notified of the fault pohcies thmugh the active
query process.

Referring to li(i 27. as one exanlple, ATM application
110 includes many sub-processes including, for example, an
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LRM program 436, a Pnvatc Network-to-Network Interface
(PNNI) program 437, an Interim l,ink Management Inter-
face (II.MI) progrmn 438. a Service Specific Connection
Oriented Protocol (SS('OP) program 439„and an Al'M
signaling (SICi) pmgmm 440. ATM application 110 may
include ninny other sub-programs only a few have been
sllow li fol collvctllcllcc. Each sub-pioccss Illav it iso lllcliidc
sub-processes. for example. ILMI sub-processes 4380-438n.
In general, the upper level application (e g., Al'M 110) is
assigned a pmcess memory block that is shared by all its io

sub-processes
If, for example. SSCOP 439 detects a fault. it notihes

LRM 436. LRM 436 passes the fault to local slave SRM
37b. wluch catalogs thc fault ui the ATM application's lhult

ills tory dlli! Sh: Ilds d llotlCC to loc ll SldvC logging eniity 433 b.
'I'he slave loggmg entity sends a notice to master logging
entity 431. v hich niay log the event in master log, event file
435 lite local logging entity may also log the failure in local
event log 4350. LRM 436 also determines, based on the type
of failure, ivhether it can fully resolve the error and do so Io
withoui afii:chug other processes outsulc its scope, for
cxrunple, ATM 111-113, device drivers 430-43d mid their
sub-processes and pmcesses running on other boards 1f yes,
then the I,RM takes corrective action in accordance with its
fmilt policy. ('Orrective action may include restarting
SS('OP 439 or resetting it to a known state.

Since ail sub-processes v ithin an application. including
the LRM sub-process, slrdrc thc same memory space. It may
bc uisufiicient to restart or react a faihng sub-process (c g.,
SS(OP 439) Ilence. for most failures, the fault policy will io
cause the I RM to escalate the failure to the local slave SRM.
in addition. niany failures will not be presented to the I.I&M

but will„ instead„be presented directly to the local slave
SRM. These failures are ltl ely to have been detected by
either processor exceptions, OS crmrs or low -lcvcl system Ii
scrvicc errors. Instead ol'ailures, however. thc sub-pro-
cisses may notil'y thc LRM ol'vcnts that may require
action Ihor example, the I RM may be notified that the PNNI
niessage queue is gmwmg quickly 'I'he I RM's fault policy
may direct it to request more memory from the operating do

system. The LRM will also pass the event to the local slave
SRM ds a Ixm-I'atal fault. Thc local slave SRM will catalog
Ihe ci wit and lo it with tlm local logging entity, wluch may
dlSO log It Witll tile IIIBStcI logglll Clltltv. 1110 IOCill ShlvC

SRM niay take more severe action to recover from an
excessive number of these non-fatal faults that result in
memory requests.

If the event or fault (or the actions required to handle
either) will alii:ct proccsscs outside thc LRM's scope. then
thc LRM notdics slave SRM 37b of thc event or lhilure. In 0

addition, if thc LRM detects and lo s thc same lhiiure or
event niultiple times and in excess of a predeternuned
threshold set within the fault policy. the I RM may escalate
the failure or event to the next hierarchical scope by noti-
fying slave SRM 37b Alternatively or in addition. the slave ss
SRM mdy usc thc I'suit hwtory for the application mstancc
to dctennine whmi a tlucshold is cxceedcd and automatmally
cxecutc its fmilt policy.

When slave SRM 37b detects or is notified of a failure or
event, it notifies slave logging entity 433b The slave logging ho

entity notifies master logging entity 431, which may log the
failure or event in master event log 435. and the slave
logging entity may also log thc fmlure or cvmit ui local event
log 4356. Slave SRM 37b also dctemuncs, based on thc type
ol lailure or event. whether It can handle thc error witlxiut si
atfecting other processes outside its scope, fiir example,
pmcesses nuuiing on other boards. If yes. then slave SRM

37b takes corrccuvc action ui accordmicc with Its fault
policy and logs the fmiit ('orrective action niay include
re-starting one or more applications on line card 160

If the fault or recovery actions will afi'ect pnicesses
outside the slave SRM's scope. then the slave SRM notifies
master SRM 36. In addition, if the slave SRM has detected
and logged thc garne failure multiple tunes and in cxccss of
a prcdctcnnincd tlucshold, then tlu: slave SRM may escalaie
the failure to the next hierarchical scope by notifying master
SRM 36 of the failure Alteniatively, the niaster Sl&M may
use its fault history for a particular line card to determine
when a threshoid is exceeded and automatically execute its
fault policy.

When master SRM 36 detects or receives notice ol a
failure or cvcnt, it noulies slave logguig entity 4330, wiuch
notifies master logging entity 431. 'I he master logging entity
431 may log the failure or event in master log file 435 and
the slave logging entity niay log, the failure or event in local
event log 4350. Master SRM 36 also determines the appro-
priate corrective action based on the type of failure or event
and Its fault policy. Corrccuie action may rcquirc fmluig-
Ovcr onc or more line cards 160-16B or other boards,
including central processor 12, to redundant backup boards
or, v here backup boards are not available, siniply shutting
particular boards down Some failures may require the
master SRM to re-boot the entire computer system.

An example of a conunon error is a memory access error.
As dcscnbcd above, when the slave SRM starts a new
instance of an application. it rcqucsts a protected memory
block front the local operating system I'he local opemting,
systems assign each instance of an application one block of
local memory and then program the local niemory manage-
ment unit (MMU) hardware with which processes have
access (read anChor vvrite) to each block of memory. An
MMU detects a memory access error when a process
attempts to access a memory block not assigned to that
process. This type of error may result when thc process
generates an invalid meniory pointer 1'he MMU prevents
the failing process from corniptin nieniory blocks used by
other processes (i.e., protected memory model) and sends a
hardware exception to the local processor. A local operating
system lault handler detects tlm lrdrdwnrc exception and
dctcrnuncs wluch process auemptcd thc invalid memory
access. The Ihult handler then notilics thc local slave SRM
of the hardkvare exception and the process that caused it 'I he
slave Sl&M deterniines the application instance within which
the fault occurred and then goes through the process
described above to detemiine whether to take corrective
dCtloll, SIICII IIS ICSt'Inlllg tile dppllCIltloll, OI'SCBldtc tltc IBiilt
to the master SRM.

As another cxamplc. a dcvicc driver, I'or example, device
driver 43hh may determine that the hardware associated ivith
its port, for example. port 440, is in a bad state. Since the
failure may require the hardware to be swapped out or
failed-over to redundant hardware or the device dover itself
to bc rc-started, the dei icc dru cr notilics slave SRM 37b.
Thc slave SRM then goes tluough thc process described
above to dcterminc whcxhcr to take corriuuve action or
escalate the fault to the master SI&M

As a third exaniple, if a particular application instance
repeatedly experiences the same sofnvare error but other
similar application instances ninning on difi'erent ports do
not cxpcrieiwc thc snmc error. thc slave SRM may detcnuuie
that it is likely a hardware error. Thc slave SRM would then
notify the master SRM wluch may u»tiatc a fail-over to a
backup board or, if no backxip hoard exists. simply shut
down that board or only the failing port on that board
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Similarly. &I'hc mas&cr SRhf rcceivcs fmlurc rc7&orts from
multiple ixlards indicating lithernet failures, the master
)RM may determine that the lithernet hard&vere &s the
pmblem and initiate a fa&1-over to backup i&thernet hard-
ware.

Conscqucntlv; thc fd&IU&c Ivpc dnd thc Iailure policy
detern&ine at &vhat scope recovery action will be taken. 'I he
higi&er the scnpe of the recovery action, the larger the
temporary loss of services. Speed of recovery is one of the
primary considemtions when establishin. n fault pohcy. &n

Restnrting a single softv are process is much fnsrer than
swi&chu&g o&cr an cnt&rc board Io d redundan& board or
rc-booting thc m&ure computer system. When a smglc pro-
cess is restarted, only a fract&on of a card's services are
affected Allnw&ng failures to be handled at appnlpriate
hierarchical levels avo&ds unnecessary recovery actions
&vhile ensuring that sufficient recovery actions are taken,
both of ivhich minimize serv&ce disruption to customers.

Iiierarchical Descriptors:
zn

H&crarchical dcscnptors may be used to provide &nlhm&a-

tion specific to each failure or event 'Ihe hierarchical
descriptors prov&de gramdarity lvith which tn report faults,
take action based on fault history and apply fault recovery
policies. The descriptors can be stored in master event log,s
file 435 or local event log files 435o-435n through wluch
faul&s and even&s may be tracked and d&splayed Io Ihe user
dnd allow for fad& dc&cct&on BI a fnc'. gidnidai h:vcl Bnd
pmactive response to events. In addition, the descriptors can
be n&etched with descnptors in the fault policy to determine

&c

the recovery action to be taken
Referrin tn 11(i 28, in one embodiment, a descriptor 441

includes a top hierarch&cal class field 442. a next hierarchical
level sub-class field 444, a lower hiemsrchicai level type tield
446 and a lov,est level instance field 448. The class tield &s

indicates whether the fa&lure or event is related (or suspected
Io rcla&c) Io hardware or sofiware. Thesubclass Iield cdt-
cgonzcs cvcnts and fa&lures in&o parucular hardware or
software groups I&or example, under the hardv are class,
subclass indications may mclude lvhether the fault or event
is reLated to memory„Ethernet, switch fabric or neuvork data
transfer hardware. Under the sofiware class. subcLsss Indi-
cations may include whether the fault or evenr is a system
Iaul&, an cxccTU&on or rcla&cd Io a specdic apphcauon. tor
cx&unple, ATM.

The type field more specifically defines the subclass
fa&lure or event. For example, &f a hardware class, Ethcrnc&
subclass fa&lure has occurred, the type field may indicate a
more specific type of I:thernet failure, for instance. a cyclic
redundancy check (('R(') em&r or a nu&t packet error.
Similarly. if a softv are class. ATM failure or event has
occurred. the type field may indicate a more specific type of
ATM failure or event. for instance, a private network-to-

ne&workk

intcrf'acc (PNNI) error or a grow mg message queue
cvcnt. 11&e instance Iield &dent&fice Ihe actual hardware or
sofuvare that failed or generated the event l&nr example,
with regard to a hardware class. Iithernet subclass. ('RC type
failure, the instance &nd&cates the actual Ethemer port that
experienced the failure. Sim&larly, with regard to n softv.are
cLsss, ATM subcLass. PNNI type, the instance indicates the ic
Beau»l PNNI sub-progr&un that cxpcnenccd the Ib&lure or
gcncra&cd thc event.

When a fault or event occurs, Ihe lncrarducal scope Il&a&

Iirst detects Ihc Iailure or event crea&es a desunplor by fillu&g

in thc fields dcscnbixl nbovc. In some cases, lx&wcvcr, the ss
instance field is not applicable '11&e descriptor is sent tn the
local logging entity, which may log it in the local event log

36
file before noufyu&g the master log»ng cnt&ty. Uluch may
log it in the master event loa hie 435 'I he descnptor &nay

also be sent tn the local slave SRM. which tmscks fault
history based on the descriptor contents per application
instance. If the fault or event is escalated, then the descriptor
is passed to the next higher hiemsrchical scope.

When slave SRM 37/& receives the fault/event notification
and the descriptnr, it con&pares it tn descriptors in the fault
policy for the particular scope in which the fault occurred
looking for a match or a best case match which w ill indicate
the recovery procedure to follow. Fault descriptors within
the fm&lt pohcy can e&&her bc complctc dcscriptors or l&ave

w&ldcards in onc or morc Iields. Since the dcscnptors are
hierarchical from left to right. &vildcards in descriptor fields
only niake sense from riaht to left The fewer the fields lvith
wildcards, the more specific the descriptor. I'or example, a
particular fault policy may apply to all software faults and
would, therefore, include a fault descriptor having the class
field sct to "sofiwarc" and the rmnauung Iiclds subclass.
type, and u&stance sc& to w&ldcard or "match all." Thc slave
SRM searches the fault policy for the best n&etch (i e., the
most fields matched) with the descnptor to determine the
recnvery action to be taken.

Configurdble Fm&lt Pohcy.
In actual use, a computer system &s likely tn encounter

scc&&a»os that d&fii:r from those &n wluch thc system was
dcsigncd and tested. Consequently, &I &s nearly impose&blc to
deternnne all the ways in which a computer system might
fa&1, and in the face of an unexpected error, the default fault
policy tl&at ives shipped with the computer systen& n&ay cause
the hierarchicai scope (master SRM. slave SRM nr LRM) to
under-react or over-react. Even for expected errnrs, afier a
conlpU&cr si's&cni sh&ps. cc&L'&hl rl:coven/ ac&ious ul lhc
dcf'suit fm&1& pohcy nuiy be de&cnnincd to bc over aggressive
or too lenient Sin&iL»r issues may arise as new software and
hardware is released anogor uparaded

A configurable fault pohcy allows thc def'suit I'suit pohcy
to be modified tn address behav&or specihc to a particular
upgrade or release or to address behav&or that was learned
after the implementation &vas released. In addition, a con-
figurable fault policy allo&vs users to perform manual over-
rides to suit their specific requirements nnd to tailor their
policms based on Ihc indiv&dual fa&lure sccnanos tha& &hey

drc cxpcncnculg.
The modification may cause the hierarch&cal scope to

rc»cl n&oic'i less ilggrcssi vcly Io pd&1&cuh&r known IdUIH o&

cvm&&s, m&d Ihe modilicdiion may add recovery acuons Io
handle newly learned faults or events 'I he modification &nay

also prnvide a temporary patch &vhile a software or hardware
upgrade is developed to fix a particular error.

If an application nina out nf memory space, it notifies the
opemsting systen& and asks tilr n&ore men&ory I or certain
applications. tius is standard operatin procedure. As an
example. an ATM application may have set up a large
number of v&rtual c&rcu&ts and Io conunuc sct&tng up more.
add&tional memory is needed. For other apphcations, a
rcqucs& Ior morc memory indicd&cs a memory leak error. Thc
fault policy may require thar the application be re-started
causing snme service disruption. It may be that re-starting
the application eventually leads to the same error due to a
bug in the software. In this instance. while a sofivvare
upgrade to Iix thc bug &s dcvcloped, a Imnporary pa&ch Io Ihe
fault pohcy nu&y bc necessary to allow the mmnory leak Io
cont&m&c and prevent rcpentcd applicduon rc-starts &hat may
escalate to line card re-start or fail-nver and eventually to a
re-bunt of the entire computer system. A tempura&y patch to
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the default fault policy may simply allow thc lucrarclucal
scope, for example„ the local resiliency manager or the slave
SRM, to assign addiuonal memory to Ale apphcalton Of
course. an eventual re-start of the application i ~ likely to be
rixgnred if Ihe application's leak consumes loo much
tlleoloty

A lnnporary patch may also bc needed wlulc a hardware
upgrade or fix is developed for a particular hardv are fault.
For ulslancc. under thc default lault policy, v;hml a particular ui
hardhvare fault occurs, the recovery policy may be to fail-
over to a backup board. If the baclolp board includes the
same hardhvare with the same hardware bug, for example, a
particuhsr semiconductor chip. then the smue error will occur
on the backup bourd. To prevent a repctilthc fml-over while
a hardware hx is developed, the temporary patch to the
default fmilt pohcy may be lo restart Ihc device dnvcr
associated hvith the particular hardhvare instead of failing-
over to the backup board.

In addition to thc above needs, a cunligurable fault policy
also allows purchasers of'computer system 10 (c, network
service providers) to define their own policies For example,
a nenvork service provider may have a high priority cus-
tomer on a particular port and may want all errors and events
(even minor ones) to be reported to the NMS and displayed -''

to thc network manager. Watching all errors mtd cvcnls
Inlghl gihI: lhc iu:Iwol'k tntinagcr ctillv Ilolicc of glowlllg
resource consumption and Ihe aced lo plan to dedicate
additional resources to this customer.

As another example. a user of computer system 10 muy 3ti

want to be notiTied w hen any process requests more memory.
This nuiy go e thc user carly notice of thc nccxt to add more
memory to their system or lo move some mislomers lo
ditferent line cards

ls
Referring again to FI(t. 26, to chan e the default fault

policy as defined by default fault policy (DFP) files 430a-
430B, a conligurauon I'suit policy Iile 429 ts created by the
NMS in the conliguratton database. An active query notdi-
cduon is sent by thc configuration database to thc master so
Sl(M indicating the changes to the default fault policy The
nlaster SI(M notifies any slm e SRMs of any changes to the
default fault policies specific to the boards on wlfich rhey are
executing. and the slave SRMs notify any LRMS of any
clrdnges Io the default I'suit policics spccilic to their process.
Going forward. the dcfhult fault pohcies as modified by
Ihe configurauon lault policy arc used lo detect, track and
respond to events or failures.

Alternatively. active queries may be established with the
configumtion database for configumstion fault policies spe- so
c die Io each bourd type such that Ihe slave SRMs arc notified
illlci'tlh'f chtingcs to licit ih:IBull Idult policies.

A fault policy (whether default or configured) is specihc
to a particular scope and descriptor and indicates u particular
recovery action to tal e. As one example, a temporary patch s.
may be required to hmidlc lmrdwarc faults specific to a
known bug in an uttegralcd circuit chip. Thc configured fhull
pollchh lhcrcfol'e, tully'lldlcdlc a scope 111 all linc cat ds, If thc
component is on all line cards. or only a specific type of line
card that includes that component 'I'he configured fault io
policy may also Indicate that it is to be applied to all
hardware faults with that scope. for example, rhe class will
indicate hardware (HW) mid all other fields will ulclude
wildcards (c.g., HW.'"." 1). Instead. Ihe configured fault
policy may only uidicdlc a particular lhpc of hardware ss
failure. tilr example. ('R('rrors on transtnitted I:thernet
packets (e g, . I IW I ithernet 'I'x('RG ").

Redundancy:

As previously mentioned, a major concern for service
pmviders is nenvork downtime In pursuit of "five 9*s

availability" or 99.999% nethhork up tune, service providers
must nunimizc network oulages duc to cxtuipmcnt (I.e.,
hardware) and all too conlmon soAware failures l)evelopers
of computer systems OAen use redundancy measures to
minimize downtime and enhance system resiliency Redun-
dant designs reiy on alternate or backup resources to over-
come hardware and/or soAhhare faults. Ideally, the redun-
dancy archilicturc allows Ihe computer system Io contmuc
operating ul Ihc face of a laull with muumal scrvicc dis-
niption, for example, in a manner transparent to the service
pmvider's customer.

(tenerally. redundancy designs come In tv o forms: I:I
and I:N. In a so-called "1.1 redundancy" design, a bachup
clement exists for cvcry active or pnmary clcmcnl (i.c..
hardware backup). In lhc event that a fault alii:cts a prunary
element, a corresponding backup element is substituted fbr
the primary element lf the backup element has not been in
a "hot'* state (i.e., software backup). then the backup element
must be booted. configured to operate as a substitute tilr the
faihng element, mid also prox tdcd with the **active slate"of'he

failulg elmncnl lo allow Ihe backup elmuenl to take over
whcrc thc failed primary clement left off. Thc time rcqutrcxt
to brin the softv,are on the backup element to an "active
state" Is referred to as synchronization time A long syn-
cluonizution time can significantly disnipt system service,
and in the case of a computer network device, if synchro-
nization is not done quickly enough, then hundreds or
thousands of network cotulcclions may be lost wiuch
directly impacts thc scn ice prox tdcr's availability statistics
aild ailgers nenvork cusumlers.

To minimize synclm&nization time, many I I redundancy
schemes support hot backup of software. which means that
thc software on the bacl up elements mirror thc software on
thc pnmary elements el some leh el. Thc "hotter" llm bachup
element that is, the closer the baclotp mimlrs the pri-
mary the faster a failed primary can be switched over or
failed over to the backup. The "hottest" bachhtp element is
one that nuts hardhvare and software simultaneously with a
primary element conducting Bll operations in parallel with
the pnmary clement. Tins is referred to as a "I+I redun-
dancy" design and provides Ihe fastest syncluonization.

Significant costs are associated with I I and I+I redun-
dancy. For example, additional hardware costs may include
duplicate memory components and printed circuit boards
includulg all Ihc components on those boards. Thc additional
hardware may also require a larger supportuig chassis. Space
ls oflcli linlilcd, cspccldlly'n thc case of nctwolk sclvlcc
pmviders who mav maintain hundreds of network devices
Although I I redundancy improves system reliability, it
decreases service density. Service density refers to the
proportionality between the net output of a particular device
and Its gross hardv arc capability. Net output, ut the case of
a nclhhork dcvicc (c.g.. switch or router), might include. Ihr
cxtunplc, thc number of calls handled pcr second. Redun-
dancy adds to gross hardware capability but not to the net
output and, thus. decreases senice density I.ikew:ise. hot
backup comes at the expense of system power. Each active
element consumes some amount of the limited power avail-
able lo Ihc system. In gcncral. Ihc I+I or 1.1 redundancy
designs provnlc thc lughcst reliability but at a relatively lugh
cost. Duc lo Ihc unporldnce of network availability, most
network service providers prefer the I+I redundancy design
to nunimize network dohvntime
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In a I: N redundancy design, has(cad of havuig one backup

element per primary element. a single backup element or
spare is used to backup niultiple (N) primary elements As
a result. the I N design is generally less expensive to
manufacnire. offers peater service density than the I:I
design and requires a smaller chassis/fess n space than 0 I: I

iles lgli. Olio illsailvalltagc of sue)1 0 s)'stclll. Ilowev cl; is flint
once 0 primary clement lbils over to thc backup element, the
system is no longer redundant (i e., no available backup
element for any printery element) Another disadvantage ia
relates to hot state backup. I)ecause one backup element
must support nudtiple primary elements. the typical I N
design provides no hot state on the bacqmp element leading
to long sync)uoruzattou umcs mid. Ibr nctv,ork devices, thc
likehhood that coiuicctions mill bc droppixl and availability
reduced

I is en where the backup element pmvides some level of
hot state backup it generally Lacks the processing power and
memory to provide a full hot state backup (i.e.. I+N) for all
primary elements. To enable some level of hot state backup 30

for each primary elmueut, thc backup eicmcnt is encrally a
'*mega spare" equipped with a morc pew crib) processor and
additional memory 1his requires customers to stock niore
hardhvare than in a design with identical backup and printery
elements. Iior instance, users typically maintain extra hard-
hvare in the case of a failure If a primary fails over to the
backup„ the failed primary may be replaced with 0 new
pnmary. If the prunary and backup elements are identical,
then users need only stock first onc type of board, that is. 0

failed backup is also replaced w:ith the smne hardware used 30

to rep)ace the failed primary If they are difi'erent, then the
user nuist stock each type of board. thereby increasing the
user's cost.

Distributed Redundancy is
A distubutcd redullilalicy'rcllltcctilli: sprcails sihftwarc

baci up (hot state) across multiple clemcnts. F ich eiemmit
may provide software baciuip for one or nmre other ele-
ments lior software backup alone. therefore, the distributed
redundancy architecture elnninates the need for hardware

00
backup elements (i.e., spare hardware). Where hardware
backup is also provided, spreading resource demands across
multiple elements makes it possible to have significmit
(perhaps full) hot state backup without the need for a mega
spare Identical backup (spare) and priinary hardware pro-
vides manufacturing advantages and custoiner inventory
advantages. A distributed redundancy design is less expen-
sive than many I:I desivgns and a distributed redundancy
arclutecture also permits the location of the hardv.are
baci up element to fioat, that is, if a primary eiemmit fails

0
over to thc backup clmncnt, when thc lailed primary eiemmit
is replaced, that new hardware may serve as the hardv are
backup.

Sofhvare Redundancy:
In its siniplest form. a distributed redundancy system s.

provides software rcduudmicy (i.c., baci up) with or without
rixlundant (i.c. backup) hardware, I'or cxmuplc. with or
without using backup line card 160 as dtscusscsf carhcr with
reference to the logical to physical card table (Iil(i I la).
Referring to lq(i 29. coniputer system 10 includes primary (0
line cards 160. 16b and 160. Computer system 10 will likely
include additional primary line cards; only tiuee are dis-
cussed herein (aud shown ui FIG. 29) for conveiuencc As
descubcd above, to load instances ol sofiware applications,
thc NMS creates sofiware load records (SLR) 128a-128u in ss
configuustion database 42 qhe FI,R includes the name of a
control shim executable file and a logical identitication

(LID) associated with a primary linc card ou wluch thc
application is to be spmvned In the current example, there
either are no hardware backup line cards or, if there are, the
slave SRM executing on that line card does not download
and execute backup applications.

As one example, NMS 60 creates SLR 128a includin the
executable name aun cntrl.exc mid card LID 30 (lute card
16a), SLR 128b including atm cntrl.exe and LID 31 (lute
card 16b) and SI,R 12flr inciudin atm cntrl exe and),ID 32
(hne card 160) the configuration database detects I ID 31),

31 and 32 in Sl,ks 128a, 128b and 1280, respectively, and
sends slat e SRMs 37b. 370 and 37d (line cards 16a, 16b, and
160) notifications including the name of the executable file
(c g., atm cntrl.cxc) to be loaded. Thc slave SRMs then
download and cxccutc 0 copy ol'un cntrl.cxc 135 I'rom

meniory 40 to spahvn A'I'M controllers 1360. 136b and 1360.
'I'hmugh the active query feature. the A'I'M controllers are

sent records from group table ((iT) IU8'I'I(i 30) indicating,
how many instances of ATM each must start on their
associated line cards. Group table 108'ncludes a primary
lute card LID Iield 447 and a baci up lute card LID Iield 449
sile)1 that, in addition to siarting primary uistauccs ol'ATM,
each primary line card also executes backup instances of
ATM. For example, A'I'M controller 136a receives records
45(l-453 and 456-461 from mup table lflff including I,ID
30 (line card 16a). Records 450-453 indicate that ATM
controller 1360 is to start four primary instantiations of ATM

464-467 (FIG. 29), and records 458-461 uidicatc that ATM
controller 136a is to stan Ibur backup instanuations ofATM
468-471 as backup for four primary instantiations on I.II) 32
(hne card 160). Similarly. Aiqvl controller 136b receives
records 45U-457 from mup table IU8'ncluding I,ID 31
(hne card 16b). Records 454-457 indicate that ATM con-
troller 136b is to start four primary instantiations of ATM
472-475, and rimords 450-453 uidicute tlrat ATM controller
136b is to start lbur backup uistantiutions of ATM 476-479
as backup fiir four primary llisullitlatlolls oil LID 30 (lllle
card 160). Al'M controller 1360 receives records 454-461
from group table It)8'ncluding I.ID 32 (line card 160)
Records 458-461 indicate that ATM contmller 1360 is to
start four primary instantiations of ATM 480-483, and
records 454-457 uihhcntc the(ATM controller 136c is to start
four backup uistantiauons of ATM 484-487 as backup lbr
four pnmary instantiauons on LID 31 (linc card 16b). ATM
controllers 136a, 136b and I 360 then download atni exe 138
and generate the appropriate mimber of A'I'M instantiations
and also indicate to each instantiation whether it is a primary
or backup instantiation. Aiteuiatively, the ATM controllers
may download atm.exceed genera tc thc appropriate number
of pnmary ATM instantiations and download 0 scparaie
backup atm.exe and generate the appropuatc number of
backup A'I'M instantiations.

)tach primary instantiation registers with its local nmne
server 2ZOb-Z20d. as described above. and each baci up
instantiation subscribes to its local name server 220b-220d
for information about its corresponding pnmary instanua-
tion. The name scrvcr pnsses each backup uwttmtiation at
least the process nlenuficauon number ussigued to its cor-
responding primary instantiation, and with this, the backup
instantiation sends a messaae to the primary instantiation to
set up a dynamic state check-pointing procedure. Periodi-
cally or asynchronously as state changes. the primary instan-
tiation passes dynamic staic uifonuauou to thc backup
iustantiation (i.e., check-pouiting). In one embodiment, a
Rcduuikuicy Manager Service availublefrom Harus and
.Iefi'enes

nfl )edhani.

Mass may be used to allow backup and
primary iilstantiations ni pass dyilamic state iilformation If

Petitioner Cox Communications, Inc. 
Exhibit 1009 - Page 67 of 75



41

US 7,225,240 B1

42
lhe primary Jnstanttalton fails, Jl can be rc-started. relncvc
its last knoivn dynantic state from the backstp instanttation
and then initiate an audit pmcedure (as described above) to
resynchronize with other processes. 'I'he retrieval and audit
process will normally be completed very quickly. resulting
in no discernable service disnlption.

Although each linc card in the example above Js

instructed by the group table lo starl four utslanliauons of
A'I M, this is by way ofexample only I'he user could instruct
the NMS to set up the group table to have each line card start la
one or more instanttations and to have each line card start a
ditferent number of instantiations.

Referring to FICiS 31a-31c. if one or more of rhe primary
processes on elcmcnt 16a (ATM 464-467) cxpcncnces a
soflwarefmth (FIG. 31b), the processor on lute card 16it
may temtinate and restart the failing process or processes.
Once the process or processes are restarted (Al'M 464U467L
Itlti. 31i). they retrieve a copy of the last ktmwn dynantic
state (i.e.. backup state) from corresponding backup pro-
cesses (ATM 476-479) executing on line card 16b and Jo

unltalc mt audit process lo syncluuruze relneved state wtlh
thc dyndnuc stale ol'associated other pmccsses. The backup
state represents the last kttown active or dynamic state of the
pmcess or pmcesses prior to termination. and retrieving tlus
stare front line card 16b alktws the restarted processes on
line card 16a to quickly resynchronize and conrinue oper-
ating. The retrieval and audit process will normally be
complcttxi tery quickly, and in the case 01'a network device,
qUJCk rCSv'JJChrotttZBJJOJJ may avoid lostttg JJClwotk Cotm~-
tions. resultin in no discernable service disruption 1 1l

If. instead of restarting a particular application. the soft-
ware fault experienced by line card 16u requires the entire
elentent to be slnlt down and rebooted. then nll of the
processes executing on line card 16a will be terminated
includmg backup processes ATM 468-471. When the pn- Ji
mary processes are restarted, backup stale utformatton Js

retneved Ibom backup processes exccuung on line card 16b
as explained above Sintultaneously, the restarted backup
pmcesses on line card 16a again initiate the check-pointiag
procedure tvith primary ATM processes 480-483 execuring do

on line card 16i to again serve as baclmp processes for these
pnmary proccsscs Reli:mug to FIGS. 32a-32c. Jhc primary
processes executing on onc lute card may be backed-up by
bacl up processes numutg on one or morc other lmc cards.
ln addition. each printery process may be backed-up bv one
or more backup processes executing, on one or nxtre of the
other line cards.

Since the opemstlng system assigns each process its ov n
memory block, each pnmary process mdy be backed-up by
a backup process rutuung on thc name lute card. Tlus would 0

nnmmtze lhc tune required lo retrieve backup state and
resynchronize if a primary process fails and is restarted In
a computer system that includes a spare or backstp line card
(described below). the baclolp state is best saved on anorher
line card such that in the event of a hardware faulr, the s.
bacl up slate ts not lost and can bc copied from the other linc
card. If memory and processor lunilalions pemtil, backup
prOCJ'sst:9 Jttav'utt StmUllattixttlSlv Ott lltC wlttlC litic CBrd JJS

the primary process and on another line card such that
software faults are recovered fmm using local backup state iii
and hardware faults are recovered from using remote backup
arete.

WIJCJJ: ltttttlaltott9 Ott ptoCCSStttg power Or JtlCtttiiry JtttlkC
full hol state backup unpossible or impractical, only ccrlmn
hol stale data will bc stored as backup. The level of hot state si
backup is inversely propornonal to the resynchnmization
time, that is, as the level of hot state backstp increases,

rcsynchronization lime dccrcascs. For a network device.
bacl up state may include critical information that allows the
ptltttituy ploccss 10 SUtcklv'c-sv'Jtchtottlzc.

Critical infomtation for a netv,ork device may include
connimtton dale relet dnl lo cslablishcd network connections
(e g., call set up information and virtual circuit information).
For example, ager pnmary ATM appltcnltons 464-467.
executing on line card 16it. estabhsh network connections,
JIJOSC itppltCBIJOJJS Sctni CJJIJCBI SJBJC JttfotrttBJJOJJ ri'ICvttttt 10

those connectinns to backup A'I'M applications 479-476
executln on line card 16b. Retnevin connection data
allows the hardkvare (i e., line card 16u) to send and receive
network data over the previously established network con-
nimltons prcvcnltng these connections Irom being lemti-
nated/dropped.

Although Al'M applications v ere used in the examples
above. this is by way ofexantple only. Any application (e.g.,
IP or MPLS). process (e.g.. MCD or NS) or device dnver
(e g., port driver) may have a backup pmcess started on
dttotlJCJ IJJJC Cdrd kt 9ktrC bdCkUp SBJJC throitglt a CIJCCk-

pointmg procedure

I iardv sre and Snftware l3ackup

By adding onc or morc ltardw are backup clemcnts (e.g..
line card 16n) tn the computer systent, the distributed
redundancy architecture provides both hardv are and SOII-

v are backup Sohware backup may be spread acmss all of
the hne cards or only some of the line cards. For example,
software backup may bc spread only across thc pnmary lute
cards, only on onc or morc backup lute cards or on a
combination ol'oth pnmary and backup linc cards.

Referring to FILI. 33a, in the contutulng example, line
cards 16a. 16b and 16c are primary hardv are elements and
line card 16n is a spare or backup hardware element. In this
cxtunplc, software backup Js spread across only the prunary
line cards. Ahcrnauvcly, bacl up linc card 16n may also
execute backup pmcesses to pmvide software backup
l3ackup line card 16n may execute all backup processes such
that the primary elements need not execute any backup
processes or line card 16n may execute only some of the
backup processes. Regardless of whether bacl up line card
16n cximulcs anv backup processes, Jt Js prcictrixl that lute
card 16n be al least parually operational and ready to use lhe
backup processes to quickly begin perfornting as if it was a
failed primary line card.

There are many levels at which a backup line card may be
partially operational. For cxtunple, lhc backup linc card's
hardware may bc con(igurcxI and device driver processes
490 loaded and ready to excmilc. In addition, lhc active stale
of the device drivers 492, 494. and 496 on each of the
primary line cards may be stored as backup device driver
state (DDS) 498. 500, 502 on backup line card 16n such that
after a primary line card fails. the backup device dnver state
corresponding lo that pnmary clcmcnt Js used by device
dover processes 490 to quickly syncluontzc thc hardware on
backup lute card 16n. In dddiuon, data rcilccung lhc new ork
connections established by each printery process may be
stored within each of the backup processes or independently
on baclmp line card 16ri. for example. connection data (CD)
504. 506, 508. Having a copy of the connection dusts on the
backup line card allows the hardware to quickly begin
transmitting network data over previously established cun-
JJCC1JOJJS 10 itvotd JIJC 1099 Ol lltcst: CotlttcCJJOJJS dttd Jtttttttlttze
service disruption. 1he more operational (i e . hotter) backup
line card 16n is the faster it will be able to transfer data over
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ac&work connccnons previously cscabtrshcd by the failed
primary line card and resynchronize with the rest of the
systen&

In the case of a primary line card hardware faulr, the
beet up or spare line card lakes Ihc place ol Ihe failed
pnmary linc card. Thc backup lure card scar&s nev, primary
pmcesses that register with the name server nn the backup
line card and begin retrievulg active state from backup
processes associated v ith the original primary processes. As
described above„ the same may also be true for soflware rn

faults. Referring to FICi. 33b, lf, for example. line card 16a
in computer systmn 10 rs alii:cted by a fault. thc slave SRM
cxccuung on backup lure card 16n may alar& new primary
pmcesses 464n467'orresponding to the original prinlary
pmcesses 464-467. 'I'he new primary processes register v ith
the nmne server process executing on line card 16iz and
begin retrieving active state from bact up processes 476-479
on line card 16b. Tlfls ls referred to as a "I'ail-over** from
failed primary line card 16a lo backup lu&c card 16n

As discussed above, preferably, backup line card 16iz rs Io

partially opemstlonal While active state is being retrieved
from backup processes on line card 16b, device dover
processes 490 use device driver state 502 and connecrion
data 508 corresponding to fa&lcd prunary linc card 16a to
qumkly continue pass&ng network data over previously
established connections Once the active state is retrieved
then lhe A'I'M applications resyncluonixe and may begin
establishing new connections and tearing down old connec-
tions.

sn
i&lusting Backup I:lement

Referrin to I'l(i 33r, when the fault is detected nn line
card 16a. diagnostic tests may be nrn to determine if the
error was caused by software or hard&vere. If the fault is a
software error. then line card 16a may again be used as a &s

primary line card. If the fault is a hardware error, then line
card 16a &s rcplaccd with a new lure card 16a'lml &s booted
and contigurcxt und again ready lo be usnl as a primary
element In nne embodiment. once line card 16rr or 16a's
ready tn serve as a primary element. a fail-over is initiated
front line card 16u to tine card 16rr or 16a's descnbed
above, including starting new primary processes 464"-467"
and retrieving active state from primary processes464O467'n

lure card 16n (or backup processes 476-4'79 on linc card
16b). Backup processes 468"-471" arc also scar(cd, and
those backup processes initiate a check-pninting procedure
with primary processes 480-483 on line card 16C 'I'lus
fail-over n&ay cause the san&e level of service interruption as
an actual fadure.

Instead of faihng over from line card 16a back to line card
16a or 16a'nd risking further service disniption. line card
16a or 16ri'ay serve as the new backup line card with line
card 16n serving as the prunary line card. If line cards 16b,
16C or 16u cxpcrieucc a fault. a fa&l-over lo lirm card 16a rs
imlralixl as discussed above and Ihe primary linc card llml
failed (or a replacenlent of that line card) serves as the new
backup line card 'I'his is referred to as a "floating" backup
element. Referring to FICi. 33d, if. for example. line card 16c
experiences a fault, primary processes 480O483're started
on backup line card 16a and active state is rerrieved from ro
beet up processes 464O467'n lure card 16n. Afier linc card
16c &s rcbootcxt or rcplaccd and rcbooicd, &t serves as lhc new
backup line card fi&r pmnary line cards 16a, 16b and 16n.

Allematihcly, computer system 10 may be physically
conligurcd lo only allow a linc card in a parlimilar chassis ss
slot, for example, line card 16a, to serve as the backup line
card 'I'his n&ay be the case where physically, the aint line

card 16u is &nscrtmi w i&tun is wrrrxt to promdc thc necessary
connections to allohv line card 16n to con&munrcate hvith
each of the nther line cards but nn other slot provides these
connections In addition. even where the conlputer system is
capable of aliowing line cards in other chassis slots to act as
the backup line card, the person acting as uetwnrk mana er,
may prefer to have Ihc backup linc card rn each of lus
computer ay sr mns ul Ihe same slot. Iu crther case, where only
line card 16a serves as the backup hne card, once line card
16a (or any other failed primary line card) is ready to act as
a primary line card again, a fail-nver, as described above, is
initiated from line card 16u to the primary line card to allow
line curd 16n to again serve as a backup line card to each of
thc pnmary linc cards.

Balancln Resources:
'I'ypically, multiple pmcesses or applications are executed

on each primary line card. Referring to FICi. 34a, in one
embodiment. each primary line card 16a, 16b, 16C executes
fi&ur apphcalrons. Due lo physical lun&lauons (c g., memury
space, proccssol pov,'c&). crick prlinilry llric caul Iiulh'101 bc
capable nf fully backing up ti&ur applications executing on
another primary line card. 'I he distributed redundancy archi-
tecture allows backup processes lo be spread acn&ss multiple
line curds. including any backup line cards, to more etft-
clently use all system resources.

For instance. primary line card 16a executes backup
processes 510 and 512 corresponding to primary processes
474 and 475 executin on primary line card 16b. Primary
lure canl 16b cxcculcs backup processes 514 and 516
corresponding to primary processes 482 and 483 cxcculu&g
on pnmary line card 16c. and primary line card 16r" executes
backup processes 518 and 520 corresponding to primary
processes 466 and 467 executing on prunary line card 16a.
Bact up line card 16n executes backup processes 520, 522,
524. 526. 528 and 530 corresponding to primary processes
464, 465, 472, 473, 480 and 481 exrmut&ng ou each of thc
pnmary line cards. Having each pnmary lure card cxccutc
backup processes for only nvo primary processes executing,
on another primary line card reduces the pnnlary line card
resources required for bactmp. Since backup line card 16n is
not executing primary processes. more resources are avail-
able for backup. Hence. backup line card 16n executes six
backup processes corrcspondu&g to srx pnmary processes
executing on pnmary linc cards. Iu add&uon, beet up lure
card 16a is partially opemtinnal and is executing device
driver processes 49U and storin device driver backup state
498, 5UU and 502 corresponding tn the device drivers on
each of the primary elenlents and network connection &kata

504. 506 and 508 correspondin to the network connections
cstablishcd by mich of &hc primary lure cards

Alternatively. each primary line card could execute more
or less than two backup processes Similarly. each primary
lure card could execute no backup processes mid backup lure
ciiid 16n ciiukl cxccurc all bricklip pi'occsscs. Marlv allcl-
natives are pnssible and backs&p processes need not be
spread evenly across all primary line cards or all primary
line cards and the bactmp line card.

Referring to I l(i 5b, ifprimary line card 166 experiences
a failure, device drivers 490 on backup line card 16a begins
using the device driver state„ for example. DDS 498. cor-
respondin to the device drivers on primary line cmd 16b
and thc ac&work connccuon data, for cxnmple, CD 506,
corresponding to the connections estabh shed by pnmary lure
card 16b lo contuluc Iransfi:rring ac&work data. Sunulia-
neously, bactnip line card 16&z starts substitute primary
pmcesses 510'nd 512'orresponding to the pnnrary pn&-
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ceases 474 and 475 on Ibilcd pnmary line card 16b Sub-
stitute primary processes 510'nd 512'etrieve active state
fmm backup processes 510 and 512 executing on primary
line card (6&i In addition. the shsve SRM on backup line
card 16&i informs bacl up processes 526 and 524 correspond-
in to primary pmcesses 472 and 473 on failed primary line
card 16b that they arc uow punmry pmccsses. Thc ncw
pnmary appl&cdt&ous then synchroiuzc with Ihc res! Of the
system such that new network connections may be estab-
lished and old network connections turn down I'hat &s, Io

backup line card 160 begins operating as if it were printary
line card 166

Multiple Backup Elements
In the examples given above, one backup lute card &s

I
shown. Altemauvcly, multiple backup linc cards may be
pmvided in a computer system ln 0(1e embodi&I&cllt. '1

compmer system includes multiple di(ferent primary line
cards. For example, some primary line carCS muy support
the Asyncluonous Transfer Mode (ATM) protocol while

20
others support the Multi-Protocol I abel Switchiitg (MPLS)
protocol. and onc backup linc card may be provided for thc
ATM pnmary linc cards aud &mother backup line card may
be provided for the MPI 8 prunary line cards. As another
example. Some primary line cards may support four ports
while others support eight ports and one backup line card
may be provided for the four port primaries and another
backup line card may be provided for the eight port prima-
ries. Onc or morc backup lute car&B mdy bc provided for
each dilli:rmit type of prunary hne card.

1(l

Data Plane:
Referring to 11(i 35, a nenvork device 540 includes a

central processor 542, a redundant central processor 543 and
a Fast Ethernet control bus 544 similar to central processors
12 and 13 and Ethcrnct 32 discussed above with respect to ii
computer system 10. Iu addition, network device 540
includes forwarduig cards (FC) 5460-546e. 5480-548e,
550a-550e and 5520-552e that are similar to line cards
16a-16a discussed alxive with respect to computer systent
10. Network device 540 also includes (and computer system do

10 may also include) universal port (UP) cards 5540-554h,
5560-5566, 5580-558h. and 560a-560h, cross-co&uiection
(XC) cards 5620-5626. 5640-564b. 5660-566b, and 5680-
568b, and switch fabric (SF) cards 570a-570b. In onc
embodimen&. network device 540 includes four quadrants
where each quadmsnt includes five fonvarding cards (e g.,
5460-546e). Ihvo cmss connection cards (e... 5620-5626)
and eight universal port cards (e.g.. 5540-554h). Network
device 540 is a d&stnbu(cx( processui system. Each of the
cards includes a processor and is connected Io Ihe Ethernet 0

control bus.
In one embod&nient, the forwarding cards have a I 4

harChvare redundancy stn&cture and distributed softv are
redundancy as descubed above. For example. forwarding
card 546e is the hardware backup for primary forwarding s.
cards 546a-546d and each of the forwarduig cards provide
sof&ware b&mkup. Thc cross-connection cards arc 1.1 redun-
d;m&. For example, cross-co&uicct&on card 5626 provides
both harChvare and software backup tbr cross-connection
card 5620. I iach por& on the universal port cards may be I I, io
I+I, I:N redundant or not redundant at all depending upon
the quality of service paid for by the customer associated
with that port For cxamplc, port carCS 554e-554h may be
thc hardware and software backup cards for port cards
554&&-5540 ill wit&el& cdsc Illc port cards arc 1.1 0& I+I si
redundant. As another example. one or more ports on port
card 554u ntay be backed-up by separate ports on one or

46
morc port ci&rds (e.g.. port cards 554b and 554c) such Ihat
each port is I: I or I+I redundant, one or more ports on port
card 554&& may not bc heeled-up a& all (& e., uot rcdundan&)
and tv 0 or &nore ports on 554u may be backed-up by one
port on another port card (C.g.. port curd 554b) such Ihat
tlxhse ports are I N redundant. Many redundancy structures
are possible.

Each port card includes one or ntore ports for connecting
to cxtcmal network connections. Oue tyT&c of uctw ork cun-
nimuon is an optical liber carrying au OC-48 SONET
stream, and as ccsvribed above, an OC-48 SONET stream
may include connections to one or more end points using
one or niore paths A SON(:I'iber carries a time division
multiplexed (TDM) byte stream of aggregated time slots
(TS). A time slot has 0 bandwidth of 51 Mbps and is the
fundamental unit of b;mdw &ddt for SONET. An STS-I path
Iuds ouc time slot w &Ihui Ihe byte stream dedicated Io it, wlulc
an STS-3c path (i.c., tlucc concatc&rdtcx( STS-la) has three
time slots hvithin the byte stream dedicated to it 'I'he saine
or different pmtocols may be carried over differen paths
v ithin the same TDM bhxe stream. In other chords, ATM
over SONET may be carried on an STS-I path within a
TDM byte stre&mt Ihat also uicludcs IP over SONET on
another STS-I path or on dn STS-3c path.

'I'hmugh network mana ement systeni 60 on w:orkstation
62. after a user connects an external network connection to
a port. the user may enable that port and one or more paths
v ithin that port (described below) Data received on a port
card path &s passed Io Ihc cross-conn&mr&on card in Ihc same
quadrant as Ihc port card. and II&0 cross-coil&ice(&0&1 cdrd
passes the path data to one of the five fbiwarding cards or
eight port cards also hvi&hin the smne quadrant. I'he f0&ward-
ing card determines whether the payload (e.g. packets,
frames or cells) it is receiving includes user payload data or
network control infounation. The f0&warding card itself
p&OCCSSCS CC&ullll l&C(w'0&1 Colitlol i&&for&lid(&0&1 slid SC&lds

CC&ttlill 011&C& iic'twolk Co&llrol it&for&lit&&to&i &0 (1&c'C&ltldl
pmcessor over the Fas& I ithernet control bus 'I he fbrwarding,
card also generates network control payloads and receives
network control payloads from the central processor. The
forwarding card sends any user data payloads from the
cross-connection card or control information from itself or
the central processor as path data to the switch Ibbnc card.
The switch fabric card then passes the path data Io onc of Ihe
f0&warding cards in any quadrant, including the f0&warding
card that just sent the data to the switch fabric card 'll&at

f0&warding card then sends &he path data to the cross-
connection card hvitlun its quadmsnt, which passes the path
data to one of the port cards within its quadrant.

Rcfi:rring to FIG. 36, in onc embodiment, a uruvcrsal port
card 554a includes one or more ports 571d-571n connected
to one or more transceivers 572d-5720 'I'he user may
connect an external nenvork connection to each port. As one
example. port 571a is connected to an ingress optical fiber
576d carrying an OC-48 SONET stream mid mi e ress
optical liber 576b carrying an OC-48 SONET stre&un. Purt
571d passes optical data from thc SONET ~ &re&mt on liber
576a to tmsnsceiver 572&& Tmnsce&ver 572a converts the
optical data into electrical signals that it sends to a SON(I'I'ramer

5740. The SONET framer organizes the data it
receives from the transceiver into SONET frames. SONET
framer 574a scuds data over a tclcmonunuuicdtions bus 578a
to a scnahzer-descualizcr (SERDES) 580&& that serializes
the data into four senal lines with twelve STS-I time slots
each and transmits the four serial lines to cross-connect card
562a.
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Each cross-connccuon card Is a swilch thai provides

connections be«veen port cards and forwarding cards ivithin
its quadrant. Iiach cross-connection card is progranuned to
transfer each serial line on each port card within its quadrant
to a forwarding card within its quadrant or to serial line on
a port card, including the port card that transmitted the data
lo Illa ciosS-ciiiliicclioil crird Thc'rogi Jiuilliilg iif lie cioSS-
conncul card is discussed in more dciail below under Policy
13ased Provisioning.

I iach forwarding card (e.g . forwarding card 546r') la
receives SONI11 frames over serial lines fnim the cross-
connection card in its quadrant through a payload extractor
clup (e.g.. payload extractor 582ii). In one embodunent,
each I'orwarding card includes four payload extractor chips
where each payload extractor chip rc7trcsents a '*slice" and
each serial line mput represents a fonvarding card "port".
I hch payload extractor chip receives four serial line inputs,
and since each serial line includes twelve!I'18-1 time slots,
the payload extractor chips combine and separate rime slots
where necessary to output data paths vvith the appmpriate Io
number oi'une slots. Each STS-I time slot may represent a
sc7tamtc data path, or multiple STS-I time slots may nccd to
be combined to form a data path I'or example. an S'I 8-3c
path requires the combination of three S'IS-I time slots to
form a data path while an 81 8-48c path requires the conl-
bination of all forty-eight STS-I time slots. Each path
represents a sepamte netv orl connection, for example. Sn
ATM cell strcrun.

llic payload extractor chip also stupa ofl all vestigial
SONITI frame information and transfers the data path to an so

in(ress interface chip The ingress interface chip will be
specific to the protocol of the data vvithin the path As one
example. the data may be formatted in accordance u:ith the
ATM protocol and the ingress interface chip is an ATM
intcrfacc chip (c.g., ATM IF 584a). Other protocols can also is
be implmncnted including, I'or example, Internal Protocol
(IP). Muhi-Protocol Label Switching (MPLS) prolocol or
limme Relay.

1'he ingress A'I M II'hip perfiinns many functions
including determining connection information (e.g., virtual so
circuit or virtual path information) from the ATM header in
the payload. Tlm ATM IF chip uses lhe coiuiection infor-
mauon as well as u Ihrwarihng table to perform mi address
tramlauon from thc external address to an uilcmal address.
'I'he ATM III chip passes A1 M cells to an ingress bridge chip
(e .. 13(i 586a-586b) which serves as an interface to an
in ress traffic management chip or chip set (e.g.. TM 588a-
588n).

lite Iraflic munagmncnt clups ensure thai lugh priorily
uaffic, for example. voice data, Is passed lo sw«ch fabric c

card 570u faster than lower prionly traflic. Ibr exinnple,
e-mail data. 'I'he traflic nianagement chips may butTer lower
priority lratTic while higher priority tmffic is transmitted, and
in times of traffic congestinn, the traffic management clups
vvill emure that low priority tmsflic is dropped prior to any s.
lligll piliiril)'idflic Tlic lI'rlfllc nldiliigcilleill cllipS a)So
perform mi address translation to auld the address of thc
traflic managcmcnt chip to which thc dale Is gom to be smil
by the sivitch fabric card. 'I he address corresponds to
internal virtual circuits set up between forwarding cards by io
the software and available to the traffic management chips in
tables.

lite traflic managmnmil clups send lhc modified ATM
cilia to switch fabuc uilcri'acc chips (SFIF) 589a-589n llmt
then transfer the ATM cells to switch fabrw. card 570a. The ss
switch fabric card uses the address provided by the ingress
tratTic management chips to pass Al'M cells to the appro-

pnate egress traflic management claps (c.g., TM 590a-590n)
on the I arious fotwarding cards. In one embodiment. the
switch fabric card 570u is a 320 Gbps, non-blocking fabuc.
Since each forwarding card serves as both an ingress and
cgrcss, thc srw itching fabric card provides a high dcgrcc of
flexibility in directin lhe data between any of the fonvard-
in cards. including the forwarding card that sent the data to
the switch fabric card

Wltcn a forwarduig card (e.g. forward«IS card 546r')
receives A1'M cells from switch fabuc card 570ir, the egress
trafiic mana ement chips re-translate the address nf each cell
and pass the cells to egress bridge chips (e g., 13(i 592a-
592b). The bridge chips pass the cells to e ress ATM
interface chips (c.g.. ATM IF (94u-594«), and thc ATM
interface chips add a re-translated address to the payload
representing an ATM virtual circuit. The ATM interface
clups then send the data to the payload extmsctor chips (e.g,,
payload extractor 582a-582n) that separate. where ncces-
saiy, the path data into SI 8-1 time slots and combine twelve
STS-I time slots into four senal lines and send the serial
lines back tluough the cross-connection card to the appro-
priate port card.

'I'he port card Sl IRI)I!8 chips receive the serial lines from
thc cross-coiuicclion card mid dc-seruilizc lhe dale mid scud
it to SON II'I'ranier chips 574u-574n 'I he liramers properly
format the SON I (I overhead and send the data hack through
the transceivers that change the data fmm electrical to
optical before sending it to the appmpriate port and SONET
fiber.

Although the port card pnrts above were described as
cminected to a SONI:1'iber carrying an 0('-48 stream,
other SONET «hers carrying other streams (e.g.. OC-12)
and other types of fibers and cables, for example. Ethernet,
may be used instead. The transceivers are standard parts
available from many compmncs. including Hcwlcu Packard
Company and Sumilomo Corporation. Thc SONET I'ramcr
may be a Spectms chip available from VM('-Sierra, Inc in
13ritish ('ohunbia. A Spectra 2488 has a maxinnun band-
v idth of 2488 Mbps and may be coupled with a lxOC48
trmisceiver coupled with a port connected to a SONET
optical fiber carrying an OC-48 stream also bavin a maxi-
mum bandwidth oi'24SS Mbps. Instmd. four SONET oplmal
libera carryuig OC-12 stre;mis each huving a maxunum
bandwidth of 622 Mbps may be connected to four OxO( 12

transceivers and coupled with one Spectra 2488. Alterna-
tively, a Spectra 4x155 may be cnupled with four 0( -3
transceivers that are coupled with ports connected to four
SONET fibers carrying OC-3 streams each ltnving a maxi-
mum bandwidth of 155 Mbps. Many vauables arc possible.

I'he SIIRDIIS chip may be a Teleconununications 13us

Seualiser (TI3S) chip from VM('-Sierra, and each cross-
connection card may include a Time Switch Element (TSE)
from PMC-Sierra. Inc. Siniilarly, the payload extractor chips
may bc MACH 2488 chips and the ATM interface chips may
bc ATLAS chips both oi'luch are uvailable from PMC-
Sicrra Scvcral chips are available from Extrcme Packet
Devices (I IVD), a subsidiary of VM('-Sierra, including VV3

bridge chips and Data Path I ilement (Dpi l) tmsflic manage-
ment clups. The sv, itch fabric interface chips may include a
Switch Fabric Interface (SIF) chip also from EPD. Other
switch fabric intcrfacc clups arc available Ihom Abrixio, also
a subsidmry of PlyIC-Sierra, includuig a data slice clup and
an cnlianced port processor (EPP) chip. Thc switch fabnc
card may also include chips from Abuzio, including a
cross-bar chip and a scheduler chip
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Altlxiugh thc poll car&la, cross-coin&i:cion cB&rls &i&id lhr-

ivarding cards have been shown as separate cards, this is by
way of cxamplc only and they may be combuinl inlo one or
more different cards

Polmy Based Provisiouuig.
Unhkc the switch fabric card, thc cross-connecuon card

does not examine header infiirmation in a payload to deter-
mine where to send the data instead, the cross-connection
card is progmttmned to transmit payloads. for exmnple,
SONET frames. between a particular serial line on a uni-
1 C&SBJ pUll Card port ail&I s pB&l&C&l la& BC&till 11111: Oil

foiwardn&g card port regardless of &he uiformanon in the
payload. As a result, onc port card serial lute and oue
forwarding card senal line will transmit data to each other
through the cross-connection card until that proaranuned
connection is changed.

In onc cmbo&hmcnt, coiuicclions established tluough a

path table and service midpoint &able (SET) ui 0 configura-
tion database are passed to path managers on port cards and 20

semice endpoint managers (SIJMs) on f0&warding cards,
respectively 'I'he path managers and service endpoint nian-
agers then communicate with a cross-connect manager
(CCM) on the cross-connection card in their quadrant to
provide coiuiection uifiirmation. 11&a CCM uses lhc conncm
non information lo gcncratea conneclion progmm table lhal
is used by one or more components (e g., a 'I Sl'. chip 563 )
to pmgram interilal connection paths thniuah the cross-
connection card

Ill
T)pically, connections arc lixed or arc gcneratnl accord-

ing to a predctennuicd map with s fixed scl of'ules.
Unfhrtuna&ely, a fixed se& of'rules may nol prov&dc llexibility
fiir fun&re network device changes or the different needs of
different users/customers Instead, ivithin network device
540. each time a user wishes to enable/conf ure a path on
a port on a universal port card. a Policy Provisioning
Manager (PPM) 599 (FIG. 37) cximuluig on central proces-
sor 542 selects the forwarduig card port lo winch lhc port
card por& will bc conncc&cd based on a configurablc provi-

SO
sioning policy (PP) 6U3 in configuration database 42 1he
confiaurable provisioning policy may take into consider-
ation many factors such as available system resources,
baLancing those resources and quality of service. Similar to
other progrmns and lilcs storcxJ willun lhe conliguralion
database of computer system 10 descnbed above, thc pro-
1 isiomng policy may bc modified wlulc nelw ork device 540
is mnnin to alloiv to policy to be changed according to a
user's changiiig &leeds or changing network device systeni
requirements.

When s user connects an ex&cruel network conncclion lo
s particular port on a universal port card. &he user noufies thc
NMS as Io which port on which universal port card should
be enabled. v hich path or paths should be enabled. and the
number of time slots in each path The user may also notify
the NMS as to a new path and its nmnber of time slots on
an already enabled port that w as not fully utilized or the user
may notify the NMS of a moddication to onc or morc patlm
on already enabled ports and thc number of time slots
required for that path or paths. With this information, the
NMS ills in a Path table 600 (FJ(iS 37 and 38) and partially
fills in a Service lindpoint Table (SJ(f) 76'lil(iS 37 and
39).

When a reword in thc path table is fillnl m, &hc conligu-
ralion database snids au active query notification lo a palh Ss

nianager (e g., path manager 597) executing on a universal
port card (e.a, port card 554a) corresponding to the univer-

|0
sal port card port LID (e.g., port 1231, FIG. 38) in the path
table record (e g., record 602).

I,caving some fields in the Sill'lank or assigning a
particular value (e.g . Sem). causes the configuration data-
base to send an active query notiTication to Pohcy Provi-
siomng Mana er (PPM) 599. The PPM then determines
using provisioiung policy 603 which forwarding card (FC)
port or ports lo assign lo Ihc new path or paths. For example,
thc PPM in'iv fil'sl co&up;irc thc'lew path s re&in&re&ac&Its,

including its protocol (e g . A'I'M over )ONJ:1 ), the mnnber
of time slots, the munber ofvirtual circuits and vinual circuit
scheduling restrictions, to the available forwarding card
resources in the quadrant contaming the universal port card
port and path. 11&c PPM also takes o&hcr factors uilo con-
sideration including quahiy of service, lor cxamplc, redun-
dancy requirements or dedicated resource requirements, and
balancmg resource usage (i.e., load balancing) evenly within
a quadntnt.

As an example. a user connects SONET optical tiber 576a
(FIG&. 36) to port 571a on universal port card 554a and wants
to niable 0 path v 1&h tlucc &ime slots (&.c . STS-30). The
NMS assigns a path LID number (C.g., path LID 1666) and
fills in a record (e.g, row 602) in Path 'I'able 600 to include
path i.ll) 1666, a universal port card port I ID (e g, UP port
I ID 1231) previously assigned by the NMS and retrieved
from the Logical to Physical Port Table. the first time slot
(e ., time slot 4) in the SONET stream corresponding with
thc path and the total number of time slots in tlus example.
3 ui the path. Other ufihmiation may also be lilled mto
Path 'I'able 60U.

'I'he NMS also partially fills in a record (e g, row 604) in
SET 76'y filling in the quadrant mimber in this example,
I and the assigned path LID 1666 and by assigning B

service endpoint niunber 878. The SET table also includes
other liclds. fiir cxamplc. a fo&warduig card LID Iield 606,
a forwarduig card slice 608 (i.c., port) and a forwarduig card
senal linc 610. In onc cmbodimen&, the NMS fills in &hase
fields with a particular value (e.g. Bern), and in another
embodinient, the NMS leaves these fields blank

In either case. the particular value or a blank field causes
the configuration database to send an active query notice to
thc PPM indicating n new path LID, quadrant munbcr and
service midpoint number. Il is up lo thc PPM to decide wluch
forwarding card, slice (&.e., payload cxtrac&or clup) and iimc
slot (i e, port) to assi n to the new universal po&t card path
Once decided, the PPM fills in the Sli I'fable fields. Since
the user and NMS do not completely fill in the SET record,
this may be referred to as a "self-completing configuration
record.** Scil-completing configuranon records reduce Ihe
adnutustralive workload of provisiotung 0 network.

Thc SET and path table records may bc automatically
copied to persistent stomge 21 to insure that if neuvork
device 540 is re-booted these configuration records are
maintained. If the network device shuts down prior to the
PPM filling in the SET record fields and having those fields
saved in persistent storage, when lhc network dcvicc is
rcbootcd. the SET will sall include blmik liclds or fickh with

particular v&111&cs which w 111 caus&: flic configureuon database
to again send an active query Io the PPM.

When the forwardina card I,ID (e g . 1667) correspond-
in, for example. to forwarding card 5460, is filled into the
SET table. the conti uration database sends an active query
notification lo an SEM (e.g.. SEM 96i) eximutuig on that
forwarding card and corresponding to the assigned slice
and/or lime slots. Thc ac&ive query uotilics thc SEM of'he
newly assigned sea:ice endpoint mimber (e.g, Sit 878) and
the fonvarding card slice (e g, payload extractor 582a) and
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umc slois (I c., 3 time slots from one ol lhc senal Imc uipuls
to payload extractor 582at dedicated to the nev path

Path mana er 597 and SIIM 96i both send connection
illfol'nlatloll to;I cl'0ss-coiulcctton marlagci'05 L'xccll tlllg 0(l
cross-connection card 562a the cross-connection card
within their quadrant. The CCM uses the connection infor-
mation lo generate a connection progmm lablc 601 and uses
tins table lo program internal conncc(iona lluou h one or
nlore conlponents (eg, a 1')ll chip 563i on the cross-
connection card. Once prograinmed, cross-ciulilection card la
562a Iransnlits data between new path I,ID 1666 on SONI'.1
fiber 576a connected to port 571a on universal port card
554a and the serial line input to payload extractor 582a on
Iorwdldillg Cdrd 546C

An acuh c query notilication is also sent lo NMS database
61. and Ihe NMS then displays the nehv systein contiguration
to the user.

Alternatively. the user nlay choose which fonvarding card
to assign to the new path and notify the NMS. The NMS
would then fill in the fonvarding card LID in the SET, and Io
thc PPM would only dctemunc wluch umc slots and shee
w i(tun the fbiwardulg card lo asst~i.

In the descripti(00 above, when the PPM is notitied of a
new path, it compares the requirements of the new path to
the available/umised fonvarding card resources. If the nec-
essary resources are not available. the PPM may signal an
error. Alternatively. the PPM could move existing forward-
ing card resources to make thc necessary forwarding card
resources ahailablc for thc ncw path. For exiunple, if no
payload extractor chip is completely available in the entire Io
quadrant. one path requiring only one time slot is assigned
to payload extractor chip 582a aod a new path requires
forty-eight time slots, the one path assigned to payload
extractor chip 582a may be moved to another payload
cxlracior chip. for example, payload exlraclor clup 582b (liat Is
has al Icosi one tune slot available and lhc ncv, path may be
dsSlgll(XI (Ill OI tllC tllllC Slots Oil pdvlLI(ld CXISBCIOI Chip 582a.
Nloving the existing path is accomplished by having the
PPM modify an existing )li'I record 'I'he nev path is
configured as described above. 40

Movin existing paths may result in some service disnlp-
uon. To avoid this, the provisioning pohcy may mcludc
certam guidelines to hypothesize abuut Iiilure growth. For
CXdlllplC. IhC pol(Cy Illay ICqunL Sllldll palllS fol CXillllplC,
three or less tinle slots to be assigned to payload extractor d

chips that already have some paths assigned instead of to
completely unassigned payload extmsctor chips ro provide a
hi her likelihood that forwarding card resources will be
available for lar c paths ffir cxamplc, six(con or morc time
slots added in thc I'uture. 0

II will bc understood that variauons and moditicatioiw of
the above descnbed methods and apparatuses will be appar-
ent Io those of ordinary skill in the art and (nay be made
hvithout departing from the inventive concepts descnbed
herein. Accordingly. the embodiments described herein are Is
lo bc view cd mcrcly as illustrative, and nol lumling. and thc
invmilions arc to bc llnulcd solely by thc scope and spint of
lhc appcildcil clalllls.

What is claimed is
I A ConlpillCI Sh'stein. Colllpl'Islllg'o
a plurality of hardware resources;
a plurality of logical resources; wherein the logical

resources are created in a logmdl model and wherein
lhc loglcBI rcsolirccs IL'prc'Belli hdldwBIO Icsolllccs,
wherein the logical model compnscs a hardware model ss
that models all hardware available on the computer
systenl. a sofnvare niodel that models each softv are

52
process available on Ihc computer system, and a service
endpoint model that spans the hardwaie and software
models;

a plurality of functional processes. v herein the logical
Illodcl IS OSCd ils lllpllt lo il code gcllCIBIOI lo ClcdlC II

VICw illld Bll BppllCd11011 progralnllllllg IBIClfaCC Iol
each of the functional pmcesses that require configu-
I Itin(i dBIB;

an operating system that includes memory management
which supports a prolcc(cd memory model, whereui a
ploccss is Bsslgllcil d illllqllc or scparBIC plolcclix!
menlory block, where the processes are decoupled from
the systenl thmugh views of the logical model, said
views defining a particular set of data to which an
associated process has access, wherein views allow
multipie different processes to use the same lo ical
model lo bc started, upgraded, or rcslartcd indepen-
dmltly of other processes:

a confi uration process for configurin certain of the
plurality of functional processes on patttcutar ones of
the logical resources: and

a mapping process for creating a niap associating the
plurality of hardware resources with the plurality of
logical resources;

whcrcin thc logical model is laycrcd on thc hardware
resources, adding a layer of abstraction bclwcen thc
hardhvare resources and the fiuictional processes:

wherein the functional processes are decoupled from the
logical model and Ihc luirdw are resources with a scwond
layer of abstraction:

wherein the logical model and the hardhvare resources are
chan ed, evolved. and grown to support new functional
processes without having to chan e existing functional
processes, and

wherein software applications may be upgraded and
downgnsded independent of each other and hvithout
having to reboot the computer system.

2 Tlm computer syslmn Of claim I, wherein llm compuler
system is a nenvork device and v herein the mapping process
is a nenvork mmiagement system process

3 The computer system of claim 1. wherein the map
comprises a logical lo physical card table.

4 I'he coinputer systenl of clainl l. wherein the (nap
comprises a logical to physical port table.

5 Thc computer syslmn 01'lmm 1, whcrcul computer
system is a network dch icc and the conliguralion process is
a nethvork management system pmcess.

6 The computer system of claun 1„v herein the hardware
rcsolllccs lllchldc litle cdrds.

7 'I he computer system of claim I, wherein the hardware
resources include line card ports.

8 The computer syslmn ofclaim 1, whcrcin thc functional
processes lllclliilc device ill'lh cr proccsscs.

9 'I'he computer system ofclaim I, wherein the functional
processes include network protocol applications.

10. Thc computer system of claim 9. 0 hcrcin thc new ork
pmtocol applications include Asynchronous I'ransfer Mode
pmtocol applications

11. A method of operating a computer system, compris-
lllg:

providing a modular software architecture, wherein said
software arclnt(olure comprises a module liat rcsldcs
ul a protected memory space, wherein the module has
a logical name Ihal can be rcsolvixl into a location and
a pmcess, hvherein during a switchover to a backup
module for an up rade or a failure, the backslp module
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assumes the resolvable log&cal name, such tl&at com-
puting processes co&ltinue unaffected by the switclul-
YC&"I

providing an operating system that includes memory
management which supports a protected memory
model, where&n a process is assigned a unique or
separate protcctid memory block. such tlx&t processes,
where sa&d processes are decoupled s&mh that &hey are
decoupled fmm the system through views of a logical
model, said views defining a particular set of data to &0

which an associated process has access. wherein views
allow nufftiple different processes to use the same
logical model to be started. upgraded, or restarted
indopcndcntly of other processes,

whcrch& &hc logical ulodcl conlpllscs d h'dldwBIC Inodcl
&hat models all hardware available on the computer
sys&em. a sof&ware nlodel that models each softv are
pmcess available on the computer system. and a serv&ce
endpoint model that spans the hardware and sofiware
models; 20

whcrcin the log&cdl model is used ds ulpul &o a code
gt:acid&or &0 crc&ltc 0 Clew dnd an spphcBnon p&ogl'&na-

ming Interface for each of the processes that require
confi u&"It&on d'ltm

creating logical resources having chanlcteristics sinlilar to
particuLIr hardware resources;

generating a map of logical resources to hardv.are
Icsoulrcs; Bnd

prt&t lsuuuug scrvlccs to loglcdl lcsoUlccs,
wherein the logical model is layered 00 thc hardv are lo

available on the computer syste&n, adding a layer of
abstraction bet&veen the hardware available on the
conlputer system and the functional processes;

wherein the processes are decoupled from the logical
model and the hardware avmlablc on &he computer li
sysu:m w»h a second layer of abs&rdc1&on,

whcrcin thc log&cal model and thc lrdrdwarc ava&lablc on
the computer system are changed, evolved, and gricwn
to support new processes without having to change
existing pmcesses: and do

wherein software applications may be upgraded and
downgraded &ndcpcndcnt of each o&hcr and wi&lx&u&

having to rcboo& thc compu&cr sys&em.
12. Thc method of clann 11, wherem thc computer systmn

is a network dev&ce and wherein generating a map &s

acconlplished through the use of a network management
system process.

13. The method of claim 11, wherein the map comprises
a logmdl to physical card table.

1dh The method of claun 11, whcrcul &hc map compnscs o

a logmdl to phys&cal port table.
15. I'he method of claun ll, wherein the hardv are

resources include hne card.
16. The method of operatin a computer system. com-

prising; &1

prot &ding a modular sof&werc arclutecu&re, wherein smd
sof&werc arch&tcc&ure comprises a module &hat resides
h& II plotcctcd nu:nlory spt&coy whcl en& thc nnxlUh: h&ls

a logical name that can be resolved into a location and
a pmcess, where&n during a switchover to a backup to
module for an upgrade or a Ihilure. the backup module
assumes the resolvable lo ical name, such that com-
puling proccsscs conunuc unaficclcd bv the swilcho-
1 t:I"&

prot iding an opcranng sys&cm Iha& ulcludcs memory si
mana ament which supports a protected memory
model, wherein a pmcess is assigned a unique or

|4
scpara&c pro&CO&ed mmnory block, wlmrc sa&d processes
are decoupled such that &hey are decoupled from the
system through views of a logical nlodel, said views
defining a particular se& of data to wh&ch an associated
process has access, &vherein views allow multiple dif-
ferent processes to use the same Iog&cal model to be
s&artcd, upgraded, or restarted u&dcpmldmltly ol'&hcr
proccsscs,

wherein the logical model conlprises a hardw:are model
that &nodels all hardwsme available on the computer
system. a software model that models each software
process available on the conlputer system, and a service
endpoint model that spans the hardv are and sofiware
models,

whcrcin Ihc log&cal model &s usid as &npu& to a code
generator to create a vie&v and an application program-
nnng interface for each of the processes that require
configuration data;

providing a logical resource;
providing a physical resource:
conliguring thc process on the log&cdl resource, said

log&cal resource prov&ding a model of the phys&cal
resource: and

applying the confi ured lo ical resource to the physical
resource:

wherein the logical model is layered on the hardware
available on the conlputer systenl adding a layer of
abstraction bet&veen the hardware available on the
computer system and the funct&onal processes;

whcrcin the processes are decoupled from thc log&cal
model and the hardware ava&lable on the computer
system with a second layer of abstnlction,

wherein the logical nnldel and the hardware available on
thc compu&er system arc changed. cvolvcd, Imd grown
to support ncw processes w&thout hav&ng to cl&an 0
ex&sting processes; and

wherein software applications may be upgraded and
downgraded uxlepcndcnt ol'ach other and w&thout
having to reboot the computer system.

17. The method of claim 16. fi&rther comprising
applying thc configured logical rcsourcc to ano&her physi-

cBI rcsoU&cc.

ig 'I'he method of Claim 16. further comprising
delccnng B Iauh ou &hc phy'steal I'csoU&cc,

failing over from the physical resource to a second
physical resource; and

applying thc conligured logical resource to the almond
physical rest&U&cc.

19. The method of claim 16. fh&ther comprising:
delcc&ing an cvcn& w ithm the compu&cr system: and
applying the configured lo ical resource to a second

physical resource.
20. The mc&hod of cldun 19, where&n thc cvcnt includes

a resource consumption notification
21. The method of clai&n 19, wherein the event includes

a fault.
22 The method of cLaim 16. wherein the pnlcess com-

prises a first process. the logical resource conlprises a first
lo ical resource and the physical resource compnses a first
phys&cal resource and further comprising:

coniigunng a second process on a second log&cdl
resource; and

applying the confi ured second log&cal resource to a
second physical resource.

23. 'Ihe method of claim 22. where&n the first and second
pmcesses are the same process
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24. Thc method of clmm 22, whereul the first and second
pmcesses are different processes.

25. The method of claim 22, wherein the first and second
logical resources are the same logical resource.

26. The method of claim 22, wherein the first and second
lo ical resources are different logical resources.

27. Thc method of clmm 22. w hcrcul thc lirsi mid second
physmdl resources are ihc same hardware resource.

Zg. I'he nlethod of claim 22, wherein the first and secnnd
hardkvare resources are different hardware resources I I I

Z9. 'l'he method of claun 16, wherein cnnfiguring the
process on the logical resource comprises:

filling in a field in a table in a confi umtion dnmbnse.
30. Thc nu:thod ol'lean 16, wherein coniigunng a

process on ihc logical rcsourcc compnscs. I

hllina in a plurality of fields in a plurality of tables ln a
confiauration database

31. 1he nlethod of claim 30. wherein the plurality of
tables comprise an apphcatlon group table.

32. The method of claim 30. wherein the plurality of In
tables comprise an apphcatlon interlace table.

33. The method ol'lmm 30. whcreul thc plurality of
tables comprise a service end point table

34. The nlethod of claim 16, wherein applying the cnn-
figured lngical resource to the physical resource comprises

assigning a logical Identifier to the physical resource
35. The method of claim 34, wherein npplyin the con-

ligured loglclll rt:sourct: Io Ihc physfical rcsourcc fattier
coulpl1stu.

hllina in a field in a table in a configuration database. Ic
36. The method of claim 35, Ivherein the table conlprises

a logical tn physical card table.
37. The method of claim 16, wherein the lo ical resource

represents a physical lmrdware module nnd the physical
resource compuses thc physical hardware module. Is

38. Thc method of clmm 37, whereul thc physmal hard-
ware module compnses a card.

39. 'I he method of clainl 38, wherein the card cnnlprises
a line card.

i6
40. Thc method oi'laim 38. Whcrcul thc card comprises

a physical card
41. The method of cLaim 16, iyherein the physical hard-

ware moduie comprises n board.
42. Thc method ol'claim 41. whcrcin thc board comprises

a central processing board
43. The method of clainl 16, wherein the logical resource

represents a physical port on a forwarding card and the
phy'slctll rcstulrcc coulpnst:1 thc phy'slclll poli on Ihc lol-
wdrthng ctlrtl.

44 The methnd of claim 43. wherein the logical resource
comprises a service endpoint and the physical port com-
prises a port on a forwarding card.

45. The method ol'claim 16. wherein the logical rcsourcc
comprises a logical identifier

46. The method of cLaim 16, wherein the computer system
comprises a network device.

47. 111e method oi'laim 46, whermn coniigurulg ihe
pmcess on the logical resource cnmprises

confi uring neuvork connectivity on the logical resource.
48. Thc method of claun 16. further compnsulg.
adding the physical resource to the computer system,

v herein applying the conhgured logical resource to the
physical resource is delayed until the physical resource
is added to the computer system.

49. 111e method oi'laim 16, whermn coniigurulg ihe
pmcess on the logical resource cnmprises

confi uring a plurality of processes on a plurality of
logical resources: and wherein applyin the confi ured
logical resource to thc physical rcsourcc comprises.

applying the cnnfigured plumlity of logical resources to a
plurality nf physical resources.

50. The method of claim 16. wherein the process com-
pnscs an dpphctiilon.
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