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Abstract 

Information is an important commodity in the world of Electronic communication. 
To achieve a secure communication between communicating parties, the protection of 
authenticity and integrity of information is necessary. Cryptographic hash functions play a 
central role in cryptology. A cryptographic hash function takes an input of arbitrary large 
size and returns a small fixed size hash value. It satisfies three major cryptographic 
properties: preimage resistance, second preimage resistance and collision resistance. Due to 
it’s cryptographic properties hash function has become an important cryptographic tool 
which is used to protect information authenticity and integrity. This paper presents a review 
of cryptographic hash functions. The paper includes numerous definitions of hash 
functions, different types of hash functions such as block cipher based hash function and 
dedicated hash function, and various applications of hash functions. It gives special 
emphasis on dedicated hash functions like MD5, SHA-1 and RIPEMD-160. 

Keywords: Cryptographic hash function, Authentication, Data integrity, MD5, SHA-1 

1. Introduction
Hash functions were introduced in cryptography to provide message integrity and authentication. A 
function that compresses an input of arbitrary large length into a fixed small size hash code is known as 
hash function. The input to a hash function is called as a message or plain text and output is often 
referred to as message digest, the hash value, hash code, hash result or simply hash. In [3] hash 
function is defined as: A hash function H is a transformation that takes an input m and returns a fixed 
size string, which is called the hash value h (that is, h = H (m)).The required cryptographic properties 
of hash function are application dependent, but most important in practice are one-way ness and 
collision resistance. The first property implies that it should be computationally infeasible to find any 
input which hashes to a pre-specified output (pre-image resistance), or find any second input which 
hash the same output as a specified input (second preimage resistance). We recall the other desired 
characteristics of hash functions that are: it is computationally easy to extract message digest from the 
message and hard to find the message from the digest. The hash value of an input string is an imprint 
or digital fingerprint of that input string because it is unique and compact to input string. No two input 
strings can have the same digest value. A small modification in a message or document results in a 
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complete different digital fingerprint. Because of their important cryptographic properties hash 
functions are used in several applications like digital signature scheme, software integrity, e-cash, 
password protection, pseudo random string generation and in various communication protocols to 
protect authenticity and integrity of information [1, 7, 9]. In 1976 Diffie and Hellman [14] without 
specifying hash function directly, they stressed on the need for it as a building block of a digital 
signature scheme. By digital signature the authentication, integrity and preventing denial of original 
message can be practiced. It works in following steps: the sender creates a fixed length digital message 
digest from message and encrypts it with his or her own private key to form digital signature; The 
digital signature is then appended to the message and sent to the recipient party with the message: 
While the recipient party calculates the message digest HV1 of original message received from sender 
by using same hash function and then decrypts the signature( encrypted message digest from sender) 
by the sender’s public key and gains HV2. If HV1 is same as HV2, the recipient knows that the 
message came from a legitimate party. Initially the message is hashed, and then the hash value as a 
representative of message, is signed in place of the original message. In this way time and space are 
saved compared with the case of signing the entire message. The problem of preserving the integrity of 
a potentially large message is thus reduced to that of a small fixed size hash value [5, 6]. 
 
 
2.  Basic Definitions, Properties, Classification and Requirements of Hash 
Functions 
Hash functions have been used in vast variety of cryptographic application and must provide different 
security properties depending on the security requirements of the application. The well known basic 
security properties of hash functions are preimage resistance, second preimage resistance and collision 
resistance. They are explained below: 

• Preimage resistance: for any given code h, it is computationally infeasible to find x such that 
H(x) = h. 

• Second preimage resistance: for any given input x, it is computationally infeasible to find y ≠ x 
with H(y) = H(x). 

• Collision resistance: it is computationally infeasible to find any pair (x, y) such that H(y) = 
H(x). 
Properties preimage resistance, second preimage resistance and collision resistance are also 

known as one-way, weak collision resistance and strong collision resistance respectively. Table 1 
summarizes the level of effort required producing a birthday or square root attack for different types of 
hash functions, assuming n-bit result [4]. 

Cryptographic hash function can be traditionally classified as unkeyed hash functions and 
keyed hash functions. Unkeyed hash functions, also known as modification detection codes (MDCs), 
use message as a single input whereas keyed hash functions, also known as message authentication 
codes (MACs), can be viewed as hash functions which take two functionally distinct inputs, a message 
and a secret key. Unkeyed hash function is further classified into one-way hash function (OWHF), 
collision resistant hash function (CRHF), universal one way hash function (UOWHF) [2, 8, 11, 13]. 
The construction of CRHF is hard than OWHF. CRHF usually deals with longer length hash values. 
 
Table 1: Strength of different hash functions 
 

Type of hash function Strength of hash function 
One-way 2n 
Weak collision resistance 2n 
Strong collision resistance 2n/2 
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2.1. Unkeyed Hash Function 

An unkeyed hash function is a function h:{0,1}*→{0,1}n , for a fixed positive integer n which has, as a 
minimum, the following two properties: 

• Compression: h maps an input x of arbitrary finite bit length, to an output h(x) of fixed bit 
length n. 

• Ease of computation: given h and an input x, h(x) is easy to compute. 
 

Figure 1: Classification of cryptographic hash function 
 

 Cryptographic hash function 

MAC MDC 

CRHF 

UOWHF 

OWHF 

 
 
2.1.1. One-way Hash Function (OWHF) 
One-way hash function is a hash function with properties preimage resistance and second preimage 
resistance. For these, finding an input which hashes to a prespecified hash value is difficult. 
 
2.1.2. Collision Resistant Hash Function (CRHF) 
A collision resistant hash function is a hash function with properties second preimage resistance and 
collision resistance. For these, finding any two inputs having the same hash value is difficult. 
 
2.1.3. Universal One-way Hash Function (UOWHF) 
In a universal one-way hash function, for randomly chosen input x, key k and the function hk, it is hard 
to find y ≠ x such that hk(x) = hk(y) 
 
2.2. Keyed Hash Function (MAC) 

A keyed hash function is a function hk: {0,1}k×{0,1}*→{0,1}n for fixed positive integer n and k, if it 
satisfies following two properties: 

• Compression: hk maps an input x of arbitrary finite bit length, to an output hk(x) of fixed bit 
length n 

• Ease of computation: for a known function hk, given a value k and an input x, hk(x) is easy to 
compute. The result is called MAC value. 

• Computation-resistance: given zero or more text-MAC pairs (xi, hk(xi)), it is computationally 
infeasible to compute any text-MAC pairs(x, hk(x)) for any new input x ≠ xi. 
Almost all hash functions are iterative processes which hash inputs of arbitrary length by 

processing successive fixed size blocks of the input. The input X of arbitrary finite length is divided 
into fixed length t-bit blocks, x1 through xt. This number of fixed length blocks must be multiple of the 
block length for attaining the overall bit length, it typically involves appending extra bits (padding). 
Hash function can be described as the following: H0 = IV, Hi = F (xi,Hi-1), i=1,2……..t; h(x)=Ht where 
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IV is stood for initial value and the result of hash function F is called the hash round function. Such a 
recursive construction known as Merkle-Damgård hash construction designed by Ralph Merkle and 
Ivan Damgård independently in 1989[10,46] 

Apart from the classification of keyed and unkeyed hash functions, they can be classified into 
other ways such as hash function based on block cipher, hash function based on modular arithmetic 
and dedicated hash functions. We are giving a brief review of these hash functions. 

 
Figure 2: Merkle-Damgård Construction 
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2.3. Hash Function Based on Modular Arithmetic 

Number theory problems are used to design these hash functions. Security of such hash function is 
directly proportional to the hardness of these problems. The two most important cryptosystems, based 
on modular arithmetic are RSA public key cryptosystem and ElGamal cryptosystem. Hash functions 
that are based on modular arithmetic can have variable digest length, depending on the size of 
modulus. Example of this approach is MASH-1(Modular Arithmetic Secure Hash algorithm-1). The 
purpose of employing modular arithmetic is to save on implementation costs. A cryptographic hash 
function can use modular arithmetic as the basis of it’s compression function. This allows the reuse of 
existing implementation of modular arithmetic. An advantage of these schemes is that it is easy to scale 
the security level by choosing a modulus of appropriate length. A significant disadvantage is that hash 
functions based on modular arithmetic are very slow, even when compared to block cipher based 
construction. 
 
2.4. Hash Function Based on Block Cipher 

There have been many efforts to construct hash functions from the existing block ciphers. The main 
motivation to construct a hash function based on a block cipher is the minimization of design and 
implementation effort. The advantage of this approach is that the trust in the security of block ciphers 
can be transformed on to the hash functions. Hash functions developed using block ciphers are either 
keyed or MDCs. Hash functions based on block ciphers are usually slower when compared to that of 
the dedicated hash functions. Davies-Meyer, Miyaguchi-Preneel, Matyas-Meyer-Oseas, MDC-2 and 
MDC-4 are some methods to generate a compression function of a hash function from a block cipher. 
 
2.4.1. Davies-Meyer (DM) Scheme 
The DM-scheme was proposed independently by Davies and by Meyer. This scheme can be used with 
any block cipher. The message block Mi, that is hashed in each step of this scheme has length l equal to 
the key length k of the block cipher, i.e., l = k. The block cipher E takes a block of the message Mi as a 
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key and Hi-1 the previous hash value as a plain text to be encrypted. The output of the cipher text is 
then XORed with the previous hash value Hi-1 to produce the next hash value Hi. 

Hi = EMi (Hi-1) ⊕ Hi-1 
 

Figure 3: DM scheme              Figure 4: MMO scheme           Figure 5: Miyaguchi-Preneel scheme 
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2.4.2. Matyas-Meyer-Oseas (MMO) Scheme 
In this construction current message block is encrypted. In encryption previous hash value Hi-1 is used 
as a key. Then this encrypted message block is XORed with current message block Mi to produce hash 
value Hi. This scheme constructs the compression function as follows: 

ii1-Hii M)M(EH ⊕=  
 
2.4.3. Miyaguchi-Preneel Scheme 
This scheme is an extended version of MMO scheme. The only difference is that, in this scheme the 
previous hash value Hi-1 is also XORed with the cipher text along with the message block Mi. 
 

1-iii1-Hii HM)M(EH ⊕⊕=  
 
2.4.4. MDC-2 and MDC-4 Scheme 
MDC-2 and MDC-4 are manipulation detected codes requiring 2 and 4, respectively, block cipher 
operations per block of hash input.MDC-2 scheme was originally defined for use with the DES block 
cipher; however it can be instantiated with any block cipher. The MDC-2 compression function 
contains two parallel block cipher encryptions and can be seen as a two-way parallel extension of the 
MMO scheme.MDC-4 employ a combination of four iteration of Matyas-Meyer-Oseas method to 
generate a double length hash [2, 11, 12]. 
 
2.5. Dedicated Hash Function 

Dedicated hash functions are specially designed from the scratch for the purpose of hashing a plain text 
with optimized performance and without being constrained to reusing existing system components 
such as block ciphers and modular arithmetic. These hash functions are not based on hard problems 
such as factorization and discrete logarithms. The most popular method of designing compression 
functions of dedicated hash functions is a serial successive iteration of a small step function. 
MD2[32],MD-4[17],MD-5[18],SHA-1[25],SHA-2[15],TIGER[41],HAVAL[40],RIPEMD[19] and 
RIPEMD-160[20] are some examples of dedicated hash functions. Almost all the dedicated hash 
functions are based on the basic construction of Merkle-Damgård. In next section we provide an 
overview of some popular dedicated hash functions. 
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3.  Analysis of dedicated Hash Functions 
3.1. MD4 and MD5 

Ronald Rivest introduced the hash function MD4 (Message Digest 4) in 1990. MD4 was a novel 
design, oriented towards software implementation on 32 bit architectures. Several hashing algorithms 
such as MD5, SHA-0, SHA-1, HAVAL, were derived from MD4 hash function called MDx class hash 
functions. 

MD4 hash function is a message digest algorithm which compresses any arbitrary bit-length 
message into a 128-bit hash value. The input message is processed by 512 bit block. The message is 
first padded with a single 1 bit followed by a variable number of 0’s, so that the size of the message is 
congruent to 448 modulo 512 and then the last 64 bits are filled with the size of the original message 
modulo 264 to make the total length of the message divisible by 512. MD4 uses little-endian convention 
to append 64 bit length. The message is divided into 512 bit blocks. These 512 bit blocks are processed 
by the compression function of MD4.Then message is split into sixteen 32-bit words denoted by Wt for 
t = 0, 1……15, then expanded to provide one word for each step of the compression function. Message 
expansion in MD4 is simple, it just reuses Wt. There are four chaining variables in MD4. Each 
chaining variable is a 32 bit register. Collectively they form a four word buffer (A, B, C, D) which is 
used to compute the message digest. Each run of compression function takes 128 bit four word buffer 
(A, B, C, D) and 512 bit message block as input and updates the value of four word buffer, to be used 
as input for the next run of the compression function. Each run of a compression function consists of 
three rounds and 48 sequential steps (each round consists of 16 steps), where each step is used to 
update the value of one of the four registers. 
 
Table 2: Boolean functions of MD4 
 

Function name Steps Boolean function 
F1 0 ≤ t ≤ 15 (BΛC) V (¬BΛD) 
F2 16 ≤ t ≤ 31 (BΛC) V (BΛD) V (CΛD) 
F3 32 ≤ t ≤ 47 D C B ⊕⊕  

 
Each round uses a different nonlinear auxiliary Boolean function. Each Boolean function takes 

as input three 32 bit words and produces as output one 32 bit word. The Boolean functions used in 
three rounds of the compression function are shown in Table2. The step operation of MD4 is of the 
following form: 

(A, B , C , D ) = ((A-+Fi(B , C , D)+ Wt+ Ki)<< r, B, C, D) , for 0 ≤ t ≤ 47 
where Ki is an additive constant, << r denotes left shift by r bits, ‘ ¬, Λ, V, ⊕ ‘ are respectively logical 
bit wise Complement, AND, OR and XOR operations( same notations are used in rest of the paper). Ki 
and Fi , for 1 ≤ i ≤ 3, depends on round. After execution of all 48 steps, the compression function uses a 
feed-forward operation which adds the initial values of the registers to their final values. Boer and 
Bosselaers described an attack against the last two rounds on MD4. Merkle described an attack against 
the first two rounds but the work was not published. Vaudenay described another attack against the 
first two rounds of MD4. In 1996, H.Dobbertin gave a collision attack on MD4 which finds a collision 
with probability 2-22. H.Dobbertin also showed that the first two rounds of MD4 are not one-way [33, 
34, 35]. More recently, Wang et. al. found a very efficient collision attack on MD4, which was 
improved by Sasaki et. al. [39], due to all these attacks MD4 is no longer used as a collision resistant 
hash function. In 1992 hash function MD5 was designed by Ronald Rivest as a strengthen version of 
MD4. Working of MD5 is almost similar to MD4 but some changes have been made to MD4.One 
extra round is added in MD5. MD5 also compresses arbitrary bit-length input into a 128-bit hash value. 
Compression function of MD5 consists of 64 sequential steps and 64 different additive constants, one 
for each step. A new Boolean function, C (BV¬D), has been introduced in fourth round. The step 
operation of MD5 is of the following form: 

(A, B, C, D) = ((A-+Fi(B, C, D) + Wt+ Kt + B) << r, B, C, D), for 1 ≤ I ≤ 4 and 0 ≤ t ≤ 63 
JPMC Ex. 1019 
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Table 3: Boolean functions of MD5 
 

Function name Steps Boolean function 
F1 0 ≤ t ≤ 15 (BΛC) V (¬BΛD) 
F2 16 ≤ t ≤ 31 (BΛD) V (CΛ¬D) 
F3 32 ≤ t ≤ 47 D C B ⊕⊕  
F4 48 ≤ t ≤ 63 )D  BV( C ¬⊕  

 
In 1993 Boer and Bosselaers found pseudo-collision for MD5. In 1996 H.Dobbertin published 

an attack that found a collision in MD5 [36,37]. At Crypto’2004, a team of researchers from Shandong 
University in Jinan China, led by Xiaoyun Wang announced collision in MD5 as well as collisions in 
other hash functions such as MD4, RIPEMD and HAVAL-128[16]. These results have been improved 
by Klima and Naito et. al [38,39]. 
 
3.2. SHAx Family 

The Secure Hash Algorithm (SHA) was developed by National Institute of Standards and Technology 
(NIST) along with National Security Agency (NSA) and published as a federal information processing 
standard (FIPS 180) in 1993. This version is often referred to as SHA-0. It was withdrawn by NSA 
shortly after publication. The NSA suggested minimal changes to the standard because of security 
issues. The NSA did not disclose any further explanations. A revised version was issued as FIPS 180-1 
in 1995 and is generally referred to as SHA-1. The actual standards document is entitled Secure Hash 
Standard. SHA-1 differs from SHA-0 only by a single bitwise rotation in the message schedule of it’s 
compression function. SHA-0 and SHA-1 both produce a 160 bit message digest from a message with 
maximum size of 264 bits. Here is the description of SHA-1: The input message is processed by 512 bit 
block. Padding and parsing processes are similar to MD4 and MD5 i.e. the message is padded to make 
it’s length congruent to 448 modulo 512 and after appending a 1 bit and 0 bits appropriately, the length 
is appended as a 64-bit integer. It uses big-endian notation to append 64 bit length to the message. 
SHA-1 uses five 32-bit chaining variables. This five word buffer (A, B, C, D, E) is used to store 
intermediate and final result. In SHA-1, the initial values of variables A through D have the same value 
as they had in MD5. Then padded message is parsed into 512 bit blocks. Then message is split into 
sixteen 32 bit words. These sixteen words are then expanded to eighty 32 bit words by using following 
equation: 

Wt = (Wt-3 ⊕ Wt-8⊕ Wt-14 ⊕Wt-16) <<1 for 16 ≤ t ≤ 79 
Processing logic of these blocks consists of four rounds of 20 steps each. Each step makes the 

use of a different 32 bit input word Wt. There are four distinct additive constants are used in SHA-1, 
one for each round. Each round uses a different logical Boolean function. ‘IF THEN ELSE’ is used by 
first round, ‘XOR’ by the second and fourth round and ‘MAJORITY’ by the third round. These 
functions are used by the compression function of SHA-1, defined in Table 4. Each round takes as 
input the current 512 bit block and the 160 bit buffer value and updates the contents of the buffer. The 
process for each step function can be formally represented as: 

(A, B, C, D, E) = ((Wt+ A<<5+Fi (B, C, D) + E+ Ki), A, (B<<30), C, D), for 1 ≤ I ≤ 4 and 0 ≤ t ≤ 79. 
 
Table 4: Boolean functions of SHA-1 
 

Function name Steps Boolean function 
F1 0 ≤ t ≤ 19 (BΛC) V (¬BΛD) 
F2 20 ≤ t ≤ 39 DCB ⊕⊕  
F3 40 ≤ t ≤ 59 (BΛC) V (BΛD) V (CΛD) 
F4 60 ≤ t ≤ 79 DCB ⊕⊕  

After the compression function is completed, the results are added to the chaining variables, 
which compose the message digest at the end. The first result of cryptanalysis of SHA-0 was presented 
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at Crypto’98 [26]. The authors state that a collision can be found with complexity 261.This was a 
differential attack and faster than generic birthday paradox attack. In 2004, Biham and Chen found two 
near-collisions of the full compression function of SHA-0 [27]. They showed that in SHA-0 near 
collisions are easy to find than full collisions. The hashes differ by only 18 bits; 142 bits out of 160 bits 
are equal. In August 2004, a collision for the full SHA-0 algorithm was announced by Joux, Carribault, 
Lemuet and Jalby This was done by using a generalization of the Chabaud and Joux attack [28]. The 
calculation has a complexity of 251. In February 2005, an attack by Xiaoyun Wang, Yiqun Lisa Yin, 
and Hongbo Yu was announced which could find collisions in SHA-0 in 239 operations [21]. Some of 
the methods used for the SHA-0 collisions can also be applied to SHA-1 collision search. In early 
2005, Rijmen and Oswald published an attack on a reduced version of SHA-1, 53 out of 80 rounds, 
which finds collisions with a complexity of fewer than 280 operations [29].After different cryptanalysts 
found several attacks on reduced versions of SHA-1, Xiaoyun Wang and her colleagues presented 
finding collisions with less than 269 hash operations. Soon, they improved their attack to a complexity 
of 263[22, 23]. In [24] K. Matusiewicz and J. Pieprzyk presented attack on SHA-1. In [30, 31] 
Christophe De Canniẻre et. al. found various attacks on SHA-0 and SHA-1. A modification to the 
standard SHA-1 hash function’s message expansion proposed by Jutla and Patthak [48], in such a way 
that the minimum distance between the similar words is greater compared with SHA-0 and SHA-1. In 
August, 2002 NIST has published three new hash functions, SHA-256, SHA-384 and SHA-512. The 
numeric portion of the name of hash function indicates the size of hash value generated by a hash 
function. These new hash functions in the SHA family together known as SHA-2. In February 2004, 
another hash function SHA-224 was added to the SHA-2 family. SHA-384 is a truncated version of 
SHA-512 with different initialization vectors. In the same way SHA-224 is derived. SHA-224 is a 
truncated version of SHA-256. The structures of SHA-256 and SHA-512 are almost identical. Analysis 
of message schedule by H. Gilbert and H. Hanschuh, in [45] determines limits on the probability of 
collision for SHA-2 and found no weaknesses. 
 
3.3. RIPEMD 

The RIPEMD hash function was designed in the framework of the European Race Integrity Primitives 
Evaluation (RIPE) project. The design of RIPEMD is based on MD4; it’s compression function 
consists essentially of two parallel versions of the MD4 compression function. It generates 128 bit 
message digest. Dobbertin found a collision attack on two rounds of RIPEMD. Later two strengthen 
versions of RIPEMD are released, RIPEMD-128 and RIPEMD-160. RIPEMD-128 also produces 128 
bit message digest as it’s predecessor. Both RIPEMD-128 and RIPEMD -160 are extended to 
RIPEMD-256 and RIPEMD-320 respectively. A short description of RIPEMD-160 hash function is as 
follows: This is a 160 bit message digest algorithm developed by Hans Dobbertin, Antoon Bosselaers 
and Bart Preneel, and first published in 1996. The algorithm takes as input a message of arbitrary 
length and produces as output a 160 bit message digest. Like MD4 and MD5, RIPEMD-160 also uses 
little-endian convention. RIPEMD-160 performs 512-bit blocks processing and uses 5 32-bit chaining 
variables (160 bit buffer) to hold intermediate and final results. These chaining variables, A, B, C, D, E 
are initialized to the same values as SHA-1. Boolean functions of RIPEMD-160 are shown in Table 5. 
 
Table 5: Boolean functions of RIPEMD-160 
 

Function name Steps Boolean function 
F1 0 ≤ t ≤ 15 DCB ⊕⊕  
F2 16 ≤ t ≤ 31 (BΛC) V (¬BΛD) 
F3 32 ≤ t ≤ 47 DC)(BV ⊕¬  
F4 48 ≤ t ≤ 63 (BΛD) V (CΛ¬D) 
F5 64 ≤ t ≤ 79 D)(CVB ¬⊕  
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Compression function computes the new 160 bit buffer from the old buffer and next 16 word 
block. The compression function consists of five parallel rounds, each containing 16 steps. The total 
number of steps thus is 160. First two copies are made from old chaining variables (five left and right 
registers of 32 bits). Both halves are processed independently. Each round takes as input the current 
512 bit block and two copies of 160 bit working variables (left and right line). Each round also makes 
use of a distinct additive constant. There are ten additive constants (one of which is zero). Each step 
updates one of the registers. At the end of the compression function new 160 bit buffer is computed by 
adding to each word of old 160 bit buffer one register from left half and one from the right half. In [22] 
all the detailing of RIPEMD-160 is given. 
 
3.4. Other Hash Functions 

There are other hash functions are also like HAVAL [40], TIGER [41], WHIRLPOOL [42], FORK256 
[44], HAIFA [43], MD-192[47]. There are three variants of HAVAL: HAVAL3, HAVAL4 and 
HAVAL5 differ only by the number of rounds. Hash function TIGER produces 192 bit hash value. 
Other two truncated versions of TIGER are: TIGER-128 and TIGER-160. WHIRLPOOL gives 512 bit 
message digest. FORK-256 uses four parallel branches to generate 256 bit hash value. FORK-256 is 
faster than SHA-256. HAIFA also function supports variable hash sizes developed by Eli Biham and 
Orr Dunkelman. MD-192 is based on the structure of SHA-1. It produces 192 bit hash value. 
 
 
4.  Applications of Dedicated Hash Functions 
Hash functions are versatile and powerful primitive of cryptography because it plays an important role 
in building security applications related to certification, secure communication, authentication and data 
integrity. Authentication mechanism help establish proof of identities. The authentication process 
ensures that the origin of an electronic message or document is correctly identified. Hash functions are 
used in various authentication protocols like Kerberos, IEEE 802.1 X-EAP, and APOP. Integrity deals 
with privacy and accuracy of information. When the contents of a message are changed after the sender 
sends it, but before it reaches the intended recipient, the integrity of the message is lost. Certification 
helps in establishing identity of user and guarantees the validity of signers, documents and issuers. 
Electronic commerce involves transactions on the internet. Security of these transactions is extremely 
crucial for the success of the electronic commerce. Hash functions are used in different authentication 
processes and various integrity checks of numerous email security protocols like Pretty Good Privacy 
(PGP) and Secure MIME (S/MIME) to ensure a secure communication. IPSec uses hash functions for 
authentication and data integrity. Internet Key Exchange (IKE) also uses hash function. The signature 
algorithm DSA and RSA use SHA-1 and MD-5 in some of their variants. Pseudorandom number 
generators (PRNGs) can be built using hash functions. This PRNG can have infinite period. 

• Digital signatures: Digital signature has great significance in Web-commerce. Digital 
signature is an electronic signature that can be used to authenticate the identity of the sender of 
the message or the signer of a document. Digital signature provides signer authentication and 
document authorization. It indicates who signed a document, message or record and makes 
difficult for another person to produce the same without authorization. It also makes 
impracticable for unauthorized party to falsify or alter either the signed matter or signature 
Digital signature scheme is a public key signature scheme uses private key of the sender to 
create the signature and public key which is ordinarily widely known and is used by relying 
party to verify digital signature. Hash function is used in both creating and verifying digital 
signature. Hash function creates a digital representation in the form of the hash value of a fixed 
standard length which is usually much smaller than the message but substantially unique to it. 
Any change to the message invariably produces a different hash result when the same hash 
function is used. By sending a message along with its hash, it is possible to guarantee a 
message's integrity, that is, the recipient can make sure the message was not altered 
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(intentionally or by chance) during the communication, the two fingerprints will not match. 
Hash functions creating digital signatures to operate on smaller and predictable amounts of 
data, while still providing robust evidentiary correlation to the original message content, 
thereby efficiently providing assurance that there has been no modification of the message 
since it was digitally signed. Digital signatures are independent of hash functions it’s just more 
efficient to sign a hash of the message rather that the message itself. Electronic signatures also 
feature a non-repudiation function, that is, they make it possible to ensure the sender really sent 
the message. 

• MAC: A Message Authentication Code (MAC) is designed specially for applications where 
data integrity is required. The MAC involves cryptographic processing in which both 
communicating parties share a symmetric secret key K which is not known to anyone else. 
Sender calculates the MAC by first calculating message digest of the message or document and 
then applying secret key K to the message digest. Sender then sends original message or 
document along with calculated MAC to the receiver. Receiver independently computes a 
MAC over the message and compares the computed MAC to the received MAC. If the two 
match then receiver conclude that message has not been altered during transit and if does not 
match then rejects the message, realizing that the message was changed during transit. MACs 
differ from digital signatures as MAC values are both generated and verified using the same 
secret key. This implies that the sender and receiver of a message must agree on the same key 
before initiating communications, as is the case with symmetric encryption For the same 
reason, MACs do not provide the property of non-repudiation offered by signatures. Any user 
who can verify a MAC is also capable of generating MACs for other messages. In this situation 
user who sent the message later on can refuse that he had sent the message. MAC also faces 
key exchange problem. 

• Kerberos: Kerberos is a widely used authentication protocol. Kerberos allocates the job of 
authenticating users to a central server and the job of allowing users access to various systems 
to a different server. Kerberos uses the concept of tickets to authenticate the user. In user 
authentication phase authentication server generates the secret key. This secret key is nothing 
but a hash code of a user password calculated with the help of a hash function. 

• One time password (OTP): One time passwords are the form of authentication. One time 
password is a password that is valid only for a single login session or transactions. The one time 
password systems based on hash function works by starting with an initial seed then generating 
passwords as many times as needed to avoid replay attack. 

• PGP: PGP provides e-mail encryption and authentication. PGP uses a hash function to ensure 
the integrity of e-mail message. PGP combines some of the best features of both conventional 
and public key cryptography. PGP is a hybrid cryptosystem that includes digital signature, 
compression, encryption and digital enveloping. Digital signature process in PGP includes the 
creation of message digest of email using a hash function which is encrypted by sender’s 
private key. Then PGP transmits the signature and the plaintext together. Upon receipt of the 
message, the recipient uses PGP to recompute the digest, thus verifying the signature. As long 
as a secure hash function is used, there is no way to take someone's signature from one 
document and attach it to another, or to alter a signed message in any way. The slightest change 
in a signed document will cause the digital signature verification process to fail. 

• SSL/TLS: Secure Socket Layer (SSL) and Transport Layer Security (TLS) protocols are 
widely used to ensure secure communication over an untrusted network. A client and server 
first engage in the handshake protocol to establish shared keys that are subsequently used to 
encrypt and authenticate the data transfer. To ensure that the obtained keys are as secure as 
possible, SSL and TLS deploy hash function for key derivation and the authentication step in 
the handshake protocol. 
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5.  Conclusion 
In this paper we have given an extensive overview of cryptographic hash functions. In the past few 
years various cryptanalysis results have shown that a variety of cryptographic hash functions based on 
design principle of MD4 are vulnerable to the collision attack. Among these hash functions MD5 and 
SHA-1 are widely deployed in various cryptographic applications. Although weaknesses have been 
found in these algorithms but they are still in use today. This may pose a serious security problem. 
MD-5 and SHA-1 should be replaced and should not be used further for applications. RIPEMD-160 
and hash functions of SHA-2 family are better alternatives for these broken hash functions. They are 
secure with respect to all known attacks including brute force search. NIST announced that they 
planned to phase out the use of SHA-1 by 2010 in favour of the SHA-2 variants. Although the use of 
RIPEMD-160 and SHA-2 might still provide enough security for most application today, the 
cryptographic community must put considerable efforts into the search for better design criteria for the 
long term security of the hash functions. 
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