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PREFACE

Distributed systems form a rapidly changing field of computer science. Since
the previous edition of this book, exciting new topics have emerged such as peer-
to-peer computing and sensor networks, while others have become much more
mature, like Web services and Web applications in general. Changes such as these
required that we revised our original text to bring it up-to-date.

This second edition reflects a major revision in comparison to the previous
one. We have added a separate chapter on architectures reflecting the progress
that has been made on organizing distributed systems. Another major difference is
that there is now much more material on decentralized systems, in particular
peer-to-peer computing. Not only do we discuss the basic techniques, we also pay
attention to their applications, such as file sharing, information dissemination,
content-delivery networks, and publish/subscribe systems.

Next to these two major subjects, new subjects are discussed throughout the
book. For example, we have added material on sensor networks, virtualization,
server clusters, and Grid computing. Special attention is paid to self-management
of distributed systems, an increasingly important topic as systems continue to
scale.

Of course, we have also modernized the material where appropriate. For
example, when discussing consistency and replication, we now focus on con-
sistency models that are more appropriate for modem distributed systems rather
than the original models, which were tailored to high-performance distributed
computing. Likewise, we have added material on modem distributed algorithms,
including GPS-based clock synchronization and localization algorithms.

xvii
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xviii PREFACE

Although unusual. we have nevertheless been able to reduce the total number
of pages. This reduction is partly caused by discarding subjects such as distributed
garbage collection and electronic payment protocols, and also reorganizing the
last four chapters.

As in the previous edition, the book is divided into two parts. Principles of
distributed systems are discussed in chapters 2-9, whereas overall approaches to
how distributed applications should be developed (the paradigms) are discussed in
chapters 10-13. Unlike the previous edition, however, we have decided not to dis-
cuss complete case studies in the paradigm chapters. Instead, each principle is
now explained through a representative case. For example, object invocations are
now discussed as a communication principle in Chap. 10 on object-based distri-
buted systems. This approach allowed us to condense the material, but also to
make it more enjoyable to read and study.

Of course. we continue to draw extensively from practice to explain what dis-
tributed systems are all about. Various aspects of real-life systems such as Web-
Sphere MQ, DNS, GPS, Apache, CORBA, Ice, NFS, Akamai, TIBlRendezvous.
Jini, and many more are discussed throughout the book. These examples illustrate
the thin line between theory and practice, which makes distributed systems such
an exciting field.

A number of people have contributed to this book in various ways. We would
especially like to thank D. Robert Adams, Arno Bakker, Coskun Bayrak, Jacques
Chassin de Kergommeaux, Randy Chow, Michel Chaudron, Puneet Singh
Chawla, Fabio Costa, Cong Du, Dick Epema, Kevin Fenwick, Chandan a Gamage.
Ali Ghodsi, Giorgio Ingargiola, Mark Jelasity, Ahmed Kamel, Gregory Kapfham-
mer, Jeroen Ketema, Onno Kubbe, Patricia Lago, Steve MacDonald, Michael J.
McCarthy, M. Tamer Ozsu, Guillaume Pierre, Avi Shahar, Swaminathan Sivasu-
bramanian, Chintan Shah, Ruud Stegers, Paul Tymann, Craig E. Wills, Reuven
Yagel, and Dakai Zhu for reading parts of the manuscript, helping identifying
mistakes in the previous edition, and offering useful comments.

Finally, we would like to thank our families. Suzanne has been through this
process seventeen times now. That's a lot of times for me but also for her. Not
once has she said: "Enough is enough" although surely the thought has occurred
to her. Thank you. Barbara and Marvin now have a much better idea of what
professors do for a living and know the difference between a good textbook and a
bad one. They are now an inspiration to me to try to produce more good ones
than bad ones (AST).

Because I took a sabbatical leave to update the book, the whole business of
writing was also much more enjoyable for Marielle, She is beginning to get used
to it, but continues to remain supportive while alerting me when it is indeed time
to redirect attention to more important issues. lowe her many thanks. Max and
Elke by now have a much better idea of what writing a book means, but compared
to what they are reading themselves, find it difficult to understand what is so exci-
ting about these strange things called distributed systems. I can't blame them (MvS).
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1
INTRODUCTION

, Computer systems are undergoing a revolution. From 1945, when the modem
c;omputerera began, until about 1985, computers were large and expensive. Even
minicomputers cost at least tens of thousands of dollars each. As a result, most
organizations had only a handful of computers, and for lack of a way to connect
them, these operated independently from one another.

Starting around the the mid-1980s, however, two advances in technology
began to change that situation. The first was the development of powerful micro-
processors. Initially, these were 8-bit machines, but soon 16-, 32-, and 64-bit
CPUs became common. Many of these had the computing power of a mainframe
(i.e., large) computer, but for a fraction of the price.

The amount of improvement that has occurred in computer technology in the
past half century is truly staggering and totally unprecedented in other industries.
From a machine that cost 10 million dollars and executed 1 instruction per second.
we have come to machines that cost 1000 dollars and are able to execute 1 billion
instructions per second, a price/performance gain of 1013.If cars had improved at
this rate in the same time period, a Rolls Royce would now cost 1 dollar and get a
billion miles per gallon. (Unfortunately, it would probably also have a 200-page
manual telling how to open the door.)

The second development was the invention of high-speed computer networks.
Local-area networks or LANs allow hundreds of machines within a building to
be connected in such a way that small amounts of information can be transferred
between machines in a few microseconds or so. Larger amounts of data can be

1
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2 INTRODUCTION CHAP. ]

moved between machines at rates of 100 million to 10billion bits/sec. Wide-area
networks or WANs allow miJIions of machines all over the earth to be connected
at speeds varying from 64 Kbps (kilobits per second) to gigabits per second.

The result of these technologies is that it is now not only feasible, but easy, to
put together computing systems composed of large numbers of computers con-
nected by a high-speed network. They are usually caned computer networks or
distributed systems, in contrast to the previous centralized systems (or single-
processor systems) consisting of a single computer, its peripherals, and perhaps
some remote terminals.

1.1 DEFINITION OF A DISTRIBUTED SYSTEM

Various definitions of distributed systems have been given in the literature,
none of them satisfactory, and none of them in agreement with any of the others.
For our purposes it is sufficient to give a loose characterization:

A distributed system is a collection of independent computers that
appears to its users as a single coherent system.

This definition has several important aspects. The first one is that a distributed
system consists of components (i.e., computers) that are autonomous. A second
aspect is that users (be they people or programs) think they are dealing with a sin-
gle system. This means that one way or the other the autonomous components
need to collaborate. How to establish this collaboration lies at the heart of devel-
oping distributed systems. Note that no assumptions are made concerning the type
of computers. In principle, even within a single system, they could range from
high-performance mainframe computers to small nodes in sensor networks. Like-
wise, no assumptions are made on the way that computers are interconnected. We
will return to these aspects later in this chapter.

Instead of going further with definitions, it is perhaps more useful to concen-
trate on important characteristics of distributed systems. One important charac-
teristic is that differences between the various computers and the ways in which
they communicate are mostly hidden from users. The same holds for the internal
organization of the distributed system. Another important characteristic is that
users and applications can interact with a distributed system in a consistent and
uniform way, regardless of where and when interaction takes place.

In principle, distributed systems should also be relatively easy to expand or
scale. This characteristic is a direct consequence of having independent com-
puters, but at the same time, hiding how these computers actually take part in the
system as a whole. A distributed system will normally be continuously available,
although perhaps some parts may be temporarily out of order. Users and applica-
tions should not notice that parts are being replaced or fixed, or that new parts are
added to serve more users or applications ..
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SEC. 1.1 DEFINITION OF A DISTRIBUTED SYSTEM 3

In order to support heterogeneous computers and networks while offering a
single-system view, distributed systems are often organized by means of a layer of
software-that is, logically placed between a higher-level layer consisting of users
and applications, and a layer underneath consisting of operating systems and basic
communication facilities, as shown in Fig. 1-1 Accordingly, such a distributed
system is sometimes called middleware.

Figure I-I. A distributed system organized as middleware. The middleware
layer extends over multiple machines, and offers each application the same in-
terface.

Fig. 1-1 shows four networked computers and three applications, of which ap-
plication B is distributed across computers 2 and 3. Each application is offered the
same interface. The distributed system provides the means for components of a
single distributed application to communicate with each other, but also to let dif-
ferent applications communicate. At the same time, it hides, as best and reason-
able as possible, the differences in hardware and operating systems from each ap-
plication.

1.2 GOALS
Just because it is possible to build distributed systems does not necessarily

mean that it is a good idea. After all, with current technology it is also possible to
put four floppy disk drives on a personal computer. It is just that doing so would
be pointless. In this section we discuss four important goals that should be met to
make building a distributed system worth the effort. A distributed system should
make resources easily accessible; it should reasonably hide the fact that resources
are distributed across a network; it should be open; and it should be scalable.

1.2.1 Making Resources Accessible

The main goal of a distributed system is to make it easy for the users (and ap-
plications) to access remote resources, and to share them in a controlled and effi-
cient way. Resources can be just about anything, but typical examples include
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4 INTRODUCTION CHAP. 1

things like printers, computers, storage facilities, data, files, Web pages, and net-
works, to name just a few. There are many reasons for wanting to share resources.
One obvious reason is that of economics. For example, it is cheaper to let a printer
be shared by several users in a smaJl office than having to buy and maintain a sep-
arate printer for each user. Likewise, it makes economic sense to share costly re-
sources such as supercomputers, high-performance storage systems, imagesetters,
and other expensive peripherals.

Connecting users and resources also makes it easier to collaborate and ex-
change information, as is clearly illustrated by the success of the Internet with its
simple protocols for exchanging files, mail. documents, audio, and video. The
connectivity of the Internet is now leading to numerous virtual organizations in
which geographicaJJy widely-dispersed groups of people work together by means
of groupware, that is, software for coJJaborative editing, teleconferencing, and so
on. Likewise, the Internet connectivity has enabled electronic commerce allowing
us to buy and sell all kinds of goods without actually having to go to a store or
even leave home.

However, as connectivity and sharing increase, security is becoming increas-
ingly important. In current practice, systems provide little protection against
eavesdropping or intrusion on communication. Passwords and other sensitive in-
formation are often sent as cJeartext (i.e., unencrypted) through the network, or
stored at servers that we can only hope are trustworthy. In this sense, there is
much room for improvement. For example, it is currently possible to order goods
by merely supplying a credit card number. Rarely is proof required that the custo-
mer owns the card. In the future, placing orders this way may be possible only if
you can actually prove that you physicaJJy possess the card by inserting it into a
card reader.

Another security problem is that of tracking communication to build up a
preference profile of a specific user (Wang et aI., 1998). Such tracking explicitly
violates privacy, especially if it is done without notifying the user. A related prob-
lem is that increased connectivity can also lead to unwanted communication, such
as electronic junk mail, often called spam. In such cases, what we may need is to
protect ourselves using special information filters that select incoming messages
based on their content.

1.2.2 Distribution Transparency

An important goal of a distributed system is to hide the fact that its processes
and resources are physically distributed across multiple computers. A distributed
system that is able to present itself to users and applications as if it were only a
single computer system is said to be transparent. Let us first take a look at what
kinds of transparency exist in distributed systems. After that we will address the
more general question whether transparency is always required.
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Types of Transparency

The concept of transparency can be applied to several aspects of a distributed
system, the most important ones shown in Fig. 1-2.

Figure 1-2. Different forms of transparency in a distributed system (ISO, 1995).

Access transparency deals with hiding differences in data representation and
the way that resources can be accessed by users. At a basic level, we wish to hide
differences in machine architectures, but more important is that we reach agree-
ment on how data is to be represented by different machines and operating sys-
tems. For example, a distributed system may have computer systems that run dif-
ferent operating systems, each having their own file-naming conventions. Differ-
ences in naming conventions, as well as how files can be manipulated, should all
be hidden from users and applications.

An important group of transparency types has to do with the location of a re-
source. Location transparency refers to the fact that users cannot tell where a re-
source is physically located in the system. Naming plays an important role in
achieving location transparency. In particular, location transparency can be
achieved by assigning only logical names to resources, that is, names in which the
location of a resource is not secretly encoded. An example of a such a name is the
URL http://www.prenhall.com/index.html. which gives no clue about the location
of Prentice Hall's main Web server. The URL also gives no clue as to whether
index.html has always been at its current location or was recently moved there.
Distributed systems in which resources can be moved without affecting how those
resources can be accessed are said to provide migration transparency. Even
stronger is the situation in which resources can be relocated while they are being
accessed without the user or application noticing anything. In such cases, the sys-
tem is said to support relocation transparency. An example of relocation trans-
parency is when mobile users can continue to use their wireless laptops while
moving from place to place without ever being (temporarily) disconnected.

As we shall see, replication plays a very important role in distributed systems.
For example, resources may be replicated to increase availability or to improve
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performance by placing a copy close to the place where it is accessed. Replica-
tion transparency deals with hiding the fact that several copies of a resource
exist. To hide replication from users, it is necessary that all replicas have the same
name. Consequently, a system that supports replication transparency should gen-
erally support location transparency as well, because it would otherwise be impos-
sible to refer to replicas at different locations.

We already mentioned that an important goal of distributed systems is to al-
low sharing of resources. In many cases, sharing resources is done in a coopera-
tive way, as in the case of communication. However. there are also many ex-
amples of competitive sharing of resources. For example, two independent users
may each have stored their files on the same file server or may be accessing the
same tables in a shared database. In such cases, it is important that each user does
not notice that the other is making use of the same resource. This phenomenon is
called concurrency transparency. An important issue is that concurrent access
to a shared resource leaves that resource in a consistent state. Consistency can be
achieved through locking mechanisms, by which users are, in turn, given ex-
clusive access to the desired resource. A more refined mechanism is to make use
of transactions, but as we shall see in later chapters, transactions are quite difficult
to implement in distributed systems.

A popular alternative definition of a distributed system, due to Leslie Lam-
port, is "You know you have one when the crash of a computer you've never
heard of stops you from getting any work done." This description puts the finger
on another important issue of distributed systems design: dealing with failures.
Making a distributed system failure transparent means that a user does not no-
tice that a resource (he has possibly never heard of) fails to work properly, and
that the system subsequently recovers from that failure. Masking failures is one of
the hardest issues in distributed systems and is even impossible when certain
apparently realistic assumptions are made, as we will discuss in Chap. 8. The
main difficulty in masking failures lies in the inability to distinguish between a
dead resource and a painfully slow resource. For example, when contacting a busy
Web server, a browser will eventually time out and report that the Web page is
unavailable..At that point, the user cannot conclude that the server is really down.

Degree of Transparency

Although distribution transparency is generally considered preferable for any
distributed system, there are situations in which attempting to completely hide all
distribution aspects from users is not a good idea. An example is requesting your
electronic newspaper to appear in your mailbox before 7 A.M. local time, as usual,
while you are currently at the other end of the world living in a different time
zone. Your morning paper will not be the morning paper you are used to.

Likewise, a wide-area distributed system that connects a process in San Fran-
cisco to a process in Amsterdam cannot be expected to hide the fact that Mother

JPMC Ex. 1037 
Page 25



SEC. 1.2 GOALS 7

Nature will not allow it to send a message from one process to the other in less
than about 35 milliseconds. In practice it takes several hundreds of milliseconds
using a computer network. Signal transmission is not only limited by the speed of
light. but also by limited processing capacities of the intermediate switches.

There is also a trade-off between a high degree of transparency and the per-
formance of a system. For example, many Internet applications repeatedly try to
contact a server before finally giving up. Consequently, attempting to mask a tran-
sient server failure before trying another one may slow down the system as a
whole. In such a case, it may have been better to give up earlier, or at least let the
user cancel the attempts to make contact

Another example is where we need to guarantee that several replicas, located
on different continents, need to be consistent all the time. In other words, if one
copy is changed, that change should be propagated to all copies before allowing
any other operation. It is clear that a single update operation may now even take
seconds to complete, something that cannot be hidden from users.

Finally, there are situations in which it is not at all obvious that hiding distri-
bution is a good idea. As distributed systems are expanding to devices that people
carry around, and where the very notion of location and context awareness is
becoming increasingly important, it may be best to actually expose distribution
rather than trying to hide it. This distribution exposure will become more evident
when we discuss embedded and ubiquitous distributed systems later in this chap-
ter. As a simple example, consider an office worker who wants to print a file from
her notebook computer. It is better to send the print job to a busy nearby printer,
rather than to an idle one at corporate headquarters in a different country.

There are also other arguments against distribution transparency. Recognizing
that full distribution transparency is simply impossible, we should ask ourselves
whether it is even wise to pretend that we can achieve it. It may be much better to
make distribution explicit so that the user and application developer are never
tricked into believing that there is such a thing as transparency. The result will be
that users will much better understand the (sometimes unexpected) behavior of a
distributed system, and are thus much better prepared to deal with this behavior.

The conclusion is that aiming for distribution transparency may be a nice goal
when designing and implementing distributed systems, but that it should be con-
sidered together with other issues such as performance and comprehensibility.
The price for not being able to achieve full transparency may be surprisingly high.

1.2.3 Openness

Another important goal of distributed systems is openness. An open distrib-
uted system is a system that offers services according to standard rules that
describe the syntax and semantics of those services. For example, in computer
networks, standard rules govern the format, contents, and meaning of messages
sent and received. Such rules are formalized in protocols. In distributed systems,
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services are generally specified through interfaces, which are often described in
an Interface Definition Language (IDL). Interface definitions written in an IDL
nearly always capture only the syntax of services. In other words, they specify
precisely the names of the functions that are available together with types of the
parameters, return values, possible exceptions that can be raised, and so on. The
hard part is specifying precisely what those services do, that is, the semantics of
interfaces. In practice, such specifications are always given in an informal way by
means of natural language.

If properly specified, an interface definition allows an arbitrary process that
needs a certain interface to talk to another process that provides that interface. It
also allows two independent parties to build completely different implementations
of those interfaces, leading to two separate distributed systems that operate in
exactly the same way. Proper specifications are complete and neutral. Complete
means that everything that is necessary to make an implementation has indeed
been specified. However, many interface definitions are not at all complete. so
that it is necessary for a developer to add implementation-specific details. Just as
important is the fact that specifications do not prescribe what an implementation
should look like: they should be neutral. Completeness and neutrality are impor-
tant for interoperability and portability (Blair and Stefani, 1998). Interoperabil-
ity characterizes the extent by which two implementations of systems or com-
ponents from different manufacturers can co-exist and work together by merely
relying on each other's services as specified by a common standard. Portability
characterizes to what extent an application developed for a distributed system A
can be executed. without modification, on a different distributed system B that
implements the same interfaces as A.

Another important goal for an open distributed system is that it should be easy
to configure the system out of different components (possibly from different de-
velopers). Also, it should be easy to add new components or replace existing ones
without affecting those components that stay in place. In other words, an open dis-
tributed system should also be extensible. For example, in an extensible system,
it should be relatively easy to add parts that run on a different operating system. or
even to replace an entire file system. As many of us know from daily practice,
attaining such flexibility is easier said than done.

Separating Policy from Mechanism

To achieve flexibility in open distributed systems, it is crucial that the system
is organized as a collection of relatively small and easily replaceable or adaptable
components. This implies that we should provide definitions not only for the
highest-level interfaces, that is, those seen"by users and applications, but also
definitions for interfaces to internal parts pJ the system and describe how those
parts interact. This approach is relatively new. Many older and even contemporary
systems are constructed using a monolithic approach in which components are
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only logically separated but implemented as one. huge program. This approach
makes it hard to replace or adapt a component without affecting the entire system.
Monolithic systems thus tend to be closed instead of open.

The need for changing a distributed system is often caused by a component
that does not provide the optimal policy for a specific user or application. As an
example, consider caching in the WorId Wide Web. Browsers generally allow
users to adapt their caching policy by specifying the size of the cache, and wheth-
er a cached document should always be checked for consistency, or perhaps only
once per session. However, the user cannot influence other caching parameters,
such as how long a document may remain in the cache, or which document should
be removed when the cache fills up. Also, it is impossible to make caching deci-
sions based on the content of a document. For instance, a user may want to cache
railroad timetables, knowing that these hardly change, but never information on
current traffic conditions on the highways.

What we need is a separation between policy and mechanism. In the case of
Web caching, for example, a browser should ideally provide facilities for only
storing documents, and at the same time allow users to decide which documents
are stored and for how long. In practice, this can be implemented by offering a
rich set of parameters that the user can set (dynamically). Even better is that a
user can implement his own policy in the form of a component that can be
plugged into the browser. Of course, that component must have an interface that
the browser can understand so that it can call procedures of that interface.

1.2.4 Scalability

Worldwide connectivity through the Internet is rapidly becoming as common
as being able to send a postcard to anyone anywhere around the world. With this
in mind, scalability is one of the most important design goals for developers of
distributed systems.

Scalability of a system can be measured along at least three different dimen-
sions (Neuman, 1994). First, a system can be scalable with respect to its size,
meaning that we can easily add more users and resources to the system. Second, a
geographically scalable system is one in which the users and resources may lie far
apart. Third, a system can be administratively scalable,/~~aning that it can still be
easy to manage even if it spans many independent administrative organizations.
Unfortunately, a system that is scalable in one or more of these dimensions often
exhibits some loss of performance as the system scales up.

Scalability Problems

When a system needs to scale, very different types of problems need to be
solved. Let us first consider scaling with respect to size. If more users or resources
need to be supported, we are often confronted with the limitations of centralized
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services, data, and algorithms (see Fig. 1-3). For example, many services are cen-
tralized in the sense that they are implemented by means of only a single server
running on a specific machine in the distributed system. The problem with this
scheme is obvious: the server can become a bottleneck as the number of users and
applications grows. Even if we have virtually unlimited processing and storage ca-
pacity, communication with that server will eventually prohibit further growth.

Unfortunately. using only a single server is sometimes unavoidable. Imagine
that we have a service for managing highly confidential information such as medi-
cal records, bank accounts. and so on. In such cases, it may be best to implement
that service by means of a single server in a highly secured separate room, and
protected from other parts of the distributed system through special network com-
ponents. Copying the server to several locations to enhance performance maybe
out of the question as it would make the service less secure.

Figure 1-3. Examples of scalability limitations.

Just as bad as centralized services are centralized data. How should we keep
track of the telephone numbers and addresses of 50 million people? Suppose that
each data record could be fit into 50 characters. A single 2.5-gigabyte disk parti-
tion would provide enough storage. But here again, having a single database
would undoubtedly saturate all the communication lines into and out of it. Like-
wise, imagine how the Internet would work if its Domain Name System (DNS)
was still implemented as a single table. DNS maintains information on millions of
computers worldwide and forms an essential service for locating Web servers. If
each request to resolve a URL had to be forwarded to that one and only DNS
server, it is dear that no one would be using the Web (which, by the way, would
solve the problem).

Finally, centralized algorithms are also a bad idea. In a large distributed sys-
tem, an enormous number of messages have tobe routed over many lines. From a
theoretical point of view, the optimal way to do this is collect complete informa-
tion about the load on all machines and lines, and then run an algorithm to com-
pute all the optimal routes. This information can then be spread around the system
to improve the routing.

. The trouble is that collecting and transporting all the input and output infor-
mation would again be a bad idea because these messages would overload part of
the network. In fact, any algorithm that operates by collecting information from
all the sites, sends it to a single machine for processing, and then distributes the
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results should generally be avoided. Only decentralized algorithms should be
used. These algorithms generally have the following characteristics, which distin-
zuish them from centralized algorithms:e

1. No machine has complete information about the system state.

2. Machines make decisions based only on local information,

3. Failure of one machine does not ruin the algorithm.

4. There is no implicit assumption that a global clock exists.

The first three follow from what we have said so far. The last is perhaps less obvi-
ous but also important. Any algorithm that starts out with: "At precisely 12:00:00
all machines shall note the size of their output queue" will fail because it is
impossible to get all the clocks exactly synchronized. Algorithms should take into
account the lack of exact clock synchronization. The larger the system, the larger
the uncertainty. On a single LAN, with considerable effort it may be possible to
get all clocks synchronized down to a few microseconds, but doing this nationally
or internationally is tricky.

Geographical scalability has its own problems. One of the main reasons why
it is currently hard to scale existing distributed systems that were designed for
local-area networks is that they are based on synchronous communication. In
this form of communication, a party requesting service, generally referred to as a
client, blocks until a reply is sent back. This approach generally works fine in
LANs where communication between two machines is generally at worst a few
hundred microseconds. However, in a wide-area system, we need to take into ac-
count that interprocess communication may be hundreds of milliseconds, three
orders of magnitude slower. Building interactive applications using synchronous
communication in wide-area systems requires a great deal of care (and not a little
patience).

Another problem that hinders geographical scalability is that communication
in wide-area networks is inherently unreliable, and virtually always point-to-point.
In contrast, local-area networks generally provide highly reliable communication
facilities based on broadcasting, making it much easier to develop distributed sys-
tems. For example, consider the problem of locating a service. In a local-area sys-
tem, a process can simply broadcast a message to eve\)' machine, asking if it is
running the service it needs. Only those machines that Have that service respond,
each providing its network address in the reply message. Such a location scheme
is unthinkable in a wide-area system: just imagine what would happen if we tried
to locate a service this way in the Internet. Instead, special location services need
to be designed, which may need to scale worldwide and be capable of servicing a
billion users. We return to such services in Chap. 5.

Geographical scalability is strongly related to the problems of centralized
solutions that hinder size scalability. If we have a system with many centralized
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components, it is clear that geographical scalability will be limited due to the per-
formance and reliability problems resulting from wide-area communication. In ad-
dition, centralized components now lead to a waste of network resources. Imagine
that a single mail server is used for an entire country. This would mean that send-
ing an e-mail to your neighbor would first have to go to the central mail server,
which may be hundreds of miles away. Clearly, this is not the way to go.

Finally, a difficult, and in many cases open question is how to scale a distrib-
uted system across multiple, independent administrative domains. A major prob-
lem that needs to be solved is that of conflicting policies with respect to resource
usage (and payment), management, and security.

For example, many components of a distributed system that reside within a
single domain can often be trusted by users that operate within that same domain.
In such cases, system administration may have tested and certified applications,
and may have taken special measures to ensure that such components cannot be
tampered with. In essence, the users trust their system administrators. However,
this trust does not expand naturally across domain boundaries.

If a distributed system expands into another domain, two types of security
measures need to be taken. First of all, the distributed system has to protect itself
against malicious attacks from the new domain. For example, users from the new
domain may have only read access to the file system in its original domain. Like-
wise, facilities such as expensive image setters or high-performance computers
may not be made available to foreign users. Second, the new domain has to pro-
tect itself against malicious attacks from the distributed system. A typical example
is that of downloading programs such as applets in Web browsers. Basically, the
new domain does not know behavior what to expect from such foreign code, and
may therefore decide to severely limit the access rights for such code. The prob-
lem, as we shall see in Chap. 9, is how to enforce those limitations.

Scaling Techniques

Having discussed some of the scalability problems brings us to the question of
how those problems can generally be solved. In most cases, scalability problems
in distributed systems appear as performance problems caused by limited capacity
of servers and network. There are now basically only three techniques for scaling:
hiding communication latencies, distribution, and replication [see also Neuman
(1994) ]. ~___

Hiding communication latencies is important to achieve geographical scala-
bility. The basic idea is simple: try to avoid waiting for responses to remote (and
potentially distant) service requests as much as possible. For example, when a ser-
vice has been requested at a remote machine, an alternative to waiting for a reply
from the server is to do other useful work at the requester's side. Essentially, what
this means is constructing the requesting application in such a way that it uses
only asynchronous communication. When a reply comes in, the application is
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interrupted and a special handler is called to complete the previously-issued re-
quest. Asynchronous communication can often be used in batch-processing sys-
tems and parallel applications, in which more or less independent tasks can be
scheduled for execution while another task is waiting for communication to com-
plete. Alternatively, a new thread of control can be started to perforrnthe request.
Although it blocks waiting for the reply, other threads in the process can continue.

However, there are many applications that cannot make effective use of asyn-
chronous communication. For example, in interactive applications when a user
sends a request he will generally have nothing better to do than to wait for the
answer. In such cases, a much better solution is to reduce the overall communica-
tion, for example, by moving part of the computation that is normally done at the
server to the client process requesting the service. A typical case where this ap-
proach works is accessing databases using forms. Filling in forms can be done by
sending a separate message for each field, and waiting for an acknowledgment
from the server, as shown in Fig. 1-4(a). For example, the server may check for
syntactic errors before accepting an entry. A much better solution is to ship the
code for filling in the form, and possibly checking the entries, to the client, and
have the client return a completed form, as shown in Fig. 1-4(b). This approach
of shipping code is now widely supported by the Web in the form of Java applets
and Javascript.

Figure 1-4. The difference between letting (a) a server or (b) a client check
forms as they are being filled.

Another important scaling technique is distribution. Distribution involves
taking a component, splitting it into smaller parts, and subsequently spreading
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those parts across the system. An excellent example of distribution is the Internet
Domain Name System (DNS). The DNS name space is hierarchically organized
into a tree of domains, which are divided into nonoverlapping zones, as shown in
Fig. 1-5. The names in each zone are handled by a single name server. Without
going into too many details, one can think of each path name,being the name of a
host in the Internet, and thus associated with a network address of that host. Basi-
cally, resolving a name means returning the network address of the associated
host. Consider, for example, the name nl.vu.cs.flits. To resolve this name, it is
first passed to the server of zone 21 (see Fig. 1-5) which returns the address of the
server for zone 22, to which the rest of name, vu.cs.flits, can be handed. The
server for 22 will return the address of the server for zone 23, which is capable of
handling the last part of the name and will return the address of the associated
host.

Figure 1-5. An example of dividing the DNS name space into zones.

This example illustrates how the naming service, as provided by DNS, is dis-
tributed across several machines, thus avoiding that a single server has to deal
with all requests for name resolution.

As another example, consider the World Wide Web. To most users, the Web
appears to be an enormous document-based information system in which each
document has its own unique name in the form of a URL. Conceptually, it may
even appear as if there is only a single server. However, the Web is physically
distributed across a large number of servers, each handling a number of Web doc-
uments. The name of the server handling a document is encoded into that docu-
ment's URL. It is only because of this distribution of documents that the Web has
been capable of scaling to its current size.

Considering that scalability problems often appear in the form of performance
degradation, it is generally a good idea to actually replicate components across a
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distributed system. Replication not only increases availability, but also helps to
balance the load between components leading to better performance. Also, in geo-
!!I1lphically widely-dispersed systems, having a copy nearby can hide much of the
~omrnunication latency problems mentioned before.

Caching is a special form of replication, although the distinction between the
two is often hard to make or even artificial. As in the case of replication, caching
results in making a copy of a resource, generally in the proximity of the client ac-
cessing that resource. However, in contrast to replication, caching is a decision
made by the client of a resource, and not by the owner of a resource. Also, cach-
ing happens on demand whereas replication is often planned in advance.

There is one serious drawback to caching and replication that may adversely
affect scalability. Because we now have multiple copies of a resource, modifying
one copy makes that copy different from the others. Consequently, caching and
replication leads to consistency problems.

To what extent inconsistencies can be tolerated depends highly on the usage
of a resource. For example, many Web users fmd it acceptable that their browser
returns a cached document of which the validity has not been checked for the last
few minutes. However, there are also many cases in which strong consistency
guarantees need to be met, such as in the case of electronic stock exchanges and
auctions. The problem with strong consistency is that an update must be immedi-
ately propagated to all other copies. Moreover, if two updates happen concur-
rently, it is often also required that each copy is updated in the same order. Situa-
tions such as these generally require some global synchronization mechanism.
Unfortunately, such mechanisms are extremely hard or even impossible to imple-
ment in a scalable way, as she insists that photons and electrical signals obey a
speed limit of 187 miles/msec (the speed of light). Consequently, scaling by repli-
cation may introduce other, inherently nonscalable solutions. We return to replica-
tion and consistency in Chap. 7.

When considering these scaling techniques, one could argue that size scalabil-
ity is the least problematic from a technical point of view. In many cases, simply
increasing the capacity of a machine will the save the day (at least temporarily
and perhaps at significant costs). Geographical scalability is a much tougher prob-
lem as Mother Nature is getting in our way. Nevertheless, practice shows that
combining distribution, replication, and caching techniques with different forms
of consistency will often prove sufficient in many cases. Finally, administrative
scalability seems to be the most difficult one, rartly also because we need to solve
nontechnical problems (e.g., politics of organizations and human collaboration).
Nevertheless, progress has been made in this area, by simply ignoring administra-
tive domains. The introduction and now widespread use of peer-to-peer technol-
ogy demonstrates what can be achieved if end users simply take over control
(Aberer and Hauswirth, 2005; Lua et al., 2005; and Oram, 2001). However, let it
be clear that peer-to-peer technology can at best be only a partial solution to solv-
ing administrative scalability. Eventually, it will have to be dealt with.
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1.2.5 Pitfalls

It should be clear by now that developing distributed systems can be a formid-
able task. As we will see many times throughout this book, there are so many
issues to consider at the same time that it seems that only complexity can be the
result. Nevertheless, by following a number of design principles, distributed sys-
tems can be developed that strongly adhere to the goals we set out in this chapter.
Many principles follow the basic rules of decent software engineering and wiJI not
be repeated here.

However, distributed systems differ from traditional software because com-
ponents are dispersed across a network. Not taking this dispersion into account
during design time is what makes so many systems needlessly complex and re-
sults in mistakes that need to be patched later on. Peter Deutsch, then at Sun
Microsystems, formulated these mistakes as the following false assumptions that
everyone makes when developing a distributed application for the first time:

1. The network is reliable.

2. The network is secure.

3. The network is homogeneous.

4. The topology does not change.

5. Latency is zero.

6. Bandwidth is infinite.

7. Transport cost is zero.

8. There is one administrator.

Note how these assumptions relate to properties that are unique to distributed sys-
tems: reliability, security, heterogeneity, and topology of the network; latency and
bandwidth; transport costs; and finally administrative domains. When developing
nondistributed applications, many of these issues will most likely not show up.

Most of the principles we discuss in this book relate immediately to these
assumptions. In all cases, we will be discussing solutions to problems, that are
caused by the fact that one or more assumptions are false. For example, reliable
networks simply do not exist, leading to the impossibility of achieving failure
transparency. We devote an entire chapter to deal with the fact that networked
communication is inherently insecure. We have already argued that distributed
systems need to take heterogeneity into account. In a similar vein, when discuss-
ing replication for solving scalability problems, we are essentially tackling latency
and bandwidth problems. We will also touch upon management issues at various
points throughout this book, dealing with the false assumptions of zero-cost tran-
sportation and a single administrative domain.

;'\';";-L:':'~
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1.3 TYPES OF DISTRIBUTED SYSTEMS

Before starting to discuss the principles of distributed systems, let us first take
a closer look at the various types of distributed systems. In the following we make
a distinction between distributed computing systems, distributed information sys-
tems, and distributed embedded systems.

1.3.1 Distributed Computing Systems

An important class of distributed systems is the one used for high-perfor-
mance computing tasks. Roughly speaking, one can make a distinction between
two subgroups. In cluster computing the underlying hardware consists of a col-
lection of similar workstations or PCs, closely connected by means of a high-
speed local-area network. In addition, each node runs the same operating system.

The situation becomes quite different in the case of grid computing. This
subgroup consists of distributed systems that are often constructed as a federation
of computer systems, where each system may fall under a different administrative
domain, and may be very different when it comes to hardware, software, and
deployed network technology.

Cluster Computing Systems

Cluster computing systems became popular when the price/performance ratio
of personal computers and workstations improved. At a certain point, it became
financially and technically attractive to build a supercomputer using off-the-shelf
technology by simply hooking up a collection of relatively simple computers in a
high-speed network. In virtually all cases, cluster computing is used for parallel
programming in which a single (compute intensive) program is run in parallel on
multiple machines.

Figure 1-6. An example of a cluster computing system.
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One well-known example of a cluster computer is formed by Linux-based
Beowulf clusters, of which the general configuration is shown in Fig. 1-6. Each
cluster consists of a collection of compute nodes that are controlled and accessed
by means of a single master node. The master typically handles the allocation of
nodes to a particular parallel program, maintains a batch queue of submitted jobs,
and provides an interface for the users of the system. As such, the master actually
runs the middleware needed for the execution of programs and management of the
cluster, while the compute nodes often need nothing else but a standard operating
system.

An important part of this middleware is formed by the libraries for executing
parallel programs. As we will discuss in Chap. 4, many of these libraries effec-
tively provide only advanced message-based communication facilities, but are not
capable of handling faulty processes, security, etc.

As an alternative to this hierarchical organization, a symmetric approach is
followed in the MOSIX system (Amar et at, 2004). MOSIX attempts to provide
a single-system image of a cluster, meaning that to a process a cluster computer
offers the ultimate distribution transparency by appearing to be a single computer.
As we mentioned, providing such an image under all circumstances is impossible.
In the case of MOSIX, the high degree of transparency is provided by allowing
processes to dynamically and preemptively migrate between the nodes that make
up the cluster. Process migration allows a user to start an application on any node
(referred to as the home node), after which it can transparently move to other
nodes, for example, to make efficient use of resources. We will return to process
migration in Chap. 3.

Grid Computing Systems

A characteristic feature of cluster computing is its homogeneity. In most
cases, the computers in a cluster are largely the same, they all have the same oper-
ating system, and are all connected through the same network. In contrast, grid
computing systems have a high degree of heterogeneity: no assumptions are made
concerning hardware, operating systems, networks, administrative domains, secu-
rity policies, etc.

A key issue in a grid computing system is that resources from different organ-
izations are brought together to allow the collaboration of a group of people or
institutions. Such a collaboration is realized in the form of a virtual organization.
The people belonging to the same virtual organization have access rights to the re-
sources that are provided to that organization. Typically, resources consist of
compute servers (including supercomputers, possibly implemented as cluster com-
puters), storage facilities, and databases. In addition, special networked devices
such as telescopes, sensors, etc., can be provided as well.

Given its nature, much of the software for realizing grid computing evolves
around providing access to resources from different administrative domains, and
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to only those users and applications that belong to a specific virtual organization.
For this reason, focus is often on architectural issues. An architecture proposed by
Foster et al. (2001). is shown in Fig. 1-7

Figure 1-7. A layered architecture for grid computing systems.

The architecture consists of four layers. The lowest fabric layer provides in-
terfaces to local resources at a specific site. Note that these interfaces are tailored
to allow sharing of resources within a virtual organization. Typically, they will
provide functions for querying the state and capabilities of a resource, along with
functions for actual resource management (e.g., locking resources).

The connectivity layer consists of communication protocols for supporting
grid transactions that span the usage of multiple resources. For example, protocols
are needed to transfer data between resources, or to simply access a resource from
a remote location. In addition, the connectivity layer will contain security proto-
cols to authenticate users and resources. Note that in many cases human users are
not authenticated; instead, programs acting on behalf of the users are authenti-
cated. In this sense, delegating rights from a user to programs is an important
function that needs to be supported in the connectivity layer. We return exten-
sively to delegation when discussing security in distributed systems.

The resource layer is responsible for managing a single resource. It uses the
functions provided by the connectivity layer and calls directly the interfaces made
available by the fabric layer. For example, this layer will offer functions for
obtaining configuration information on a specific resource, or, in general, to per-
form specific operations such as creating a process or reading data. The resource
layer is thus seen to be responsible for access control, and hence will rely on the
authentication performed as part of the connectivity layer.

The next layer in the hierarchy is the collective layer. It deals with handling
access to multiple resources and typically consists of services for resource
discovery, allocation and scheduling of tasks onto multiple resources, data repli-
cation, and so on. Unlike the connectivity and resource layer, which consist of a
relatively small, standard collection of protocols, the collective layer may consist
of many different protocols for many different purposes, reflecting the broad spec-
trum of services it may offer to a virtual organization.
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Finally, the application layer consists of the applications that operate within a
virtual organization and which make use of the grid computing environment.

Typically the collective, connectivity, and resource layer form the heart of
what could be called a grid middleware layer. These layers jointly provide access
to and management of resources that are potentially dispersed across multiple
sites. An important observation from a middleware perspective is that with grid
computing the notion of a site (or administrative unit) is common. This prevalence
is emphasized by the gradual shift toward a service-oriented architecture in
which sites offer access to the various layers through a collection of Vv'eb services
(Joseph et al.. 2004). This, by now, has led to the definition of an alternative ar-
chitecture known as the Open Grid Services Architecture (OGSA). This archi-
tecture consists of various layers and many components, making it rather com-
plex. Complexity seems to be the fate of any standardization process. Details on
OGSA can be found in Foster et al. (2005).

1.3.2 Distributed Information Systems

Another important class of distributed systems is found in organizations that
were confronted with a wealth of networked applications, but for which interoper-
ability turned out to be a painful experience. Many of the existing middleware
solutions are the result of working with an infrastructure in which it was easier to
integrate applications into an enterprise-wide information system (Bernstein,
1996; and Alonso et al., 2004).

We can distinguish several levels at which integration took place. In many
cases, a networked application simply consisted of a server running that applica-
tion (often including a database) and making it available to remote programs, call-
ed clients. Such clients could send a request to the server for executing a specific
operation, after which a response would be sent back. Integration at the lowest
level would allow clients to wrap a number of requests, possibly for different ser-
vers, into a single larger request and have it executed as a distributed transac-
tion. The key idea was that all, or none of the requests would be executed.

As applications became more sophisticated and were gradually separated into
independent components (notably distinguishing database components from proc-
essing components), it became clear that integration should also take place by let-
ting applications communicate directly with each other. This has now led to a
huge industry that concentrates on enterprise application integration (EAl). In
the following, we concentrate on these two forms of distributed systems.

Transaction Processing Systems

To clarify our discussion, let us concentrate on database applications. In prac-
tice, operations on a database are usually carried out in the form of transactions.
Programming using transactions requires special primitives that must either be
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supplied by the underlying distributed system or by the language runtime system.
Typical examples of transaction primitives are shown in Fig. 1-8. The exact list
of primitives depends on what kinds of objects are being used in the transaction
(Gray and Reuter, 1993). In a mail system, there might be primitives to send,
receive, and forward mail. In an accounting system, they might be quite different.
READ and WRITE are typical examples, however. Ordinary statements, procedure
calls, and so on, are also allowed inside a transaction. In particular, we mention
that remote procedure calls (RPCs), that is, procedure calls to remote servers, are
often also encapsulated in a transaction, leading to what is known as a tran-
sactional RPC. We discuss RPCs extensively in Chap. 4.

Figure 1-8. Example primitives for transactions.

BEGIN_ TRANSACTION and END_TRANSACTION are used to delimit the
scope of a transaction. The operations between them form the body of the tran-
saction. The characteristic feature of a transaction is either all of these operations
are executed or none are executed. These may be system calls, library procedures,
or bracketing statements in a language, depending on the implementation.

This all-or-nothing property of transactions is one of the four characteristic
properties that transactions have. More specifically, transactions are:

1. Atomic: To the outside world, the transaction happens indivisibly.

2. Consistent: The transaction does not violate system invariants.

3. Isolated: Concurrent transactions do not interfere with each other.

4. Durable: Once a transaction commits, the changes are permanent.

These properties are often referred to by their initial letters: ACID.
The first key property exhibited by all transactions is that they are atomic.

This property ensures that each transaction either happens completely, or not at
all, and if it happens, it happens in a single indivisible, instantaneous action.
While a transaction is in progress, other processes (whether or not they are them-
selves involved in transactions) cannot see any of the intermediate states.

The second property says that they are consistent. What this means is that if
the system has certain invariants that must always hold, if they held before the
transaction, they will hold afterward too. For example. in a banking system, a key
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invariant is the law of conservation of money. After every internal transfer, the
amount of money in the bank must be the same as it was before the transfer, but
for a brief moment during the transaction, this invariant may be violated. The vio-
lation is not visible outside the transaction, however.

The third property says that transactions are isolated or serializable. What it
means is that if two or more transactions are running at the same time, to each of
them and to other processes, the final result looks as though all transactions ian
sequentially in some (system dependent) order.

The fourth property says that transactions are durable. It refers to the fact
that once a transaction commits, no matter what happens, the transaction goes for-
ward and the results become permanent. No failure after the commit can undo the
results or cause them to be lost. (Durability is discussed extensively in Chap. 8.)

So far, transactions have been defined on a single database. A nested tran-
saction is constructed from a number of subtransactions, as shown in Fig. 1-9.
The top-level transaction may fork off children that run in parallel with one anoth-
er, on different machines, to gain performance or simplify programming. Each of
these children may also execute one or more subtransactions, or fork off its own
children.

Figure 1-9. A nested transaction.

Subtransactions give rise to a subtle, but important, problem. Imagine that a
transaction starts several subtransactions in parallel, and one of these commits.
making its results visible to the parent transaction. After further computation, the
parent aborts, restoring the entire system to the state it had before the top-level
transaction started. Consequently, the results of the subtransaction that committed
must nevertheless be undone. Thus the permanence referred to above applies only
to top-level transactions.

Since transactions can be nested arbitrarily deeply, considerable administra-
tion is needed to get everything right. The semantics are clear, however. When
any transaction or subtransaction starts, it is conceptually given a private copy of
all data in the entire system for it to manipulate as it wishes. If it aborts, its private
universe just vanishes, as if it had never existed. If it commits, its private universe
replaces the parent's universe. Thus if a subtransaction commits and then later a
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new subtransaction is started, the second one sees the results produced by the first
one. Likewise, if an enclosing (higher-level) transaction aborts, all its underlying
subtransactions have to be aborted as well.

Nested transactions are important in distributed systems, for they provide a
natural way of distributing a transaction across multiple machines. They follow a
logical division of the work of the original transaction. For example, a transaction
for planning a trip by which three different flights need to be reserved can be logi-
cally split up into three subtransactions. Each of these subtransactions can be
managed separately and independent of the other two.

In the early days of enterprise middleware systems, the component that hand-
led distributed (or nested) transactions formed the core for integrating applications
at the server or database level. This component was called a transaction proc-
essing monitor or TP monitor for short. Its main task was to allow an application
to access multiple server/databases by offering it a transactional programming
model, as shown in Fig. 1-10.

Figure 1-10. The role of a TP monitor in distributed systems.

Enterprise Application Integration

As mentioned, the more applications became decoupled from the databases
they were built upon, the more evident it became that facilities were needed to
integrate applications independent from their databases. In particular, application
components should be able to communicate directly with each other and not mere-
ly by means of the request/reply behavior that was supported by transaction proc-
essing systems.

This need for interapplication communication led to many different communi-
cation models, which we will discuss in detail in this book (and for which reason
we shall keep it brief for now). The main idea was that existing applications could
directly exchange information, as shown in Fig. 1-11.
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Figure 1-11. MiddJeware as a communication facilitator in enterprise applica-
tion integration.

Several types of communication middleware exist. With remote procedure
calls (RPC), an application component can effectively send a request to another
application component by doing a local procedure call, which results in the re-
quest being packaged as a message and sent to the callee. Likewise, the result will
be sent back and returned to the application as the result of the procedure call.

As the popularity of object technology increased, techniques were developed
to allow calls to remote objects, leading to what is known as remote method
invocations (RMI). An RMI is essentially the same as an RPC, except that it op-
erates on objects instead of applications.

RPC and RMI have the disadvantage that the caller and callee both need to be
up and running at the time of communication. In addition, they need to know ex-
actly how to refer to each other. This tight coupling is often experienced as a seri-
ous drawback, and has led to what is known as message-oriented middleware, or
simply MOM. In this case, applications simply send messages to logical contact
points, often described by means of a subject. Likewise, applications can indicate
their interest for a specific type of message, after which the communication mid-
dleware will take care that those messages are delivered to those applications.
These so-called publish/subscribe systems form an important and expanding
class of distributed systems. We will discuss them at length in Chap. 13.

1.3.3 Distributed Pervasive Systems

The distributed systems we have been discussing so far are largely charac-
terized by their stability: nodes are fixed and have a more or less permanent and
high-quality connection to a network. To a certain extent, this stability has been
realized through the various techniques that are discussed in this book and which
aim at achieving distribution transparency. For example, the wealth of techniques
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for masking failures and recovery will give the impression that only occasionally
things may go wrong. Likewise, we have been able to hide aspects related to the
actual network location of a node, effectively allowing users and applications to
believe that nodes stay put.

However, matters have become very different with the introduction of mobile
and embedded computing devices. We are now confronted with distributed sys-
tems in which instability is the default behavior. The devices in these, what we
refer to as distributed pervasive systems, are often characterized by being small,
battery-powered, mobile, and having only a wireless connection, although not all
these characteristics apply to all devices. Moreover, these characteristics need not
necessarily be interpreted as restrictive, as is illustrated by the possibilities of
modem smart phones (Roussos et aI., 2005).

As its name suggests, a distributed pervasive system is part of our surround-
ings (and as such, is generally inherently distributed). An important feature is the
general lack of human administrative control. At best, devices can be configured
by their owners, but otherwise they need to automatically discover their environ-
ment and "nestle in" as best as possible. This nestling in has been made more pre-
cise by Grimm et al. (2004) by formulating the following three requirements for
pervasive applications:

1. Embrace contextual changes.

2. Encourage ad hoc composition.

3. Recognize sharing as the default.

Embracing contextual changes means that a device must be continuously be
aware of the fact that its environment may change all the time. One of the sim-
plest changes is discovering that a network is no longer available, for example,
because a user is moving between base stations. In such a case, the application
should react, possibly by automatically connecting to another network, or taking
other appropriate actions.

Encouraging ad hoc composition refers to the fact that many devices in per-
vasive systems will be used in very different ways by different users. As a result,
it should be easy to configure the suite of applications running on a device, either
by the user or through automated (but controlled) interposition.

One very important aspect of pervasive systems is that devices generally join
the system in order to access (and possibly provide) information. This calls for
means to easily read, store, manage, and share information. In light of the inter-
mittent and changing connectivity of devices, the space where accessible informa-
tion resides will most likely change all the time.

Mascolo et al. (2004) as well as Niemela and Latvakoski (2004) came to simi-
lar conclusions: in the presence of mobility, devices should support easy and ap-
plication-dependent adaptation to their local environment. They should be able to
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efficiently discover services and react accordingly. It should be clear from these
requirements that distribution transparency is not really in place in pervasive sys-
tems. In fact, distribution of data, processes, and control is inherent to these sys-
tems, for which reason it may be better just to simply expose it rather than trying
to hide it. Let us now take a look at some concrete examples of pervasive systems.

Home Systems

An increasingly popular type of pervasive system, but which may perhaps be
the least constrained, are systems built around home networks. These systems
generally consist of one or more personal computers, but more importantly inte-
grate typical consumer electronics such as TVs, audio and video equipment. gam-
ing devices, (smart) phones, PDAs, and other personal wearables into a single sys-
tem. In addition, we can expect that all kinds of devices such as kitchen appli-
ances, surveillance cameras, clocks, controllers for lighting, and so on, will all be
hooked up into a single distributed system.

From a system's perspective there are several challenges that need to be ad-
dressed before pervasive home systems become reality. An important one is that
such a system should be completely self-configuring and self-managing. It cannot
be expected that end users are willing and able to keep a distributed home system
up and running if its components are prone to errors (as is the case with many of
today's devices.) Much has already been accomplished through the Universal
Plug and Play (UPnP) standards by which devices automatically obtain IP ad-
dresses, can discover each other, etc. (DPnP Forum, 2003). However, more is
needed. For example, it is unclear how software and firmware in devices can be
easily updated without manual intervention, or when updates do take place, that
compatibility with other devices is not violated.

Another pressing issue is managing what is known as a "personal space."
Recognizing that a home system consists of many shared as well as personal de-
vices, and that the data in a home system is also subject to sharing restrictions,
much attention is paid to realizing such personal spaces. For example, part of
Alice's personal space may consist of her agenda, family photo's, a diary. music
and videos that she bought, etc. These personal assets should be stored in such a
way that Alice .has access to them whenever appropriate. Moreover. parts of this
personal space should be (temporarily) accessible to others, for example. when
she needs to make a business appointment.

Fortunately, things may become simpler. It has long been thought that the per-
sonal spaces related to home systems were inherently distributed across the vari-
ous devices. Obviously, such a dispersion can easily lead to significant synchroni-
zation problems. However, problems may be alleviated due to the rapid increase
in the capacity of hard disks, along with a decrease in their size. Configuring a
multi-terabyte storage unit for a personal computer is not really a problem. At the
same time, portable hard disks having a capacity of hundreds of gigabytes are
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being placed inside relatively small portable media players. With these continu-
ously increasing capacities, we may see pervasive home systems adopt an archi-
tecture in which a single machine acts as a master (and is hidden away somewhere
in the basement next to the central heating), and all other fixed devices simply
provide a convenient interface for humans. Personal devices will then be cram-
med with daily needed information, but will never run out of storage.

However, having enough storage does not solve the problem of managing per-
sonal spaces. Being able to store huge amounts of data shifts the problem to stor-
ing relevant data and being able to find it later. Increasingly we will see pervasive
systems, like home networks, equipped with what are called recommenders, pro-
grams that consult what other users have stored in order to identify. similar taste,
and from that subsequently derive which content to place in one's personal space.
An interesting observation is that the amount of information that recommender
programs need to do their work is often small enough to allow them to be run on
PDAs (Miller et al., 2004).

Electronic Health Care Systems

Another important and upcoming class of pervasive systems are those related
to (personal) electronic health care. With the increasing cost of medical treatment,
new devices are being developed to monitor the well-being of individuals and to
automatically contact physicians when needed. In many of these systems, a major
goal is to prevent people from being hospitalized.

Personal health care systems are often equipped with various sensors organ-
ized in a (preferably wireless) body-area network (BAN). An important issue is
that such a network should at worst only minimally hinder a person. To this end,
the network should be able to operate while a person is moving, with no strings
(i.e., wires) attached to immobile devices.

This requirement leads to two obvious organizations, as shown in Fig. 1-12.
In the first one, a central hub is part of the BAN and collects data as needed. From
time to time, this data is then offloaded to a larger storage device. The advantage
of this scheme is that the hub can also manage the BAN. In the second scenario,
the BAN is continuously hooked up to an external network, again through a wire-
less connection, to which it sends monitored data. Separate techniques will need
to be deployed for managing the BAN. Of course, further connections to a physi-
cian or other people may exist as well.

From a distributed system's perspective we are immediately confronted with
questions such as:

1. Where and how should monitored data be stored?

2. How can we prevent loss of crucial data?

3. What infrastructure is needed to generate and propagate alerts?
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Figure 1-12. Monitoring a person in a pervasive electronic health care system,
using (a) a local hub or (b) a continuous wireless connection.

4. How can physicians provide online feedback?

5. How can extreme robustness of the monitoring system be realized?

6. What are the security issues and how can the proper policies be
enforced?

Unlike home systems, we cannot expect the architecture of pervasive health care
systems to move toward single-server systems and have the monitoring devices
operate with minimal functionality. On the contrary: for reasons of efficiency, de-
vices and body-area networks will be required to support in-network data proc-
essing, meaning that monitoring data will, for example, have to be aggregated be-
fore permanently storing it or sending it to a physician. Unlike the case for distrib-
uted information systems, there is yet no clear answer to these questions.

Sensor Networks

Our last example of pervasive systems is sensor networks. These networks in
many cases form part of the enabling technology for pervasiveness and we see
that many solutions for sensor networks return in pervasive applications. What
makes sensor networks interesting from a distributed system's perspective is that
in virtually all cases they are used for processing information. In this sense, they
do more than just provide communication services. which is what traditional com-
puter networks are all about. Akyildiz et al. (2002) provide an overview from a
networking perspective. A more systems-oriented introduction to sensor networks
is given by Zhao and Guibas (2004). Strongly related are mesh networks which
essentially form a collection of (fixed) nodes that communicate through wireless
links. These networks may form the basis for many medium-scale distributed sys-
tems. An overview is provided in Akyildiz et al. (2005).

CHAP. 1INTRODUCTION28
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A sensor network typically consists of tens to hundreds or thousands of rela-
tively small nodes, each equipped with a sensing device. Most sensor networks
use wireless communication, and the nodes are often battery powered. Their lim-
ited resources, restricted communication capabilities, and constrained power con-
sumption demand that efficiency be high on the list of design criteria.

The relation with distributed systems can be made clear by considering sensor
networks as distributed databases. This view is quite common and easy to under-
stand when realizing that many sensor networks are deployed for measurement
and surveillance applications (Bonnet et aI., 2002). In these cases, an operator
would like to extract information from (a part of) the network by simply issuing
queries such as "What is the northbound traffic load on Highway I?" Such
queries resemble those of traditional databases. In this case, the answer will prob-
ably need to be provided through collaboration of many sensors located around
Highway 1, while leaving other sensors untouched.

To organize a sensor network as a distributed database, there are essentially
two extremes, as shown in Fig. 1-13. First, sensors do not cooperate but simply
send their data to a centralized database located at the operator's site. The other
extreme is to forward queries to relevant sensors and to let each compute an
answer, requiring the operator to sensibly aggregate the returned answers.

Neither of these solutions is very attractive. The first one requires that sensors
send all their measured data through the network, which may waste network re-
sources and energy. The second solution may also be wasteful as it discards the
aggregation capabilities of sensors which would allow much less data to be re-
turned to the operator. What is needed are facilities for in-network data proc-
essing, as we also encountered in pervasive health care systems.

In-network processing can be done in numerous ways. One obvious one is to
forward a query to all sensor nodes along a tree encompassing all nodes and to
subsequently aggregate the results as they are propagated back to the root, where
the initiator is located. Aggregation will take place where two or more branches of
the tree come to together. As simple as this scheme may sound, it introduces diffi-
cult questions:

1. How do we (dynamically) set up an efficient tree in a sensor network?

2. How does aggregation of results take place? Can it be controlled?

3. What happens when network links fail?

These questions have been partly addressed in TinyDB, which' implements a de-
clarative(database) interface to wireless sensor networks. In essence, TinyDB can
use any tree-based routing algorithm. An intermediate node will collect and ag-
gregate the results from its children, along with its own findings, and send that
toward the root. To make matters efficient, queries span a period of time allowing
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Figure 1-13. Organizing a sensor network database, while storing and proc-
essing data (a) only at the operator's site or (b) only at the sensors.

for careful scheduling of operations so that network resources and energy are
optimally consumed. Details can be found in Madden et al. (2005).

However, when queries can be initiated from different points in the network,
using single-rooted trees such as in TinyDB may not be efficient enough. As an
alternative, sensor networks may be equipped with special nodes where results are
forwarded to, as well as the queries related to those results. To give a simple ex-
ample, queries and results related temperature readings are collected at a different
location than those related to humidity measurements. This approach corresponds
directly to the notion of publish/subscribe systems, which we will discuss exten-
sively in Chap. 13.

1.4 SUMMARY

Distributed systems consist of autonomous computers that work together to
give the appearance of a single coherent system. One important advantage is that
they make it easier to integrate different applications running on different com-
puters into a single system. Another advantage is that when properly designed,
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distributed systems scale well with respect to the size of the underlying network.
These advantages often come at the cost of more complex software, degradation
of performance, and also often weaker security. Nevertheless, there is consid-
erable interest worldwide in building and installing distributed systems.

Distributed systems often aim at hiding many of the intricacies related to the
distribution of processes, data, and control. However, this distribution transpar-
ency not only comes at a performance price, but in practical situations it can never
be fully achieved. The fact that trade-offs need to be made between achieving var-
ious forms of distribution transparency is inherent to the design of distributed sys-
tems, and can easily complicate their understanding. -

Matters are further complicated by the fact that many developers initially
make assumptions about the underlying network that are fundamentally wrong.
Later, when assumptions are dropped, it may turn out to be difficult to mask
unwanted behavior. A typical example is assuming that network latency is not sig-
nificant. Later, when porting an existing system to a wide-area network, hiding
latencies may deeply affect the system's original design. Other pitfalls include
assuming that the network is reliable, static, secure, and homogeneous.

Different types of distributed systems exist which can be classified as being
oriented toward supporting computations, information processing, and pervasive-
ness. Distributed computing systems are typically deployed for high-performance
applications often originating from the field of parallel computing. A huge class
of distributed can be found in traditional office environments where we see data-
bases playing an important role. Typically, transaction processing systems are
deployed in these environments. Finally, an emerging class of distributed systems
is where components are small and the system is composed in an ad hoc fashion,
but most of all is no longer managed through a system administrator. This last
class is typically represented by ubiquitous computing environments.

PROBLEMS

1. An alternative definition for a distributed system is that of a collection of independent
computers providing the view of being a single system, that is, it is completely hidden
from users that there even multiple computers. Give an example where this view
would come in very handy.

2. What is the role of middleware in a distributed system?

3. Many networked systems are organized in terms of a back office and a front office.
How does organizations match with the coherent view we demand for a distributed
~~m? -

4. Explain what is meant by (distribution) transparency, and give examples of different
types of transparency.
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5. Why is it sometimes so hard to hide the occurrence and recovery from failures in a
distributed system?

6. Why is it not always a good idea to aim at implementing the highest degree of trans-
parency possible?

7. What is an open distributed system and what benefits does openness provide?

8. Describe precisely what is meant by a scalable system.

9. Scalability can be achieved by applying different techniques. What are these tech-
niques?

10. Explain what is meant by a virtual organization and give a hint on how such organiza-
tions could be implemented.

11. When a transaction is aborted. we have said that the world is restored to its previous
state. as though the transaction had never happened. We lied. Give an example where
resetting the world is impossible.

12. Executing nested transactions requires some form of coordination. Explain what a
coordinator should actually do.

13. We argued that distribution transparency may not be in place for pervasive systems.
This statement is not true for all types of transparencies. Give an example.

14. We already gave some examples of distributed pervasive systems: home systems.
electronic health-care systems. and sensor networks. Extend this list with more ex-
amples.

15. (Lab assignment) Sketch a design for a home system consisting of a separate media
server that will allow for the attachment of a wireless client. The latter is connected to
(analog) audio/video equipment and transforms the digital media streams to analog
output. The server runs on a separate machine. possibly connected to the Internet. but
has no keyboard and/or monitor connected.
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