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TOKENIZATION IN PAYMENT 
ENVIRONMENTS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. The application claims the benefit of Provisional 
Application No. 61/597.588, filed on Feb. 10, 2012: Provi 
sional Application No. 61/597,592, filed on Feb. 20, 2012: 
and Provisional Application No. 61/609,677, filedon Mar. 12, 
2012, all of which are incorporated herein by reference. 

FIELD OF ART 

0002 This application relates generally to the field of data 
protection, and more specifically to the tokenization of data in 
mobile and payment environments. 

BACKGROUND 

0003. Many challenges exist in handling financial and 
other sensitive data, Such as credit card numbers, Social Secu 
rity numbers, bank account numbers, and the like. In use, a 
mobile system for processing Such sensitive data transmits 
the sensitive data, often wirelessly, between multiple autho 
rized entities, any of which can store the sensitive data. For 
example, in a retail environment a user may make a payment 
with a mobile phone at a register, the register may transmit a 
credit card number received from the mobile phone to a local 
server, the local server may transmit the credit card number to 
a bank, and so forth. In this example, the credit card number 
may be stored at the mobile phone, the register, the local 
server, the bank, and at any other entity implemented within 
a payment environment. Sensitive data is Vulnerable in Such 
an environment to interception by unauthorized entities at 
multiple points, such as during each transmission between 
authorized entities or while stored at any authorized entity. 
0004 To prevent unauthorized access to sensitive data, 
steps can be taken to protect the sensitive data. Such data 
protection measures are required by many jurisdictions for 
various categories of sensitive data. The sensitive data can be 
encrypted during transmission or storage using an encryption 
algorithm and encryption key. However, encryption can be 
overcome/broken using a variety of hacking methods, and the 
use of encryption in financial systems is often subject to 
resource-intensive audit requirements. Data storage security 
measures can be implemented while the sensitive data is 
stored at an authorized entity, but Such storage security mea 
Sures generally protect against intrusion by an unauthorized 
entity and do not protect the sensitive data after the unautho 
rized entity has overridden or bypassed the storage security 
CaSUS. 

SUMMARY 

0005 Sensitive data, such as communication data or pay 
ment information, is tokenized in a mobile environment or a 
payment environment. A mobile device identifies data for 
communication, Such as communication information entered 
by a user or as part of a communication or security protocol. 
In response, the mobile device retrieves device information 
and/or session information. The mobile device identifies one 
or more tokenization parameters based on the retrieved device 
information and/or the retrieved session information, and 
tokenizes the identified data for communication based on the 
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identified tokenization parameters. The mobile device trans 
mits the tokenized data to a communication system for pro 
cessing. 
0006 A payment terminal can receive payment informa 
tion associated with a transaction requested by a user, such as 
a credit card number or bank account number. The payment 
terminal identifies transaction information associated with 
the transaction, such as a transaction amount or a geographic 
region. The payment terminal identifies a set of tokenization 
parameters based on the identified transaction information, 
and tokenizes the received payment information based on the 
set of identified tokenization parameters. The payment termi 
nal then stores the tokenized payment information if the pay 
ment terminal is offline relative to a central payment system, 
or transmits the tokenized payment in formation if the pay 
ment terminal is online relative to the central payment system. 
0007. A payment terminal can receive payment informa 
tion associated with a transaction, and can tokenize the 
received payment information based on a first set of tokeni 
Zation parameters. The payment terminal sends the tokenized 
payment information to a central payment system or other 
payment entity configured to detokenize and retokenize or to 
secondarily tokenize the tokenized payment information 
based on a second set of tokenization parameters. The central 
payment system or other payment entity can Subsequently 
transmit the tokenized payment information to a payment 
network associated with the transaction. 

0008. A user can submit payment information to a central 
security system and can receive a token card for storage at a 
mobile device of the user based on one or more use rules 
selected by the user. The mobile device can display stored 
token cards, and in response to receiving a request for a 
transaction from the user, can allow the user to select a dis 
played token card for use in the transaction. The selected 
token card is transmitted to a central payment system config 
ured to identify the use rules used in generating the token card 
and to determine whether the identified use rules are satisfied 
by the transaction. Responsive to a determination that the use 
rules are satisfied by the transaction, the central payment 
system is configured to detokenize the selected token card and 
to send the detokenized payment card to a payment network 
for authorization and processing. 

BRIEF DESCRIPTION OF DRAWINGS 

0009 FIG. 1 illustrates a mobile and payment environ 
ment, according to one embodiment. 
0010 FIG. 2 illustrates a mobile and payment tokeniza 
tion environment, according to one embodiment. 
0011 FIG.3 is a flowchart of a process for the tokenization 
of data in a mobile environment, according to one embodi 
ment. 

0012 FIG. 4 is a flowchart of a process for the tokenization 
of data in a payment environment, according to one embodi 
ment. 

0013 FIG. 5 illustrates a centralized security system in a 
distributed payment tokenization environment, according to 
one embodiment. 

0014 FIG. 6 is a flowchart of a process for the tokenization 
and transmission of data by payment entities coupled to a 
central security system, according to one embodiment. 
0015 FIG. 7 illustrates data flow in a mobile and payment 
tokenization environment, according to one embodiment. 
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0016 FIG. 8 is a flowchart of a process for using tokenized 
payment information stored on a mobile device in a financial 
transaction, according to one embodiment. 
0017. The figures depict embodiments for purposes of 
illustration only. One skilled in the art will readily recognize 
from the following description that alternative embodiments 
of the structures and methods illustrated herein may be 
employed without departing from the principles of the inven 
tion described herein. 

DETAILED DESCRIPTION 

Tokenization Overview 

0.018. As used herein, the tokenization of data refers to the 
generation of tokenized data by querying one or more token 
tables mapping input values to tokens with one or more por 
tions of the data, and replacing the queried portions of the data 
with the resulting tokens from the token tables. Tokenization 
can be combined with encryption for increased security, for 
example by encrypting sensitive data using a mathematically 
reversible cryptographic function (e.g., datatype-preserving 
encryption or DTP), a one-way non-reversible cryptographic 
function (e.g., a hash function with strong, secret salt), or a 
similar encryption before or after the tokenization of the 
sensitive data. Any Suitable type of encryption can be used in 
the tokenization of data. 
0019. As used herein, the term token refers to a string of 
characters mapped to an input string of characters in a token 
table, used as a substitute for the string of characters in the 
creation of tokenized data. A token may have the same num 
ber of characters as the string being replaced, or can have a 
different number of characters. Further, the token may have 
characters of the same type (such as numeric, symbolic, or 
alphanumeric characters) as the string of characters being 
replaced or characters of a different type. Tokens can be 
randomly generated and assigned to a particular token table 
input value. 
0020. Any type oftokenization may be used to perform the 
functionalities described herein. One such type of tokeniza 
tion is static lookup table (“SLT) tokenization. SLT tokeni 
Zation maps each possible input values (e.g., possible char 
acter combinations of a string of characters) to a particular 
token. An SLT includes a first column comprising permuta 
tions of input string values, and may include every possible 
input string value. The second column of an SLT includes 
tokens, with each associated with an input string value of the 
first column. Each token in the second column may be unique 
among the tokens in the second column. Optionally, the SLT 
may also include one or several additional columns with 
additional tokens mapped to the input string values of the first 
column. A seed value can be used to generate an SLT, for 
instance by generating random numbers based on the seed 
value for each token in the SLT. 
0021. In some embodiments, to increase the security of 
tokenization, sensitive data can be tokenized two or more 
times using the same or additional token tables. Each Succes 
sive tokenization is referred to as a “tokenization iteration' 
herein. For example, the first 8 digits of a 16 digit credit card 
number can be tokenized with an 8 digit token table to form 
first tokenized data, and the last 12 digits of the first tokenized 
data can be tokenized using a 12 digit token table to form 
second tokenized data. In another example, the first 4 digits of 
a credit card number are tokenized using a first token table, 
the second 4 digits are tokenized with a second token table, 
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the third 4 digits are tokenized with a third token table, and the 
last 4 digits are tokenized with a fourth token table. Certain 
sections of the sensitive data may also be left un-tokenized; 
thus a first Subset of the resulting tokenized data may contain 
portions of the sensitive data and a second Subset of the 
tokenized data may contain a tokenized version of the sensi 
tive data. 
0022 Dynamic token lookup table (“DLT) tokenization 
operates similarly to SLT tokenization, but instead of using 
static tables for multiple tokenizations, a new token table 
entry is generated each time sensitive data is tokenized. A 
seed value can be used to generate each DLT. In some 
embodiments, the sensitive data or portions of the sensitive 
data can be used as the seed value. DLTs can in some con 
figurations provide a higher level of security compared to 
SLT, but can also require the storage and/or transmission of a 
large amount of data associated with each of the generated 
token tables. While DLT tokenization can be used to tokenize 
data according to the principles described herein, the remain 
der of the description will be limited to instances of SLT 
tokenization for the purposes of simplicity 
0023 The security of tokenization can be further 
increased through the use of initialization vectors (“IVs). An 
IV is a string of data used to modify sensitive data prior to 
tokenizing the sensitive data. Example sensitive data modifi 
cation operations include performing linear or modulus addi 
tion on the IV and the sensitive data, performing logical 
operations on the sensitive data with the IV, encrypting the 
sensitive data using the IV as an encryption key, and the like. 
The IV can be a portion of the sensitive data. For example, for 
a 12-digit number, the last 4 digits can be used as an IV to 
modify the first 8 digits before tokenization. IVs can also be 
retrieved from an IV table, received from an external entity 
configured to provide IVs for use in tokenization, or can be 
generated based on, for instance, the identity of a user, the 
date/time of a requested tokenization operation, based on 
various tokenization parameters, and the like. Data modified 
by one or more IVs that is Subsequently tokenized includes an 
extra layer of security—an unauthorized party that gains 
access to the token tables used to tokenized the modified data 
will be able to detokenize the tokenized data, but will be 
unable to de-modify the modified data without access to the 
IVs used to modify the data. 
0024. As used herein, “tokenization parameters' refers to 
the properties or characteristics of a tokenization operation. 
For example, tokenizing data according to tokenization 
parameters can refer to but is not limited to one or more of the 
following: the generation of token tables for use in tokenizing 
the data; the identity of pre-generated token tables for use in 
tokenizing the data; the type and number of token tables for 
use in tokenizing the data; the number of tokenization itera 
tions to perform; the type, number, and Source of initialization 
vectors for use in modifying the data prior to tokenization; 
and encryption operations to perform on the data before or 
after tokenization. Tokenization and initialization vectors are 
described in greater detail in U.S. patent application Ser. No. 
13/595,438, titled “Multiple Table Tokenization', filed Aug. 
27, 2012, the contents of which are hereby incorporated by 
reference. 

Mobile and Payment Environment Overview 
0025 FIG. 1 illustrates a mobile and payment environ 
ment, according to one embodiment. The environment of 
FIG. 1 includes a mobile device 102, a payment terminal 104, 
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a central payment system 106, a payment network 108, a bank 
110, an authorization entity 112, a central communication 
system 114, and a central security system 116. The entities of 
FIG. 1 are, include, or are implemented within computing 
devices and are configured to transmit and receive data 
through a connecting network 100. In other embodiments, the 
mobile and payment environment of FIG. 1 can include addi 
tional or different entities, and the entities illustrated can 
perform functionalities differently or other than those 
described herein. In addition, although only one of each type 
of entities are illustrated in FIG. 1, any number of any type of 
entity may be included in the mobile and payment environ 
ment. 

0026. The connecting network 100 is typically the Inter 
net, but may be any network, including but not limited to a 
LAN, a MAN, a WAN, a mobile wired or wireless network, a 
private network, a virtual private network, a direct communi 
cation line, and the like. The connecting network can be a 
combination of multiple different networks. In such embodi 
ments, the tokenization system can be implemented at, 
within, or co-located with an entity illustrated in FIG. 1, and 
can include both inner- and inter-entity communication lines. 
0027. The mobile device 102 is a computing device such 
as a mobile phone, a tablet computer, or a laptop computer. In 
Some embodiments, the mobile device is a traditionally non 
mobile entity, Such as a desktop computer, a television, and 
the like. The mobile device includes software configured to 
allow a user of the mobile device to interact with otherentities 
within the environment of FIG. 1. For example, the mobile 
device can include a mobile wallet application or other pay 
ment application configured to allow a user to use the mobile 
device to transmit payment information when conducting a 
transaction, for instance at a store or restaurant. The mobile 
device can also include a communication application config 
ured to allow a user to use the mobile device to communica 
tion with other entities and other mobile devices. Generally, 
the mobile device communicates wirelessly (for instance via 
Bluetooth, near field communication or "NFC, or mobile 
phone networks), though wired communication technologies 
may also be used. 
0028. As used herein, “transaction” refers to the exchange 
of funds for goods or services. Funds can be exchanged by 
providing payment information from a first payment entity to 
a second payment entity. As used herein, “payment informa 
tion' can include credit card numbers, debit card numbers, 
bank account numbers, PIN numbers, gift card numbers, 
ticket and other pay-card information (such as identifying 
information or account balance information), identity infor 
mation, or any other information used to conduct financial 
transactions. It should be noted that in Some embodiments, a 
transaction can involve the providing of cash to a user of an 
ATM terminal; in such instances, “goods or services’ 
involves the transfer of cash from the ATM terminal to a user 
and the deduction of an equivalent amount of funds from a 
user account. As used herein, “payment entity” refers to an 
entity involved in the performance of a transaction, and can 
include, for example, any of the entities of the environment of 
FIG. 1, any applications running on the entities of the envi 
ronment of FIG. 1, or any other entity associated with a 
transaction. 

0029. The payment terminal 104 is a computing device 
configured to allow a user to conduct a transaction, Such as 
paying for goods or services, transferring funds, and the like. 
The payment terminal can be an ATM terminal, a ticket dis 
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penser, a terminal co-located with a cash register at a store or 
restaurant, a hand-held mobile phone payment system, or any 
other computing device for use in conducting a transaction. 
The payment terminal can be configured to receive and trans 
mit information associated with or characteristics of a trans 
action (hereinafter “transaction information') and payment 
information to other payment entities. Transaction informa 
tion can include, but is not limited to, the identity of a user 
requesting/performing a transaction, a method of payment in 
a transaction, goods or services associated with the transac 
tion, a price or cost associated with the transaction, the iden 
tity of an entity associated with the payment terminal or any 
other payment entity (such as a bank, store, business, and the 
like), a time/date of the transaction, and the like. The payment 
terminal can receive and communicate transaction informa 
tion and payment information wirelessly, though in other 
embodiments, the payment terminal may also be equipped 
with a physical credit card reader, with a cash receiving/ 
output means, with network cables, and the like. 
0030 The payment terminal 104 includes a payment 
application (such as the payment application 214 described 
below in conjunction with FIGS. 2, 5, and 7) including 
executable software configured to run on the payment termi 
nal. The payment application can be configured to allow the 
user 200 to conduct transactions via the payment terminal, for 
instance by allowing a user to provide payment information to 
other entities in exchange for goods or services, or to transfer 
funds. It should be noted that, as shown in the embodiment of 
FIG. 7, a payment application can also implemented in the 
mobile device 102, allowing a user to use the mobile device to 
conduct transactions. 

0031. The central payment system 106 is a computing 
device. Such as a server, configured to provide a centralized 
payment interface between one or more payment terminals 
and one or more other payment entities, such as a payment 
network 108, a bank 110, and an authorization entity 112. The 
central payment system can receive a transaction request 
from a payment terminal, identify an associated payment 
entity, transmit payment information associated with the 
transaction request to the associated payment entity, receive 
an authorization or denial for the transaction from the asso 
ciated payment entity, transmit the authorization or denial to 
the payment terminal, and process the transaction upon 
receiving an authorization. Alternatively, the payment termi 
nals may communicatively couple to the central payment 
system only periodically; in Such embodiments, a payment 
terminal may allow a user to conduct a transaction when the 
payment terminal is offline from the central payment system, 
may store offline transaction information and payment infor 
mation at the payment terminal, and may upload the stored 
transaction information and payment information to the cen 
tral payment system when the payment terminal next com 
municatively couples to the central payment system. 
0032. The payment network 108 includes a network of 
computing devices associated with various payment entities, 
Such as credit card companies, debit card entities, online 
payment systems (such as Paypal and Google Wallet), coupon 
servers, merchant websites, payment gateways, and the like. 
The payment network is configured to receive transaction 
information and payment information from the central pay 
ment system 106, identify a payment entity associated with 
the transaction, and provide a communicative interface 
between the central payment system and the payment entity. 
The bank 110 includes one or more computing devices asso 
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ciated with a bank, such as web servers, financial servers, and 
the like. The bank 110 is configured to interface with the 
central payment system to conduct transactions, to allow for 
the transfer of funds, and to perform other financial functions. 
The authorization entity 112 is a computing device associated 
with any entity configured to communicate with the central 
payment system to authorize transactions by users of a pay 
ment terminal 104. For example, an authorization entity can 
be a credit agency, a debit card account balance server, a gift 
card balance server, and the like. Although illustrated sepa 
rately, the payment network, the bank, and the authorization 
entity can be implemented within the same computing device 
or network, and any number of payment networks, banks, and 
authorization entities can be present in the environment of 
FIG 1. 

0033. The central communication system 114 is config 
ured to provide a communicative interface between a mobile 
device 102 and one or more other entities, such as one or more 
payment entities, other mobile devices and computing 
devices, web sites, email servers, and the like. The central 
communication system can include a communication server, 
a cellphone tower, a router, a wireless station or access point, 
a web server, or any other communicative computing system 
configured to receive and send communication information to 
and from communicating entities. The central communica 
tion system can include and implement a variety of commu 
nication protocols in operation, and in various embodiments 
can provide webpages, SMS functionality, email routing, and 
the like between entities. 

0034. The central security system 116 is configured to 
provide a centralized security interface between entities in the 
environment of FIG. 1. The central security system can gen 
erate, store, and provide token tables to the various entities, 
for instance in response to a request from the central commu 
nication system 114 or a payment terminal 104. The central 
security system can also provide security use rules, encryp 
tion keys, credential information, initialization vectors, and 
any other security information for use in securing data trans 
ferred between entities in the environment of FIG.1. In one 
embodiment, the central security system 116 is configured to 
receive credential information, for instance a password from 
a user or authorization credentials from a bank 110, and to 
authenticate the credential information prior to providing 
security information to an entity in the environment of FIG.1. 
0035 FIG. 2 illustrates a mobile and payment tokeniza 
tion environment, according to one embodiment. The envi 
ronment of FIG. 2 includes a mobile device 102, a payment 
terminal 104, a central payment system 106, and a central 
communication system 114. The mobile device, payment 
terminal, central payment system, and central communica 
tion system are communicatively coupled to a central Security 
system 116. The central communication system is addition 
ally communicatively coupled to a mobile phone 222, a com 
puter 224, and a communication server 226. The central pay 
ment system is additionally communicatively coupled to a 
payment network 108, a bank 110, and an authorization entity 
112. Any number of each entity may be present in FIG. 2, and 
fewer, additional, or differententities may be present. In some 
embodiments, various entities can be implemented within a 
single entity, for instance the payment terminal can be imple 
mented within the mobile device. 

0036. The mobile device 102, the payment terminal 104, 
the central communication system 114, and the central pay 
ment system 106 each include a token server (token server 
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202A, 202B, 202C, and 202D, respectively: “token servers 
202’ collectively) and a token tables storage module (204A, 
204B, 204C, and 204D, respectively; “token tables storage 
modules 204' collectively). Each token table storage module 
204 stores token tables for use in tokenization. The token 
tables storage modules can store token tables received from 
various sources, such as the central security system 116, the 
components of the entity with which each token tables Storage 
module is part, or other entities within the environment of 
FIG 2. 

0037 Each token server 202 is configured to retrieve token 
tables stored in a respective token tables storage module 204, 
and serve the retrieved token tables to various respective 
entity components. For example, the token server 202A is 
configured to retrieve token tables stored in the token tables 
storage module 204A and to provide the retrieved token tables 
to the communication application 206. Similarly, the token 
server 202B is configured to serve retrieved token tables to the 
payment application 214, the token server 202C is configured 
to serve retrieved token tables to the security interface 212, 
and the token server 202D is configured to serve retrieved 
token tables to the payment interface 218. 
0038. The token servers 202 are also configured to store 
received token tables in the token tables storage modules 204. 
Each token server can receive token tables from the central 
security system 116, from respective entity components, or 
from other token servers. For example, the token server 202A 
can store token tables generated by and received from the 
communication application 206, received from the central 
security system 116, and received from the token server 
2O2C. 

0039 Each token server 202 can also serve token tables to 
other token servers. For example, the token server 202A can 
serve one or more token tables used in tokenization by the 
communication application 206 to the token server 202C for 
use in detokenization by the security interface 212, and for 
storage in the token tables storage module 204C. Similarly, 
the token server 202B can serve one or more token tables used 
in tokenization by the payment application 214 for use in 
detokenization by the payment interface 218, and for storage 
in the token tables storage module 204D. 
0040. The central security system 116 provides token 
tables to the token servers 202 for storage in the token tables 
storage modules 204. The central security system can provide 
one or more token tables periodically (for instance, every day, 
hour, or other time period); in response to a request for tokens 
from a token server 202; from the communication application 
206, the security interface 212, the payment application 214, 
or the payment interface 218; in response to a certain number 
of tokenization operations by one or more of the entities of 
FIG. 2; in response to a transaction or communication request 
from the user 200; and the like. The central security system 
can provide pre-generated token tables stored at the central 
security system, or can generate token tables in response to 
receiving a request for token tables. Token tables stored at the 
central security system and the token tables storage modules 
can be associated with identifiers such that a token server 202 
can request a particular token table. For example, if the com 
munication application uses token table “X7m2 to tokenize 
data, the security interface can use the identifier “X7m2 to 
retrieve the same token table from the token tables storage 
module 204C for use in detokenizing the tokenized data. 
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Tokenization in a Mobile Environment 

0041 Auser 200 can use the mobile device 102 to transmit 
communication information to the central communication 
system 114. In one embodiment, the mobile device can be a 
mobile phone configured to make phone calls and/or send text 
messages to the central communication system, which can be 
a phone service provider, a mobile phone communication 
tower, and the like. Alternatively, the mobile device can be a 
computer configured to send emails or other messages to or to 
communicate over any wired or wireless communication pro 
tocol, the selection of which is not material to the invention. 
As used herein, "communication data” refers to any informa 
tion sent from the mobile device to the central communication 
system. 
0042. The mobile device 102 includes the token server 
202A, the token tables storage module 204A, the communi 
cation application 206, and the device information storage 
module 208. The central communication system 114 includes 
the token server 202C, the token tables storage module 204C, 
the communication server 210, and the security interface 212. 
The communication application is configured to identify 
communication data, to identify device information and/or 
session information, to tokenize the communication data 
based on the device and/or session information, and to send 
the tokenized communication data to the central communi 
cation system. The communication server provides a commu 
nicative interface between the central communication system 
and other entities (such as the mobile device, the mobile 
phone 222, the computer 224, and the communication server 
226) by receiving and routing communication data between 
entities. The security interface is configured to implement 
various tokenization-based security protocols for communi 
cation data received and routed by the communication server, 
as will be described below in detail. 
0043. The device information storage module 208 stores 
information describing the mobile device 102 (hereinafter 
“device information'). For example, device information can 
include the brand or manufacturer of the mobile device, the 
make or model of the mobile device, identifying information 
associated with a mobile device SIM card, a phone number 
associated with the mobile device, a MAC address or IP 
address associated with the mobile device, a serial number of 
the mobile device, a wireless server provider associated with 
the mobile device, information identifying a user of the 
mobile device (such as a user name, a password, and the like), 
or any information associated with the mobile device. 
0044) The device information storage module 208 can also 
store information associated with use of the mobile device 
102 (hereinafter “session information'). For example, ses 
sion information can include the number of times that the 
mobile device has previously communicated with the central 
communication system 114, the time and/or date of the pre 
vious communication between the mobile device and the 
central communication system, the length of a previous com 
munication session or the total length of all communication 
sessions between the mobile device and the central commu 
nication system, a session identifier identifying the current 
session between the mobile device and the communication 
system, or any information identifying the historical activity 
of the mobile device and/or the communication system. It 
should be noted that both the device information and the 
session information stored at the device information storage 
module can also be stored at the central communication sys 
tem. 
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0045. The communication application 206 identifies and 
tokenizes communication data. In one embodiment, the com 
munication data can be data entered by the user 200, such as 
a text message, an email, a web search query, and the like. 
Alternatively, the communication data can be data required to 
implement a communication protocol, such as session estab 
lishing information, session continuance information, com 
munication information formatted according to the commu 
nication protocol, access rights information, device 
identification information, and the like. For example, the 
communication data can be data required to establish a con 
nection between the mobile device and central communica 
tion system in order for the user to make a phone call, to 
connect the mobile device to a wireless network implemented 
by the central communication system, and the like. 
0046. The communication application 206 receives a 
security protocol from the central communication system 114 
and retrieves device and/or session information from the 
device information storage module 208 for use in tokenizing 
the identified communication data based on the received 
security protocol. The received security protocol received 
specifies tokenization parameters for the communication 
application to identify and specifies retrieved device informa 
tion and/or session information on which to identify the 
tokenization parameters. 
0047 A security protocol can specify that token table 
identities are to be determined based on particular retrieved 
device information and/or session information. A communi 
cation application implementing Such a security protocol can 
identify a token table based on, for example, a phone number 
associated with the mobile device 102. A security protocol 
can also specify that token tables are to be generated based on 
the particular device information and/or session information. 
A communication application implementing such a security 
protocol can use, for example, a SIM card number as a seed 
value to generate token values for a token table, or can send a 
session identifier to the central security system 116 for use in 
generate token tables. 
0048. A security protocol can specify that IVs can be 
determined based on particular device information and/or 
session information. A communication application imple 
menting Such a security protocol can use, for example, the last 
four digits of a phone number associated with the mobile 
device 102 as an IV, or can use the time of the previous 
communication between the mobile device and the central 
communication system 114 to query an IV table to retrieve an 
IV. A security protocol can specify that portion of the identi 
fied communication data for tokenization based on device 
information and/or session information. A communication 
application implementing Such a security protocol can iden 
tify, for example, the first four digits of the identified com 
munication data if the date of the previous communication 
between the mobile device and the central communication 
system was between 1 and 4 days ago, the second four digits 
if the date of the previous communication was between 5 and 
8 days ago, and so forth. 
0049. A security protocol can specify other tokenization 
parameters based on the device information and/or session 
information. For example, a communication application can 
determine a type of tokenization to use in tokenizing the 
identified communication databased on a geographic loca 
tion of the mobile device 102, a number of tokenization 
iterations based on a time of day, a number of IVs for use in 
tokenization based on a brand of the mobile device, a type of 
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modification to perform on the identified communication data 
with one or more IVs based on the identity of the user 200, an 
encryption to perform on the identified communication data 
before or after tokenization based on the strength of wireless 
connection between the mobile device and the central com 
munication system 114, or any other tokenization parameter 
based on any other device and/or session information. 
0050. Upon identifying one or more tokenization param 
eters based on device and/or session information, the com 
munication application 206 tokenizes the identified commu 
nication databased on the identified tokenization parameters. 
For example, if the tokenization parameters include a) the 
identity of a token table for retrieval from the token tables 
storage module 204A, b) an IV based on the first 4 bits of the 
identified communication data, and c) a determination that 
the last 6 bits of the identified communication data are to be 
modified with the IV and tokenized, then the communication 
application modifies the last 6 bits of the identified commu 
nication data with the first 4 bits, and tokenizes the modified 
data using the retrieved token table to produce tokenized 
communication data. The communication application then 
sends the tokenized communication data to the central com 
munication system 114, where it is received by the commu 
nication server 210. 

0051. The communication server 210 receives tokenized 
data from the communication application 206. The commu 
nication server can store the received tokenized data in a 
communication storage module (not shown in FIG. 2), or can 
route it to another entity (such as the mobile phone 222, the 
computer 224, or the communication server 226). The com 
munication server can also respond to receiving tokenized 
data, for instance by informing the communication applica 
tion that the tokenized data was received. 

0052. The security interface 212 is configured to imple 
ment one or more security protocols for use in tokenizing 
communications between the mobile device 102 and the cen 
tral communication system 114. As noted above, the security 
protocols implemented by the security interface specify 
tokenization parameters for the communication application 
206 to identify, and can specify the device information and/or 
the session information based on which the communication 
application identifies the tokenization parameters. For 
example, a security protocol implemented by the security 
interface can specify that the first 7 digits of a phone number 
associated with the mobile device be used by the communi 
cation application to identify a token table for use in token 
izing the communication data. 
0053. The security interface 212 can implement security 
measures for communications between the mobile device 102 
and the central communication system unrelated to tokeniza 
tion. For example, the security interface can require that the 
communication application establish a secure or encrypted 
connection prior to establishing a communication session 
between the mobile device and the central communication 
system 114. In Such an example, the communication applica 
tion uses device and/or session information specified by the 
security interface as an encryption key for encrypting com 
munication data, and upon the receipt of the encrypted com 
munication data by the communication server, the security 
interface decrypts the encrypted communication data using 
device information and/or session information received from 
the mobile device or stored at the central communication 
system. 
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0054 The security interface 212 can require the commu 
nication application 206 to authenticate the identity of the 
user 200 or the mobile device 102 prior to establishing a 
communication session between the mobile device and the 
central communication system 114. For example, the security 
interface can require that the communication application 
tokenize a pre-determined data string by using a phone num 
ber of the mobile device to identify a token table stored in the 
token tables 204A and tokenizing the pre-determined string 
with the phone identified token table. Upon the receipt of such 
a tokenized string by the communication server 210, the 
security interface can tokenize the same pre-determined data 
string by using a phone number known to be associated with 
the mobile device to identify a token table stored in the token 
tables storage module 204C and tokenizing the pre-deter 
mined string with the identified token table. If the tokenized 
string received from the communication application matches 
the String tokenized by the security interface, the security 
interface can determine that the identity of the mobile device 
is authentic, and can permit the establishment of the commu 
nication session. 

0055. The security interface 212 can require the mobile 
device 102 to re-authenticate itself periodically, or before 
each new communication session. In one embodiment, ses 
sion information representing a session count is stored by the 
mobile device and the central communication system 114. 
After each communication session between the mobile 
device and the central communication system, the session 
count stored by each is incremented. In this embodiment, the 
security interface can require the communication application 
206 to tokenize communication data using the session count, 
for instance as a token table identifier, an encryption key, oran 
IV. 

0056. The security interface 212 can require the commu 
nication application 206 to obtain a particular set of token 
tables for use in tokenizing communication data for a com 
munication session. For example, the security interface can 
require the communication application to request and obtain 
(via the token server 202A and the token server 202C) a set of 
token tables stored at the token tables storage module 204C. 
Likewise, the security interface can require the communica 
tion application to obtain (via the token server 202A) a set of 
token tables from the central security system 116 for use in a 
communication session, and can retrieve (via the token server 
202C) the same set of token tables, for instance in response to 
receiving communication data tokenized with the set of token 
tables from the communication application. 
0057 The security interface 212 can detokenize received 
tokenized communication data prior to the storage or routing 
of the communication data by the communication server 210. 
For example, if the central communication system 114 is 
securely coupled to the communication server 226, the Secu 
rity interface can detokenized received tokenized communi 
cation data, Such as an email, and can serve the detokenized 
email to the communication server 226 for delivery to an 
intended recipient. The Security interface can also re-tokenize 
detokenized communication data prior to storage or routing. 
For example, the security interface may require a first level of 
security be implemented between the mobile device 102 and 
the central communication system, and a second level of 
security be implemented between the central communication 
system and the computer 224. Accordingly, the security inter 
face can detokenize communication data from the mobile 
device tokenized according to the first level of security, and 
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can re-tokenize the communication data according to the 
second level of security prior to the serving of the communi 
cation data to the computer by the communication server. 
0.058. It should be noted that in order to detokenize com 
munication data received from the mobile device 102, the 
security interface 212 may be required to access to the token 
tables used by the communication application 206 to tokenize 
the communication data. As noted above, in certain embodi 
ments, the token server 202A receives token tables stored at 
the token tables storage module 204C via the token server 
202C, or the token server 202A and the token server 202C 
each receive token tables from the central security system 
116. In embodiments in which the communication applica 
tion 206 generates token tables based on device information 
and/or session information for use in tokenization, the Secu 
rity interface can request the generated token tables from the 
token server 202A via the token server 202C, or can generate 
the same token tables using the device information and/or 
session information (for instance, if the device information 
and session information is also stored at the central commu 
nication system 114, or in response to requesting and receiv 
ing such information from the mobile device). In one embodi 
ment, the token servers 202A and 202C synchronize token 
tables stored at the token tables storage modules 204A and 
204C periodically. 
0059 FIG.3 is a flowchartofaprocess for the tokenization 
of data in a mobile environment, according to one embodi 
ment. A mobile device identifies 300 communication data to 
be communicated. The communication data can be data 
entered by a user of the mobile device (such as a text message 
or email), can be data required for the establishment of a 
communication session (such as authentication information), 
or can be data required for communication using a particular 
communication protocol (such as WiFi or VoIP). 
0060. The mobile device retrieves 310 device information 
and/or session information associated with the mobile device, 
for instance based on a received security protocol. Examples 
of device information include a phone number of the mobile 
device, a SIM card number of the device, and a serial number 
of the mobile device. Examples of session information 
include a date and time of a previous communication session 
by the mobile device, a communication session count, and a 
session identifier. 
0061. The mobile device identifies 320 one or more 
tokenization parameters based on the retrieved device infor 
mation and/or session information, for instance as specified in 
a received security protocol. For example, one or more token 
tables can be retrieved or generated based on a phone number 
of the mobile device, an IV can be generated based on the 
session count associated with the mobile device, and an 
encryption key can be generated for use in encrypting the 
tokenized data prior to communication based on an identity of 
the user of the mobile device. The mobile device tokenizes 
330 the identified data based on the identified tokenized 
parameters, and transmits 340 the tokenized data to a central 
communication system. 

Tokenization in a Payment Environment 
0062 Returning to FIG. 2, a user 200 can use the payment 
terminal 104 to conduct a financial transaction. In addition to 
the token server 202B and token tables storage module 204B 
as described above, the payment terminal includes a payment 
application 214 and a transactions storage module 216. The 
payment application is configured to receive payment infor 
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mation from the user, to tokenize the payment information, 
and to store or transmit the tokenized payment information. 
The payment application can include, for example, a user 
interface presenting the user with various selectable transac 
tion information (such as a description of a good or service, a 
price associated with the transaction, and various options for 
providing payment information). In various embodiments, 
the user selects one or more options associated with a trans 
action, is presented with a price associated with the transac 
tion, and provides payment information by Swiping a credit 
card at a card reader of the payment terminal. 
0063. The payment terminal 104 transmits tokenized pay 
ment information to and otherwise communicates with the 
central payment system 106. The payment terminal can alter 
nate between being communicatively coupled and communi 
catively uncoupled from the central payment system. For 
example, the payment terminal may communicatively couple 
to the central payment system periodically, such as once an 
hour or once a day, or may communicatively couple to the 
central payment system at a pre-determined time or in 
response to a request from the central payment system. The 
payment terminal is referred to herein as “online' when com 
municatively coupled to the central payment system, and 
“offline' when communicatively uncoupled from the central 
payment system. 
0064. The payment application 214 is configured to allow 
a user200 to conduct transactions when the payment terminal 
104 is both online and offline. Upon receiving a request for a 
transaction from a user, the payment application can receive 
payment information from the user, cantokenize the received 
payment information, and can determine whether the pay 
ment terminal is online or offline. In response to a determi 
nation that the payment terminal is offline, the payment appli 
cation can store the tokenized payment information in the 
transactions storage module 216. In response to a determina 
tion that the payment terminal is online, the payment appli 
cation can transmit the tokenized payment information to the 
central payment system 106. 
0065. The payment application 214 tokenizes the received 
payment information by accessing one or more token tables 
(identified, for instance, by one or more tokenization param 
eters as described below) and tokenizing all or part of the 
payment information using the accessed token tables. To 
access the token tables, the payment application can request 
token tables from the token server 202B, which, as described 
above, is configured to retrieve the requested token tables 
from the token tables storage module 204B. Upon retrieving 
the requested token tables, the token server 202B provides the 
retrieved token tables to the payment application. 
0066. The payment application 214 identifies one or more 
tokenization parameters for use in tokenizing the received 
payment information. In one embodiment, the tokenization 
parameters are identified based on transaction information 
associated with the transaction being conducted. It should be 
noted that any tokenization parameter can be identified based 
on any combination of transaction information. The payment 
application may also identify one or more tokenization 
parameters based on default or requested security protocols, 
or based on any other suitable factor. 
0067. The payment application can identify one or more 
token tables for retrieval or generation by the token server 
202B based on the transaction information. For example, the 
payment application can identify a token table identifier or a 
seed value for generating token tables based on a time of 
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transaction or a transaction price. Similarly, the payment 
application can identify, based on transaction information, an 
IV for use in tokenization, a type of modification to perform 
on the payment information based on an IV, a portion of the 
payment information to tokenize, a type of tokenization or 
number of tokenization iterations to perform, an encryption 
algorithm and/or encryption key for use in encrypting the 
payment information before or after tokenization, transaction 
information to combine with the payment information before 
or after tokenization, or any other tokenization parameter. In 
one embodiment, instead of identifying tokenization param 
eters based on transaction information, the payment applica 
tion can identify tokenization parameters based on a default 
security protocol or based on a security protocol implemented 
by the central payment system 106. 
0068. Upon identifying one or more tokenization param 
eters, the payment application 214 tokenizes the payment 
information based on the tokenization parameters. For 
example, if the identified tokenization parameters include the 
identity of token tables retrieved from the token tables storage 
module 204B and an encryption algorithm and key, the pay 
ment application encrypts the payment information using the 
encryption algorithm and key, and tokenizes the encrypted 
payment information using the retrieved token tables. As 
noted above, the payment terminal can store the tokenized 
payment information in the transactions storage module 216 
if the payment terminal is offline, and can transmit the token 
ized payment information to the central payment system 106 
if the payment terminal is online Tokenized payment infor 
mation stored at the transactions storage module can be stored 
until the payment terminal comes online (e.g., when the pay 
ment terminal becomes communicatively coupled to the cen 
tral payment system 106), in response to which the payment 
application can output the stored tokenized payment infor 
mation to the central payment system. Alternatively, the pay 
ment terminal can output the stored tokenized payment infor 
mation upon a request from the central payment system, or 
after tokenized payment information representing a threshold 
number of transactions is stored. 

0069. In addition to the token server 202B and the token 
tables storage module 204B as described above, the central 
payment system 106 includes a payment interface 218 and a 
transactions storage module 220. The payment interface is 
configured to receive tokenized payment information from 
the payment application payment terminal 104, and to route 
payment information to one or more financial entities, such as 
the payment network 108, the bank 110, the authorization 
entity 112, or any other financial entity not illustrated in the 
embodiment of FIG. 2. In an example transaction, upon the 
swiping of a credit card by a user 200 and the subsequent 
tokenization and outputting of the credit card number to the 
central payment system, the payment interface can route the 
tokenized credit card number to the authorization entity, can 
receive authorization for the transaction, and can output the 
tokenized credit card number to the payment network for 
processing and completion of the transaction. 
0070 The payment interface 218, prior to routing received 
tokenized payment information, can store the tokenized pay 
ment information in the transactions storage module 220. 
Tokenized payment information associated with multiple 
transactions can be aggregated at the transactions storage 
module, and the payment interface can route the aggregated 
tokenized payment information periodically, at a pre-deter 
mined time, after a threshold number of transactions, or in 
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response to a request from a payment entity, Such as the 
payment network 108, the bank 110, or the authorization 
entity 112. In an example where the payment terminal 104 is 
an ATM terminal, the central payment system can store and 
aggregate tokenized payment information at the transactions 
storage module until tokenized payment information associ 
ated with 100 transactions is stored, upon which the payment 
interface outputs the tokenized payment information repre 
senting the 100 transactions to the bank. In some embodi 
ments not described further herein, the payment terminal 
communicatively couples directly to and transmits tokenized 
payment information to the payment network, the bank, or the 
authorization entity, bypassing the central payment system. 
0071. In one embodiment, the payment interface 218 deto 
kenizes received tokenized payment information prior to Stor 
ing the payment information at the transactions storage mod 
ule 220, or prior to routing the payment information. In Such 
an embodiment, the payment interface can re-tokenize deto 
kenized payment information prior to storage or routing, for 
instance based on more robust tokenization parameters. 
Alternatively, instead of detokenizing received tokenized 
payment information, the payment interface can perform sec 
ondary tokenization on the tokenized payment information, 
thus increasing the security of the tokenized payment infor 
mation further. In one embodiment, the payment application 
214 can provide the tokenization parameters used to tokenize 
the payment information for each transaction to the payment 
interface for use in detokenizing the tokenized payment infor 
mation. For example, if the payment application selects one 
or more token tables for use in tokenizing payment informa 
tion based on the identity of the user 200, the payment appli 
cation can output the identity of the user along with the 
tokenized payment information. The payment interface can 
then access the one or more tables used to tokenize the pay 
ment information based on the identity of the user for use in 
detokenizing the payment information. 
0072 The token tables used by the payment application 
214 to tokenize payment information, and/or used by the 
payment interface 218 to detokenize, re-tokenize or second 
arily tokenize payment information can be received from the 
central security system 116 as noted above. Received token 
tables are stored at the token tables storage module 204B and 
204D. In one embodiment, the central payment system 106 
receives token tables from the central security system or 
generates token tables, and provides token tables to the pay 
ment terminal 104 for use in tokenization. For example, the 
central payment system can provide new or updated token 
tables to the payment terminal upon the payment terminal 
coming online. In this example, upon the receipt of token 
tables from the central payment system by the payment ter 
minal after coming online, the payment application uses the 
new or updated token tables for tokenization upon the pay 
ment terminal Subsequently going offline until the payment 
terminal comes online again. 
0073. In one embodiment, after coming online after per 
forming transactions while offline, the payment terminal 104 
outputs stored tokenized payment information to the central 
payment system 106, and in response, the central payment 
system outputs a set of token tables to the payment terminal 
for use in Subsequent tokenization. In embodiments where the 
payment application 214 generates token tables for use in 
tokenization, the payment terminal can output the generated 
token tables along with stored tokenized payment informa 
tion to the central payment system, and the payment interface 
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218 can use the received token tables in detokenizing the 
tokenized payment information. It should be noted that the 
central payment system may be required to access the token 
tables used by the payment application to tokenize payment 
information before the payment interface 218 can detokenize 
the tokenized payment information. 
0074 Beneficially, tokenizing payment information prior 
to transmitting the payment information may eliminate Vari 
ous audit requirements imposed within financial institutions 
and systems. Though tokenization may be combined with 
encryption, tokenized data itself is not an encrypted represen 
tation of the original data. As described above, tokenized data 
includes one or more portions of the original data replaced 
with tokens within token table entries associated with the one 
or more portions of the original data. Thus, without access to 
the one or more token tables, the original data cannot be 
derived from the tokenized data. Accordingly, as unautho 
rized entities that intercept tokenized data cannot detokenize 
the data without access to the token tables used to tokenize the 
data, the need for various audits required by financial institu 
tions and systems can be preempted. 
0075 FIG. 4 is a flowchart of a process for the tokenization 
of data in a payment environment, according to one embodi 
ment. A transaction can be requested by a user, for instance at 
a payment terminal, and in response, the payment terminal 
can prompt the user for payment information. The payment 
terminal receives 400 payment information associated with a 
transaction. The payment information can be a credit card 
number, a bank account number, or the like. The payment 
terminal identifies 410 transaction information associated 
with the transaction. Transaction information can include the 
time and date of the transaction, the identity of the user 
performing the transaction, the identity of a merchant asso 
ciated with the transaction, the transaction payment method, 
the transaction amount/cost, and the like. 
0076. The payment terminal identifies 420 one or more 
tokenization parameters based on the transaction informa 
tion. For example, one or more token tables can be identified 
based on a PIN number associated with the transaction, one or 
more token tables can be generated based on a user name 
associated with the user, a number of tokenization iterations 
can be identified based on the time of day of the transaction, 
and the like. The payment terminal tokenizes 430 the payment 
information based on the identified tokenization parameters. 
For example, if the tokenization parameters identify a set of 
token tables and an encryption algorithm, the payment infor 
mation is tokenized using the set of token tables and the 
tokenized payment information is Subsequently encrypted 
using the encryption algorithm. 
0077. In response to the payment terminal being commu 
nicatively uncoupled (“offline') from a central payment sys 
tem associated with the payment terminal, the payment ter 
minal stores 440 the tokenized payment information until the 
payment terminal becomes communicatively coupled to the 
central payment system. In response to the payment terminal 
being communicatively coupled ("online') to the central pay 
ment system, the payment terminal transmits 450 the token 
ized payment information to the central payment system. In 
one embodiment, the tokenized payment informationistrans 
mitted from the payment terminal when coupled to the central 
payment system at a pre-determined time, at periodic inter 
vals, or in response to a request from the central payment 
system. 
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Tokenization in a Distributed Payment Environment 
0078 FIG. 5 illustrates a centralized security system in a 
distributed payment tokenization environment, according to 
one embodiment. It should be noted that the payment tokeni 
zation environment of FIG. 2 can be implemented within the 
distributed payment tokenization environment of FIG. 5. 
Accordingly, the features and functionalities described in 
conjunction to FIG. 2 are equally applicable to the environ 
ment of FIG. 5. 
(0079. The environment of FIG. 5 includes a variety of 
payment entities, such as a payment terminal 104, a payment 
application 212, a central payment system 106, a payment 
network 108, and a bank 110. Other embodiments of the 
environment of FIG. 5 can include fewer, additional, or dif 
ferent entities than those shown in FIG. 2. Each payment 
entity is communicatively coupled to a central Security sys 
tem 116, and is configured to receive token tables and/or 
tokenization parameters from the central security system, as 
will be described herein in greater detail. 
0080. The payment terminal 104 receives payment infor 
mation from a user 200 during the performance of a transac 
tion, for instance at a card reader or other input interface 
associated with the payment terminal. The payment terminal 
includes the payment application 212, for instance running on 
the payment terminal or running in a computing system com 
municatively coupled to the payment terminal. The payment 
application receives the payment information from the pay 
ment terminal and sends the payment information to the cen 
tral payment system 106 (as described above). For example, 
the payment application may store the payment information 
when the payment terminal is offline, and may send the pay 
ment information to the central payment system when the 
payment terminal is online, for instance in response to a 
request from the central payment system or after payment 
information representing a threshold number of transactions 
is stored by the payment application. 
I0081. The central payment system 106 can store received 
payment information for Subsequent routing to the payment 
network 108, or can immediately send received payment 
information to the payment network. Likewise, the payment 
network can store received payment information for Subse 
quent routing to the bank 110, or can immediately send 
received payment information to the bank. The bank can 
process the transaction associated with the payment informa 
tion by, for example, appropriating or transferring funds 
based on the received payment information. It should be 
noted that the payment network to which the central payment 
system sends the payment information can be based on infor 
mation associated with or characteristics of the transaction 
(“transaction information” as used above). Similarly, the 
bank to which the payment network sends the payment infor 
mation can be based on transaction information associated 
with the transaction. 
I0082 In an example embodiment, a user with a Visa debit 
card associated with a Wells Fargo bank account can Swipe 
the debit card at the grocery store checkout line card reader, 
and a payment application running on the card reader can 
send the debit card information to the grocery store's central 
payment system. The central payment system of the grocery 
store can be configured to, at a pre-determined time of day, 
send the debit card information to a payment network asso 
ciated with Visa, which in turn is configured to send the debit 
card information to a bank server associated with Wells 
Fargo. 
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0083. Any of the payment entities of the embodiment of 
FIG. 5 can tokenize payment information received from 
another payment entity. Further, any of the payment entities 
can implement one or more additional Security measures, 
Such as data modification (for instance, using IVs), encryp 
tion before or after tokenization, and the like. Accordingly, 
each payment entity in the embodiment of FIG. 5 can be 
configured to receive a set of token tables and/or a set of 
tokenization parameters from the central Security system, and 
can tokenize received payment information based on the set 
of token tables and received tokenization parameters. 
0084. In some embodiments, a payment entity can receive 
payment information tokenized with a first set of token tables 
and according to a first set of tokenization parameters, and 
can tokenize the tokenized payment information using a sec 
ond set of token tables and according to a second set of 
tokenization parameters. Payment entities can also detoken 
ize payment information tokenized with a first set of token 
tables and according to a first set of tokenization parameters, 
and can re-tokenize the detokenized payment information 
using a second set of token tables and according to a second 
set of tokenization parameters. Although the term “tokeniza 
tion parameters' is used herein, in Some embodiments, a 
payment entity can receive an encryption algorithm and/or 
encryption key, and can encrypt/decrypt received payment 
information without explicitly performing tokenization. 
0085. The central security system 116 includes a central 
token server 500, a token generation module 502, a security 
interface 504, a token tables storage module 506, and a 
tokenization parameters storage module 508. In other 
embodiments, the central Security system includes compo 
nents other than those described herein. 
I0086. The central token server 500 retrieves, in response to 
a request from the security interface 504, one or more token 
tables received stored in the token tables storage module 506, 
and serves the retrieved token tables to the paymententities of 
FIG. 5. The central token server can also receive token tables 
from the paymententities of FIG.5, and can store the received 
token tables in the token tables storage module 506. For 
example, in an embodiment in which the payment application 
212 generates token tables for use in tokenizing payment 
information, the payment application can output the gener 
ated token tables, and the central token server can receive and 
store the generated token tables for Subsequent retrieval and 
serving to a payment entity for use in detokenizing payment 
information tokenized with the generated token tables (such 
as the payment network 108 or the bank 110). 
0087. The token generation module 502 generates token 

tables, for instance in response to a request from the security 
interface 504. Token tables generated by the token generation 
module are sent to one or more payment entities and/or stored 
in the token tables storage module 506 by the central token 
server 500. In one embodiment, the security interface pro 
vides a token table seed value to the token generation module, 
and the token generation module generates token tables based 
on the token table seed value. 

I0088. The security interface 504 provides sets of token 
tables (via the central token server 500) and/or sets of tokeni 
zation parameters to the payment entities of the FIG.5 for use 
in tokenizing payment information. As described above, each 
set of tokenization parameters can include an identity of one 
or more token tables for use in tokenization, a number of 
tokenization iterations to perform, a type of tokenization to 
perform, a data modification to perform (for instance, an IV 
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modification), an encryption to perform, and any other prop 
erty of tokenization. The security interface can provide a set 
of tokenization parameters stored in the tokenization param 
eters storage module 508, or can generate a set of tokenization 
parameters and provide the generated set of tokenization 
parameters. 
I0089. The security interface 504 can select a set of token 
tables and a set of tokenization parameters to provide to a 
payment entity based on a variety of factors. For example, the 
security interface can select a set of token tables and/or a set 
of tokenization parameters based on properties associated 
with the payment entity (such as the identity of the payment 
entity, a company or person associated with the payment 
entity, or a security level requested by the payment entity), 
properties associated with the user 200 (such as the identity of 
the user, a user name associated with the user, and the like), or 
transaction information (such as an amount of the transaction, 
a payment method, and the like). The security interface can 
select a different set of token tables and a different set of 
tokenization parameters for each payment entity in FIG. 5, or 
can select the same set of token tables and/or tokenization 
parameters for one or more payment entities. 
0090 Any payment entity of FIG. 5 can tokenize received 
payment information and/or can detokenize payment infor 
mation tokenized by a preceding payment entity. In addition, 
any payment entity can encrypt received payment informa 
tion, can decrypt payment information encrypted by a pre 
ceding payment entity, can modify received payment infor 
mation, and/or can de-modify payment information modified 
by a preceding payment entity. Further, any payment entity 
can tokenize previously tokenized payment information, 
resulting in payment information that is tokenized two, three, 
or more times. Similarly, any payment entity can encrypt 
previously encrypted information, and can modify previously 
modified information. 
0091. As used herein, a “preceding payment entity”, rela 
tive to a second payment entity, refers to a payment entity 
within FIG. 5 that receives payment information in the per 
formance of a transaction before the second payment entity. 
For example, the payment application 212 is a preceding 
payment entity relative to the central payment system 106, the 
payment network 108, and the bank 110. Further, it should be 
noted that in the context of FIG. 5, “payment information 
may refer to tokenized or untokenized payment information. 
0092. It should be noted that the security interface 504 can 
provide sets of token tables and tokenization parameters to 
the payment entities of FIG. 5 in response to a transaction 
request by the user, in response to the receipt of payment 
application at the payment terminal 104, or in response to 
requests from the payment entities of FIG. 5. In addition, the 
central security system can provide sets of token tables and/or 
tokenization parameters to the payment entities of FIG. 5 in 
advance of a particular transaction, for instance periodically 
or after a set number of transactions. 

0093. In a first example embodiment, the payment termi 
nal 104 receives payment information in association with a 
transaction, and forwards the payment information to the 
payment application 212. The payment application receives a 
first set of tokenization parameters identifying a first token 
table stored at the payment application, and identifying a first 
portion of the payment information to tokenize. In response, 
the payment application tokenizes the first portion of the 
payment information using the first token table to produce 
first tokenized payment information, and sends the first 
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tokenized payment information to the central payment sys 
tem 106. The central payment system receives a second set of 
tokenization parameters identifying a second token table 
stored at the central payment system and a second portion of 
the first tokenized payment information to tokenize. In 
response, the central payment system tokenizes the second 
portion of the tokenized payment information using the sec 
ond token table to produce second tokenized payment infor 
mation, and sends the second tokenized payment information 
to the payment network 108. The payment network sends the 
second tokenized payment information to the bank 110. 
which receives a third set of tokenization parameters identi 
fying the token tables and payment information portions 
identified by the first and second sets of tokenization param 
eters. The bank retrieves the first and second token tables (for 
instance, from a token table storage module at the bank, or by 
requesting the token tables from the payment application and 
central payment system or from the central Security system), 
and detokenizes the second tokenized payment information 
using the first and second token tables and based on the 
identified first and second payment information portions to 
obtain the original payment information for processing. 
0094. In a second example embodiment, the payment ter 
minal 104 receives payment information from the user 200, 
and tokenizes the payment information using a first set of 
token tables stored at the payment terminal to produce first 
tokenized payment information. The payment application 
212 receives an encryption algorithm from the central Secu 
rity system 116, encrypts the first tokenized payment infor 
mation, and outputs the encrypted payment information. The 
central payment system 106 receives the encryption algo 
rithm and a second set of token tables from the central secu 
rity system, decrypts the encrypted payment information 
using the encryption algorithm, tokenizes the decrypted pay 
ment information using the second set of token tables, and 
outputs the second tokenized payment information. The pay 
ment network 108 receives the second set of token tables from 
the central security system, detokenizes the second tokenized 
payment information, and outputs the detokenized payment 
information. The bank 110 receives the first set of token tables 
from the central security system, and detokenizes the deto 
kenized payment information with the first set of token tables 
to produce the original payment information. 
0095 FIG. 6 is a flowchart of a process for the tokenization 
and transmission of data by payment entities coupled to a 
central security system, according to one embodiment. A 
payment terminal receives 600 payment information associ 
ated with a transaction. The payment terminal also receives 
610 a first set of tokenization parameters from a central secu 
rity system. The payment terminal tokenizes 620 the payment 
information based on the first set of tokenization parameters, 
and transmits 630 the tokenized payment information to a 
centralized payment system coupled to a payment network 
associated with the transaction. 

0096. The centralized payment system receives 640 the 
first set of tokenization parameters and a second set of tokeni 
Zation parameters from the central Security system. The cen 
tralized payment system detokenizes 650 the tokenized pay 
ment information based on the first set of tokenization 
parameters, and re-tokenizes 660 the detokenized payment 
information based on the second set of tokenization param 
eters. The centralized payment system transmits 670 the re 
tokenized payment information to the payment network. 
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Tokenization Information in Mobile 
Environments 

(0097 FIG. 7 illustrates data flow in a mobile and payment 
tokenization environment, according to one embodiment. 
The environment of FIG. 7 includes a mobile device 102, a 
central payment system 106, a payment network 108, an 
authorization entity 112, and a central security system 116. 
Other embodiments of the environment of FIG. 7 can include 
fewer, additional, or different entities than those shown in 
FIG 2. 
0098. A user 200 can register one or more credit card 
numbers, bank account numbers, or other payment informa 
tion with the central security system 116, which provides 
tokenized representations of the payment information (here 
inafter, “token cards”) to the user's mobile device 102 for use 
in Subsequent transactions. The central Security system 
includes a central token server 500, a token tables storage 
module 506, a tokenization module 702, and a use rules 
storage module 704. The central security system as described 
in the embodiment of FIG. 7 can be a credit card company or 
bank interface (Such as a website or computing system inter 
face), a third-party tokenization broker (an entity configured 
to receive payment information from users and provide token 
cards based on the payment information) not affiliated with a 
credit card company or bank, or any other entity configured to 
provide a user with an interface to create token cards. 
0099. The central token server 500 retrieves token tables 
stored in the token tables storage module 506 in response to a 
request from the tokenization module 702 or the central pay 
ment system 106. The token tables storage module 506 stores 
a plurality of token tables, and each token table can be asso 
ciated with one or more use rules. For instance, each token 
table can include a metadata field storing a description of one 
or more use rules, or a use rules table can map token table 
identifiers to use rules associated with each token table. 
0100. The use rules storage module 704 stores a plurality 
ofuse rules. As used herein, a “use rule' defines a limitation 
or restriction of the use of payment information based on 
transaction information. For instance, use rules can limit the 
use of payment information by business identity (a particular 
store, restaurant, and the like), by business type (e.g., movie 
theater, grocery store, hair salon), by geographic location 
(e.g., a particular city, state, or country), by transaction 
amount (the cost of a purchase or the amount of a transfer of 
funds), by date (e.g., day of the week, week, month, or par 
ticular date), by time (e.g., before 7pm, or between 11 am and 
1 pm), by item/service purchase (e.g., groceries, gasoline), by 
merchant type (e.g., online or in-store), or by any other trans 
action characteristic. The use rules storage module can also 
store a use rules table mapping token table identifiers to use 
rules. For example, for a token table that is used to tokenize 
payment information to produce token cards for use in trans 
actions under S100, a token table identifier for the token table 
can be mapped to the use rule “under S100 in the use rules 
table. 
0101 The user 200 can request a token card through an 
interface provided by the tokenization module 702. The 
tokenization module can prompt the user to enter payment 
information and to select one or more use rules. In one 
embodiment, the tokenization module retrieves example use 
rules from the use rules storage module 704 for display to a 
user, and the user can select from among the displayed use 
rules. Alternatively, the user can create customized use rules 
that are Subsequently stored in the use rules storage module. 

of Payment 
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The tokenization module receives payment information and a 
selection of one or more use rules 700. For example, the 
tokenization module may receive a credit card number and a 
selection of use rules restricting the use of a token card asso 
ciated with the credit card number to gas stations and for 
purchases under S50. 
0102 The tokenization module 702 identifies (via the cen 

tral token server 500) a token table stored at the token tables 
storage module 506 associated with the selected use rules. In 
one embodiment, the central token server queries metadata 
fields associated with each token table stored in the token 
tables storage module to identify a token table associated with 
the selected use rules. Alternatively, the central token server 
can query a use rules table to identify a token table associated 
with the selected use rules. An identified token table associ 
ated with the selected use rules is retrieved by the central 
token server and provided to the tokenization module. It 
should be noted that while the remainder of the description 
herein is limited to the identification of one table based on 
selected use rules for use in tokenizing payment information, 
other embodiments may identify multiple token tables asso 
ciated with selected use rules for use in tokenizing payment 
information according to the principles described herein. 
0103. The tokenization module tokenizes the received 
payment information using the identified token table to pro 
duce a token card 706, and provides the token card to a mobile 
device 102 of the user. The tokenization module can tokenize 
the received payment information by querying the identified 
token table with a data string representing the payment infor 
mation, and by outputting the token mapped to the data string 
in the identified token table as the token card. In other 
embodiments not described further herein, the tokenization 
module can produce a token card by querying the identified 
token table with a portion of the data string representing the 
payment information, by replacing the portion of the data 
string with the token mapped to the data string portion in the 
identified token table, and by outputting the partial tokenized 
payment information as the token card. Similarly, any tokeni 
Zation parameters can be used by the tokenization module to 
tokenize the received payment information, though further 
description of such embodiments is not included for the pur 
poses of simplicity. 
0104. It should be noted that a user can create multiple 
token cards using the same payment information (e.g., the 
same credit card number) by selecting different use rules in 
each instance of creating a token card for the payment infor 
mation. For example, a first token card limiting transactions 
to grocery store purchases can be generated for a credit card 
number limiting purchases to grocery stores, a second token 
card limiting transactions to restaurant purchases under S75 
can be generated for the credit card number, and so forth. 
0105. As will be described below in greater detail, the 
selected use rules used to detokenize a token card are identi 
fied by first identifying the token table used to generate the 
token card, and then identifying the use rules associated with 
the token table (for instance by querying the metadata field of 
the token table or querying a use rules table as described 
above). Accordingly, in order to identify the token table used 
to generate the token card, the token tables stored at the token 
tables storage module 506 are queried to identify the token 
table that includes the token used to generate the token card. 
Thus, in some embodiments, no two token tables stored at the 
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token tables storage module include the same token, allowing 
each token table to be uniquely identified by any of the tokens 
included in the token table. 

0106. In one embodiment, the tokenization module allows 
the user to provide a name for a token card for display on the 
mobile device. For example, for a use rule restricting the use 
of a bank account number to purchases in Toronto, Canada, a 
user can provide the token card name “Toronto vacation', the 
tokenization module can store the token card name within the 
token card (for instance, in a metadata field), and the mobile 
device can display the token card name “Toronto vacation' in 
a list of token card names associated with token cards at the 
mobile device. 

0107 Accordingly, the user 200 can register a plurality of 
credit cards, debit cards, bank accounts, and other payment 
information with the central security system 116 in advance 
of conducting transactions associated with the registered pay 
ment information. The central security system generates a 
token card each time the user provides payment information 
based on the use rules selected by the user, and the token cards 
are sent to the user's mobile device 102 for storage. Benefi 
cially, the payment information itself is not stored at the 
mobile device, limiting the exposure and risk of conducting 
transactions with the mobile device. In addition, by generat 
ing token cards based on use rules, the user further limits the 
risk of an unauthorized entity conducting transactions with 
the mobile device in the event the mobile device is lost by the 
user. An unauthorized entity that gains access to the mobile 
device will be restricting in the use of the payment informa 
tion based on the use rules selected by the user. 
0108. The user 200 uses the mobile device 102 to conduct 
a transaction using a token card stored at the mobile device. 
The mobile device includes a user interface 710, a token cards 
storage module 712, a payment application 214, and an 
authorization interface 728. In other embodiments, the 
mobile device includes different components than those 
shown in the embodiment of FIG. 7. 

0109 The payment application 214 of the mobile device 
102 is an application configured to allow the user 200 to 
conduct a transaction with a token card stored in the token 
cards storage module 712. The token cards storage module 
stores token cards received from the central security system. 
The payment application presents one or more stored token 
cards to the user via the user interface 710. The user interface 
includes a display configured to display token cards presented 
by the payment application and input means configured to 
allow the user to select a presented token card. 
0110. Upon receiving a request for a transaction from the 
user 200, the payment application 214 displays one or more 
stored token cards (for instance, all token cards stored at the 
token cards storage module, or a Subset of stored token cards 
selected based on transaction information associated with the 
transaction) via the user interface 710. In response, the user 
can provide a token card selection 708 to the payment appli 
cation via the user interface. The payment application 
retrieves the selected token card from the token cards storage 
module 712 and outputs the selected token card and associ 
ated transaction information 714 to the central payment sys 
tem 106. As noted above, the transaction information includes 
various characteristics of the transaction, for instance, the 
cost of the transaction, the merchant associated with the trans 
action, the geographic location of the transaction, and the 
like. 

JPMC Ex. 1018 
Page 21



US 2013/021 2007 A1 

0111. The central payment system 106 includes a payment 
interface 218, a token tables storage module 204D, a verifi 
cation module 718, and a detokenization module 720. In other 
embodiments, the central payment system includes different 
components than those shown in the embodiment of FIG. 7. 
The payment interface, as described above, is configured to 
receive tokenized payment information (e.g., a selected token 
card), and to route payment information 720 to the payment 
network 108. The token tables storage module 204D stores 
token tables 716 received from the central security system 
116. The central security system can provide token tables 
stored at the token tables storage module 506 to the token 
tables storage module 204D in advance of a particular trans 
action, in response to a request to create a token card from the 
user 200, or in response to a request from the central payment 
system. The central security system can provide all token 
tables to the central payment system, or can provide just the 
token tables used in the creation of token cards. The central 
security can also provide a use rules table to the central 
payment system for use in identifying token tables used in the 
generation of token cards. 
0112 The verification module 718 is configured to receive 
the selected token card and transaction information 714 from 
the payment interface 218. In response to receiving the 
selected token card, the verification module identifies the 
token table used to generate the selected token card. The 
verification module queries the token tables stored in the 
token tables storage module 204D to identify the token table 
including the selected token card as a token. In alternative 
embodiments, the verification module queries the central 
security system 116 to identify a token table stored in the 
token tables storage module 506 that includes the token 
equivalent to the selected token card. In embodiments in 
which the tokenization module 702 tokenizes payment infor 
mation based on a set of tokenization parameters including 
tokenization operations other than the replacement of pay 
ment information with a token, the verification module 
retrieves the set of tokenization parameters and identifies the 
token table used to generate the selected token card based on 
the set of tokenization parameters. 
0113. Upon identifying the token table used to generate 
the selected token card, the verification module 718 identifies 
the use rules associated with the token table. In embodiments 
in which the use rules are stored in a metadata field of each 
token table, the verification module accesses the metadata 
field of the identified token table to identify the stored use 
rules. In embodiments in which the use rules are stored in a 
use rules table mapping token table identifiers to use rules 
associated with token tables, the Verification module queries 
the use rules table with an identifier of the identified token 
table to identify use rules associated with the identified token 
table. 

0114. In response to identifying use rules associated with 
the identified token table used to generate the selected token 
card, the verification module 718 determines whether the 
identified use rules are satisfied based on the received trans 
action information and approves or denies the transaction 
based on the determination. For example, if the transaction 
information identifies that the transaction request is originat 
ing from Oregon, and the identified use rules limit use of the 
selected token card to transactions originating from Califor 
nia, the verification module determines that the use rules are 
not satisfied by the received transaction information and 
denies the transaction. In another example, if the transaction 
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information identifies that the transaction is for S16, and the 
identified use rules limit use of the selected token card to 
transactions under S20, the verification module determines 
that the use rules are satisfied by the received transaction 
information and allows the transaction. In one embodiment, 
the verification module only verifies the transaction if all 
identified use rules are satisfied by the received transaction 
information. 
0.115. In response to the approval of the transaction by the 
verification module 718, the detokenization module 720 deto 
kenizes the selected token card using the identified token 
table to produce the payment information associated with the 
selected token card. The payment interface 218 transmits the 
payment information 722 to the payment network 108. In 
Some embodiments, prior to processing the transaction, the 
payment network can seek authorization for the transaction 
from an authorization entity 112. Accordingly, the payment 
network can send an authorization request 724 including, for 
example, the amount of the transaction, the identity of the 
merchant, and any other Suitable transaction information to 
the authorization entity. 
0116. The authorization entity 112, in response to receiv 
ing the authorization request 724, can authorize the transac 
tion based on the transaction information included in the 
authorization request. For instance, if the transaction is for an 
amount below a threshold or within a geographic region asso 
ciated with the user 200, the authorization entity can autho 
rize the transaction without further input from the user. The 
authorization entity can also require user authorization from 
the user based on the transaction information included in the 
authorization request prior to authorizing the transaction. 
Continuing with the previous example, if the transaction is for 
an amount above the threshold or outside the geographic 
region associated with the user, the authorization entity can 
prompt the user to provide user authorization before the 
authorization entity authorizes the transaction. 
0117 Upon determining that user authorization is 
required to authorize a transaction, the authorization entity 
112 can send a user authorization request 726 to the mobile 
device 102 of the user 200. The authorization interface 728 of 
the mobile device can receive the user authorization request 
and can prompt the user via the user interface 710 to authorize 
the transaction. For example, the authorization interface can 
display text via the user interface indicating that user autho 
rization is required, and can receive via the user interface user 
input authorization the transaction. The authorization entity 
can specify via the user authorization request a type of autho 
rization required. For instance, the authorization entity can 
require the user to enter a PIN, password, or other user cre 
dentials associated with the user and known to the authoriza 
tion entity in order to authorize the transaction, or can merely 
require the user to select an “authorize” button in order to 
authorize the transaction. The authorization interface can dis 
play a request for user credentials via the user interface and 
based on the authorization requirements of the authorization 
entity. 
0118. The user 200 can authorize the transaction via the 
mobile device 102, for instance by entering required user 
credentials, by selecting an “authorize” button, or by provid 
ing any other authorization information. Upon receiving 
authorization information from the user, the authorization 
interface 728 sends a user authorization 730 to the authoriza 
tion entity 112. The user authorization can include authoriza 
tion information such as a PIN, password, or other user cre 
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dentials. In addition, the user can reject the transaction, for 
instance, by selecting a “do not authorize” button provided by 
the authorization interface, or by taking no action with 
regards to the displayed authorization request. In response, 
the authorization interface can send the authorization rejec 
tion to the authorization entity, and in response, the authori 
Zation entity can deny authorization to the payment network. 
0119. If the authorization entity 112 does not require that 
the user 200 provide various user credentials when authoriz 
ing the transaction, the authorization entity can authorize the 
transaction upon receiving the user authorization 730. If the 
authorization entity requires that the user provide various user 
credentials (such as a PIN or password), the authorization 
entity can determine whether the user credentials match 
known user credentials associated with the user, and can 
authorize the transaction based on the determination. If the 
authorization entity authorizes the transaction, the authoriza 
tion entity outputs the authorization 732 to the payment net 
work 108, and the payment network processes the transac 
tion. 

0120 In one embodiment, the use rules selected by a user 
200 in the creation of a token card 706 can specify a level of 
authorization required for a transaction. For example, a user 
rule can specify that a PIN number or password be entered by 
the user at the mobile device before the transaction can be 
authorized. Accordingly, the central payment system 106. 
upon receiving a selected token card generated based on Such 
a use rule, can indicate to the payment network 108 that a 
particular authorization is required. The payment network in 
turn can send an authorization request 724 to the authoriza 
tion entity 112 specifying the required authorization, and the 
authorization entity 112 can send a user authorization request 
726 based on the required authorization. 
0121. In an alternative embodiment, the central security 
system 116 can generate token cards 706 based on selected 
use rules, and can generate a token card table associating each 
token card with the use rules selected in the generation of the 
each token card. The central security system can then send the 
token card table to the central payment system 106, and the 
verification module 718 can identify the user rules associated 
with a selected token card by querying the token card table 
with the selected token card. In such an embodiment, token 
tables used in the generation of token cards are not necessarily 
associated with use rules. In addition, the token card table can 
associate each token card with the identities of the one or 
more token tables used to generate the token card, allowing 
the verification module to identify the token tables used to 
generate a selected token card by querying the token card 
table with the selected token card. In such an embodiment, if 
the verification module identifies a token table used to gen 
erate a selected token card that is not stored at the token tables 
storage module 204D, the verification module can request 
and receive the identified token table from the central security 
system 116. 
0122 FIG. 8 is a flowchart of a process for using tokenized 
payment information stored on a mobile device in a financial 
transaction, according to one embodiment. A user provides 
800 payment information and a selection of use rules to a 
central security system. The payment information can be, for 
example, a credit card number, and the selected use rules can 
restrict, for example, the use of payment information to trans 
actions under a threshold amount and within a geographic 
region. The central security system can identify a token table 
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associated with the selected use rules, and tokenize the pay 
ment information using the identified token table to generate 
a token card. 

(0123. A mobile device of the user receives 810 a token 
card based on the provided payment information and the 
selected use rules. A user selects 820 the token card, for 
instance from among a plurality of token cards stored at the 
mobile device, for use in a transaction. The mobile device 
transmits 830 the selected token card to a central payment 
system for verification. The mobile device can also transmit 
various transaction information associated with the transac 
tion. 

0.124. The central payment system identifies 840 the token 
table used to generate the selected token card, for instance by 
querying token tables stored at the central payment system or 
by querying the central security system with the selected 
token card. The central payment system then identifies 850 
the use rules associated with the identified token table, for 
instance by querying a metadata field of the identified token 
table storing the use rules or by querying a use rules table 
mapping token table identities to use rules. 
0.125. The central payment system determines 860 if the 
identified use rules are satisfied by the transaction. For 
example, the central payment system ensures that the trans 
action information associated with the transaction do not 
violate the restrictions of the use rules. Responsive to a deter 
mination that the use rules are satisfied, the central payment 
system detokenizes 870 the selected token card using the 
identified token table to obtain the original payment informa 
tion, and transmits 880 the payment information to a payment 
network. In some embodiments, the payment network 
requires authorization from an authorization entity and/or the 
user, and the user is prompted via the mobile device to provide 
authorization for the transaction (for instance by entering a 
PIN or password into the mobile device). 

Additional Considerations 

0.126 The present invention has been described in particu 
lar detail with respect to one possible embodiment. Those of 
skill in the art will appreciate that the invention may be 
practiced in other embodiments. First, the particular naming 
of the components and variables, capitalization of terms, the 
attributes, data structures, or any other programming or struc 
tural aspect is not mandatory or significant, and the mecha 
nisms that implement the invention or its features may have 
different names, formats, or protocols. Also, the particular 
division of functionality between the various system compo 
nents described herein is merely exemplary, and not manda 
tory; functions performed by a single system component may 
instead be performed by multiple components, and functions 
performed by multiple components may instead performed 
by a single component. 
I0127. Some portions of above description present the fea 
tures of the present invention in terms of algorithms and 
symbolic representations of operations on information. These 
algorithmic descriptions and representations are the means 
used by those skilled in the data processing arts to most 
effectively convey the substance of their work to others 
skilled in the art. These operations, while described function 
ally or logically, are understood to be implemented by com 
puter programs. Furthermore, it has also proven convenient at 
times, to refer to these arrangements of operations as modules 
or by functional names, without loss of generality. 

JPMC Ex. 1018 
Page 23



US 2013/021 2007 A1 

0128. Unless specifically stated otherwise as apparent 
from the above discussion, it is appreciated that throughout 
the description, discussions utilizing terms such as “deter 
mine' refer to the action and processes of a computer system, 
or similar electronic computing device, that manipulates and 
transforms data represented as physical (electronic) quanti 
ties within the computer system memories or registers or 
other Such information storage, transmission or display 
devices. 

0129. Certain aspects of the present invention include pro 
cess steps and instructions described herein in the form of an 
algorithm. It should be noted that the process steps and 
instructions of the present invention could be embodied in 
software, firmware or hardware, and when embodied in soft 
ware, could be downloaded to reside on and be operated from 
different platforms used by real time network operating sys 
temS. 

0130. The present invention also relates to an apparatus for 
performing the operations herein. This apparatus may be 
specially constructed for the required purposes, or it may 
comprise a general-purpose computer selectively activated or 
reconfigured by a computer program Stored on a non-transi 
tory computer readable medium that can be accessed by the 
computer. Such a computer program may be stored in a com 
puter readable storage medium, Such as, but is not limited to, 
any type of disk including floppy disks, optical disks, CD 
ROMs, magnetic-optical disks, read-only memories (ROMs), 
random access memories (RAMs), EPROMs, EEPROMs, 
magnetic or optical cards, application specific integrated cir 
cuits (ASICs), or any type of computer-readable storage 
medium suitable for storing electronic instructions, and each 
coupled to a computer system bus. Furthermore, the comput 
ers referred to in the specification may include a single pro 
cessor or may be architectures employing multiple processor 
designs for increased computing capability. 
0131 The algorithms and operations presented herein are 
not inherently related to any particular computer or other 
apparatus. Various general-purpose systems may also be used 
with programs in accordance with the teachings herein, or it 
may prove convenient to construct more specialized appara 
tus to perform the required method steps. The required struc 
ture for a variety of these systems will be apparent to those of 
skill in the art, along with equivalent variations. In addition, 
the present invention is not described with reference to any 
particular programming language. It is appreciated that a 
variety of programming languages may be used to implement 
the teachings of the present invention as described herein, and 
any references to specific languages are provided for inven 
tion of enablement and best mode of the present invention. 
0132) The present invention is well suited to a wide variety 
of computer network systems over numerous topologies. 
Within this field, the configuration and management of large 
networks comprise storage devices and computers that are 
communicatively coupled to dissimilar computers and stor 
age devices over a network, Such as the Internet. 
0.133 Finally, it should be noted that the language used in 
the specification has been principally selected for readability 
and instructional purposes, and may not have been selected to 
delineate or circumscribe the inventive subject matter. 
Accordingly, the disclosure of the present invention is 
intended to be illustrative, but not limiting, of the scope of the 
invention, which is set forth in the following claims. 
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What is claimed is: 

1. A method for processing payment information, compris 
ing: 

receiving, at a payment terminal, payment information 
associated with a transaction; 

identifying transaction information associated with the 
transaction; 

identifying a set of tokenization parameters based on the 
transaction information; 

tokenizing the payment information based on the set of 
tokenization parameters; and 

responsive to the payment terminal being communica 
tively coupled to a central payment system, transmitting 
the tokenized payment information to the central pay 
ment system. 

2. The method of claim 1, wherein the received payment 
information comprises a credit card number. 

3. The method of claim 1, wherein the received payment 
information comprises a bank account number. 

4. The method of claim 1, wherein the identified transac 
tion information comprises a transaction cost. 

5. The method of claim 1, wherein the identified transac 
tion information comprises the identity of a merchant asso 
ciated with the transaction. 

6. The method of claim 1, wherein the identified transac 
tion information comprises the identity of a user associated 
with the transaction. 

7. The method of claim 1, wherein the identified transac 
tion information comprises a payment method associated 
with the received payment information. 

8. The method of claim 1, wherein the identified transac 
tion information comprises a time and date associated with 
the transaction. 

9. The method of claim 1, wherein the set of tokenization 
parameters comprises an identity of one or more token tables 
stored at the payment terminal. 

10. The method of claim 9, wherein tokenizing the pay 
ment information comprises: 

querying an identified token table with a portion of the 
payment information to obtain a token; and 

replacing the portion of the payment information with the 
token. 

11. The method of claim 1, wherein the set of tokenization 
parameters comprises a number of tokenization iterations. 

12. The method of claim 1, wherein the set of tokenization 
parameters comprises a token table seed value, and wherein 
tokenizing the payment information comprises: 

generating one or more token tables based on the token 
table seed value; and 

tokenizing the payment information using the one or more 
generated token tables. 

13. The method of claim 1, wherein the central payment 
system is configured to store tokenized payment information 
associated with a plurality of transactions. 

14. The method of claim 13, wherein, in response to the 
central payment system storing tokenized payment informa 
tion associated with a threshold number of transactions, the 
central payment system is configured to transmit the stored 
tokenized payment information to a payment entity associ 
ated with the transactions. 
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15. The method of claim 1, further comprising: 
responsive to the payment terminal being communica 

tively uncoupled from the central payment system, stor 
ing the tokenized payment information at the payment 
terminal; and 

in response to the payment terminal being Subsequently 
communicatively coupled to the central payment sys 
tem, transmitting the stored tokenized payment informa 
tion to the central payment system. 

16. The method of claim 1, whereintransmitting the token 
ized payment information to the central payment system 
comprises: 

receiving a request for tokenized payment information 
from the central payment system; and 

transmitting the tokenized payment information in 
response to the received request. 

17. The method of claim 1, further comprising: 
receiving, from the central payment system, a set of token 

tables for use in tokenizing the payment information. 
18. A payment terminal for processing payment informa 

tion, configured to: 
receive payment information associated with a transaction; 
identify transaction information associated with the trans 

action; 
identify a set of tokenization parameters based on the trans 

action information; 
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tokenize the payment information based on the set of 
tokenization parameters; and 

responsive to the being communicatively coupled to a cen 
tral payment system, transmit the tokenized payment 
information to the central payment system. 

19. A method for processing payment information, com 
prising: 

receiving, at a payment terminal, payment information 
associated with a transaction; 

accessing a set of token tables based on the transaction; 
tokenize the payment information using the set of token 

tables; and 
responsive to the payment terminal being communica 

tively coupled to a central payment system, transmitting 
the tokenized payment information to the central pay 
ment system. 

20. A payment terminal for processing payment informa 
tion, configured to: 

receive payment information associated with a transaction; 
access a set of token tables based on the transaction; 
tokenize the payment information using the set of token 

tables; and 
responsive to being communicatively coupled to a central 

payment system, transmit the tokenized payment infor 
mation to the central payment system. 

k k k k k 
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