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METHOD AND APPARATUS FOR
CORRECTING IMPROPER ENCRYPTION
AND/OR FOR REDUCING MEMORY
STORAGE

BACKGROUND OF THE INVENTION

The invention relates generally to systems employing
cryptography based security, and more particularly to sys-
tems employing public key encryption.

Communication systems such as computer networks, tele-
communication systems, and other systems are increasingly
using cryptography to encrypt information sent electroni-
cally. With the increase in electronic commerce, electronic
mail communication, and other information that subscribers
may wish to keep secret, public key cryptography systems
employ an encryption key pair, such as a decryption private
key and an encryption public key to decrypt and encrypt
data. The decryption private keys are secret keys that are
protected by the use of encryption techniques and other
techniques to help ensure that an attacker cannot readily
obtain this critical key.

Also, communication systems are known that additionally
employ digital signing key pairs, such as a signing private
key and a signing public key to allow the use of digital
signatures so that e-mail, electronic contracts and other data
may be uniquely and securely signed by an individual. Such
systems are sometimes referred to as dual public key sys-
tems. Some dual public key systems generate and use a
separate digital signature certificate and a separate encryp-
tion certificate that is sent with encrypted data or digitally
signed data. The separate certificates contain the respective
public key data along with certificate expiry data, and other
data, as known in the art. Other dual public key systems use
a single certificate that contains both the signing public key
and the encryption public key.

When a subscriber’s certificates expire, the cryptographic
system typically generates new certificates. For encryption
certificates, it is desirable to keep a history of all decryption
private keys so that a subscriber can decrypt old e-mail
messages even though the encryption certificates have
expired.

Some standards exist that set forth particular requirements
so that dual and single certificate systems may communicate
with one other, such as the revised versions of the Secure
Multipurpose Internet Mail Extensions (S/MIME) standard.
With such standards, header data is included in a encrypted
message that typically includes certificate key usage data
indicating the data to use in the attached certificate, and
whether the attached certificates are dual certificates or a
single certificate.

However, an interoperability problem can still arise when
a dual certificate system and a single certificate system
communicate with one another if a sending unit or receiving
subscriber unit misinterprets or ignores the key usage data.
For example, a single certificate sending unit, sending data
to a dual certificate subscriber unit, may encrypt data using
the subscriber’s public signing key since it may use the first
public key listed in its single certificate which may be the
digital signing certificate. For example, this may happen
with RSA algorithm keys, which may be used for both
encryption and signatures. The message is encrypted using
the signing key data. However, for encrypting data, the
single certificate system should have used the public encryp-
tion key from the encryption certificate. When a receiving
unit receives an encrypted message, the unit typically
searches a user profile containing the securely stored match-
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ing private decryption key to decrypt the message. The
matching key is typically found by using a key identifier or
by other mechanisms such as inclusion of the public key
certificate in the message header. However, when the signing
certificate data is used for encryption, a receiving subscriber
who expects an encryption key to have been used is typically
unable to locate the proper or matching private decryption
key. Hence the message cannot be decrypted by the receiv-
ing unit. Hence when some systems send an encrypted
message, the system does not send the encryption key
identifier or certificate to allow decryption by a receiving
user, but instead sends the signing key identifier or certifi-
cate.

A system that sends or encrypts a message using a signing
public key from the signing certificate and sends the signing
key identifier or certificate to a receiving unit prevents
secure communication among users expecting to communi-
cate. Hence conventional cryptographic systems may not be
capable of communicating with systems that may improp-
erly encrypt message data. Accordingly, it would be desir-
able to have a cryptography based system that facilitates
detection of an improper encryption process yet allows
suitable decryption so that a user may still communicate
with a sender that is improperly encrypting information.

Also, where a sender may wish to send an encrypted
message to one hundred recipients, typically an encryption
key package is sent for each recipient as part of message
header data. An encryption key package may include, for
example, key identification data, such as a certificate serial
number or unique key identifier data, along with an
encrypted public encryption key separately for each of the
one hundred recipients. One copy of the encrypted message
data is also sent with the encryption key packages so that a
recipient typically needs to store all one hundred key iden-
tification data entries corresponding encrypted public
encryption key for each recipient. This results in the unnec-
essary use of memory since each recipient typically stores
data associated with the other ninety nine recipients.

Typically when a recipient receives an encrypted
message, the message is decrypted and read and then
restored in an encrypted manner so that an adversary cannot
readily obtain the information off of a memory storage unit
such as a computer’s hard drive. The required storage
increases dramatically when a recipient receives hundreds of
e-mail messages on a daily basis. Accordingly, it would be
desirable to have a system that facilitates memory storage
reduction where message data includes encryption key pack-
ages associated with multiple recipients.

Also, some cryptographic systems are known that may
re-encrypt entire messages to facilitate a higher level of
security, or to conform with security policy data at a
recipient’s site. For example a system employing a single
DES algorithm may also employ a triple DES algorithm to
provide additional security through the use of a longer
encryption key. However, the storage of the entire message
requires a substantial amount of storage space in a receiving
unit’s memory whether or not the message is re-encrypted.

Consequently, there exists a need for a system that facili-
tates detection of improper encryption and can correct the
improper encryption and/or a system that facilitates a reduc-
tion of memory storage for encrypted data for public key
cryptography based security systems and other data security
systems.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram generally depicting a system for
facilitating an encryption process in accordance with one
embodiment of the invention.
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FIG. 2 is a diagram illustrating header data reduction to
facilitate memory storage reduction in accordance with one
embodiment of the invention.

FIG. 3 is a flowchart illustrating an example of one
embodiment of facilitating an encryption process in accor-
dance with the invention.

FIG. 4 is a flowchart illustrating another example of an
embodiment of memory storage reduction in accordance
with the invention.

DETAILED DESCRIPTION OF THE
INVENTION

An apparatus and methods for facilitating an encryption
process for use in systems employing cryptography based
security, removes unnecessary data relating to encryption
keys prior to storing the data after receipt of the encrypted
information from a sender. Encrypted data, such as message
data for multiple recipients, is analyzed to determine
whether encryption related data for other recipients may be
removed and/or whether a proper encrypting process was
used.

In one embodiment, the apparatus and one method deter-
mines whether an improper or undesirable encryption key
was used to encrypt encrypted data and re-encrypts the
encrypted data with a different encryption process in
response to detected improper encryption key usage. As one
example, involving the RSA algorithm, received crypto-
graphic key packages are analyzed to determine whether
digital signing key information was used to encrypt the
message.

In another embodiment, the apparatus and method
receives header data containing cryptographic key packages
associated with multiple recipients, then re-encrypts (“re-
wraps”) selected header data that corresponds to a prede-
termined recipient and stores the re-encrypted message data
for later use by the recipient. In another embodiment, no new
encryption is performed, but a deletion of unnecessary
header data is performed by parsing the header data to
determine whether a cryptographic key package corresponds
to key identification data associated with a predetermined
recipient. Cryptographic key packages not corresponding to
the key identification data for that recipient are removed so
that the pertinent cryptographic key package data is stored
with corresponding encrypted message data for the recipient
for later use.

FIG. 1 shows an example of one embodiment of a
memory storage reduction apparatus 100 having a crypto-
graphic receiver 102, an encrypted message data analyzer
103 having a header data parser 104, and a cryptographic
key package removal stage 106. The apparatus 100 may be
a suitably programmed computer that receives encrypted
message data with cryptographic key packages 108. The
apparatus 100 may be in each communication unit in a
communication system, a subset of units, a gateway com-
puter to which recipients are connected, or any other suitable
device. The message data with cryptographic key packages
108 may be an encrypted message, containing any suitable
information, sent by a sender to many recipients, such as an
e-mail message over a worldwide computer network or an
internal company computer network or over any other
suitable communication system. The cryptographic key
package information is preferably contained as header data,
that includes a plurality of encryption key packages associ-
ated with multiple recipients. Header data as referred to
herein is not limited to data preceding other data, but may be
located at any location in a data stream or storage unit as
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long as it is associated with some data. A cryptographic key
package may include, for example, a symmetric encryption
key wrapped, or encrypted, with an asymmetric encryption
key, such as a recipient’s public key, as known in the art (this
is represented as K1, K2 . . . Kn in FIG. 2). However, any
suitable encryption information may be used.

The cryptographic receiver 102, receives the encrypted
message data with the header data and if desired, tempo-
rarily stores this data. The cryptographic receiver 102 com-
municates the received message data with cryptographic key
package data 108 to encrypted message data analyzer 103.

Depending upon how the encrypted message data ana-
lyzer 103 is configured, the analyzer 103 may remove
detected unnecessary cryptographic key package data, detect
whether an improper encryption key was used, re-encrypt
message data using a preferred encryption key or any
suitable combination of these tasks. The header data parser
104 parses the received cryptographic key packages into
separate key packages by standard techniques, such as
relying on known data formatting templates and/or field
identifiers or markers to distinguish separate packages. The
header data parser 104 then communicates the parsed infor-
mation 110 to the cryptographic key package removal stage
106.

The cryptographic key package removal stage 106 ana-
lyzes each cryptographic key package to determine whether
at least one of the cryptographic key packages associated
with the message data corresponds to key identification data
for a predetermined recipient. The cryptographic key pack-
age removal stage 106 removes the cryptographic key
packages that do not correspond to the key identification
data associated with the predetermined recipient. The result-
ing data is preferably only data representing the crypto-
graphic key package (or packages) associated with the
predetermined recipient based on the encryption identifica-
tion data along with the corresponding encrypted message
data which is then re-stored in memory 112 for later use.

FIG. 2 shows by way of example, data that is received by
the cryptographic receiver 102 such as message data with
cryptographic key packages 200 in the header 108. Key
identification data 202 (KID1-KIDn) is included for each
recipient of the message. In a public key cryptography based
system, this may be for example the serial number of a
public key certificate containing the public key used to
create the key package, a hashed version of such a public
key, a unique key identifier, or other information which may
be used to associate a key package with a particular end-
user, end-user public key, or public key certificate. Also,
corresponding key data 204 (K1-Kn) is included with the
key identification data 202 in the cryptographic key package
200. The cryptographic key packages 200 are sent with the
encrypted message data 206, as known in the art. The
memory storage reduction apparatus 100 in one
embodiment, parses the header data containing the crypto-
graphic key packages 200 and removes the cryptographic
key package data that does not correspond to key identifi-
cation data associated with a recipient, or memory storage
reduction apparatus analyzing the received information. For
example, if a recipient is assigned key data K2, such as
encryption public key data, which is given key identification
data KID2, all other cryptographic key packages are
removed prior to being re-stored in memory 112. The
re-stored information by the cryptographic key package
removal stage 106 is represented generally as stored data
210. Hence if a recipient is one of one hundred recipients to
an encrypted e-mail message or other encrypted data, upon
receipt of the e-mail message, the memory storage reduction
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apparatus 100 may delete ninety nine of the one hundred
cryptographic key packages (wrapped keys K1 and
K3-K100 and associated KID data) in the header saving
only the wrapped key, K2 and KID2, for the one recipient
before restoring the wrapped key with the encrypted mes-
sage for future use.

Referring back to FIG. 1, the header data parser 104, if
desired, also analyzes the header data 108 to determine
whether any of the cryptographic key packages includes key
identification data corresponding to a signature key for a
given recipient. As such, the system detects for conditions
where an improper encryption key was used for example, in
the case of the RSA algorithm for where a signing key or
signing identification data has been used instead of a pre-
ferred key. As such, the header parser 104 determines
whether an encryption key used to encrypt encrypted data
was an improper or undesirable key. If desired, the data
parser 104 may instead look for any other defined public key
or other data to determine if it was used as the encryption
key.

The cryptographic key package removal stage 106 may
also include a data re-encryptor, such as any suitable encryp-
tion process, that allows re-encryption of either message
data and/or header data using a different encryption process,
symmetric or asymmetric respectively. The encryption pro-
cess may include for example the use of a longer encryption
key (for either the encryption of the message body, or both),
or the use of a different encryption algorithm than that used
to originally encrypt the received information, such as an
RSA algorithm or other suitable algorithm, typically a public
key algorithm. For example, the header parser could be used
to convert from one-key-wrapping scheme to another. For
example, if a received wrapped key has been encrypted
using static Diffie-Hellman algorithm, the parser may
unwrap the file key and re-wrap it using a different scheme,
such as an RSA scheme for long term storage. This would
allow for substitution of a more desirable or stronger scheme
for long-term storage (e.g., 1024-bit RSA, whereas the
received wrapped key may have been a 512-bit RSA or
Diffie-Hellman key transfer). Other types of substitutions
could alternatively be made, for example the use of RSA for
key wrapping may be replaced by an Elliptic Curve Diffie-
Hellman key wrapping in order to save storage space. For
example, if the result of the latter algorithm results in a space
savings. Substitute or replacement algorithms could thus be
used for any number of reasons, including to improve
security, achieve space savings, to conform with local secu-
rity policy, to allow algorithm migrations or upgrades, to
change between different formatting of the same algorithm
(for example, RSA formatting per the PKCS No. 1 format
versus the ANSI X9.31 format), and so on. As such, an
improperly encrypted message is re-encrypted using a
proper or preferred encryption public key and re-stored for
the recipient’s later use. Also, the data re-encryptor may
increase the security strength of a given message by apply-
ing a stronger symmetric encryption process such as a triple
DES process to message data encrypted using a less secure
algorithm such as a single DES process. Since unnecessary
header data is removed, the re-encryption is applied to only
the header data for the given recipient instead of the entire
received message and header data. Storage costs may be
further reduced by decrypting the encrypted message data,
compressing the decrypted data, and then re-encrypting the
same data with either the same key and/or algorithm as
before, or with a new key and/or algorithm. In the case that
the same key and algorithm are re-used, the relevant key
package in the header need not be modified (re-wrapped).
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FIG. 3 shows by way of example, methods for facilitating
an encryption process 300 which may start, for example, in
block 302 when the memory storage reduction apparatus
100 is awaiting receipt of an encrypted message. As shown
in block 304, the cryptographic receiver 102 receives an
encrypted message containing multiple cryptographic key
packages associated with multiple recipients. The header
parser 104 analyzes the cryptographic key packages to
determine whether any cryptographic key packages contain
a predefined recipient’s identification data, as shown in
block 306. As previously noted, when the header data parser
104 scarches and analyzes the cryptographic key packages
for key identification data or identification data correspond-
ing to a signature key, it facilitates detection of the use of an
improper or non-preferred encryption key, such as where a
system uses signing certificate data instead of encryption
certificate data.

As shown in block 308, if identification data correspond-
ing to the predefined recipient is detected in the key
packages, the header parser 104 determines whether the
identification data represents encryption data or digital sign-
ing data as shown in block 310. It does this by, for example,
using the identification data to locate corresponding keying
material such as a public key pair or public key certificate,
and then examining information associated with this keying
material which indicates its intended usage. Such informa-
tion may for example be specified in associated data records
or in the key usage field in an X.509 version 3 certificate. If
no corresponding identification data is detected, the user is
notified, as shown in block 312, that the message does not
concern the recipient. If the identification data does not
indicate an acceptable encryption process, for example if
signing key data has been used as encryption data, one of
several methods may be used. In this context, “acceptable”
may be determined by any of a number of criteria based on
the type of process expected or preferred locally.

In one method, as shown in block 312, the cryptographic
key package removal stage, which may include the
re-encryptor, re-encrypts the message data instead of, or in
addition to the header data, using a proper or preferred
encryption key. In the case that a new asymmetric encryp-
tion process is required, the public encryption key may be
obtained by the memory reduction apparatus 100 from a
stored location based on the key identification data or other
data in the message. For symmetric re-encryption, the sym-
metric key previously used may be re-used, or preferably a
new random symmetric key may be obtained from a random
number generator. For example this re-encryption may be
based on the public encryption key obtained from an encryp-
tion public key certificate directory or locally stored certifi-
cates for the given recipient so that the message is properly
encrypted, it may be based on a new message encryption
key, it may be based on a different encryption algorithm to
facilitate for example a higher level of security for the
encrypted message, or to facilitate reduced storage or any
other suitable re-encryption of the message data. In the case
where message data is re-encrypted, the existing received
encrypted message data must first be decrypted to obtain the
plaintext. As shown in block 314, the header parser 104
parses out the unnecessary cryptographic key packages and
stores the message data preferably with only the crypto-
graphic key package for the given recipient.

Alternatively, if digital signing data is detected as being
used as an encryption key, the memory reduction apparatus
100 decrypts the encryption symmetric key in the crypto-
graphic key package containing the signing key data and
re-wraps (encrypts) the encryption symmetric key to gener-
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ate a new cryptographic key package for the recipient. This
is shown in blocks 316 and 318. One way of detecting
whether a key is preferred or improper is to check data fields
in the certificate which indicate allowed usage. For example,
this is commonly indicated in X.509 certificates by “key
usage” bits. Also, the step of parsing can be done before or
after re-encryption of the message.

Referring back to block 310, if the identification data is
determined to be encryption data, again several methods
may be used. One method includes decrypting the encryp-
tion symmetric key in the cryptographic key package con-
taining the encryption data and re-encrypting the encryption
symmetric key using a different encryption process to gen-
erate a new cryptographic key package for the recipient as
shown in block 318. The different encryption process may
involve either a different public key, or a different public key
algorithm as well. If desired, as shown in FIG. 3., the header
data parser 104 and data removal stage may parse and
remove unnecessary cryptographic key packages and store
the shorter message data as shown in block 314. A combi-
nation of removing unnecessary header data and
re-encrypting the remaining header data and/or message data
may also be performed. The method may end as shown in
block 320 where the memory reduction apparatus waits for
another message to be received.

FIG. 4 shows in more detail a method 400 that re-encrypts
message data after detecting non-preferred encryption key
usage. The first three blocks, 400, 402 and 404 are the same
as blocks 302-306 as shown in FIG. 3. In block 406, the
analyzer 103 (FIG. 1.) analyzes the received data to deter-
mine whether any of cryptographic key packages include
digital signing key identification data (or other non-
encryption key based data) associated with the given recipi-
ent. If no digital signing key identification data is found, the
method analyzes the cryptographic key packages to deter-
mine whether acceptable encryption data was used, as
shown for example in FIG. 3, block 310. The process may
then continue through blocks 316, 318, and 314-320 as
previously described or, if desired, once proper encryption
data has been detected, the cryptographic key packages may
be parsed and unnecessary cryptographic key packages are
removed as shown in block 314.

Referring back to block 406, if the analyzer 103 detects
that a parsed cryptographic key package includes non-
preferred (for example, signing key) identification data
associated with the recipient, the analyzer 103 obtains a
corresponding private key from a secure file as shown in
block 408. The corresponding private key (for example,
signing key) is used to unwrap the cryptographic key
package to recover a message encryption key as known in
the art. The system may re-encrypt the key package with a
different asymmetric key and/or algorithm as shown in block
409. The analyzer 103 may then decrypt the message data in
any suitable manner using the message encryption key as
shown in block 410. As shown in block 412, the message
data is then compressed and re-encrypted by choosing any
suitable encryption process. For example, re-encryption may
be based on a new random message encryption key and a
different symmetric encryption algorithm, by encrypting the
message using the preferred encryption key, or creating an
encryption header containing the cryptographic key package
by encrypting the message encryption key with the public
encryption key from a stored recipient public key certificate
corresponding to a preferred public key algorithm. The
message may then be restored for future use as indicated in
block 413.

As an alternative, the step of block 409 may occur after
blocks 410, 412 in the case that the process involves blocks
409, 410 and 412.
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If desired, compression of the message can be done even
if no changes are made to either the public key algorithm
(wrapping) in the header, or to the symmetric encryption
algorithm/key for the message (body). In this instance, the
process may delete the unnecessary header cryptographic
key packages and compress the message data which includes
unwrapping the key package to obtain the decryption key,
decrypting the encrypted message data, compressing the
recovered plaintext data, then re-encrypting the compressed
data.

For example, where an incoming message is encrypted
under algorithm X with symmetric key Y wrapped
(encrypted) with asymmetric key Z, the system may decrypt
asymmetrically to recover the symmetric key Y, and
re-encrypt the symmetric key Y with a different asymmetric
key Z' and replace the previous cryptographic key package
with the new re-encrypted key data forming a new crypto-
graphic key package in the header. The message data with
the new cryptographic key package may then be stored. This
is to accomplish re-encrypting of the header without
re-encrypting the file itself, thereby only changing the wrap-
ping on the header key. The public key algorithms corre-
sponding to the keys Z and Z' may be the same algorithm
such as an RSA encryption algorithm or one key may
correspond to an RSA encryption algorithm, and the other
may be a different algorithm such as ElGamal encryption, a
store-and-forward version of a Diffie-Hellman based
encryption process, elliptic curve Diffie-Hellman encryption
process or any other suitable encryption process.

Also, the step of re-encrypting recipient encryption keys
may include generating a cryptographic key package by
encrypting a message encryption key with a public encryp-
tion key from a public key certificate. The symmetric
encryption may be performed using different encryption
algorithms, for example, DES, Triple DES, and any other
suitable encryption algorithm.

In addition, the re-encrypted message may be compressed
using a data compressor such as any suitable compression
algorithm and restored in memory for future use. Compres-
sion of message data is done after the plaintext is recovered
(following decryption), and prior to re-encryption. That is,
the plaintext data is always compressed, rather than cipher-
text. Compressing the data reduces the amount of data to
process and/or store and therefore reduces memory storage
requirements, bandwidth requirements and subsequent pro-
cessing load. The method ends as shown block 420 where
the system waits for another message to arrive.

In another embodiment, the storage reduction device and
methods may be included and performed by a gateway
server that receives multiple wrapped keys and message data
for a number of recipients prior to being distributed to any
recipients. In this way, the gateway computer or other
computer performs the necessary operations to reduce the
memory storage required by a given recipient by removing
unnecessary key packages associated with other recipients.
In addition, it may be desirable remove all wrapped keys for
several different recipients or remove some of the crypto-
graphic key packages for selected recipients so that each
recipient need not analyze all wrapped keys. This may
balance overhead requirements among the recipients and a
gateway server, for example.

Based on the foregoing, the disclosed systems and meth-
ods may provide detection and removal of unnecessary data
relating to encryption keys prior to storing the data after
receipt of the encrypted information from a sender and/or
detection of whether a proper encrypting process was used.
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In one embodiment, the invention determines whether an
improper encryption key was used to encrypt encrypted data
and re-encrypts the encrypted data with a different encryp-
tion process in response to detected improper encryption key
usage.

It should be understood that the implementation of other
variations and modifications of the invention in its various
aspects will be apparent to those of ordinary skill in the art,
and that the invention is not limited by the specific embodi-
ments described. It is therefore contemplated to cover by the
present invention, any and all modifications, variations, or
equivalents that fall within the spirit and scope of the basic
underlying principles disclosed and claimed herein.

What is claimed is:

1. A method for facilitating an encryption process com-
prising the steps of:

receiving data containing header data wherein the header

data includes a plurality of cryptographic key packages
associated with multiple recipients;

parsing the header data to determine whether at least one

of the plurality of cryptographic key packages corre-
sponds to key identification data for a predetermined
recipient; and

removing at least some cryptographic key packages not

corresponding to the key identification data for the
predetermined recipient.

2. The method of claim 1 wherein at least one crypto-
graphic key package includes at least one symmetric encryp-
tion key wrapped with an asymmetric encryption key.

3. The method of claim 1 wherein the data also contains
message data and wherein the method further includes the
step of re-storing the parsed header data with encrypted
message data for future use wherein the re-stored parsed
header data omits the removed cryptographic key packages.

4. The method of claim 1 wherein the step of removing at
least some cryptographic key packages includes removing
all cryptographic key packages except the cryptographic key
package corresponding to the predetermined recipient.

5. The method of claim 2 including the step of
re-encrypting the symmetric encryption key with a different
asymmetric encryption key to generate a second and differ-
ent cryptographic key package.

6. The method of claim 5 including the step of parsing the
header data to determine whether at least one of the plurality
of cryptographic key packages includes identification data
corresponding to digital signing data for a predetermined
recipient.

7. The method of claim 2 including the step of
re-encrypting the symmetric encryption key using a different
asymmetric encryption process than that used to originally
wrap the symmetric encryption key.

8. The method of claim 7 wherein the different asymmet-
ric encryption process is from the group of: elliptic curve,
RSA, ElGamal and Diffie-Hellman encryption processes.

9. The method of claim 2 including the steps of:

retrieving a digital signing key based on identification

data corresponding to digital signing data in the key
identification data;

decrypting the header data to recover a message encryp-

tion key;

re-encrypting the message encryption key using a differ-

ent asymmetric encryption key;

replacing key identification data with new key identifica-

tion data corresponding to a new asymmetric encryp-
tion key; and

re-storing the new key identification data and the corre-

sponding message encryption key as part of a new
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cryptographic key package to replace a current cryp-
tographic key package, for subsequent use.

10. The method of claim 1 including the step of
decrypting, compressing, and re-encrypting the message
data prior to restoring the encrypted message.

11. A method for facilitating an encryption process com-
prising the steps of:

receiving data containing header data wherein the header

data includes a plurality of cryptographic key packages
associated with multiple recipients;

parsing the header data to determine whether at least one

of the plurality of cryptographic key packages corre-
sponds to key identification data for a predetermined
recipient; and

removing at least some cryptographic key packages not

corresponding to the predetermined recipient to obtain
a first remaining cryptographic key package corre-
sponding to the predetermined recipient;

decrypting an encryption symmetric key from the first

remaining cryptographic key package to obtain a
recipient encryption key;

re-encrypting the recipient encryption key to generate a

second cryptographic key package; and

storing the second cryptographic key package for later use

by the recipient.

12. The method of claim 11 wherein the step of
re-encrypting the recipient encryption key includes using at
least one of elliptic curve, RSA, ElGamal and Diffie-
Hellman encryption processes as a different asymmetric
encryption process to generate the second cryptographic key
package.

13. The method of claim 11 wherein the step of
re-encrypting the recipient encryption key includes gener-
ating the second cryptographic key package by encrypting a
message encryption key with a public encryption key from
a public key certificate.

14. A method for facilitating an encryption process com-
prising the steps of:

receiving data containing header data wherein the header

data includes a plurality of cryptographic key packages
associated with multiple recipients;

re-encrypting the header data leaving only header data

corresponding to the predetermined recipient; and
storing the re-encrypted header data for later use by the
recipient.

15. The method of claim 14 wherein the step of
re-encrypting includes upgrading recipient asymmetric key
strength by re-encrypting a symmetric key from an associ-
ated recipient cryptographic key package with a different
asymmetric key.

16. The method of claim 14 including the step of
re-encrypting message data with a different symmetric
encryption process, involving at least one of a different
symmetric encryption key and a different symmetric encryp-
tion algorithm.

17. The method of claim 16 wherein the step of
re-encrypting the message data includes:

parsing the header data and extracting a specific recipient

cryptographic key package;

using a symmetric encryption key recovered from the

cryptographic key package to decrypt message data;
selecting a different symmetric encryption key;
compressing the decrypted message data;

re-encrypting the message data with the different sym-

metric encryption process; and
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re-wrapping the different symmetric encryption key with
a public encryption key.
18. A method for facilitating an encryption process com-
prising the steps of:
receiving encrypted data;
determining an encryption key used to encrypt the
encrypted data to determine whether an improper
encryption key was used to encrypt the encrypted data;

re-wrapping the encrypted data with a different encryption
process in response to a detected improper encryption
key usage.

19. The method of claim 18 wherein the encrypted data
includes header data containing at least one cryptographic
key package having a wrapped message encryption key and
key identification data associated with at least one recipient
and used to encrypt message data.

20. The method of claim 19 wherein key identification
data is used to determine improper encryption key usage.

21. The method of claim 18 wherein the step of deter-
mining an encryption key used to encrypt the encrypted data
includes determining whether a digital signing key was used
as an encryption key.

22. The method of claim 20 wherein the step of
re-wrapping the encrypted data with a different encryption
process includes re-wrapping using a different encryption
key or algorithm from the group of: RSA, elliptic curve,
ElGamal and Diffie-Hellman based encryption algorithms.

23. The method of claim 21 wherein the step of
re-wrapping the encrypted data with a different encryption
process includes re-encrypting using a different encryption
key.

24. The method of claim 19 including the steps of:

parsing the header data to determine whether at least one

of a plurality of cryptographic key packages corre-
sponds to key identification data for a predetermined
recipient; and

removing at least some cryptographic key packages not

corresponding to the key identification data.

25. The method of claim 18 where the encrypted data
includes header data and message data, including the step of
re-encrypting message data with a different symmetric key.

26. The method of claim 25 wherein the step of
re-encrypting the message data includes:

parsing the header data and extracting a specific recipi-

ent’s cryptographic key package;

using a symmetric encryption key recovered from the

cryptographic key package to decrypt message data;
selecting a different symmetric encryption key;
compressing the decrypted message data;

re-encrypting the message data with the different sym-

metric encryption key; and

re-wrapping the different symmetric encryption key with

a public encryption key.
27. An apparatus for facilitating an encryption process
comprising:
means for receiving data containing header data wherein
the header data includes a plurality of cryptographic
key packages associated with multiple recipients;

means, operatively coupled to the receiving means, for
parsing the header data to determine whether at least
one of the plurality of cryptographic key packages
corresponds to key identification data for a predeter-
mined recipient; and

means, operatively coupled to the parsing means, for

removing at least some cryptographic key packages not
corresponding to the key identification data.
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28. The apparatus of claim 27 wherein at least one
cryptographic key package includes at least one symmetric
encryption key wrapped using an asymmetric encryption
key.

29. The apparatus of claim 27 wherein the data also
contains message data and wherein the system includes
means for re-storing the parsed header data with encrypted
message data for future use.

30. The apparatus of claim 27 wherein the means for
removing at least some cryptographic key packages removes
all cryptographic key packages except the cryptographic key
package corresponding to the predetermined recipient.

31. The apparatus of claim 27 including means for parsing
the header data to determine whether at least one of the
plurality of cryptographic key packages includes digital
signing key data for a predetermined recipient.

32. The apparatus of claim 28 including means for
re-encrypting the symmetric encryption key with at least one
of a different asymmetric encryption key and asymmetric
encryption process to generate a second cryptographic key
package.

33. The apparatus of claim 32 wherein the means for
removing includes means for retrieving a decryption key
based on key identification data, decrypting a cryptographic
key package to recover a symmetric encryption Kkey, then
re-encrypting the symmetric encryption key.

34. The apparatus of claim 27 including means for com-
pressing message data prior to restoring encrypted message
data.

35. An apparatus for facilitating an encryption process
comprising:

means for receiving data containing header data wherein

the header data includes a plurality of cryptographic
key packages associated with multiple recipients;

a re-encryptor, operatively responsive to the received
data, that re-encrypts the header data with only header
data corresponding to the predetermined recipient; and

means for storing the re-encrypted header data for later

use by the recipient.

36. The apparatus of claim 35 wherein the re-encryptor
uses a preferred recipient asymmetric key by re-encrypting
a symmetric key recovered from an associated recipient
cryptographic key package with a different asymmetric key.

37. The apparatus of claim 35 including a message data
re-encryptor that operates by:

parsing the header data and extracting a specific recipi-

ent’s cryptographic key package;

using a symmetric encryption key recovered from the

cryptographic key package to decrypt message data;
selecting a different symmetric encryption key;
compressing the decrypted message data;

re-encrypting the message data with the different sym-

metric encryption key; and

re-wrapping the different symmetric encryption key with

a public encryption key.

38. The apparatus of claim 35 including means for deter-
mining an encryption key used to encrypt the encrypted data
to determine whether a non-preferred encryption key was
used to encrypt the encrypted data and for re-wrapping the
encrypted data with a different encryption process in
response to a detected non-preferred encryption key usage.

#* #* #* #* #*
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