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METHOD AND SYSTEM FOR ENSURING
AUTHORIZED OPERATION OF A
COMMUNICATION SYSTEM AS A

SECONDARY USER

FIELD OF THE INVENTION

[0001] The invention relates generally to wireless commu-
nication systems, and more particularly to wireless commu-
nication systems that operate as secondary users in a spec-
trum portion otherwise reserved for other primary
communication operators.

BACKGROUND OF THE INVENTION

[0002] As wireless communication becomes more preva-
lent, there is a corresponding need to ensure clear spectrum
that may be used by communication operators without
infringing on other communication operators. For example,
there is a need for additional channel capacity for public
safety radio in many metropolitan regions. One proposal
being examined is to allow secondary use of unused television
broadcast channels for other radio communication. Still
another proposal would allow secondary operators to aggre-
gate narrowband channels into a wider channel for secondary
usage. A secondary user is an operator that is allowed to use
an unused spectrum portion or channel that would otherwise
be reserved for other, usually licensed primary users. Second-
ary users may be unlicensed or “lightly” licensed. In order to
ensure that secondary users do not interfere with primary user
communications, it has been proposed that a database be
maintained which allows secondary users to determine or
receive an indication as to which primary user channels are
presently available in the geographic vicinity of the second-
ary user’s operation. Furthermore, it is contemplated that
there may be different tiers of secondary users, where the
general public may be allowed one level of operation and
commercial and public safety users, who have had proper
training in radio operation, are allowed an enhanced level of
operation. Accordingly, there is a need to ensure that opera-
tors seeking an enhanced level of operation as a secondary
user are appropriately regulated.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] There are shown in the drawings, embodiments
which are presently preferred, it being understood, however,
that the invention is not limited to the precise arrangements
and instrumentalities shown.

[0004] FIG. 1 shows a system diagram of a secondary use
communication system in accordance with an embodiment of
the invention;

[0005] FIG.2 shows a flow chart diagram of an overview of
a method for regulating transmission characteristics of wire-
less communication system operating in a secondary use
mode, in accordance with an embodiment of the invention;
and

[0006] FIG. 3 is a signal flow chart for operating a wireless
communication system in a secondary use mode, in accor-
dance with an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0007] While the specification concludes with claims
defining features of the invention that are regarded as novel, it
is believed that the invention will be better understood from a
consideration of the description in conjunction with the draw-
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ings. As required, detailed embodiments of the present inven-
tion are disclosed herein; however, it is to be understood that
the disclosed embodiments are merely exemplary of the
invention, which can be embodied in various forms. There-
fore, specific structural and functional details disclosed
herein are not to be interpreted as limiting, but merely as a
basis for the claims and as a representative basis for teaching
one skilled in the art to variously employ the present invention
in virtually any appropriately detailed structure. Further, the
terms and phrases used herein are not intended to be limiting
but rather to provide an understandable description of the
invention. Those skilled in the art will be familiar with radio
communications and the terms and phrases used in associa-
tion with the applicable known standards, such as, for
example, IEEE specifications 802.11 and 802.16, as well as
the Project 25 (P25) standard of the Telecommunications
Industry Association and the various cellular telephony stan-
dards.

[0008] Theinventionsolves the problem of ensuring a com-
munication system operating in a secondary use mode use
appropriate transmission parameters by requiring the com-
munication system to request operating parameters from an
authority. An access node initially contacts an authorization
server, providing its location and credentials. The authoriza-
tion server maintains a database of primary users, their oper-
ating areas, and operating channels. Upon receiving the
access node request from the access node, the authorization
server determines which channels are available based on
where the access node is located, and provides that informa-
tion to the access node along with other operating parameters
such as transmission power. The exchange may be secured by
using public key signing of the exchanges to ensure authen-
tication of the requesting entity. The response from the autho-
rization server may be in the form of a certificate specific to
the requesting access node, and which may only be decrypted
by the requesting access node via public key cryptographic
techniques. Upon receiving the authorized transmission
parameters from the authorization server, the access node
may then issue the authorized transmission parameters to
subscriber units associating with the access node. The access
node may prevent unauthorized operation of subscriber units
by not issuing the authorized transmission parameters, or not
issuing all of the authorized transmission parameters if the
subscriber unit does not present sufficient credentials, in
which case the subscriber unit may operate at a default level.
It is contemplated that the default level may be that the sub-
scriber unit 1s not allowed to transmit.

[0009] Referringto FIG. 1, there is shown a system diagram
of'a secondary use communication system 100 in accordance
with an embodiment of the invention. Central to the commu-
nication system is an access node 102 which provides a radio
air interface in the vicinity of the access node. The access
node may be used to facilitate a wide variety of communica-
tion activity. For example, the access node may be realized as
an access point for a wireless local area network, or may be a
wide area radio base station for a public safety radio system,
among other configurations, as those skilled in the art will
appreciate. Subscriber units such as subscriber units 104 and
106 associate with access node via radio links 108 for com-
munication service.

[0010] The access node is typically connected to a commu-
nication infrastructure to relay communication between sub-
scriber units associated with the access node and other enti-
ties located remotely from the access node. To facilitate the
airinterface, the access node includes a transceiver 110 which
further includes radio components to transmit and receive
radio signals, as well as circuitry for frequency generation,
modulation and demodulation, amplification, filtering, and so
on. The transceiver is operably coupled to a controller 112.
The controller is primarily responsible for the overall opera-
tion of the access node. The various components of the access
node may themselves have microprocessors to carry out their

JPMC Ex. 1021
Page 5



US 2010/0223659 Al

function, and controlled or otherwise directed by the control-
ler 112. The controller is operably coupled to a memory 114,
which, among others, contains instruction code which, upon
being executed by the controller, causes the access node to
perform operations in accordance with the teaching of the
invention as described herein. The memory as shown here is
generalized and includes all forms of computer readable stor-
age medium required for operation, including read only
memory, random access memory, reprogrammable non-vola-
tile memory, bulk storage such hard disk drives, and so on.
Various data, operating parameters, and instruction code may
be stored in various locations in the memory, and execution
space may be provided by the memory. In order to facilitate
communication to remote entities, the access node may fur-
ther include a network interface controller (NIC) 116. Several
different NICs may be used to connect to different networks,
such as a communication infrastructure, the Internet, local
area networks, and so on. In addition, the access node may be
provided with a location determination means 117, such as a
global positioning system (GPS) satellite receiver. The loca-
tion of the access node is important since the access node will
be operating as a secondary user in a spectrum region other-
wise reserved for some primary operator, and use of the
spectrum is therefore regulated.

[0011] To obtain authorization to operate as a secondary
user, the access node contacts an authorization server 118
over a network 119. The authorization server maintains a
database of primary operators, the geographic location where
they are operating, and the spectrum portions or channels they
use. Primary operators are licensed by the applicable govern-
mental regulatory agency and any interfering signal sources
are subject to penalties. However, there are typically portions
or channels of spectrum reserved for primary operators, such
as television broadcasters, that are not being used in a given
region. Secondary users, such as the access node 102 of
communication system 100 may request permission to oper-
ate in these unused spectrum regions. In making a request, the
access node may include its location, which is used by the
authorization server to determine which channels are pres-
ently available for secondary use operation. The authoriza-
tion server responds to the request with authorized transmis-
sion parameters, which may include the channel or spectrum
portion to be used by the access node, as well as a transmit
power level and other interface parameters such as choice of
protocol, quality of service, system loading, and so on. For
example, the authorization server may specify whether con-
tention-based access is to be used, whether the requester may
use a proprietary or a standard protocol, as well as if there is
a load limit imposed on the requestor restricting operating
time if the requester is not allowed to use 100% of the airtime.
Upon receiving the authorized transmission parameters, the
access node configures the transceiver 110 accordingly, and
requires any subscriber units associating with the access node
to comply.

[0012] In order to assure the authorization server that the
access node is operated by an appropriate entity, the access
node may securely transmit the request in a manner that the
request may be authenticated, such as by using an access node
public key (PKan) 126, to sign the request. The request may
further include a digital certificate for which the access node
is the subject, issued by a certificate authority 120 that is
trusted by the authorization server. Both the access node
public key and certificate authority public key (PKca) 128
may be stored in the memory 114 of the access node. The
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response may likewise include a certificate that may be
authenticated by the access node using a public key of the
certificate authority. The authorization parameters may have
avalidation period associated with them and upon expiration
of the validation period, the access node must reauthorize to
continue operation. Furthermore, the authorized transmission
parameters are only applicable to the location of the access
node as provided in the request. If the access node is moved
beyond a predetermined threshold, it must reauthorize and
receive permission and parameters to operate in the new
location. The access node may be designed to enforce com-
pliant operation such as by providing certain security and
cryptographic information such as the digital certificate
issued by the certificate authority 120, and the public and
private keys used by the access node for authenticated com-
munication in a tamper resistant or tamper proof memory of
the access node.

[0013] Similarly, to ensure authentic operation of sub-
scriber units, each subscriber unit may be provided its own
public key 122 and a copy of the public key of the certificate
authority 124. These may be stored in tamper resistant or
tamper proof memory of the subscriber unit. To enable
enhanced operating parameters, the subscriber unit may,
upon associating with the access node, transmit a service
upgrade request to operate at an enhanced operating level, in
accordance with the authorized transmission parameters pro-
vided by the authorization server. After the access node
authenticates the service upgrade request, it responds with the
authorized transmission parameters, which may be in the
form of a certificate issued by the certificate authority in an
encrypted form, which the subscriber unit may decrypt or
otherwise authenticate using the public key of the certificate
authority.

[0014] FIG. 2 shows a flow chart diagram of an overview of
a method 200 for regulating transmission characteristics of
wireless communication system operating in a secondary use
mode form the perspective of an access node, in accordance
with an embodiment ofthe invention. The access node may be
provided with instruction code in a computer readable storage
medium which is executed by the controller of the access
node, and causes the access node and constituent components
to substantially perform the processes illustrated and
described here. At the start 202, the access node is powered up
but does not have the authorized transmission parameters.
Accordingly, the access node transmits a request 204 to the
authorization server. The request includes, in the present
embodiment, the location of the access node, and security
information for authenticating the access node. The authori-
zation server receives the request and commences processing
the request 206. The authorization server may first authenti-
cate the request, and then determine appropriate transmission
parameters based on the location of the access node. For
example, the authorization server may compare the location
of'the access node with the location of primary use transmit-
ters in the area of the access node, and determine which
channel are available, and what power level may be used. The
authorization server may then pass the public key of the
access node to the certificate authority for certificate genera-
tion. The authorization server then transmits the authorized
transmission parameters to the access node, secured by the
certificate. The access node, upon receiving the authorized
transmission parameters 208 may authenticate them using the
public key of the certificate authority, and then configure the
transceiver accordingly. The access node also stores the
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authorized transmission parameters in memory so as to
deliver them to subscriber units upon associating with the
access node.

[0015] Once the access node has the authorized transmis-
sion parameters, it may commence communication activity as
a secondary user in the prescribed channel or spectrum por-
tion. The access node may then receive an association request
from a subscriber unit (210). The access node may determine
(212) whether the particular subscriber unit is eligible for
enhanced operation using the authorized transmission param-
eters, or if a default mode should be used. If the subscriber
unit is eligible for enhanced operation, the access node may
grant enhanced operation 218, but if not, then default opera-
tion may be granted 214, and the method is terminated 218
until it needs to be repeated. It should be noted that the
enhanced level of operation, using the authorized transmis-
sion parameters, is a higher level of operation than the default
level, such as having a higher transmission power level. Alter-
natively, the access node may respond to the association
request with the authorized transmission parameters in a cer-
tificate which can only be opened by subscriber units having
the public key of the certificate authority, and which have
been properly approved or authenticated. It is contemplated
that the users of the subscriber units may be subject to veri-
fication, such as prompting for a password which may be
authenticated or verified to ensure the user is approved to
operate the subscriber unit using the authorized transmission
parameters.

[0016] FIG. 3 is a signal flow chart 300 for operating a
wireless communication system in a secondary use mode, in
accordance with an embodiment of the invention. The chart
shows signal flow between the subscriber unit 302 and the
access node 304, and between the access node and the autho-
rization server 306 and certificate authority 308. The access
node first transmits a request 310 to the authorization server,
requesting secondary use approval. The access node request
may be an authenticatable request so that the authorization
server can verify the identity of the access node. The request
is authenticatable by, for example, containing a time stamp or
Nonce value, and it may reference the identity of the request-
ing access node which is bound to a public key via a trusted
certificate. The request may also be signed with the public
key. The request may include the location of the access node,
the name or identifier of the access node and security infor-
mation such as a public key. The authorization server may
then verify or authenticate the access node and request, deter-
mine the authorized transmission parameters, including
channel or spectrum portion to be used, as well as other
parameters such as transmission power, choice of protocol,
and so on. The authorization server may be operated by a
governmental entity, such as the Federal Communication
Commission, or another entity acting in accordance with
applicable regulations. Upon determining that the requesting
access node is eligible for secondary use operation, and/or
enhanced operation, the authorization server may transit a
request 312 to the certificate authority. The request may
include, for example, the public key of the access node and the
authorized transmission parameters, which the certificate
authority uses to generate a certificate using the private key of
the certificate authority, which is then transmitted back to the
authorization server (314). The authorization server then
transmits the secured authorized transmission parameters
back to the access node (316). The authorized transmission
parameters include the frequencies frequency bands, or chan-
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nels in which the access node may operate, and may included
additional parameters such as augmented transmission power
level limit usable by the subscriber units and access node
which is a higher power level than a default transmission
power level limit used by the subscriber units. Furthermore,
the authorized transmission parameters may define a trans-
mission operating regime to be used by the access node which
describes aspects of the air interface, such as protocol, quality
of service level, and so on. At that point, the access node can
extract the authorized transmission parameters 318, verify the
certificate, and configure the access node transceiver accord-
ingly. The access node also retains the authorized transmis-
sion parameters to dispense to subscriber units.

[0017] Subsequently a subscriber unit then requests asso-
ciation with the access node (320), and an association com-
mences 322. The association may be similar to the association
that occurs between an access node and subscriber units in
systems operated in accordance with IEEE specification 802.
11, for example. A subsequent authentication process may
then occur. The authentication process may be similar to the
authentication that occurs between an access node and sub-
scriber units in systems operated in accordance with IEEE
specification 802.111, for example. To engage in enhanced or
augmented operation, during authentication the subscriber
unit transmits to the access node a digital certificate issued by
a certificate authority associated with the authorization server
to allow the access node to authenticate the subscriber unit.
Alternatively, the subscriber unit may authenticate itself to
the access node without the digital certificate, in which case
the access node may grant only a default association. The
access node may also transmit the authorized transmission
parameters 324 to the associating subscriber, for example in
the form of a certificate. The subscriber unit may then request
a signature 326 from the access node to open or access the
authorized transmission parameters. This request for a signa-
ture may include a nonce value. The access node then pro-
vides the signature (327). The signature is calculated over
data which may include the identity of the access node, the
nonce value, a time-stamp, and any specific transmission
parameters that the access node wishes to the assign to the
subscriber. The subscriber unit then commences a process
328 using the public key of a certificate authority trusted by
the authorization server to authenticate the transmission
parameters, and then configure its own transceiver accord-
ingly. Thereupon the subscriber unit may commence commu-
nication activity 330 via the access node.

[0018] This invention can be embodied in other forms with-
out departing from the spirit or essential attributes thereof
Accordingly, reference should be made to the following
claims, rather than to the foregoing specification, as indicat-
ing the scope of the invention.

What is claimed is:
1. A method for obtaining transmission permission in a
regulated spectrum, comprising:
transmitting, from an access node to an authorization
server, a request for authorized transmission parameters,
the request indentifying the access node and including a
location of the access node;
receiving from the authorization server at the access node
the authorized transmission parameters, wherein the
authorized transmission parameters are based at least in
part on the location of the access node and known
licensed users in the location of the access node, and are
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specific to the access node, and wherein the access node
then operates in accordance with the transmission
parameters;

receiving an association request from a subscriber unit at
the access node; and

transmitting from the access node an association approval
to the subscriber unit, including the authorized transmis-
sion parameters, wherein the subscriber unit com-
mences communication activity using the authorized
transmission parameters.

2. The method of claim 1, wherein transmitting the request

comprises transmitting an authenticatable request.
3. The method of claim 2, wherein transmitting the secure
request comprises transmitting a digital certificate of a cer-
tificate authority associated with the authorization server.
4. The method of claim 3, wherein the digital certificate is
stored in the access node in a non-modifiable memory.
5. The method of claim 1, wherein receiving the transmis-
sion parameters further comprises receiving a digital certifi-
cate to authenticate the transmission parameters.
6. The method of claim 1 wherein transmitting the request
comprises transmitting a request to operate as a secondary
user of a reserved spectrum band.
7. The method of claim 6, wherein the reserved spectrum
band is reserved for television broadcast, and wherein the
authorized transmission parameters includes an indication of
open television channels that may be used by the access node
and associated subscriber units.
8. The method of claim 1, wherein the authorized trans-
mission parameters include an augmented transmission
power limit that is higher than a default power limit, wherein
the access node and subscriber unit use the augmented trans-
mission power limit to transmit at a power level higher that the
default power limit.
9. The method of claim 1 wherein receiving the association
request comprises receiving a digital certificate from the sub-
scriber unit, the digital certificate being issued by a certificate
authority associated with the authorization server.
10. The method of claim 9, wherein the association
approval is signed by the access node with a certificate issued
by the certificate authority associated with the authorization
server.
11. A wireless communication access node, comprising:
a transceiver for receiving and transmitting radio signals;
a memory including a non-modifiable portion having a
digital certificate stored within the non-modifiable por-
tion;
a controller operably coupled to the transceiver and
memory which executes instruction code stored in the
memory which configures the access node to:
transmit, from the access node to an authorization
server, an authenticatable request for authorized
transmission parameters, wherein the request identi-
fies the access node and includes a location of the
access node and is signed with the digital certificate,
wherein the digital certificate issued by a certificate
authority associated with the authorization server;

receive from the authorization server at the access node
the authorized transmission parameters, wherein the
authorized transmission parameters are based at least
in part on the location of the access node, and wherein
the access node then operates in accordance with the
transmission parameters;
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receive an association request via the transceiver from a
subscriber unit at the access node; and

transmit an association approval to the subscriber unit,
including the authorized transmission parameters,
wherein the subscriber unit commences communica-
tion activity with the access node according to the
authorized transmission parameters.

12. The access node of claim 11, wherein the transmission
parameters are signed by the authorization server with a digi-
tal certificate issued by the certificate authority.

13. The access node of claim 11, wherein the request
includes a request to operate as a secondary user of a reserved
spectrum band.

14. The access node of claim 13, wherein the reserved
spectrum band is reserved for television broadcast, and
wherein the authorized transmission parameters include an
indication of open television channels that may be used by the
access node and associated subscriber units.

15. The access node of claim 11, wherein the authorized
transmission parameters include an augmented transmission
power limit that is higher than a default power limit, wherein
the access node and subscriber unit use the augmented trans-
mission power limit to transmit at a power level higher that the
default power limit.

16. The access node of claim 11 wherein the association
request is signed by the subscriber unit with a digital certifi-
cate issued by the certificate authority.

17. The access node of claim 16, wherein the association
approval is signed by the access node with a certificate issued
by the certificate authority.

18. A method of ensuring authorized operation of sub-
scriber units in a communication system as secondary users
of a reserved spectrum portion, comprising:

obtaining, at an access node of the communication system,

authenticated transmission parameters from an authori-
zation server, wherein the transmission parameters
define a transmission operating regime to be used by the
communication system in the reserved spectrum por-
tion; and

controlling subscriber unit associations at the access node,

wherein when a subscriber unit transmits an association
request including a digital certificate issued by a certifi-
cate authority associated with the authorization server
the access node grants association with the authenticated
transmission parameters, and wherein when a subscriber
unit transmits an association request without the digital
certificate the access node grants a default association.

19. The method of claim 18, wherein the reserved spectrum
portion is atelevision spectrum portion, obtaining the authen-
ticated transmission parameters includes submitting a loca-
tion of the access node to the authorization server and receiv-
ing in the authenticated transmission parameters an
identification of a vacant television channel in which the
communication system is to operate.

20. The method of claim 18, wherein obtaining the authen-
ticated transmission parameters comprises transmitting a
request for the authenticated transmission parameters from
the access node to the authorization server, and wherein the
request includes a public key of the access node and a public
key of the certificate authority, and wherein the public key of
the certificate authority is stored in a non-modifiable memory
of the access node.
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