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[1.0]  A network 
gatekeeper 
comprising: 

Many portions of the ’080 provisional specification verify that the invention was directed to the 
claimed “gatekeeper invention for controlling access to a corporate network and the like.  Some 
examples are the very title itself and the definitions on page 3: 
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[1.1] at least one 
security policy 
including 
requirements 
that must be 
satisfied before 
an access device 
is granted access 
to a less-
restricted subset 
of a protected 
network; 

The ’080 provisional provides a security policy, including requirements that must be satisfied before a 
device is granted access to a less-restricted subset of a protected network.  For example, page 3 
provides that “access to a corporate network” is “granted or denied to an end point,” which is a PC or 
network device (ND), as “determined by [security] policies which specify the audit criteria and types 
of access.”  This access may include access to a less-restricted subset of the network (e.g. the corporate 
network/LAN). 
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Page 19 (note in the figure below the GK (gatekeeper) is referred to as the CGServer) 

 
 
 
Page 8 also supports this element, which states “[i]f the audit is successful, the server sends a message 
to the AP which enables the EP’s port allowing access for the PC. . . .” which “allow[s] access to the 
less restricted subset of the network.”  To access the corporate network, the device must pass both a 
security policy including an audit.  (“an AP may be programmed to prohibit access… until . . . . an 
audit with the software agent with the GK passes…”). 
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Page 8 

 
 
The provisional on page 13 also provides that, if the GK determines the EP has failed the audit, the 
port for the client EP or “access device” is left disabled or “set to a restricted VLAN where the EP has 
limited network access.  In either case, the EP is isolated from the company network until it 
successfully passes an audit with the GK” through the “security policy requirements.”  This 
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functionality is confirmed on page 14, which provides that “full or limited access to a corporate 
network can be provided based on the policy by setting the port to the VLAN” for the access device: 
 
Pages 13-14 
 

 
. . . . 
 

 
 
As another example, the figure on page 21 provides that a security policy with requirements that must 
be satisfied before an access device is granted access to a less-restricted subset of a protected network, 
as the figure demonstrates that the device is “audit[ed]” and a “failed audit” results in the device 
having “restrict[ed] access” to the corporate network on the “Restricted LAN”: 
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US7523484 Constructive Reduction to Practice (US60/513,080) 
[1.2] a policy 
auditor 
configured to 
audit the access 
device using the 
at least one 
security policy, 
in response to a 
request to access 
the less-
restricted subset 
of the protected 
network, the 
request being 
sent from the 
access device to 
the gatekeeper 
via a 
communication 
device; and 

The ’080 provisional provides a policy auditor (GK/CGServer), configured to audit the access device 
using the at least one security policy, in response to a request to access the less-restricted subset of the 
protected network, the request being sent from the access device (e.g user’s PC) to the gatekeeper via a 
communication device (e.g. access point (AP)/switch/wireless).  For example, page 3 provides that 
“access to a corporate network” is “granted or denied to an end point”, such as a PC, as “determined by 
[security] policies which specify the audit criteria and types of access.”  This access may include 
access to a less-restricted subset of the network, which is requested when an EP attempts to connect to 
the corporate network through an AP (i.e., a communication device). 
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Page 8 also supports this element, discloses that the GK performs the audit in response to a request to 
access the less-restricted subset of the protected network, the request being sent from the access device 
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US7523484 Constructive Reduction to Practice (US60/513,080) 
(e.g., the EP) to the GK via a communication device (e.g., the AP).  Page 8 further states “[i]f the audit 
is successful, the server sends a message to the AP which enables the EP’s port allowing access for the 
PC. . . .” which “allow[s] access to the less restricted subset of the network.”  To access the corporate 
network, the device must pass an audit.  (“an AP may be programmed to prohibit access… until . . . . 
an audit with the software agent with the GK passes…”). 
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The provisional on page 13 also provides that, if the GK determines the EP has failed the audit, the 
port for the client EP or “access device” is left disabled or “set to a restricted VLAN where the EP has 
limited network access.  In either case, the EP is isolated form the company network until it 
successfully passes an audit with the GK” through the “security policy requirements.”  This 
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functionality is confirmed on page 14, which provides that “full or limited access to a corporate 
network can be provided based on the policy by setting the port to the VLAN” for the access device: 
 
Pages 13-14 
 

 
. . . . 
 

 
 
As another example, the figures on pages 19 and 21 provide that a security policy with requirements 
that must be satisfied before an access device is granted access to a less-restricted subset of a protected 
network, as the figure demonstrates that the device is “audit[ed]” and a “failed audit” results in the 
device having “restrict[ed] access” to the corporate network on the “Restricted LAN”.  Notably, the 
figure on page 19 discloses that the first step is that the “PC attaches to switch (VLAN is restricted by 
default)” and that, on page 21, the first step is that the “[u]ser connects to network,” both of which 
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disclose that the user requests access to the less-restricted subset of the network and that the auditing is 
done in response to that request: 
 
Page 19 
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[1.3] an access 
control 
configured to 
reconfigure the 
communication 
device such that 
data sent from 

See claim 1.1 and 1.2. 
 
The ’080 provisional discloses an access control configured to reconfigure the communication device 
(e.g. network access point) such that data sent from the access device is received by the less-restricted 
subset of the protected network rather than merely a restricted subset of the protected network, if the 
audit results in a determination that the access device meets the requirements of the at least one 
security policy, the restricted subset of the protected network including the gatekeeper. 
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the access device 
is received by 
the less-
restricted subset 
of the protected 
network rather 
than merely a 
restricted subset 
of the protected 
network, if the 
audit results in a 
determination 
that the access 
device meets the 
requirements of 
the at least one 
security policy, 
the restricted 
subset of the 
protected 
network 
including the 
gatekeeper. 

 
For example, page 8 provides that ““[i]f the audit is successful, the server sends a message to the AP 
which enables the EP’s port allowing access for the PC. . . .” This process of “send[ing] a message to 
an [access point]” shows “reconfiguring the communication port” thereupon.  Additionally, because 
this reconfiguring “enables the EP’s port allowing access for the PC,” the reconfiguring permits 
“communicating data between the access device and the less-restricted subset of the protected 
network.”  Finally, because this process happens “[i]f the audit is successful,” the reconfiguring takes 
place “when the requirements of the security policy are satisfied”. 
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As another example, pages 13-14 provide that the “EP is isolated from the company network until it 
successfully passes an audit with the GK.” That is, access to the company network is restricted by 
default, and the AP must be reconfigured in order to grant access. Page 14 also provides that the GK 
may “control many different ports and APs [] from a different network,” which a POSITA would 
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understand to include the restricted subset of the protected network or “Restricted LAN”.   
Furthermore, page 14 and other portions of the specification describe the invention as not “requiring 
normal network traffic to traverse the [gatekeeper]”—and thus reconfiguring “the communication 
device such that data sent from the access device is received by the less-restricted subset of the 
protected network rather than merely a restricted subset of the protected network, if the audit results in 
a determination that the access device meets the requirements of the at least one security policy, the 
restricted subset of the protected network including the gatekeeper.” 
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This functionality is also provided by the figure on page 19, which demonstrates that, in the “LAN 
Mode,” the “[n]ormal traffic does not traverse the [server]”—that is the claimed gatekeeper. Instead, 
the endpoint (as shown by the CG Agent) can communicate directly with the corporate LAN without 
going through the CG server. 
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Page 19 

 
 
On page 21, the provisional depicts two alternate scenarios—one where the “audit passes” and the 
“agent allows access” to the corporate LAN (that is, the “less restricted subset of the network”), and 
another where the “audit fails” and the “agent restricts access” to the “restricted LAN.” It is apparent 
that this shows the “out of band” architecture described above. 
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[2]  See [1.1]-[1.3]. 

 
The ’080 provisional discloses a network gatekeeper is communicatively coupled with a router 
configured to limit access to only the restricted subset using an access control list. 
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For example, pages 13-14 disclose that full or limited access to a the corporate network through a 
router coupled with a GK configured to limit access to only a restricted subset or “desired ACL” 
(access control list): 
 
Page 13 
 

 
 
Page 14 

  
As provided on page 3, and a POSITA would understand, that the GK is communicatively coupled 
with a router as the ACL is applied to a router port or a switch port: 
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Page 3: 
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[3]  See [1]. 

 
The ’080 provisional provides a network gatekeeper that is further configured to update the access 
device using an update module. 
 
Page 13 provides that if the EP fails the audit, the GK “returns a failure response” which is 
communicated back to the EP by denying access to the company network. A POSITA would 
understand that the gatekeeper may be configured to update the access device (GK is further 
configured to update the access device using an update module) because the GK communicates with 
and informs the device that the software is not up to date in response to a failed audit when the “GK 
returns a failure response.”  
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This is further demonstrated by the figures on pages 19 and 20, which provide that when an “audit 
fails…[u]ser can update system” and that after a “failed audit…[u]ser must update system,” which as 
demonstrated in the figure below a POSITA would understand could be accomplished through the GK 
or “CGServer”: 
 
Page 19: 
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[4]  See [1]. 

 
The provisional provides that the network gatekeeper is configured to obtain system data from the 
access device.  For example, on page 4, the provisional provides that the “agent tells the GK 
information about the EP including applications configurations, and user logins,” which is system data 
from the access device via the agent (e.g. CG Agent) running on the access device. 
 
Page 4 
 

 
 
Page 8 also provides that the auditing protocol “takes place between the EP agent software and the 
GK,” where the GK “sends requests for more information” and obtains the information from the access 
device until the audit is completed: 
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Pages 11-12 and figures 6 and 7a also provide that the audit requests from the “agent API” are 
obtained by the “GK”: 
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[5]  See [1] and [4]. 

 
The provisional supports the limitation of the network gatekeeper further configured to use the system 
data to determine if the access device meets requirements of a security policy, and to issue commands 
responsive to this determination, the commands being configured to grant access to the less-restricted 
subset. 
 
For example, Page 8 describes how an endpoint is “isolated from the company network until it 
successfully passes an audit.” That is, access to the company network is restricted by default, and 
commands must be issued in response to a successful audit in order to grant access. 
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Page 8 

 
Page 14 also describes the network GK granting “full or limited access to the corporate network . . . 
based on the policy” based on whether the access device meets the requirements of the auditing 
protocol or security policy. It does so by issuing commands, i.e., “control[ing] many different ports 
and APs.” 
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As provided in the figures on pages 19 and 20, upon determining that the “audit passes” the user 
device may be sent to the Corporate LAN (i.e., the less-restricted subset) by the GK. 
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[6]  See [1] and [4]. 

 
Page 11 states, “On the client, audit requests are passed to the agent API instead of to the client 
EAPM. The agent returns information about the local system, which is converted to audit responses 
that are sent to the server.” A POSITA would understand that the “information about the local system” 
supports wherein the system data includes antivirus software version data. 
Page 11 

 
 
Additionally, the references to the types of device information that were absent from prior art access 
control systems—e.g. that regarding a “virus or trojan running on [the endpoints]” (pages 5-6)—mean 
that a POSITA would understand that in the present invention “the system data includes antivirus 
software version data.” 
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[11]  See [1] and [6]. 

 
As explained above with respect to claim 6, the provisional supports [t]he network gatekeeper of claim 
1, wherein the at least one security policy is responsive to an identity of the access device.  The 
provisional discusses collecting “information about the local system”.   A POSITA would understand 
that this information can include information about the identity of the device. 
 
The provisional, when discussing 802.1x which is used by the system described by the provisional, 
discusses that authentication relies on “authentication credentials, such as user name and password or a 
digital certificate.”  And that “[a]lternatively, the PC can send some or all of the authentication 
credentials automatically without user intervention.”  (Page 6.)  A POSITA would also understand the 
client-side digital certificates are typically device dependent.  A unique client-side digital certificate is 
created and put on the client device and the provisional supports using this for authentication (i.e., “at 
least one security policy”).   A POSITA would understand that this digital certificate, which can be 
sent without user intervention, may be used for user authentication and/or device authentication.  
 
Therefore, a POSITA would understand that the present invention  supported wherein at least one 
security policy  is responsive to an identity of the access device.   
 
The diagrams in Figures 4, 5a & 5b, and in appendix page 20 depict the exchange of authentication 
information using 802.1x, including “information concerning an identity of a user of the device.”.  This 
authentication information may include the digital certificate.  
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[12]  See [1], including claims [1.2] (for the “at least one security policy” limitation) and [1.3]. 

 
Page 11 and figure 6 provide that the SF in the “audit state” “calls the GK to obtain audit requests to 
send back to the client,” thereby providing the one security policy selected by the policy auditor.  For 
example, a POSITA would understand that if the user device was seeking access on a protected 
network where there was only one less-restricted subset of the protected network, the request would 
have to be for access to the one “less-restricted subset” and the security policy would be specific to 
that “less-restricted subset”.  The provisional states full or limited access to the corporate network can 
be provided (see page 14 below).   A POSITA would understand that giving full or limited access to 
the corporate network would be based on the access that is requested (e.g. access device is only 
allowed access to part of the corporate network, the request to connect to the network would be limited 
to that portion of the network”). 
 
Pages 14 
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[13]  See [1], [4], and [6]. 

 
For the same reasons as set forth in claim 6, the limitation of an audit responsive to antivirus software 
executing on the access device is disclosed. 
 
Page 11 states, “On the client, audit requests are passed to the agent API instead of to the client 
EAPM. The agent returns information about the local system, which is converted to audit responses 
that are sent to the server.” A POSITA would understand that the “information about the local system” 
supports “antivirus software executing on the access device.” 
 
Page 11 
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Additionally, the references to the types of device information that were absent, and therefore a 
problem with prior art access control systems included not verifying that a “virus or trojan running on 
[the endpoints]” (pages 5-6).  A POSITA considering this problem in the provisional application would 
understand that in the present invention audit data includes information about “antivirus software 
executing on the access device.” 
 
Page 6 

 
  
[15]  See [1]. 

 
Page 12 and Figure 7a provide that the policy auditor is configured to request data from an agent on 
the access device, as the “SF and CF exchange audit requests and responses about the EP” and the “CF 
and SF call the agent and GK, respectively, to perform this exchange”: 
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[16]  See [1]. 

 
Page 3 provides that the communication device on the network gatekeeper includes a wireless access 
point (WAP): 
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[17]  See [1] and [16]. 

 
The provisional provides that the WAP may be configured to support an 802.1x standard: 
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[18]  See [1]. 

 
Page 3 provides that the communication device includes a network switch, of “[a] switch . . . which is 
used to connect to the EPs to the corporate network.” 
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[19] See [1] and [2]. 

 
The provisional discloses a network gatekeeper where the communication device includes a router.  
For example, page 3 provides that the invention includes an access control list (ACL) that is applied to 
a “router port”: 
 
Page 3 

 
 
Page 14 also discloses “routers” may be “used by the protected VLANs support ACLs” to provide 
“full or limited access to the corporate network”.  
 
Page 14 
 

  
  
[23]  See [1], [6], and [11]. 

 
As explained above with respect to claim 6, the provisional supports “[t]he network gatekeeper 
of claim 1, wherein the network gatekeeper is further configured to authenticate a user of the access 
device.”  The provisional recognizes that authentication relies on “authentication credentials, such as 
user name and password or a digital certificate.”  Page 6.  In light this, a POSITA would understand 
that in the present invention, “the network gatekeeper is further configured to authenticate a user of the 
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access device.”  The diagrams in Figures 4, 5a & 5b, and in appendix page 20 depict the exchange of 
authentication information, including “authenticate a user of the access device.” 
 
Page 9 
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[24]  See [1] and [3]. 
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[25]  See [1]. 

 
The provisional describes using a communication device that includes a remote access virtual private 
network (VPN). 
 
The figure on page 21 demonstrates the communication device includes remote access using a VPN.  
The provisional also supports this limitation on page 3 and Figure 1, which describe that remote access 
using VPNs was well known at the time of the invention.   
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	[1.0]  A network gatekeeper comprising:
	[1.1] at least one security policy including requirements that must be satisfied before an access device is granted access to a less-restricted subset of a protected network;
	[1.2] a policy auditor configured to audit the access device using the at least one security policy, in response to a request to access the less-restricted subset of the protected network, the request being sent from the access device to the gatekeeper via a communication device; and
	[1.3] an access control configured to reconfigure the communication device such that data sent from the access device is received by the less-restricted subset of the protected network rather than merely a restricted subset of the protected network, if the audit results in a determination that the access device meets the requirements of the at least one security policy, the restricted subset of the protected network including the gatekeeper.
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