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THE MEDIUM A ‘
wants to send a frame to hogy B,
¢

L 4-47(b)
. F‘i : - / i - . X )
a consequence, when hOSt.A md' ﬁcgards it. In contrast, 1n F 1g. 4-47(c), the SWitg},
but just diS A to B because there is no other way ¢ th
¢

bridge gets the frame
must actively forward |
frame to get there. Since
switches must h
connect only LANS.
its ports. S1nce each por
However,

out of buffer s

the frame from

K switch port usually goes to a single COmpye,
cacll ¢

wand for many more line Ci}ljdﬂ than do bfldges i”tf:‘»nded t[;

ave space 197 card provides buffer space for frames AlTiving o
L—:ac;hi :13‘; own collision domain, switches never loge f"ame]:
L e in faster than they can be retransmieg

s v AL
if frames €Ol e
pace and have 10 start discarding frameg

blem slightly, modern switches start forwardmg frames .

v i s h 1 i
soon as the destination header field has come In, buf befOf'e the rest of Fhe frame
L : ut line is available, of course). These switches o

A AT provided the outp : : ~
ot itching. Sometimes they are referred to a¢ cut.

rward SW1 ' - . _
ally cut-through 18 handled entirely in hardware, Wheregs
’ L

actual CPU that did store-and-forward switcp.
and switches contain specia] ip.

to collisions.
the switch may run
To alleviate this pro

not use store-and-fo

through switches. Usu
bridges traditionally contained an |
ing in software. But since all modern bridges ' |
tegrated circuits for switching, the difference between a switch and bridge is mope

a marketing issue than a technical one. | | s
So far we have seen repeaters and hubs, which are quite similar, as wel] g
bridges and switches, which are also very similar to each other. Now we move up
to routers, which are different from all of the above. When a packet comes into j
router, the frame header and trailer are stripped off and the packet located in the
frame’s payload field (shaded in Fig. 4-46) is passed to the routing software. This
software uses the packet header to choose an output line. For an IP packet, the
p._zicket header will contain a 32-bit (IPv4) or 128-bit (IPv6) address, but not a 48-
It]);tt iginaiizess. hThE ml;ltmg software d(?es not see the frame addresses and does
'1 W whether the packet came in on a LAN or a point-to-point line. We
will study routers and routing in Chap. 5. |
Up another layer we fi
it y find ransport gateways. These connect two computers
at usc difierent connection-oriented trans
comdatt _ ' port protocols. For example, suppose &
p using the connection-oriented TCP/IP I
puter using the connection-oriented AT B htallc 0.2 co
M transport protocol. The transport gate-

way can copy the packets fro
m : :
el ONe connection to the other, reformatting them s

0 another. An e-mail gateway could
ages for mobile phones, for example.
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(3s if Fig. 4-39) or to a centra] hy

L . DiEN :
bﬂﬂe. jonged on which LAN. Al] the 0 thought was given to which com-

people in adjgc o
N whether they belonged together or not é"ltent offices were put on the
IS ORTaphly trumped logic.

n the advent of and hubs in the 1990
X s 2 JUS, ] ‘ Vi ) :
¢ rewired (at consicerable expense) to rip oyt gl] L;hleﬂ;glztl];gej qumld-
arden hoses

I.IHL ot 211rs fr aVer £
ing - ctall twisted pairs from CVETY office to centry

i e -in a central machine r - Wiring closets at the end of
% corridor OF 11 e machine room, a5 lustrated in Fig. 4-48. If th S_Qf
pmﬁidem in Chalgeg) Iring was a ViSiOnary category 5 twisted p;i € Ice
T L inabeantion _ - IrS were in-
alled: if he W a&: a s (icunler, the existing (category 3) telephone wiring was
<o (only to be replaced a 1ew years later when fast Ethernet emerged)
T e
o= Il duct
|
| : LLEEEL
| é I - Hub
| IIIHIIIHf
e EZE:Elé EE'E E|EE
’—/ ||||||||||i|ii
N[
| T Switch
PHEEERR - H
IIIIL m”iu £

......
aaaaaa

Twisted pair/

toa hub

Figure 4-48. A building with centralized wiring using hubs and a switch.

With hubbed (and later, switched) Ethernet, it was often possible to configure
HANs logically rather than physically. If a company wants k LANs, it buys k
p;?; o'i“y carefully choosing which connectors to plug intg which hubs, the occu-
H mucha LAN can be chosen in a way tha‘tjmakes organ_lzatlonal sense, without
Vork in d';efgard (o gquraphy, Of course, it twa.people In the same department
hy diffel erent buildings, they are propablyf going to be on different hubs and
Membey hrf-:nt Lfﬂ\NS. Nevertheless, the situation is a lot better than having LAN
Do, 1p entirely baged on geography. h it i

ll e Ai} mattE_r who is on which LAN? A'f[t?l‘ ﬂl\l, in virtually all {]I’gilanE:ltl'OI‘]S,

S are interconnected. In short, yes, it often matters. Network adminis-
ke to group users on LANSs to reflect the organizational structure rather
Physical layout of the building for a variety of reasons. One 1ssue 18

Any network interface can be put in promiscuous mode, copying all the

Ir&torg I
han e
Secﬂl‘ityi
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330 st clichHOdSdresdira
artments, such as research, .

down the PIEHH that they do not want passed outside thei,
SRINTOLIE: e people in a department on 4 «
e ini a1l the pu)plu in a dep:s ent on g Singl

* 1ng
ation, puttiliz < = R P R
] efic off the LAN makes sense. Mandgemem

traffic that comes
and accounting, have 1
department. [n such a situ

S " that tra S . ﬁ
+ing any of tha X ~ ssible unless :
BN 38 M“'n: ;l 21 such an qrrangement 18 1MPO: all the People
| £15 saring tiat -«
does not like hearing

i +ment are located 11 adjacent ofhcesq Wltf n-(; 1nt?1§)]t3§r5,
in each depalt{nmt a 4. Some [, ANs are more heavily oo dan OFhers an i
A second ISSU€ 15 lm.;[ them at times. FOT example, if the folks in research
able to separatc . ents that sometimes get out of hang %

Nt cI'l
ds of nifty €Xp _ | A, o g !
Iks in accounting may not be enthusiastic about donatmg

may be desir
are running all kin H
saturate their LAN, the foh g
N e elp out. _
SomiOtlil?l?de“i;::ll;d(iﬂs;t}k):gadcaiting- Most LANAS % U,pp(gt ~bm??§a;)tmgjhand man}f
upper-layer protocols use this feature extemw.t,lﬁ.‘ | El exa hp.i, I\TAGH d user
wants to send a packet to an IP address x, how does 1t Know whic ‘ C addregg
| hap. 5, but briefly summg.

to put in the frame? We will study this question n C ‘
od. the answer is that it broadcasts a frame containing the question: Who owpg
[P address x? Then it waits for an anSwer. And there are many more examples of

where broadcasting is used. As more and more [LANs get 1nterconnected, the
number of broadcasts passing each machine tends to increase linearly with the

number of machines.
Related to broadcasts is the problem that once in a while a network interface

will break down and begin generating an endless stream of broadcast frames. The
result of this broadcast storm is that (1) the entire LAN capacity is occupied by
these frames, and (2) all the machines on all the interconnected LLANS are crippled
just processing and discarding all the frames being broadcast.

At first it might appear that broadcast storms could be limited in scope by
separatjng. the LANs with bridges or switches, but if the goal is to achieve trans-
parency (1e., a m:;c_hine can be moved to a different LAN across the bridge
wnhgzi ?nngzzeenn;tilzi rlli),,atlllliin bridﬁes have to erward jroa@oast fra%nes. |
et oot Eorill t-ﬁqe probﬁ)em sfnang t wgnt multlplt? LLANs with restrm_ed scopf.
cal topology. Suppose that a US:COUplmg. & log_lcz?l iEokogy; from [k}e s
department to another without chanr . fSl'nﬁed 5 oy - fromrt)l‘li‘
ing departments. With hubbed Wil’il’%mg ; f%CeS S itigs vithou! Chd{];s
having the network administrat e usicr- to the correct LAN met ,

or walk down to the wiring closet and pull the ¢on

nector fi er’s machi
or the user’s mdchlne from one hub and put it into a new hub

cause the twisted pair from the
(e.g., in the wrong building),
In response to yger requests for m

| . or ibil; ,
g O a way to rewire buildings ep ¢ flexibility, network vendors began WO

trely in software. The resulting concept "
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Standardized by the 802 com-
tions. Let us now take a look

hich computers will be on wh; h
. will be, WhiC o wiich VAN, and what the VLANs
B alled: olften t];er \;I;AN s ?re (m_formally) named by colors :ince ?tle
ble t0 prmtf iﬁeored Eff;l;mi Shmgmg the physical layout of th:a rﬁachihe';
members O I Ted, members of the | n
L -y — green LAN 1n green,
o In this way. both the physical and logical layouts are visible in a single

view. .. -onsider the f ~ | : :

As an example, € . our LANs of Fig. 4-49(a), in which eight of the
qachines belong to the G (gl’{:l)’) VLAN and seven of them belong to the W
white) VLAN: ibhe Tout physical LANs are connected by two bridges, Bl and
g If centralized twisted palr wiring 1s used, there might also be four hubs (not
shown), but logically & il‘}:lllltldr 09 cable and a hub are the same thing. Drawing it
iis way just makes the figure a little less cluttered. Also, the term “bridge” tends
0 be used nowadays mostly when there are multiple machines on each port, as in
ihis figure, but otherwise. “bridge” and “switch” are essentially interchangeable.

Fig. 4-49(b) shows the same machines and same VLANSs using switches with a

single computer on each port.

Al|B|[C||D
1
3 4
| GW L
2 N
_ G B1 oW B2 =
. O
GW

ANs, gray and
two VLANS by

rganized 1nto WO VL

Figlll'ﬁ'f 4-49, (a) Four physical [LANS O | |
achines organized 1nto

Wh.ite’ by two bridges. (b) The same 15 m
Switches.

yration tables have to be set up

ch VLANSs are accessible via
the gray VLAN, 1t must be

In t[;r : Ill_ak ¢ the VLANS function correctly confl g
Which bndges_ or switches. These tables tell whi
Ports (lines). When a frame comes in from, say.
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332 .. holds for ordinary (1.€., Ulicagy)

forwarded ‘
as well as for multicast

g o + m
Note that a port I S 1 - ‘
. _." - - L . u p(:) - f | the D-r I

most clearly in F1g: 4-49(a) b Womeias .om a machine on Sray VJ—\N

JR + Frr -3 nd 5665 - ’ % -
BI receives the Lt d G (except the 1nCcOMINE

. ts labele : Q'S :
- forwards it on all ports label labeled G, the frame 15 sent to both of

R h of them arc : . the e .
two other ports and both O the bridge knows that there are no o

B - - LI 4 t'. Hera | | I‘a r
A 82 ne Sto1 1S dlffel c1l - o7 ‘ | iy 1 }

[f f the users on LAN 4 lepartments and be moved tg the ool
If one O

should change ¢ f : aray
VLAN, then the tables inside B2 have tO be updated tO f;lbzelhfthit port gg GW
insteadpof W._ If machine F goes gray: then the port tO LA as to be Ch&nge ;
to G instead of GW. | ey 8

211 the machines on both [, AN 2 and LAN 4 becom,

Now let us imagine that _ ke :
gray. Then not only do B2’s ports to LAN 2 and LAN 4 get marked G, byt B

port to B2 also has to change from GW to G since white frames .aI‘I‘iViIlg at B
from LANs 1 and 3 no longer have to be forwarded to B2. In Fig. 4-49(b) the
same situation holds, only here all the ports that go to a single machine are labeleg
with a single color because only one VLAN is out there.

So far we have assumed that bridges and switches somehow Know what ¢oly;

an incoming frame is. How do they know this? Three methods are in use, as fg.
lows: |

1. Every port is assigned a VLAN color.
2. Every MAC address is assigned a VLAN color.

3. Every layer 3 protocol or IP address is assigned a VL AN color

In the first method, each port is labe.
only works if all machines on a por
this property holds for B for the por

In the‘second method, the bridge
address of each machine conn

;ed with VLAN color. However, this method

: belong to the same VLAN. In Fig. 4-49(a)

' t0 LAN hS but not for the port to LAN 1

OI SwWitch has a table listin 18-bit MAC
| | g the 48-bit M:

ccted to it along with the VL AN that machine 1s 0%

SC

b
Ic

S|
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SEC 333

he only problem with this approach is that it violas
Violates the Most fundamental
r C

of netW()l‘kiI‘{g: independence of the layers. It ig none of

ness what is in the payload field. It should of the data |
ainly not be making decisions based on the

¢

: rOElCh is that a Change to the ]ayer 2 1ot _
l‘f?;inﬂfi@ o [PvO) %uddenly causes the SWil’Cl]I;S t.zcgllilFf%niz ?Pl:ﬁp:-i?lan }Jp*gradel

 work this way are on the market. ely, switches
tha Of course. there is nothing wrong with routin
I of Chap: 5 is devoted to IP routing—but mixi
oe. A switch vendor might pooh-pooh this ar
uﬂderstand both IPv4 and IPv6, so everything
(Pv7 happens? The vendor would probably say:

ule
husi

g based on [P addresses—nearly
ng the layers is looking for trou-
‘gument saying that its switches
1S fine. But what happens when
Buy new switches, is that so bad?

The IEEE 802.1Q Standard

Some more thought on this subject reveals that what actually matters is the
VLAN of the frame itself, not the VLAN of the sending machine. If there were
some way to 1dentify the VLAN in the frame header, then the need to inspect the
payload would vanish. For a new LAN, such as 802.11 or 802.16, it would have
been easy enough to just add a VLAN field in the header. In fact, the Connection
[dentifier field in 802.16 1s somewhat similar in spirit to a VLAN identifier. But
what to do about Ethernet, which 1s the dominant LAN, and does not have any
spare fields lying around for the VL AN identifier?

The IEEE 802 committee had this problem thrown into its lap in 1995. After
much discussion, it did the unthinkable and changed the Ethernet header. The
new format was published in IEEE standard 802.1Q, issued in 1998. The new
format contains a VLAN tag; we will examine it shortly. Not surprisingly, chang-
g something as well established as the Ethernet header is not entirely trivial. A

lew questions that come to mind are:

I. Need we throw out several hundred million existing Ethernet cards?
2. If not, who generates the new fields?
3. What happens to frames that are already the maximum size’

Uf course, the 802 committee was (only too painfully) aware of these problems

and had to come up with solutions, which it did. RE
The key to the solution is to realize that the VLAN fields are only actually

}ls.ed by the bridges and switches and not by the user machines. Thus in Fig. 4-49,
115 not really essential that they are present on the lines going out to the end sta-
long g long as they are on the line between the bridges Or switches. Thus, to use
s LANS** the bridges or switches have to be VLAN aware, but that was already a
eqlllrenlent_ Now we are only introducing the additional requirement that they

dr
: 802'1Q aware, which new ones already are.
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334 TI‘IE MEDI ‘Zlde‘ the ANSWET 1S No., REmEmb . h
oting Ethernet © lt?: o change the Type field ; Cr gw1lC
As to throwing out all exl.-‘-* b;eh’ﬂli get Pt nouncement that g 1‘11‘&;}& SwitCh
1se0p 3icominitteeCOUId g o 0 A A et caray. S they a1
i ]d“ vou can imagine the owever, as new cards comg on
Length fie e he thrown out. 10 compliant and correctly fi] in
Ethernet cards had tO hey will be 802. the —
the market, the hope 15 that they - MAC
e market, the VLAN fields, who doeg9 T
VLAN fields. ( enerate ] T, " The Seﬂdet
So if the originator does not & ‘doe or gwitch to touch a Irame addg the =
5 hat the first VLAN-awate e But how does it kKnow which f, ; frate
answer 1S tha $i& roud removes then’{- M e o assign V Me dell‘v"_e
and the last one dD'WHAN” well, the first bridge Or ‘v forbid) exaL g a VLAN N
belongs to which TLk at; the MAC address, Of (l}egLve,rl O ré in % I‘IEIEE the pay. The C
number to.lag ?]rt;.n;?bards rerall #8024 Q COI]]]’)]‘[&I;};- wj...: dt s £i11 ;Ck Where VLAN
¥ UH; T[h: real hope here 18 that all gigabit Ethernc A tf: zOZ.IQ than
started. ' | ade (O 218« crnet,
it fromithe (startiandithatiasfpeople: UPSTErr. e = 1 00210 legac;
compliant from L | As to the problem of 1rames longer than 1513 T
will be introduced automatlcally.. 51522 . L
iust raised the limit to AzEAg e ol A ‘
bytes, 892-1QJ“*’[ % s. many installations will have some legacy 305
During the transition process, VIAN : #
machines ?typically classic or fast Ethernet) that are not Vv aware and otherg
A e N R : y .« cituation 1s illustrated in Fig, 4-5
(typically gigabit Ethernet) that are. This Sltdlld]iLllO S Fg 4_303
where the shaded symbols are VLAN aware an the empt) s h s Or Sim- e,
plicity, we assume that all the switches are VLAN aware. If this 1s not the case,
the first VLAN-aware switch can add the tags based on MAC or IP addresses.
VLAN-aware VLAN-aware Legacy
HBeesziiset, Hﬁend;lumain core domain end domain
4 * ider
: :: abo!
. - ; : .
; \Tagged i';'., 1ng
L frame e a-de
-ﬁ-*“ 44 #“:_N'" 3 S
VLAN-/" OI:I
aware VLAN-aware ; gUI
PC switch Switching done Legagy In ¢
using tags fram ol
Cen

Figure 4-50. Transition from

shaded symbols are VI AN aware

In this figure, VI,AN-
frames directly, and furthe

switches have to know wh

ich

Knowing that a frame belong

S

legacy Ethernet VLAN-aware Ethernet. The
The empty ones are no

L.
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SEC‘ 4.7
.. 1 Knows which Ports connect to .machines; on the
Wit .ds a table indexed by VLAN telling which p
. VLAN aware or legacy.
When legacy PC sends a frame to a VLAN-aware Switch,
agged frame based on its knowledge of the sender’
qdress, or 1P address). From that point on, it
s a legacy machine. Similarly, a switch that needs to

dﬂli‘v’el'i ng

335

gray VLAN. Thus, the
Orts to use and whether

the switch builds
S VLAN (using the port,

no longer matters that the

deliver a t:
- | I : . agged
lecacy machine has to reformat the frame in the legacy format bfé)re

Now let us take a look at the 802.1Q frame format. It is shown in Fig. 4-51

The only

change is the addition of a pair of 2-byte fields. The first one is the

VLAN protocol ID. [t always has the value 0x8100. Since this number is greater
qan 1500, all Ethernet cards interpret it as a type rather than a length. What a
egacy card does with such a frame 1S moot since such frames are not supposed to

he sent to legacy cards.

(X

e i _ I 7))
Destination| Source | Check-
802.3| address | address S Dita Pag sum
2
Destination| Source | Qﬁ Ch
estination| S ,! eck-
SR e T [ ‘ Tag | Length Data Pad it
vai ; = -5
(€
VLAN protocol Pri |F[VLAN ldentifier
ID (0x8100)

Figure 4-51. The 802.3 (legacy) and 802.1Q Ethernet frame formats.

The second 2-byte field contains three subfields. The main one 1s the VLAN
identifier, occupying the low-order 12 bits. This is what the whole thing is
gbout——which VLAN does the frame belong to? The 3-bit Priority field has noth-
Ing to do with VLANSs at all, but since changing the Ethernet header is a once-in-
d-decade event taking three years and featuring a hundred people, wiy not put in
ome other good things while you are at it? This field makes it possibie to distin-

8UIsh hard real-time traffic from soft real-time traffic from time-insensitive tr

atfic

;n Order to provide better quality of service over Ethernet. It 1s needed for voice
‘¢t Ethernet (although in all fairness, IP has had a similar field for a quarter of a

“Cntury and nobody ever used it).

CET (

Contrg

30 Versies. Its presence now indicates that the payload contains a freeze-

The last bit, CFI (Canonical Format Indicator) should have been called the
Corporate £go Indicator). Tt was originally intended to indicate llttlei-end1an
Caddresses versus big-endian MAC addresses, but that use got lost in other

dried

h  frame that is hoping to find another 802.5 I AN at the destination while

eIn .
 Camried by Ethernet in between. This whole arrangement, of COUTSE. has

CISCO SYSTEMS,INC., et al. v. INFOEXPRESS, INC. [IPR2024 75
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ey will vote for your bit.
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Ayt ame arrives at a VLAN
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| d when @ : ' % 1nto 4 table to find out

As we mentione _1

. & ot s VSN from? If 1t 1S manyg
switch, the switch UEE‘-S_I ol : fjouration of bridges. The Ka.
ports to send it on. Butw . al corll V.: ~nd does not require ) Cauty
~ are back tosquate -e¥= _and-pla} dly man.
LR dILHLt bridee is that 1t is plug ﬁllﬂg to 10S€ that property. FOTtUl’latell‘:

" the transparc O g, 2 SN ARy _ Y,
of th p 1d be a terrible ‘hemselves based on Obsemng the

= ard
e o 3
nothing whatso€Vvel to dc

LI S ¥ ~dW
unlike regular politics: 1ty ale

Whig},
y COn.

™ n L) :[t WOU w8 .‘e
ual configuration. configut |
AR also autoCOILES= mes 1n on
VLAN-aware bridges can also ~d as VLAN 4 c( POIt 3, the,

q frame tagg

[ ; o 1 VLAN ) rlqhe_ 802 | Q Stﬁndard explaiﬂg
port J

tacs that come by. If _ .
referencing APPTOPTIALE portiopg

apparently some machine on p sy b
how to build the tables dynamicd y, MO:

s 22 ol - *_f dln 802‘1[)' : o 4 S £
5w ey mlld;l'ldlf if VLAN routing, 1t 15 worth making one Jast gp.
Before leaving the subjecC |

s ksrarldsicar r |
servation. Many people in the Internet :f,'md Ethunelo:;;’rig“’anyﬁt’hizdziii In
Lfavor of connectionless networking and Vlolt“m]‘yﬁ OI?JI- AR introzuhce | Ing
of connections in the data link or network ]q;fEIS.TD LLHC Vg pmpeﬂyme?};
thing that is surprisingly 'Sim-ilar tlatiadcpflllc?:c?tlona 3 dn Cemti B tab_le ,insé
frame carries a new special identifiel lh_dt 1S use 1 S side
the switch to look up where the frame 18 supposed to be §§:nt. > at 18 prems.el}.,
what happens 1n connection-oriented netwgrk& In connec'uonl?bs netwoﬁrkgj it 1
the destination address that is used for routing, not SOmMe kind of connection iden-

tifier. We will see more of this creeping connectionism in Chap. 5.

4.8 SUMMARY

Some networks have a single channel that is used for all communication. In
these networks, the key design issue is the allocation of this channel among the
competing stations wishing to use it. Numerous channel allocation algorithms
have been devised. A summary of some of the more important channel allocation
methods is given in Fig. 4-52.
whe?;ﬁ;;iﬁlsz; jlil:);liuon 'schemes are 'FDM and TDM. These are efficient

>1aHons 1S small and fixed and the traffic is continuous. Both

are widely used under these cir
. cumstance 3o up the
bandwidth on telephone trunks. S, for example, for dividing Up

When the number of stations i
b]uis:y, FI];)Mband TDM are poor choic
slotting, has been propos -
derivatives have bgenpwfggl; Sdﬂll  niing ALOHA and its o ot

When the state of the ch
transmission while another station ;
has led to a variety of protoc

large and variable or the traffic 18 fairly

¢s. The ALOHA protocol, with and Withouttl

COrl
t101
W
It t
Ser

1S
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