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SS CONTROL SUBLAYER CHAP_ 4

HE MEDIUM ACCE

328 7(b) wants t0 send a frame to hog; By,

. : -4 . ; s
in Fig. 4 it. In contrast, 10 Flg- 4-47(c), the SWHCE
n A to B because there 18 no o.ther way for
ch port usually goes to a single compy; ¢

tA
e. when hos ;
- e but just discd

J the frame fron
h swit

a consequence, V
bridge gets the fram

must actively forwar

: p £
ere. Since €dac

line cards than do bridges intendeg .’

frame to get th 2 o more i

s r many : s of- 250 0
switches must b2ve SPdCT fI(i)ne card pl‘ovndes puffer space for frames alTlving on
: Each

connect only LANS. :
its ports. Since each p01If sy
isions r, if Ir
to collisions. However, . :
- space
the switch may run out of buffer sp

s own collision domain, switches never loge frame
\ ne in faster than they can be retransmite,
and have to start discarding frames. ;

2 o modern switches start forwarding frameg .
To aIleviatg yﬂ'fl:. géoﬁézgle:l;iéeligyl;as come in, buF before the rest of the fr;n?;
SOOI? e th; di:;i,rilgeld the output line s available, of course). These switcheg do
has arrive FP_ d-forward switching. Sometun‘es they are referred to a cut.
sk oh is handled entirely in hardware, Wheregg

; 5. Us -throu
through switches. Usually, cut-throug Ao ey } »
bridges traditionally contained an actual CPU that did §tore—and-f0r.ward SWitch.
ing ;':n software. But since all modern bridges and switches contain specia] ip.

tegrated circuits for switching, the difference between a switch and bridge is more
a marketing issue than a technical one. : : )

So far we have seen repeaters and hubs, which are quite similar, as wel] g
bridges and switches, which are also very similar to each other. Now we move up
to routers, which are different from all of the above. When a packet comes into a
router, the frame header and trailer are stripped off and the packet located in the
frame’s payload field (shaded in Fig. 4-46) is passed to the routing software. This
software uses the packet header to choose an output line. For an IP packet, the
p.acket header will contain a 32-bit (IPv4) or 128-bit (IPv6) address, but not a 48-
bit 802 address. The routing software does not see the frame addresses and does
not even know whether the packet came in on a LAN or a point-to-point line. We
will study routers and routing in Chap. 5.

U .
ne: - Ee Zl}?ft;zrn tlayer we.fmd t_ransport gateways. These connect two computers

; connchon.-orlented transport protocols. For example, suppose a
computer using the connection-oriented TCP/IP 1
- : \ protocol needs to talk to a com-
puter using the connection-oriented ATM t
ransport protocol. The transport gate-

Wway can copy the packets fro i
ok M one connection to the other, reformatting them

t is it

Finally, application gateways under
and translate me sages from one form
translate Internet messages into SMS

stand the format and contents of the dat
at to another. An e-mail gateway could
essages for mobile phones, for example.
4.7.6 Virtual LANs

In the early days

of local ap, :
the cable ducts of ea Networking, thick yellow cables snaked through

any office buildingg

ged in. Often there were many cables Wh]fvﬁry computer they passed was pllli«‘i‘
» WHER were connected to a central DA
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. 47 DATA LINK LAYER SWITCH]NG 329
e S . FHig. 4-39) or to a centra]
th pone aj(zgﬂilgon which LAN. Aj] thzli)be-ogg i:lzlé.gah;ewtasfglff?n to which com-
:itc}? pute’ E;N whether they belonged together of not. deog?a;hzlt:Lmezs ]I())mi e
i it the advent of 10Base-T and hubs in the 19905, 1y Sy changetissRiild
fter, 55 WETE rewired (at .con‘s.lderab]e eXpense) to rip out all the yellow gardén hoses
Tto e stall twisted pairs from every office 1o central wiring closets at the end of
| on and ﬂc].orridﬂr orin a centr‘al. machine room, ag illustrated in Fig, 4—48. If the Vice
heg aCh‘dent in Charge of Wiring was 3 visionary, Category 5 twisted pairs were in-
e Prelféd' if he was 2 bean COURICT Rl eXisting (category 3) telephone wiring was
:sid ((;ﬂly to be replaced a few years later when fagt Ethernet emerged).
b as ‘
me ..
o e
ut-
eas
ch- L Hub
in-
re
Corridor
> ||||||||
P — B S
>a : o
e Lt
1is
he
]
B Twisted pair/ Office
re to a hub
rs Figure 4-48. A building with centralized wiring using hubs and a switch.
a
n- With hubbed (and later, switched) Ethernet, it was often possible to ;()llfigure
2= ANs logically rather than physically. If a company wants k LANS, it buys &
B lbs. By carefully choosing which connectors to plug into which hubs, the oceu-
Pants of 3 LAN can be chosen in a way that makes organizational sense, without
2 ' much regard to geography. Of course, if two people in the same department
d Work i different buildings, they are probably going to be on different hubs and
thug gifferent LANs. Nevertheless, the situation is a lot better than having LAN
“Mbership entire] n geography. L
A ocs itpmatter \Zz}?(? Sj:c:)g w%]icﬁ Ll?f\li/I? After all, in virtually all ()rgzlnléatl_opb, P
h tratthe AN are interconnected. In short, yes, it often maters. I\llet:’vsi&u?e T;Ll:r
L . [ha:rs ke to group users on LANS to ref_lect the Qrgamganf)na ‘S rOne : aa
L : Secu-t © Physical layout of the building for a variety| .of Ieasons; inorl
b ™. Any network interface can be put in promiscuous mode, copying
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Many departments, such as research, Paten.
that they do not want passed outside th;"
‘ 1e people in a department on T

THE MEDIU

330

own the pipe:

-affi at comes d ; ;
ool e information

~ i av . all th
and accounting, h e Jutting a AT
department. In such a situation. | he LAN makes sense. Manage

LA v pateatriodott it | o

gy A is i unless ¢ t

N and notl leltl}fr ‘[1111-21 such an am.angement 1S 1mp0551ble ss all the pers
does not like hearing et

; ., “fices with no interlopers.
: tment are located in adjacent it e heavily used than oth
in each department ¢ Joad. Some LLANs are more heavily us others ang j;
A second 1ssué 18 .

imes X if the folks in rec
desirable to separate them at times. For ex 1mp_]e’ s oet ltk . ;n Tesearch,
aysbe .e:”a” kinds of nifty experiments that sometlmﬁs get ou bo hand gng
are xutnntxlnbir LN Tl accounting may not be enthusiastic about donating
saturate the ) 5

som;Ol; Fllglli.@iiiaz%rtgazi];it(i)s;. Most LANs support broadcasting, and many
upper—lt;y]'ér p‘ltOIOC(‘)]S use this feature extensive!yi .For exarrlllpl‘;, I\\/llvhen a user
wants to send a packet to an IP address X, how do.e.s it know which | AC addresg
to put in the frame? We will study this question in (;hap-. 5,:but bpeﬂy summar-
ized. the answer is that it broadcasts a frame containing the question: Who owng
IP address x? Then it waits for an answer. And there are many more examples of
where broadcasting is used. As more and more LANs get interconnected, the

number of broadcasts passing each machine tends to increase linearly with the

a \ingle

number of machines.
Related to broadcasts is the problem that once in a while a network interface

will break down and begin generating an endless stream of broadcast frames. The
result of this broadcast storm is that (1) the entire LAN capacity is occupied by
these frames, and (2) all the machines on all the interconnected LANs are crippled
Just processing and discarding all the frames being broadcast.

At first it might appear that broadcast storms could be limited in scope by
separating. the LANs with bridges or switches, but if the goal is to achieve trans-
parency (i.e., a machine can be moved to a different LAN across the bridge
without anyone noticing it), then bridges have to forward broadcast frames.

» uI:ag\éltnﬁascfrtlo“ilﬁy conépanies might want multiple LANs with restricted scope.
cal topology. Su mehlem o decoupling the logical topology from the phys-
department tc.> anolt)llljerse 'tthat S .gets Shlﬂed within the company from on¢
ing departments Withvﬁ1 bout changing offices or changes offices without chang
having the netw;)rk admilliislzre dt wiring, moving the user to the correct LAN means
nector for the user’s machine j’r(();nwjr?é gol‘;vn Wiy .W%ring closet and pull the cot"

In many companies, . uh and put it into a new hub. i

system administrators spend g Jot . timc anges occur all the time, meaning t ;
¢ pulling out plugs and pushing them b

in somewhere else. i

cause the twisted pai/? lil?c;nllntlslgme s mach A e ¥
1 u e ) . .

(e.g., in the wrong building). S machineataat S

In response to use
’ rrequests for m A, ; k-
ing on a way to rew - ore flexibility, netw egan WO
y wire buildings entirely in sofgw’ are Oﬂﬂiv::el;clll(l)r‘slg) foncept is

SEC. 4

called
mittee-
at it K
geifert
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they 1
VLAN
there |
will b
then P
with t
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A
machi
(whiig
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DATA LINK LAYER SWITCHING
(Virtual LAN) and has evey =
rap, 8 now being deplo.yed I yiop aegn
e i:or additional information about VLAl\% niz,

atSit;mdardized by the 802 com-
ey (an. Let us now take a look
reyer and Riley, 1999; and

000 #
s are based on specially-desi
gned VLA

me h ; N-

they may also gf;zrio tfele ﬁgsw%?kthe periphery, as in Fig, 4
VL ,pased I]hich c::)mputers ill administrator decide g.h Ol
e will be WHICR € T " ill be on which VLAN P -
will be cglled. e s are (informally) name:j atl)l what the‘ VLANs
ossible 10 P rlnf the red E;ﬂms showing the physical la e s
img?irss\x?ay both the 11\1I . red, memmbers of the )é?:;nOfL?;mChines’
5 : physical and logical layouts are visible i:ina %:flzrlle

aware switches, although

and 80 01

o
vie s example, consider the four LANs of Fig. 4-49(a), i <ohig

nachines belong to the G (grr?ly) VLAN and Se\;ren . gfl in which eight of the

(whj[ﬁ) VLAN The .fOLII' ph'yslcal L ANs/te ety em belong to the W

g If centrahz_ed twisted pair wiring is used, there mi hty 1two bridges, Bl and

shown), but logically a n'lultldrop cable and a hub are t hg also bt? four hubs. (not
his way just makes the figure a little less cluttered Alsoe ihmne thlrig : .Dra’\”i’mg *
1o be used nowadays rpostly when there are multil;le maéhilfetsegg brllldge tenc_ls
@S figure, but otherwise, “bridge” and “switch” are essentiall ir?ticr ﬁmﬁ, =
Fig. 4-49(b) shows the same machines and same VLANS usi y interchangeable.
single computer on each port. using Ewaehes Wil

=)

wo VLANSs, gray and

our physical LANS organized into t
d into two VLANS by

es. (b) The same 15 machines organize

function correctly; configuration tables have to be set up i
h VLANSs are accessible via L

s. These tables tell whic
2 frame comes in from, say; the gray VLAN, it must be i
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[UM ACCE . :
- g This holds for ordinary (1. tnicas o b
s marked (G S ; e
warded on all the ports ma} i traffic.
folwudef o - ibnst and proadcast tra! b multiple VLAN colors. We %t g, e
as well as for mu ™ mnay be Jabeled Wit .o A broadcasts a frame hig ol
Sty 1_70“4‘49(&) Suppose that G achine on the gray VL e
: most clearly in Tig 7~ J sees that it came from-s e ort). Since Bj] AN, £
v BI receives the frame and * 1 4 G (except the incoming port)- 2 has ol th
it forwards it on all ports lablf ?n are labeled G the frame is sent to both of themy fr
: e A . :
two other ports and b(.)thd(.)lfférem Here the bridge knows that tltlere are pq wry th
At B2 the story 15 € frame is not forwarded there. It goes only to oy
machines on LAN 4. 50 the4 1iould change departments and be moved to ghe o o
If one of the users on LAN 4 s > have to be updated to relabel that port 45 g B
VLAN, then the tables inside & v then the port to LAN 2 has to be chy ut
instead of W. If machine F goes gray, the feed IH
ins GW.
b GI\ITI;zieIEg 32 imagine that all the machines on both LAN 2 and LAN 4 becor i i
gray. Then n(;t only do B2’s ports (0 LAN 2 and LAN 4 gecarked G’. but By
Son' to B2 also has to change from GW to 'G since white frames aITiving gt g
from LANs 1 and 3 no longer have to be forwarded to B2. In Fig. 4-49(b) , vV
same situation holds, only here all the ports that go to a single machine are labelyg &
with a single color because only one VLAN is out there. pi
So far we have assumed that bridges and switches somehow know what ¢olo b
an incoming frame is. How do they know this? Three methods are in use, as ol 1d
lows:
W
. Every port is assigned a VLAN color. St
2. Every MAC address is assigned a VLAN color. ]
3. Every layer 3 protocol or IP address is assi gned a VLAN color. ?
In the first method i i
nethod, eagh port is labeled with VLAN color. However, this method i1
only works if all machines on g port belong to th '
[ this property holds for B7 fo & € same VLAN. In Fig. 4-49(a). fe

}f tl;e.port to LAN 3 but not for the port to LAN 1.
¢ bridge or switch has a table listing the 48-bit MAC

E ANSs on a physical LAN, in
to extract the MAC ; » all the bridge or swi stodois
carizi address and Jook i up in a table to seeivmf;}fvz;f RNhathe frame C

The third methoq

is f :
the frame, for exam or el

ple, to classify ali‘%fI’POr switch to eXamine the payload field 05

all AppleTalk machi machin . u

can also be used tc(;hilcrl]:st'f‘fs belonging anOthe:S ;sbelo ging to one VLAN draets i

machines are notebook C:) 1}1’1 the machipe, This st o % tormer, the 1P aldmany :

i . Puters vy i hen

SS;'L?:neach dOCklng Station hag its (t)}\l;lt "an be docked. v Jaces: )
Was used does nop say aHyt}u'nn s C addr
&€ about whj,
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only problem with this approach is that it vio.
I.Ulez?e"etworl-(l:n-g: ;Tde?el;deélct_f of the layers. Il‘[t izl?ltlflisotfhtehén ((l);ﬁlmiainemal
 giness what is in the payload field. It should not be €Xamining th a link layer’s
inly Nt b? making decisions based on the contents. A conge.f payload afnd
is 2 pproﬁCh is ghaF e:i (;:halnge( to the ]ayer. 3 protocol (for examgleeni c:]f uslrclig
- [Pv4 t? IPV6) 7u enly causes the switches to fail. Unfortunat:al : p.gr; :
o work this wlfaly are on ttl?;gmarket. 2 el
Of course, there is no wrong with routing based o
il of Chap. 5 is devoted (o IP routing—but mixing the layrel:rlspiil ?géisl;egs i
e switch vendor might pooh-pooh this argument saying that its switches
i nderstand both IPv4 and IPv6, so everything is fine. But what happens when
Pv7 happens? The vendor would probably say: Buy new switches, is that so bad?

333

The IEEE 802.1Q Standard

Some more thought on this subject reveals that what actually matters is the
VLAN of the frame itself, not the VLAN of the sending machine. If there were
some way to identify the VLAN in the frame header, then the need to inspect the
payload would vanish. For a new LAN, such as 802.11 or 802.16, it would have
been easy enough to just add a VLAN field in the header. In fact, the Connection
Identifier field in 802.16 is somewhat similar in spirit to a VLAN identifier. But
what to do about Ethernet, which is the dominant LAN, and does not have any
spare fields lying around for the VLAN identifier?

The IEEE 802 committee had this problem thrown into its lap in 1995. After
much discussion, it did the unthinkable and changed the Ethernet header. The
new format was published in IEEE standard 802.1Q, issued in 1998. The new
format contains a VLAN tag; we will examine it shortly. Not surprisingly, chang-
ing something as well established as the Ethernet header is not entirely trivial. A
few questions that come to mind are:

1. Need we throw out several hundred million existing Ethernet cards?
2. If not, who generates the new fields?
3. What happens to frames that are already the maximum size?

Of course, the 802 committee was (only too painfully) aware of these problems
and had to come up with solutions, which it did.

The key to the solution is to realize that the VLAN fields are o'nly .actually
5ed by the bridges and switches and not by the user machines. Thus in Fig. 4-49,
1S ot really essential that they are present on the lines going out to the end sta-
Hons g long as they are on the line between the bridges of switches. Thus, to use
Mo S, the bridges or switches have to be VLAN aware, but that was eglreadg a

dUrement, Now we are only introducing the additional requirement that they

ar
*802.1Q aware, which new ones already are.

CISCO SYSTEMS, INC. IPR2024-00676 Ex. 1427, p. 8 of 11
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334 THE ME the answer is no. Re
. Fthernet cards. ~hemb, itch
.o out all existing E ¢ people to change the Type fielq ing ; sl
As to throwing &% = 4 not even £° : an announcement that al] ey R switch
that the 802.3 committe® =/ "o reaction 10 ® s new Ethernet cards XiSling they &
Length field. You can 1111‘fmwn onty dHoweveD 45 liant and Correcﬂ\ come g, W
Ethernet cards had to t;liatt they will be 802.1Q comp Y fill in the 4 new
v he market, the hope 18 :
tv]fj/i}glfields- cneratc (he VLAN fields, who doeg) h I\/IAdCI
So if the originator does not gbri dge or switch to tough a frame addg thee sen e
answer is that the first VLAN-aware o them. But how does it know which franrln fra{ﬂz
and the last one down the road reml?; first bridge or switch could assign a vy, AI: deh\lf\l
belongs to which e tC address, or (heaven forbid) examine the pay- d
number t0 a port, look 2t e M?} 02.1Q compliant, we are kind of back Where Tl;;/\
load. Until Ethernet cards are &% ©%- | wigabit Ethernet cards will be 803 | Vi
we started. The real hope here is hat &7 818\ ioabit Ethernet, 803 e
compliant from the start and that as people llFprd:--; ji—‘ ?rame% e 1,1 2.1Q legac
will be introduced automatically. As tO the problem o1 S longer than 151§ be se
bytes, 802.1Q just raised the limit to 1522 bytes. e g
ino the fransition process, many installations W1 ave some legacy 8
During p VLAN 804
machines (typically classic or fast Ethernet) that are not V aware anq others
(typically gigabit Ethernet) that are. This situation is illustrated in Fig. 4-50,

; where the shaded symbols are VLAN aware and the empty ones are not. For sim- n
plicity, we assume that all the switches are VLAN aware. If this is not the case, o
the first VLAN-aware switch can add the tags based on MAC or IP addresses.

VLAN-aware VLAN-aware Legacy
e .. .end domain core domain end domain 0
ider|
abo
£ ing
a-dg
son|
VLAN-aware_~%...7 N\ . skt gui
switch” W LERT R Switching done in
using tags
Ovg
Figure 4-50. Transition fro
m legacy E ce
aw::treg Tz thernet to VLAN-aware Ethernet. The 1
+ 1€ empty ones are no,
In this figure, VLAN CF
; ; -aware Eth, :
frames dire ; ernet car ; 1Q |
e hacﬂy, and funhe-r switching ygeg gh ds generate tagged (i.e. 802- t%e ; 12’11
Knowin chf tofknow which VL AN are reaelsle sl do this Swmhmg% e 8(())]
& fat & Irame belongSHoRTE chable on each port, just a5 €0 b
Y VLAN do ch until { e
€s not help mu

CISCO SYSTEMS, INC. IPR2024-00676 Ex. 1427, p. 9 of 11
FORTINET, INC.



yacy

acy
e

1Q)
the
pre.

the

DATA LINK LAYER SWITCHING

335

Y VLAN. Thus, the
S 10 use and whether

stch knows which Ports connect to machines on the gra

s leeds a table indexed by VLAN telling which port

 are VLAN aware or legacy.
[hﬁ,‘/When a legacy PC sends a frame to a VLAN-aware S
3 n i based on its knowledge of the sender’s VI AN (using the port
MAC address, or IP address). F}‘om et poin't on, it no longer matters thalt:) the
ender was a legacy machine. Similarly, a switch that needs to deliver 5 tagged
h':me (0 a legacy machine has to reformat the frame in the legacy format before
gclivel'mg it. ; |

R o tak'e g d~t-the 8(.)2'1Q. frame format. It is shown in Fig. 4-51.
e only change is the addition of a pair of 2-byte fields. The first on is the
VIAN protocol ID. Tt always has the value 0x8100. Since this number is greater
than 1500, all Ethgmet cards ‘mterp'ret 1t as a type rather than a length. What a
legacy card does with such a frame is moot since such frames are not supposed to
he sent to legacy cards.

ch, the switch builds
anew I

(¢
Y
Destination| Source Check-
802.3(5@7@33 address LA REL Fad sum
(()
((]
Destination | Source Check-
802.1Q| address | address - Tagjtength Dita e sum
g S )
_|C
VLAN protocol Pri |F | VLAN Identifier
ID (0x8100) |

Figure 4-51. The 802.3 (legacy) and 802.1Q Ethernet frame formats.

The second 2-byte field contains three subfields. The main one is the VLAN
identifier, occupying the low-order 12 bits. This is what the whole thing is
about—which VLAN does the frame belong to? The 3-bit Priority field has noth-
ng to do with VL AN at all, but since changing the Ethernet header is a once-in-
a-decade event taking three years and featuring a hundred people, why not put in
some other good things while you are at it? This field makes it possible to distin-
8uish hard real-time traffic from soft real-time traffic from time-insensitive traffic
order to provide better quality of service over Ethernet. It is needed for voice
o%er Ethernet (although in all fairness, IP has had a similar field for a quarter of a
¢entury ang nobody ever used it).

The last bit, CFI (Canonical Format Indicator) should have beeq called Fhe

Corporate Ego Indicator). It was originally intended to indicate 11ttle;end1an
COntS ﬂddr'esses versus big-endian MAC addresses, but that use got lost in gtbe(ri
80 50¥er3168- Its presence now indicates that the payload contains a}frt':eze- Eei
ein. fame that is hoping to find another 802.5 LAN at the destination while

§ Carried by Ethernet in between. This whole arrangement, of course, has

— e
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ot Committe(} politicg
: ith ote for your bit,

s d_" wit for my pit, 1 W arrives at a 'V

f you vote ged ifraes AV eI a S SVEANS

nothing whatsoeV :
unlike regular politics:1 g tagg . :
above, when fardn index into a table to find oyt

As we mentioned el Whig

h. the switch uses the VL/;‘I\L; the table come . 11»"fbn- S manually C()nh

d it on. But where [ﬁ(:‘Ol. manual cunilgumngn 0 rtldges. The begy
o Aeatr ook €S No i

0 bgugll zt e plug-and—pla}’ and thit propef:tqml; any map,
1S : ) ose e .

: A 1d be a terrible shame to | ; based y sk

ual configuration. It wouwl¢ » toconfigure themselves SO T Observmg the

so au 2 N 4 comes In on port 3 the

3, they

VLAN-aware bridges can al tnpged 85
* q frame (& g g
tags that come by If a fra bon VLAN 4. The 802.1Q standard eXplaing

: {ly some machine on port 3is ¥ T ; .
ﬁgg?rtinbuy ilZi the tables dynamically, mostly by referencing appropriate portiong o

: : -dized i 1D.
Perlman’s algorithm standardized 10 802. 4 P :
Before ]gaving the subject of VLAN routing. 1t 15 worth making one last g}

servation. Many people in the Internet and Ethernet w()rlds are fanatically in
favor of connectionless networking and violently oppose(} to anything smacking
of connections in the data link or network layers. Yet VLANSs introduce some.
thing that is surprisingly similar to a connection. To use VLANS properly, each
frame carries a new special identifier that is used as an index into a table inside
the switch to look up where the frame is supposed to be sent. That is precisely
what happens in connection-oriented networks. In connectionless networks, it is
the destination address that is used for routing, not some kind of connection iden-
tifier. We will see more of this creeping connectionism in Chap. 5.
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4.8 SUMMARY

: Some networks have a svingl.e channel that is used for all communication. In
I:O(;s;e r;etworks., the key design issue is the allocation of this channel among the
havepge::r% dj:;;zgs VA”;E‘IEg to usfe it. Numerous channel allocation algorithms
: mary of som i llocat
methods is given in Fig. 4-52. A g i ane chanrcl i
The simplest allocation
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