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328 S . 4.47(b) wants to send a frame (o hogt
host A in ,Flg. " In contrast, in F,lg' AT (oMihe Swilcle]
but just disc A to B because there 1S N0 other way o th
he frame flor‘Tch port usually goes to a single comp,,

h swi ore line cards than do bridges intendeg t(;

any m ides buffer space for frames arriy;
ard provides L

a consequence, when
bridge gets the frame
must actively forward t i
frame to get there. Since ed &
switches must have space f(?l , |
e EﬂCh_ lmtj own collision domain, switches never lose frames
N ) pf)l?fl;‘r;;nes come in faster than they can be re[ransmitted.
to collisions. However, ; i ait €L w i frz.lmes,
o ol Ollt. Ob]em sli modern switches start forwarding frame, 3
To alleviate .th’lS pl()header field has come in, buF before the rest of the i
soon as the destmanﬂ“h utput line is available, of course). These switcheg i
has arrived (p1'0v1df3dt e.O ‘pitchino Sometimes they are referred to ag o
not use stoff';l]nd-f%:;:lcliy SZvut—throtil.gh is handled entirely in hardware, Wheres
tt’lflii;)“é’l:?%htrsélv(::ticon‘iisl'ly contained an actual CPU that did store-and-forward Wit
ing in software. But since all mo

T S

dern bridges and switches contain special in-
tegrated circuits for switching, the difference between a switch and bridge is more
a marketing issue than a technical one. : Eosl] e
So far we have seen repeaters and hubs, which are quite similar, as well g
bridges and switches, which are also very similar to each other. Now we move up
to routers, which are different from all of the above. When a packet comes into 3
router, the frame header and trailer are stripped off and the packet located in the
frame’s payload field (shaded in Fig. 4-46) is passed to the routing software. This
software uses the packet header to choose an output line. For an IP packet, the
packet header will contain a 32-bit (IPv4) or 128-bit (IPv6) address, but not a 48-
bit 802 address. The routing software does not see the frame addresses and does
not even know whether the packet came in on a LAN or a point-to-point line. We
will study routers and routing in Chap. 5.
n-oriented transport protocols. For example, suppose

nd the format and contents of the dalts
! to another. An e-mail gateway cou
s into SMS messages for mobile phones, for example.

Finally, application gateways understa
€ mes

and trans]at sage
s from one f
translate Internet message S

4.7.6 Virtual LANs

a : N
o4 networking, thick yellow cables snaked throu!
S. Every computer they passed was plug-
Were connected to a central back

any cables, which
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i Fig. 4_39). or 1o a central hyp. No thought wag given to which ¢
bon? beloﬂ‘:'ed on which LAN. AJj the people in adjacent offices were put wtrl?_
putef LAN whether they belonged together or not. Geography t]‘L‘lm ed lp o
,*anl;mh the advent of IOBase-T and hubs in the 1990s, all that chlz)m egg1% ild
were rewired (at considerable expense) to i Sidein
otall twisted pairs from every office t
and 11 61‘1‘i dor or in a central machine room,
edciljgeﬂf in Charge of Wiring was a visjon
Pre]ied‘ if he was a bean counter, the existj
St

od (only to be replaced a few years later
s :

ings

as illustrated in Fig. 4-48. 1f the Vice
ary, category 5 twisted pairs were in-
ng (category 3) telephone wiring was
when fast Ethernet emerged).

Cable
duct

-Hub

>
Switch

LLALCALY Tl

Twisted pair/ Office
toa hub

Figure 4-48. A building with centralized wiring using hubs and a switch.

With hubbed (and later, switched) Ethernet, it was often possible to configure
LANs logically rather than physically. If a company wants k LANs, it buys &
ubs. By carefully choosing which connectors to plug into which hubs, the occu-
PSS of a LAN can be chosen in a way that makes organizational sense, without
% much regard to geography. Of course, if two people in the same department
York in differen buildings, they are probably going to be on different hubs and
o different L AN, Nevertheless, the situation is a lot better than having LAN
membership entirely based on geography. D Ui R
iy %S it matter who is on which LAN? After zl{l, in virtually all Orgiméa“%?:
trag € “\NS are interconnected. In short, yes, it often matters. Nefvxfor a mlther
thaOFS like to group users on LANs to reflect the grgam;anonal stluctur(?fa i
Seczn'[ © physica] layout of the building fo.r a variety of reasons. Oqe 15;1L;et }:e

Y. Any network interface can be put in promiscuous mode, copying
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E MEDIU
330 TH Many departments, such as research, pye, ficd
ine. s 2 ass % S, (6]
traffic that comes down thﬁ P;E(m that they do not .Wd'ﬂtl)p Ts:ed outside thej mittee-
and-accounting, have: inforn Jutting all the people in a department on 5 Single it
department. In such a Sllu"lp(;lztllmfﬁc off the LAN ma‘kes 5 e ManagemEnt seifert
LAN and not letting any of t}:"m arrangement is 1mp()531ble ulnless all the People V1
‘e hearing that SUCHl &8 €0 fices Wi interlopers.
does not like he‘um’gf Jocated in adjacent offices wm? n.(l) i ?h' h they 1
in each department dlt1 od. Some LANSs are more heavily us h an others ang VLAN
A SCCO‘?d AS3Ul s 15‘ 0,‘ .;;te them at times. For example, if the folks in researy, there
may be desirable % s ifty experiments that sometimes get out of hapq ang will b
are running all kinds olf ity 2ecounting may not be enthusiastic about donatip, then p
saturate their LAN, the folks 1n acco = ; with t
R 3 i B out. :
some of their Lapd(':lt}é?(())a?liléitino Most LANs support broadcasting, and Many and sd
2 [hqu ]S?ute lslg ]uge tﬁis Feature extensively. For example, when a yg; view.
upper-layer protocols U an IP address x, how does it know which MAC addregg A
wants to send a packet to an 1t a AL a0 LR : By
to put in the frame? We will study this question In Chap. 5, but riefly summar. mach
izeg the answer is that it broadcasts a frame containing the question: Who owpg (Whl‘ﬁ
IP a(.idress x? Then it waits for an answer. And there are many more examples of 2 1
where broadcasting is used. As more and more LLANs get interconnected, the show]
number of broadcasts passing each machine tends to increase linearly with the this W
number of machines. : . e to.be‘
Related to broadcasts is the problem that once in a wl‘nle a netwqu interface th_IS f
will break down and begin generating an endless stream of broadcast frames. The Fig. 4
result of this broadcast storm is that (1) the entire LAN capacity is occupied by singls

these frames, and (2) all the machines on all the interconnected LANs are crippled
Just processing and discarding all the frames being broadcast.

At first it might appear that broadcast storms could be limited in scope by
separating the LANs with bridges or switches, but if the goal is to achieve trans-
parency (i.e., a machine can be moved to a different LAN across the bridge
without anyone noticing it), then bridges have to forward broadcast frames.

Having seen why companies might want multiple LANs with restricted scope.
3;?1 “;) 55;02?/“‘ é‘; the problem of decoupling‘ the logical topology from the physi-

- duppose that a user gets shifted within the company from 0n¢

department to another without changi i 3
; anging offices i t chang-
ing departments. With hubbed wirifg g or changes offices withou
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LINK LAYER SWITCHING
ed 2 st‘l’)leri::ga:i;/l&()h}l'l; I}d Sabieven been standardi =
b In many o ardized by the 802 com-

itte®: r additiOnal information about VLAlr\%sfl i oAb lod
» See (Breyer and Riley, 1999; a:)ld

)
are based on specially-desi
gned VL AN- .

so have ls{omﬁ hubs on the periphery aN aware switches, although

A network, the network adminj , as in Fig, 4-48. To

VLAN 3 hich computers will nistrator decides h ; set up a

5 WOften the VLAN Ul 'be on which VLAN, 4 dow many VLANs

.lledt-o print color diagraISn:rS e;] (informally) nated l;]y rc’)?gisthé VLANSs

mbers of the red LAN i owing the physical layout of th e

e n red, members of the green L A;"_‘achmes,
in green,

o 50 0 In this way, both the physical and logical layouts are visible i ingl
in a single

View. 3
s an example, consider the four LANs of Fig. 4-49(a), in which eight of th
) lg (0} (+

jchines belong tO the G (gray) VLAN
tuite) VLAN. The four physical LANs b e
g If centrahz.ed twisted pair wiring is used, there mi hty 1tWo bridges, B/ and
shown), but Jogically a n_lultldrop cable and a hub are tﬂge also bg four hubs. (not
ihis way just makes the figure a little less cluttered. Also :hame thn‘l‘g. .Dra’v’vmg it
10 be used nowadays rpostly then there are multiple maéhi r?etsegrr: blilldge tenc_ls
this figure, but otherwise, “‘bridge” and “switch” are essentiall ir?ti:cr tF Ort, as 1n
Fig. 4-49(b) shows the same machines and same VLANs usi Y ‘c angea}ble.
single computer on each port. using switches with a

P

wo VLANS, gray and
d into two VLANS by

) Four physical LANs organized into t
ridges. (b) The same 15 machines organize

figuration tables have to be set up
hich VLANSs are accessible via
say, the gray VLAN, it must be

s function correctly, con
hes. These tables tell w
frame comes in from,
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FORTINET, INC. IPR2024-00667 Ex. 1227, p. 6 of 11



LAYER
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THE MED s . : S
e xed G: This holds for ordinary (1-€., Unicag) affy,
i g .
rded on all the ports M2 t traffic. lors.
For L s for multicast and roades Koy “oyiple VLAN €0 015 We gey o R
as w t may be Jabele e A broadcasts a frame .15 b
Note that a port 49(a). Suppose tha e hine on the gray Vi sy &
most clearly in Fig. i J qées that it came from a e ort). Since BJ A )80 eq
B receives the frame 5}“ ]Abel ed G (except the incoming p ; t to both ha Only th
it forwards it on all ports 12 hem are labeled G. the framme 1590 Of thep, fr
two other ports and both (.)ft g Here the bridge knows that there are p, gra 5
At B2 the story is different. S F o arded there. It goes only o o3
: AN 4, so the frame is 1O d be moved 2 I
machines on LAS & 51070 ould change departments an 10 the gy 2
If one of the users on LAN 'ds B2 have to be updated t0 relabel that port 5 G\}\yl bl
VLAN, then the tables I8 "5 ° 0" hen the port to LAN 2 has 10 be cyyy,, ut
instead of W. If machine F goes gray 8 IH
to G instead of GW. : d LA
Now let us imagine that all the machines on both LAN 2 an : dN 4 becor T
gray. Then not only do B2’s ports t0 LAN 2 and LAN 4 kg .G’_ but By
port to B2 also has to change from GW to G since white frameSF.am‘”“g a B
from LANs 1 and 3 no longer have to be forwarded to B2. In Fig. 4-49(b) , v
same situation holds, only here all the port;I that g0 }t]O a single machine are labeleg sd
with a single color because only one VLAN is out there. )
So far we have assumed that bridges and switches somehow know what colq; g(
an incoming frame is. How do they know this? Three methods are in use, as fol- 1d
lows:
W
1. Every port is assigned a VLAN color. S
2. Every MAC address is assigned a VLAN color. ]
3. Every layer 3 protocol or IP address is assigned a VLAN color. ?
. 2 q
g:l lt)l/le flrit H{lfeﬂ;lod, ea}fh port is labeled with VLAN color. However. this method i
works 1t all machines on a port b =
this property holds for B/ fi port belong to the same VLAN. In Fig. 4-4%a) fq
In the seodeidiiN or the_Port to LAN 3 but not for the port to LAN L
. method, the bridge or switch has a table listi -bit MAC
address of each machine connected to it al i T i
Under these conditions, it js o toa ong with the VLAN that machine is on
LAN 1'in Fig. 4-49(a). When a frame arnl;Irux leLt?lN L
to extract the MAC addr, ; €S, all the bridge or switch has to 40"
came from, °5 and logiiy up in a ta ble |
The third methog i o
l 9o
the frame, for example St(fyoglfsle' bl‘l
A sify ey
all AppleTalk Mmachines 5 k
can a!so be used to identify
machines are noy
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b, AT DATA LINK LAYER SWITCHING e
Fafe roblem with this approach is that i <.
.rdfﬂc Thenglxll)(])rrl)\'ing: independenCep(E)f(t)r:zh]al;et::u lltt dil?]lales the most fundamental
! thig nl;l;ness what is in the paqugd Feld: eltishouldeiog e Z)l:zn(])ifnlihe data link layer’s
ki dge beﬁainly not b? making decisions based on the contents, A cng the payload gnd
N, % chi9 ap roach is that a change to the layer 3 protocol (for exan:q;lence of using
Only 1£r m IPv4 0 IPv6) isuddenlyicauses;the switchsssio fail. Unf()rtugaiélan }np.gr;dé
o v
|- ~ourse, 1 i
‘ir(;y ?fc;(:;) 5 is devoted to IP routingg_but1 (;::itpl:i]fgb;?:(i,on P addresses—nearly
; all 0 : : i ayers is looking for trou-
gray ble. A switch vendor might pooh-pooh this argument saying that its switches
IGW understand both IPv4 and IPV6, so everything is fine, But what happens when
fged pv7 happens? The vendor would probably say: Buy new switches, is that so bad?
Ome The IEEE 802.1Q Standard
B1s
B] Some more thought on this subject reveals that what actually matters is the
the VLAN of the frame itself, not the VLAN of the sending machine. If there were
eled some way to identify the VLAN in the frame header, then the need to inspect the
payload would vanish. For a new LAN, such as 802.11 or 802.16, it would have
blor been easy enough to just add a VLAN field in the header. In fact, the Connection
fol- [dentifier field in 802.16 is somewhat similar in spirit to a VLAN identifier. But
what to do about Ethernet, which is the dominant LAN, and does not have any
spare fields lying around for the VLAN identifier?

The IEEE 802 committee had this problem thrown into its lap in 1995. After
much discussion, it did the unthinkable and changed the Ethernet header. The
new format was published in IEEE standard 802.1Q, issued in 1998. The new
format contains a VLAN tag; we will examine it shortly. Not surprisingly, chang-

10d ing something as well established as the Ethernet header is not entirely trivial. A
a), few questions that come to mind are:
AC 1. Need we throw out several hundred million existing Ethernet cards?
on. 5 2. If not, who generates the new fields?
111S1 ; 3. What happens to frames that are already the maximum size?
ne : Of course, the 802 committee was (only too painfully) aware of these problems
| “@dhad to come up with solutions, which it did.
of 3 The key to the solution is to realize that the VLAN fields are only ‘actually
nd Used by the bridges and switches and not by the user machines. Thus in Fig. 4-49,
sS :t 1S 0t really essential that they are present on the lines going out to the end sta- ﬂ
ny 10ns a5 long as they are on the line between the bridges or switches. Thus’. toduse %
;S' e ANS’ the bridges or switches have to be VLAN ayare, but that wast E:Eaetatgea
g argulremem. Now we are only introducing the additional requiremen Y
802-1Q aware, which new ones already are.

CISCO SYSTEMS, INC. IPR2024-00667 Ex. 1227, p. 8 of 11
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frames directly, and further
switches have to know whj

! chv
Knowing that a frame belo L

NTROL SUBLAYER CHAp ,

ACCESS co

334 ornet cards.

o t

; . isting E

As to throwing out all C’; en get people
e cou :

itte
that the 802.3 commitier =~ : Srnity ‘
Length field. You can imagine owever, as new cards comg

out.
Ethernet cards had to be thrown e 202.1Q frons
the market, the hope is that they W

VLAN fields.
So if the originator does not £

5 s
answer is that the first VLAN-awar
and the last one down t

the answer is no. Re em,
to change the Type fig)g - e
announcement that a]| exiiti(;a

IBS

Jiant and correctly fj) in t(})]n
¢

e s VLAN fields, who does? T
tch to touch a frame adqg the
how does it know which fram";

S - switch could assign 3 VL
. 0 { i i AV
belongs to which VLAN? Well; the ddress, or (heaven forbid) examine the pa;.
number to a port, 100 iant, we are kind of back whey,

: 02.
load. Until Ethernet cards are all 8 . 1:¢ BEthernet cards will

ot all gigabit Ethernet cards will be 80,
we started. The real hope here is that all g1g 5 gabiOEthem e 802.11Q

: : : Je upgrade to 2
compliant from the start and that as peop R
will%e introduced automatically. As to the problcn, of frames longer than 1518

rust raised the limit to 1522 bytes. .
bYteBuSr?rlz‘g;](tzhjeusttrzllisition process, many installations \’x:lll have some legacy
machines (typically classic or fast Ethernet) that are an \.LAN aware anq others
(typically gigabit Ethernet) that are. This situation is illustrated in Fig. 4-50,
where the shaded symbols are VLAN aware and the empty ones are not. For sim-
plicity, we assume that all the switches are VLAN aware. If this is not the case,

the first VLAN-aware switch can add the tags based on MAC or IP addresses.

enerat :
pridge or SW1
. them. But

VLAN-aware VLAN-aware Legacy
SRRy ...end domain core domain end domain

VLAN-aware '

switch T R Switching done

using tags

Figure 4-50. Transition f m I
’ b rom legac Vv
shaded symbols are V] AN awareg. [ie}imm?neggo S T
Ly ones are not,

In this figure, VLAN-aware Ethernet
SWitching ygeg

ngs to ;

cards generate tagged (i.c- 80210
; uses these tags. To do this switching ™
¢ reachable on each port, just as pefore

SEC- 4

Switch
switch
they

W

a new
MAC
sendel
frame
delive

The 4
VLAN
than

legac
be s€

802

802.

iden
abo
ing
a-dyq
son|
gui
in
Ovg
cer
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lember
l into a
’(iSting
me on
in the

The
} thern
frame
/LAN
P pay-
Where
02.1Q
2.1Q
1518

>gacy
rthers
4-50,

sim-
case,

gacy

be
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335

gray VLAN. Thus, the
Orts to use and whether

sgC. 47
1 knows which ports connect to machines on the
eds a table indexed by VLAN telling which p
W ,("11'6 LAN aware or legacy.

1116)‘\;%6“ a legacy PC sends a frame to a VLAN-aw

: are switch, the switch bujlds
new tagged frame based on its knowledge of the sender’s VAN (using th:lé’l‘l’(rl:
al I | ’

5 address, or IP addrgss). F}‘O]p that point on, it no longer matters that the
l\endﬁf was a legacy machine. Similarly, a switch that needs to deliver a tagged
S

frame 10 @ Jegacy machine has to reformat the frame in the legacy format before
Id 3

vering 1t.
deh;\]e:)lwulet us take a look at the 802.1Q frame format. It is shown in Fig. 4-5]
The only change is the addition of a pair of 2-byte fields. The first one is the
1’LANP"‘)’0C(’/ ID. It always has the vz}lue 0x8100. Since this number is greater
than 1500, all Ethq‘net cards ‘mterp.ret 1t as a type rather than a length. What a
legacy card does with such a frame is moot since such frames are not supposed to
he sent to legacy cards.

£

b))
Destination| Source e
802.3| address | address Length tha Pad i

DY

(¢

)
Destination| Source Check-
8021Q| address | address " fadgiicnolh) D 'Pad sum
(¢
N )Y
C
VLAN protocol Pri [F | VLAN ldentifier
ID (0x8100) I

Figure 4-51. The 802.3 (legacy) and 802.1Q Ethernet frame formats.

The second 2-byte field contains three subfields. The main one is the VLAN
identifier, occupying the low-order 12 bits. This is what the whole thing is
gbout—which VLAN does the frame belong to? The 3-bit Priority field has noth-
ing to do with VLANSs at all, but since changing the Ethernet header is a once-in-
#decade event taking three years and featuring a hundred people, why not put in
Some other good things while you are at it? This field makes it possible to distin-
8uish hard real-time traffic from soft real-time traffic from time-insensitive traffic
M order to provide better quality of service over Ethernet. It is needed for voice
s:er Bthernet (although in all fairness, IP has had a similar field for a quarter of a

Mlury and nobody ever used it).

he Jast bit, CFI (Canonical Format Indicator) should have been. called Fhe

Corporate Ego Indicator). It was originally intended to indicate lxtth-endlan
addresses versus big-endian MAC addresses, but that use got lost in otl_ler
Versies. Its presence now indicates that the payload contains a fre_eze-drlfed
inj frame that is hoping to find another 802.5 LAN at the destination while

& carried by Ethernet in between. This whole arrangement, of course, has

Contro

FORTINET, INC.

_
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. But st

er to do with VLAN;}’ bit, | will ives at
e > for arrives

‘e reeular politics: if you vote f0 Sitqgped drame AT & ,VLAN-aw,
unlike regular po! W when & 1455~ dex into @ table to find oyt s
AS WOUDERLO & e e & rof P itrisimanyag
switch, the S\\'/'IIC]] USBf?Sl where does the td ! (ﬁnumtion i Vot
ports to send 1t (lm.  to square Zer0; manual c()rll R e e € beayy,
T e are back tO ¢ 42 LT S aa )
H!uaed. e H~C : bridge is that it 18 plug'd“d P y1 se that property. F Y i
of the transpal.ent ridg ‘1 b 2 terrible shame to 108 e d . Onunately‘
ationeflt-wOulC ?‘. toconfigure themselves Dased on ObSErving R
Iso au d as VLAN 4 comes in on port 3y
N 4. The 802.1Q standard explaing

referencing appropriate portiopg of

nothing whatsoev

ual configur:
VLAN-aware bridges can a 5

p Q00
tags that come by. If a frame (ag8

: g A
apparently some machine on port 3is on‘tT/Lb ]
how to build the tables dynamlcal]y, mostly DY

; : dized in 802.1D-
Perlman’s algorithm standardized in 8 1 PLRIE :
Before leaving the subject of VLAN routing, 1t 15 worth making one lagt g,

servation. Many people in the Internet z.md Ethernet .Vt:l)flgsrl&Fethfanancally. in
favor of connectionless networking and violently oppose€ anything smacking

of connections in the data link or network ]a.yers‘ Yet VLANS introduce some.
a connection. To use VLANS properly, each

thing that is surprisingly similar to . ‘ . :
er that is used as an index into a table inside

frame carries a new special identifi _
the switch to look up where the frame 1S supposed to be sent. That is precisely
what happens in connection-oriented networks. In connectionless networks, it is

the destination address that is used for routing, not some kind of connection iden-
tifier. We will see more of this creeping connectionism in Chap. 5.

4.8 SUMMARY

Some networks have a single channel that is used for all communication. In
these n;tworks? the ke.:y 'design issue is the allocation of this channel among the
Ezrvnpgtmgdstapons w1§hmg to use it. Numerous channel allocation algorithms
me; eef'lv evised. A summary of some of the more important channel allocation

ods is given in Fig. 4-52.

The simplest all i
when the nué)lber of ;’;‘it;?:; isscgrir;is e 'FDM fR o mcse v <0

and fixed and the traffic is continuous. Bo®

are widely used under these c
( circu ividi
bandwidth on telephone trunks, sk - ey b
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