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1
SYSTEMS AND METHODS OF
CONTROLLING NETWORK ACCESS

CROSS-REFERENCE TO RELATED

2
used to connect through GateKeeper 110 to other elements
within Secure Network 100 such as File Server 130 or LAN
125. Large corporate networks may include many instances
of Access Point 120, each including hundreds of individual

APPLICATIONS 5 communication ports and being associated with an instance
of GateKeeper 110.

This application is a continuation and claims the priority Some instances of Access Point 120 are capable of sup-
benefit of U.S. patent application Ser. No. 12/273,037 filed porting virtual local area networks (VLANs). VLANs are
Now. 18, 2008, which is a continuation and claims the priority generated by associating communication ports within Access
benefit of U.S. patent application Ser. No. 10/949,179 filed 10 Point 120 with separate virtual networks. For example, one
Sep. 24, 2004 (now U.S. Pat. No. 7,523,484), which claims Access Device 160 may be placed on a different VL AN than
the priority benefit of U.S. provisional patent application No. another Access Device 160 by assigning the communication
60/505,582 filed Sep. 24, 2003 and U.S. provisional patent ports of Access Point 120 to separate VL. ANs. From the point
application No. 60/513,080 filed Oct. 21, 2003, the disclo- of view of these devices, the effect of a VL AN is equivalent to
sures of the aforementioned applications being incorporated 15 having a separate hardwired network.
herein by reference. GateKeeper 110 is configured to control access to Secure

Network 100. In addition to authenticating users who wish to
BACKGROUND access Secure Network 100 using an Access Device 160,
GateKeeper 110 is configured to ensure that Access Device

1. Field of the Invention 20 160 conforms to a predetermined security policy, before

The inventionis in the field ofcomputing systems and more grantjng access to Secure Network 100. For example, Gate-
specifically in the field of network security. Keeper 110 may make certain that Access Device 160 has

2. Description of the Related Art up-to-date virus software and encryption protocols as pro-

Several approaches to controlling external access to com- scribed by the security policy. Once GateKeeper 110 has
puting networks have been developed. The goals in develop- 25 verified that Access Device 160 satisfies the security policy,
ing these approaches include limiting access to authorized Access Device 160 is allowed to communicate through Gate-
users and assuring that computing devices employed by these Keeper 110 to LAN 125.
users do not include malicious computing code such as A disadvantage of the use of GateKeeper 110, as practiced
viruses, worms, or Trojan horses. The need for access control in the prior art, is that all communications between Access
has grown with users’ demands for accessing secure networks 30 Device 160 and LAN 125 pass through GateKeeper 110. For
over the Internet and from personal devices such as laptop large networks including many instances of Access Point 120,
computers and personal digital assistants. each of which may include many communication ports, this

A first level of access control is achieved by requiring can be a significant burden. The use of one instance of Gate-
authentication of a user. This may be accomplished by requir- Keeper 110 to support numerous instances of Access Device
ing the user to enter a username and password or by reading 35 160 is limited by bandwidth and required sophistication (e.g.,
a MAC address or other identifying information from an cost) of GateKeeper 110. It is undesirable for GateKeeper 110
access device. In some systems, a network switch is pro- to become a limiting factor on the bandwidth of communica-
grammed to grant access to a secure network only after proper  tion between instances of Access Device 160 and Secure
authentication is achieved. Systems capable of using this Network 100. Further, the use of a separate GateKeeper 110
approach include those using a proprietary VMPS protocol 40 for each instance of Access Device 160 or Access Point 120 is
from Cisco Systems, Inc. of San Jose, Calif. or using a IEEE often prohibitively expensive. Even if a separate GateKeeper
802.1x standard protocol. is used for each Access Point 120, there is no isolation

Reliance on mere user authentication includes several dis- between compliant and non-compliant Access Devices 160
advantages. For example, there are no provisions to assure which are attached to the same Access Point 120.
that an access device used by the authenticated user meets 45 There is, therefore, a need for improved systems and meth-
network security policies. The access device may have out- ods of controlling access to secure networks.
of-date virus software, may have security vulnerabilities, or
may be otherwise compromised. Further, this approach SUMMARY OF THE INVENTION
requires that access points (e.g., network switches) support
one of a specific set of access protocols. Because many access 50  Systems and methods of the invention include a protected
points do not support VMPS, 802.1x, or a similar protocol, network physically or logically divided into a restricted sub-
implementation of this approach on a large preexisting net- set and one or more less-restricted subsets. Requests from an
work, such as a corporate network, may be prohibitively access device for access to the less-restricted subset are first
expensive. passed to the restricted subset. Elements (e.g., a gatekeeper)

A greater level of access control may be achieved by 55 ofthe restricted subset are then used to apply security policies
including a gatekeeper between the secure network and the to the access device and if security policies are satisfied, the
access device. The gatekeeper is configured to ensure that the access device is granted access to a less-restricted subset of
access device conforms to a predetermined security policy. the protected network. The passing of access requests to the
FIG. 1 is a block diagram of a Secure Network, generally restricted subset and granting of access are accomplished by
designated 100, including two instances of a Gatekeeper 110 60 configuring and reconfiguring a communication port of an
each associated with a different instance of an Access Point access point. After access is granted, further communication
120. Secure Network 100 further includes, as an illustrative between the access device and the protected network can
example, a network File Server 130, a Network PC (personal include access to the less restricted subset.
computer) 140 and a Printer 150 included in and connected Typically, the less-restricted subset of the protected net-
via, a local area network designated LAN 125. 65 work and the restricted subset of the protected network are

Each instance of Access Point 120 may include a large characterized by Virtual Local Area Networks (e.g., VLANs)
number of individual communication ports. These ports are defined within the access point and optionally by access con-
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trol lists (ACL) of a router, firewall, or switch situated
between the VLAN and the protected network. Different
VLANs within the same access point, or within different
access points, may be configured to characterize a plurality of
restricted subsets and/or a plurality of less-restricted subsets
within the protected network. A communication port of the
access point is configured such that network traffic directed at
the protected network is initially passed through a restricted
VLAN rather than through a less-restricted VLAN. The
restricted VLAN allows network traffic to pass to the
restricted subset of the protected network and is typically
restricted in the sense that it only allows access to elements of
the protected network that are configured to communicate
with an access device whose security characteristics are
unknown or questionable. In contrast, the less-restricted
VLAN allows access to the less-restricted subset of the pro-
tected network and, in typical embodiments, to elements of
both the less-restricted subset and the restricted subset. For
example, the restricted VLAN allows traffic to pass to a gate-
keeper configured to receive requests for access to the less-
restricted VLAN, and to determine if, and to what extent,
access may be allowed. To grant access, the gatekeeper sends
commands to the access point in order to reconfigure a com-
munication port to which the access device is connected. The
reconfiguration typically includes reassigning the communi-
cation port from the restricted VLAN to the less-restricted
VLAN.

Subsequent to reconfiguration of the communication port,
network traffic can pass from the access device through the
less-restricted VL AN to elements of both the less-restricted
subset and (optionally) the restricted subset. This network
traffic need not pass through the gatekeeper. Thus, in various
embodiments of the invention a gatekeeper is used to grant
access to the less-restricted subset, and after access has been
granted, most network traffic does not need to pass through
the gatekeeper. For example, in some embodiments, the gate-
keeper only receives requests to access the less-restricted
network and data regarding access to and security of the
protected network. This data may be received from adminis-
trators, access devices, access points, routers, and/or other
devices on the network. These limited communications with
gatekeeper occur both before and after reconfiguration of the
communication port, and eliminate a significant disadvantage
associated with the use of prior art gatekeepers.

Various embodiments of the invention include a computing
network comprising a less-restricted subset of the computing
network, access to the less-restricted subset being responsive
to a first VL AN, a restricted subset of the computing network
including a gatekeeper, the gatekeeper configured to receive
requests for access to the less-restricted subset from an access
device and to issue commands configured to allow access to
the less-restricted subset, access to the restricted subset of the
computing network being responsive to a second VLAN, and
at least one access point including a communication port
configurable for communication with the less-restricted sub-
set or alternatively for communication with only the restricted
subset, configuration of the communication port including
association of the communication port alternatively with the
first VL AN or the second VLAN, configuration of the com-
munication port being responsive to the commands issued by
the gatekeeper. Other elements are optional.

Various embodiments of the invention include a network
gatekeeper comprising at least one security policy including
requirements that must be satisfied before an access device is
granted access to a less-restricted subset of a protected net-
work, a policy auditor configured to audit an access device
using the at least one security policy, in response to a request
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to access the less-restricted subset of the protected network,
the request being sent from the access device to the gate-
keeper via a communication device, and an access control
configured to reconfigure the communication device such
that data sent from the access device can be received by the
less-restricted subset of the protected network rather than
merely a restricted subset of the protected network, if the
audit results in a determination that the access device meets
the requirements of the at least one security policy, the
restricted subset of the protected network including the gate-
keeper. Other elements are optional.

Various embodiments of the invention include a method of
granting access to a protected network, the method compris-
ing receiving a request for access to a less-restricted subset of
the protected network from an access device external to the
protected network, the request being received through a com-
munication port of an access point, the communication port
configured for communicating between the access device and
a restricted subset of the protected network, the restricted
subset including a gatekeeper, applying a security policy to
the access device, responsive to the request, and reconfigur-
ing the communication port for communicating between the
access device and the less-restricted subset of the protected
network, if requirements of the security policy are satisfied.
Other steps are optional.

Various embodiments of the invention include a method of
granting access to a protected network, the method compris-
ing receiving a first communication from an access device at
a communication port, the communication port being config-
ured to pass the first communication to a restricted subset of
the protected network, the restricted subset including a gate-
keeper configured to enforce security policy for access to a
less-restricted subset of the protected network, receiving a
command from the gatekeeper, the command being respon-
sive to the received first communication and being configured
to reconfigure the communication port to communicate data
to the less-restricted subset of the protected network, config-
uring the communication port to communicate data to the
less-restricted subset of the protected network rather than
merely the restricted subset of the protected network, respon-
sive to the received command, and receiving a second com-
munication from the access device at the communication
port, the communication port now being configured to pass
the second communication to the less-restricted subset of the
protected network. Other steps are optional.

Various embodiments of the invention include a computing
network comprising means for dividing the computing net-
work into a restricted subset and a less-restricted subset,
means for receiving a request at the restricted subset, the
request being to access the less-restricted subset, means for
enforcing a security policy in response to the request, and
means for allowing communication to the less-restricted sub-
set, responsive to the enforcement of the security policy, the
communication to the less-restricted subset not necessarily
passing through the restricted subset. Other elements are
optional.

In various embodiments of the invention the restricted
subset of a computing network includes elements configured
to communicate with access devices having an unknown or
questionable security status, and the less-restricted subset of
the computing network includes those elements of the com-
puting network not included in the restricted subset.

Ex. 1301 p. 14 of 20
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BRIEF DESCRIPTION OF THE FIGURES

FIG. 1is ablock diagram of a prior art computing network;

FIG. 2 is a block diagram of a protected network, according
to various embodiments of the invention;

FIG. 3A is a block diagram showing further details of an
access point, router and gatekeeper of FIG. 2, according to
various embodiments of the invention;

FIG. 3B is a block diagram showing further details of the
access point, router and gatekeeper of FIG. 2, after access has
been granted to a less-restricted subset of a protected net-
work, according to various embodiments of the invention;
and

FIG. 4 is a flowchart illustrating a method of granting
access to a protected network, according to various embodi-
ments of the invention.

FIG. 5 is a block diagram showing EAP over 802.1x/
Radius.

FIG. 6A is a block diagram showing a client in authentica-
tion state.

FIG. 6B is a block diagram showing a server in authenti-
cation state.

FIG. 7 is a block diagram showing a server changing to
audit state.

FIG. 8A is a block diagram showing a server in audit state.

FIG. 8B is a block diagram showing a client responding to
audit requests.

FIG. 9is ablock diagram showing a system in 802.1x mode
where normal traffic does not traverse CGS.

DETAILED DESCRIPTION

Access to a protected computing network is controlled by
manipulating a communication port within an access point.
When an access request is first received, the communication
port is configured to pass the request to a restricted subset of
a protected computing network. This restricted subset
includes a gatekeeper configured to administer a security
policy governing access to those parts of the protected com-
puting network that are not part of the restricted subset. Those
parts of the protected computing network that are not part of
the restricted network are considered to be in a less-restricted
subset. The less-restricted subset being less restricted relative
to the restricted subset in terms of what elements may be
included in each subset. If the device requesting access sat-
isfies requirements of the security policy, then the gatekeeper
sends commands to the access point in order to reconfigure
the communication port through which the access request
was received. The communication port is reconfigured such
that further communication from the access device is passed
to the less-restricted subset as well as, optionally, the
restricted subset. In some embodiments, the less-restricted
subset and the restricted subset are characterized by VLANs
defined within the protected network.

FIG. 2 is a block diagram of a Protected Network 200,
according to various embodiments of the invention. Protected
Network 200 is either physically or logically divided into a
Restricted Subset 205 and a Less-Restricted Subset 210.
Access to Protected Network 200 is possible through an
Access Point 215 (a communication device) and an optional
Router 220. As is described further herein this access is under
the control of a GateKeeper 225. GateKeeper 225 is config-
ured to enforce a security policy against one or more Access
Device 230 requesting access to Less-Restricted Subset 210.
Typically, Less-Restricted Subset 210 and Restricted Subset
205 are characterized by VL AN settings within Access Point
215. Access Device 230 and Access Point 215 are connected
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by a communication channel such as a cable, the Internet, a
telephone network, other computing network, and/or the like.
In some embodiments, a network access server (not shown) is
included between Access Device 230 and Access Point 215.

In various embodiments, Protected Network 200 includes a
corporate network, telephone network, private network, local
area network, wide area network, wireless network, commu-
nication network, government network, university network,
and/or the like. Restricted Subset 205 is a subset of Protected
Network 200 including at least GateKeeper 225. In some
embodiments, Restricted Subset 205 further includes a
DHCP (dynamic host configuration protocol service) 260
configured to assign and manage network addresses, and/or
an Update Module 255 configured for providing security
updates to Access Device 230. For example, in one embodi-
ment, Restricted Subset 205 includes a server configured to
function as DHCP 260 and a server configured to function as
GateKeeper 225. In one embodiment, Restricted Subset 205
includes a single computing device configured to function as
both Update Module 255 and GateKeeper 225.

Less-Restricted Subset 210 includes those elements of Pro-
tected Network 200 not included in Restricted Subset 205.
Less-Restricted Subset 210 optionally includes devices such
as a File Server 235, a Network PC 240, a Printer 245, or the
like. In some embodiments, Protected Network 200 includes
elements having a hierarchy of access restrictions. For
example, access to Network PC 240 may require a higher
level of authority than access to File Server 235. In this case,
as described further herein, access control lists within Router
220 are optionally used to independently control access to
specific devices within Less-Restricted Subset 210. Protected
Network 200 may be large, including tens, hundreds, or thou-
sands of devices. The hierarchy of access restrictions may be
enforced by a hierarchical set of security policies defined
using Policy Manager 250. In various embodiments, Router
220 and Access Point 215 may be considered part of
Restricted Subset 205 or Less-Restricted Subset 210.

GateKeeper 225 is configured to enforce one or more secu-
rity policies against an instance of Access Device 230
attempting to access Protected Network 200. The security
polices may include requirements for user identification such
as user names and passwords, configuration requirements
relating to the configuration of Access Device 230, applica-
tion requirements relating to applications running on Access
Device 230, or the like. For example, in one embodiment
GateKeeper 225 is configured to enforce a security policy that
requires a user of Access Device 230 to provide a username
and password, requires Access Device 230 to be running an
operating system with specific security patches installed,
requires that Access Device 230 not be connected to any
insecure devices, and requires that Access Device 230 have
current antivirus software installed.

In some embodiments, GateKeeper 225 is configured to
enforce several alternative security policies having different
levels of requirements, and to determine which security
policy to enforce based on the identity of Access Device 230,
the identity of a user of Access Device 230, those elements of
Less-Restricted Subset 210 to which access is requested,
and/or the like. For example, a request to access File Server
235 may have to satisty a security policy that includes scan-
ning Access Device 230 for malicious code, while a request to
access Printer 245 may have to satisfy a security policy that
includes establishing a user identity. Security policies may be
stored on GateKeeper 225, on Policy Manager 250, or else-
where accessible to Restricted Subset 205.

Insome embodiments, a single instance of GateKeeper 225
is configured to manage access through more than one Access
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7
Point 215 and/or to manage access to more than one Protected
Network 200. As is described further herein, management of
Access Point 215 is accomplished by configuring and recon-
figuring one or more communication ports within Access

8
305G via a member of VLANs 310A-310D. VLANs 310A-
310D are logical associations between members of Ports
305A-305G. Typically, any members of Ports 305A-305G
that are configured to be associated with the same member of

Point 215, and optionally setting access control lists within 5 VLANs 310A-310D are in bi-directional communication
Router 220. In some embodiments Protected Network 200 with each other. These associations are illustrated in FIGS.
includes a plurality of Access Point 215, a plurality of Gate- 3A and 3B by Lines 315. For example, with Ports 305A-305G
Keeper 225 and/or a plurality of Restricted Subset 205. Fur- configured as shown in FIG. 3A, communication from Access
ther details of GateKeeper 225 and Access Point 215 are Device 230 and received at Port 305A is directed to Port 305F
discussed below. 10 because Port 305A and Port 305F are both associated with
Access Device 230 is a computing device configured to VLAN 310C. (In some embodiments of Access Point 215, a
operate as an end point (EP) in a communication channel member of VLANs 310A-310D may be configured such that
including Access Point 215 and Access Device 230. In vari- some members of Ports 305A-305G, even if associated with
ous embodiments, Access Device 230 is a personal computer, the same VL AN, are hidden from each other. For example, in
a personal digital assistant, a telephone, a wireless device, a 15 these embodiments, both Ports 305A and 305B may be in
communication device such as a router, Ethernet card, wire- communication with Port 305F but not with each other.)
less card, another access point, a network device, or the like. The associations between members of Ports 305A-305G
Access Device 230 is optionally identified by a MAC address, and VLANSs 310A-310D are controlled by Switch Logic 317
by a cookie, by data stored on Access Device 230, by a user which is accessible to other devices, for example through Port
name, an IP address, a network address, or the like. 20 305G. Switch Logic 317 is configured for configuring and
In some embodiments, Access Device 230 is configured to reconfiguring members of Ports 305A-305G responsive to
execute a software and/or hardware agent for communicating received commands. For example, by receiving an appropri-
with GateKeeper 225. For example, in one embodiment, ate command, Switch Logic 317 is configured to reconfigure
Access Device 230 includes an agent configured to monitor Port 305A to be associated with VLAN 310A, as illustrated in
code running on Access Device 230 and report any suspicious 25 FIG. 3B below. In this configuration, data received at Port
code to GateKeeper 225. In another example, Access Device 305A is directed to Port 305D via VL AN 310A, rather than to
230 may include software and/or hardware configured to Port 305F.
monitor other devices connected to Access Device 230 and to As is discussed further below, the commands received by
report information about these devices (e.g., their security Switch Logic 317 may be generated by GateKeeper 225. This
statuses or MAC addresses) to GateKeeper 225. 30 communication between GateKeeper 225 and Switch Logic
Policy Manager 250 is configured to centrally create, 317 may be accomplished using SNMP (Simple Network
update, and distribute security policies enforced by one or Management Protocol), telnet, SSH (Secure Shell), RADIUS
more GateKeeper 225. For example, in various embodiments, (Remote Authentication User Dial-In Service), EAP (Exten-
Policy Manager 250 is configured to manage passwords, to sible Authentication Protocol), or the like.
specify access privileges, to specify requirements of security 35 In some embodiments, Switch Logic 317 includes a
policies, or the like. In some embodiments, Policy Manager memory (not shown) configured to store the status of Ports
250 is configured to establish several security policies and to 305A-305G and/or identification data regarding Access
specify conditions under which each of the security policies Device 230. This identification data may include, for
should be used. For example, a security policy may be example, MAC addresses, IP (internet protocol) addresses, or
selected for use responsive to a device type of Access Device 40 other data that may be used to identify Access Device 230 or
230 and/or the elements of Protected Network 200 to which data sent by Access Device 230.
access has been requested. Data passed through members of Ports 305D-305G are
Update Module 255 is configured for remotely modifying received by Router 220 and may be communicated to other
Access Device 230, or a device connected to Access Device elements of Protected Network 200 responsive to access con-
230, in order to improve compliance with a security policy. 45 trol lists (ACL 340A-340D) associated with Ports 335A-
For example, if it is found that Access Device 230 includes 335D of Router 220. ACL 340A through 340D are each
out-of-date antivirus software, then Update Module 255 may communication filters that deny or allow communication to
facilitate updating of the antivirus software on Access Device be passed to specific elements or sets of elements within
230. In some embodiments, Update Module 255 is configured Protected Network 200. For example, ACL 340C may be an
to update an agent executing on Access Device 230. Update 50 access control list that specifically allows communication to
Module 255 is optionally included in Less-Restricted Subset network addresses used by GateKeeper 225 and DHCP 260,
210 or external to Protected Network 200. Update Module and blocks communication to all other network addresses. In
255 optionally operates responsive to a security policy and/or this case, communication through Port 335C of Router 220
to GateKeeper 225. would only be allowed to reach these elements of Restricted
FIG. 3A is a block diagram showing further details of 55 Subset 205 and would not be allowed to reach elements of
Access Point 215, Router 220 and GateKeeper 225, according Less-Restricted Subset 210.
to various embodiments of the invention. Access Point 215 is, ACL 340A-340D of Router 220 may be used to limit
for example, a network switch, a wireless access point, a communication from Access Device 230 to specific elements
remote access virtual private network (VPN), secure socket of Protected Network 200. For example, in the embodiments
layer VPN, firewall, or the like. When embodied in a network 60 illustrated by FIG. 3A, if ACL 340C is configured to restrict
switch, Access Point 215 includes a series of communication communication to Restricted Subset 205, and Ports 305A-
ports, designated Ports 305A-305G and configured for com- 305C are associated with VLAN 310C as indicated by Lines
munication with devices such as Access Device 230, Router 315, then communication via these members of Ports 305A-
220, Less-Restricted Subset 210 and/or Restricted Subset 305G will be restricted to Restricted Subset 205. In typical
205. 65 embodiments, at least one member of ACL 340A-340D is
Communication received at one member of Ports 305A- configured to allow communication to Restricted Subset 205
305G is directed internally to another member of Ports 305A- but not to Less-Restricted Subset 210. As is discussed further
IPR2024-00678

Ex. 1301 p. 16 of 20



CISCO SYSTEMS, INC.
FORTINET, INC.

US §,117,645 B2

9
herein, by reconfiguring a member of Ports 305A-305C to be
associated with a different member of VLANs 310A-310D,
not subject to the filtering of ACL 340C, communications
from Access Device 230 can be directed to elements within

10

with one or more elements of Less-Restricted Subset 210, the
above reconfiguration of Port 305A results in a granting of
access to Less-Restricted Subset 210 from Access Device
230. In some embodiments, if ACL 340A is configured to

Less-Restricted Subset 210, and optionally Restricted Subset 5 allow access to members of Less-Restricted Subset 210 it is
205, rather than merely to Restricted Subset 205. also configured to allow access to members of Restricted
‘When Access Point 215 is embodied in a wireless access Subset 205. Once Port 305A has been reconfigured to be
point, some or all of Ports 305A-305G may be wireless con- associated with VLAN 310A, future general network traffic
nections rather than physical ports. In these embodiments, between Access Device 230 and Less-Restricted Subset 210
Lines 315 may represent logical associations used to control 10 may pass through Ports 305A, 305D and 335A without pass-
data flow between wireless connections to Access Point 215 ing through GateKeeper 225 or other elements of Restricted
and/or members of Ports 305A-305G that are physical com- Subset 205. Further, communication related to access to secu-
munication ports. For example, in some embodiments, MAC rity of Protected Network 200 may still be received by Gate-
addresses are used to distinguish wireless communications Keeper 225 via Port 305A. For example, GateKeeper 225
from different instances of Access Device 230 and the logical 15 may still receive control traffic such as DNS lookups or
associations (represented by Lines 315) are used to direct DHCP requests, or requests to access additional elements of
these communications to various output channels. The output Protected Network 200, or requests to continue to access the
channels may be other wireless connections or physical mem- Less-Restricted Subset 210.
bers of Ports 305A-305G. These logical associations may be In some embodiments, members of VLAN 310A-310D
altered by Switch Logic 317 just as associations with mem- 20 and ACL 340A-340D are optionally used to grant or bar
bers of VLANs 310A-310D are modified. Therefore, the access to different subsets of Protected Network 200, Less-
teachings herein that use a network switch as an example of Restricted Subset 210, or Restricted Subset 205. For example,
Access Point 215, apply equally to wireless access points. ACL 340B may be configured to grant access to File Server
Switch Logic 317 is controlled by an Access Control 320 235, Policy Manager 250 and GateKeeper 225. In this case,
included in GateKeeper 225. Access Control 320 is config- 25 associating a member of Ports 305A-305C with VLAN 310B
ured to send commands to Switch Logic 317 in order to may provide access to these devices from an instance of
reconfigure members of Ports 305A-305G. This reconfigura- Access Device 230. Granting of access to a specific region of
tion includes modifying the association of members of Ports Less-Restricted Subset 210 is optionally responsive to which
305A-305G with different members of VLANs 310A-310D. member of Security Policies 330A-330B has been satisfied.
In some embodiments, as described further herein, Access 30  FIG. 4 is a flowchart illustrating a method of granting
Control 320 is also configured to read a status of members of access to Less-Restricted Subset 210 (FIG. 2), according to
Ports 305A-305G and/or device identification data from various embodiments ofthe invention. In these embodiments,
Switch Logic 317. an Update Port Log Step 410 and a Restrict Port Step 420 are
Access Control 320 is responsive to a Policy Auditor 325 used to prepare an open (unused) communication port on
included in GateKeeper 225. Policy Auditor 325 is configured 35 Access Point 215 for receiving a request for access to Less-
to receive a request for access to Less-Restricted Subset 210 Restricted Subset 210. This request is received from Access
from Access Device 230, to determine which of Security Device 230 in a Receive Access Request Step 430. In
Policy 330A or optional Security Policy 330B applies to the response, GateKeeper 225 authenticates a user, obtains audit
current request, to perform a security audit of Access Device data, and applies a security policy in an Authenticate User
230 based on the appropriate member of Security Policies 40 Step 440, an Obtain Audit Data Step 450 and an Apply Secu-
330A-330B, and to notify Access Control 320 if the audit is rity Policy Step 460, respectively. If the security policy is
passed. This notice typically causes Access Control 320 to satisfied, then in a Reconfigure Port Step 470, GateKeeper
reconfigure a member of Ports 305A-305G using Switch 225 reconfigures the communication port of Access Point 215
Logic 317. For example, in some embodiments, if Security to which Access Device 230 has connected. Finally, the
Policy 330A applies and if Access Device 230 satisfies 45 reconfigured communication port is used to pass communi-
requirements of Security Policy 330A, then Policy Auditor cation between Access Device 230 and one or more element
325 provides a notice to Access Control 320. In response, of Less-Restricted Subset 210 in a Communicate Step 480.
Access Control 320 sends appropriate commands to Switch Further details of these steps are discussed herein.
Logic 317. These commands cause changes in Port 305A, In Update Port Log Step 410, Access Control 320 reads
such that communication from Access Device 230 is no 50 port configuration data from Access Point 215 to determine
longer blocked by ACL 340C and can now be received by the current configuration of Ports 305A-305G. If any of Ports
elements of Less-restricted Subset 310. In alternative 305A-305G have been configured by an administrator of
embodiments, Security Policies 330A-330B are stored else- Access Point 215, then in Update Port Log Step 410 the
where in Protected Network 200 accessible to Policy Auditor administrator specified configuration(s) are stored for later
325. Restricted Subset 205 optionally includes one, two, or 55 use during Reconfigure Port Step 470. Typically, the read
more security policy, such as Security Policies 330A-330B. configuration data is stored in a port configuration table, for
FIG. 3B is a block diagram showing further details of example within GateKeeper 225. Update Port Log Step 410 is
Access Point 215, Router 220 and GateKeeper 225 of FIG. 2, optional, as discussed further herein.
after access has been granted to elements of Less-Restricted In Restrict Port Step 420, Access Control 320 configures
Subset 210, according to various embodiments of the inven- 60 those members of Ports 305A-305G that may be accessed by
tion. Port 305A has been reconfigured to be associated with external devices, such as Access Device 230. These commu-
VLAN 310A rather than VLAN 310C. Because VLAN 310A nication ports are configured to be associated with VLAN
is communicatively coupled to Port 305D and Port 335A (of 310C such that any data (e.g., communications) they receive
Router 220) via ACL 340A, any communication received at from external devices are directed to Port 305F and, thus, to
Port 305A from Access Device 230 is now subject to the 65 subjectto ACL 340C. ACL 340C is configured to allow com-
filtering effects of ACL 340A rather than ACL 340C. If ACL, munication to, for example, DHCP 260 and GateKeeper 225.
340A allows communication to network addresses associated As a result, any requests for access received from external
IPR2024-00678
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devices are prevented from reaching Less-Restricted Subset
210 and instead are received by elements of Restricted Subset
205. Restrict Port Step 420 results in a configuration such as
that illustrated in FIG. 3A. In this configuration, those mem-

12

audit typically includes determining if Access Device 230
satisfies requirements of the security policy. The security
audit optionally includes active probing, scanning, and/or
collection of third party data regarding Access Device 230. In

bers of Ports 305A-305G that may be accessed by external 5 some embodiments, Authenticate User Step 440 is consid-
devices include Port 305A, Port 305B and Port 305C. As a ered part of the security policy audit.

result of Restrict Port Step 420, these members of Ports As is discussed further herein, in some embodiments, sat-
305A-305G are associated with VLAN 310C and communi- isfaction of all the requirements of a particular security policy
catively coupled to Protected Network 200 through ACL results in access to Less-Restricted Subset 210, while satis-
340C. Restrict Port Step 420 is optional, for example when 10 faction of a subset of the requirements associated with the
members of Ports 305A-305C have been configured to com- particular security policy is considered partial satisfaction of
municate data to elements of Restricted Subset 205 by an the security policy and may result in a more limited access to
administrator of Access Point 215. Less-Restricted Subset 210.

In Receive Access Request Step 430, a request for access to In some embodiments, Apply Security Policy Step 460
Less-Restricted Subset 210 is received at one of Ports 305A- 15 includes using Update Module 255 (FIG. 2) to overcome
305C configured to pass data to DHCP 260 and Gatekeeper deficiencies in the security of Access Device 230. For
225. Typically, this request is received from an external example, in one embodiment, Apply Security Policy Step 460
device such as Access Device 230. Because Port 305A, Port includes updating antivirus software on Access Device 230 in
305B and Port 305C are configured to pass data to DHCP 260 response to a security audit that determined that the current
and Gatekeeper 225, the received access request passes 20 antivirus software is out-of-date.
through Access Point 215 and is received by either DHCP 260 In Reconfigure Port Step 470, the communication port of
or Gatekeeper 225 In typical embodiments, an initial access Access Point 215, to which Access Device 230 is communi-
request is first acknowledged by DHCP 260 which assigns a catively connected, is reconfigured responsive to a successful
dynamic network address (e.g., IP address) to Access Device security audit in Apply Security Policy Step 460. This com-
230 and returns, to Access Device 230, a network address 25 munication port is reconfigured such that data received by the
associated with GateKeeper 225 or more specifically Policy communication port is passed to one or more elements of
Auditor 325. Using this network address, Access Device 230 Less-Restricted Subset 210 rather than merely elements of
may engage in further communication with GateKeeper 225 Restricted Subset 205 (e.g., GateKeeper 225). For example,
or Policy Auditor 325. In some embodiments, DHCP 260 and FIG. 3A shows Port 305A prior to execution of Reconfigure
instances of GateKeeper 225 are associated with a local 30 Port Step 470 and FIG. 3B shows Port 305A following execu-
domain name service configured to provide network tion of Reconfigure Port Step 470. In FIG. 3B, Port 305A is
addresses associated with a particular instance of GateKeeper associated with VLAN 310A and, thus, communicatively
225 configured to manage (reconfigure) the particular Access coupled through Port 305D to Protected Network 200 subject
Point 215 to which Access Device 230 is connected. to the restrictions of ACL 340A. The restrictions of ACL

In optional Authenticate User Step 440, Policy Auditor325 35 340A allow access to all or part of Less-Restricted Subset
authenticates the identity of Access Device 230 and/or a user 210, as well as optionally all or part of Restricted Subset 205.
of' Access Device 230. This authentication may be required by In typical embodiments, reconfiguration of Port 305A is
a member of Security Policies 330A-330B. In various accomplished by sending commands from Access Control
embodiments, the authentication may include receipt of a 320 to Switch Logic 317. These commands or responses to
user name and password, receipt of a MAC address, reading 40 requests from Switch Logic 317 are optionally sent via
of data stored on Access Device 230, communication with an SNMP, telnet, SSH, RADIUS, EAP, or the like, and are
agent executing on Access Device 230, or the like. responsive to data received in Authenticate User Step 440 and

In optional Obtain Audit Data Step 450, Policy Auditor 325 Obtain Audit Data Step 450, and/or to the security audit
collects further data to perform a security audit of Access performed in Apply Security Policy Step 460. In response to
Device 230 responsive to Security Policy 330A or Security 45 these commands, Switch Logic 317 configures Port 305A to
Policy 330B. In some embodiments, Obtain Audit Data Step be associated with VLAN 310A and, thus, communicate
450 includes sending system data requests to Access Device through Port 305D.

230, Router 220, or Access Point 215. The requested system While access control lists (ACL 340A-340D) within
data may include, for example, operating system status (ver- Router 220 are typically configured prior to Receive Access
sion, updates, etc.), antivirus software status, information 50 Request Step 430, in some embodiments, Reconfigure Port
concerning devices connected to Access Device 230, Win- Step 470 further includes configuring one or more members
dows registry information, MAC address, IP addresses, cook- of ACL 340A-340D. In alternative embodiments, reconfigur-
ies, status of applications executing on Access Device 230, or ing of members of ACL 340A-340D may be used to grant
the like. access to elements of Less-Restricted Subset 210 as an alter-

In some embodiments, Obtain Audit Data Step 450 is 55 native to associating members of Ports 305A-305G to differ-
facilitated by an agent running on Access Device 230. For ent members of VLANs 310A-310D.
example, Access Device 230 may include a software agent Access Control 320 may selectively grant access to differ-
configured to monitor local security and to report results of ent parts of Protected Network 200 if ACL. 3408 is configured
this monitoring to Policy Auditor 325. to allow access to different elements within Protected Net-

In Apply Security Policy Step 460, a security audit of 60 work 200 than ACL 340A is configured. For example, in one
Access Device 230 is performed by Policy Auditor 325 embodiment, Access Device 230 will receive access to all of
responsive to a member of Security Policy 330A or Security Less-Restricted Subset 210 if Port 305A is associated with
Policy 330B. The particular member of Security Policy 330A VLAN 310A, or alternatively Access Device 230 will receive
or Security Policy 330B used to perform the audit may be access to only a part of Less-Restricted Subset 210 if Port
responsive to the identity of Access Device 230, an identity of 65 305A is associated with VLAN 310B. When Port 305A is
auser of Access Device 230, a part of Less-Restricted Subset associated with VLAN 310A, as in FIG. 3B, communication
210 to which access is requested, or the like. The security from Access Device 230 is directed through Port 335A of
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Router 220 subject to ACL 340A and, thus, may access only
those elements of Protected Network 200 allowed by ACL
340A. When Port 305A is associated with VLAN 310B,
communication from Access Device 230 is instead passed

14

(e.g., software that acts as a gatekeeper by granting or denying
access to the corporate network from end points after auditing
the end point based on certain criteria) passes, while still
supporting the existing encryption and authentication func-

through Port 335B subject to ACL 340B and may access only 5 tionality. The method used to support auditing functionality
those elements of Protected Network 200 permitted by ACL over the existing 802.1x protocol implementation is compli-
340B. A selection between granting access to a first or second cated and not an obvious variation of the 802.1x protocol.
part of Protected Network 200 can, therefore, be made using According to an embodiment like that disclosed in U.S.
Access Control 320. The selection is optionally responsive to Provisional Patent Application No. 60/513,080, the disclo-
the security policy used in Apply Security Policy Step 460, to 10 sure of which has been incorporated herein by reference, the
whether the security policy was fully or partially satisfied, to auditing protocol takes place between the EP (e.g., end point
data obtained in Authenticate User Step 440 or Obtain Audit which can either be a PC or network device) agent software
Data Step 450, or the like. and the GK. A client filter redirects calls for audit information
As illustrated in the above example, a member of Ports to an agent on the EP and sends the responses to the 802.1x
305A-305G, through which Access Device 230 is requesting 15 compliant AP which relays them to the EAP server. The EAP
access, may be reconfigured to more than one alternative server then calls a server filter which sends the responses to
setting in Reconfigure Port Step 470. For example, in various the GK for evaluation. The GK sends requests for more infor-
embodiments a communication port may be reconfigured to a mation on the reverse path and this continues until the audit is
prior administrator specified configuration previously read in completed. If the audit is successtul, the server sends a mes-
Update Port Log Step 410, reconfigured to be linked to a 20 sage to the AP which enables the EP’s port allowing access
specific port responsive to the request received in Receive for the PC. If the audit fails, the port on the AP is left disabled.
Access Request Step 430, reconfigured to grant access to a According to an exemplary embodiment, client filters (CF)
particular part of Less-Restricted Subset 210, reconfigured to and server filters (SF) are added along with an agent and GK
a default setting, and/or the like. By reading administrator to perform audits, as highlighted in FIG. 5. There may be one
specified port configurations in Update Port Log Step 410 and 25 or more instances of the CF and SF, which correspond to the
reconfiguring communication ports back to these read con- separate EAP Authentication Modules (EAPM) that are sup-
figurations in Reconfigure Port Step 470, an administrator ported. Note that the agent and GK are logical components.
may reconfigure Protected Network 200 without concern that The functionality of the agent and GK can be embedded into
their specifications will be lost or permanently overwritten by the CF and SF, respectively, or in the case of the GK, may
methods of the invention. In embodiments wherein a commu- 30 reside on a separate server.
nication port is not reconfigured to a previous administrator The CF and SF APIs have APIs which correspond to the
specified configuration, Update Port Log Step 410 is optional. EAPM APIs. Therefore, the EAP Client Layer (ECL) or EAP
In Communicate Step 480, communication occurs Server Layer (ESL) can call the CF and SF instances corre-
between Access Device 230 and elements of Less-Restricted sponding to a particular authentication method as shown in
Subset 210 via the communication port reconfigured in 35 FIGS. 6A and 6B. To the ECL and ESL, each instance of the
Reconfigure Port Step 470. However, in some embodiments, CF and SF appears to be an EAPM which incorporates the
ACL 340A is configured to allow access to GateKeeper 225 functionality of the original EAPM prior to completion of the
as well as Less-Restricted Subset 210. Thus, general network success response by the server EAPM.
traffic does not need to pass through GateKeeper 225, while To use the invention as disclosed in U.S. Provisional Patent
communication regarding security of Protected Network 200 40 Application No. 60/513,080, the disclosure of which has been
is optionally received by GateKeeper 225. Further communi- incorporated herein by reference, the ECL and ESL are con-
cation between Access Device 230 and GateKeeper 225 may figured to use the instance of the CF and SF corresponding to
provide a variety of advantages. For example, further com- the desired authentication method. This authentication
munication between GateKeeper 225 and an agent executing method corresponds to an authentication method supported
on Access Device 230 may allow for continuing audits of 45 by one of the EAPMs.
security aspects of Access Devices 230. These audits may be The ECL calls the corresponding CF to perform authenti-
similar to those performed in Apply Security Policy Step 460. cation, which at first calls the appropriate EAPM to obtain the
In one embodiment, ACL 340A is configured to grant access proper authentication response. The authentication response
to all of Protected Network 200. is returned by the CF to the ESL, which sends the response to
Further communication between GateKeeper 225 and an 50 the server’s ESL, SF, and EAPM. This process continues until
agent executing on Access Device 230 may also allow for a the authentication either succeeds or fails, at which time the
user of Access Device 230 to explicitly logoff Protected Net- server’s authentication EAPM returns a success or failure
work 200. An explicit logoff will result in reconfiguration of response to the SF.
Port 305A such that access is again restricted to Restricted If the SF receives a success response from the server
Subset 205. A logoff may alternatively be responsive to a 55 EAPM as shown in FIG. 7, the SF changes to the audit state
timeout of communication with Access Device 230, a SNMP and calls GK to obtain audit requests to send back to the
trap message indicating a connection has been broken, or the client. In this state, the SF returns specially formatted audit
like. requests to the ESL which are passed to the ECL, and even-
According to embodiments like that disclosed in U.S. Pro- tually to the CF which sends back audit responses to the SF
visional Patent Application No. 60/513,080, the disclosure of 60 requests.
which has been incorporated herein by reference, an AP (e.g., On the client, audit requests are passed to the agent API
a switch or wireless access point (WAP) which is used to instead of to the client EAPM. The agent returns information
connect end points to the corporate network) may be pro- about the local system, which is converted to audit responses
grammed to prohibit access by the PC (e.g., notebook, desk- that are sent to the server.
top PC, PDA, or similar computing device) to the corporate 65  During the audit state, the SF and CF exchange audit
network until authentication with the authentication server requests and responses about the EP as shown in FIGS. 8A
passes AND an audit with the software agent with the GK and 8B. The ECL and ESL continue to communicate with the
IPR2024-00678
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15
CF and SF, but instead of calling the EAPM, the CF and SF
call the agent and GK respectively, to perform this exchange.
The audit session continues until the necessary audit infor-
mation has been passed to the SF.

16

of DHCP options and/or modification of IP source addresses
may be used to characterize restricted and less-restricted sub-
nets, rather then configuring port associations with VLLANSs as
discussed herein.

If the audit indicates the client EP is in compliance, the S 5 The embodiments discussed herein are illustrative of the
returns a success response. If the VLAN for the EP is speci- present invention. As these embodiments of the present inven-
fied in the policy, then the VLAN that should be used for this tion are described with reference to illustrations, various
EP is passed baci{ as well. modifications or adaptations of the methods and or specific

If the GK_ determines that the EP has failed the audit. GK structures described may become apparent to those skilled in
returns a failure response to SF which causes one o’f the 1 the art. All such modifications, adaptations, or variations that
following: (1) the SF returns a failure to ECL, and the corre- rel}./ upon the teachings of the present invention, and th.rough
sponding port on the AP is left disabled, or (2) the SF returns which tl}es'e teach]ng§ have advanced the art, are co n51de?red
asuccess response to the ECL but specifies that the EP should tlgeziewtf;lsl:: thll:sch1rtlitoirslir?cclocﬁzws)ifnﬂ;esﬁl(;?lsliln;cl)ltl‘;znzoor?-.
be set to arestricted VLAN where the EP has limited network . » these descerip - £
access. In either case, the EP is isolated from the company L §1dereq mna 1.1m1t1ng sense, as It 15 understood tha‘t the present
network until it succe;s fully passes an audit with the GK. invention is in no way limited to only the embodiments illus-

After the audit has been performed, “keep alives” and tra{;%.a tis claimed is:
updates regarding changes to previous audit information are 1. A network acces.s control system. comprising:
exchanged. Changes are reevaluated and if inconsistent with ) L ystem, prisiig:
the current state, access to the network is modified appropri- 20 anauthentication module stqred 10 memory anc.l executable
ately by changin)g the VLAN used for the EP or by terminat- by a processor to authenticate a device seeking network
ing access by the EP by communicating with the AP access based at least on authentication information

Several embodiments are specifically illustrated and/or a r;z%::defr:gr;%eigign?o and executable to:
described herein. However, it will be appreciated that modi- 55 gformulgte an audit reques try ’
fications and variations are covered by the above teachings send the audit re ues?to tl;e device
and within the scope of the appended claims without depart- ftreq . AN e
ing from the spirit and intended scope thereof. For example, evaluate device information received from the device in
the teachings herein may be applied to embodiments wherein response to th? audit request, and . .
Access Point 215 is a wireless access point and MAC app;gve th? deVng based on evaluation of the device
addresses, or the like, are used instead of VL AN to separate 30 ! oqnatlon, and
traffic from different instances of Access Device 230. It is, an extensible z?uthentlcatlon protocol (EAP) server layer
thus, anticipated that network management techniques other (SL). stored in memory and executable to: .
than VL ANs may be used to distinguish Less-Restricted Sub- recerve the authentlcatlop information from the device
set 210 from Restricted Subset 205. In some embodiments, __ using an EAP encryption p rotocol, and

. . . 35 configure an access point in response to approval of the
various aspects of GateKeeper 225 may be incorporated into device by the catekeener
Access Point 215 and/or Router 220. GateKeeper 225 and 2. The ne twor}{< acciss contpiol' svstem of claim 1. wherein
Policy Manager 250 are each optionally implemented on a ) . Y . >
plurality of computing devices within Restricted Subset 205. the gatekeeper is hosted at the same computing device as the

In some embodiments, GateKeeper 225 uses DHCP 260 to EAPM, ESL, and SF. . .
assign TP addresses from a restricted TP address range 40 3. The network access control system of claim 2, wherein
depending on the compliance of Access Device 230 to secu- the computing device is an access point or router. .
rity policies 330A-330B. GateKeeper 225 inserts DHCP 4. The network access control system of claim 1, wherein
options and/or modifies tile IP source addresses of DHCP- the gate}(eeper %S hOSte(.i atacomputing device distinct from a
DISCOVER and DHCPREQUEST packets, based on the _ cOmputing device hosting the EAPM, ESI, and SF. .

. . . . . 45  5.The network access control system of claim 1, wherein
compliance of the Access Device 230 to security policies the ST is part of the FSI. ’
330A-330B. DHCP 260 is configured to provide an address eﬁ Tlicse ﬁth%rk aeccess .control system of claim 1, wherein
from the restricted address range or the less-restricted address ) . 1018y L
range based on the source address and/or options present in the BAPM includes a plurahty of auth entication modu]es
the DHCP request or discover packets that have been modi- configured to perform different authentication operations.
fied by GateKeeper 225. In some embodiments, the insertion ook E ok
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