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[28.0] A method of 
granting access to a 
protected network, 
the method 
comprising: 

Many portions of the provisional verify that the invention was directed to the claimed 
“method of granting access to a protected network” by their references to “corporate 
network” and the like.  Examples include the very title itself and page 3: 

 
 
The provisional also provides that the network is “protected” through “protected VLANs 
[that] support ACLs,” which allow “full or limited access to the corporate network . . . . 
based on the policy” or method of granting access. 
 
Page 14 
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Page 19 also depicts the invention’s architecture for granting access to a protected 
network: 
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[28.1] receiving a 
request for access to 
a less-restricted 
subset of the 
protected network 
from an access 
device, the request 
being received 
through a 
communication port 
of an access point, 
the communication 
port configured for 
communicating 
between the access 
device and a 
restricted subset of 
the protected 
network, the 
restricted subset 
including a 
gatekeeper; 

The provisional provides for receiving a request for access to a less-restricted subset of the 
protected network from an access device, the request being received through a 
communication port of an access point, the communication port configured for 
communicating between the access device and a restricted subset of the protected network, 
the restricted subset including a gatekeeper.  E.g., page 3 provides for an access device 
(e.g., an EP, which may be a PC or ND), an access point (AP) such as a switch where “an 
EP connects…to one of the switch’s ports”, and a gatekeeper (GK): 
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Figure 4 and page 9 also supports this element, which provides that the request for access 
to a less-restricted subset of the protected network from an access device, the request 
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being received through a communication port of an access point, the communication port 
configured for communicating between the access device and a restricted subset of the 
protected network, the restricted subset including a gatekeeper, as the figure demonstrates 
that an Agent running on the EP communicates with the GK through the access point: 
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Page 13 also supports this element, which provides that the communication port may be 
configured for communicating between the access device and a restricted subset of the 
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protected network, the restricted subset including a gatekeeper to be satisfied before an 
access device is granted access to a less-restricted subset of a protected network, as the 
“EP is isolated from the company network until it successfully passes an audit with the 
GK.” That is, access to the company network is restricted by default, and any 
communications between the EP and the GK prior to a successful audit must take place on 
a restricted subset of the protected network: 
 
Page 13 

 
 
Page 14 also provides that the GK may “control many different ports and APs [] from a 
different network,” which a POSITA would understand to include a restricted subset of 
the protected network. 
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Page 14 

 
[28.1] applying a 
security policy to the 
access device, 
responsive to the 
request; 

Several portions of the provisional support this.  Page 3 describes “policies which specify 
the audit criteria and types of access.”  These “policies” support the claimed “security 
policy”, analyzing the device against “audit criteria” supports this limitation. 
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Page 8 also describes the application of a “security policy” in response to a request, as the 
provisional provides for both applying “security policies” to the analysis of responsive 
data from the access device through the “authentication with the authentication server [] 
AND an audit with the software agent with the GK”: 
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Similarly, Figure 4 also demonstrates the application of a security policy through EAPMs 
and client and server filters (CF and SF) in response to a request from the agent or access 
device. 
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[28.2] reconfiguring 
the communication 
port for 
communicating data 
between the access 
device and the less-
restricted subset of 
the protected 
network without 
passing the data 
through the 
gatekeeper, if 
requirements of the 
security policy are 
satisfied; and 

The provisional discloses reconfiguring the communication port for communicating data 
between the access device and the less-restricted subset of the protected network without 
passing the data through the gatekeeper, if requirements of the security policy are 
satisfied. 
 
For example, pages 13-14 provide that the “EP is isolated from the company network until 
it successfully passes an audit with the GK.” That is, access to the company network is 
restricted by default, and the AP must be reconfigured in order to grant access. Page 14 
also provides that this may be done by configuring a communication port on the AP, as 
“full or limited access to the corporate policy can be provided based on the policy by 
setting the port to the VLAN whose router interface has the desired ACL.” Furthermore, 
page 14 describes the invention as not “requiring normal network traffic to traverse the 
[gatekeeper]”—and thus reconfiguring “the communication device such that data sent 
from the access device is received by the less-restricted subset of the protected network 
rather than merely a restricted subset of the protected network, if the audit results in a 
determination that the access device meets the requirements of the at least one security 
policy, the restricted subset of the protected network including the gatekeeper.” 
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Pages 13-14 

 
 
. . . . 
 

  
 
Similarly, the figure on page 20 demonstrates that data is communicated between the 
access device and the less-restricted subset of the protected network (“Corporate LAN”) 
without passing the data through the gatekeeper (“CGServer”), but rather the 
“communication port” or “Switch”: 
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Page 20 
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[28.3] 
communicating 
between the 
gatekeeper and an 
agent executing on 
the access device to 
monitor security 
status of the access 
device after 
reconfiguring the 
communication port 
for communicating 
between the access 
device and the less-
restricted subset. 

The provisional provides for communicating between the gatekeeper and an agent 
executing on the access device to monitor security status of the access device after 
reconfiguring the communication port for communicating between the access device and 
the less-restricted subset. 
 
The excerpt from page 13 describes how after the access point is reconfigured to grant 
access, “‘keep alives’ and updates regarding changes to previous audit information are 
exchanged.” These “‘keep alives’” are communications between the GK and agent to 
monitor security status, as provided by the figures on page 21, which demonstrates 
continued “audit[ing]” and “re-audi[ing]” after a failed audit on the less-restricted subset 
of the network (“Restricted VLAN”): 
 
Page 13 
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Page 21 

 
 

  
[38]  See [28]. 

 
The provisional supports the limitation of updating the access device if requirements of 
the security policy are not satisfied.  For example, the figures on Pages 19 and 20 provide 
that when an “audit fails…[u]ser can update system” and that after a “failed audit…[u]ser 
must update system.” 
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Page 20 

 
  
[39]  See [28]. 

 
The provisional provides that the security policy includes an audit of the access device.  
For example, page 3 provides that access to a corporate network for an access device is 
“based on audit criteria”: 
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Page 3 

 
 
Similarly, page 8 provides for “an audit with the software agent” on the access device. 
 
Page 8 
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Finally, pages 11-12 and figures 6 and 7a both provide for the application of a security 
policy through an audit on the access device or agent, which “returns information about 
the local system” and “call the agent and GK” to perform this exchange. 
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[41.0] A method of 
granting access to a 
protected network, 
the method 
comprising: 

See claim [28.0]. 

[41.1] receiving a 
request for access to 
a less-restricted 
subset of the 
protected network 
from an access 
device, the request 
being received 
through a 
communication port 
of an access point, 
the communication 
port configured for 
communicating 
between the access 
device and a 
restricted subset of 
the protected 
network, the 
restricted subset 
including a 
gatekeeper; 

See [28.1]. 
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[41.2] applying a 
security policy to the 
access device, 
responsive to the 
request; 

See [28.2]. 

[41.3] reconfiguring 
the communication 
port for 
communicating data 
between the access 
device and the less-
restricted subset of 
the protected 
network without 
passing the data 
through the 
gatekeeper, if 
requirements of the 
security policy are 
satisfied; and 

See [28.3]. 

[41.4] updating the 
access device if 
requirements of the 
security policy are 
not satisfied. 

See [28] and [38]. 
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[42]  See [41] and [39], which provide “the security policy includes an audit of the access 

device.” 
  
[43]  See [41]. 

 
The provisional discloses communicating between the gatekeeper and an agent executing 
on the access device to obtain system data from the access device, and wherein applying 
the security policy includes using the system data to determine if the access device 
satisfies the requirements of the security policy.  For instance, pages 11-13 and figures 6, 
7a, and 7b both detail communication between the GK and agent on the access device to 
obtain “the necessary audit information” or “information about the local system” to 
determine if the device passes the audit or “satisfies the requirements of the security 
policy”. 
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[53]  See [41] and [23]. 

 
The provisional describes “authenticating a user of the access device.”   The provisional 
recognizes that authentication relies on “authentication credentials, such as user name and 
password or a digital certificate.” Page 6. In light this, a POSITA would understand that in 
the present invention, “the security policy audit is based at least in part on the information 
concerning an identity of a user of the device.” 
 
Figures 4, 5a & 5b and page 20 depict the exchange of authentication information, 
including “information concerning an identity of a user of the device.” 
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Page 20 
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[56.0] A method of 
granting access to a 
protected network, 
the method 
comprising: 

See [28.0], which describes “a method of granting access to a protected network.” 

[56.1] receiving a 
request for access to 
a less-restricted 
subset of the 
protected network 
from an access 
device, the request 
being received 
through a 
communication port 
of an access point, 
the communication 
port configured for 
communicating 
between the access 
device and a 
restricted subset of 
the protected 
network, the 
restricted subset 
including a 
gatekeeper and being 

See [28.1], which describes “receiving a request for access to a less-restricted subset of the 
protected network from an access device, the request being received through a 
communication port of an access point, the communication port configured for 
communicating between the access device and a restricted subset of the protected network, 
the restricted subset including a gatekeeper.” 
 
The provisional also supports the limitation of “being characterized by an access control 
list, the access to the restricted subset of the protected network being responsive to a 
VLAN configured to communicate with the protected network subject to the access 
control list.”  For example, page 3 provides that the ACL filters and specifies “what traffic 
is permitted through a port.” 
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characterized by an 
access control list, 
the access to the 
restricted subset of 
the protected 
network being 
responsive to a 
VLAN configured to 
communicate with 
the protected 
network subject to 
the access control 
list; 
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Pages 13-14 also provide that the VLAN is configured to communicate with the protected 
network subject to the ACL, as the “access to the network is modified appropriately by 
changing the VLAN used for the EP” and “full or limited access to the corporate network 
can be provided based on the policy by setting the port to the VLAN whose router 
interface has the desired ACL.” 
 
Pages 13-14 

 
. . . . 

 
 

[56.2] applying a 
security policy to the 
access device, 
responsive to the 
request; and 

See [28.2], which provides “applying a security policy to the access device, responsive to 
the request.” 
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[56.3] reconfiguring 
the communication 
port for 
communicating data 
between the access 
device and the less-
restricted subset of 
the protected 
network without 
passing the data 
through the 
gatekeeper, if 
requirements of the 
security policy are 
satisfied. 

See [28.3], which provides “reconfiguring the communication port for communicating 
data between the access device and the less-restricted subset of the protected network 
without passing the data through the gatekeeper, if requirements of the security policy are 
satisfied.” 

  
[57.0] A method of 
granting access to a 
protected network, 
the method 
comprising: 

See [23.0], which discloses “a method of granting access to a protected network.” 
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[57.1] receiving a 
first communication 
from an access 
device at a 
communication port, 
the communication 
port being configured 
to pass the first 
communication to a 
restricted subset of 
the protected 
network, the 
restricted subset 
including a 
gatekeeper 
configured to enforce 
a security policy for 
access to a less-
restricted subset of 
the protected 
network; 

See [28.1], which disclose “the restricted subset including a gatekeeper configured to 
enforce a security policy for access to a less-restricted subset of the protected network.” 
 
The provisional further discloses receiving a first communication from an access device at 
a communication port, the communication port being configured to pass the first 
communication to a restricted subset of the protected network.   For instance, page 3 
provides for the PC or ND, i.e., “access device” and an AP or access point, which includes 
a “switch” and “switch’s port” or “communication port” between a less-restricted subset 
of the protected network and the protected “corporate network”.   The access device sends 
both authentication data and audit data that is passed through the communication port to 
the gatekeeper (GK), where the gatekeeper must be on the restricted subset of the 
protected network because prior to being authenticated and passing the audit, where the 
access device is limited to only access the protected network. 
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Page 8 and Figure 4 further provide that the first communication from the agent occurs at 
a communication port, the communication port being configured to pass the first 
communication to a restricted subset of the protected network, as the “auditing protocol 
takes place between the EP agent software and the GK”. The “AP may be programmed to 
prohibit access…to the corporate network until…an audit with the software agent with the 
GK passes.” That is, access to the corporate network is restricted by default, and the first 
communication from the agent to the gatekeeper must take place on a restricted subset of 
the protected network. 
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The figure on page 19 shows the CGAgent, residing on an access device (PC), connecting 
to the switch (step 1) on a the restricted VLAN (step 2). The PC is then audited by the 
CGServer with the audit data being set using the restricted VLAN (restricted subset of the 
protected network which includes the gatekeeper) from the PC through the switch to the 
CGServer (gatekeeper).  If the audit of the PC passes, the VLAN for the PC is set to the 
corporate LAN (less-restricted subset). 
 
Page 19 
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[57.2] receiving a 
command from the 
gatekeeper, the 
command being 
responsive to the 
received first 
communication and 
being configured to 
reconfigure the 
communication port 
to communicate data 
to the less-restricted 
subset of the 
protected network; 

See [57.1]. 
 
The provisional discloses receiving a command from the gatekeeper, the command being 
responsive to the received first communication and being configured to reconfigure the 
communication port to communicate data to the less-restricted subset of the protected 
network.  For example, the GK requests audit information from the agent or device which 
returns information about the local system.  Based on these audit responses, the “EP is 
isolated from the company network until it successfully passes an audit with the GK.” 
That is, access to the company network is restricted by default, and the GK must 
command reconfiguration of the communication port in order to grant access.  The 
provisional discloses that this reconfiguration involves sending a command from the GK 
to the switch changing the VLAN for the access device’s switch port to the less-restricted 
VLAN. 
 
Page 13 
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The figure on page 19 shows the CGAgent, residing on an access device (PC), connecting 
to the switch (step 1) on a the restricted VLAN (step 2). The PC is then audited by the 
CGServer with the audit data being set using the restricted VLAN (restricted subset of the 
protected network which includes the gatekeeper) from the PC through the switch to the 
CGserver (gatekeeper).  If the audit of the PC passes, the VLAN for the PC is set to the 
corporate LAN (less-restricted subset).   
 
As discussed on page 14 (above), a command is sent from the CGServer to the switch to 
change the VLAN for the port that the access device is connected to on the switch.  This 
command puts the access device’s switch port onto the less-restricted VLAN for the PC 
(access device).   
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In step 3 of the figure on page 19, if the Audit fails, the device stays on the restricted 
VLAN.  Since the command was not sent, the PC would not be able to access the less-
restricted VLAN. 
 
Page 19 
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[57.3] configuring 
the communication 
port to communicate 
data to the less-
restricted subset of 
the protected 
network rather than 
merely the restricted 
subset of the 
protected network, 
responsive to the 
received command; 
and 

The provisional provides for configuring the communication port to communicate data to 
the less-restricted subset of the protected network rather than merely the restricted subset 
of the protected network, responsive to the received command. 
 
See [57.2]. 
 
As discussed in [57.2], a command is sent to configure the access device’s switch port to 
be on the less-restricted VLAN.  This allows the access device to access the less-restricted 
subset of the protected network. 

[57.4] receiving a 
second 
communication from 
the access device at 
the communication 
port, the 
communication port 
now being 
configured to pass 
the second 
communication to 
the less-restricted 
subset of the 
protected network. 

See [57.2] and [57.3]. 
 
The provisional discloses receiving a second communication from the access device at the 
communication port, the communication port now being configured to pass the second 
communication to the less-restricted subset of the protected network.   Once the command 
to change the PC’s switch port to allow access to the less-restricted VLAN (see claim 
element 57.2 and 57.3) has been processed by the switch, messages (i.e., the second 
communication from the access device) sent by the PC to devices within the less-restricted 
subset (e.g. less-restricted VLAN or subset of the protected network) are passed through 
the switch (via the reconfigured communication port) to the less-restricted VLAN. 
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The figure on page 19 shows the CGAgent, residing on an access device (PC), connecting 
to the switch (step 1) on a the restricted VLAN.  In step 2, the PC is then audited by the 
CGServer with the audit data being set using the restricted VLAN (restricted subset of the 
protected network which includes the gatekeeper) from the PC through the switch to the 
CGserver (gatekeeper).  If the audit of the PC passes, the VLAN for the PC is set to the 
corporate LAN (less-restricted subset).   
 
Once the PC is on the less-restricted VLAN, the PC is able to communicate via the switch 
to other devices on the less-restricted VLAN. 
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Page 19 
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[58]  See [57]. 

 
The provisional discloses configuring the communication port includes associating the 
communication port with a VLAN. 
 
As shown in [57.2]-[57.4], when the command is set to the communication device it 
changes the port to be on the less-restricted VLAN.  As discussed in claim 57, initially the 
port is on the restricted VLAN and the port is then modified to be on the less-restricted 
VLAN via the reconfiguration command sent to the switch. 
Pages 14 
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[59] See [57]. 

 
The provisional discloses the limitation of a communication port limited to 
communicating with the restricted subset of the protected network by an access control list 
when the first communication is received. 
 
For example, pages 3 and provide that the ACL is a set of rules specifying “what traffic is 
permitted through a [communication] port,” which a POSITA would understand to include 
limiting communication with the restricted subset of the protected network by an ACL “by 
setting the port to the VLAN whose router interface has the desired ACL.” 
 
Page 3 

 
 

CISCO/FORTINET v. INFOEXPRESS 
IPR2024-00679 

Page 50 of 65



IPR2024-00679 
EX2010 

 

51 
52699803.3 07/25/2024 

US7523484 Constructive Reduction to Practice (US60/513,080) 
Page 14 

  
[61]  See [57] and [61]. 

 
Page 3 provides that the communication port is coupled with a network switch, where “[a] 
switch . . . which is used to connect to the EPs to the corporate network.” 
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[62]  See [59]. 

 
Page 3 provides that the communication port is coupled with a wireless access point 
(WAP): 
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[63]  See [59]. 

 
The provisional supports this limitation, as page 3 and Figure 1 provides that it was well 
known at the time of the invention, and a POSITA would understand to be a part of the 
invention, that the communication device may include remote access to a virtual private 
network or “VPN”: 
 
Page 4 
 

 
 
The figure on page 21 also demonstrates that the communication device includes remote 
access across a “VPN”: 
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[65]  See [53] and [57]. 

 
The provisional discloses “authenticating a user of the access device” ([53]). 
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[66]  See [43], [53], [57], and [65]. 

 
The provisional discloses “obtaining system data from the access device, and wherein 
applying the security policy includes using the system data to determine if the access 
device satisfies the requirements of the security policy.” 
 
The provisional provides that the system is configured to obtain system data from the 
access device and apply the security policy to determine if the access device satisfies the 
requirements of the security policy.  For example, on page 4, the provisional provides that 
the “agent tells the GK information about the EP including applications configurations, 
and user logins,” which is system data from the access device via the agent (e.g. CG 
Agent) running on the access device. 
 
Page 4 

 
 
Page 8 also provides that the auditing protocol “takes place between the EP agent software 
and the GK,” where the GK “sends requests for more information” and obtains the 
information from the access device until the audit is completed, or the security policy is 
applied to determine if the access device satisfied the requirements of the security policy: 
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Pages 11-12 and figures 6 and 7a also provide that the audit requests for “system data” are 
obtained by the GK from the the access device, and the security policy or audit uses this 
system data to determine if the access device satisfies the requirements of the security 
policy: 
 
 
 
 
 
 

CISCO/FORTINET v. INFOEXPRESS 
IPR2024-00679 

Page 58 of 65



IPR2024-00679 
EX2010 

 

59 
52699803.3 07/25/2024 

Page 11 

 
 
 
 
 

CISCO/FORTINET v. INFOEXPRESS 
IPR2024-00679 

Page 59 of 65



IPR2024-00679 
EX2010 

 

60 
52699803.3 07/25/2024 

US7523484 Constructive Reduction to Practice (US60/513,080) 
Page 12 
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[67]  See [57] and [66]. 

 
The provisional discloses “the system data includes antivirus software version data.”  
Page 11 states, “On the client, audit requests are passed to the agent API instead of to the 
client EAPM. The agent returns information about the local system, which is converted to 
audit responses that are sent to the server.” A POSITA would understand that the 
“information about the local system” supports “wherein the system data includes antivirus 
software version data.” 
 

 
Additionally, the references to the types of device information that were absent from prior 
art access control systems (identified as a problem in these systems) —e.g. that regarding 
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a “virus or trojan running on [the endpoints]” (pages 5-6)—mean that a POSITA would 
understand that in the present invention too, “the system data includes antivirus software 
version data.” 

  
[68]  See [57].  

 
The provisional provides for communicating between the gatekeeper and an agent 
executing on the access device to obtain system data from the access device, where 
applying the security policy includes using the system data to determine if the access 
device satisfies the requirements of the security policy.  For example, page 3 provides for 
an access device (PC or ND), an access point (AP), and a gatekeeper: 
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Pages 8-9, including Figure 4, also disclose communicating between the gatekeeper (GK) 
and an agent executing on the access device to obtain system data from the access device 
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including “audit information,” where applying the security policy (i.e., “the auditing 
protocol”) includes using the system data to determine if the access device satisfies the 
requirements of the security policy. 
 
Pages 8-9 
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