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Figure 4-48. A building with centralized wiring using hubs and a switch.

With hubbed (and later, switched) Ethernet, it was often possible to configure
HANs logically rather than physically. If a company wants k LANs, it buys k
p;?; O?Y CLarefully choosing which connectors to plug intg which hubs, the occu-
. mucha AN can be chosen in a way tha‘tjmakes organizational sense, without
Vork in d';efgard (o gquraphy, Of course, it twa.people In the same department
hy diffel erent buildings, they are propablyf going to be on different hubs and
Membey hrf-:nt Lfﬂ\NS. Nevertheless, the situation is a lot better than having LAN
Dos: _113 entirely baged on ge:ography. h biis .

ll e AIN mattE_r who is on which LAN? A'f[t?l‘ ﬂl\l, in virtually all {]I’gilanE:ltl'OI‘]S,

S are interconnected. In short, yes, it often matters. Network adminis-
ke to group users on LANSs to reflect the organizational structure rather
Physical layout of the building for a variety of reasons. One issue 1S

Any network interface can be put in promiscuous mode, copying all the
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Standardized by the 802 com-
tions. Let us now take a look

™ il be. which computers will be on which VLAN, and what the VLLANs
there alled. Often the V_LANS dre (lﬂformally) named by colors, since it is
ble to print color diagrams showing the physical layout of the machines
members of the red LAN I red, members of the green LAN in green:
qd so o1 In this way. both the physical and logical layouts are visible in a single

Vleis an example, C‘?m’lder the four LANs of Fig. 4-49(a), in which eight of the
qachines belong to the _Glggf?fl)f) VLAN and seven of them belong to the W
white) VLAN. The four physical LANs are connected by two bridges, Bl and
g If centralized twisted palr wiring 1s used, there might also be four hubs (not
shown), but logically & il‘}:lllltldr Op cable and a hub are the same thing. Drawing it
iis way just makes the figure a little less cluttered. Also, the term “bridge” tends
(0 be used nowadays mﬁfﬁtly vx.fhen there are multiple machines on each port, as in
ihis figure, but otherwise, “bridge” and “switch” are essentially interchangeable.

Fig. 4-49(b) shows the same machines and same VLANSs using switches with a

single computer on each port.
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Now let us imagine that _ ke :
gray. Then not only do B2’s ports to LAN 2 and LAN 4 get marked G, byt B

port to B2 also has to change from GW to G since white frames .aI‘I‘iViIlg at B
from LANs 1 and 3 no longer have to be forwarded to B2. In Fig. 4-49(b) the
same situation holds, only here all the ports that go to a single machine are labeleg
with a single color because only one VLAN is out there.

So far we have assumed that bridges and switches somehow Know what ¢oly;

an incoming frame is. How do they know this? Three methods are in use, as fg.
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¢

: rOElCh is that a Change to the ]ayer 2 1ot _
l‘f?;inﬂfi@ o [PvO) %uddenly causes the SWil’Cl]I;S t.zcgllilFf%niz ?Pl:ﬁp:-i?lan }Jp*gradel

 work this way are on the market. ely, switches
tha Of course. there is nothing wrong with routin
I of Chap: 5 is devoted to IP routing—but mixi
oe. A switch vendor might pooh-pooh this ar
uﬂderstand both IPv4 and IPv6, so everything
(Pv7 happens? The vendor would probably say:

ule
husi

g based on [P addresses—nearly
ng the layers is looking for trou-
‘gument saying that its switches
1S fine. But what happens when
Buy new switches, is that so bad?

The IEEE 802.1Q Standard

Some more thought on this subject reveals that what actually matters is the
VLAN of the frame itself, not the VLAN of the sending machine. If there were
some way to 1dentify the VLAN in the frame header, then the need to inspect the
payload would vanish. For a new LAN, such as 802.11 or 802.16, it would have
been easy enough to just add a VLAN field in the header. In fact, the Connection
[dentifier field in 802.16 1s somewhat similar in spirit to a VLAN identifier. But
what to do about Ethernet, which 1s the dominant LAN, and does not have any
spare fields lying around for the VL AN identifier?

The IEEE 802 committee had this problem thrown into its lap in 1995. After
much discussion, it did the unthinkable and changed the Ethernet header. The
new format was published in IEEE standard 802.1Q, issued in 1998. The new
format contains a VLAN tag; we will examine it shortly. Not surprisingly, chang-
g something as well established as the Ethernet header is not entirely trivial. A

lew questions that come to mind are:

I. Need we throw out several hundred million existing Ethernet cards?
2. If not, who generates the new fields?
3. What happens to frames that are already the maximum size’

Uf course, the 802 committee was (only too painfully) aware of these problems

and had to come up with solutions, which it did. RE
The key to the solution is to realize that the VLAN fields are only actually

}ls.ed by the bridges and switches and not by the user machines. Thus in Fig. 4-49,
115 not really essential that they are present on the lines going out to the end sta-
long g long as they are on the line between the bridges Or switches. Thus, to use
s LANS** the bridges or switches have to be VLAN aware, but that was already a
eqlllrenlent_ Now we are only introducing the additional requirement that they

dr
: 802'1Q aware, which new ones already are.
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answer is that the first VLAN-aware b; lthhem But how does 1t know which frame gjlive
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byteg 892{:] ?hge transition process, many installations will have some legacy 802
hil;;il Ttypically “lassic or fast Ethernet) that are not VLAN aware and others
machines L. _ o, 58 ey
| SR s '« <ituation 1s 1llustrated in Fig. 4-5
(typically gigabit Ethernet) that are. This Sltuaﬁm Iy s Fg 4.30&
where the shaded symbols are VLAN aware and the empt} s h 3 Ot. For sim- e,
plicity, we assume that all the switches are VLAN aware. If this 1s not the case,
the first VLAN-aware switch can add the tags based on MAC or IP addresses.
VLAN-aware VLAN-aware Legacy
HBeesziiset, Hﬁend;lumain core domain end domain
4 * ider
: :: abo!
. = ; : .
; \Tagged i';'., 1ng
frame a-die
VLAN/ 3 SDIj[
aware VLAN-aware ; gUI
PC switch Switching done Legagy In ¢
using tags fram ol
Cen

Figure 4-50. Transition from

shaded symbols are VI AN aware

In this figure, VI,AN-
frames directly, and furthe

switches have to know wh

ich

Knowing that a frame belong

S

lega;y Ethernet to VLAN-aware Ethernet. The
he empty ones are no

L.
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gray VLAN. Thus, the
Orts to use and whether

qows which ports connect to machines on the
~ds a table indexed by VLLAN telling which D
. VLAN aware or legacy.

on a legacy PC sends a frame to a VLAN-aware Switch,
agged frame based on 1ts knowledge of the sender’s VLAN (using the
qdress, or 1P address). From that point on, it no longer matters thaF(}ll;tr
. a legacy machine. Similarly, a switch that needs to deliverL a ta : e1
legacy machine has to reformat the frame in the legacy format bgéi;

the switch builds

1ng 1L

I

w let us take a look at the 802.1Q frame format. It is shown in Fig. 4-51
change is the addition of a pair of 2-byte fields. The first one is the

VLAN protocol ID. [t always has the value 0x8100. Since this number is greater
qan 1500, all Ethernet cards interpret it as a type rather than a length. What a
egacy card does with such a frame 1S moot since such frames are not supposed to

he sent to legacy cards.
- 2 I -5 =
Destination ource | heck-
802.3| address | address S Dita Pag sum
)
Destination| Source | q}{j Check
estinatio O IJ eck-
8021Q| address | address ‘ L adREchdl Bl € sum
S < <
|G
VLAN protocol Pri |F[VLAN ldentifier
ID (0x8100)
Figure 4-51. The 802.3 (legacy) and 802.1Q Ethernet frame formats.
The second 2-byte field contains three subfields. The main one is the VLAN
identifier, occupying the low-order 12 bits. This is what the whole thing is

about—which VLAN does the frame belong to? The 3-bit Priority field has noth-
Ing to do with VLANGs at all, but since changing the Ethernet header is a once-in-
+decade event taking three years and featuring a hundred people, why not put in
Sﬂl}le other good things while you are at it? This field makes it possible to distin-
8USh hard real-time traffic from soft real-time traffic from time-insensitive traffic
'l 0rder to provide better quality of service over Ethernet. It is needed for voice
E:E;"uEthernet (although in all fairness, IP has had a similar field for a quarter of a
ty"and nobody ever used it).

The
CET (

Contrg
3()

last bit, CFI (Canonical Format Indicator) should have been called the

CCOF Porate Ego Indicator). It was originally intended to indicate littlei-end1an
addresses versus big-endian MAC addresses, but that use got lost in other

2.5 versies. Its presence now indicates that the payload contains 4 frgze- ;
Wi frame that ig hoping to find another 802.5 LAN at the destination while

dried

eIn .
 Camried by Ethernet in between. This whole arrangement, of COUTSE. has




> committee politie
But 5‘-;1‘.1111(1 S 7 . POliticg 18 Nog
it will vote for your bit.
; 1L, : bl
Ayt ame arrives at a VLAN
d fran |

| d when @ : ' % 1nto 4 table to find out

As we mentione _1

. akethe VLAN from? If 1t 1S manyg
switch, the switch uhﬁ‘-S_ it 4 fjouration of bridges. The Ha.

, end it on. But W & q] conlls 1 ] Cauty
B g iare bagkdb squarsizett d-play and does notrequire any p. -
J-ve s e aArg 1;1{: - i . - = +) a..
3 ”{“’[ed’ A j:.;“ hide is that it is PIUE ﬁfme ‘o lose that property. Fortunmﬁ&

" the transparc S, - SN¢ sl o ; Js
of th p 1d be a terrible hemselves based on Observing the

= ard
e o 3
nothing whatso€Vvel to dc

LI S ¥ ~dW
unlike regular politics: 1ty ale

Whig},
y COn.

» ud - twou e 1 -
ual configuration. 1 eonfigure _
. : also autoc S MES 1N On
VI AN-aware bridges can also ~d as VLAN 4%iCC port 3 thep

q frame tagg

[ ; o 1 VLAN ) rlqhe_ 802 | Q Stﬁndard explaiﬂg
port J

tacs that come by. If _ .
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apparently some machine on p anesly by
how to build the tables dynamically, mo:

s 22 ol - *_f dln 802‘1[)' : o 4 S £
ot ngm'lthm mlld;l'ldf if VLAN routing, 1t 15 worth making one Jast gp.
Before leaving the subjecC |

1 Bthernet worlds are fanat; -
servation. Many people in the [nternet :f,'md E_thune; :ed > Elnythiizdziilii. 3
Lfavor of connectionless networking and Vlolt‘m]‘yﬁ OI?JI- —— imroﬁﬁce 1 Ing
of connections in the data link or network ]Q;IEIS.T LLHC TN SOMme-
thing that is surprisingly simular to a conne:ctmn. O Y Sastdis s t[;b_l Y, 6§Ch
frame carries a new special identifier that is used as an 1 1 i e mmﬁ
the switch to look up where the frame 1s supposed to be j’_?m' Thdt 1S premg.el}.,
what happens 1n connection-oriented netwgrk& In conneguonl?bs netwoﬁrkgj it 1
the destination address that is used for routing, not sOmMe kind of connection iden-

tifier. We will see more of this creeping connectionism in Chap. 5.

4.8 SUMMARY

Some networks have a single channel that is used for all communication. In
these networks, the key design issue is the allocation of this channel among the
competing stations wishing to use it. Numerous channel allocation algorithms
have been devised. A summary of some of the more important channel allocation
methods is given in Fig. 4-52.
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