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328 ants to send a frame to hog p
o 4-47(b) W8 o » the b
A in Fig- &% trast, in Fig. 4-47(c), the gy,
a consequence, \.Nhen rl;zitjust discards 1t Inbfziillse there is no other Way l::j b
bridge gets the tramfi the frame from 4 [0 i ally goes to a single com i
o . must actively forwat Since each switch polr't uSl‘lurdys than do bridges intendplziter\
frame to get there. 1) UTESRIAI RS ac A
v elv;l;tcheq must have space rIQI n:;i]:g provides buffer space for frames dMving o
; § ach line €&

connect only LANS. E it oWl collision domain, sw1tch‘e?s never lose frameS
its ports. Since each an.tfl"ﬁal\nes come in faster than th.ey,('d.n be retransmmed,
to collisions. However, flbuffer space and have t(-) start discarding frgmes_
the switch may run ot Oblem slightly, modern switches start forwarding frameg as

To alleviate .thlSA e der field has come in, but before the rest of the frame
soon as the destination heade ailable, of course). These switcheg do

¢ ¥ sy e output line is avatial g
o dmve? (plolv(;dfi)dr\:fzrd %\Sitching. Sometimes they are referred to a cut.
not use store-and- 4

] o led entirely in hardware, whe
: el t-through is handled en ’ Teas
hrough switches. Usually, cu = that did store-and- .
:n'il;ioe% traditionally contained an actual CPU that did §tore i for'ward s
ing in software. But since all modern bridges and L Vi
tegrated circuits for switching, the difference between a switch and bridge is more

s

w

e AL e TN L O s >

a marketing issue than a technical one. . o o
So far we have seen repeaters and hubs, which are quite similar, as well

bridges and switches, which are also very similar to each other. Now we IONE Uy
to routers, which are different from all of the above. When a packet comes into 3
router, the frame header and trailer are stripped off and the packet located in the
frame’s payload field (shaded in Fig. 4-46) is passed to the routing software. This
software uses the packet header to choose an output line. For an IP packet, the
packet header will contain a 32-bit (IPv4) or 128-bit (IPv6) address, but not a 48-
bit 802 address. The routing software does not see the frame addresses and does
not even know whether the packet came in on a LAN or a point-to-point line. We
will study routers and routing in Chap. 5.

Up ar}qther layer we.find transport gateways. These connect two computers
that use dlfff;rent connection-oriented transport protocols. For example, supposea
computer using the connection-oriented TCP/IP protocol needs to talk to a com-
Svl;t;rcz;mg thihconnelitlon-orlented ATM transport protocol. The transport gate-

co e pa . ]
b Py the packets from one connection to the other, reformatting them a3

Finally, applicati
and translate I?xljessag(e):rsl %f?;fr\:viys UfnderStand tesformatiand contents of the datg
translate Internet messages into [SITVISO fMat to another. An e-mail gateway coul

Mmessages for mobile phones, for example:

I N R — T =]

4.7.6 Virtual LANs

In the ear] y days
the cable ducts of
ged in. Often there

of local arey ne
any office byj,
Were many cq

dEWOrkjng’ thick yellow cables snaked throug!
"8s. Every computer they passed was plU&
were connected to a central bk

I

bles, which
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1 = ra
| the pon® ba;(iggidgon which LAN. AJj theupbe'oll)\lt) Itrl]’lzléjgge\:]vtasﬁgiv?n to which com-
liteh P AN whether they belonged together or o Senit Oh e o de
I the Sﬂm%\fﬁh the advent of IOBase-T and hubs in the l990§ dl])l ghtrtlln;]ped logic
lter, ot rewired (at Con_mderable expense) to rip out gl i d“c anged. Build-
tto mgs'::s‘ml] twisted pairs from every office o central wirin cy]‘f)qotv‘“ garﬂen Vi
fac judhzc‘orr Hopon I L l machine room, ag illustrated ingFig,;—;Sa[ ltf ‘tahzn\(/li((:)i
mes acgjdent in Charge of Wiring was 3 visionary, Category 5 twisted p.airs were in-
led, i;e]iedi if he was a bean Cqunter, the existing (category 3) telephone \&;iring was
o3 ;sed (only to be replaced a few years later when fast Ethernet emerged).
me
do Lo
ut-
2as
ch- - Hub
in-
bre
Corridor
as
B Switch
) a
he ~Hub
1S
he
8-
P Twisted pair/ Office
re toa hub
& Figure 4-48. A building with centralized wiring using hubs and a switch.
a
n- With hubbed (and later, switched) Ethernet, it was often possible to configure
P- LANs logically rather than physically. If a company wants k LANS, it buys k
& ubs. By carefully choosing which connectors to plug into which hubs, the occu-
MSoFa PANSC AN De chosen in a way that makes organizational sense, without
2 1% much Tegard to geography. Of course, if two people in the same department
d Work jn different buildings, they are probably going to be on different hubs and
mus different L AN, Nevertheless, the situation is a lot better than having LAN
embersh'ip entirely based on geography. by T r
g %S it matter who is on which LAN? Afte_r al‘l, in virtually all org;médn.or‘l:,
h latopg | § are interconnected. In short, yes, it often matters. Nem‘ror a m;ll:er
L than [S lke to group users on LANS to reflect the Qrgamganonal ‘stluocturgsé' b
| seug ¢ physical layout of the building for a varl'ety of reasons. One i lL; g
 Any network interface can be put in promiscuous mode, copying all the
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artments, such as research,
iprsMapyudepar tpassedsonsde )
traffic that comes down s hatatiey o NORWantapasseCaonisideyy -
1 I the people in a department on , “ing;r
§

. -matiol
and accounting, have 1nf01{11alt1p]mm
= ahoacsituation; i ‘o8 Lens
department. In such a situ ff the LAN makes sense. Managemem

- that traffic O _

i any of that traf v = i

LAN and not letting any v arrangement 15 1mrt)1()sslble[ u]nless all the People

; ike hear * p . - .es with no interlopers.

does not hk,e_ nt are located 1 adjacent offic b e ey oS

in each departme < Joad. Some LANS are more LdV] y .f: g ]ko ers ang

sec ssue 18 ; A iyt ot .

A se;ol?d {;I:; to separate them at times. For example, 1 (tg Ot S ;n teseargy
RAEE l ' S > s get ou ;

may be les 1l kinds of nifty expel-lment.s that sometimes g . of hang i

are running a inds O - accounting may not be enthusiastic about donag;

saturate their LAN, the folks 1n acc g =

50111201; “lgnls:iidi[)l;fgdiziiﬁgrf; Most LANs support broadcasting, and many
upper—lta;::r éliotocg)ls use this feature extensivc.ly“ ‘For cxan;lpl‘i, I\\/}/Xeﬂ o
wants to send a packet to an IP address x, how does it know which MAC address
to put in the frame? We will study thlS‘queSthﬂ in (;hapf 5, but b[‘leﬂy SuUMmar-
ized. the answer is that it broadcasts a frame containing the question: Who owng
1P address x? Then it waits for an answer. And there are many more examples of

where broadcasting is used. As more and more [LANs get interconnected, the
number of broadcasts passing each machine tends to increase linearly with the

oga
=)

ing that
loc

number of machines.
Related to broadcasts is the problem that once in a while a network interface

will break down and begin generating an endless stream of broadcast frames. The
result of this broadcast storm is that (1) the entire LAN capacity is occupied by
these frames, and (2) all the machines on all the interconnected LANS are crippled
Just processing and discarding all the frames being broadcast.

At first it might appear that broadcast storms could be limited in scope by
separating the LANSs with bridges or switches, but if the goal is to achieve trans-
parency (i.e., a machine can be moved to a different LAN across the bridge
without anyone noticing it), then bridges have to forward broadcast frames.

e u?‘é‘gfg;c‘f?g“fﬁg C?S;lfélﬂlesfrgight want multiple LANs with restricted scope,

cal topology. Suppos}é thatH;O ecoummg. ihe log-lcz}l gpglogyfrom ttle B

department to another without LlS@r 'gets Shlfted within the company from o

ing departments. With hUbbede'ar'lgmg offices or changes offices without chang

having the network administratormnﬁ; s uspIo the correct LAN méf™

nector for the user’s maching £ Walk down to the wiring closet and pull the co
fom one hub and put it into a new hub.

In many companie :
S, Organizati : A
system administrators o dgal onal changes occur all the time, meaning that

in somewhere else. Also. i oot B pulling out plugs and pushing them pack
cause the twisted bair fr(;nllnt}s}zme canig the change cannot be made at all °
(e.g., in the wrong building). USer's machine is too far from the correct bt

Lo user requests for

In response
INg on a way to rewire buildingg nore flexibility, network vendors began work

entirely in software, The resulting concep! is
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N (Virtual LAN) and has even beep
alled 2 ¢ is now being deployed in many organiz
itlee: i ditiOnal information about VLAN
or

Standardized by the 802 com-
auons. Let us now take a look
5> see (Breyer and Riley, 1999; and

0 i :
yLANs arc based on specially-designed VLAN-aware switches, although

hubs on the per; i &
also have some petiphery,ias.in Fig, 4-48, To-set up a
they m_%};sed network, the network administratoy decides how many VLPFNS

by colors, since it is
yout of the machines,
green LAN in green,
are visible in a single

: s : ;
1l be ca « to print color diagrams showing the physical la

members of the red LAN ir_l red, members of the
" dsoon. In this way, both the physical and logical layouts
verAS an example, consider the four LANs of Fig. 4-49(a), in which eight of the
chines belong o the G (81'_3Y) VLAN and seven of them belong to the W

m;}—lite) VLAN. The four physical LANs are connected by two bridges, BI and

g; If centralized twisted P?ir wiring is used, there might also be four hubs (not
sht;Wﬂ), but logically 2 n.lultldIOP- cable and a hub are the same thing. Drawing it
this way just makes the figure a little less cluttered. Also, the term “bridge” tenc_ls
i0 be used nowadays mostly vyhen there are multiple machines on each port, as in
this figure, but otherwise, “bridge” and “switch” are essentially intgrchangez}ble.
Fig. 4-49(b) shows the same machines and same VLANs using switches with a
single computer on each port.

SEIE

ANs organized into (WO VLANs, gray and

g ohysical. 1 15 machines organized into two VLANS by

s. (b) The same

' :on tables have to be set up
.on correctly, configuration _ !
C"I'll?:sg tables tell which VLANSs are acce§s1ble tvl.;z
e frame comes in from, says the gray VLAN, 1t mus

CISCO SYSTEMS, INC. IPR2024-00679 Ex. 1527, p. 6 of 11
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marked G- This holds

> raffic.
d broadca{i tl\x}jth multiple VLAN colors. We ¢
Jabele machine A broadcasts a frame, 1
from a machine on the gray VI %

THE

332 for ordinary (17e Unicam)

forwarded on all tl.]C poxi‘ts
as well as for multicast an

i be
te that a port may bt
mosivé)learly in Fig. 4-49(2). Suppose

‘ .ces that it came : : inc 8
BI receives the frame and sees t he incoming port). Since BJ hag

+o labeled G except t 4 o
it forwards it on all pOlltS lf thim ﬂre(]abe.led G, the frame 18 sent to both of the y
'S th O
two other ports and bo

ot he bridge knows that there are o/

L IS Citgie;f;rtrl'e ierrlittforwarded there. It 6%035 0“131’ to LA%‘\II?

machines I LA.N o ]bjAN 4 should change departments and be ll’nt?l\/ft: to the 2y

s 01; s inside B2 have 1O be upduted to relabel that port 4 Q

VL[AI;T] ; c;lc](::\l[ tfi? ;?acibine F goes gray, then the port to LAN 2 has to be Change
1nstea ] .

ins f GW. ‘ ,
- Gpljg;t/e?edt (L)lg imagine that all the machines on both LAN 2 and &Q\N 4 becon,
gray. Then n(;t only do B2’s ports o LAN 2 and LAN 4 get marked G, but g
gray.

port to B2 also has to change from GW to G since white frames arriving g p,

from LANs 1 and 3 no longer have to be forwarded tQ B2. In F}g. 4-49(b) e
same situation holds, only here all the ports that go to a single machine are labgleg
with a single color because only one VLAN is out there.

So far we have assumed that bridges and switches somehow know what coly
an incoming frame is. How do they know this? Three methods are in use, as fol.
lows:

1. Every port is assigned a VLLAN color.
2. Every MAC address is assigned a VLAN color.

3. Every layer 3 protocol or IP address is assigned a VLAN color.

In the first method, each port is labeled wi
only works if all machines on a port belo

this property holds for B for the
portto LAN 3 b
In the second method, the bridge or s B ot o LAN L

the : witch has a table listj -bit MAC
%ﬁ:ﬁi }?észacczl;nlgifg:lr;e .co.nnecteq to it along with the VLA;tIH:kglaihri:fhme is O
LAN 1 in Fig, 4-49(a). 0 mix VLANs on a physical LAN, & I
i cxtrc AN arrives, all the bridge or switch has to ©0 ¥
came from, Up In a table to see which VLAN the fra®
The third metho jg for the brig i ‘

I ot o Do Gtin the o
©5 as belonging 14 e oL

dentify the Mmachipe, Tﬁit?:’mtl;g;t.he fgrmar, the IP addres

th VLAN color. However, this method
ng to the same VLAN. In Fig. 449,

When a frame
Tess and look it

S
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Irafe roblem with this approach ; et o

e E?enggi}élimg; independencep(l))f tagl}al;etl}lﬂ ]ltt i?(;]ates tbe most fundamental

b thig "”l:mess what is in the payload field. It should not pe 22;? the data link layer’s

ridge buﬂairﬂy not be making decisions based on the contents, A‘:(;Irllf the payload and

N = chﬁiq appanCh is that a change to the layer 3 protocol (for exa;Q?ence of using

Only ;rO}n [y o 51 %uddenly causes the switches to fai, Unfortugaet:;:]an sup'gr;de

PN, hat work Ehlz V:Sgrzlies ?lfz):l?ﬁ]glégf;tlg e ¥, switches

a ourse, routi

N3 i o(f)glﬂp- SdsdeRoretinl i B EEE e mixrilrglgbgsga(;grlspij ?ggiiesf_niaﬂy

eray ye. A switch vendor might pooh-pooh this argument saying that itf s:fncrﬁ;

GW i erstand both IPv4 and IPv6, so everything is fine. But what happens when

nged jpy7 happens? The vendor would probably say: Buy new switches, is that so bad?

Ome The IEEE 802.1Q Standard

Bl

Bj Some more lhought on this subject reveals that what actually matters is the
the VLAN of the frame itself, not the VLAN of the sending machine. If there were

sled some way to identify the VLAN in the frame header, then the need to inspect the
payload would vanish. For a new LAN, such as 802.11 or 802.16, it would have

blor been easy enough to just add a VLAN field in the header. In fact, the Connection

fol- Identifier field in 802.16 is somewhat similar in spirit to a VLAN identifier. But
what to do about Ethernet, which is the dominant LAN, and does not have any
spare fields lying around for the VLAN identifier?

The TEEE 802 committee had this problem thrown into its lap in 1995. After
much discussion, it did the unthinkable and changed the Ethernet header. The
new format was published in IEEE standard 802.1Q, issued in 1998. The new
format contains a VLAN tag; we will examine it shortly. Not surprisingly, chang-

10d ing something as well established as the Ethernet header is not entirely trivial. A
a), few questions that come to mind are:
\C 1. Need we throw out several hundred million existing Ethernet cards?
D1 2. If not, who generates the new fields?
112 3. What happens to frames that are already the maximum size?
ne ‘ Of course, the 802 committee was (only too painfully) aware of these problems
and had to come up with solutions, which it did.
of ] The key to the solution is to realize that the VLAN fields are only Iactually
nd Psgd by the bridges and switches and not by the user 111achill§s. Thus in Fig. 4-49,
A it 510t really essential that they are present on the lines going out to the end sta- ‘1
ny 1008 ag long as they are on the line between the bridges or switches. ,Thui’- toduse %
B e A.Ns' the bridges or switches have to be VLAN aware, but tf_lat w(;st ihlaetatgea
'8 arqu"ement. Now we are only introducing the additional requireme Y
“802.1Q aware, which new ones already are.

CISCO SYSTEMS, INC. IPR2024-00679 Ex. 1527, p. 8 of 11
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5. the answer is no. Rem

' g emb

; hange the Type fialq:. =

As to throwing out Ype tielq i

that the 802.3 committee could not €ve announcement that aj e:xim-0 g

new Ethernet cards ¢ mStlng

!- Length field. You can imagin However, as
£ out. o e
- d to be thrown 202.1Q compliant and correctly fij) in l(}):;

334
i e]‘net C le'd

Ethernet cards ha il
the market, the hope is that they W1

VLAN fields.

So if the originator does
answer is that the first VLAN-aware
and the last one down the road remoy
belongs to which VLAN? Well, the
number to a port, look at the MAC a

¢ VLAN fields, who doeg) I
witch to touch a frame aq d:g thh

how does it know which fraem
first bridge Of switch could assign 3 VLES
ddress, Or (heaven forbid) examine the pa;I

load. Until Ethernet cards are all 802.1Q compliant, We are kind of back whey,

we started. The real hope here is that all gigabit Ethernet Ca'rds will be 807 1

from the start and that as people upgrade w oigabit Ethernet, 802-1Q
y. As o the problem o1 frames longer thap 1518

1522 bytes.

many installations will have some legacy

rnet) that are not VLAN aware and others

(typically gigabit Ethernet) that are. This situation is illustrated in Fig, 4-50
, where the shaded symbols are VLAN aware and the empty ones are not. For slm
plicity, we assume that all the switches are VLAN aware. If this is not the case
the first VLAN-aware switch can add the tags based on MAC or IP addresses :

not generate th
bridge Or S
es them. But

compliant
will be introduced automaticall
bytes, 802.1Q just raised the limit to

During the transition process,
machines (typically classic or fast Ethe

VLAN-aware VLAN-aware Legacy
~---._..fend domain core domain end domain

VLAN-aware

switon® G St Switching done

using tags

In this figure, VLAN-aware Eth,
ernet

frames direct]
Y, and further switchiy cards generate tagged (i.c. 80%

switches have t : & use i
0 know which V. S these tags. Tq do this switching

S are
Ongs to the grayrijlilige on each port, just as belo

Knowing that a frame be]
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gray VLAN. Thus, the
Orts to use and whether

+ch knows which ports connect to machines on the
5“"ft ; qeeds a table indexed by VLAN telling which P
ng.care VLAN aware or legacy.
the legacy PC sends a frame to a VLAN-aware <w; :
hen a legacy £ aware switch, the « ilds
“:]taggEd frame based on its knowledge of the sender’s VLAN Sl

4 1€ Bk 5 ; 3 (using the

dﬂﬂAC address, OF 1P addlqss). F-10|'n that point on, it no longer mattexg; thag(zaté
el‘]de]. was a legacy machine. Similarly, a switch that needs to deliyer a tagged

$

e t0 4 legacy machine has to reformat the frame in the legacy f

fram ormat before

Jivering 1t
& INOW Jet us take a look at the 802.1Q frame format. It is shown in Fig. 4-51.

The only change is the addition of a pair of 2-byte fields. The first one is the

N protocol ID. It always has the value 0x8100. Since this number is greater
than 1500, all Ethe.met cards‘mterp_l‘et it as a type rather than a length. What a
egacy card does with such a frame is moot since such frames are not supposed to
bebsent to legacy cards.

[{¢
)
Destination| Source Check-
802.3| address | address g Data Pad sum
([’

)
Destination| Source Check-
8021Q| address | address | pegiEengin Data LPad sum
{4
k e )
3 C E
VLAN protocol Pri |F|VLAN Identifier
ID (0x8100) I

Figure 4-51. The 802.3 (legacy) and 802.1Q Ethernet frame formats.

The second 2-byte field contains three subfields. The main one is the VLAN
dentifier, occupying the low-order 12 bits. This is what the whole thing is
about—which VLAN does the frame belong to? The 3-bit Prioriry field has noth-
ing to do with VLANs at all, but since changing the Ethernet header is a once-in-
&decade event taking three years and featuring a hundred people, why not put in
*ome other good things while you are at it? This field makes it possible to distin-
i suish hard real-time traffic from soft real-time traffic from time-insensitive traffic
! order to provide better quality of service over Ethernet. It is needed for voice
Over Ethernet (although in all fairness, IP has had a similar field for a quarter of a
tentury anq nobody ever used it).

The last bit, CFr1 (Canonical Format Indicator) should have been called the

(Corporate Ego Indicator). It was originally intended to indicate litth-endlan
COmfo"iddr.esses versus big-endian MAC addresses, but that use got lost in gtl}eé
02 5 ?TSICS. Its presence now indicates that the payload contains a frqeze- r}ie1
b 1ame that is hoping to find another 802.5 LAN at the destination wiuie

& Carried by Ethernet in between. This whole arrangement, of course, has

CISCO SYSTEMS, INC. IPR2024-00679 Ex. 1527, p. 10 of 11
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ith VLANS: S 41 vote for your bit. > 1S ngy
nothing whatsoever (0 ot te for my bit. | ih e arrives at a VLA
f you vO Looed fram N"aWare

‘e regular politics: i ta - ’
unlike reg [ a tags ndex into 2 table to find oyt

" i above, wher! 2

\ As we mentioned & [D as an et '

\. switch, the switch uses the VLg(iq the table cOm® from? If it is manugy)
i nual con

Whicp

figuration of bridges. The ﬁez?j?

send it on. But W

i ports to Laro: MA . :
structed, we are back to square L,el.os' ]u(,_and-play and does not require any Map,
t bridge is that 1t1 g e to lose that Property. Fortupy,

of the transparen ible sham

; o s ould be a ter s e _lves based on o ‘ !
%di;(gflgumng?ia }::chan also HUtOConﬁgwe th;]:;ei comes in on Ei)eivmg -
-aware DI1dges : : g c
tags th:iwcome b; If a frame ?ggei ;I[SLAN 4. The 802.1Q standard ei})lt;i;n
: tly some machine on port is o ¢ T R XPlaing
ligaflrtznb:il:iolhe tables dynamically mostly by referencing appropriate portiong o

- y «andardized in'802.1D: :
Perlman’s algorithm standardized 10 iyt orthi makiings me Ty -

; i routing
Before leaving the subject of VLAN routing. , :
servation. Many &people in the Internet and Ethernet worlds are fanatically i,

favor of connectionless networking and violently opposea} to an)fthlng smacking
of connections in the data link or network layers. Yet VLANS introduce some.
thing that is surprisingly similar to a connection. To use VLANS propetly, each
frame carries a new special identifier that is used as an index into a table inside
the switch to look up where the frame is supposed to be sent. That is precisely
what happens in connection-oriented networks. In connectionless networks, it is
the destination address that is used for routing, not some kind of connection iden-
tifier. We will see more of this creeping connectionism in Chap. 5.

4.8 SUMMARY

Some networks have a single channel that is used for all communication. In
these networks, the key design issue is the allocation of this channel among the
ﬁomp;[mg dStaFlonS wishing to use it. Numerous channel allocation algorithms

- ave been devised. A summary of some of the more important channel allocation
methods is given in Fig, 4-52. Fortant ohannet:

The simplest allocati
when the Hu]?lber of ;)tc;tliti)?g isscilrirglisar?(rief.FDM and TDM. These are efﬁcien;
are wiflely used under these circumst e s continuos o
bandwidth on telephone trunks, ances, for example, for dividing Up the

bursty, FDM and TDM are poor cxr. (2768 and variab] raffic is fail)
are po e or the t

slotting, has been pro
derivatives have bSenpv\(f)nggl; Sd;asr::l? L
Wl}eq the state of the Chann;sed,
transmission while another station i i
has led to a variety of protocols thaltsctranb
an

ol .The ALOHA protocol, with and withou!
Ive. ALOHA and its many variants
ag:lyzed’ and used in real systems
Smjtste_nsed, stations can avoid startlﬂEU

'0g. This technique, carrier sensifo
© used on LANs and MANS.
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