UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 10,425,817 B2 Page 1 of 1
APPLICATION NO. : 16/200037

DATED : September 24, 2019

INVENTOR(S) : Torvinen et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Drawings

In Fig. 4, Sheet 3 of 11, Line 4, delete “identifier” and insert -- identifier) --, therefor.

In Fig. 4, Sheet 3 of 11, Line 5, delete “(null-scheme,” and insert -- (null-scheme), --, therefor.
In Fig. 15, Sheet 9 of 11, Line 5, delete “identifier” and insert -- identifier) --, therefor.

In Fig. 15, Sheet 9 of 11, Line 5, delete “(null-scheme,” and insert -- (null-scheme), --, therefor.
In the Specification

In Column 7, Line 61, delete “FIG. 3-8:” and insert -- FIGS. 3-8: --, therefor.

In Column 12, Line 7, delete “and or” and insert -- and/or --, therefor.

In Column 17, Line 63, delete “an Home” and insert -- a Home --, therefor.

In the Claims

In Column 21, Line 13, in Claim 1, delete “identifier” and insert -- identifier, --, therefor.

In Column 22, Line 13, in Claim 10, delete “(SUPI) ,” and insert -- (SUPI), --, therefor.

Signed and Sealed this
Twenty-first Day of April, 2020

Andrei Iancu
Director of the United States Patent and Trademark Office
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
16/200,037 11/26/2018 Vesa TORVINEN 3602-1734US2 8611
6449 7590 04/02/2020 | EXAMINER
ROTHWELL, FIGG, ERNST & MANBECK, P.C.
607 14TH STREET, N.W. HO, HUY €
SUITE 800
WASHINGTON, DC 20005 | ART UNIT | PAPER NUMBER
2644
| NOTIFICATION DATE | DELIVERY MODE
04/02/2020 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
PTO-PAT-Email @rfem.com

PTOL-90A (Rev. 04/07)
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

www.uspto.gov

Patent No.: 10425817

Issue Date:  (09/24/2019
Appl. No.:  16/200,037
Filed: 11/26/2018

PART (A) RESPONSE FOR CERTIFICATES OF CORRECTION

This is a decision on the Certificate of Correction request filed 05 March 2020.

The request for issuance of Certificate of Correction for the above-identified correction(s) under the
provisions of 37 CFR 1.322 and/or 1.323 is hereby:

(Check one)
Approved O Approved in Part (O Denied

Comments:

PART (B) PETITION UNDER 37 CFR 1.324 OR 37 CFR 1.48

(J This is a decision on the petition filed to correct inventorship under 37 CFR 1.324.

(J This is a decision on the request under 37 CFR 1.48, petition filed . In view of the fact
that the patent has already issued, the request under 37 CFR 1.48 has been treated as a petition to
correct inventorship under 37 CFR 1.324.

The petition is hereby: O Granted () Dismissed

Comment:

The patented filed is being forwarded to Certificate of Corrections Branch for issuance of a certificate
naming only the actual inventor or inventors.

/KATHY W WANG-HURST/

Supervisory Patent Examiner, Art Unit 2644
Technology Center 2600

Phone: (571)270-5371

Certificates of Correction Branch email: CustomerServiceCoC@uspto.gov CoC Central Phone Number: (703) 756-1814
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IN THE UNITED STATES PATENT & TRADEMARK OFFICE

IN RE APPLICATION OF: U.S. Patent No. 10,425,817
USPTO CONFIRMATION CODE: 8611
APPLICATION NO.: 16/200,037

FILED: November 26, 2018

EXAMINER: Huy C Ho

GROUP ART UNIT: 2644

FOR: SUBSCRIPTION CONCEALED IDENTIFIER

37 CFR 1.322 & 37 CFR 1.323 REQUEST FOR CERTIFICATE OF CORRECTION
FOR USPTO AND/OR APPLICANT MISTAKFE

HONORABLE COMMISSIONER OF PATENTS & TRADEMARKS
SIR:
The following is a request for a certificate of correction in Serial Number

16/200,037, now Patent Number 10,425, 817.

A certificate of correction under 35 USC 254 is respectfully requested in the
above-identified patent.

The errors were the fault of both the applicant and USPTO and, accordingly,
please charge $150.00 to our Deposit Account No. 50-1379. In the event that a further fee
is required, please charge the amount to the same Deposit Account.

The exact locations where the errors appear in the patent and patent application
are as follows:
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In Fig. 4, Sheet 3 of 11, Line 4, delete “identifier” and insert - - identifier) - -,
therefor.

(ORIGINALLY FILED SPECIFICATION, IN THE DRAWINGS DATED
NOVEMBER 26, 2018, SHEET 3 (PAGE 256 OF FW), FIGURE 4, LINE 4)

In Fig. 4, Sheet 3 of 11, Line 5, delete “(null-scheme,” and insert - - (null-
scheme), - -, therefor.

(ORIGINALLY FILED SPECIFICATION, IN THE DRAWINGS DATED
NOVEMBER 26, 2018, SHEET 3 (PAGE 256 OF FW), FIGURE 4, LINE 5)

In Fig. 15, Sheet 9 of 11, Line 5, delete “identifier” and insert - - identifier) - -,
therefor.

(ORIGINALLY FILED SPECIFICATION, IN THE DRAWINGS DATED
NOVEMBER 26, 2018, SHEET 9 (PAGE 262 OF FW), FIGURE 15, LINE 5)

In Fig. 15, Sheet 9 of 11, Line 5, delete “(null-scheme,” and insert - - (null-
scheme), - -, therefor.

(ORIGINALLY FILED SPECIFICATION, IN THE DRAWINGS DATED
NOVEMBER 26, 2018, SHEET 9 (PAGE 262 OF FW), FIGURE 15, LINE 6)

In Column 7, Line 61, delete “FIG. 3-8:” and insert - - FIGS. 3-8: - -, therefor.
(ORIGINALLY FILED SPECIFICATION DATED NOVEMBER 26, 2018,
PAGE 11 OF 35, PARAGRAPH [0079], LINE 2)

In Column 12, Line 7, delete “and or” and insert - - and/or - -, therefor.
(ORIGINALLY FILED SPECIFICATION DATED NOVEMBER 26, 2018,
PAGE 17 OF 35, PARAGRAPH [00100], LINE 3)

In Column 17, Line 63, delete “an Home” and insert - - a Home - -, therefor.
(ORIGINALLY FILED SPECIFICATION DATED NOVEMBER 26, 2018,
PAGE 26 OF 35, LINE 2)

In Column 21, Line 13, in Claim 1, delete “identifier” and insert - - identifier, - -,
therefor.

(AMENDMENTS TO THE CLAIMS DATED APRIL 23, 2019, PAGE 2 OF
11, CLAIM 1, LINE 12)

In Column 22, Line 13, in Claim 10, delete “(SUPI) ,” and insert - - (SUPI), - -,
therefor.

(AMENDMENTS TO THE CLAIMS DATED APRIL 23, 2019, PAGE 4 OF
11, CLAIM 13, LINE 2)
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The requested corrections are attached on Form PTO 1050.

Respectfully Submitted

, 2020 /Ronald J. Ward,Reg#54870/

DATE Ronald J. Ward
Registration No. 54,870
Attorney of Record
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PTOISB/M4 {(08-07)

Approved for use through 01/31/2020. OMB £651-0033

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required o respond 1o a collection of information unless # displays a valid OMB conirol number.
{Alsc Form PTC-1050}

UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

Page 1 0of2
PATENT NO. 110,425,817 B2

APPLICATION NO. : 16/200,037
ISSUE DATE : September 24, 2019

INVENTOR(S) : Torvinen, et al.

It is certified that an error appears or errors appear in the above-identified patent and that
said Letters Patent is hereby corrected as shown below:

In Fig. 4, Sheet 3 of 11, Line 4, delete “identifier” and insert - - identifier) - -,
therefor.

In Fig. 4, Sheet 3 of 11, Line 5, delete “(null-scheme,” and
insert - - (null-scheme)}, - -, therefor.

In Fig. 15, Sheet 9 of 11, Line 5, delete “identifier” and insert - - identifier) - -,
therefor.

In Fig. 15, Sheet 9 of 11, Line 5, delete “(null-scheme,” and
msert - - (null-scheme), - -, therefor.

In Columm 7, Line 61, delete “FIG. 3-8 and mnsert - - FIGS. 3-8: - -, therefor.
In Column 12, Lme 7, delete “and or’” and insert - - and/or - -, therefor.

In Column 17, Line 63, delete “an Home™ and insert - - a Home - -, therefor.

MAILING ADDRESS OF SENDER (Please do not use customer number below):

6300 Legacy, MS EVR 1-C-11
Plano, TX 75024
972-583-8656

This coltection of information is required by 37 CFR 1.322, 1.323, and 1.324. The informalticon is reguired to obtain or retain = benefit by the public which is to file
{and by the USPTO 1o process) an application. Confidentiality is governad by 35 J.5.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to
complete, including gathering, preparing, and submitting the completed application form 1o the USPTOC. Time will vary depending upon the individual case. Any
commends on the amount of time you require to complete this form andfor suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Paterd and Trademark Office, U.S. Department of Commerce, P.C. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA
22313-1450.

¥ you need assistance in completing the form, call 1-800-PT0O-8199 and select option 2.
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PTO/SB/M4 (08-07)
Approved for use through 01/31/2020. OMB £651-0033
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required o respond 1o a collection of information unless # displays a valid OMB conirol number.
{Alsc Form PTC-1050}

UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

Page 2 0of 2
PATENT NO. 110,425,817 B2

APPLICATION NO. : 16/200,037
ISSUE DATE : September 24, 2019
INVENTOR(S) : Torvinen, et al.

It is certified that an error appears or errors appear in the above-identified patent and that
said Letters Patent is hereby corrected as shown below:

In Column 21, Line 13, in Claim 1, delete “identifier” and insert - - identifier, - -,
therefor.

In Columm 22, Line 13, in Claim 10, delete “(SUPI) ,” and msert - - (SUPI), - -,
therefor.

MAILING ADDRESS OF SENDER (Please do not use customer number below):

6300 Legacy, MS EVR 1-C-11
Plano, TX 75024
972-583-8656

This coltection of information is required by 37 CFR 1.322, 1.323, and 1.324. The informalticon is reguired to obtain or retain = benefit by the public which is to file
{and by the USPTO 1o process) an application. Confidentiality is governad by 35 J.5.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to
complete, including gathering, preparing. and submitting the completed application form 1o the USPTC. Time will vary depending upon the individuai case. Any
commends on the amount of time you require to complete this form andfor suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Paterd and Trademark Office, U.S. Department of Commerce, P.C. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS

TO THIS ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA
22313-1450.

¥ you need assistance in completing the form, calt 1-800-PT0O-9198 and sefect oplion 2
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Privacy Act Statement

The Privacy Act of 1974 (P.L 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: {1) the general authority for the
coliection of this information is 35 U.S.C. 2{bX2}; (2} fumishing of the information sclicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furmnish the requested information, the U.S. Patent and Trademarik Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be freated confidentially to the extent allowed under the
Freedom of information Act {5 U.S.C. 552} and the Privacy Act {5 U.5.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Infarmation Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative fribunal, including disclosures to
opposing counsel in the course of setllement negotiations.

A record in this system of records may be disclosed, as a roufine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a confractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a{m).

A record related to an Intemational Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a rouline use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to ancther federal
agency for purposes of National Security review (35 U.S.C. 181} and for review pursuant to the
Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, 1o the Administrator,
General Services, or histher designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2908. Such disclosure shall
be made in accordance with the GSA regulations goveming inspection of records for this
purpose, and any cother relevant (i e., GSA or Commerce} directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.8.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

16200037

Filing Date:

26-Nov-2018

Title of Invention:

SUBSCRIPTION CONCEALED IDENTIFIER

First Named Inventor/Applicant Name:

Vesa TORVINEN

Filer:

Brian Michael Kearns/Amber Rodgers

Attorney Docket Number:

3602-1734US2

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

CERTIFICATE OF CORRECTION 1811 1 150 150
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

150
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Electronic Acknowledgement Receipt

EFS ID: 38780002
Application Number: 16200037
International Application Number:
Confirmation Number: 8611

Title of Invention:

SUBSCRIPTION CONCEALED IDENTIFIER

First Named Inventor/Applicant Name:

Vesa TORVINEN

Customer Number:

6449

Filer:

Brian Michael Kearns/Amber Rodgers

Filer Authorized By:

Brian Michael Kearns

Attorney Docket Number: 3602-1734US2
Receipt Date: 05-MAR-2020
Filing Date: 26-NOV-2018
Time Stamp: 14:19:35

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $150

RAM confirmation Number E202035E19493795

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
141388
P72588-
1 Request for Certificate of Correction US2_2020-03-05_CoC_Request no 3
Letter. pdf 5220e8f0033c8162fb8efabe8 1af4df8f04bs|
- 957
Warnings:
Information:
137118
2 Request for Certificate of Correction P72588_U52—2%$0_03_05—C0C' no 3
p 04d849400b17b36fc1e3194287672001994)
e78f5
Warnings:
Information:
30239
3 Fee Worksheet (SB06) fee-info.pdf no 2
0af84d7087348c018797d18ec9b817d22df|
Warnings:
Information:
Total Files Size (in bytes): 308745

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/200,037 09/24/2019 10425817 3602-1734US2 8611
6449 7590 09/04/2019

ROTHWELL, FIGG, ERNST & MANBECK, P.C.
607 14th Street, N.W.

SUITE 800

WASHINGTON, DC 20005

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Vesa TORVINEN, Sauvo, FINLAND;

Telefonaktiebolaget LM Ericsson (publ), Stockholm, SWEDEN;
Noamen BEN HENDA , Stockholm, SWEDEN;

David CASTELLANOS ZAMORA, Madrid, SPAIN;

Prajwol Kumar NAKARMI, Sollentuna, SWEDEN;

Pasi SAARINEN, Jarfalla, SWEDEN;

Monica WIFVESSON, Lund, SWEDEN;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
16/200,037 11/26/2018 Vesa TORVINEN 3602-1734US2 8611
6449 7590 08/29/2019 | EXAMINER
ROTHWELL, FIGG, ERNST & MANBECK, P.C.
607 14th Street, N.W. HO, HUY C
SUITE 800
WASHINGTON, DC 20005 | ARruNm | PAPERNUMBER
2644
| NOTIFICATION DATE | DELIVERY MODE
08/29/2019 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
PTO-PAT-Email @rfem.com

PTOL-90A (Rev. 04/07)
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mect Application No. Applicant(s)
Noth CofA//ed bili 16/200,037 TORVINEN et al.
olice of Allowabliity Examiner ArtUnit | AIA (FITF) Status
HUY C HO 2644 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to 08/26/2019.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1,3,5-11,13-16,19-20 and 22-23 . As a result of the allowed claim(s), you may be eligible to benefit from
the Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more

information, please see http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) CJAIl by (J Some  *c) (J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(3 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.[] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.[J Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. (J Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. [0 Other .

of Biological Material

4.0 Interview Summary (PTO-413),
Paper No./Mail Date.

/HUY C HO/

Primary Examiner, Art Unit 2644

U.S. Patent and Trademark Office i
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20190826
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
16/200,037 11/26/2018 Vesa TORVINEN 3602-1734US2 8611
6449 7590 08/26/2019 | EXAMINER
ROTHWELL, FIGG, ERNST & MANBECK, P.C.
607 14th Street, N.W. HO, HUY C
SUITE 800
WASHINGTON, DC 20005 | ARruNm | PAPERNUMBER
2644
| NOTIFICATION DATE | DELIVERY MODE
08/26/2019 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
PTO-PAT-Email @rfem.com

PTOL-90A (Rev. 04/07)
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mect Application No. Applicant(s)
Noth CofA//ed bili 16/200,037 TORVINEN et al.
olice of Allowabliity Examiner ArtUnit | AIA (FITF) Status
HUY C HO 2644 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to 04/23/2019.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are See Continuation Sheet . As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more

information, please see http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) CJAIl by (J Some  *c) (J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(3 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.[] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.[J Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. (J Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0J Examiner's Comment Regarding Requirement for Deposit 7. ¥} Other See Attached Corrected Issue Classification.

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.

/HUY C HO/
Primary Examiner, Art Unit 2644

U.S. Patent and Trademark Office i
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20190819
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Continuation Sheet (PTOL-37) Application No. 16/200,037

Continuation of 3. The allowed claim(s) is/are: 1,3,5-11,13-16,19-20 and 22
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |i¢.00 037 TORVINEN et al.
H “ “H“ Examiner Art Unit
HUY C HO 2644

CPC

Symbol Type Version
HO4W 12 06 F 2013-01-01
HO4L 63 0414 | 2013-01-01
HO4L 63 06 | 2013-01:-01
HO4W 12 02 | 2013-01-01
HO4W 12 04 | 2013-01-01
HO4L 9 3066 | 2013:01-01
HO4L 63 0428 | 20130101
HO4W 8 18 | 2013-01=01
HO4W 60 00 | 2013-01-01
HO4L 9 083 | 2013-01:-01
HO4L 9 0841 | 2013-01-01
HO4L 9 088 | 2013-01-01
HO4L 9 321 | 2013:01-01
HO4L 63 123 A 2013-01-01
HO4W 12 10 A 2013-01=01
HO4L 2463 061 A 2013-01-01
HO4W 12 00518 A 2019-01-01
HO4L 2209 80 A 2013-01-01
CPC Combination Sets

Symbol Type Set Ranking Version
NONE

Total Claims Allowed:

(Assistant Examiner) (Date) 17

/HUY C HO/ 19 August 2019 . . -
Primary Examiner, Art Unit 2644 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3

U.S. Patent and Trademark Office

Page 1 of 3

Part of Paper No.: 20190819
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |i¢.00 037 TORVINEN et al.
H “ “H“ Examiner Art Unit

HUY C HO 2644

INTERNATIONAL CLASSIFICATION
CLAIMED

HO4M

NON-CLAIMED

US ORIGINAL CLASSIFICATION
CLASS SUBCLASS

455 411

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

455 410 4351 435.2 4353

380 277 278 279 280 281 282

380 283 284 285

NONE

Total Claims Allowed:

(Assistant Examiner) (Date) 17

/HUY C HO/ 19 August 2019 . . A
Primary Examiner, Art Unit 2644 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3
U.S. Patent and Trademark Office Part of Paper No.: 20190819

Lenovo Ex. 1009
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/ssue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/200,037 TORVINEN et al.
Examiner Art Unit
HUY C HO 2644

(J Claims renumbered in the same order as presented by applicant (J CPA [ T.D. (J R.1.47
CLAIMS
Final |Original]Final |Original|Final [Original|Final |Original|Final [Original]Final |Original]Final |Original]Final |Original
1 1 8 10 14 19
2 9 11 15 20
2 3 12 21
4 10 13 16 22
3 5 11 14 17 23
4 6 12 15
5 7 13 16
6 8 17
7 9 18
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 17
/HUY C HO/ 19 August 2019 . . -
Primary Examiner, Art Unit 2644 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3

U.S. Patent and Trademark Office

Page 3 of 3

Part of Paper No.: 20190819
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PART B - FEE{S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via BFS-Web

By mail, send o Mail Stop ISSUE FEE By fax, send to:
Commissioner for Patents
P.O. Boy 1450
Alexandrin, Virgiwa 22313-1450

INSTRUCTIONS: This form should be uised for ransmitting the ISSUE PEE and PUBLICATION FEE Uif required). Rincks | through 3 should be complated Whers appropriate. Al
further correspondence inck uding the Patent, advance orders 518 notification of maistenance focs will be msiled to the current "O‘Tespouden('z. address & indicated unlesy correctad
hejow or directed otherwise in Block 1, by : {2) specifying a pew correspondence addrssy; and/or (h) indicating o separate "FEE ADPRESS® for wmaintenande {6¢ nntfications.
Note: A cortificate of mailing can only be used for domwestic mailings of the
CUHRRENT CORRESPONDENCE ADDRESS (Note: Uss Blonk § focany shange of addeess} Teets) Transmittal, This ces “mm“ gasmor e used for any other gerompanying
papers. Hach additional paper, such as an assignwent of fofmal deawing, ot
haveits owa certifiente 6f mashns OF transssion,

T
N
os
e
1]
b2
-~
3%
€
P
20
o
LR

6449 759G 071012019 Certificaie of Mailtng or Transmission

ROTHWELL, FIGG, BRNST & MANBECK, BP.C. 1 herebyv cortify that this Feeds) Trassmittal is being deposited with the United
. oty i States Postal Service with sufficient postage for first elass mail in an envelope
&07 14th Street, MW, addressed to the Mail Siop 1SSUE FEE addresy shove, or being transmitted o
SUTTE R0O thie USPEQ via BES-Web or by facsimile to (371) 2732885 on the dafe below.
WASHINGTON, DC 20005 (e e e
{Sgnanire)
(D31
i APPLICATION NO. g FILING DATE ] FIRST NAMED INVENTOR g ATTORNEY DOCKET KO, ; CONEIRMATION NO, i

16200037 1172612018 Vesa TORVINEN 360217340182 8611

TITLE OF INVENTION: SURSCRIPTION CONCEALEDIDENTIFIER

E APPLN, TYPE ! ENTITY STATUS i ISSURFEEDUE ; PUBLICATION FREDUR E PREY, PAID ISSUR FRE E TOTAL FEESI DUE I DATEDNUE é
ponprovisienal URDISCOUNTED %1000 $0.00 30.00 51000 1041092019
| BXAMIVER | ART URTT | cussssusciass |
HO, HUY C 2644 455-411006
1. Change of correspondence addrass or indication of "Feg Addvess” (37 3. For pninting on the patent front page, fist
CHFR 1.363). (1) The names of up 1o 3 tegistared palew altorneys

or agents OR, alterna atiuely, 1 Rothwell, Figg, Emist & Manbeck P.C.

(2) The nawe of & single fivm {having a8 & tewber &
registered attorpey or agent] and the names of up o 2

ey L e — 2 M:Mxtmcd patent aorneys or ageats, I no nams i
! b 3 37, A gt o A ¥
w} Fee Address” indication {or "Ree Address” Indication form PEQY Yisted, no asme will be printed.

SB/AT; Rey 0309 or more recent) attached. ise of 3 - Tpstomier
Mumbey is reguired,

2. ASSIGNEE NAME AMD RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE ROTE: Unless an assigner isidentified below, no assignee data will 2r>pex1r on the patent. If an assignee is identified bejow, the document must have been previously
i ed,-or filed For recordation, as set forth in 37 CPR 3,11 and 37 CFRA81(2). Completion of this form is NOT a substituta for & iling an assignment,

{A) NAME OF ASSIGHEE {8} RESIDENCE: {C1TY and STATE OR COUNTRYY

i Cha sige of conespondence addiess (orChange of Corréspondence
Address Forrst PTO/SB/122) attached.

Telefonaktisholaget LM Ericsson {pubh) Stockholm, Swedsn

J Government

Plesse chieck the appropriate assignes category or categories (wWill nat be printed on the patent) Lok Tndividial B Cosporation or other private SIQUY et
1348 g 2 2 1 SEOQE )

A, Fees subwitted: &Ys&uc Fee Epubtication Fee G reguired ) fdSedvance Order ~# of € opies

4b. Mathod of Pavment: (Please first veapply any grevionsty patd fee shov abose)

&Y Blectronic Payment via BES-Web L3 Baclosed check % Non-elecizonic payment by credit card { Attach form PTO-2038)

%4 The Directoris herchy suthorized o charge the requived fee(s), may deficiency, or credit any averpayment io Depesit Account No. 82-2135

Y RVEL PR VIHBERL W0 DS RNIC ALCOBNL 0L METe i

3, Chauge o Entity States (from status indicated above}

4 Applicamy certitying micro entity status. See 37 CPR 1.28

pred at therisk of application abandenment.
tty sratus, checking s box will be taken

7 stais.

bqu‘i\lng_ ﬂns DQ\ W tll be &ﬁ« entobea rmr-ixcmt ot foss of eutitlement to-wmall or mieres

status, as applicable.

] Applivant asserting small entity status. See 37 CPR 1.27

X Applicant changing to regular undiscounted fee:stutis.

NOTE; This-formmust be signed i .aco Q}ﬁ%md} FLEER 1.31 and 1,33, See 37 CFR 1.4 for signature sequircnients and certificgrions. .y

< N LRRsY e Simianas
- &g o Ry g
Authorized Signatun & ; /“\“f fl Date fod & {"‘"\}.-? S
(& ,,r‘f.-v-‘y ;
Typed or prined name _Bri@n 8 _Rasenbloor wistration No, 41276
Pape 2 of 3
PTOL-83 Part B {08-18) Approved for wse through 8143172020 OMRB 3651-0033 U.S. Patent and Trademark Otfice; U.S DEPARTMENT OFCOY \'if“ CE
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Electronic Patent Application Fee Transmittal

Application Number: 16200037

Filing Date: 26-Nov-2018

Title of Invention: SUBSCRIPTION CONCEALED IDENTIFIER
First Named Inventor/Applicant Name: Vesa TORVINEN

Filer: Brian S. Rosenbloom/Xania Steele
Attorney Docket Number: 3602-1734US2

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 1000 1000
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

1000
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Electronic Acknowledgement Receipt

EFS ID: 36810900
Application Number: 16200037
International Application Number:
Confirmation Number: 8611

Title of Invention:

SUBSCRIPTION CONCEALED IDENTIFIER

First Named Inventor/Applicant Name:

Vesa TORVINEN

Customer Number:

6449

Filer:

Brian S. Rosenbloom/Xania Steele

Filer Authorized By:

Brian S. Rosenbloom

Attorney Docket Number:

3602-1734US2

Receipt Date: 07-AUG-2019
Filing Date: 26-NOV-2018
Time Stamp: 16:10:40

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $1000

RAM confirmation Number E201987G11269423
Deposit Account 022135
Authorized User Xania Steele

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

Lenovo Ex. 1009
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

3177254

1 Issue Fee Payment (PTO-85B) 3602-1734U52_Issue-Fee- no 1

Transmittal.pdf
bB2678a5e2eb75c73ad2f9e89%171e75fc3

57ff9

Warnings:

Information:

30121
2 Fee Worksheet (SB06) fee-info.pdf no 2
98ab1c1c32ecdb1978479330a4b47b9713
d79e8d
Warnings:
Information:
Total Files Size (in bytes): 3207375

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Appl. No. : 16/200037

First Named Inventor : Vesa TORVINEN
Filed : November 26, 2018
TC/AU. 1 2644

Examiner : Huy C. Ho

Docket No. 1 3602-1734US2
Customer No. 1 6449

Confirmation No. : 8611

SUBMISSION OF DECLARATION

Director of the United States Patent
and Trademark Office
P.O. Box 1450
Alexandria, Virginia 22313-1450
Dear Sir:

Submitted herewith are the declarations of the inventors in connection with the above-
identified patent application.

The Commissioner is authorized to charge any additional fees or credit any overpayment

to Deposit Account No. 02-2135.

Respectfully submitted,
/Brian S. Rosenbloom/

By

Brian S. Rosenbloom

Attorney for Applicant

Registration No. 41,276

ROTHWELL, FIGG, ERNST & MANBECK, p.c.
Suite 800, 607 14th Street, N.W.

Washington, D.C. 20005

Telephone: (202)783-6040
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Rothwell, Figg, Ernst & Manbeck, P.C, Altornsy Docket No. 3602-1734U82
For applications filed on or after September 18, 2012

DECLARATION (37 CFR 1.83) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.78)

Caution: A person may not execuls an oath or declaration for an application unless that person has reviewed and
undersiands the contents of the appilcation, including the claims, and js aware of the duty to disciose to the US Patent and
Trademark Office alf information known fo the person (o Be material fo patentabliity as defined in 37 CFR 1.56,

Title of

invention ! S . . . .
SUBSCRIPTION CONCEALED IDENTIFIER

As the below named inventor, | hereby declare that:

This declaration is directed to:

] The attached application, or

%! United States application or PCT international application number _{6/200037
filed on February 12, 2018 .

The above-identified application was made or authorized to be made by me.
I beleve that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any williul false statement made in this declaration is punishable under 18 U.S.C. 1001 by fine or
imprisohment of not more than five (5) years, or both.

LEGAL NAME OF INVENTOR

Typed Name of Inventor. Vesa TORVINEN

Date {optionai):

Signature of Inventor:

Last Modified 3/1/2019
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Rothwell, Figg, Ernst & Manbeck, P.C, Altorney Docket No. 3602.-1734U82
For applications filed on or after September 16, 2042

QECLARAT {ON (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Caution: A person may not execute an oath or deciaration for an application uniess that person has reviewed and
understands the confents of the appiication, including the clalms, and Is aware of the duty to disclose to the US Patent and
Trademark Office all information known to the person o be material to patentabiiity as defined in 37 CFR 1.586.

Title of

invention ) . ) .
SUBSCRIPTION CONCEALED IDENTIFIER

As the below named inventor, | hereby declare that:

This declaration is directed to

] The attached application, or

X Linited Slates application or PCT international application number _16/200037
filed ont February 12, 2018 .

The above-identified application was made or authorized to be made by me.

| believe that | am the origing! inventor or an original joint inventor of a claimed invention in the application,

o

i hereby acknowledge that any wiliful false statement made in this declaration is punishable under 18 U.8.C. 1001 by fine or
raprisonment of not more than five (8) vears, or both,

LEGAL NAME OF INVENTOR

Typed Name of inventor. Noamen BEN HENDA

Signature of inventor: Date {optional): 2ol9 -0 5 el

Last Modified 3/1/2018
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Rothwell, Figg, Ernst & Manbeck, PG, Attorney Docket No., 380217344082
For applications fiied on or aftar September 16,2012

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET {37 CFR 1.76}

Caution: A parson may not exscute an oath or declaration for an application urdess that person has reviewed and
understands the coments of the applivation, including the claims, and is aware of the duty o disciose o the US Patent and
Trademark Office all information knows to the person 10 be material (o patentability as defined in 37 CFR 1.55,

Title of
Invention

SUBSCRIPTION CONCEALED IDENTIFIER

As the below named inventor, | heraby declare that:

This declaration s directed to;

D The attached application, or

&l united States application or PCT international application number _16/200037
fitedd on February 12, 2018

The ahove-identified application wag made or authorized fo be made by me.
{ believe that | am the original inventor or an original joint inventor of & claimed invention in the application,

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 LL.8.C. 1001 by fine or
imprisonment of not more than five {8) years, or hoth.

LEGAL NAME OF INVENTOR . .

Date {optional):

Last Modified 7/11/2049

Lenovo Ex. 1009
Page 31



Rothwell, Figg, Ernst & Manbeck, P.C. Attorney Docket No, 3602-1734U82
For applications filed on or after September 16, 2012

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
- APPLICATION DATA SHEET (37 CFR 1.76)

Caution: A person may nof execule an oath or declaration for an application unless that person has reviewed and
understands the contenis of the application, including the claims, and is aware of the duty fo disclose fo the US Patent and
Trademark Office all information known fo the person to be material to patentability as defined in 37 COFR 1.56.

Title of

invention B e £ o } ,
SUBSCRIPTION CONCEALED IDENTIFIER

As the beiow named inventor, | hareby declare that:

This declaration is directed to:

£} The attached appiication, or

B United States application or PCT international application number _16/200037
filted on February 12, 2018 .

The above-identified application was made or authorized o be made by me.
| believe that { am the original inventor or an original joint inventor of & claimed invention in the application.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 L.5.C. 1001 by fine or
impriscnment of not more than five {8} years, or hoth,

LEGAL NAME OF INVENTOR

Typed Name of Inventor: Prajwol Kumar NAKARMI

i
St i an,
Date (cptécma%}:@ Mavha 2049

Signature of Inventor:

t ast Modified 3/1/19
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Rothwell, Figg, Ernst & Manbeck, P.C. Attorney Docket No. 3602-1734U82
For apphications filed on or after September 18, 23012

DECLARATION (37 CFR 1.83) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76}

Caution: A person may not execute an oath or declaration for an application unless thatl person has reviewed and
understands the contents of the appiication, including the claims, and is aware of the duty to disclose fo the US Patent and
Trademark Office all information known to the person {o be material to petentabifity as defined in 37 CFR 1.58.

Title of

invention . y
SUBSCRIPTION CONCEALED IDENTIFIER

Ag the below named inventor, | hereby declare that:

This declaralion is directed o

[T The attached application, or

X United States application or PCT international application number _16/200037

The ahove-identified application was made or authorized o be made by me.
| belisve that | am the original inventor or an origina joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement mads in this declaration is punishable under 18 U.S.C. 1001 by fins or
imprisonment of not more than five {5} years, or both,

LEGAL NAME OF INVENTOR

Typed Name of Inventor: Pasi SAARINEN

P :,:-a

o

Date {oplional):

Signature of Inventor=™ &

Lasi Modified 4/18/2019
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Rothwell, Figg, Ermnst & Manbeck, P.C, Aftorney Docket No, 3602.1734482
For applications filed on or after September 16, 2012

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.78)

Caution: A person may not execute an cath or declaration for an application uniess that person has reviewed and
understands the contents of the application, including the ciaims, and Is aware of the duty fo disclose to the U8 Pafent and
Trademark Office all information known fo the person fo be material fo patentability as defined in 37 CFR 1.56.

Title of

invention . o - . . ‘ y
SUBSCRIPTION CONCEALED IDENTIFIER

As the below named inventor, | hereby declare that:

This declaration is directed {o

m The altached application, or

% tnited States application or PCT international application number _18/200037
filed on February 12, 20198 .

The above-identified application was made or authorized fo be made by me.
{ believe that | am the original inventor or an original joint inventor of a claimed invention In the application.

| hereby acknowledge that any willful false statement made in this declaration is purishable under 18 U.S.C. 1001 by fine or

imprisonment of not more than five {8} vears, or both,

LEGAL NAME OF INVENTOR

Typed Name of Inventor. Monica WIFVESSON

e
- ML E G g0
Date (optionaly LG/ 7 - 035 3/

)y ’lf

s i

) oYY et
:./{ ;';”f:/;’ e }f‘{j ;{ :{i

Sigrature of Invenior:

Last Modified 3/1/2018
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Electronic Acknowledgement Receipt

EFS ID: 36553947
Application Number: 16200037
International Application Number:
Confirmation Number: 8611

Title of Invention:

SUBSCRIPTION CONCEALED IDENTIFIER

First Named Inventor/Applicant Name:

Vesa TORVINEN

Customer Number:

6449

Filer:

Brian S. Rosenbloom/Xania Steele

Filer Authorized By:

Brian S. Rosenbloom

Attorney Docket Number:

3602-1734US2

Receipt Date: 11-JUL-2019
Filing Date: 26-NOV-2018
Time Stamp: 13:05:59

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Size( B){tes)/ Multl- 'Pages
Number Message Digest | Part/.zip| (ifappl.)
17679
1 Transmittal Letter 3602—1734U52_§fubm|55|onDec o 1
p 05cf99ec6058c6aaB13c396597be571052fb|

e50f

Warnings:
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Information:

630428
2 Oath or Declaration filed 36021 734U52d_fDecIarat|ons. no 6
p 142c60928d9f35010bcf8ade96252850694
clcls
Warnings:
Information:
Total Files Size (in bytes): 648107

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
6449 7590 07/10/2019
ROTHWELL, FIGG, ERNST & MANBECK, P.C. HO,HUY C
607 14th Street, N.W.
SUITE 800 | ART UNIT PAPER NUMBER |
WASHINGTON, DC 20005 2644
DATE MAILED: 07/10/2019
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
16/200,037 11/26/2018 Vesa TORVINEN 3602-1734U82 8611

TITLE OF INVENTION: SUBSCRIPTION CONCEALED IDENTIFIER

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 10/10/2019

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

6449 7590 07/10/2019 Certificate of Mailing or Transmission

ROTHWELL. FIGG. ERNST & MANBECK. P.C I hereby certify that this Fee(s) Transmittal is being deposited with the United
’ ’ T States Postal Service with sufficient postage for first class mail in an envelope
607 14th Street, N.W. addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
SUITE 800 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
WASHINGTON, DC 20005 (Typed or printed name)
(Signature)
(Date)
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

16/200,037 11/26/2018 Vesa TORVINEN 3602-1734US2 8611

TITLE OF INVENTION: SUBSCRIPTION CONCEALED IDENTIFIER

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 10/10/2019
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
HO, HUY C 2644 455-411000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys

or agents OR, alternatively, 1
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

M| Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [Jpublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29
M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/200,037 11/26/2018 Vesa TORVINEN 3602-1734US2 8611
6449 7590 07/10/2019 | EXAMINER |
ROTHWELL, FIGG, ERNST & MANBECK, P.C. HO, HUY C
607 14th Street, N.W.
SUITE 800 | ART UNIT PAPER NUMBER |
WASHINGTON, DC 20005 2644

DATE MAILED: 07/10/2019

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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IApplication No. [Applicant(s)

. . . 16/200,037 Vesa TORVINEN
Notice Requiring Inventor’s
Oath or Declaration Examiner [Art Unit
[HO, HUY C 2644

This notice is an attachment to the Notice of Allowability (PTOL-37), or the Notice of Allowability For A Design
Application (PTOL-37D).

An inventor’s oath or declaration in compliance with 37 CFR 1.63 or 1.64 executed by or with respect to each
inventor has not yet been submitted.

An oath or declaration in compliance with 37 CFR 1.63, or a substitute statement in compliance with 37 CFR 1.64,
executed by or with respect to each inventor (for any inventor for which a compliant oath, declaration, or substitute
statement has not yet been submitted) MUST be filed _no later than the date on which the issue fee is paid. See 35
U.S.C. 115(f). Failure to timely comply will result in ABANDONMENT of this application.

A properly executed inventor’s oath to declaration has not been received for the following inventor(s):

If applicant previously filed one or more oaths, declarations, or substitute statements, applicant may have received
an informational notice regarding deficiencies therein.

The following deficiencies are noted:

INFORMAL ACTION PROBLEMS
* A properly executed inventor's oath or declaration has not been received for the following inventor(s): Vesa
TORVINEN, Noamen BEN HENDA, David CASTELLANOS ZAMORA, Prajwol Kumar NAKARMI,
Pasi SAARINEN, and Monica WIFVESSON.
Applicant may submit the inventot's oath or declaration at any time before the Notice of Allowance and Fee(s)
Due, PTOL-85, is mailed.

Questions relating to this Notice should be directed to the Application Assistance Unit at 571-272-4200.

U.S. Patent and Trademark Office
PTO-2306 (01-13) Notice Requiring Inventor’s Oath or Declaration
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.
8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issyed patent.
9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 1?1'59&[%@"- 1009
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.Page M



Application No. Applicant(s)
) o 16/200,037 TORVINEN et al.
Notice of Allowability Examiner ArtUnit | AlA (FITF) Status
HUY C HO 2644 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to 04/23/2019.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are See Continuation Sheet . As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more

information, please see http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) CJAIl by (J Some  *c) (J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(3 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.[] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.[J Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. [0 Other .

of Biological Material
4. Interview Summary (PTO-413),
Paper No./Mail Date. 20190629.

/HUY C HO/
Primary Examiner, Art Unit 2644

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20190629
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Continuation Sheet (PTOL-37) Application No. 16/200,037

Continuation of 3. The allowed claim(s) is/are: 1,3,5-11,13-16,19-20 and 22-23
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Application/Control Number: 16/200,037 Page 2
Art Unit: 2644

DETAILED ACTION

Notice of Pre-AIA or AIA Status
1. The present application, filed on or after March 16, 2013,

is being examined under the first inventor to file provisions of

the AIA.

Response to Arguments
2. Applicant’s arguments filed on 04/23/20119 have been fully
considered and are persuasive. The rejection of claims 1, 3, 5-

11, 13-16, 19, 20, 22 and 23 has been withdrawn.

Allowable Subject Matter

3. Claims 1, 3, 5-11, 13-16, 19, 20, 22 and 23 are allowed.
4, The following is an examiner’s statement of reasons for
allowance:

The arguments made in the Applicant Arguments/Remarks on
04/23/20119 have been fully considered and are persuasive.
Further search has been updated. However, no reference is found
alone or in any combination with the prior art of record to
provide the teachings, suggestions or disclosures of the unique
claimed features/limitations from the independent claims filed

on 04/23/20119.

Lenovo Ex. 1009
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Application/Control Number: 16/200,037 Page 3
Art Unit: 2644

Therefore, claims 1, 3, 5-11, 13-16, 19, 20, 22 and 23 are
deemed allowed.

Any comments considered necessary by applicant must be
submitted no later than the payment of the issue fee and, to
avold processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled “Comments on
Statement of Reasons for Allowance.”

5. Any inguiry concerning this communication or earlier
communications from the examiner should be directed to HUY C HO
whose telephone number is (571)270-1108. The examiner can
normally be reached on M-F SAM-5PM.

Examiner interviews are available via telephone, in-person,
and video conferencing using a USPTO supplied web-based
collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are
unsuccessful, the examiner’s supervisor, KATHY WANG-HURST can be
reached on (571)270-5371. The fax phone number for the
organization where this application or proceeding is assigned is
571-273-8300.

Information regarding the status of an application may be
obtained from the Patent Application Information Retrieval

(PAIR) system. Status information for published applications

Lenovo Ex. 1009
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Application/Control Number: 16/200,037 Page 4
Art Unit: 2644

may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system,
see http://pair-direct.uspto.gov. Should you have guestions on
access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or
access to the automated information system, call 800-786-9199

(IN USA OR CANADA) or 571-272-1000.

/JHUY C HO/
Primary Examiner, Art Unit 2644
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Application No. Applicant(s)

. . i 16/200,037 TORVINEN et al.
Examiner-Initiated Interview Summary
Examiner Art Unit AlA (FITF) Status
HUY CHO 2644 Yes

All participants (applicant, applicant’s representative, PTO personnel):

(1) HUY C. HO. ) B

(2) BRIAN ROSENBLOOM (Reg. No. 41,276). (4) .

Date of Interview: 02 July 2019.

Type: Telephonic [ Video Conference
(J Personal [copy given to: [ applicant (J applicant's representative]

Exhibit shown or demonstration conducted: ([ Yes No.
If Yes, brief description:

Issues Discussed [J 101 [J112 102 103 [ Others

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 1,11,13 and 20.

Identification of prior art discussed: Lee, Hsu and Liu.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a reference

or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Discussed the amended limitations/features of the independent claims 1,11,13 and 20 over the prior art references of
record above. The amended claims overcome the prior art rejection. Claims 1,11,13 and 20 are in condition for
allowance..

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the general
thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the general results or
outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

J Attachment

/HUY C HO/
Primary Examiner, Art Unit 2644

U.S. Patent and Trademark Office
PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20190629
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |i¢.00 037 TORVINEN et al.
H “ “H“ Examiner Art Unit
HUY C HO 2644

CPC

Symbol Type Version

HO4W 12 06 F 2013-01-01

HO4L 63 0414 | 2013-01-01

HO4L 63 06 | 2013-01:-01

HO4W 12 02 | 2013-01-01

HO4W 12 04 | 2013-01-01

HO4L 9 3066 | 2013-01-01

HO4L 63 0428 | 2013-01-01

HO4W 8 18 | 2013-01-01

HO4W 60 00 | 2013-01-01

HO4L 9 083 | 2013-01-01

HO4L 9 0841 | 2013-01-01

HO4L 9 088 | 2013-01-01

HO4L 9 321 | 2013-01-01

HO4L 63 123 A 2013-01-01

HO4W 12 10 A 2013-01-01

HO4L 2463 061 A 2013-01-01

HO4W 12 00518 A 2019-01-01

HO4L 2209 80 A 2013-01-01

CPC Combination Sets

Symbol Type Set Ranking Version
NONE

Total Claims Allowed:

(Assistant Examiner) (Date) 16

/HUY C HO/ 03 July 2019 . . A
Primary Examiner, Art Unit 2644 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3
U.S. Patent and Trademark Office Part of Paper No.: 20190629

Lenovo Ex. 1009

Page 1 of 3 Page 48



/ssue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/200,037 TORVINEN et al.
Examiner Art Unit
HUY C HO 2644

INTERNATIONAL CLASSIFICATION

CLAIMED

HO4M

NON-CLAIMED

US ORIGINAL CLASSIFICATION

CLASS

SUBCLASS

455

411

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
455 410 4351 4352 435.3
380 277 278 279 280 281 282
380 283 284 285
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 16
/HUY C HO/ 03 July 2019 . . _—
Primary Examiner, Art Unit 2644 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3
U.S. Patent and Trademark Office Part of Paper No.: 20190629
Lenovo Ex. 1009
Page 2 of 3

Page 49



/ssue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/200,037 TORVINEN et al.
Examiner Art Unit
HUY C HO 2644

(O Claims renumbered in the same order as presented by applicant (J CPA [ T.D. (J R.1.47

Primary Examiner, Art Unit 2644
(Primary Examiner)

CLAIMS
Final |Original]Final |Original|Final [Original|Final |Original|Final [Original]Final |Original]Final |Original]Final |Original
1 1 10 13 19
2 8 11 14 20
2 3 12 21
4 9 13 15 22
3 5 10 14 16 23
4 6 11 15
5 7 12 16
6 8 17
7 9 18
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 16
/HUY C HO/ 03 July 2019

O.G. Print Claim(s)

(Date) 1

O.G. Print Figure
3

U.S. Patent and Trademark Office

Page 3 of 3

Part of Paper No.: 20190629

Lenovo Ex. 1009
Page 50



Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes |46,50,037 TORVINEN et al.
H““H““ HH“H “H“‘ o s
HUY C HO 2644
CPC - Searched*
Symbol Date Examiner
H04W12/00; HO4W12/001; HO4W12/02; HO4W12/04; HO4W12/06; HH
H04W12/0602; HO4W12/0605; H04W8/18; HO4W60/00; HO4L63/0414; 03/07/2019
H04L63/0428
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner
455 411 03/07/2019 HH

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of the

search.

Search Notes

Search Notes Date Examiner
EAST Database Search 03/07/2019 HH
Inventor Search 03/07/2019 HH
Search updated 07/03/2019 HH
Interference Search
US Class/CPC US Subclass/CPC Group Date Examiner
Symbol
455 410 03/07/2019 HH
380 277-282; 283-285 03/07/2019 HH
/HUY C HO/
Primary Examiner, Art Unit 2644

U.S. Patent and Trademark Office PLNFOMONE X0

Page 1 of 1

Page 51




EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref
#

Hits

i{Search Query

DBs

Default

fPlurals
Operator ||

Time

HIStamp

S1

("20130003971").PN.

US-PGPUB;
USPAT

OR

ON

2019/03/07.
14:41

S2

134

[({{("TORVINEN") near3 ("Vesa")) OR ({"BEN") near3 {"HENDA") near3 ("Noamen")) OR {{"CASTELLANOS") near3 {"ZAMORA") near3 ("David")) OR ({"NAKARMI")
near3 {"Prajwol")) OR ({"SAARINEN") near3 {"Pasi")) OR ({"WIFVESSON") near3 {"Monica"))).INV.

US-PGPUB;
USPAT;
USQOCR;
EPQ; JPO;
DERWENT

OR

ON

2019/03/07.
15:29

S3

223000

(455/410-411|380/277-282| 380/ 283-
285| HO4W12/00| HO4W12/001| HO4W12/02| HO4 W12/ 04| HO4W12/ 06| HO4W12/0602| HO4W12/0605| HO4W8/ 18| HO4 W60/ 00| HO4LB3/ 0414| HO4L63/0428).cels, cpe.

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/07.
18:47

1S4

218974

1S3 and {@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/07.
18:50

S5

90862

S4 and {authenticat$3)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/07.
18:52

56433

S5 and {server)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/07:
18:52

S7

S6 and (SUCI)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/07!
18:52

S8

6289

S6 and {{encrypt$3 cipher$3 encode encoding) neard4 {identifier identification))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/07:
18:54

1S9

41

S8 and {conceal$3 neard {id identifier identification))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/07:
18:55

S10

1S9 and {(decrypt$3 decoding decode decipher$3 de$conceal$3 reveal$3) near4 (id identification identifier))
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18:56
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EAST Search History

USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

S11

S10 and {home neard network neard {id identification identifier))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/07.
18:58

S12

("20020004898" | "20050289643" | "20060235796" | "20070107047" | "20080123850" | "20080260149" | "6260147" | "6785823" | "7042988").PN. OR
("7594113").URPN.

US-PGPUB;
USPAT;
USCCR

OR

ON

2019/03/07.
19:28

S13

("20020004898" | "20050289643" | "20060235796" | "20070107047"
"7042988" | "7088822" | "7224804" | "7594113").PN. OR ("7945777"

20080123850" | "20080260149"
URPN.

"6260147" | "6785823" | "6904466" | "6911974" |

US-PGPUB;
USPAT;
USCCR

OR

ON

2019/03/07.
19:35

S14

142

("6175743" | "6175922").PN. OR ("6260147").URPN.

US-PGPUB;
USPAT;
USCCR

OR

ON

2019/03/07.
19:41

S15

{SUPI {subcription near4 permanent neard identifier)) same {encrypt$3 decrypt$3) same {SUCI {subcription neard concealed neard identifier)) same {server)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/11
17:49

S16

S15 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/11
17:49

S17

{SUPI {subcription near4 permanent near4 identifier)) same {encrypt$3 decrypt$3) same {SUCI {subcription neard concealed neard identifier))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/11
17:49

S18

S17 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/11
17:49

S19

{SUPI {subcription neard permanent near4 identifier)) same {encrypt$3 decrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/11
17:50

S20

S19 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/11
17:50

520 and {server)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/11
17:50

S22

S21 and {{conceal$3 hidden encrypt$3) near4 (id identifier identification))
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USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

523

(subcription neard permanent neard identifier) same {encrypt$3 decrypt$3) same (subcription neard concealed near4 identifier)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/11
18:11

524

230665

(455/410-411|455/435.1-435.3| 380/ 277-282| 380/ 283-
285| HO4W12/00| HO4W12/001| HO4W12/02| HO4 W12/ 04| HO4W12/ 06| HO4W12/0602| HO4W12/0605| HO4W8/ 18| HO4 W60/ 00| HO4LB3/ 0414| HO4LB3/0428) .cels, cpe.

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

ON

2019/03/11
18:36

S25

226507

S24 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

ON

2019/03/11
18:37

S26

26623

S25 and (authenticat$3 neard server)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/11
18:38

S27

9822

S26 and {subscriber)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/11
18:39

312

S27 and {home neard network near4 {id identifier identification))

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/11
18:40

529

189

S28 and {encrypt$3 decrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/11
18:40

S30

96

S29 and {scheme)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/11
18:41

1S31

S29 and {conceal$3 neard (identifier id identification))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/11
18:41

S32

79

529 and {{private public) near5 {key identifier identification))
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DERWENT;
IBM_TDB

S33

43

S32 and {{encrypt$3 encod$3) neard (id identifier identification))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/11

18:52

S34

S33 and {{decrypt$3 decod$3) neard (id identifier identification))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/11
18:54

S35

2508

(elliptic near4 curve near5 encryption)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
13:29

S36

573

{elliptic near4 curve near5 encryption near5 scheme)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
13:29

S37

(elliptic near4 curve near5 encryption near5 integrate near5 scheme)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
13:29

266

(elliptic near4 curve near5 encryption near5 integrated near5 scheme)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
13:30

S39

262

S38 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
13:30

1S40

50

S39 and {{conceal$3 encrypt$3) neard (id identifier identification))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13;
13:30

1541

S39 and {{conceal$3) neard (id identifier identification))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13!
13:30

S42

60

S39 and {{conceal$3 encrypt$3) neard (subscription id identifier identification))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13;
13:31
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EAST Search History

S43

S42 and {home neard network near5 {identifier identification))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

ON

2019/03/13:
13:32

S44

S42 and {(home neard network)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
13:32

S45

S44 and {server)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
13:32

S46

S45 and {public private)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
13:33

S47

S46 and {anchor)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
13:33

S48

S46 and (security)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
13:33

266

(elliptic near4 curve near5 encryption near5 integrated near5 scheme)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
16:16

S50

262

549 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
16:16

S51

262

S50

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13;
16:16

S52

S51 and (null$encryption near3 scheme)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13!
16:39

1S53

S51 and {null$encryption)
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FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

1S54

45

(null$encryption)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
16:49

(null$encryption near3 scheme)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

ON

2019/03/13:
16:49

S56

S55 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

ON

2019/03/13:
16:49

S57

S56 and {authenticat$3 neard server)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/13:
16:49

1S58

{{null$encryption {null near2 encryption)) near3 scheme)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/13:
16:52

S58 and {elliptic neard curve near5 encryption near5 integrated near5 scheme)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/13:
16:52

S60

S58 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/13:
17:06

1S61

S60 and {elliptic near4 curve near5 encryption)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/13;
17:10

S62

S60 and {{elliptic curve) near5 encryption)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/03/13!
17:10

S63

S60 and {authenticat$3 neard server)
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IBM_TDB

S64

S60 and {authenticat$3 server)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:

17:11

S65

214

{(null$encryption {null near2 encryption)) near3 (algorithm scheme))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
17:14

S66

S65 and {elliptic neard curve near5 encryption near5 integrated near5 scheme)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
17:14

S67

S66 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
17:14

S68

214

S65 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
17:22

96

S68 and {authenticat$3 neard server)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
17:22

S70

S69 and {SUPI {subcription neard permanent near4 identifier))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/13:
17:22

S71

"20140019751"

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/ 25
11:19

S72

"9,338,164"

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/ 25!
11:46

S73

"20180285602"

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/03/25;
12:23

(20030046541|7188360| 20190054899)
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USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

12:24

S75

{SUPI {subcription near4 permanent neard identifi$6)) same {(authenticat$3) same (server) same (SUCI {subcription neard conceal$3 near4 identifi$6)) same
{encrypt$3) same (decrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/06/28:
10:36

S76

S75 and {@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

ON

2019/06/28:
10:42

S77

{SUPI {subcription neard permanent near4 identifi$6)) and {(authenticat$3) and server and {SUCI {subcription neard conceal$3 near4 identifi$6)) and {encrypt$3)
and (decrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

ON

2019/06/28:
10:43

S78

S77 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/06/28:
10:43

S79

("20190098502").PN

US-PGPUB;
USPAT;
USQOCR;
DERWENT

ON

2019/06/28:
10:43

("20130003971").PN

US-PGPUB;
USPAT

ON

2019/06/28:
12:55

("20190098502").PN.

US-PGPUB;
USPAT;
USOCR;
DERWENT

ON

2019/06/28:
12:56

S82

("20190098502").PN.

US-PGPUB;
USPAT;
USOCR;
DERWENT

ON

2019/ 06/ 29;
13:38

S83

{"not" near6 (encrypt$3) near5 (home neard network neard {identification identifier)))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/ 06/ 29:
13:53

S84

{("not" "no") nearé {encrypt$3) near5 (home neard network near4 {identification identifier)))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

ON

2019/ 06/ 29;
13:53

{{"not" "no" {(dont do$not)) near6 {encrypt$3) near5 (home neard network near4 {identification identifier)))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

ON

2019/ 06/ 29;
13:54

S86

{("not" "no" {(dont do$not)) with {encrypt$3) with (home neard network near4 {identification identifier)))

file:///C/Users/hho3/Documents/e-Red%20Folder/16200037/EASTS earchHistory. 16200037_AccessibleVersion.htm[7/3/2019 11:48:11 AM]
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FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

S87

86 and {@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/06/29:
13:55

S87 and {subscri$s)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/06/29:
13:55

S89

S88 and {authenticat$)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/ 06/ 29
13:55

1S90

{("not" "no" {(dont do$not)) with {encrypt$3) with {(home neard network near4 {identification identifier)))

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/06/29.
13:56

591

S90 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/06/29:
13:56

S91 and {subscri$s)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/06/29:
13:56

S93

S92

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/ 06/29:
13:56

S94

S93 and {authenticat$3)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/06/29;
14:09

S95

("20190098502").PN.

US-PGPUB;
USPAT;
USOCR;
DERWENT

OR

ON

2019/07/02:
11:50

S96

("20180054512").PN.

US-PGPUB;
USPAT;
USOCR;
DERWENT

ON

2019/07/02;
12:15

("20190098502").PN.

US-PGPUB;
USPAT;
USOCR;
DERWENT

ON

2019/07/03!
09:50
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S98 12 SUPI same SUCI same ({subscription) same (identifier) same {encrypt$3) same (decrypt$3) same (authenticat$3) same (home near4 network) same (server)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

ON

2019/07/03:
10:04

S99 10 598 and {@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/07/03:
10:04

S100 ({2 SUPI same SUCI same (subscription) same (identifier) same {encrypt$3) same (decrypt$3) same (authenticat$3)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/07/03:
10:04

S101 13 ISUPI same SUCI same {subscription) same {identifier) same {encrypt$3) same {decrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/07/03:
10:05

5102 115 ISUPI same SUCI same {subscription) same {identifier) same {encrypt$3 decrypt$3)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/07/03:
10:05

5103 10 S102 and {@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/07/03:
10:05

5104 15 ISUPI same SUCI same {subscription) same {encrypt$3 decrypt$3)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/07/03:
10:06

S105 {0 S104 and {@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/07/03:
10:07

S106 115 ISUPI same SUCI same {subscription) same {encrypt$3 decrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/07/03:
10:07

S107

7 ISUPI same SUCI same {subscription)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPQ; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/07/03!
10:07

5108 1(5 S107 and {@ad<"20170725" @rlad<"20170725")

file:///C/Users/hho3/Documents/e-Red%20Folder/16200037/EASTS earchHistory. 16200037_AccessibleVersion.htm[7/3/2019 11:48:11 AM]
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{FPRs;

{DERWENT;
{iam_TDB

7/3/2019 11:48:06 AM
C:\ Users\ hho3\ Documents\ EAST\ Workspaces\ 16200037.wsp
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Application No. 16/200,037
Docket no. 3602-1734US2

Amendments to the Claims:

1. (Currently Amended) A method performed by an authentication server in a home
network of a user equipment (UE) for obtaining a subscription permanent identifier (SUPI),

wherein the SUPI is a globally unique identifier allocated to a subscriber and the SUPI comprises

a home network identifier identifying a home network of the subscriber and a subscription

identifier identifying a subscription within the home network, the method comprising:

the authentication server receiving a subscription concealed identifier (SUCI) generated by

the UE, wherein the SUCI whieh-comprises an encrypted part-in-which-ateast-a-part-of-the SUP}
is-enerypted; and a clear-text part, which-comprises-a-home and wherein a) the encrypted part of

the SUCI generated by the UE comprises the subscription identifier identifying the subscription

within the home network, but the encrypted part of the SUCI generated by the UE does not

include the home network identifier and b) the clear-text part of the SUCI generated by the UE

comprises 1) the home network identifier-and, i) an encryption scheme identifier that identifies an

encryption scheme used by the UE to encrypt the-SBPI subscription identifier in the SUCI, and

iii) a public key identifier for a public key of the home network, but the clear-text part of the

SUCI generated by the UE does not comprise the subscription identifier;

the authentication server determining a de-concealing server to use to decrypt the

encrypted part of the SUCT;

the authentication server sending the SUCI to the de-concealing server; and

after the authentication server sends the SUCI to the de-concealing server, the

authentication server receiving the SUPI in response.

2. (Cancelled).

3. (Original) The method of claim 1, wherein the de-concealing server is one of a plurality
of de-concealing servers, and the determining of the de-concealing server is based on information

received from the UE.

4. (Cancelled).
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5. (Original) The method of claim 1, further comprising receiving the SUCI from the UE

as part of a registration procedure for registering the UE with a wireless communication network.

6. (Original) The method of claim 1, further comprising receiving the SUCI from the UE

via an authentication request from a Security Anchor Function.

7. (Original) The method of claim 1, further comprising sending the SUCI and a request
for an authentication vector for authenticating the UE to the determined de-concealing server in

the same message.

8. (Currently Amended) The method of claim 1, wherein

the-SHPRT home network identifier comprises-a-Mobide-Subseriptiontdentification Number;
MSIN; consists of a Mobile Country Code-MEE; and a Mobile Network Code; MNG—and

the subscription identifier is a Mobile Subscription Identification Number (MSIN).

9. (Original) The method of claim 1, wherein the SUPT is a Network Access Identifier.

10. (Currently Amended) The method of claim 1, wherein the encryption scheme is an

Elliptic Curve Integrated Encryption Scheme (ECIES )-and-the-elear—text-part-ofthe SUCIH
. | Loublic] C the UE £ o the ECTES,

11. (Currently Amended) A method, performed by a de-concealing server, for providing a

subscription permanent identifier (SUPI) to an authentication server, wherein the SUPI is a

globally unique identifier allocated to a subscriber and the SUPI comprises a home network

identifier identifying a home network of the subscriber and a subscription identifier identifying a

subscription within the home network, the method comprising:
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the de-concealing server receiving, from the authentication server, a subscription

concealed identifier (SUCI)-which-comprises-an-enerypted-partin-which-atleasta-part-of the

wherein the SUCI comprises an encrypted part and a clear-text part, and wherein a) the

encrypted part of the SUCI generated by the UE comprises the subscription identifier identifying

the subscription within the home network, but the encrypted part of the SUCI generated by the

UE does not include the home network identifier and b) the clear-text part of the SUCI generated

by the UE comprises i) the home network identifier, ii) an encryption scheme identifier that

identifies an encryption scheme used by the UE to encrypt the subscription identifier in the SUCI,

and iii) a public key identifier for a public kev of the home network, but the clear-text part of the

SUCI generated by the UE does not comprise the subscription identifier;

the de-concealing server decrypting the encrypted part of the SUCI, using the encryption

scheme indicated by the encryption scheme identifier to obtain the SUPT; and

the de-concealing server sending the SUPI to the authentication server.

12. (Cancelled).

13. (Currently Amended) A method performed by a user equipment (UE)_for concealing a

subscription permanent identifier (SUPI) , wherein the SUPI is a globally unique identifier

allocated to a subscriber and the SUPI comprises a home network identifier identifying a home

network of the subscriber and a subscription identifier identifying a subscription within the home

network, the method comprising:

the UE generating a subscription concealed identifier (SUCI) which comprises-an

encrypted part and a clear-text part, wherein a) the encrypted part of the SUCI generated by the

UE comprises the subscription identifier identifying the subscription within a home network, but
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the encrypted part of the SUCI generated by the UE does not include the home network identifier

and b) the clear-text part of the SUCI generated by the UE comprises i) the home network

identifier, ii) an encryption scheme identifier that identifies an encryption scheme used by the UE

to encrypt the subscription identifier in the SUCI, and iii) a public key identifier for a public key of

the home network, but the clear-text part of the SUCI generated by the UE does not comprise the

subscription identifier; and

the UE transmitting the SUCI to an authentication server for forwarding of the SUCI to a

de-concealing server capable of decrypting the SEPJencrypted part.

14. (Original) The method of claim 13, wherein the SUCI is transmitted in a request to

register with a wireless communication network (30).

15. (Original) The method of claim 13, wherein generating the SUCI comprises using a

tamper resistant secure hardware component of the UE to generate the SUCI.

16. (Original) The method of claim 13, wherein transmitting the SUCI to the
authentication server comprises transmitting the SUCI to the authentication server in response to
an identifier request message received from an Authentication and Mobility management
Function, AMF, as part of a procedure for registering the UE with a wireless communication

network.

17. (Cancelled)

18. (Cancelled)

19. (Original) The method of claim 13, wherein the encryption scheme is an Elliptic Curve

Integrated Encryption Scheme.

20. (Currently Amended) A user equipment (UE)_for concealing a subscription permanent

identifier (SUPI) , wherein the SUPI is a globally unique identifier allocated to a subscriber and
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the SUPI comprises a home network identifier identifying a home network of the subscriber and a

subscription identifier identifying a subscription within the home network, the UE comprising:

processing circuitry and memory circuitry, the memory circuitry containing instructions
executable by the processing circuitry, wherein the UE is operative to:

generate a subscription concealed identifier (SUCI) which comprises-an-enerypted-partin

an-eneryption-schemeused-by-the UE+to-enerypt-the- SUPHnthe SUCH an encrypted part and a

clear-text part, wherein a) the encrypted part of the SUCI generated by the UE comprises the

subscription identifier identifying the subscription within a home network, but the encrypted part

of the SUCI generated by the UE does not include the home network identifier and b) the clear-

text part of the SUCI generated by the UE comprises i) the home network identifier, ii) an

encryption scheme identifier that identifies an encryption scheme used by the UE to encrypt the

subscription identifier in the SUCI, and iii) a public key identifier for a public key of the home

network, but the clear-text part of the SUCI generated by the UE does not comprise the

subscription identifier; and

transmit the SUCI to an authentication server for forwarding of the SUCI to a de-

concealing server capable of decrypting the SUPI.

21. (Cancelled)

22. (Original) The UE of claim 20, wherein the SUPI comprises a Mobile Subscription

Identification Number.

23. (Original) The UE of claim 20, wherein the SUPI is a Network Access Identifier.
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REMARKS
Claims 1, 3, 5-11, 13-16, 19, 20, 22, and 23 are pending in the application. Claims 1, 11,
13, and 20 are independent. Claims 2, 4, 12, 17, 18, and 21 are cancelled. No new matter has
been added by the amendments. Applicant respectfully requests reconsideration.

1. Rejections of Claims Under 35 U.S.C. §102

Original claims 1-3, 5-9, 11-17, and 20-23 stand rejected under 35 U.S.C. §102 as
allegedly being anticipated by Lee (US 20160094988). Applicant requests reconsideration.

A. Independent Claim 1

Claim 1 is not anticipated by Lee for at least the following three independent reasons.

i First Reason Claim 1 is not Anticipated by Lee

Claim 1 is not anticipated by Lee for at least the reason that Lee does not disclose:

a subscription concealed identifier (SUCI) generated by [a] UE,
wherein the SUCI comprises an encrypted part and a clear-text
part, and wherein a) the encrypted part of the SUCI generated
by the UE comprises the subscription identifier identifying [a]
subscription within the home network, but the encrypted part of
the SUCI generated by the UE does not include the home
network identifier and b) the clear-text part of the SUCI
generated by the UE comprises ... the home network identifier,
... but the clear-text part of the SUCI generated by the UE does
not comprise the subscription identifier,

as required by claim 1, as amended.

Lee discloses a system in which a UE transmits to an MME a NAS Attach request that
comprises: 1) the UE’s IMSI, ii) a serving network identifier (SN_id), and iii) a key (KEK).
According to Lee, “[i]f public key encryption is used, the IMSI, SN _id, and KEK may be
encrypted ... [but if] shared key encryption is used, the SN_id and KEK may be encrypted ....”

(See Li at paragraph [0073]). Accordingly, Lee appears to disclose that the NAS message either
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includes i) an encrypted IMSI or ii) an IMSI that is not encrypted (i.e., a clear-text IMSI).

Hence, because Lee discloses either encrypting the IMSI or not encrypting the IMSI, then,
even if we accept that an IMSI is a form of SUPI because the IMSI includes a subscription
identifier in the form of an MSIN and includes a home network identifier in the form of an

MCC+MNC, Lee does not disclose that the UE generates a NAS message in which the MSIN

portion of the IMSI (subscription identifier) is encrypted but the MCC+MNC portion of the IMSI

(home network identifier) is not encrypted, as is required by claim 1 as amended.

That is, Lee discloses either: 1) a NAS message transmitted by the UE in which both the
MSIN portion of the IMSI and the MCC+MNC portion of the IMSI are encrypted or ii) a NAS
message transmitted by the UE in which both the MSIN portion of the IMSI and the MCC+MNC
portion of the IMSI are not encrypted. But nowhere does Lee disclose a UE transmitting any
message in which the MSIN portion of the IMSI is encrypted, but the MCC+MNC portion of the
IMSI (home network identifier) is not encrypted.

For at least this reason Lee does not anticipate claim 1.

ii. Second Reason Claim 1 is not Anticipated by Lee

Claim 1 is not anticipated by Lee for at least the further reason that Lee does not disclose:

the clear-text part of the SUCI generated by the UE comprises 1)
the home network identifier, ii) an encryption scheme identifier
that identifies an encryption scheme used by the UE to encrypt
the subscription identifier in the SUCI, and iii) a public key
identifier for a public key of the home network,

as required by claim 1, as amended.
This feature of claim 1 was originally presented in dependent claim 2, which is now
cancelled. Accordingly, Applicant will address here the Office remarks for claim 2. In rejecting

claim 2, the Office takes the positon that the above highlighted feature is disclosed in paragraphs 8
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and 9 of Lee. (See Office Action at page 5). Applicant disagrees.

Paragraph 8 of Lee discloses a UE transmitting a “first request” where the first request
includes “a unique identifier of the UE and encrypted information.” Lee further discloses that the
encrypted information “includes an identifier of the serving network and a randomly selected key
encryption key (KEK).” Similarly, paragraph 9 of Lee discloses “information encrypted by the
UE” wherein the information encrypted by the UE “includes a randomly selected KEK and a
second serving network identifier.” But there is nothing in either paragraph 8 or 9 that discloses
the request transmitted by UE includes a clear-text part (i.e., an unencrypted part) that includes “a

public key identifier for a public key of the home network.” Accordingly, the rejection of claim 1

should be withdrawn for at least this further reason.

iii. Third Reason Claim 1 is not Anticipated by Lee

Claim 1 is not anticipated by Lee for at least the further reason that Lee does not disclose:

after the authentication server sends the SUCI to the de-concealing
server, the authentication server receiving the SUPI in response,

as required by claim 1.

The Office contends that Lee discloses this feature and cites to Lee at paragraphs 94-99
and 104-110. (See Office Action at page 3). These paragraphs of Lee disclose the interaction
between the MME 810 and the HSS 812 (see Figure 4 of Lee). The Examiner appears to contend
that the MME 810 and the HSS 812 correspond to the claimed authentication server and de-
concealing server, respectively. But, even if we assume for the sake of argument that the MME
810 and the HSS 812 correspond to the claimed authentication server and de-concealing server,
respectively, Lee does not disclose that the MME receives any SUPI from the HSS.

Instead, Lee discloses that the HSS responds to the MME by sending to the MME an
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encrypted key (i.e. KEK) encrypted using the MME’s public key and an encrypted authentication
vector that is encrypted using the key (KEK). (See Lee at paragraphs 96 and 110). Neither the
key (KEK) nor the authentication vector, considered alone or in combination, corresponds to the
claimed SUPI, which is a “globally unique identifier allocated to a subscriber and ... comprises a
home network identifier identifying a home network of the subscriber and a subscription identifier
identifying a subscription within the home network.” Accordingly, for at least this further reason
Lee does not anticipate claim 1.

B. Independent Claims 11, 13, and 20

Relevant remarks for claim 1 apply to claims 11, 13, and 20.

CONCLUSION

All of the stated grounds of objection and rejection have been properly traversed,
accommodated, or rendered moot. Applicant therefore respectfully requests that the Examiner
reconsider all presently outstanding objections and rejections, and that they be withdrawn.
Applicant believes that a full and complete reply has been made to the outstanding Office Action
and, as such, the present application is in condition for allowance.

If the Examiner believes, for any reason, that personal communication will expedite
prosecution of this application, the Examiner is invited to telephone the undersigned at the

number provided.
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If any fees are required, such as, but not limited to, any extension of time fee under 37

C.F.R. 1.17, Applicant hereby petitions for an extension of time, if necessary, and authorizes the

Office to charge all required fees to deposit account number 02-2135.

RESPECTFULLY SUBMITTED,

NAME AND | Brian Rosenbloom,
REG. # Registration # 41,276
SIGNATURE | /Brian Rosenbloom/ DATE | 2019-04-23
Address Rothwell, Figg, Ernst & Manbeck, P.C.
Suite 800, 607 14" Street, N.W.
Washington, D.C. 20005
Email: brosenbloom@rfem.com Tel: 202-626-3531 Fax: | 202-783-6031
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1.0 Certified copies of the priority documents have been received.
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DETAILED ACTION

Notice of Pre-AIA or AIA Status
1. The present application, filed on or after March 16, 2013,

is being examined under the first inventor to file provisions of

the AIA.

Claim Rejections - 35 USC § 102

2. In the event the determination of the status of the application as
subject to AIA 35 U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102
and 103) is incorrect, any correction of the statutory basis for the
rejection will not be considered a new ground of rejection if the prior art
relied upon, and the rationale supporting the rejection, would be the same
under either status.
3. The following is a gquotation of the appropriate paragraphs of 35 U.S.C.
102 that form the basis for the rejections under this section made in this
Office action:

A person shall be entitled to a patent unless -

(a) (2) the claimed invention was described in a patent issued
under section 151, or in an application for patent published or
deemed published under section 122 (b), in which the patent or
application, as the case may be, names another inventor and was
effectively filed before the effective filing date of the claimed
invention.

4. Claim(s) 1-3, 5-9, 11-17 and 20 is/are rejected under 35
U.S.C. 102(a) (2) as being anticipated by Lee et al. (Publication

No. US 2016/0094988) .
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Regarding claim 1, Lee teaches a method performed by an
authentication server in a home network of a user equipment (UE)
for obtaining a subscription permanent identifier (SUPI) (Lee,
the Abstract), the method comprising:

receiving a subscription concealed identifier (SUCI) which
comprises an encrypted part in which at least a part of the SUPI
is encrypted, and a clear-text part which comprises a
home network identifier and an encryption scheme identifier that
identifies an encryption scheme used by the UE to encrypt the
SUPI in the SUCI (Lee, pp [7]-[10]; Figures 12, 14 and 16, pp
[94]-[98], or [104]-[110]);

determining a de-concealing server to use to decrypt the
encrypted part of the SUCI (Lee, Figures 12, 14 and 16, pp [94]-
[99], [104]-[110]);

sending the SUCI to the de-concealing server (Lee, Figures
12, 14 and 16, pp [94]-[98], or [104]-[110]); and

receiving the SUPI in response (Lee, Figures 12, 14 and 16,
pp [94]-[98], or [104]-[110]).

Regarding claim 11, Lee teaches a method, performed by a
de-concealing server, for providing a subscription permanent
identifier (SUPI) to an authentication server (Lee, the
Abstract), the method comprising:

receiving, from the authentication server, a subscription

concealed identifier (SUCI) which comprises an encrypted part in

3
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which at least a part of the SUPI is encrypted, and a clear text
part which comprises a home network identifier and an encryption
scheme identifier that identifies an encryption scheme used by a
UE to encrypt the SUPI in the SUCI and which is supported by the
de-concealing server (Lee, pp [7]-[10]; Figures 12, 14 and 16,
pp [94]-[98], or [104]-[110]);

decrypting the encrypted part of the SUCI, using the
encryption scheme indicated by the encryption scheme identifier
to obtain the SUPI (Lee, Figures 12, 14 and 16, pp [94]-[99],
[104]-[110]); and

sending the SUPI to the authentication server (Lee, Figures
12, 14 and 16, pp [94]-[99], [104]-[110]).

Regarding claim 13, Lee teaches a method performed by a
user equipment (UE) (Lee, the Abstract), the method comprising:

generating a subscription concealed identifier (SUCI) which
comprises an encrypted part in which at least a part of a
subscription permanent identifier (SUPI) is encrypted, and a
clear text part which comprises a home network identifier and an
encryption scheme identifier that identifies an encryption
scheme used by the UE to encrypt the SUPI in the SUCI (Lee, pp
[7]-[10]; Figures 12, 14 and 16, pp [94]-[98], or [104]-[110]);
and

transmitting the SUCI to an authentication server for

forwarding of the SUCI to a de-concealing server capable of
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decrypting the SUPI (Lee, Figures 12, 14 and 16, pp [94]-[99],
[104]-[110]).

Regarding claim 20, Lee teaches a user equipment (UE) (Lee,
the Abstract), comprising:

processing circuitry and memory circuitry, the memory
circuitry containing instructions executable by the processing
circuitry (Lee, Figure 4, pp [46]-[47]), wherein the UE is
operative to:

generate a subscription concealed identifier (SUCI) which
comprises an encrypted part in which at least a part of a
Subscription Permanent Identifier (SUPI) is encrypted, and a
clear-text part which comprises a home network identifier and an
encryption scheme identifier that identifies an encryption
scheme used by the UE to encrypt the SUPI in the SUCI (Lee, pp
[7]-[10]; Figures 12, 14 and 16, pp [94]-[98], or [104]-[110]);
and

transmit the SUCI to an authentication server for
forwarding of the SUCI to a de-concealing server capable of
decrypting the SUPI (Lee, Figures 12, 14 and 16, pp [94]-[99],
[104]-[110]).

Regarding claim 2, Lee teaches the method of claim 1,
wherein the clear-text part of the SUCI comprises a public
key identifier for a public key of the home network (Lee, pp

[8]-19]).

5
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Regarding claim 3, Lee teaches the method of claim 1,
wherein the de-concealing server is one of a plurality of de-
concealing servers, and the determining of the de-concealing
server 1s based on information received from the UE (Lee,
Figures 7 and 8, pp [63]-[64]).

Regarding claim 5, Lee teaches the method of claim 1,
further comprising receiving the SUCI from the UE as part of a
registration procedure for registering the UE with a wireless
communication network (Lee, Figures 12, 14 and 16, pp [104]-
[110]).

Regarding claim 6, Lee teaches the method of claim 1,
further comprising receiving the SUCI from the UE via
an authentication request from a Security Anchor Function (Lee,
pp [59]-[61]).

Regarding claim 7, Lee teaches the method of claim 1,
further comprising sending the SUCI and a request for
an authentication vector for authenticating the UE to the
determined de-concealing server in the same message (Lee, pp
[8]1-[10]).

Regarding claim 8, Lee teaches the method of claim 1,
wherein the SUPI comprises a Mobile Subscription Identification
Number, MSIN, a Mobile Country Code, MCC, and a Mobile Network
Code, MNC, and where the MSIN is encrypted in the encrypted part

of the SUCI, and the MCC and the MNC are the home network

Lenovo Ex. 1009
Page 83



Application/Control Number: 16/200,037 Page
Art Unit: 2644

identifier in the clear-text part of the SUCI (Lee, pp [73]-
[7571).

Regarding claim 9, Lee teaches the method of claim 1,
wherein the SUPI is a Network Access Identifier (Lee, pp [7]-
[91).

Regarding claim 12, Lee teaches the method of claim 11,
wherein the clear-text part of the SUCI also comprises a key
identifier used for identifying a decryption key used for
decrypting the SUPI (Lee, pp [7]-[10], [104]-[110]).

Regarding claim 14, Lee teaches the method of claim 13,
wherein the SUCI is transmitted in a request to register with a
wireless communication network (Lee, pp [7]-[10]).

Regarding claim 15, Lee teaches the method of claim 13,
wherein generating the SUCI comprises using a tamper resistant
secure hardware component of the UE to generate the SUCI (Lee,
pp [7]-[10]).

Regarding claim 16, Lee teaches the method of claim 13,
wherein transmitting the SUCI to the authentication
server comprises transmitting the SUCI to the authentication
server 1n response to an identifier request message received
from an Authentication and Mobility management Function, AMF, as
part of a procedure for registering the UE with a wireless

communication network (Lee, pp [7]-[10]).
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Regarding claim 17, Lee teaches the method of claim 13,
wherein the clear-text part comprises a public key
identifier for the home network (Lee, pp [7]-[10]).

Regarding claim 21, Lee teaches the UE of claim 20, wherein
the clear-text part comprises a public key identifier for the
home network (Lee, pp [7]-[10], [104]-[110]).

Regarding claim 22, Lee teaches the UE of claim 20, wherein
the SUPI comprises a Mobile Subscription Identification Number
(Lee, pp [73]-[75]).

Regarding claim 23, Lee teaches the UE of claim 20, wherein

the SUPI is a Network Access Identifier (Lee, pp [7]-[9]).

Claim Rejections - 35 USC § 103

5. In the event the determination of the status of the application as
subject to AIA 35 U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102
and 103) is incorrect, any correction of the statutory basis for the
rejection will not be considered a new ground of rejection if the prior art
relied upon, and the rationale supporting the rejection, would be the same
under either status.

6. This application currently names joint inventors. In considering

patentability of the claims the examiner presumes that the subject matter of
the various claims was commonly owned as of the effective filing date of the
claimed invention(s) absent any evidence to the contrary. Applicant is
advised of the obligation under 37 CFR 1.56 to point out the inventor and
effective filing dates of each claim that was not commonly owned as of the

effective filing date of the later invention in order for the examiner to
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consider the applicability of 35 U.S.C. 102(b) (2) (C) for any potential 35

U.S3.C. 102(a) (2) prior art against the later invention.

7. The following is a quotation of 35 U.S.C. 103 which forms the basis for

all obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained,
notwithstanding that the claimed invention is not identically
disclosed as set forth in section 102, 1f the differences between
the claimed invention and the prior art are such that the claimed
invention as a whole would have been obvious before the effective
filing date of the claimed invention to a person having ordinary
skill in the art to which the claimed invention pertains.
Patentability shall not be negated by the manner in which the
invention was made.

8. Claims 4 and 18 is/are rejected under 35 U.S.C. 103 as
being unpatentable over Lee et al. (Publication No. US
2016/0094988) and further in view of Hsu et al. (Publication No.
US 2014/0019751).

Regarding claim 4, Lee does not teach the method of claim
1, wherein the encryption scheme is a null-encryption scheme.

Hsu teaches “encryption scheme is a null-encryption scheme”
(Hsu, the Abstract, pp [13], [16]-[17]).

Therefore, it would have been obvious to a person of
ordinary skill in the art before the affective filing date of
the claimed invention was made to modify Lee by incorporating
Hsu’s teachings of encrypting transmitting packets/data using
null-encryption scheme to provide security in protecting

information transmitted over the wireless network.
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Regarding claim 18, Lee does not teach the method of claim
13, wherein the encryption scheme is a null-encryption scheme.

Hsu teaches “encryption scheme is a null-encryption scheme”
(Hsu, the Abstract, pp [13], [16]-[17]).

Therefore, it would have been obvious to a person of
ordinary skill in the art before the affective filing date of
the claimed invention was made to modify Lee by incorporating
Hsu’s teachings of encrypting transmitting packets/data using
null-encryption scheme to provide security in protecting

information transmitted over the wireless network.

9. Claims 10 and 19 is/are rejected under 35 U.S.C. 103 as
being unpatentable over Lee et al. (Publication No. US
2016/0094988) and further in view of Liu et al. (Patent No. US
9,338,164).

Regarding claim 10, Lee does not teach the method of claim
1, wherein the encryption scheme is an Elliptic Curve Integrated
Encryption Scheme (ECIES) and the clear-text part of the SUCI
comprises an ephemeral public key of the UE for use in the
ECIES.

Liu teaches “encryption scheme is an Elliptic
Curve Integrated Encryption Scheme (ECIES) and the clear-text
part of the SUCI comprises an ephemeral public key of the UE for

use in the ECIES” (Liu, Col. 6 Lines 30-40).
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Therefore, it would have been obvious to a person of
ordinary skill in the art before the affective filing date of
the claimed invention was made to modify Lee by incorporating
Liu’s teachings two-way authentication method using elliptic
curve cryptography (ECC) algorithms to encrypt communications
between mobile devices and an authentication server to provide
the secure communication channel.

Regarding claim 19, Lee does not teach the method of claim
13, wherein the encryption scheme is an Elliptic
Curve Integrated Encryption Scheme.

Liu teaches “encryption scheme is an Elliptic
Curve Integrated Encryption Scheme (ECIES) and the clear-text
part of the SUCI comprises an ephemeral public key of the UE for
use in the ECIES” (Liu, Col. 6 Lines 30-40).

Therefore, it would have been obvious to a person of
ordinary skill in the art before the affective filing date of
the claimed invention was made to modify Lee by incorporating
Liu’s teachings two-way authentication method using elliptic
curve cryptography (ECC) algorithms to encrypt communications
between mobile devices and an authentication server to provide

the secure communication channel.

Lenovo Ex. 1009
Page 88



Application/Control Number: 16/200,037 Page 12
Art Unit: 2644

Conclusion

Any inguiry concerning this communication or earlier
communications from the examiner should be directed to HUY C HO
whose telephone number is (571)270-1108. The examiner can
normally be reached on M-F SAM-5PM.

Examiner interviews are available via telephone, in-person,
and video conferencing using a USPTO supplied web-based
collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are
unsuccessful, the examiner’s supervisor, KATHY WANG-HURST can be
reached on (571)270-5371. The fax phone number for the
organization where this application or proceeding is assigned is
571-273-8300.

Information regarding the status of an application may be
obtained from the Patent Application Information Retrieval
(PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system,
see http://pair-direct.uspto.gov. Should you have guestions on
access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would
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like assistance from a USPTO Customer Service Representative or
access to the automated information system, call 800-786-9199

(IN USA OR CANADA) or 571-272-1000.

/JHUY C HO/
Primary Examiner, Art Unit 2644
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Privacy Act Statement

1.

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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US-PGPUB;
USPAT;
USOCR;
FPRS;

EFO; JPO;
DERWENT;
| BM_TDB

ON

2019/03/13:
13:31

S43 110

$42 and {home near4 network near5 {identifier identification))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

ON

2019/03/13:
13:32

S44 111

542 and {home near4 network)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

ON

2019/03/13:
13:32

S45 111

S44 and (server)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
| BM_TDB

OR

ON

2019/03/13:
13:32

546 111

S45 and {public private)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
| BM_TDB

OR

ON

2019/03/13:
13:33

S46 and {anchor)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

ON

2019/03/13:
13:33

S46 and {security)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

ON

2019/03/13:
13:33

549 11266

(elliptic near4 curve near5 encryption near5 integrated near5 scheme)

file:///C/Users/hho3/D Red%20Folder/162000:

EASTSearchHistory. 16200037_AccessibleVersion.htm[3/25/2019 12:31:27 PM]

US-PGPUB;

OR

ON

2019/03/13:
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EAST Search History

|BM_TDB

16:16

S50 1262

349 and {@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
| BM_TDB

ON

2019/03/13:
16:16

US-PGPUB;
USPAT;

|BM_TDB

ON

2019/03/13:
16:16

S52 10

S51 and {null$encryption near3 scheme)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EFO; JPO;
DERWENT;
| BM_TDB

ON

2019/03/13:
16:39

1S53 10

S51 and {null$encryption)

US-PGPUB;
USPAT;
USOCR;

DERWENT;
|BM_TDB

ON

2019/03/13:
16:49

1S54 1145

{null$encryption)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

ON

2019/03/13:
16:49

1S55 113

{null$encryption near3 scheme)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
| BM_TDB

OR

ON

2019/03/13:
16:49

S56 (3

S55 and {@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
| BM_TDB

OR

ON

2019/03/13:
16:49

S57 i1

S56 and {authenticat$3 neard server)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
| BM_TDB

OR

ON

2019/03/13:
16:49

{(null$encryption {null near2 encryption)) near3 scheme)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
| BM_TDB

OR

ON

2019/03/13:
16:52

S58 and {elliptic near4 curve near5 encryption near5 integrated near5 scheme)

file:///C/Users/hho3/D Red%20Folder/162000:

EASTSearchHistory. 16200037_AccessibleVersion.htm[3/25/2019 12:31:27 PM]

US-PGPUB;
USPAT;
USOCR;

OR

ON

2019/03/13:
16:52
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EAST Search History

FPRS;

EFO; JPO;
DERWENT;
| BM_TDB

S60 15

558 and {@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

ON

2019/03/13:
17:06

S60 and {elliptic near4 curve near5 encryption)

US-PGPUB;
USPAT;

|BM_TDB

ON

2019/03/13:
17:10

S62 10

560 and {{elliptic curve) near5 encryption)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EFO; JPO;
DERWENT;
| BM_TDB

ON

2019/03/13:
17:10

S63 11

S60 and {authenticat$3 neard server)

US-PGPUB;
USPAT;

|BM_TDB

ON

2019/03/13:
17:11

S64 113

S60 and {authenticat$3 server)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

ON

2019/03/13:
17:11

S65 1214

{{null$encryption {null near2 encryption)) near3 {algorithm scheme))

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
| BM_TDB

OR

ON

2019/03/13:
17:14

S66 12

S65 and {elliptic near4 curve near5 encryption near5 integrated near5 scheme)

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
| BM_TDB

OR

ON

2019/03/13:
17:14

S67 112

S66 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

ON

2019/03/13:
17:14

S68 11214

S65 and (@ad<"20170725" @rlad<"20170725")

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
| BM_TDB

OR

ON

2019/03/13:
17:22

S68 and (authenticat$3 neard server)

file:///C/Users/hho3/D Red%20Folder/162000:

EASTSearchHistory. 16200037_AccessibleVersion.htm[3/25/2019 12:31:27 PM]

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;

OR

ON

2019/03/13:
17:22
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DERWENT; |
|BM_TDB

S70 i1

569 and {SUPI {subcription near4 permanent near4 identifier))

US-PGPUB; {JOR ON
USPAT;
USOCR;

DERWENT;
|BM_TDB

2019/03/13:
17:22

3/25/2019 12:31:24 PM
C:\ Users\ hho3\ Documents\ EAST\ Workspaces\ 16200037.wsp

file///C/U

D

Red%20Folder/162000:

EASTSearchHistory. 16200037_AccessibleVersion.htm[3/25/2019 12:31:27 PM]
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/200,037 11/26/2018 Vesa TORVINEN 3602-1734US82
CONFIRMATION NO. 8611
6449 PUBLICATION NOTICE
ROTHWELL, FIGG, ERNST & MANBECK, P.C.
607 14th Street, N.W. IR AT DR
SUITE 800 0000001069530

WASHINGTON, DC 20005

Title:SUBSCRIPTION CONCEALED IDENTIFIER

Publication No.US-2019-0098502-A1
Publication Date:03/28/2019

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
16/200,037 11/26/2018 Vesa TORVINEN 3602-1734US2 8611
6449 7590 02/22/2019 | EXAMINER
ROTHWELL, FIGG, ERNST & MANBECK, P.C.
607 14th Street, N.-W.
SUITE 800
WASHINGTON, DC 20005 | ARruNm | PAPERNUMBER
2642
| NOTIFICATION DATE | DELIVERY MODE
02/22/2019 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
PTO-PAT-Email @rfem.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
16/200,037 TORVINEN et al.
Decision Granting Request for
Prioritized Examination (Track /) Examiner Art Unit AIA (First Inventor
Liana Walsh OPET to File) Status
Yes

1. THE REQUEST FILED 26 November 2018 IS GRANTED .

The above-identified application has met the requirements for prioritized examination
A. for an original nonprovisional application (Track I}.
B. UJ for an application undergoing continued examination (RCE).

claims, more than thirty total claims , or a multiple dependent claim;
filing a request for continued examination ;

filing a notice of appeal;

filing a request for suspension of action;

mailing of a notice of allowance;

mailing of a final Office action;

I O ™ mo o

completion of examination as defined in 37 CFR 41.102; or

abandonment of the application.

his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282.

2. The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:

A. filing a petition for extension of time to extend the time period for filing a reply;

B. filing an amendmen mend th lication ntain more than four in

Telephone inquiries with regard to this decision should be directed to Liana Walsh at (671)272-3206. In

{LIANA S WALSH/
Lead Paralegal Specialist, OPET

U.S. Patent and Trademark Office
PTO-2298 (Rev. 02-2012)
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/200,037
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
e .00 0) N/A N/A N/A N/A 300
SEARCH FEE
o o o N/A N/A N/A N/A 660
EXAMINATION FEE
N FEE N/A N/A N/A N/A 760
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 23 minus 20= 3 OR |« 100 300
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 4 minus 3 = 1 x 460 460
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2480
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus OR |x
a Independent * Minus | *** =
E (37 CFR 1.16(h) OR |x
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus ** =
= (37 CF% ?.16(i)) OR |x
% Independent * Minus | *** = OR N
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/200,037 11/26/2018 Vesa TORVINEN 3602-1734US82
CONFIRMATION NO. 8611
6449 INFORMAL NOTICE
ROTHWELL, FIGG, ERNST & MANBECK, P.C.
607 14th Street, N.W. ORI e
SUITE 800 0000001058972/8

WASHINGTON, DC 20005
Date Mailed: 02/15/2019

INFORMATIONAL NOTICE TO APPLICANT

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the
expiration of the time period set in the "Notice of Allowability” to avoid abandonment. See 37 CFR 1.53(f).

The item(s) indicated below are also required and should be submitted with any reply to this notice to avoid
further processing delays.

+ A properly executed inventor's oath or declaration has not been received for the following inventor(s):
Vesa TORVINEN
Noamen BEN HENDA
David CASTELLANOS ZAMORA
Prajwol Kumar NAKARMI
Pasi SAARINEN
Monica WIFVESSON

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/nton/

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION FILING or GRP ART

NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS

16/200,037 11/26/2018 2642 2640 3602-1734US2 23 4
CONFIRMATION NO. 8611

6449 UPDATED FILING RECEIPT
ROTHWELL, FIGG, ERNST & MANBECK, P.C.
607 14th Street, N.W. RO OO AR LRV
SUITE 800

WASHINGTON, DC 20005
Date Mailed: 02/15/2019

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Vesa TORVINEN, Sauvo, FINLAND;

Noamen BEN HENDA, Stockholm, SWEDEN;

David CASTELLANOS ZAMORA, Madrid, SPAIN;

Prajwol Kumar NAKARMI, Sollentuna, SWEDEN;

Pasi SAARINEN, Jarfalla, SWEDEN;

Monica WIFVESSON, Lund, SWEDEN;
Applicant(s)

Telefonaktiebolaget LM Ericsson (publ), Stockholm, SWEDEN;
Assignment For Published Patent Application

Telefonaktiebolaget LM Ericsson (publ), Stockholm, SWEDEN

Power of Attorney: The patent practitioners associated with Customer Number 06449

Domestic Priority data as claimed by applicant
This application is a CON of PCT/EP2018/069432 07/17/2018
which claims benefit of 62/536,632 07/25/2017

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes

page 1 of 4
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 12/14/2018

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/200,037

Projected Publication Date: 03/28/2019
Non-Publication Request: No

Early Publication Request: No
Title

SUBSCRIPTION CONCEALED IDENTIFIER
Preliminary Class
455
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
page 2 of 4
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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INTHE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No, : 167200037

First Named Inventor : Vesa TORVINEN
Filed : November 26, 2018
TCALL : 2642

Examiner :

Docket No. : 3602-1734U82
Customer No. : 6449
Confirmation No. 1 8611

RESPONSE TONOTICE TO FILE MISSING PARTS

Mail Stop: Missing Parts
Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

Dear Sir:

In response to the Notice to File Missing Parts mailed December 18, 2018, Applicant submits
the following, which Applicant believes will satisfy the requirements specified in the Notice.
e Undiscounted Filing Fees Total: $168
o $160 Surcharge

Please charge the required fees in connection with this submission to Deposit Account No.

(2-2135.

Respectfully submitted,

*’5’7”“7 " R
Date: __February 12, 2019 By e

Brian S. Rosenbloom

Attorney for Applicants

Registration No. 41,276

ROTHWELL, FIGG, ERNST & MANBECK, p.c.
Suite 800, 607 14" Street, N.W.

Washington, D.C. 20005

Telephone: (202)783-6040
brosenbloom@rfem.com
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Electronic Patent Application Fee Transmittal

Application Number:

16200037

Filing Date:

26-Nov-2018

Title of Invention:

SUBSCRIPTION CONCEALED IDENTIFIER

First Named Inventor/Applicant Name:

Vesa TORVINEN

Filer:

Brian S. Rosenbloom/Xania Steele

Attorney Docket Number:

3602-1734US2

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
LATE FILING FEE FOR OATH OR DECLARATION 1051 1 160 160

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

160
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Electronic Acknowledgement Receipt

EFS ID: 35124938
Application Number: 16200037
International Application Number:
Confirmation Number: 8611

Title of Invention:

SUBSCRIPTION CONCEALED IDENTIFIER

First Named Inventor/Applicant Name:

Vesa TORVINEN

Customer Number:

6449

Filer:

Brian S. Rosenbloom/Xania Steele

Filer Authorized By:

Brian S. Rosenbloom

Attorney Docket Number:

3602-1734US2

Receipt Date: 12-FEB-2019
Filing Date: 26-NOV-2018
Time Stamp: 17:23:25

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $160

RAM confirmation Number

021319INTEFSW00003852022135

Deposit Account

022135

Authorized User

Xania Steele

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.17 (Patent application and reexamination processing fees)

37 CFR 1.21 {Miscellaneous fees and charges)
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
45765
1 Applicant Response to Pre-Exam 3602-1734US2_Response- no 1
Formalltles NOtIce NOMdef Sab4c2612b33e0b1fe2cch6b9d75b1f17b9)
b8099
Warnings:
Information:
30332
2 Fee Worksheet (SB06) fee-info.pdf no 2
4p45c9d5939145cefdc5al128f3ab15e360a
Warnings:
Information:
Total Files Size (in bytes): 76097

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/200,037 11/26/2018 Vesa TORVINEN 3602-1734US82
CONFIRMATION NO. 8611
6449 FORMALITIES LETTER
ROTHWELL, FIGG, ERNST & MANBECK, P.C.
607 14th Street, N.W. IO I MR
SUITE 800 00000010448517/6

WASHINGTON, DC 20005
Date Mailed: 12/18/2018

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

ltems Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing.

Applicant is given TWO MONTHS from the date of this Notice within which to file all required items below to avoid
abandonment. Extensions of time may be obtained by filing a petition accompanied by the extension fee under
the provisions of 37 CFR 1.136(a).

+ Surcharge as set forth in 37 CFR 1.16(f) must be submitted.
The surcharge is due for any one of:
« late submission of the basic filing fee, search fee, or examination fee,
+ late submission of inventor's oath or declaration,
« filing an application that does not contain at least one claim on filing, or
+ submission of an application filed by reference to a previously filed application.

SUMMARY OF FEES DUE:

The fee(s) required within TWO MONTHS from the date of this Notice to avoid abandonment is/are itemized
below. No entity status discount is in effect. If applicant is qualified for small entity status, a written assertion of
small entity status must be submitted to establish small entity status. (See 37 CFR 1.27). If applicant is qualified
for micro entity status, an acceptable Certification of Micro Entity Status must be submitted to establish micro
entity status. (See 37 CFR 1.29 and forms PTO/SB/15A and 15B.)

+ $ 160 surcharge.

+ $( 0) previous unapplied payment amount.

+$ 160 TOTAL FEE BALANCE DUE.

Items Required To Avoid Processing Delays:

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the
expiration of the time period set in the "Notice of Allowability” to avoid abandonment. See 37 CFR 1.53(f).
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+ A properly executed inventor's oath or declaration has not been received for the following inventor(s):
Vesa TORVINEN
Noamen BEN HENDA
David CASTELLANOS ZAMORA
Prajwol Kumar NAKARMI
Pasi SAARINEN
Monica WIFVESSON

Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more
information and a suggested format, see Form PTO/SB/92 and MPEP 512.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice".
https:/sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/lvongxay/
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/200,037
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
e .00 0) N/A N/A N/A N/A 300
SEARCH FEE
o o o N/A N/A N/A N/A 660
EXAMINATION FEE
N FEE N/A N/A N/A N/A 760
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 23 minus 20= 3 OR |« 100 300
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 4 minus 3 = 1 x 460 460
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2480
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus OR |x
a Independent * Minus | *** =
E (37 CFR 1.16(h) OR |x
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus ** =
= (37 CF% ?.16(i)) OR |x
% Independent * Minus | *** = OR N
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION FILING or GRP ART

NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS

16/200,037 11/26/2018 2491 2480 3602-1734US2 23 4
CONFIRMATION NO. 8611

6449 FILING RECEIPT
ROTHWELL, FIGG, ERNST & MANBECK, P.C.
607 14th Street, N.W. ROk R AR
SUITE 800

WASHINGTON, DC 20005
Date Mailed: 12/18/2018

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Vesa TORVINEN, Sauvo, FINLAND;

Noamen BEN HENDA, Stockholm, SWEDEN;

David CASTELLANOS ZAMORA, Madrid, SPAIN;

Prajwol Kumar NAKARMI, Sollentuna, SWEDEN;

Pasi SAARINEN, Jarfalla, SWEDEN;

Monica WIFVESSON, Lund, SWEDEN;
Applicant(s)

Telefonaktiebolaget LM Ericsson (publ), Stockholm, SWEDEN;
Assignment For Published Patent Application

Telefonaktiebolaget LM Ericsson (publ), Stockholm, SWEDEN

Power of Attorney: The patent practitioners associated with Customer Number 06449

Domestic Priority data as claimed by applicant
This application is a CON of PCT/EP2018/069432 07/17/2018
which claims benefit of 62/536,632 07/25/2017

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 12/14/2018

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/200,037

Projected Publication Date: 03/28/2019
Non-Publication Request: No

Early Publication Request: No
Title

SUBSCRIPTION CONCEALED IDENTIFIER
Preliminary Class
713
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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Doc code: IDS PTO/SB/08a (02-18)

. . . . Approved for use through 11/30/2020. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 16200037
Filing Date 2018-11-26

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Vesa TORVINEN
Art Unit 2491

Examiner Name

Attorney Docket Number 3602-1734US2

U.S.PATENTS
. . . . Pages,Columns,Lines where
E)_(fs_mlmer Cite Patent Number Kind Issue Date Na”.‘e of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document

Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button.
U.S.PATENT APPLICATION PUBLICATIONS

Examiner| .. Publication Kind [ Publication Name of Patentee or Applicant Pages,Columns,Lines where
- Cite No . Relevant Passages or Relevant
Initial Number Code'| Date of cited Document )
Figures Appear
1 20130003971 A1l 2013-01-03 FORSBERG et al.

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns Lines

Examiner| Cite | Foreign Document Country Kind [ Publication Applicant of cited where Relevant T5
Initial* No | Numberd Codez2| Code#| Date PP Passages or Relevant
Document .
Figures Appear

TELEFONAKTIEBOLAG

1 |2016/209126 WO Al |2016-12-29 | 0 V1 ERICSSON L]

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite o : . i
e (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No . : .
publisher, city and/or country where published.
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Application Number 16200037

Filing Date 2018-11-26

INFORMATION DISCLOSURE

First Named Inventor | Vesa TORVINEN

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Art Unit 2491

Examiner Name

Attorney Docket Number 3602-1734US2

International Search Report and Written Opinion dated November 7, 2018 issued in International Application No. PCT/
EP2018/069432. (16 pages)

Ericsson, "Clause 6.12.5 (NF discovery with SUCI)", 3GPP TSG SA WG3 (Security) Meeting #90bis; S-180824;

2 (February 26-March 2, 2018); San Diego. (2 pages)

3 Nokia, "UDM and SIDF discovery", 3GPP TSG SA WG3 (Security) Meeting #90Bis; S3-180767; (February 26-March 2,
2018); San Diego. (2 pages)

4 3GPP TS 33.501 V0.2.0 (2017-05); 3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; Security Architecture and Procedures for 5G System (Release 15). (25 pages)

5 3GPP TR 33.899 V1.2.0 (2017-06); 3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; Study on the security aspects of the next generation system (Release 14). (586 pages)

6 AHOLA, K. et al., "5G Enablers for Network and System Security and Resilience", 5G-ENSURE, Deliverable D3.6; 5G-
PPP security enablers open specifications (v2.0), (January 5, 2017). (294 pages)

7 3GPP TS 23.003 V15.0.0 (2017-06); 3rd Generation Partnership Project; Technical Specification Group Core Network
and Terminals; Numbering, addressing and identification (Release 15). (108 pages)

8 3GPP TS 23.501 V1.0.0 (2017-06); 3rd Generation Partnership Project; Technical Specification Group Services and

System Aspects; System Architecture for the 5G System; Stage 2 (Release 15). (146 pages)

3GPP TS 33.220 V15.0.0 (2017-06); 3rd Generation Partnership Project; Technical Specification Group Services and
9 System Aspects; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) (Release 15).
(93 pages)

ABOBA, B. et al., "The Network Access Identifier", Network Working Group; Request for Comments: 4282 (December

10 2005). (16 pages)
SIMON, D. et al.,, "The EAP-TLS Authentication Protocol", Network Working Group; Request for Comments: 5216
11
(March 2008). (34 pages)
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 16200037
Filing Date 2018-11-26
First Named Inventor |Vesa TORVINEN
Art Unit 2491

Examiner Name

Attorney Docket Number

3602-1734U82

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature

Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if

English language translation is attached.
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Application Number 16200037

Filing Date 2018-11-26

INFORMATION DISCLOSURE

First Named Inventor | Vesa TORVINEN

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Art Unit 2491

Examiner Name

Attorney Docket Number 3602-1734US2

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Brian 8. Rosenbloom/ Date (YYYY-MM-DD) 2018-12-06

Name/Print Brian S. Rosenbloom Registration Number 41276

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Methoads, network nodes, mobile entity, computer programs and

computer pregram proeducis fer protfecting privacy of a mobile entity
Technicgl field

The technology disclosed herein relates gencrally to the ficld of communications
systerns and in particular to methods and means for protecting privacy of subscribers

it such systems.
Background

In wircless communication there is inherently a risk of eavesdropping, i.c. that data
sent from or to a2 user may be intercepted and used by an vointended user. Locations
or traveling routes of a user in a mobile network could, for instance, be tracked by
tracing to which cells the user is connected or through which cells the user is

travelling, resulting in in privacy infringement.

1t is known that the technical implementation of many trust modcls, including those
used in mobile networks, may leave open the possibility for various types of attacks,
from external hackers as well as malicious insiders. If, for example, a network
operator’s trust for its employees is betrayed, security is typically lost. Entities with

access to interconnect networks, interconnecting home and visited nctworks, are

often authorized to perform very sensitive operations on other entities and security

thercof is therefore of high importance.

In recent years there has been much publicity around cases wherein attacks have
been performed on networks supporting the operation of mobile communications
systems. For example, attackers have quite casily obtained lcgal or illegal access to
signaling system 7 (557) networks, and by using that access have becn able to elicit
privacy sensifive information such as subscribers’ precise geographical location.
However, attacks are not only performed via such gray-area access to interconnecting
networks. There have also been various cases of actively compromising nodes in the

mobile network core and vendors development environments.

Another type of attack comprises obtaining the identity of a mobile subscriber, e.g.
International Mobile Subscriber Identity (IMSI) catchers. The IMSI catcher, in the
simplest form, requests the long-term subscriber identity from a mobile terminal.

Since this is a valid request in normal operations, the mobile terminal replies with its
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long-term subscriber identity according to standardized protocols, The IMSI catchers
can be used e.g. to keep track of who is moving in a certain area. In addition, more
advanced IMSI catchers can eavesdrop on the traffic to and from the mobile terminal
Cellular standards do not address threats {rom such attack-devices. and it is a non-
trivial issue since the IMST reguests may occur when there is no security context

available to cryptographically protect the request.

A current solution for protecting the privacy of the subscriber's identity is based on a
serving network assigning a temporary identity to the mobile terminal at regular
intervals. The long-term identity is used only as a fallback mechanism or when a
temporary identity has not yet been assigned. The long-term identity may be the
mentioned IMSI and the temporary identity is then the Temporary Mobile Subscriber
Identity {(TMSH). There arc also other temporary identificrs used, ¢.g. various Radio
Network Temporary {dentifiers (RN'T1s) used locally for radio access specific parts,

¢.g. for identifying radio channels.

To avoid a lock-out of a mobile terminal when errors occur, e.g, when the serving
network or the mobile terminal has Jost the TMSI, the above mentioned faliback
mechanism is provided, wherein the mobile terminal falls back to using the IM51
whenever the serving neiwork so requests. This faliback is what the mentioned IMSI-
catchers use to obtain the IMSI from the mobile terminals. The current way of
protecting privacy does hence not provide any protection against an active attacker
on the air-interface, claiming to be a legitimate notwork that has lost the temporary
identity. Neither is there any protection against passive cavesdroppers who happen to

be present when (legitimate or illegitimate} IMSI requests are made.

At the initial phases of Universal Mobile Telecommunications System (UMTS) and
Long Term Evolution (LTE) standardization, some enhanced long-term identity
protection mechanisms were discussed. The three options that were discussed
included encrypting IMSI by a public key of the network, encrypting IMSI usinga

shared group key, and authenticating IMSI requests by the network.

The option of encrypting IMSI by a public key of the network was, eventually,
dismissed due (o the complexity and limited processing power for public key
ogperations of mobile terminals that existed at the tirne. Further, this option may not

protect against malicious insiders, e.g., from a roaming partner who could see a
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business case in extracting and selling IMSIs and the corresponding location of

mobile terminals.

The option of encrypting IMSI using a shared group key does not prevent other

mobile terminals, who also know the group key, from obtaining the IMSI.

The third option, the authenticating IMS1 requests by the network does not protect
against passive (eavesdropping) attackers and requires complex key management

&

associated with the serving network, e.g. a public key infrastructure (PKI}.

Further, since the trust model assumes that anyone with access to the
interconnecting network is trusted to behave well, the nodes in the serving network
will supply sensitive information such as the precise location of a subscriber when
requested to do so by another node connected to the interconnecting network. As is
cvident from the multiple occurrences of various attacks. this trust model docs no
fonger match reality. The privacy protoction of the subscriber identity, being designed

under the assumption that the trust model holds, is therefore ineffective.

The above mentioned problems occur also for other commaunications system. For
example, systems using the Exiensible Authentication Protocel (EAP) have various
mechanisms to handie identifiers. As an example, when using the EAP-
Authentication and Key Agreement {AKA) mechanism, there are cccasions where the
network issues identity requests that the terminal must accept and respond to. While
also here a scheme of temporary identities is supported, there are occasions during
normal operation when there is no option but to disclose the long term wdentity. In
the specific case of EAP-AKA, which is used in some Wireless Local Area Networks
(WLAN), this identity will again reveal the IMS1. In other cases, long term identities

¥ o

may be disclosed in the form of user names encoded in “Issued-to” fields of public key

certificates, ctc.

From the above it is clear that there is a need for improvements in view of handling of
identifiers in order to prevent identification of subscribers and to protect their

privacy.
Summary

An objective of the present disclosure is to address and solve or at least alleviate at

lzast one of the above mentioned problems.
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The objective is according to an aspect achicved by a method for a first network node
(e.g. a home subscriber server, HSS) of protecting confidentiality of a first identifier
associated by the first network node with a subscription uscd by a mobile entityin a
communications network. The communications network comprises a home network
of the mobile entity and a serving network serving the mobile entity. The method
comprises the following steps performed by a first network node which is part of the
home network: recetving, from a second network node, which is part of the serving
network, a first request for avthentication information for the mobile entity, the first
request comprising the first identifier, generating a first pseudonym associated with
the {irst identilier, creating a link between the [irst pseudonym and the first
identifier, and sending, to the second network node, the first pseudonym in response
to the first request for authentication information for use as an identifier for the

mobile entity in the serving network.

An advantage of the method is that e.g. IMSI catchers are rendered less useful, since
they will only be able to catch a pseadonym, which in addition may be changed often.
Further, nodes of the serving network will become less attractive as attack targets,
since the IMSI will not be available to them . Still further, the method reduces the
problem of almest any entity with access to an interconnecting network being able to

request the precise location of a subseriber.

The objective is according to an aspect achieved by a computer program for a first
nctwork node for protecting confidentiality of a first identifier associated by the first
nctwork node with a subscription uscd by a mobile entity. The computer program
comprises computer program code, which, when executed on at least one processor of

the first network node causes the first network node to perform the method as above.

The objective is according to an aspect achieved by a computer program produoct
comprising a computer program as above and a computer readable means on which

the computer program is stored.

ps

The objective is according to an aspect achieved by a method in a first network node
for protecting confidentiality of a first identifier associated by the first network node
with a subscription used by a mobile entily in a communications network. The
commmunications network comprises a home network of the mobile entity and a

serving network serving the mobile entity. The first network node is part of the home
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network and is configured to: receive, from a second network node, which 1s part of
the serving network, a first request for authentication information for the mobile
entity, the first request comprising the first identifier, generate a first pseudonym
associated with the first identifier, create a link between the first pscudonym and the
first identifier, and send. to the second network node, the first pseudonym in
response to the first request for authentication information for use as an identifier for

the mobile entity in the serving network.

The objective is according to an aspect achieved by a method for a second network
node {c.g. a mobility management entity, MME) of protecting confidentiality of a first
identifier associated by a first network node with a subseription used by a mobile
entity in a communications network. The communications network comprises a
home network of the mobile entity and a serving network serving the mobile entity.
The method comprises the following steps, performed by the second network node,
which is part of the serving network: sending, to the first network node, which is part
of the home network, a first request for authentication information for the mobile
entity, the first request comprising the first identifier, receiving, from the first
network node, a first pseudonym associated with the first identifier in response to the
first request, creating a link between a temporary identifier of the mobile entity and

the first pseudonvm, and using the first psendonym as identifier of the mobile entity.

The objective is according to an aspect achieved by a computer program for a second
network node for protecting confidentiality of a first identifier associated by a first
network node with a subscription used by a mobile entity. The computer program
comprises computer program code, which, when executed on at least one processor of
the second network node causes the second network node to perform the method as

above,

The objective is according to an aspect achicved by a computer program product
comprising a computer program as above and a computer readable means on which

the computer program is stored.

The objective is according to an aspect achicved by a second network node for
protecting confidentiality of a first identifier associated by a first network node (5, 15)
with a subscription used by a mobile entity in a communications network. The

communications nctwork compriscs a home network of the mobile cntity and a
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serving network serving the mobile entity. The second network node is part of the
serving network and is configured to: send, to a first network node, which is part of
the home network, a first request for anthentication information for the mobile
entity, the first request comprising the first identifier, receive, from the first network
node, a first pseudonym associated with the first identifier in response to the first
request, create a link between a temporary identifier of the mobile entity and the first

psendonym, and vse the first psendonym as identifier of the mabile entity.

The objective is according to an aspect achieved by a method for a mobile entity of a
communications network of protecting confidcentiality of a first identifier associated
with a subscription used by the mobile entity. The communications network
comprises a home network ol the mobile entity and a serving network serving the
mobile entity, The method comprises sending to a second network node, which is
part of the serving network, an atiachment request, the attachment request
comprising a first pseudonym previcusly generated for the mobile entity by a first
network node, which is part of the home network, or the first identifier in encrypted
format, encrypted in the mobile entity, and receiving, from the second network node,
a second psendonym associated with the mobile entity in response to the attachment

request.

The objective is according to an aspect achicved by a computer program for a mobile
entity of a communications network for protecting confidentiality of a first identifier
associated with a subscription uscd by the mobile entity. The computer program
comprises compuicr program code, which, when cxecuted on at least onc processor of

the mobile entity causes the mobile entity to perform the method as above.

The objective is according to an aspect achicved by a computer program product
comprising a computer program as above and a computer readable means on which

the computer program is stored.

ps

The objective is according to an aspect achieved by a mobile entityof a
commuunications network of protecting confidentiality of a first identifier associated
with a subscription used by the mobile entity. The communications network
comprises a home network of the mobile entity and a serving network serving the
mobile entity. The mobile entity is configured to: send to a second network node,

which is part of the serving network, an attachment request, the attachment request
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comprising a first pseundonym previously generated for the mobile entity by a first
network node, which is part of the home network, or the first identifier in encrypted
format, encrypted in the mobile entity, and receive, from the second network node, a
second pseudonym associated with the mobile entity in response to the attachment

request.

Further features and advantages of the embodiments of the present teachings will
become clear upon reading the following description and the accompanying

drawings.
Brief description of the drawings

1,
L

Figure 1 illustrates schematically a general communications network in which

embodiments according to the present teachings may be implemented.

Figure 2 illustrates schematically a basic LTE network in which embodiments

according to the present teachings may be implemented.

Figurc 3 is an exemplary scquence diagram illustrating an aspect according to the

present teachings.

Figurc 4 is an exemplary sequence diagram illustrating an aspect according to the

present teachings.

Figure 5 summarizes exemplary ways of conveying a pseundonym from a home

network to a mohile entity.

Figure 6 illustrates a flow chart over steps of an embodiment of a method in a first

network node (e.g. HSS) in accordance with the present teachings.

Figure 7 illustrates schematically a communications network and means for

implementing embodiments in accordance with the present teachings.

Figure 8 illustrates a first network node comprising fonction modales/software

modules for implementing embodiments of the present teachings.

Figure 9 illustrates a fow chart over steps of an erabodiment of 2 method in a second

network node (e.g. MME} in accordance with the present teachings.
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Figure 10 illusirates a second network node comprising function modules/ software

modules for implementing embodiments of the present teachings.

Figure 11 iHustrates a flow chart over steps of an embodiment of a method in a mobile

entity in accordance with the present teachings.

Figure 12 illustrates schematically 2a mobile entity and means for implementing

embodiments in accordance with the present teachings.

Figare 13 illustrates a mobile entity comprising function modules/ software modales

for implementing embodiments of the present teachings.
Betailed description

In the following description, for purposes of explanation and not limitation, specific
details are set forth such as particular architectures, interfaces, technigues, etc. in
order to provide a thorough understanding. In other instances, detailed descriptions
of well-known devices, circuits, and methods are omitted so as not to obscure the
description with unnccessary detail. Samc refercnce numerals refer to same or

similar elements throughout the description.

Briefly, the present teachings provide, in different aspects and embodiments, privacy
protection against compromised nodes of a serving network and malicious insiders as
well as IMST catchers by not providing the IM51 to the serving network, and instead
providing a pseudonym which may be regularly updated. Examples of such nodes of
the serving network comprise Maobile Switching Center (MSC), Serving GPRS support
node (SGSN}, Mobility Management Entity (MME), etc.

If the serving network node (e.g. MME) is nevertheless compromised, an attacker will
only get access to the pseudonynt and cannot easily deduce to which IMST the
pscudonym belongs. In addition, when a serving network node loses the TMSI or the
pseudonym for a given mobile terminal, it will not request the IMSI from the mobile
terminai, but rather request the pseudonym. However, it is noted that such
pseudonym request may technically be implemented as a standard IMSI reguest, but
the response {rom the mobile terminal comprises the pseudonym instead of the IMSIL.
Depending on implementation, the serving network node may issue a conventional

IMSI request, but receive in response an encrypted IMSI or a pseudonym. An
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advantage of such embodiments is transparency to the serving network, if the
pseudonym is formatted according to the same principles as an IMSI. Alternatively,
the serving network node may send a new type of request, a “pseudonym request”,
and receive in response the pseudonym. Since the mobile terminal does not send the
IMSI, at least not unencrypted, an IMST catcher will not be able io obtain anything

¢lse than the pseudonym.

The described mechanism does not completely protect against IMSI catchers, which
could catch the IMS] of 2 mobile terminal not yet having a pseudonym in the visited
network and doing an attach request to an MME. However, the mechanism can be
combined with other security measures, such as the above-mentioned encryption of
IMS1. An example of such encryplion comprises encrypling & mobile subscription
identification number (MSIN) part of the IMS51 using a public key of the home
network operator before sending it from the mobile terminal to the serving network.
The serving network can still route the message to the correct home network based
on the Mobile Network Code (MNC) and Mobile Country Code (MC(C) parts of the
IMSI, which parts can be left in clear text. It is noted that this particular encryption
does not prevent the problem of misbehaving serving network nodes {e.g. MMEs).
The present disclosure does that, so the two parts provides complete protection in a

complementary way.

A general objective of the present teachings is to address at least one or some of the
disadvantages with the prior art solutions deseribed in the background section. The
various steps described below in connection with the figares should primarily be
understood in a logical sense, while each step may involve the communication of one

or more specific messages depending on the implementation and protocols used.

Embodiments according to the present teachings relate, in general, to the field of
providing privacy for subscribers and other users in a communications network. In
particular, embodiments are described for generating a pseudonym in a home
network and using this pseudonym for identifying a mobile entity used by a
sabscriber in a serving network. Thereby, the long-term identity of the subscriber will
remain hidden from the serving network as well as entities cavesdropping on

communication between the serving network and the mobile entity.
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The disclosed mechanism applies to general commaunications networks where the
subscriber can roam into a serving network which may be controlled by another
{separate) legal entity than the entity controiling the subscriber’s home network. As
particular examples, the disclosed mechanism is applicable for instance in L'TE,
Wideband Code Division Multiple Access (WCDMA) and Global System for Mobile
Communications {GSM) networks COMA/CDMAZ000 defined by 3GPP2, or access
technologies such as those of the IEEH 802,11 {WLAN) or 802.16 (WiMAX) familics,
cic. In the following, aspects and embodiments according to the prescat teachings are
described in the context of LTE, but as will be appreciated by a person skilled in the
art, the teachings are applicable to a general communications nelwork, such as

illustrated in figure 1

Figure 1illustrates schematically a general communications network I comprising a
home network 3 controlied by a home-operator and a serving network 2 controlled by
a serving operator. 1t is noted that the home-operator and serving operator may be
the same entity. The serving network 2 may also be denoted visited network, e.g.
when the serving operator is a different entity than the home-operator. Asubscriber
gperating a mobile entity 6 has a subscription or is otherwise registered as a user with
the home-operator. The subscriber, e.g. aroaming subscriber, has typically no direct
business relation with the serving operator, e.g. need not be a subscriber also with the
serving operator. However, it is noted that the serving network 12 and the home

nctwork 3, 13 may belong to the samc operator.

In the serving network 2 a scrving function 4 is controlling the mobile cotity 6
gperated by the subscriber, e.g. in view of aathentication, bearer activation and
deactivation, allocation of temiporary identities for the mobile entity 6. The serving
network may comprise a number of base stations, e.g. evolved Nade B in case of LTE,
providing wireless communication for the mobile entity 6 in one or more cells. The
serving function 4 is connected to a home function 5 in the home network 3. The
home function 5 may comprise a node comprising or having access to user and/or
sabscriber-related information, information on subscriptions such as subscriber

credentials, available services, mobility management information etc.

Figure 2 schematically illustrates a basic LTE network 10, comprising a mobile entity

16 operated by a subscriber, nodes such as a Mobility Management Entity (MME) 14
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of a serving network 12, controlling the mobile entity's 16 access via the Evolved
Universal Terrestrial Radio Access Network (E-UTRAN) 17, and a Home Subscription
Server (HSS) 15 of the home network 3, 13, E-UTRA 1s the air interface of LTE, over
which the mobile entity 16 communicates with eNodeBs. E-UTRAN is a combination
of B-UTRA, UEs and eNnodeBs, generally indicated at reference numeral 17. The
MME 14 is an example on the serving function 4 mentioned with reference to figore 1,
while the HSS 15 is an example on the home function 5. The eNodeBs of the E-
UTRAN 17 communicates with the MME 14 over an Stinterface. The MME 14 in turn
communicates with the HSS 15 over an S0z interface. It is noted that the UE 16
comprises mobile equipment (ME) and a Universal Subscriber Identity Module
(USIM), and the ME typically has an identifier, e.g. International Mobile Station
Hguipment Identity (IMEL), enabling the communications network to identify the
device. The UE 16 also comprises an identifier, e.g. the IMSI associated with a
subscription tied to the UE 16, the subscription allowing the UE 16 to be used for
obtaining services from the communications network. The UE user identifier (e.g.
IMSI} is typically provided on a removable card, e.g. Universal Integrated Circuit
Card (UICC) card, while the ME identifier (e.g. IMET) can be found in or on the ME

16.

It is noted that when the subscription/IMSI is associated with a removable card such
as UICC, the ME part of the UE 16 may in principle change over time due to so called

“plasticroaming”; when the aser/ subscriber simply moves the UICC from one ME to

another. Sach plastic roaming does not affect the principles of the invention. [ is not

possible to maintain service while the UICC is moved {from one ME 16 to another, and
the description below relates to steps and methods occurring while the UTCC is

inserted into a specific ME 16.

Figure 3 1s an exemplary sequence diagram illastrating an aspect according to the
present teachings. In the disclosed mechanism, a pseudonym is used to protect the
privacy of the long-term subscriber identity in the LTE environment. In the following,

the mobile entity 16 is represented and exemplified by a user equipment (UE) 16.

At arrow 1, the UE 16 performs an attach procedure to the MME 14 when the UE 16
registers to the serving network 12. If the UE 16 has access to a TMSI, the UE 16 may

use it in an attach request of the attach procedure. The mechanism according to the
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present teachings interacts well with this existing TMSI mechanism {(not shown in
figure 3). I no TMST is available, the UE 16 may identify itself using a pseudonym
(PSE) instead of the IMS5I1, as will be explained below. Further, the TMSI may be
mapped to/ from the pseudonym PSE rather than to/from the IMSI. Thus, asa
principle, whenever identification by means IMS] would normally he reguired, the
PSE 1s used instead. Only the home network 13, ¢.g. the HS5 1S thereof, and the UE
16 know the mapping between the PSE and IMSIL While the MME 14 knows the
mapping between PSE and TMSI, it thus does not know the mapping between TMS1
and IMSI. This is in contrast to today's systems where also the MME 14 knows the
mapping between TMSI and IMSI. In the disclosed mechanism, the IMSI is hidden

from the serving network 12, including the MME 14,

In the case that the UE 16 does not yet have a PSE, it may need to use its long-term
identity IMS] instead. As mentioned briefly, encryption of the IMS1 by a public key of
the home network 13 may in such cases be used to prevent the IMS] from being
cavesdropped during transit of the IMS] from the UE 16 to the HS5 15. The UE 16
may for instance encrypt part of the IMS1. e.g. encrypt the MSIN part of the IMSI
using the public key of the home network 13 whereas MCC and MNC parts of the
IMSI may be kept un-encrypted. The serving network 12, in particuelar the MME 14
thereof, is then not provided any information about the UE 16 and hence not about its
subscriber, besides the identity of the home network of the subscriber. In a broadest
cmbodiment of the present teachings, the initial use of un-cnerypted IMSIE may also
be used, thereafter relying on the privacy protection provided by the pseudonym PSE.
In the following, the term “encrypted IM3I” is used, and the term encompasses cases
wherein the entire IMST s encrypted as well as cases wherein only part of the IMST is

encrypted.

Upon reception of the attach request, the MME 14 reguests an Authentication Vector
(AV) from the HSS 15 (arrow 2). The AV request comprises the PSE or the encrypted
IMSI as sent by the UE 16. The H3S 15 may then use the pseudonym PSE (or IMSI
after decryption) to allocate or generate a new pseudonym PSE (box indicated at
reference numeral 3). The new psesdonym is preferably chosen to be distinet from
other pseudonyrs, carrently associated with other subscribers. In some
embodiments, the pseudonym PSE may be chosen to have the same format as an

IMSI, e.g. being structorally composed of MOC, MNC and MSIN fields. In such case,
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MCC and MNC may be identical to the corresponding sub-fields of the IMSI and only
the MSIN part carries the pseudonym information. Further, still with reference to box
3, the HS5S 15 creates a link between the generated pseudonym PSE and the long-term
identity IMSI, e.g. a mapping between them. The HSS stores the created link or the
mapping or makes the created link/ mapping otherwise retrievabie for future use, e.g.

by sending it for storage elsewhere.

The HSS 15 includes the new pseudonym PSE {(or the old pseudonym. in 2 new was
not generated) together with the AV in a response (arrow 4) to the MME 4. In any
case, a PSE (old or new) takes the place of what conventionally would be the IMSL
When, in box indicated at reference numeral 5, the MME 14 receives the AV from the
HSS 15, the MME 14 cap use the AV 1o authenticate and assign a Temporary IMSI
{TMS]) to the UE 16. The MME 14 further creates a mapping between the assigned
TMST and the pseudonym PSE received from the HSS 15, It is noted that the MME 14
does not know the long-term identity of the subscription associated with the UE 16,
i.e., the IMSI stored on the Universal Subscriber Identity Module (USIM) {or

corresponding card, device or the like of the UE).

There is, as indicated by double-headed arrow 6, authentication and key
establishment signaling between the UE 16 and the MME 14 (typically via
intermediate node(s) such as gateways and eNodeBs). Generally, the purpose of the
AKA procedure is to provide mutual authentication between the UE 16 and the

scrving network 12,

According to the prescnt tcachings, the MME 14 also transfers the pscudonym PSE to
the UE 16 {double-headed arrow 7), which the UE 10 may be configured to
acknowledge receipt of. “Iransfer”is in this context understood as being provided to
the UE 16, typically via intermediate nodes such as eNodeBs. This may be done in the
same procedure as the TMSI allocation procedure {(double-headed arrow 8). It may
alternatively be done by the HSS 15 including the pseudonym PSE as a new
rformation clement that is transferred together with authentication information
(exemplified by AUTN and RAND) from the HSS 15 to the UE 16 {again via
intermediate nodes). This is disclosed and described in more detail with reference to

figare 4. The pseudonym PSE may, in some embodiments, be incladed as part of
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AUTN or RAND. The pseudonym PSE would preferably be encrypted from the HSS
15 to the UE 16,

In casc the MME 14 would, for any rcason, loosc the pscudonym PSE or TMSI for a
given UE 16 (box indicated at reference numeral 9), the MME 14 may request the
pseudonym PSE from the UE 16 (arrow 10). The UL 16 in turn replies with the
pseudonym PSE (arrow 11). In avegular LTE network and according to prior art, the
MME 14 would in this sitnation have to request the TMSY from the UE 16 and the UR
16 would then risk revealing it to potential eavesdroppers since it would have to be
sent in clear text. In case the UE 16 loses the TMSI (box indicated at reference
numeral 12), it can re-attach (arrow 13) to the network using the pseudonym PSE as

the identifier jusi as i did in the first step, and thereby avoiding revealing the IMSH.

According to an aspect of the present teachings, the MME 14 may request any context
information related to a mobile subscriber or mobile entity 16 from the HSS 15 using
the pseudonym PSE. The MME 14 may even send the request to a different node than
an HSS 15. An MME 14 may for instance send the reguest to another MME which, for
some reason, may have knowledge about the user and the user’s pseudonym PSE. An
example of such situation, wherein a first MME could send a reqguest to a second
MME, comprises when a UE 16 has moved into a service arca covered by the second
MME. In that case the UE 16 will present the MME in the new service area with the
pseudonym PSE, for example in a Tracking Area Update message. The second MME
i the new service arca would then, basced on the pscadonym PSE, request the
sccurity context for the UE 16 from the first MME scrving the service area to which

the UE 16 was previously connected.

Figure 4 is an cxemplary sequence diagram illustrating an aspect according to the
present teachings. In particular, a message sequence diagram is shown illustrating
how the authentication in LTE may be augmented in order to provide the UE 16 with
the pseudonym PSE during the authentication procedure (schematically illustrated at
arrow 0 of figure 3). When the UE 16, at arrow 1, attaches to the MME 14 of a serving
network 12 it nray use the pseudonym PSE or the encrypted IMSI. The MME 14 then
sends (arrow 2) the AV request to the HSS 15, the request comprising the pseudonym
PSE or the encrypted IMB3I, whichever it received from the UE 16. The HSS 15 sends

in response (arrow 3}, to the MME 1, the AV response and include in this response a

Lenovo Ex. 1009
Page 149



10

15

20

30

WO 2016/20912¢ 15 PCT/SE2015/050728

new information element: the pseudonym PSE. The response may comprise the
conventional AV response message comprising information elements AUTN and
RAND, KASME, XRES, with the new information element pseudonym PSE added.
The pseudonym PSE may be encrypted, as mentioned earlier. The conventional
authentication vector comprises these four parameters: a random number (RAND),
mntermediate access security management entity key (KASME). The MME 14 sends
(arrow 4) an anthentication request to the UE 16 including the RAND, AUTN in
conventional way, and also the PSE. The UE 16 responds (arrow 5) to the
authentication request in conventional way, e.g. calculates a response parameter RES
based on AUTN and RAND, and now also has the pseudonym PSE. which it may use

to anthenticate itself in the serving network 12 in subsequent message exchanges.

The HSS 15 may generate the psendonym PSE by randomly or psendo-randomly
generating a siring. As another alternative, the HSS 15 may generate the pscudonym
by encrypting the IMS] {(or parts thereof, e.g. the MSIN) using a time dependent key
with an encryption algorithm such as according to Advanced Encryption Standard
(AES} in counter mode. The term time-dependent is here only intended to mean that
different keys may be used at different times, it does not necessarily imply that time is
a parameter used in the derivation of the key even though this may be the case.
Optionally, the HS5 15 may generate the pseudonym by inputting the IMS] and a
time dependent parameter into a hash function, such as e.g. Sccure Hash Algorithm-
256 (SHA-256) or SHA-, or a key derivation function, such as e.g. Hash Message
Authentication Code-SHA-256 (HMAC-SHA-236). The pseudonym P5E may thus
have a format compatible with the IMSI format 15 so desired, i.e. it may comprise

sab-fields equivalent to the MCC, MNC and MSIN.

In other embodiments, the HSS 15, or more generally a database server handling the
user’s subscription, may generate the psendonym in accordance with what has been
described, but using a different long-term identity than the IMSI. It could for
example be a Network Access Identifier, an IP Multimedia Subsystem (IMS)
Multimedia Public Identity (AMPU) or IP Multimedia Private Identity (IMPI) a social
network login identifier (e.g. Facebook login identifier), or some username. This
provides a convenient way to integrate use of non-5IM based identities, since the

format of the generated pseudonym PSE, beinge.g. a bit string, can easily be made to

Lenovo Ex. 1009
Page 150



10

15

20

30

WO 2016/20912¢ 16 PCT/SE2015/050728

be indifferent to the format of the underlying long-term identity, irrespective of it

being the IMSI, Facebook 1D, or something else.

A common way to handle both IMSI/ USIM-bascd identifics as well as non-

IMSY USIM identifiers within the same framework 1s in the context of the EAP
protocol. In EAP, the network may request user/subscriber identity using the
message DAP-Request/ Tdentity and the user/ subscriber (called “peer” in EAP
terminology) provides it in an EAP-Response/ Identity message. EAP saffers from the
same problems as discussed above and there may be sitnations where an UE 16 using
EAP will be forced to reveal its long-term identifier. If, for example, EAP-AKA is used.
this long-term identifier will again be the IMSI. While some EAP methods provide so
called pseudonyms, it should be noted thal these are not accessible to intermediary
networks such as a serving network 12, Therefore, when the serving network needs o
perform e.g. mobility management, some other identifier will be needed and that

identifier could still leak information about the user/subscriber.

The present teachings may be applied also in such contexts. Considering, for
example, a situation wherein the UE 16 is a WLAN termipal accessing a serving
network 12 over WLAN. The node corresponding to the MME 14 may now instead be
the WLAN Access Point or a PDG (Packet Data Gateway). The node in the home
network 13 corresponding to the HSS 15 may still be a HSS or more generally. an
Authentication, Authorization and Accounting (AAA) EAP server. In this case. when
the UE 16 reccives an EAP-Reguest/ Identity mcssage, it may include a previously
assigned pscudonym PSE (or an cncrypicd long-term identificy such as IMSI) in the
corresponding HAP-Response/ Identity. Using the present teachings renders it
possible to make the same pseudonym PSE available to the serving network 12, e.g.
for mobility management purposes. For example, the PSE could be included in
Diameter or Radius protocol based signaling between nodes of the home network 13
and the serving network 2. Other handling/updates of PSE are analogous to what

has just been described.

According to yet another aspect, the HSS 15 calculates the pseudonym PSE based on
the RAND used in the Authentication and Key Agreement (AKA) protocol and/or
based on a key derived in one or more steps from the RAND, e.g., in LTE the Key

Access Security Management Entity (KASME) key. Since the UE 16 can calculate the
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same pseudonym PSE from the received RAND and/or KASME, the MME 14 does

not need to send the pseudonym PSE to the UE 16 over the air interface.

In yet another cmbodiment, the HSS 15 may calenlate the PSE from the SQN xor AK
field which is present in the AUTN. The SQN is the sequence number associated with
the authentication vector, and AK is the anonymity key associated with the
authentication vector. Tt is noted that SOQN xor AK is unique for each new
authentication vector. A reason for not using SON directly is that, if the
authentication key AK is not equal to all zeroes, the SON is only visible/ accessible
inside the USIM. The SOQN is not visible in the actual UE 16 and can hence not be
used by the UE 16 to calculate PSE. This is not a problem since the SQN xor AK is

statistically unique lor each authentication vector.

The HSS 15 and/or the UE 16 may loose the pseadonym PSE. This can occur, e.g., due
to are-start of the HSS 15. When this happeuns, the UE 16 would not be able to
present the pseudonym PSE as an identifier anymore and would have to rely on
sending the long-term identity, the IMSE. The disclosed mechanism provides a
solution for this situation as well. As explained in the background section, the UE 16
can send the long-term identity encrypted with the home network’s {¢.g. H35's 15}
public key to break free from this dead lock, and get a new pseudonym P5SE according

to the procedure described with reference to figure 3.

Other parameters than those explicitly mentioned herein may be input to a Key
Derivation Functions {KDF), Message Authentication Codes {(MAC) and any other
functions in all instances described hercin. The parameters may be put in a different
order than explicitly mentioned. The parameters may be transformed before being
input to the function. For example, a set of parameters PL P2, .., Pn, for some
nonncgative integer n, could be transformed by first being run through a second

function fand the result of that, i.e., f{P1, P2, ... Pn), being input to the function.

An exemplary embodiment of the key derivation is when the parameter P1is first
transformed before being input to a KDF to caleulate a key called "output_key™
output_key = KDF(f(P1}, some other parameter), where fis some arbitrary function
r chain of functions. The input "some other parameter” could be 0, 1 or more other
parameters, ¢.g., used to bind the key to a certain context. Sometimes, the notation

".. ' may be used as a synonym for "some other parameter”. Parameters may be input
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as sgparate parameters or may be concatenated together and then input in one single
input to the KDF. Even in the presence of things like these, the core of the idea

remains the same.

1t is noted that the present teachings are also applicable when 1MS1 identifiers are

used within Extensible Authentication Protocol (EAP)-AKA.

Figure 5 summarizes some of the above aspects according to the present teachings,
and in particular five exemplary ways of conveying a pseudonym from a home

network 13, in particular the HSS 15 thereof, to 2 mobile entity 16.

Afirst option, indicated at a), is that the H3S 15 simply sends the psendonym, PSE, to
the UE 16 via the MME 14. That is, the MME 14 merely acts as a middle-hand and
conveys the PSE, that is receives from the H5S 15, to the UE 6.

A second oplion, indicated at b} 1s that the HSS 15 uses a [unction {taking some
information “info” as input to calculate the PSE. The HSS 15 then sends the
information “info” to the MME 14, which has the function fand having received the
info may calculate the PSE for the UE 16 and store it as identifier of the UE 16. The
MME 14 then sends the “info” to the UE 16, which also has the function fand can
calculate the PSE and use for identifving itself in the serving network 12. The “info”
may for instance comprise the RAND, KASME, cipher key (CK) or integrity key (JK)
or any other key or set ol keys that have been described. The USIM of the UE 16
computes the cipher key CK and the integrity key IK as a function of RAND iu the

conventional authentication responses.

A third option, indicated at ¢) is that the HSS 13 again uses a function {taking some
information “info” as input to calculate the PSE. The HSS 15 then sends the
information “info” to the MME 14, which has the tunction f and having received the
info may calculate the PSE for the UE 16 and store it as identifier of the UE 16. The
MME 14 then sends the PSE (instead of “info” as in the second option) to the UE 16,
which thus receives the PSE and may use it identifying itself in the serving network

12. In this case, the UE 16 does not have to have the function £

Afourth option, indicated at d) is that the HSS 15 once again uses a fanction f taking
some information “info” as input to calculate the PSE. The HSS 15 then sends the

information “info” along with the PSE to the MME 14 In this option though, the
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MME 14 does not have the function { but may store the PSE as an identifier of the UR
16 having received it from the HSS 15. The MME 14 forwards the “info” to the UE 16,
which has the function f and may calculate the PSE having received the “info” from
the MME 14. The UE 16 may then use the PSE for identifying #self in the serving

network 12.

Afifth option, indicated at e) is that the HSS5 15 uses a function ftaking some
information “info” as input to calculate the PSE. The HSS 15 then sends the
mnformation “info” along with the PSE to the MME 14. The MME 14 stores the PSE for
the UE 16 and also forwards the PSE to the UE 16. The MME 14 nor the UE 16 needs

to have the function f in this case.

In view of hackwards compatibility issues, it is possible that some aspects of the
present teachings may be introduced and implemented only starting with a new
generation of networks, ¢.g. with the fifth generation, 5G. If implementing the
present teachings in legacy networks, a vast amount of legacy nodes would have to be
updated, preferably simulitancously in order to keep the networks running. Fallbacks
for allowing use of legacy authentication would have to be implemented. This may
lead do possibilities of downgrade attacks where the network and/ or the devices are
fooled into believing they must refrain from using the herein disclosed enhanced
privacy method due to the (incorrect) belief that the other party does not supportit. If
on the other hand the present teachings are implemented for 5G and onwards, it may
be assumed that all cntitics supporting the 3G radio interface will also support
implementation of the present tecachings and no backwards compatibility problems
would arise. For instance, the mobile entities would not respond to requests from
visited networks for its long-term identity, but would instead use only the psendonym

and/ or would only provide an encrypted IMSI.

The varions embodiments and features that have been described may be combined in
different ways, examples of which are given in the following with reference first to

figure 6.

Figure 6 illustrates a flow chart over steps of an embodiment of a method for a first
network node {(e.g. HSS) in accordance with the present teachings. The method 20
may be performed in a first network node 5, 15 for protecting confidentiality of a first

identifier associated by the first network node 5, 15 with a subscription used by a
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mobile entity 6, 16 in a communications network 1, 10. The first network node 5, 15
may for instance comprise a home network function, such as a HSS. The
communications network 1, 10 compriscs a home network 3, 13 of the mobile entity 6,
16 and a serving network 2, 4, 12, 14 serving the mobile entity 6, 16. As described
carlier {e.g. in relation to figure 3), in some embaodiments a pseudonym is explicitly
communicated from the home network function 5, 15 to the serving network 2, 4, 12,
14 whereas in other embodiments, only “info” from which the pscudonym can be
derived is commuanicated. “Pscudonym” may hence also, in the following, be
nterpreted as information corresponding to a pseudonyan, ¢.g. information from

which a pseudonym is derived.

The method 20 comprises the following steps performed by the first network node 5,

15, which is part of the home network 3, 13:

- Receiving 21, from a second network node 4, 14, which is part of the serving network
2,12, a first request for authentication information for the mobile entity 6, 16, the
first request comprising the first identifier. The first identifier may for instance

comprise an IMSI of the mobile entity 6, 16 in encrypted format {encrypted IMSI).
- Generating 22 a first psendonym associated with the first identifier.

- Creating 23 a link between the first pseudonym and the first identifier. The creating
23 may for instance comprise creating a mapping between the first pseudonym and

the first identifier.

- Sending 24, to the second network node 4, 14, the firsi pseudonym in response to
the first request for authentication wformation for use as an identifier for the mobile
entity 6, 16 in the serving network 2, 12. The second network node 4, 14 may use the
first identificr in different ways, c.g. in order to keep track of mobility of the mobile
entity 6, 16 and request contexts associated with the mobile entity 6, 16 {rom other

nodes by using the first identifier.

An advantage provided by the method 20 is that an increased protection of the
privacy of the user or subscriber of the mobile entity 6, 16 is enabled. The serving
network 2, 12, e.g. 3 secand network node 4, 14 such as a mobility management entity
thereof, is provided only with a pseudonym of the mobile entity 6. 16 and not any

information about the actual identity of the mobile entity 6, 16 which o turn could
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reveal information about the user of the mobile entity 6, 16. It would also be difficult
for an attacker that intercepts this information to deduce any information about the
user of the mobile entity {or about the subscription tied to the mobile entity, which in

turn could give information about the user).
In an embodiment, the method 20 comprises:

- receiving, {rom the second network node 4, 14, a second request for authentication
information for the mobile entity 6, 16, the second request comprizing the first

pseudonym associated with the first identifier,
- generating a second pseudonym associated with the first identifier,

-updating the link between the first psevdonym and the first identifier to a link

between the second pseudonym and the first identifier, and

- sending, to the second network node 4, 14, the second pseudonym in response to the

second request {or authentication information.

The second network node 4, 14 may have received the first pseudonym from the
mobile entity 6, 16 ¢.g. as a message of an attachment procedure, and then turned to
the home network 3, 13, in particular the first network node 3, 15 thereof, in order to
authenticate the mobile entity 6, 16. In response to receiving the second request the
home network 3, 13, e.g. the first network node 3, 15 thercof, generates a second
pseudonym associated with the first identifier, and sends it to the serving network 2,
12, e.g. the second network node 4, 14 thereof. The existing link between the first
pseudonym and the {irst identifier is updated by the first network nede 5, 15 to a Hnk
between the second pseadonym and the first identifier. An attacker having captured
the first pseudonym has then no use of it, as it no longer is used by the
communications nctwork. The pseudonym may thus be updated frequently, which

makes the privacy protection provided by the method 20 cven more sccure.

In various embodiments, the first identifier comprises a long-term identity associated
with a subscription used by the mobile entity 6, 16, such as the IMSTI of the mobile
entity 6, 16, preferably encrypted IMSI or a third (old) psecdonym previously
generated for the mobile entity 6, 16.The IMSI may be encrypted in the mobile entity

6, 16 using e.g. a public key associated with the home network 3, 13 the public key
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may be specific for the first network node 3, 13 or generic for the entire home

5

network 3, 13,

In an cmbodiment, the first identificr comprises an IM51 in encrypted format and the
receiving 21 comprises receiving and decrypting the first identifier. The first
identifier, e.g. IMST, may have been cucrypted at the mobile entity 6, 16 by use of a
public key associated with the home network 3, 13. The identity of the mobile entity
6, 16 and user therenfis thereby protected all the way from the mobile entity 6, 16 to
the first network node 5, 15 in the home network 3, 13, preventing the identity to be

captured over the air interface between the mobile entity 6. 16 and the second

network node 4, 14 of the serving network 2, 12.

In an embodiment, the sending 24 of the first pseudonym to the serving network 2,
12, in particular to the second network node 4, 14 thereof, comprises encrypting the
first pseudonym and sending the encrypted first pseudonym for transferal by the
serving network 2,4, 12, 14 to the mobile entity 6, 16. When the first network node §,
15 encrypts the first pseudonym before sending it to the second network node 4, 14
(of the serving network 2, 12), the second network node 4, 14 merely conveys it to the
mobile entity 6, 16, which may decrypt it. This provides an even higher degree of

protection of the privacy.

In various embodiments, the generating 22 comprises selecting a random number or
a pseudo random number, or applying a cryptographic function to at least a long-
term identity associated with a subscription used by the mobile entity 6, 16, wherein
the cryptographic function compriscs one of! cneryption function, a hash function or
a key derivation function. Many different options are thus available for generating the

pseudonyms.

The method 20 may be performed in a single node or in a distributed manner,
wherein different steps are performed by different network nodes or other entities. Tt
is noted that the steps of the method 20 may be performed by different {logical)
entities arranged in a single network node or distributed over several network nodes.
The method 20" may hence be performed in a communications network 1, 10 for
protecting confidentiality of a first identifier associated by a first network node (5, I5)

with a subscription used by a mobile entity 6, 16. The communications network 1, 16
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comprises a home network 3, 13 of the mobile entity 6, 16 and a serving network 2, 4,

12, 14 serving the mobile entity 6, 16.

The method 20° comprises receiving 21, in the home network 3, 55 13, 15, a first
request for authentication information for the mobile entity &, 16 from the serving
network, the {irst request comprising the first identifier; generating 22°, in the home
network 3, 5; 13, 15, a first psendonyn associated with the first identifier, creating 23°
a link between the first pseudonym and the first identifier, and sending 247, to the
serving network 2. 4; 12, 14, the first pseudonym in response to the first request for
authentication information for use as an identifier for the mobile entity 6, 16 in the

serving network 2, 12,

Figure 7 illustrates schematically 2 communications network 1, 10 and means for
implementing embodiments in accordance with the present teachings. A first
network node 5, 15 (e.g. HSS) of a communications network is illastrated
schematically in which the method as described e.g. with reference to figure 6 may be

irnplemented.

The first network node 5, 15 comprises a processor 30 comprising any combination of
one or more of a central processing vnit (CFU), multiprocessor, microcontroller,
digital signal processor (DSP), application specific integrated circuif etc. capable of
executing software instructions stored in a memory 31 which can thus be a compute
program product 31. The processor 30 can be configured to execute any of the various

embodiments of the method for instance as described in relation to figure 6.

The memory 31 can be any combination of read and write memory (RAM) and read
only memory (ROM), Flash memory, magnctic tape, Compact Disc (CD)-ROM,
digital versatile disc (DVD), Blu-ray disc etc. The memory 31 may also comprise
persistent storage, which, for example, can be any single one or combination of
magnetic memory, aptical memory, solid state memory or cven remotely mounted

memaory.

The first network node 5, 15 also comprises an input/output device 33 (indicated by
/0 in figure 7) for communicating with other entities, e.g. with network nodes of

visited network 4, 14 of the mobile entity 6, 16 and with other network nodes in the
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home network 3, 13, which the first network node 5, 15 is part of. Such input/ output

device 33 of the first network node 5, 15 may comprise a communication interface.

The first network node 5, 15 may also comprisc additional processing circuitry,
schematically indicated at reference numeral 34, for implementing the various

embodiments according to the present teachings.

The present teachings provide computer programs 32 for the first network node 3, 15.
The computer programs 32 comprises computer program code, which, when
executed on at least one processor 30 on the first network node 5, 15 causes the first
network node 5, 15 to perform the method 20 according to any of the described

embodiments thereof.

The present disclosure also encompasses computer program products 31 comprising
a computer program 32 for implementing the embodiments of the method as
described, and a computer readable means on which the computer program 32 is
stored. The computer program product 31 may, as mentioned earlier, be any
combination of random access memory (RAM) or read only memory (ROM), Flash
memory, magnetic tape, Compact Disc (CD)-ROM, digital versatile disc (DVD), Blu-

ray disc etc.

A first network node 3, 15 (e.g. HSS) is provided for protecting confidentiality of a
first identifier associated by a first network node (5, 15) with a subscription used by a
mobile entity 6, 16 in a communications network 1, 10. The communications network
1, 10 comprises a home network 3, 13 of the mobile entity 6, 16 and a serving network
2,4, 12, 14 serving the mobile entity 6, 16. The first network node 5, 15 is part of the

home network 3, 13 and is configurcd to:

- receive, from a sccond network node 4, 14, which is part of the serving network 2,
12, a first request for authentication information for the mobile entity 6, 16, the first

request comprising the first identifier,
- generate a first pseudonym associated with the first identifier,

- create a link between the first pseudonym and the first identifier, and
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- send, to the second network node 4, 14, the first pscudonym in response to the first
request for authentication information for use as an identifier for the mobie entity 6,

16 in the serving network 2, 12.

The first network node 5, 15 may be configured to perform the above steps e.g. by
comprising one or more processors 30 and memory 31, the memory 31 containing
instructions executable by the processor30, whereby the first network node 5, 15 s
operative to perform the steps. In case of several processors 30 (not llustrated), they

may be configured to perform all steps of the meothod 20 or only part of the steps.
In an embodiment, the first network node 5, 15 is configured to:

- receive, from the second network node 4, 14, a second request for anthentication
information for the mobile entity 6, 16, the second request comprising the first

pseudonym assoctated with the first identifier, and
- generate a second pseudonym associated with the first identifier,

- update the link between the first pseudonym and the first identifier to a link

between the second pseudonym and the first identifier, and

- send, to the second network node 4, 14, the second pseudonym in response to the

second request for authentication information.

In various embodiments, the first identifier comprises a long-term identity associated
with a subscription used by the mobile entity 6, 16 or a third (old) pseudonym

previously generated for the mobile entity 6, 16.

In an embodiment, the first identifier comprises an identifier in encrypted format,

and wherein the first network node 5, 15 is configured to receive and decrypt the

cncrypted first identifier.

In an embodiment, the first network node 3, 15 is configured to encrypt the {irst
pseadonym and to send the encrypted first pseudonym for transferal by the serving

ncetwork 2, 4, 12, 14 to the mobile catity 6, 16.

In an embodiment, the first nctwork node 5, 15 18 configured to genervate by selecting

a random number or a pseudo random number, or applying a cryptographic function
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to a long-term identity associated with a subscription used by the mobile entity 6, 16,
wherein the cryptographic function comprises one of: encryption function, a hash

function or a key derivation function.

The computer program products, or the memories, comprises instructions executable
by the processor 30. Such instructions may be comprised in a computer program, or

in one or more software modules or function modules.

Figure § illustrates a first network node comprising function modules/ software
modules for implementing embodiments of the present teachings. In an aspect,
means are provided, e.g. function modules or units, that can be implemented using
software instructions such as computer program executing in a processor and/or
using hardware, such as application specific integrated circuits, field programmable

gate arrays, discrete logical components etc., or any combination thereof.

A first network node of protecting confidentiality of a first identifier associated by the
first network node with a subscription used by a mobile entity in a communications
network is provided. The communications network comprises a home network of the
mobile entity and a serving network serving the mobile entity. The {irst network node
comprises a first unit 101 for receiving, from a second network node of the serving
network, a first request for aunthentication information for the mobile entity, the first
request comprising the first identifier. Such first unit 101 may for instance comprise a

network interface and/ or processing circaitry for receiving such information.

The first network node comprises a second unit 102 for generating a first pseudonym
associated with the mobile entity. Such second unit 102 may comprise various
processing circuitry, ¢.g. processing circuitry, adapted gencerate the first pscudonym

by using program code stored in memory.

The first network node comprises a third unit 103 for creating a link between the first
pseudonym and the first identifier. Such third unit 103 may comprise various
processing circuitry, e.g. processing circuitry, adapted o create the link by using

program code stored in memory.

The first network node comprises a fourth unit 104 for sending, to the second
network node, the first pseadonym in response to the first request for authentication

information for use as an identifier for the mobie entity in the serving network. Such
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fourth unit 104 may for instance comprise a network interface and/or processing

circuitry for sending such information.

Figurc 9 illustrates a flow chart over steps of an embodiment of a method in a second

network node in accordance with the present teachings.

The method 70 of protecting confidentiality of a first identifier associated by a first
network node 5, 15 with a subscription used by of a mobile entity 6, 16 in a
communications network [, 1} may be performed in a second network node 4, 14

(e.g. MME). The cornmunications network 1, 10 comprises a home network 3, 13 of
the mobie entity 6, 16 and a serving network 2, 12 serving the mobile euntity 6, 16. The
method 70 comprises the following steps, performed by the second network node 4,

14, which is part of the serving network 2, 12:

- Sending 71, to the first network node 5, 15 (e.g. H3S), which is part of the home
network 3, 13, a first request for authentication information for the mobile entity 6,

16, the first request comprising the first identifier.

- Receiving 72, from the first network node 3, 15, a first pseudonym associated with

the first identifier in response to the first request.

- Creating 73 a link between a temporary identifier of the mobile entity 6, 16 and the
first pseudonym. The creating 73 a link between a temporary identifier of the mobile
entity 6, 16 may comprise or be preceded by a step of assigning a temporary identifier

to the mobile entity.

- Using 74 the first pseudonym as identifier of the mobile entity 6. 16. The second
network node 4, 14 may use the first pseudonym as identifier as well as the temporary

identifier.

In an embodiment, the method 70 comprises, prior to the sending 71, receiving from
the mobile entity 6, 16 an attachmcent request comprising the first wdentifier, whercin
the first identifier comprises an identifier in encrypted format, encrypted by the

mobhile entity 6, 16,

In an embodiment, the method 70 comprises assigning the temporary identifier o

the mobile entity 6, 16,
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In an embodiment, the method 70 comprises requesting, from the mobile entity 6, 16,
the first pseudonym in response to determining that the temporary identifier has

been lost.

In an embodiment, the receiving 72 comprises receiving the first pseudonym
encrypted and the using 74 comprises conveying the encrypted first pseudonym to
the mobile entity 6, 16 for use in the anthenticating of the mobile entity 6, 16. In other
embodiments, the second network node 4, 14 decrypts the first pscudonym before

conveying it to the mobile entity 6, 16.
In various embodiments, the method 70 comprises:

- receiving, from a third network node, which is part of a second serving network to
which the mobile entity 6, 16 is to be handed over to, a request for the first

pseudonym, and
- sending, in response to the request, the first pseudonym to the third network node.

It is noted that the request from the third network node may typically comprise also
request for other information besides the first psendonym, ¢.g. information such as

security context.

The method 70 may be performed in a single node or in a distributed manner,
wherein different steps are performed by different network nodes or other entities. It
is noted that the steps of the method 7¢ may be performed by different (logical)
cntities arranged in a single network node or distributed over several network nodes.
The method 70" may hence be performed in a communications network 1, 10 for
protecting confidentiality of a first identifier associated by a first network node 5, 15
with a subscription used by a mobile entity 6, 16. The communications network 1, 10
compriscs a home network 3, 13 of the mobile entity 6, 16 and a scrving network 2, 4,
12, 14 scrving the mobile entity 6, 16. The method 707 compriscs sending 71, from the
serving network 2, 4, 12, 14 to the home network 3, 5, 13, 15, a first request for
anthentication information for the mobile entity 6, 16, the first request comprising
the first identifier; receiving 727, from the home network 3, 5; 13, 15, a first
pscudonym associated with the first identifier in response to the first reqaest;

creating 73" a link between a temporary identitier of the mobile entity 6, 16 and the
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first pseudonym; and using 747 the first pseudonym as identifier of the mobile entity

6, 16.

Referring again to figure 7, a second network node 4, 14 of 1 communications
network is also illustrated schematically in which the method as described e.g. with

reference to figure 9 may be implemented.

The second network node 4, 14 comprises a processor 30 comprising any
combination of one or more of a central processing unit (CPU), multiprocessor,
microcontroller, digital signal processor (DSP), application specific integrated circuit
etc. capable of executing software instructions stored in a memory 51 which can thus
be a computer program product 51 The processor 530 can be configured to execute
any of the various embodiments of the method for instance as described in relation to

figure 9.

The memory 31 can be any combination ofread and write memory (RAM) and read
only memory (ROM), Flash memory, magnetic tape, Compact Disc ({CD)-ROM,
digital versatile disc (DVD}, Blu-ray disc ete. The memory 31 may also comprise
persistent storage, which, for example, can be any single one or combination of
magnetic memory, optical memory, solid state memory or cven remotely mounted

memory.

The second network node 4, 14 also comprises an input/output device 43 (indicated
by I/ O in figure 7) for communicating with other entities, e.g. with network nodes of
the home network 3, 13 of the mobile entity 6, 16 and with other network nodes in the
serving network 12, which the second network node 4, 14 is part of. Such
inpui/output device 43 of the second network node 4, 14 may comprisc a

communication interface.

The second network node 4, 14 may also comprise additional processing circuitry,
schematically indicated at reference numeral 54, for implementing the various

embodiments according to the present teachings.

The present teachings provide computer programs 52 for the second network node 4,
14. The computer programs 52 comprises computer program code, which, when

executed on at least one processor 50 on the second network node 4, 14 causes the
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second network node 4, 14 to perform the method 70 according to any of the

described embodiments thereof

The present disclosure also cncompasscs computer program products 51 comprising
a computer program 52 for implementing the embodiments of the method as
described, and a computer readable means on which the computer program 52 is
stored. The computer program product 31 may, as mentioned earlier, be any
combination of random access memory (RAM) or read only memory (ROM), Flash
memory, magnetic tape, Compact Disc (CD)-ROM, digital versatile disc (BDVD), Blu-

ray disc etc.

Asecond network node 4, 14 is provided for protecting confidentiality of a first
identifier associated by a {irst network node 5, 15 with a subscription used by a
mobile entity 6, 16 in 4 communications network 1, 10. The commuunications network
1, 10 comprises a home network 3, 13 of the mobile entity 6, 16 and a serving network
2,12 serving the mobile entity 6, 16. The second network node 4, 14 is part of the

serving network 2, 12 and is configured to;

- Send, to the first network node 5, 15, which is part of the home network 3, 13, a first
request for authentication information for the mobile entity 6, 16, the first request

comprising the first identifier.

- Receive, from the first network node 5, 15, a first pseudonym associated with the

first identifier in respounse to the first request.

- Create a link between a temporary identifier of the mobile entity 6, 16 and the first

pseudonym.
- Use the first pseudonym as identifier of the mobile entity 6, 16.

The second network node 4. 14 may be configured to perform the above steps e.g. by
comprising onc or more processors 50 and memory 51, the memory 51 containing
instructions executable by the processor 50, whereby the second network node 4, 14
is operative to perform the steps. In case of several processors 530 (not illastrated)
they may be configured to perform all steps of the method 70 or only part of the

steps.
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In an embodiment, the second network node 4, 14 is configured to, prior to the
sending, receive from the mobile entity 6, 16 an attachment request comprising the

first identifier, wherein the first identifier comprises an identifier in cncrypted

format, encrypted by the mobile entity 6, 16.

In an embodiment, the second network node 4, 14 is configured to assign the

temporary identifier to the mobile entity 6, 16.

In an embodiment, the second network node 4, 14 35 configured to request, from the

o

mobile entity 6, 16, the first pseudonym in response to determining that the

X

temporary identifier has been lost.

In an embodiment, the second network node 4, 14 is configured to receive by
receiving the first pseudonym encrypted and configured to use by conveying the
encrypted first pseudonym to the mobile entity 6, 16 for use in the authenticating of

the mobile entity 6, 16,
In an embodiment, the second network node 4, 14 is configured to:

- receive, from third network node, which is part of a second serving network o
which the mobile entity 6, 16 is to be handed over, a request for the first psendonym,

and
- send, in response to the request, the first pseudonym to the third network node.

Figure 10 illustrates a second network node comprising function moduales/ software

modules for implementing emmbodiments of the present teachings.

In an aspect, means are provided, e.g. function modules or units, that can be
implemented using software instructions such as computer program executingin a
processor and/or using hardware, such as application specific integrated circuils,
field programmable gate arrays, discrete logical components etc., or any combination

thereof,

Asccond network node for protecting confidentiality of a first identificr associated by
a first network node 5, 15 with a subscription uvsed by a mobile entity in a
communications network is provided. The communications network comprises a

home network of the mobile entity and a serving network serving the mobile entity.
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The second network node comprises a first unit 111 for sending, to the first network
node of the home network, a first request for authentication information for the
mobile entity, the first request comprising the first identifier. Such first unit 111 may

for instance comprise processing circuitry for sending such request.

The second network node comprises a second unit 112 for receiving, from the first
network node, a first pseudonym associated with the first identifier in response to the
first request. Such second nnit 112 may comprise various processing circuiiry, e.g.

processing circuitry, for receiving such information.

The second network node comprises a third unit 113 for creating a link between a
temporary identifier of the mobile entity and the fivst pseudonym. Such third unit 113
may COmMprise various processing circuiiry, e.g. processing circuitry, adapted to create

the link by using program code stored in memory.

The second network node comprises a foarth unit 114 for using the first pseudonym
as identifier of the mobhile entity. Sach fourth unit 114 may for instance comprise
various processing circuilry, e.g. processing circuitry, adapted for such use by using

program code stored in memory.

Figure 11 ilustrates a flow chart over steps of an embodiment of a method in a mobile

entity in accordance with the present teachings.

The method 80 may be performed in a mobile entity 6, 16 ofa communications
network 1, 10 for protecting confidentiality of a first identifier associated with a
subscription used by the mobile entity 6, 16. The communications network 1, 10
comprises a home network 3, 13 of the mobile entity 6, 16 and a serving network 2, 12

serving the mobile entity 6, 16. The method 80 comprises:

- Scnding 81to a sceond network node 4, 14, which is part of the scrving network 2. 4,
12. 14 an attachment request, the attachment request comprising a first pscudonym
{an old pseudonym) previously generated for the mobile entity 6, 16 by a first
network node 5, 15, which is part of the home network 3, 13 or the first identifier in
encrypted format, encrypted in the mobile entity 6, 16. The mobile entity 6. 16 may
for instance encrypt a long-term identifier thereof, e.g. IMSI, the first time it attaches

to the serving network 2, 12, and if it subsequently needs to authenticate itself
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towards the serving network 2, 12, then it may send the pseadonym PSE that it has

been provided ¢.g. by the HSS 15,

- Receiving 82, from the second network node 4, 4, a sccond pscudonym (a new
pseudonym) associated with the mobile entity 6, 16 in response to the attachment

request,

In an embodiment, the method 80 comprises receiving, from the second network
node 4, 14, a request for the second pseudonym and sending, in response thereto, the
second pseudonym to the second network node 4, 14. The mobile entity 6, 16 may
create a link between a temporary identifier identifying the mobile entity 6, 16 and

the second pseudonym.

Figure 12 llustrates schematically a mobile entity and means {or implementing

embodiments in accordance with the present teachings.

The mobile entity 6, 16 comprises a processor 90 comprising any combination of one
or more of a central processing unit (CPU}, multiprocessor, microcontrolier, digital
signal processor (DSP), application specific integrated circuit etc. capable of
executing software instructions stored in a memory 91 which can thus be a computer
program product 91. The processor 90 can be configured to execute any of the various

embodiments of the method for instance as described in relation to figure 11,

The memory 91 can be any combination of read and write memory {RAM} and read
only memory (ROM), Flash memory, magnetic tape. Compact Disc {CD)-ROM,
digital versatile disc (DVD), Bhu-ray disc etc. The memory 91 may also comprise
persistent storage, which, for example, can be any single one or combination of
magnelic memory, optical memory. solid state memory or even remotely mounted

memory.

The mobile entity 6, 16 also comprises an input/output device 93 {indicated by I/ O in
figure 12) for communicating with other entities, e.g. with network nodes of the
currently serving network 12 of the mobile entity 6. 16. Such input/ output device 93
of the mobile entity 6, 16 may comprise a wireless communication interface,
antennas, processing circuitry 95 and/or devices for reception and transmission of

wireless signaling.
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The mobile entity &, 16 may comprise a subscriber identity module (SIM) 96, also
denoted SiM card, or a USIM card, or any other type of card or device or software for

accessing the communications network 1, 10,

The mobile entity &, 16 may also comprise additional processing circuitry,
schematically indicated at reference numeral 94, for implementing the various

embodiments according to the present teachings.

The present teachings provide computer programs 92 for the mobile entity 6, 16. The
computer programs 92 comprises computer program code, which, when executed on
at least one processor 90 on the mobile entity 6, 16 caunses mobile entity 6, 16 to

perform the method 80 according to any of the described embodiments thereof.

The present disclosure also encompasses computer program products 91 comprising
a computer program 92 for implementing the embodiments of the method as
described, and a computer readable means on which the computer program 92 is
stored. The computer program product 91 may, as mentioned earlier, be any
combination of random access memory (RAM) or read only memory (ROM), Flash
memory, magnetic tape, Compact Disc (CD)-ROM, digital versatile disc (DVD), Blu-

ray disc etc.

A mobile entity 6, 16 is provided for use in a commaunications network 1, 10 for
protecting confidentiality of a {first identifier associated with a subscription used by
the mobile entity 6, 16. The communications network 1, 10 comprises a home
network 3, 13 of the mobile entity 6, 16 and a serving network 2, 12 serving the mobile

entity 6, 16. The mobile entity 6, 16 1s configured to:

- send to a second network node 4, 14, which is part of the serving network 2, 4, 12, {4
an attachment request, the attachment request comprising a first pscudonym {an old
pseudonym) previously generated for the mobile entity 6, 16 by a first network node
5,15, which is part of the home network 3, 13 or the first identifier in encrypted

format, encrypted in the mobile entity 6, 16, and

- receive, from the second network node 4, 14, a second pseadonym {(anew
pscudonym) associated with the mobile entity 6, 16 in response to the attachment

request.
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The mobile entity &, 16 may be configured to perform the above steps e.g. by
comprising one or more processors 90 and memory 91, the memory 91 containing
instructions executable by the processor 90, whereby the mobile entity 6, 16 is

operative to perform the steps.

In an embodiment, the mobile entity 6, 16 is configured to receive, from the second
network node 4, 14, a request for the second pseudonym and sending, in response

thereto, the sccond pseudonym to the second network node 4, 14,

Figure 13 illustrates a mobile entity comprising function modules/ software modules

for implementing embodiments of the present teachings.

In an aspect, means are provided, e.g. function modales or units, that can be
implemented using software instructions such as computer program executingin a
processor and/or using hardware, such as application specific integrated circuits,
field programmable gate arrays, discrete jogical components etc., or any combination

thereof

A mobile entity is provided for use in a communications network for protecting
confidentiality of a first identifier associated with a subscription used by the mobile
entity. The communications network comprises a home network of the mobile entity
and a serving network serving the mobile entity. The mobile entity comprises a first
unit 121 for sending to a second network node of the serving network an attachment
request, the attachment request comprising a first pseudonym previously generated
for the mobhile entity by a {irst network node of the home network or the first
identifier in encrypted format, encrypted in the mobile entity. Such first unit 121 may

for instance comprisc processing circuitry for sending such request.

The mobile cotity comprises a sccond unit 122 for recciving, from the second network
node, a second pseudonym associated with the mobile entity in response to the
attachment request. Such second unit 127 may comprise various processing circuitry

for receiving such pseudonym.

The invention has mainly been described herein with reference to a few
embodiments. However, as is appreciated by a person skilled in the art, other
embodiments than the particular ones disclosed herein are equally possible within

the scope of the invention, as defined by the appended patent claims.
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Claims

1. Amethod (20) for a first network node (5, 15) of protecting confidentiality of a first
identifier associated by the first network node (5, 15) with a subscription used by a
mobile entity {6, 16) in a communications network (1, 10), the communications
network (1, 10) comprising a home network (3, 13) of the mobile entity (6, 16) and a
serving network (2, 4, 12, 14) serving the mobile entity (6, 16), the method (20)
comprising the {ollowing steps performed by the first network node (5, 15) , which 1s

part of the home network (3, 13 )

- recetving (21), from a second network node (4, 14) , which is part of the serving
network (2, 12), a first request for authentication information for the mobile entity (6,

16), the first request comprising the first identifier,
- generating (22) a first psendonym associated with the frst identifier,
- creating (23) a link between the first pseudonym and the first identifier, and

- sending (24), to the second network node (4. 14), the first pseudonym in response {o
the first request for authentication information for use as an identifier for the mobile

cntity (6, 16} in the serving network {2, 12).
2. The method (20) as claimed in claim 1, comprising:

-receiving, from the second network node (4, 14), a second request for authentication
information for the mobile entity (6, 16}, the second request comprising the first

pseadonym associated with the first identifier,
- generating a second pseudonym associated with the first identifier,

- updating the link between the first pseudonym and the first identifier to a link

between the second pseudonym and the first identifier, and

- sending, to the second network node (4, 14), the second pseudonym in response to

the second request for authentication information.

3. The method (20) as claimed in any of the preceding claims, wherein the first

wdentifier compriscs a long-term identity associated with a subscription used by the
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mobile entity {6, 16) or a third pseudonym previously generated for the mobile entity

(6. 16).

4. The method (20) as claimed in any of the preceding claims, wherein the first

identifier comprises an identifier in encrypted format and wherein the receiving (21}

comprises receiving and decrypting the first identifier.

5. The method (20) as claimed in any of the preceding claims, wherein the generating
{22} comprises selecting a random nomber or a pseudo random number, or applying
a cryptographic function to a long-term identity associated with a subscription used
by the mobile entity (6, 16), wherein the cryptographic function comprises one of:

encryption function, a hash fanction or a key derivation function.

6. Acomputer program (32) for first network node (5, 15) for protecting
confidentiality of a fivst identifier associated by the first network node (3, 15y with a
subscription used by a4 mobile entity (6, 16), the computer program (32) comprising
computer program code, which, when executed on at least one processor of the
communications network (1, 10) causes the {irst network node (3, 13) to perform the

method (20} according to any one of claims 1-5.

7. Acomputer program produoct (31, 41) comprising a computer program {32,42) as
claimed in claim 6 and a computer readable means on which the computer program

{32,42) is stored.

8. Afirst network node (5, 15) for protecting confidentiality of a first identifier
associated by the first network node (5, 15) with a subscription nused by a mobile
enlity (6, 163 in a communications network {1, 10}, the communications network {1,
10) comprising a home network (3, 13) of the mobie entity (6, 16) and a serving
network (2, 4, 12, 14) serving the mobile entity {6, 16), the first nctwork nodce (3, 13),

which is part of the home network (3, 13) and being configured to:

- receive, from a second network node (4, 14), which is part of the serving network (2,
12}, a first request {for authentication information for the mobile entity (6, 16), the

first request comprising the first identifier,

- generate a first psendonym associated with the mobile entity (6, 16),
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- create a link between the first psendonym and the first identifier, and

- send, to the sccond network node (4, 14}, the first pscudonym in responsc to the
first request for authentication information for usc as an wdentificr for the mobile

entity {6, 16) in the serving network {2, 12).
9. The first network node {3, 15) as claimed in claim 8, configured to:

- receive, from the second network node (4, 14), a second request for authentication
information for the mobile entity (6, 16), the second request comprising the first

pseudonym assoctated with the first identifier, and
- generate a second pseadonym associated with the first identifier,

- update the link between the first psendonym and the first identifier to a link

between the second pseudonym and the first identifier, and

- send, to the second network node (4, 14}, the second psendonym in response to the

second request for authentication information.

1G. The fivst network node (5, 15) as claimed in claim 8 or 9, wherein the first
identifier cornprises a long-term identity associated with a subscription used by the
mobile entity (6, 16) or a third pseudonym previously generated for the mobile entity

(6, 16).

11. The first network node (3, 15} as claimed in claim 8, wherein the first identifier
comprises an identifier, in encrypted format, wherein the first network node (5, 13) is

configured to receive and decrypt the first identifier.

12. The first network node (5, 15) as claimed in any of claims 8-11, configured to
generaie by selecting a random number or a pseudo random number, or applying a
cryptographic function to a long-term identity associated with a subscription used by
the mobile entity (6, 16), wherein the cryptographic function comprises one of:

encryption function, a hash funciion or a key derivation function.

13. Awmcthod (70) for a sccond network node {4, 14) of protecting confidentiality of a
first identifier associated by a first network node (5, 15) with a subscription uscd by a

mobile entity (6, 16) in a communications network (1, 10}, the communications
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network (1, 10) comprising a home network (3, 13) of the mobile entity (6, 16) and a
serving network (2, 12) serving the mobile entity (6, 16), the method (70) comprising
the following steps, performed by the second network node {4, 14), which is part of

the serving network {2, 121

- sending (71), to the first network node (5, 15), which is part of the home network (3,
13}, a first request for authentication information for the mohile entity (6, 16), the

first request comprising the first identifier,

- receiving (72), from the first network node (5, 15), a first pseudonym associated with

the first identifier in response to the first request,

- creating (73) a link between a temporary identifier of the mobile entity (6, 16) and

the first pseudonym, and
- using (74) the first pseudonym as identifier of the mobile entity (6, 16).

14. The method (70) as claimed in claim 13, comprising, prior to the sending (71),
receiving from the mobile entity (6, 16} an attachment request comprising the first
identifier, wherein the first identifier comprises an identifier in encrypted format,

encrypted by the mobile entity (6, 16).

15. The method (70} as claimed in claim 13 or 14, comprising assigning the temporary

identifier to the mobile entity (6, 16).

16. The method (70) as claimed in any of claims 13-15, comprising requesting, from
the mobile entity, (6, 16}, the first pseudonym in response to determining that the

temporary identifier has been lost.

17. The method (70) as claimed in any of claims 13-16, wherein the receiving (72)
comprises receiving the first pseudonym in encrypted format and the using (74)
comprises conveyving the encrypied first psecudonym to the mobile entity (6, 16) for

use in the authenticating of the mobile entity {6, 16).

18. The method (70) as claimed in any of claims 13-17, comprising:
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- receiving, {rom a third network node, which is part of a second serving network to
which the mobile entity {6, 16) is to be handed over. a request for the first

pseudonym, and
- sending, in response to the request, the first pseudonym to the third network node.

19. A computer program (52) for a second network node (4, 14} for protecting
confidentiality of a first identifier associated by a first network node (5, 15) with a
subscription used by a mobile entity (6, 16), the computer program (52) comprising
computer program code, which, when executed on at least one processor of the
second network node (4, 14) causes second network node (4, 14) to perform the

method (70) according to any one of claims 13-18.

20. Acompuler program product (51) cornprising a computer program (52) as
claimed in claim 19 and a computer readable means on which the computer program

(32) 1s stored.

21 A second network node (4, 14) for protecting confidentiality of a first identifier
associated by a first network node (5, 15) with a subscription used by a mobile entity
{6, 10) in a communications network (1, 10), the communications network (1, 10)
comprising a home network (3, 13) of the mobile entity (6, 16) and a serving network
(2, 12) serving the mobile entity (6, 16), the second network node (4, 14), which is

part of the serving network (2, 12) and being configured to:

- send, to the first network node €5, 15), which is part of the home network (3, 13}, a
first request for authentication information for the mobile entity {6, 16), the first

request comprising the first identifier,

- receive, from the first network node (3, 15), a first pseadonym associated with the

first identificr in response to the first requcst,

- create a link between a temporary identifier of the mobile entity (6, 16) and the first

pseadonym, and
- use the first pseudonym as identifier of the mobile entity (6, 16).

22. The second network node {4, 14) as claimed in claim 21, configured to, prior to

the sending, receive from the mobile entity (6, 16) an attachment request comprising
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the first identifier, wherein the first identifier comprises an identifier in encrypted

format. encrypted by the mobile entity (6, 16).

23. The sceond network node (4, 14) as claimed in claim 21or 22, configured to

assign the temporary identifier to the mobile entity (6, 16},

24. The second network node (4, 14) as claimed in any of clayms 21-23, configured to
request, from the mobile entity (6, 16), the {irst pseudonym in response to

determining that the temporary identifier has been lost.

25. The second network node (4, 14) as claimed in any of claims 21-24, configured to
receive by receiving the first pseudonym encrypted and configured to use by
conveying the encrypted first pseudonym to the mobile entity (6. 16) for use in the

aunthenticating of the mobile entity (6, 16).
26. The second network node (4, 14) as claimed in any of claims 21-25, configured to:

- receive, [rom third network node, which is part of a second serving network Lo
which the mobile entity (6, 16} is to be handed over, a request for the first

pseudonym, and
- send, in response to the request, the first pseudonym to the third network node.

27. Amethod (80) for a mobile entity (6, 16) of a communications network (1, 10) of
proteciing confidentiality of a first identifier associated with a subscription used by
the mobile entity (6, 16), the communications network (1, 10) comprising a home

7 AY

network (3, 13) of the mobile entity (6, 16) and a serving network (2, 12) serving the

mobile entity (6, 16), the method (80) comprising:

-sending (31) to a second netwark node (4, 14), which is part of the serving network
(2,4, 12, 14) an attachment request, the attachment request comprising a first
pseadonym previously generated for the mobile entity (6, 16) by a first network node
5, 15), which is part of the home network (3, 13) or the first identifier in encrypted

format, encrypted in the mobile entity {6, 16), and

s

-receiving (82), from the second network node (4, 14), a second pseudonym

associated with the mobile entity (6, 16) in response to the attachment request.
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28. The method {80) as claimed in claim 27, comprising receiving, from the second
network node (4, 14), a request for the second pseudonym and sending, in response

therete, the second pseudonym to the second network node {4, 14).

29. Acomputer program (92) for a mobile entity (6, 16) of a communications network
{1, 10) for protecting confidentiality of a first identifier associated with a subscription
used by the mobile entity (6, 16), the computer program (92) comprising computer
program code, which, when executed on at least one processor of the mobile entity (6,
16) causes the mobile entity (6, 16) to perform the method (90) according to any one

of claims 27-28.

30. A computer program product (91) comprising a computer program (92) as
claimed in claim 29 and a computer readable means on which the compuler program

{92) 1s stored.

31. Amobile entity (6, 16) of a communications network (1, 10) for protecting
conflidentiality of a fivst identifier associated with a subscription used by the mobile
entity (6, 16}, the communications network {1, 10) comprising a2 home network (3, 13}
of the mobile entity (6, 16) and a serving network (2, 12} serving the mobile entity (6,

16}, the mobile entity (6, 16) being configured to:

N

- send to a second network node (4, 14), which is part of the serving network (2, 4, 12,
14} an attachment request, the attachment request comprising a first pseadonym
previously generated for the mobile entity (6, 16) by a first network node (35, 15},
which is part of the home network (3. 13) or the first identifier in encrypted format,

encrypted in the mobile entity {6, 16), and

- receive, from the second network node (4, 14), a second pseudonym associated with

the mobile entity (6, 16) in responsce to the attachment request.

32. The mobile entity {6, 16) as claimed in claim 31, contfigured to receive, from the
second network node (4, 14), a request for the second pseadonym and sending, in

response thereto, the second pseudonym to the second network node (4, 14).

33. Amethod (28°) for a communications network (1, 1) of protecting confidentiality
of a first identifier associated by a first network node {5, 15) with a subscription used

by a mobile entity (6, 16), the communications network (1, 10) comprising a home
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network (3, 13) of the mobile entity (6, 16) and a serving network (2, 4, 12, 14) serving

the mobile entity (6, 16), the method (20°) comprising:

WY

-receiving (217, in the home nctwork (3, 5; 13, 15}, a first request for authentication
information for the mobile entity (6, 16) from the serving network, the first request

comprising the first identifier,

- generating (2273, in the home network (3, 5; 13, 15), a first pseudonym associated

with the first identifier,

N
3

- creating (237 a link between the first psendonym and the first identifier, and

-sending (247, to the serving network (2, 4; 12, 14}, the first pseudonym in response
to the first request for authentication information for use as an identifier for the

mobile entity (6, 16) in the serving network (2, 12).

34. Amethod (707) for a communications neiwork (1, 10} of protecting confidentiality
of a lirst identifier associated by a first network node (5, 15) with a subscription used
by a mobile entity (6, 16), the communications network (1, 10) comprising a home
network (3, 13) of the mobile entity (6, 16) and a serving network {2, 12) serving the

mobile entity (6, 16}, the method (707} comprising:

- sending (71}, from the serving network (2, 4, 12, 14) to the home network (3, 5, 13,
15}, a first request for authentication information for the mobile entity {6, 16), the

first request comprising the first identifier,

-receiving (727, from the home network (3, 5; 13, 15}, a first pseudonym associated

with the first identifier in response to the first request,

- creating (737) a link between a temporary identifier of the mobile entity {6, 16) and

the first pseudonym, and

- using (74°) the first pseudonym as identifier of the mobile entity (6, 16).
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PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing
(Caymonthivear) see form PCTASARZI0 (second sheet)

Applicant's or agent's file reference

sea form PCTASAR20

FOR FURTHER ACTION

See paragraph 2 below

Imternational application No. International filing date {daymonthiear) Priority date {dayfnonthiear}

PCTEPZ018069432 17.07.2018
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internationat Patent Classification (IPC) or both national classification and IPC

INV. HO4L29/06 HO4W12/02 HO4W12/06 HO4W12/04

Applicant

TELEFONAKTIEBOLAGET LM ERICSSON (PUBL)

X X

2. FURTHER ACTION

will not be so considered.

whichever expires later,

1. This opinion contains indications relating to the following items:

& Box No. | Basis of the opinion

4 Box No. il Priority

L} Box No.#ll  Non-sstablishment of opinion with regard to novelty, inventive step and industrial applicability

L3 Box MNo. iV Lack of unity of invention

A Box No. V Reasoned statement under Rule 43bis.1{a){i} with regard to noveity, inventive step and industrial

applicability; citations and explanations supporting such siatement
Box No. VI Certain documents cited
Box No. VIi Certain defects in the internationa! application

Box No. VHE Certain observations on the international application

if & demand for inlernational prelirminary examination is made, this opinion will usually be consideredto be a
written opinion of the international Preliminary Examining Authority ("IPEA"} except that this does not apply whare
the applican! chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
international Bureau under Ruls 68.1kis(b) that written opiniens of this International Searching Authority

iIf this opinion is, as provided above, considered to be a writien opinion of the IPEA, the applicant is invited o
sulomit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months
from the date of mailing of Form PCTASARZ2C or before the expiration of 22 months from the priority date,

For further options, ses Form PCTASAZ20.

Name and mailing address of the I8A:

European Patent Office
P.2. 5818 Palentlaan 2
.................. NL-2280 HV Rijswijk - Pays Bas

Tel. +31 70 340 - 2040
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WRITTEN OPINION OF THE International application MNo.
INTERNATIONAL SEARCHING AUTHORITY PCTAEPZ2018069432

Box No.1 Basis of the opinion

1. With regard 1o the languags, this opinion has been established on the basis of;
& the international apphication in the language in which it was Hed.
3  atranslation of the international application into |, which is the language of a transtation furnishad for the
purposeas of international search (Rules 12.3{a) and 23.1 (b}).

2. [ This opinion has been establishad taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Rule 91 {Rule 43b6is.1(a))

3. [0 with regard 1o any nuclestide and/for amino acid sequence disclosed in the international application, this
opinion has been established on the basis of a sequencs listing:

a. L} wwming part of the international application as filed:
L1 in the form of an Annax CST.25 text file.
L1 on paper or in the form of an image file.

p. B3 furnished togather with the internabional apglication under PCT Rue 13ter.1{a) fov the purposes of
international search only in the form of an Annex C8T.25 texd file.

o, Ll furnished subseguent to the international filing date for the purposes of international saarch only:
L1 in the form of an Annex CAST.25 text file (Rule 13fer.1(a)).
[1 on paper or in the form of an image file (Rule 13fer.1(b) and Adminisirative Instructions, Saction

713).

4. {1 In addition, in the case that more than ona version or copy of a sequence listing has been filed or furnished,
the required statemenis that the information in tha subsequent or additional copies is identical to that
forming part of the application as filed or does not go beyond the application as filed, as appropriale, were
furnished.

5. Additional commenis:

Box Ne. i Priority

1. &  The validity of the priority claim has not been considerad because the International Searching Authority
doas not have in iis possession a copy of the earlier application whose priority has been claimed or, where
required, a transtation of that earlier application. This opinion has nevertheless bean established on the
assumption that the relevant date (Rules 43his.1 and 64.1) is the claimed priority date.

2. [1  This opinion has besn astablished as if no priority had been claimed due o the fact that the priority claim
has been found invalid (Rules 43b/s.1 and 64.1). Thus for the purposes of this opinion, the international
filing daie indicated above is considered o be the relevant date.

3. Additional observations, if necessary:

Form PCTASA/237 (January 2013} Lenovo Ex. 1009
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WRITTEN OPINION OF THE International application MNo.
INTERNATIONAL SEARCHING AUTHORITY PCTAEPZ2018069432

Box No.V  Reasoned siatement under Rule 43bis.1(a)(i) with regard io novelly, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statemnent

Novelty (M) Yes: Claims 1-49
No: Claims
Inventive step (I8} Yes: Claims

No:  Claims 1-49
industrial applicability (1A) Yes: Claims 1-43
MNo:  Claims
2. Citations and explanations

see separate sheet

Box No. Vi Ceriain documenis cited

1. Certain published documents (Rules 430is.1 and 70.10)
and /or
2. Non-written disclosures (Rulss 43bis.1 and 70.9)

see form 210

Box No. Vil Certain defects In the international application

The following defects in the form or contents of the international application have been noted:

see separate shest

Box No. Vill Certain ohservations on the international application

The following observations on the clarily of the claims, dascription, and drawings or on the qusastion whether the
claims are fully supported by the description, are made:

see separate sheet
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INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/EP2018/069432

Heltem V

Reasoned statermnent with regard 1o novelly, inventive step or industrial
applicability; citations and explanations supporting such statement

1 Reference is made to the following documents:

D1 WO 2016/209126 A1 (ERICSSON TELEFON AB L M [SE]) 29
December 2016 (2016-12-29)

D2 US 2013/003971 A1 (FORSBERG DAN [FI] ET AL) 3 January
2013 (2013-01-03)

D3 3RD GENERATION PARTNERSHIP PROJECT: "Study on the
security aspects of the next generation system (Release 14)", TR
33.899 V1.2.0, 21 June 2017 (2017-06-21)

2 The present application does not meet the criteria of Article 33(3) PCT,
because the subjeci-matter of independent method claims 1, 16 and 24, in as
far as said claims are clear {(see Re ltem Vi below) does not involve an
inventive siep.

2.1 Claim 1 relates to a method performed by an authentication server in a home
network of a user equipment. Document D1 is regarded as being the prior art
closest to the subject-matter of this claim, and discloses (the references in
parentheses applying to this document):

a method performed by an authentication server (HSS 15) in a home
network of a user equipment, Uk (UE 18}, for obtaining a subscription
permanent identifier, SUPI (IMS1), the method comprising {page 12,
lines 13-15: encryption of the IMS! by a public key of the home network
13 may in such cases be used o prevent the IMSI from being
eavesdropped during transit of the IMSI from the UE 16 to the H3S 15):

receiving a subscription concealed identifier, SUCH, which comprises an
encrypted part in which at least a part of the SUPL is encrypted, and a
clear-text part which comprises a home network identifier {page 12, lines
15-18: UE 16 may for instance encrypt part of the IMS!, e.g. encrypt the
MSIN part of the IMSH using the public key of the home network 13
whereas MCC and MNC parts of the IMSI may be kept un-encrypted),

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005)
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obtaining the SUPI from the SUCI (page 12, lines 28-29: decryption of
IMS! by HSS 15).

The subiject-matier of claim 1 therefore differs from this known method in that:

{iy the clear-text part of the SUCH comprises an encryption scheme
identifier that identifies an encryption scheme used by the UE to encrypt
the SUPI in the SUCI,

and in that obtaining the SUPI from the SUCH comprises:

(i) determining a de-concealing server {0 use (o decrypt the encrypled
part of the SUCH,

(i}  sending the SUCH to the de-concealing server, and
{iv} receiving the SUPlin response.
The subject-matier of claim 1 is therefore new.

The objective technical problem corresponding to distinguishing feature (i)
may be regarded as how to support a plurality of encryption schemes.
Corresponding feature (i) is considered to comprise a matter of normal
design. The skilled person indeed knows that in connection with concealing
subscription identifiers a plurality of encryplion schemes may be standardized
from D3 (section 5.7.4.3 Solution #7.3),

itis in the scope of the securily area #17 ‘Cryptographic algorithms’ to
decide if and which public key encryption schemes to standardize.

it appears o be a matler of normal design to include an encryption scheme
identifier in the SUCI to allow the determination of the encryption scheme o
be used by the de-concealing server.

in D1, the authentication server itself decrypts the encrypted part of the SUCH
to obtain the SUPI from the SUCH The distinguishing features (ii)-(iv) may
therefore be regarded to define an alternative solution to the objective
technical problem of how {0 obtain the SUPI from the SUCI. In the same
technical field, document D2 discloses features (ii)-(iv), see paragraphs
[0044]-{00486], [0049]-[0051], [00584]-[0055] and Figs. 2 and 4:

second network entity (MME 43 of the home network 42) maintains
information that is needed in the decryption,

Form PCT/ISA/Z37 (Separate Sheet) (Sheet 2} (EPO-April 2005}
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determination of the second network entity based on information the
(first, requesting) entity can gather from the identifier that was received
from the user equipment {visited mobile management entity may
analyse the mobile country code (MCC) and/or mobile network code
(MNC) of the IMSI),

second or home entity may then decrypt the message based on
information stored in a data storage thereof and return the identifier in
decrypted format to the requesting entity (the home mobile management
entity decrypts the MSIN part and send the IMS! in a clear text format
back o the visited mobile management entity).

The skilled person would, starting from the teaching of D1, apply these
features disclosed in D2, with corresponding technical effect, and thereby
arrive al the subject-matter of claim 1 without performing any inventive
activity. One may even argue that the visited MME 33 of D2, Fig. 4, which
relies on the home MME 43 as a de-concealing server, in fact also is an
authentication server, since it performs an authentication procedure for
registering a user equipment, see paragraph [0043] of D2.

2.2 Claim 16 relates o a corresponding method performed by a de-concealing
server. Document D2 is regarded as being the prior art closest 1o the subject-
matter of this claim, and discloses (the references in parentheses applying to
this document):

a method, performed by a de-concealing server (Fig. 4: home mobile
management entity), for providing a subscription permanent identifier,
SUPI, the method comprising:

receiving a subscription concealed identifier, SUCH which comprises an
encrypted part in which at least a part of the SUPL s encrypted, and a
clear-text part which comprises a home network identifier (paragraph
[0051] the visited mobile management entity asks the home maobile
management entily 1o decrypt the IMSI on its behalf; paragraph [0049] at
least the maobile subscriber identification number (MSIN) part of the IMSI
may be transmitted as encrypted over the air inferface);

decrypling the encrypted part of the SUCH, using the encryplion scheme
indicated by the encryption scheme identifier to obtain the SUPI
{paragraph [0051] decrypt the encryptad portions of the IMS! identifier);
and

Form PCT/ISA/237 (Separale Sheetl) (Sheet 3) (EPO-April 2005}
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sending the SUPI (paragraph [0054] the home mobile management
entity can then decrypt the MSIN part and send the IMSH in a clear text
format back fo the visited mobile management entity).

The subject-matier of claim 186 therefore differs from this known method in
that:

(i} the clear-text part of the SUCH comprises an encryption scheme
identifier that identifies an encryption scheme used by the UE o encrypt
the SUP in the SUCI and which is supported by the de-concealing
servet,

and in that

(i} the subscription concealed identifier, SUCH, is received from an
authentication server, and

(it} the obtained subscription permanent identifier, SUPL is sent to the
authentication server.

The subiect-matter of claim 1 is therefore new.

The objective technical problem corresponding o distinguishing feature (i)
may be again be regarded as how to support a plurality of encryption
schemes. Corresponding feature (i) is again considered [0 comprise a maiter
of normal design (see point 2.1 above).

Features (i) and (ili) merely specify that the de-concealing server serves an
authentication server. No structural adaptation of the de-concealing server
known from D2 is required 1o this end, and no objeclive technical problem
corresponding to these features can be identified. One may even argue thal
the visited MME 33 of D2, Fig. 4, which relies on the home MME 43 as a de-
concealing server, in fact also is an authentication server, since i performs an
authentication procedure for regisiering a user equipment, see paragraph
[0043] of DZ.

2.3 Claim 24 relaies to a corresponding method performed by a user equipment.
Document D1 is regarded as being the prior art closest to the subject-matter
of this claim, and discloses (the references in parentheses applying to this
document):

a method performed by a user equipment, UE, the method comprising:

generating a subscription concealed identifier, SUCH which comprises
an encrypted part in which at least a part of a subscription permanent
identifier, SUPI, is encrypted (page 12, lines 15-18: UE 16 may for

Form PCT/ISA/237 (Separale Sheetl) (Sheet 4) (EPO-April 2005}

Lenovo Ex. 1009
Page 202



WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/EP2018/069432

2.4

instance encrypt part of the IMSH, e.g. encrypt the MSIN part of the IMSI
using the public key of the home network 13 whereas MCC and MNC
paris of the IMS! may be kept un-encrypled);

transmitting the SUCH to an authentication server (page 12, lines 13-15:
encryption of the IMS! by a public key of the home network 12 may in
such cases be used o prevent the IMS! from being eavesdropped
during transit of the IMS! from the UE 16 o the HESS 15) for forwarding
of the SUCH t1© a de-concealing server capabie of decrypting the SUPL

The subject-matter of claim 24 therefore differs from this known method in
that:

(i} the cleartext part of the SUCH comprises an encryption scheme
identifier that identifies an encryplion scheme used by the UE 1o encrypt
the SUPI in the SUCH,

The subiect-matter of claim 24 is therefore new.

The objective technical problem corresponding o distinguishing feature (i)
may be regarded as how o support a plurality of encryption schemes.
Corresponding feature (i) is again considered to comprise a matter of normal
design (see point 2.1 gbove).

it is noted that the subject-matter of claim 24 furthermore does not comprise
an inventive step over D2, see the corresponding passages cited in the
search report.

The same reasoning applies, mutatis mutandis, to the subject-matter of the
corresponding independeni claims 36-38, 38-41, 42-44, 48 and 49, which
therefore are also considered not inventive.

Dependent claims 2-15, 17-23, 25-35 and 45-47 do not contain any feaiures
which, in combination with the features of any claim to which they refer, meet
the requirements of the PCT in respect of novelty and/or inventive step.

He llem Vi

Certain defects in the international application
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AUTHORITY (SEPARATE SHEET) PCT/EP2018/069432
1 The independent claims are not in the two-part form in accordance with Rule
8.3{b) PCT, which in the present case would be appropriate, with those

features known in combination from the prior art being placed in the preamble
{Rule 8.3(b)(i) PCT) and the remaining features being included in the
characterising part (Rule 8.3(b)(ii) PCT}

2 Contrary to the requirements of Rule 5. 1(a)(ii) PCT, the relevant background

art disclosed in D1 and D2 is not mentioned in the description, nor are these
documents identified therein.

He ltem Vill

Certain observations on the international application

1 Although claims 38, 37 and 38, all directed to an authentication server for a
home network, have been drafted as separate independent claims, they
appear 1o relate effectively to the same subject-matter and to differ from each
other only with regard to the definition of the subject-matier for which
protection is sought and/or in respect of the terminology used for the features
of that subject-matter. The aforementioned claims therefore lack conciseness
and as such do not meet the requirements of Ariicle 6 PCT.

Also claims 38-41 directed to deconcealing servers, and claims 42-44
directed to user equipments, lack conciseness and as such do not meet the
requirements of Article 68 PCT.

2 Ciaims 24 and 42-44 furthermore lack clarity. It is not clear how the
forwarding by the authentication server of the SUCI to a de-concealing server
capable of decrypting the SUPI can comprise a limitation of the claimed user
equipments and the corresponding method performed by the user
equipmentis.

Form PCT/ISA/Z37 (Separate Sheet) (Sheet 8) (EPO-April 2005}
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POWER OF ATTORNEY

The undersigned, being duly authorized representatives of TELEFONAKTIEBOLAGET LM
ERICSSON {PUBLY) (hereinafter referred to as *Ericsson”) having is registered office at SE-
164 83 Stockholm, Sweden, does hereby authorize Rothwell, Figg, Ernst & Manbeck, P.C.
practitioners associated with United States Patent and Trademark Office Customer
Number 08449 to represent Ericsson before the United States Patent and Trademark Office
in any and all matters regarding patents or patent applications filed by Ericsson or wherein
Ericsson is the assignee of the entire inlerest thereto.

uuuuu

praciatﬁanms ass@mated thh United ﬁmt% Patent ami Trademark Office Customer
Number 06448 1o sign and submit in Ercsson’'s name and on Ericsson's behalf any
document, notification, filing, petifion or request in connection with any patent appiications or
patenis owned by or amgn&d to Ericsson.

This Power of Atlorney does not include the right o app‘ffﬂi-sumtitutes but only the persons
associated with the above United Stales Patent and Trademark Office Customer Number,

We hereby revoke all previous authorization, i any made, in respect of same matter or
proceead ing. This Power of Atlorey shall be valid for five (8} vears from the date hereof
unless earlier revoked. This Power of Attorney may be revoked al any time by Ericsson.
Stockholm, Sweden on [Date] :}Q fg -8 %“wé’}iw

TELEFONAKTIEBOLAGEY L@;%R CSS0N (PUBL)
Signature(s) M Q;E%?@ :

(Gabriele Mohsler Nabif Ayoub
Vice President Patent Development Dirsctor Patent Unit RANZ
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
Applicant/Patent Owner: Telefonaktiebolaget LM Ericsson (pubb

Application No./Patent No.: 16/200037
Titled: SUBSCRIPTION CONCEALED IDENTIFIER

Telefonaktiebolaget LM Ericsson (publ) .a corporation

Filed/Issue Date: Nevember 26, 2018

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)
states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:] There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

3. From:

4. From:

5. From:

6. From:

STATEMENT UNDER 37 CFR 3.73(c)

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Brian 8. Rosenbloom/

Signature

December 6, 2018

Date

Brian S. Rosenbloom 41276

Printed or Typed Name

Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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ASSIGNMENT

This Assignment is made by:

BEN HENDA, Noamen Tumnultgrénd 228
SE-1862 47 Stockholm
Sweden

CASTELLANOS ZAMORA, David Cf Embajadores 256, 1°B
28045 MADRID
Spain

NAKARMI, Prajwol Kumar Stupvagen 17
SE-19142 SOLLENTUNA
Sweden

SAARINEN, Pasi Ripvagen 184
17564 Jarfilla
Sweden

WIFVESSON, Monica Kruthornsgrinden 3
228 52 LUND
Sweden

(hereinafier referred fo as "Assignor(s)’} in favor, and for the benefit and behoof of,
Telefonaktiebolaget LM Ericsson {publ), a corporation duly organized under and pursuant
o the laws of Sweden and having its principal place of husiness at SE-184 83 Stockholm,
Sweden (hereinafter referred to as "Assignee’).

For good, sufficient and adeguate consideration, the receipl of which is hereby
acknowledged, the Assignor{(s) have, as of the Effective Date, sold, assigned, transferred,
and set over, and by these presents, and to the exient any transferable or assignable
rights still remain with the invenior, do hereby sell, assign, transfer, and set over, unio the
Assignee, its successors, legal representatives, and assigns the entire right, title, and
interest in and o the following inventions, application(s) for Letters Patent, and any and all
Letters Patent or Palents in all countries and pursuant to all multilaleral treaty
organizations, including Sweden, the United States of America, the Palent Cooperation
Treaty and Europsan Patent Convention, that may be granied therefor and thereon, and
in and to any and all divisions, continuations, continuations-in-part, conversions and utility
models of said application{s}, and reissues and exiensions of said Lelters Palent or
Patents, the same to be held and enjoyed by the Assignee, for its use and behoof and the
use and the behoof of its successors, legal representatives, and assigns, o the full end of
the term or terms for which Letlers Patent, Patents and Ulility Models may be granted as
fully and entirely as the same would have been held and enjoyed by the Assignor(s) had
this sale and assignment not been made:
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ASSIGNMENT
SUBSCRIPTION CONCEALED IDENTIFIER

including, but not limited to, the application(s) for Lefters Patent and Utility Mode! filed in:

Country Code | Priority Application{(s) | Filing Date(s)
WO PCT/EP2018/060432 | 2018-07-17
us 16/200037 2018-11-26

The Effective date is the earliest date of the above listed Filing Date(s).

Assignor(s) hereby authorize and request Assignes’s Altorneys to insert the serial
number and filing date of said application(s) for Letter Patent or Utilliy Model, when
known. The assignment of the above mentioned rights includes a transfer of the whole
right to use a priority (including priority according to any convention, multilateral
agreement, bilateral agreement and national law} of the above mentioned application(s)
for Letler Patent and Utility Model in all countries and multilateral treaty organizations
wherein no residual rights shall remain with the Assignor(s). Assignor(s) hereby request
that said Letlers Patent, Patent or Utility Model be issued o Assignee as the Assignee of
said inventions, the Letlers Patent, Patent or Utility Model to be issued for the sole use
and behoof of the Assignee, ifs successors, legal representatives, and assigns. Assignee
alone hereinafler has the entire disposal of the invention and possesses entire ownership
fo any domestic and foreign patents or utilily models granted thereinafter. The rights
granted hereunder shall include all righis to institute legal actions, obtain remedies and
recover and retain damages in respect to said Letfters Patent, Patent or Utility Model.

The Assignor(s) and Assignee hereby understand and agree that with the execution
of this Assignment, {o the extent necessary or appropriate, national and/or regional
applications may be filed by the Assignee as the applicant and on behalf of the assignor.

To the extent Assignee is entitled (o receive the rights hereunder pursuant to this
Assignment, each of the Assignor(s) hereby covenants and agrees to and with the
Assignee, its successors, legal represeniatives, and assigns, that, at the time of the
Effective Date, the Assignor{s} were the sole and lawful owners of the entire right, title,
and interest in and o the inventions and application(s} for Letters Patent or Utility Models
above-mentioned, and that the same are unencumbered, and that the Assignor(s) have
good and full right and lawful authority to sell and convey the same in the manner herein
sef forth.

Further, and for the same consideration, the Assignor(s) hereby covenani(s} and
agree(s) to and with the Assignes, its successors, legal representatives, and assigns that
the Assignor(s) will, whensver counsel of the Assignee, or the counsel of its successors,
legal representatives, and assigns, shall advise that any procseding in connection with
said inventions or said application{s) for Letlers Patent or Utility Madel, or any proceeding
in connection with Letlers Patent or Utility Model for said inventions, in any country and
any multilateral treaty organization, including interference proceedings, is lawful and
desirable, or that any division, continualion, continuation-in-part, conversion or LUility
Model of any application{s} for Letters Patent or Utility Model, or any reissue or exiension
of any Lefters Patent o be obtained thereon, is lawful and desirable, sign all papers and
documents, ake all lawful oaths, and do all acts necessary or required {o be done for the
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ABGIGNMENT

Title: SUBBCRIPTION CONCEALED IDENTIFER

Witnisssed by

MNama,

Adkdress:

Witnessed by

MName:

Addrass:
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Sighatura of Assignor

Withessed by v
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Addrass: 4
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ASSIGNMENT

Tithe: SURKCRIPTION CONCEALED IDENTIFIER

Signature of Assignor

Bate

Witnessed by
Narns:

Address:

Withessed by

Mame:

Addlrans
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ASSIGNMENT AGREEMENT

This Assignment is made by:

TORVINEN, Vesa Sauvontie 42
Fi-215870 SAUVO
Finland

{hereinafier referred fo as “Assignor(s)”) in favor, and for the benefit and behoof of,
Oy LM Ericsson Ab, a corporation duly organized under and pursuant to the laws of
Finland and having its principal place of business st Hirsalantie 11, 02420 Jorvas, Finland
{hereinafter referred to as "Assignes’}.

The Assignor{s) have, as of the Eflective Date, sold, assigned, transferred, and set
over, and by these presents, and o the extent any transferable or assignable rights still
remain with the inventor, do hereby sell, assign, transfer, and set over, unto the Assignes,
its successors, legal representatives, and assigns the entire right, title, and interest in and
to the following inventions, application(s) for any and all Lelters Patent, Patents and Utility
Model(s} in all countries and pursuant {o all multilateral treaty organizations, including
Finland, the United States of America, the Patent Cooperation Treaty and European
Patent Convention, that may be granted therefor and thereon, and in and {o any and ali
divisions, continuations, continuations-in-part, conversions and ulility models of said
application{s), and reissues and exiensions of said Letlers Patent, Patents or Utility
Model(s), the same o be held and enjoved by the Assignee, for its use and behoof and
the use and the behoof of its successors, legal representatives, and assigns, to the full
end of the term or terms for which Lelters Patent, Patents and Utility Models may be
granted as fully and entirely as the same would have been held and enjoved by the
Assignor{s} had this sale and assignment not been made,

SUBSCRIPTION CONCEALED IDENTIFIER

including, but not limited fo, the application{s) for Letters Patent and Utility Model filed in:

Country Code | Priority Application(s) | Filing Date(s}
WO PCTIEP2018/068432 | 2018-07-17
US 16/200037 2018-11-26

The Effective date is the earliest date of the above listed Filing Date(s).

This Assignment shall be subject to the laws of Finland and Ericsson inventor
Awards System valid at the time of the Assignors submitted the Applicable Notification
Form {o the Assignee. The Assignor(s) acknowledge that they are aware of the content
and provisions of the Ericsson inventor Awards System.

Assignor(s) hereby authorize and request Assignee’s Attorneys 1o insert the serial
number and filing date of said application{s) for Letter Patents, Patent or Utility Model,
when known. The assignment of the above mentioned rights includes a transfer of the
whole right fo use a priority {including priority according to any convention, multilateral
agreement, bilateral agreement and national law) of the above mentioned application(s)
for Letter Patent, Patents and Utility Model in all couniries and mublilateral treaty
organizations wherein no residual rights shall remain with the Assignor(s). Assignor(s}
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ASSIGNMENT AGREEMENT

hereby request that said Letiers Patent, Patents or Utility Model be issued to Assignee as
the Assignee of said inventions, the Letters Patent, Patent or Utility Model {o be issued for
the sole use and behoof of the Assignee, its successors, legal representatives, and
assigns. Assignes alone hereinafter has the entire disposal of the invention and
possesses entire ownership to any domestic and foreign patents or utility models granted
thereinafier. The rights granied hereunder shall include all rights to instilute legal actions,
oblain remedies and recover and relain damages in respect to said Leiters Palent,
Patents or Utility Model.

The Assignor(s) and Assignee hereby understand and agree that with the execution
of this Assignment, o the extent necessary or appropriate, national andfor regional
applications may be filed by the Assignee as the applicant and on behalf of the
Assignor(s).

The Assignor(s) hereby confirm that the remuneration to be paid to the Assignor(s)
in accordance with the Ericsson Invenior Awards System, in addition {o the salary of the
Assignor{s) as such, constitute fair and reasonable compensation as defined in the
Finnish Employee Invenfions Act for the assignment an employee invention fo the
Assignee and that the Assignor{s} shall not have any other claims towards the Assignee.
In connection with this the Assignor(s) and the Assignee have particularly taken into
account the following factors: degree of readiness, scope of the invention and utilization of
the invention. it has been taken into account that the invention may be used in or
transferred to other Ericsson’s group companies and there are also licensing possibilities.

To the exient Assignee is entitied to receive the righis hereunder purs

uant to this Assignment, each of the Assignor(s) hereby covenants and agrees to and with
the Assignes, its successors, legal representatives, and assigns, that, at the time of the
Effective Date, the Assignor(s) were the sole and lawiful owners of the entire right, title,
and interest in and {o the inventions and application(s) for Lelters Patent, Patents or Utility
Models above-mentioned, and that the same are unencumbered, and that the Assignor(s)
have good and full right and lawful authority {0 sell and convey the same in the manner
herein set forth.

Further, the Assignor(s) hereby covenani(s) and agree(s) o and with the Assignes,
its successors, legal representatives, and assigns that the Assignor(s) will, whenever
counse! of the Assignee, or the counsel of ifs successors, legal representatives, and
assigns, shall advise that any proceeding in connection with sald inventions or said
application(s) for Lelters Patent, Patents or Utility Models or any proceeding in connection
with Letters Patent, Patents or Utility Model for said inventions, in any country and any
multilateral treaty organization, including interference proceedings, is lawful and desirable,
or that any division, continuation, continuation-in-part, conversion of any application(s} for
Letters Patent, Patents or Utility Model, or any reissue or extension of any Letlters Patent,
Patents or Utility Model to be obtained thereon, is lawful and desirable, sign all papers and
documents, take all lawful oaths, and do all acls necessary or required to be done for the
procurement, maintenance, enforcement, and defense of Lelters Patent, Patents or Utility
Model for said inventions, withoult charge 1o Assignee, ils successors, legal
representatives, and assigns, but at the cost and expense of the Assignes, its successors,
legal representatives, and assigns. If any of the Assignor(s) is prevented by any obslacles
from signing said documents in person, this Assignment shall be valid as a Power of
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LMF to LME Assignment

This Assignment is made by Oy L M Ericason Ab, a corporation duly organized under and
pursuant to the laws of Finland and having its principal place of business at Hirsalantie 11,
02420 Jorvas, Finland (hereinafter referred to as "Assignor”} in favor, and for the benefit and
behoof of, Telefonaktiebolaget LM Ericsson {publ), a corporation duly organized under
and pursuant to the laws of Sweden and having its principal place of business at 8-164 83
Stockholm, Sweden (hereinafter referred to as "Assignee”).

For good, sufficient and adequate consideration, the receipt of which is hereby
acknowledged, the Assignor has as of the Effective Date, sold, assigned, transferred, and set
over, and by these presents, and to the exient any transferable or assignable rights still
remain with the assignor do hereby sell, assign, transfer, and set over, unto the Assignee, its
successors, legal representatives, and assigns the entire right, title, and interest in and to the
following inventions, application(s) for Letters Patent, and any and all Letters Patent or
Patents in all countries and pursuant to all multilateral treaty organizations, including Sweden,
Finland, the Unitied States of America, the Patent Cooperation Treaty and European
Convention, that may be granted therefor and thereon, and in and to any and all divisions,
continuations, continuations-in-part, conversions and utility models of said application(s), and
reissues and extensions of said Letters Patent or Patents, the same to be held and enjoyed
by the Assignee, for its use and behoof and the use and the behoof of its successors, legal
representatives, and assigns, to the full end of the term or terms for which Letters Patent,
Patents and Utilitly Models may be granted as fully and entirely as the same would have been
held and enjoyed by the Assignor had this sale and assignment not been made:

SUBSCRIPTION CONCEALED IDENTIFIER

including, but not limited to, the application{s) for Lelters Patent and Utility Model filed in:

Country Code | Application Number(s) Filing Date(s)
WO PCT/EP2018/085432 2018-07-17
us 16/200037 2018-11-26

The Effective dale is the earliest date of the above listed Filing Date(s).

Assignor hereby authorizes and requests Assignee's Attorneys to insert the serial
number and filing date of said application{s) for Letters Patent or Utility Model, when known.
The assignment of the above mentioned rights includes a transfer of the whole right to use a
priority {including priority according fo any convention, multilateral agreement, bilateral
agreement and national law) of the above mentioned application{s} for Letter Patent and
Utility Model in all countries and multilateral trealy organizations wherein no residual rights
shall remain with the Assignor. Assignor hereby request that said Letters Patent, Patent or
Utility Model be issued to Assignee as the Assignee of said inventions, the Letters Patent,
Patent or Utility Model to to be issued for the sole use and behoof of the Assignee, its
successors, legal representatives, and assigns. Assignee alone hereinafler has the entire
disposal of the invention and possesses entire ownership to any domestic and foreign
patents or utility moedels granted thereinafter. The rights granted hereunder shall include all
rights to institute legal actions, obtain remedies and recover and retain damages in respect to
said Letters Patent, Patent or Utility Modael.

Page tof 4
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LMF to LME Assignment

The Assignor and Assignee hereby understand and agree that with the execution of
this Assignment, to the exient necessary or appropriate, national and/or regional applications
may be filed by the Assignee as the applicant and on behalf of the assignor.

To the extent Assignee is entitled o receive the rights hereunder pursuant o this
Assignment, Assignor hereby covenants and agrees {0 and with the Assignee, its successors,
legal representatives, and assigns, that, at the time of the Effective Date, the Assignor was
the sole and lawful owner of the entire right, title, and interest in and {o the inventions and
application{s) for Letters Patent or Utility Models above-mentioned, and that the same are
unencumbered, and that the Assignor has good and full right and lawful authority to sell and
convey the same in the manner herein set forth.

Further, and for the same consideration, the Assignor hereby covenants and agrees o
and with the Assignee, its successors, legal representatives, and assigns that the Assignor
will, whenever counsel of the Assignee, or the counsel of its successors, legal
representatives, and assigns, shall advise that any proceeding in connection with said
inventions, or said application(s) for Letters Patent or Utility Model, or any proceeding in
connection with Lelters Patent or Utility Model for said inventions, in any country and any
multilateral treaty organization, including interference proceedings, is lawful and desirable, or
that any division, continuation, continuation-in-part, conversion or Utility Model of any
application(s} for Letters Patent or Utility Model, or any reissue or extension of any Letters
Patent or Utility Model to be obiained thereon, is lawful and desirable, sign all papers and
documents, take all lawful oaths, and do all acls necessary or required to be done for the
procurement, maintenance, enforcement, and defense of Letters Patent or Utility Model for
said inventions, without charge to Assignee, its successors, legal representatives, and
assigns, but at the cost and expense of the Assignes, its successors, legal representatives,
and assigns. If the Assignor is prevented by any obstacles from signing said documents in
person, this Assignment shall be valid as a Power of Altornsy for the Assignee to sign these
documents on behalf of any such Assignor.

This Assignment shall be governed by and construed under, and any dispute,
controversy or claim related hereto shall be decided in accordance with the laws of Sweden,
without regard to the conflicts of laws provisions thereof. Any dispute, controversy or claim
arising under, out of or relating to this Assignment and any subsequent amendments of this
Assignment, including, without limitation, its formation, validity, binding effect, interpretation,
performance, breach or termination, as well as non-contractual claims, shall be referred o
and finally determined by arbifration in accordance with the WIPQ Arbitration Rules. The
arbitral tribunal shall consist of a scle arbitrator. The place of arbitration shall be Sweden.
The language to be used in the arbitral proceedings shall be English,

No modifications shall be made to this Assignment unless in writing and signed by
each of the Assignor and Assignee. If any of the provisions of this Assignment shall be
deemed invalid or unenforceabls, then the entire Assignment shall be construed as if not
containing the particular invalid or unenforceable provision or provisions, and the rights and
obligations of Assignee and Assignor shall be construed and enforced accordingly.
Assignee's failure to exercise any option made available as a resuilt hereof, shall not be

Page 2 of 4
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LMF to LME Assignment

construed as a waiver of such provisions, righis, or options, or affect the validity of this
Assignment. Assignor covenants and agrees that it will not take any actions in violation of
this Assignment,

Subsequent assignment from any of the assignors o the assignee purporting to
convey the subject matter specified herein for a particular couniry, patent office, or
jurisdiction shall not invalidate any provision of this assignment and any such subsequent
assignment shall act as a further confirmation of the assignment herein.
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SUBSCRIFTION CONCEALED [OENTIFIER

Signaturs of Assignes Teletonakiisbolaget LM
Ericsson {publ)

Name: Lena Lungdhaim
> Carlsson

Tille: Divecior, IPR
Frocesses & Touls

Signature of Assignor Oy L M Bricesorn &b

Name: Hanng Ahonsn
Title: Senivr Group Legsl
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Doc Code: TRACK1.REQ

Document Description: TrackOne Request i
PTO/AIAMAZ24 (04-14)

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION
UNDER 37 CFR 1.102(e)} (Page 1 of 1)

E:;S;?(imea \/esa T@RVE NEN Eii}x;r;:‘v'isionai Application Number (if
e o SUBSCRIPTION CONCEALED IDENTIFIER

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17(}(1) and the prioritized examination fee set forth in
37 CFR 1.17(c) have been filed with the request. The publication fee requirement is met
because that fee, set forth in 37 CFR 1.18(d), is currently $0. The basic filing fee, search fee,
and examination fees are filed with the request or have been already been paid. | understand
that any required excess claims fees or application size fee must be paid for the application.

2. lunderstand that the application may not contain, or be amended t© contain, more than four
independent claims, more than thirly total claims, or any multiple dependent claims, and that
any request for an extension of time will cause an cutstanding Track | request to be dismissed.

3. The applicable box is checked below:

. [/l Original Application {Track One) - Prioritized Examination under § 1.102{e}{1)

.. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the utility application via EFS-Web.
QR e
{b) The application is an original nonprovisional plant application filed under 35 U.5.C. 111(g).
This certification and request is being filed with the plant application in paper.

. An executed inventor's oath or declaration under 37 CFR 1.63 or 37 CFR 1.64 for each
inventor, gr the application data sheet meeling the conditions specified in 37 CFR 1.53(H(3)(i) is
filed with the application.

. | Request for Continued Examination - Prioritized Examination under § 1.102{e}{2}

. Arequest for continued examination has been filed with, or prior to, this form.

. If the application is a utility application, this certification and request is being filed via EFS-Web.

fii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a), oris
a national stage entry under 35 U.5.C. 371.

iv. This certification and request is being filed prior to the mailing of a first Office action responsive
to the request for continued examination.

v. No pricr request for continued examination has been granted pricritized examination status
under 37 CFR 1.102{e){2).

sionature! BTN S. Rosenbloom/ e 2018-11-26
?;f::;“ST)/PE‘G) Bﬂaﬁ S Rﬁseﬂbﬂggm ggjﬁgiii i\iu:’nber4"E 2?6

Note: This form must be signed in accordance with 37 CFR 1,33 See 37 CFR 1.4(d) for signature requirements and certifications.
Submit muitiple forms if more than one signature is required.”

forms are submitied.

D *Total of
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Privacy Act Statement

The Privacy Act of 1974 {P.L. 83-878) requires thal you be given cerlain information in connection with your
submission of the attached form relaied 10 a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authorily for the collection of this information is 35 U.S.C. 2(0)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is 10 process and/or examine your submission related 1o a patent application or
patent. If you do not furnish the requested information, the U.3. Patent and Trademark Office may not be able {o
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject {o the following routine uses:

1.

The information on this form will be ireated confidentially to the extent allowed under the Freedom of
information Act (5 U.S5.C. §52) and the Privacy Act (5 U.5.C 552a). Records from this system of records may
be disclosed o the Department of Justice 1o determine whether disclosure of these records is required by the
Freedom of Information Actl.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotigtions.

A record in this system of records may be disclosed, as a routine use, 1o a2 Member of Congress submiiting a
request involving an individual, 1o whom the record pertains, when the individual has requested assistance from
the Member with respect 1o the subject matier of the record.

A record in this system of records may be disclosed, as a routine use, (o a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required {o comply
with the requirements of the Privacy Act of 1974, as amended, pursuant {o 5 U.S.C. 852a{m).

A record related to an International Application filed under the Patent Cooperation Treaty in this sysiem of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Properly
Organization, pursuant {o the Patent Cooperation Trealy.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c}).

A record from this sysiem of records may be disclosed, as a routine use, to the Administralor, General
Services, or his/her designee, during an inspection of records conducted by GSA as pari of that agency’s
responsibility to recommend improvemants in records managemesnt practices and programs, under authority of
44 1J.5.C. 2804 and 2806. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) direclive. Such
disclosure shall not be used {o make determinalions about individuals.

A record from this system of records may be disclosed, as a routine use, {0 the public afler either publication of
the application pursuant {6 35 U.8.C. 122(b} or issuance of a patent pursuant {0 35 U.S.C. 151. Further, a
record may be disclosed, subject {o the limitations of 37 CFR 1.14, a5 a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were ferminated and which
apptlication is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclesed, as a routine use, 10 a Federal, State, or local law
aenforcement agency, if the USPTO becomes aware of a violation or potential violation of law or requlation.
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CROSS-REFERENCE TO RELATED APPLICATIONS

[001] This application is a continuation of International patent application no.
PCT/EP2018/069432, filed on July 17, 2018, which claims priority to U.S. provisional patent
application no. 62/536,632, filed on July 25, 2017. The above identified applications are

incorporated by this reference.
TECHNICAL FIELD

[002] The invention relates to methods performed by an authentication server, a de-
concealing server and a User Equipment (UE), respectively. Furthermore, UEs, de-concealing

servers, authentication servers, a computer program and a memory circuitry are also disclosed.
BACKGROUND

[003] It is important to maintain the confidentiality of a user equipment's (UE's) long-
term subscription identifier (e.g., an IMSI (International Mobile Subscriber Identity)). Early
generation 3GPP systems (e.g., 4G/LTE, 3G/UMTS, 2G/GSM) included a partial mechanism for
long-term subscription identifier confidentiality using one or more short-term subscription
identifiers. GUTI (Globally Unique Temporary ID) and C-RNTI (Cell-Radio Network
Temporary Identifier) are examples of short-term subscription identifiers in 4G/LTE systems.
However, the legacy partial mechanism may expose the long-term subscription identifier in clear
text over the air interface. For example, so-called "IMSI catchers"” could simply ask the long-

term identifier from the UE, e.g., using identifier request/response messages.

[004] The 3" Generation Partnership Project (3GPP) currently discusses how security,
such as privacy, can be improved in communications networks. With respect to 5G, the 3GPP TS
33.501 V0.2.0 mentions a Subscription Permanent Identifier (SUPI) and it is there noted that the

SUPI may be concealed, e.g. in the form of a pseudonym or a public-key encrypted SUPL

SUMMARY
[005] An object of the invention is to facilitate security in communication between a UE
and a communications network.
3602-1734US2 (P72588US2) Page 1 of 35
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[006] A first aspect of the invention relates to a method performed by an authentication
server in a home network of a UE for obtaining a SUPI. The method comprises: receiving a
subscription concealed identifier (SUCI) which comprises an encrypted part in which at least a
part of the SUPI is encrypted, and a clear-text part which comprises a home network identifier
and an encryption scheme identifier that identifies an encryption scheme used by the UE to
encrypt the SUPI in the SUCI; determining a de-concealing server to use to decrypt the
encrypted part of the SUCI; sending the SUCI to the de-concealing server; and receiving the

SUPI in response.

[007] The clear-text part of the SUCI may comprise a public key identifier for a public

key of the home network.

[008] The de-concealing server may be one of a plurality of de-concealing servers, and
the determining of the de-concealing server may be based on information received from the UE.
In such a case, the information may be a public key identifier for a public key of the home

network. The public key identifier may be comprised in the clear-text part of the SUCL

[009] The information may be the encryption scheme identifier , and the determined de-

concealing server is then supporting decryption according to the encryption scheme.

[0010] The method may in an embodiment further comprise receiving the SUCI from the
UE as part of a registration procedure for registering the UE with a wireless communication

network.

[0011] The method may in an embodiment further comprise receiving the SUCI from the

UE via an authentication request from a Security Anchor Function.
[0012] The authentication server may be one of the plurality of de-concealing servers.

[0013] The method may further comprise sending the SUCI and a request for an
authentication vector for authenticating the UE to the determined de-concealing server in the

Same message.

[0014] The method may further comprise receiving the authentication vector and the

SUPI from the determined de-concealing server in the same response.

[0015] The SUPI may comprise a Mobile Subscription Identification Number, MSIN, a
Mobile Country Code, MCC, and a Mobile Network Code, MNC. The MSIN may in such an

3602-1734US2 (P72588US2) Page 2 of 35
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embodiment be is encrypted in the encrypted part of the SUCI, and the MCC and the MNC are
the home network identifier in the clear-text part of the SUCI. The SUPI may in an alternative

embodiment be a Network Access Identifier.

[0016] A second aspect of the invention relates to a method, performed by a de-
concealing server, for providing a SUPI to an authentication server. The method comprises:
receiving, from the authentication server, a SUCI which comprises an encrypted part in which at
least a part of the SUPI is encrypted, and a clear-text part which comprises a home network
identifier and an encryption scheme identifier that identifies an encryption scheme used by a UE
to encrypt the SUPI in the SUCI and which is supported by the de-concealing server; decrypting
the encrypted part of the SUCI using the encryption scheme indicated by the encryption scheme
identifier to obtain the SUPI; and sending the SUPI to the authentication server.

[0017] The clear-text part of the SUCI may also comprise a key identifier used for
identifying a decryption key used for decrypting the SUPI. The key identifier may also be used

for identifying the de-concealing server.

[0018] A key corresponding to the key identifier may be a public key of a home network
of the UE.
[0019] In an embodiment of the second aspect, the receiving of the SUCI comprises

receiving the SUCI and a request for an authentication vector for authenticating the UE in the

Same message.

[0020] Sending the authentication vector and the SUPI to the authentication server may

be done in the same message.

[0021] A third aspect relates to a method performed by a UE. The method comprises:
generating a SUCI, which comprises an encrypted part in which at least a part of a SUPI is
encrypted, and a clear-text part which comprises a home network identifier and an encryption
scheme identifier that identifies an encryption scheme used by the UE to encrypt the SUPI in the
SUCT; and transmitting the SUCI to an authentication server for forwarding of the SUCI to a de-
concealing server capable of decrypting the SUPL

[0022] The SUCI may be transmitted in a request to register with a wireless

communication network.

3602-1734US2 (P72588US2) Page 3 of 35
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[0023] Generating the SUCI may be done using a tamper resistant secure hardware
component of the UE to generate the SUCI. In such a case, generating the SUCI may comprise
generating the SUCI based on a privacy key selected from a plurality of privacy keys stored in

the tamper resistant secure hardware component.

[0024] In an embodiment, the generation of the SUCI comprises sending a time to the

tamper resistant secure hardware component for use in the generation of the SUCIL.

[0025] Generating the SUCI comprises in an embodiment generating the SUCI from a
privacy key comprising the SUPL

[0026] Transmitting the SUCI to the authentication server comprises in an embodiment
transmitting the SUCI to the authentication server in response to an identifier request message
received from an Authentication and Mobility management Function, AMF, as part of a
procedure for registering the UE with a wireless communication network. In such an
embodiment, the method may further comprise transmitting a registration request to the AMF,
wherein the registration request comprises a 5G Globally Unique Temporary Identifier, and

receiving the identifier request message in response.

[0027] The method according to the third aspect may further comprise successfully
authenticating with the authentication server after transmitting the SUCI, and receiving a

registration acceptance message in response.

[0028] In an embodiment of the first, second and third aspects, the encryption scheme

may be a null-encryption scheme.

[0029] In an embodiment of the first, second and third aspects, the encryption scheme
may, alternatively to the null-scheme or any other encryption scheme, be an Elliptic Curve
Integrated Encryption Scheme, ECIES, and the clear-text part of the SUCI may in such an
embodiment comprise an ephemeral public key of the UE for use in the ECIES.

[0030] A fourth aspect relates to an authentication server for a home network of a UE for
obtaining a SUPI. The authentication server comprises a processing circuitry and a memory
circuitry. The memory circuitry contains instructions executable by the processing circuitry
whereby the authentication server is operative to: receive a subscription concealed identifier

(SUCI) which comprises an encrypted part in which at least a part of the SUPI is encrypted, and
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a clear-text part which comprises a home network identifier and an encryption scheme identifier
that identifies an encryption scheme used by the UE to encrypt the SUPI in the SUCI; determine
a de-concealing server to use to decrypt the encrypted part of the SUCI; send the SUCI to the de-

concealing server, and receive the SUPI in response.

[0031] A fifth aspect relates to an authentication server for a home network of a UE for
obtaining a SUPI. The authentication server is configured to: receive a SUCI, which comprises
an encrypted part in which at least a part of the SUPI is encrypted, and a clear-text part which
comprises a home network identifier and an encryption scheme identifier that identifies an
encryption scheme used by the UE to encrypt the SUPI in the SUCI; determine a de-concealing
server to use to decrypt the encrypted part of the SUCI; send the SUCI to the de-concealing

server, and receive the SUPI in response.

[0032] A sixth aspect relates to an authentication server for a home network of a UE for
obtaining a SUPI. The authentication server comprises: an interface module configured to
receive a SUCI, which comprises an encrypted part in which at least a part of the SUPT is
encrypted, and a clear-text part which comprises a home network identifier and an encryption
scheme identifier that identifies an encryption scheme used by the UE to encrypt the SUPI in the
SUCI; a determining module configured to determine a de-concealing server to use to decrypt
the encrypted part of the SUCI; and wherein the interface module is further configured to send

the SUCI to the de-concealing server, and receive the SUPI in response.

[0033] The invention also relates to an authentication server of any one of the fourth to
sixth aspects, configured to perform any one of the embodiments of the method according to the

first aspect.

[0034] A seventh aspect relates to a de-concealing server for providing a SUPI to an
authentication server. The de-concealing server comprises a processing circuitry and a memory
circuitry. The memory circuitry contains instructions executable by the processing circuitry,
whereby the de-concealing server is operative to: receive, from the authentication server, a
SUCI, which comprises an encrypted part in which at least a part of the SUPI is encrypted, and a
clear-text part which comprises a home network identifier and an encryption scheme identifier
that identifies an encryption scheme used by a UE to encrypt the SUPI in the SUCI and which is
supported by the de-concealing server; decrypt the encrypted part of the SUCI, using the
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encryption scheme indicated by the encryption scheme identifier to obtain the SUPI; and send

the SUPI to the authentication server.

[0035] An eighth aspect relates to a de-concealing server for providing a SUPI to an
authentication server. The de-concealing server is configured to: receive, from the authentication
server, a SUCI, which comprises an encrypted part in which at least a part of the SUPT is
encrypted, and a clear-text part which comprises a home network identifier and an encryption
scheme identifier that identifies an encryption scheme used by a UE to encrypt the SUPI in the
SUCT and which is supported by the de-concealing server; decrypt at least part of the SUCI,
using the encryption scheme indicated by the encryption scheme identifier to obtain the SUPI;

and send the SUPI to the authentication server.

[0036] A ninth aspect relates to a de-concealing server for providing a SUPI to an
authentication server. The de-concealing server comprises: a receiving module configured to
receive, from the authentication server, a SUCI, which comprises an encrypted part in which at
least a part of the SUPI is encrypted, and a clear-text part which comprises a home network
identifier and an encryption scheme identifier that identifies an encryption scheme used by a UE
to encrypt the SUPI in the SUCT and which is supported by the de-concealing server; a
decrypting module configured to decrypt at least part of the SUCI, using the encryption scheme
indicated by the encryption scheme identifier to obtain the SUPI; and a sending module

configured to send the SUPI to the authentication server.

[0037] The invention also relates to a de-concealing server of any one of the sixth, eighth

and ninth aspects configured to perform any one of the embodiments of the second aspect.

[0038] A tenth aspect relates to a UE which comprises a processing circuitry and a
memory circuitry. The memory circuitry contains instructions executable by the processing
circuitry whereby the UE is operative to: generate a SUCI, which comprises an encrypted part in
which at least a part of a SUPI is encrypted, and a clear-text part which comprises a home
network identifier and an encryption scheme identifier that identifies an encryption scheme used
by the UE to encrypt the SUPI in the SUCT; and transmit the SUCI to an authentication server for

forwarding of the SUCI to a de-concealing server capable of decrypting the SUPL

[0039] An eleventh aspect relates to a UE configured to: generate a SUCI, which

comprises an encrypted part in which at least a part of a SUPI is encrypted, and a clear-text part
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which comprises a home network identifier and an encryption scheme identifier that identifies an
encryption scheme used by the UE to encrypt the SUPI in the SUCT; and transmit the SUCI to an
authentication server for forwarding of the SUCI to a de-concealing server capable of decrypting

the SUPL

[0040] A twelfth aspect relates to a UE which comprises: a generating module configured
to generate a SUCI, which comprises an encrypted part in which at least a part of a SUPT is
encrypted, and a clear-text part which comprises a home network identifier and an encryption
scheme identifier that identifies an encryption scheme used by the UE to encrypt the SUPI in the
SUCI, and a transmitting module configured to transmit the SUCI to an authentication server for

forwarding of the SUCI to a de-concealing server capable of decrypting the SUPL

[0041] The clear-text part of the SUCI may according to an embodiment of the first, third

and twelfth aspects comprise a public key identifier for a public key of the home network.

[0042] The SUPI may comprise a Mobile Subscription Identification Number.
[0043] The SUPI may be a Network Access Identifier.
[0044] The invention also relates to a user equipment of any one of the tenth, eleventh

and twelfth aspects, configured to perform any one of the embodiments of the third aspect.

[0045] A 13" aspect relates to a computer program, comprising instructions which, when
executed on at least one processing circuitry of a server device, cause the at least one processing

circuitry to carry out the method according to any one of the embodiments of the first to third

aspects.

[0046] A 14° aspect relates to a memory circuitry containing the computer program.
BRIEF DESCRIPTION OF THE DRAWINGS

[0047] FIG. 1 illustrates an exemplary wireless communication network.

[0048] FIG. 2 illustrates an example in which a UE encrypts its long-term subscription

identifier as part of an attachment procedure.

[0049] FIG. 3 illustrates an example of a Subscription Concealed Identifier (SUCI).
[0050] FIG. 4 illustrates an example of a privacy key.
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[0051] FIG
[0052] FIG
[0053] FIG
SUCL

[0054] FIG
privacy key.
[0055] FIG
[0056] FIG
privacy key.
[0057] FIG

has been replaced.

. 5 illustrates a 3GPP public key privacy scheme.
. 6 illustrates an example of a registration procedure.

.7 illustrates an example in which a 5G-USIM/UICC of a UE generates the

. 8 illustrates an example in which the 5G-USIM/UICC does not have a

. 9 illustrates an example in which an ME generates the SUCI.

. 10 illustrates an example in which the ME is notified about an updated

. 11 illustrates an example in which the ME detects that the 5G-USIM/UICC

[0058] FIG. 12 illustrates an example of Privacy Key Verification Data.

[0059] FIG. 13 illustrates an example UE Registration process in which the UE has no
valid privacy key.

[0060] FIG. 14 illustrates an example UE Registration process in which the UE's privacy
key needs to be updated.

[0061] FIG. 15 illustrates an example of how the privacy key and Privacy Key

Verification Data are related to each other.

[0062] FIG
[0063] FIG
[0064] FIG
[0065] FIG

[0066] FIG

. 16 illustrates a hardware embodiment for e.g. an authentication server.
. 17 illustrates an embodiment of an authentication server.

. 18 illustrates an embodiment of an authentication server.

. 19 illustrates an embodiment for e.g. a de-concealing server.

. 20 illustrates an embodiment of a de-concealing server.

[0067] FIG. 21 illustrates an embodiment of a UE.
[0068] FIG. 22 illustrates an embodiment of a UE.
[0069] DETAILED DESCRIPTION

3602-1734US2 (P72588US2) Page 8 of 35

Lenovo Ex. 1009
Page 239



[0070] FIG. 1 illustrates an example wireless communication network 30 that includes a
UE 1, a serving network 2, and a home network 3. The UE and home network are both
communicatively connected to, and exchange signals with each other via, the serving network.
The UE is configured with a subscription identifier identifying a subscription supported by the

home network, and accesses the home network using the serving network.

[0071] Typical examples of the UE 1 include a mobile equipment (ME), mobile terminal,
smartphone, personal computer, a laptop computer, a desktop computer, a workstation, a tablet
computer, a wearable computer, and/or a smart appliance. According to particular embodiments
of the UE, the UE may comprise a general memory storage as part of an ME, and a tamper
resistant secure hardware component providing secure storage, such as a SG-USIM (Universal
Subscriber Identity Module), a UICC (Universal Integrated Circuit Card), e.g. with a 5G-USIM
installed thereon, and/or other secure storage device. According to such embodiments, any of
the capabilities attributed to the UE, generally, may be performed using the tamper resistant

secure hardware component of the UE.

[0072] The serving network 2 includes one or more physical devices and/or signaling
mediums capable of exchanging communication signals with the UE 1 and the home network 3.
In particular, the serving network may include hardware that provides one or more: access points
(e.g., a base station, eNodeB, femtocell, and/or wireless access point), access networks,
authentication servers, Access and Mobility management Functions (AMFs), Security Anchor
Functions (SEAFs), Authentication Server Functions (AUSFs), and/or any combination thereof
(not shown). In particular, an authentication server may provide one or more AMFs, SEAFs
AUSFs, and/or any combination thereof. Details of these network entities will be discussed in

further detail below.

[0073] The home network 3 includes one or more physical devices and/or signaling
mediums capable of exchanging communication signals with the UE 1 via the serving network 2.
In particular, the home network may include one or more: de-concealing servers, authentication
servers (e.g., as described above), key provisioning servers, Subscription Identifier De-
concealing Functions (SIDFs), Privacy Key Provisioning Functions (PKPFs), Unified Data

Management (UDM) and/or any combination thereof (not shown). In particular, a de-concealing
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server may provide one or more SIDFs, PKPFs, and/or any combination thereof. Particular of

these network entities will also be discussed in further detail below.

[0074] Examples of the serving and/or home network include (but are not limited to) one
or more: local area networks; wireless networks; cellular networks; Internet Protocol-based
networks; Ethernet networks; optical networks; and/or circuit switched networks. Such networks
may comprise any number of networking devices such as routers, gateways, switches, hubs,

firewalls, and the like (not shown) supporting the exchange of such communication signals.

[0075] Although FIG. 1 illustrates separate serving and home networks, in some
embodiments of the present disclosure, the home network 3 is the serving network 2, i.e. in the
case when the UE is not roaming. Further, although examples of particular functions in either
the home network or the serving network were specified above, those particular functions may
be in the other of the home network or serving network according to particular embodiments.
Further still, although only one UE 1 is illustrated in FIG. 1, the serving and home networks may

support a plurality of UEs, according to particular embodiments.

[0076] One example way to maintain the confidentiality of a UE's long-term subscription
identifier is to protect the long-term subscription identifier using a home network public key.
The home network public key may be provisioned within the UE 1 without a certificate, such
that a global public key infrastructure (PKI) or certificate authority (CA) is not required (i.e.,
because the technique is used asymmetrically between the UE and a function in the home
network 3). In such an example, the UE may be expected to encrypt the long-term subscription
identifier, which is then transmitted towards the home network, using the home network public

key.

[0077] FIG. 2 illustrates one such particular example in which the UE encrypts its long-
term subscription identifier as part of an attachment procedure. According to the example of
FIG. 2, the UE 1 encrypts its IMSI, leaving its MCC (Mobile Country Code) and MNC (Mobile
Network Code) parts in clear-text, and sends an Attach Request to the serving network 2 with the
encrypted IMSI as its identifier (step 1). The serving network identifies the UE's home network
3 using clear-text MCC/MNC and requests authentication information from the UE's home
network using the encrypted IMSI as the UE's identifier (step 2). The home network decrypts

the IMSI from the encrypted IMSI and fetches the corresponding authentication information. In
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response to the authentication information request, the home network sends the UE's
authentication information along with the clear-text IMSI to the serving network (step 3). The
serving network performs an authentication procedure with the UE to authenticate the UE (step
4). If the authentication procedure succeeds, the serving network sends an Attach Accept

message to the UE (step 5).

[0078] In such an approach, the home network public key may be pre-provisioned in a
USIM and/or may be provisioned using an OTA (Over-the-Air) provisioning procedure.
Although the approach illustrated in FIG. 2 does protect the long-term subscription identifier in
at least some embodiments, some such embodiments may include one or more deficiencies. For
example, the approach illustrated in FIG. 2 may be frustrated by legacy USIMs that cannot be
feasibly changed, certain home operators that may not support OTA provisioning, and/or USIMs
that may not be updatable (e.g., due to technical limitations, lack of storage space, or other

limitations).

[0079] Various embodiments of the present disclosure provide alternatives to at least
some aspects of the particular embodiment illustrated in FIG. 2, which corresponds to Fig. 3-8:
Interactions between components in the document “Deliverable D3.6 5G-PPP Security enablers
open specifications (v2.0)”. Particular embodiments enable the public key of the home network
3 to be provisioned (e.g., newly or refreshed) and stored in the UE 1, such that the UE 1 is able
to encrypt its subscription identifier with this public key. Moreover, in particular embodiments,
the core network (such as a SGC (5G core) network) triggers the provisioning of the home
network public key over existing traffic procedures defined by 3GPP (e.g.,
registration/authentication signaling, €.g. Non Access Stratum messages between the UE and the
an AMF/SEAF node in relation to a registration procedure) without the need to rely on additional

infrastructure and out-of-band procedures such as performing an OTA update procedure.

[0080] Although various embodiments herein will describe certain features or actions
performed by the UE 1, it should not be presumed that such features or actions are performed by
any particular component of the UE unless otherwise specified. For example, such functions
may or may not be performed by a UICC, USIM, embedded UICC, integrated UICC or other
circuitry and/or software of the UE (e.g. baseband circuitry in the ME), depending on the

particular embodiment.
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[0081] Particular embodiments include a Subscription Permanent Identifier (SUPI). A
SUPI is a clear-text, globally unique, 5G, permanent identifier allocated to each subscriber in a
5G system. The SUPI may be IMSI-based or non-IMSI based. Embodiments that include an
IMSI-based SUPI may use the IMSI as described in 3GPP TS 23.003 V15.0.0, for example.
Embodiments that include a non-IMSI based SUPI may be based on a Network Access
Identifier (NAI) according to the NAI IETF RFC 4282 based user identification described in
3GPP TS 23.003 V15.0.0. In some embodiments, the SUPI contains the address of the home
network (e.g. the MCC and MNC in the case of an IMSI based SUPI). Such embodiments may
enable certain roaming scenarios, €.g., by providing the serving network 2 with information
useful for identifying the UE's home network 3. In case the SUPI is a NAI, it may also contain
the IMSI, but it may also be non-IMSI based.

[0082] Particular embodiments additionally or alternatively include a Subscription
Concealed Identifier (SUCI), such as illustrated in the example of FIG. 3. A SUCI is a
protected version of a SUPIL. The SUCI includes a clear-text part and an encrypted part.

[0083] The clear-text part includes a home network identifier that identifies the home
network of the UE 1. For example, the SUCI may include an MCC and MNC of the home
network. The clear-text part may also include a public key identifier, an encryption scheme
identifier, and/or scheme related parameters useful for decrypting the encrypted part of the
SUCT according to an encryption scheme, such as an ephemeral public key of the UE or other
parameters for use in Elliptic Curve Integrated Encryption Scheme (ECIES) or other
encryption scheme. The term ephemeral key is known to the person skilled in the art and is
defined as a key whose use is restricted to a short time period, such as a single
telecommunication connection (or session), after which all traces of it is eliminated. As will be
discussed below, the public key identifier is an identifier that may be used within the home
network to identify the correct SIDF in a home network that includes a plurality of SIDFs. The
ECIES, the public key identifier, and SIDFs will be described in greater detail below. The
skilled person understands that ‘clear-text part’ within the context of the SUCI means that the

information therein is non-concealed/not encrypted information.

[0084] When the encrypted part is included in the SUCI, the SUCI is a protected

version of SUPI. The encrypted part includes an encrypted subscription identifier, such as an
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MSIN (Mobile Subscription Identification Number) or username. The username may be the
whole or a part of the characters that comes before the ‘@’ in a NAIL e.g.

username @mnc<MNC>.mcc<MCC>.3gppnetwork.org. In this example, all characters before
the ‘@’ are encrypted. In the case of a Decorated NAI, which has the form
‘homerealm!username @otherrealm’, only the username part of the text to the left of the ‘@’ is
encrypted, since the homerealm might be used as routing information. Thus, decrypting the
encrypted part of the SUCI may be performed to learn the corresponding SUPI. ECIES is an
example of a public key encryption scheme that may be used to generate a SUCI from a SUPI
and/or a SUPI from a SUCI. As will be discussed further below, the encrypted part of the
SUCI may use a null encryption scheme, e.g., if the UE 1 has not been provisioned with the

public key of the home network.

[0085] A SIDF is a function located in the home network that is responsible for
decrypting the SUCI. Particularly in 5G architecture, a SIDF may be co-located in UDM
(Unified Data Management). The SIDF may alternatively be said to be a part of the UDM or
provided by the UDM. Additionally or alternatively, a SIDF may be an entity separate from
UDM and/or co-located with an AUSF (Authentication Server Function).

[0086] FIG. 4 illustrates an example of a privacy key. This particular example of the
privacy key includes a public key of the home network. In some embodiments, the privacy key
also includes one or more public key scheme related parameters, the long-term subscription
identifier, a subject field indicating a network, domain, or context to which the privacy key
pertains (e.g., the subject may be a home network identifier, such as an MCC/MNC), a public
key scheme identifier, public key scheme related domain specific values (e.g. values for the
elliptic curve domain in case of ECIES scheme), the public key identifier as will be discussed
in greater detail below, validity times indicating specifying when the privacy key is valid (e.g.,
not valid before and/or not valid after times), a key usage field indicating one or more ways the
key may be used (e.g., subscription identifier privacy, slice selection privacy, etc.), and/or a

digital signature calculated over some or all of the privacy key.

[0087] In particular, the key usage field may be set to indicate that the key is useful for
“subscription privacy," in accordance with embodiments of the present disclosure. Uses of the

privacy that are beyond the scope of the present disclosure may additionally or alternatively
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indicate other uses for the privacy key. For example, the private key may be used for "Network
Slice Selection Assistance Information (NSSAI) privacy" purposes instead of, or in addition to,
"subscription privacy" purposes. Indeed, such other purposes may include similar methods,
devices, and systems in the UE 1 and/or in the home network for initial provisioning, refresh,
and other features as described herein. Although one privacy key may, in some embodiments,
indicate multiple usages, other embodiments may include respective privacy keys for
respective usages, the key usage field of each privacy key indicating a single key usage (e.g.,
one of the privacy keys may indicate "subscription privacy"” and the other may indicated
"NSSAI privacy"). The key usage field may be formatted as an integer, one or more
enumerated values, an alphanumeric string, a bit string, a delimited string, and/or an array of

any of the above-mentioned formats, among other things.

[0088] A 3GPP public key privacy scheme (3GPK schemes) is a standardized public
key scheme that a UE 1 may support for interoperability between the UE and, e.g., a mobile
operator. In absence of a standardized scheme, UE vendors would likely need to coordinate
with such operators to implement privacy mechanisms. According to particular embodiments,
the UE should support whichever schemes are allowed and/or standardized so that the home
network is able to freely choose a scheme without creating any interoperability difficulties.
One such scheme in particular is, for example, ECIES. Particular schemes may be adopted by
as standard, and given an identifier (also called a "register") for interoperability. For each such
scheme, any specific algorithms that need to be supported may also be specified. For example,
in the case of ECIES, key agreement (KA), key derivation (KD) function (KDF), symmetric
integrity, and symmetric encryption may be specified. One or more parameters relating to such
a scheme, as well as (in one or more cases) their potential static values may also be specified.
For example, in ECIES, elliptic curve domain parameters (p,a, b, G, n, h) for a curve over
a prime field and/or (m ,f(x),a,b,G,n,h)foracurve over a binary field may be

specified.

[0089] FIG. 5 illustrates an example 3GPK scheme. Each scheme adopted as standard
may be assigned a specific identifier. For example, the null-scheme may be assigned a 0,
ECIES may be assigned a 1, and so on. The identifier may be e.g. a 4-bit identifier. Other
embodiments may format the scheme identifier in other ways, including but not limited to one

or more integers, numeric strings, alphanumeric strings, bit strings, and/or other data types.
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[0090] According to embodiments herein, the UE registers with the wireless
communication network 30 according to a registration procedure, such as the example
registration procedure illustrated in FIG. 6. According to the example registration procedure
illustrated in FIG. 6, the UE uses a public key of the home network to conceal a long-term
subscription identifier. Although one or more particular interfaces illustrated in FIG. 6, such as
those specified by an N followed by a numerical designation (e.g., N1, N12, N13), are in
accordance with 3GPP TS 23.501, the signaling performed over such interfaces as described
herein, as well as other of the interfaces themselves (e.g., Nxx), are not known or described in

any known art.

[0091] According to the example of FIG. 6, the UE 1 includes a temporary identifier
(e.g., a 5G-GUTI) in a registration request and sends the registration request to an AMF/SEAF
4 (step 1). The AMF/SEAF, failing to recognize the SG-GUTI, transmits an identifier request
message to the UE to request the UE's identifier (step 2). The UE responds to the identifier
request message with an identifier response message comprising a SUCI (step 3). The
AMEF/SEAF requests authentication of the UE from the AUSF 5 in the home network 3, and
includes the SUCI in the authentication request (step 4). The AUSF uses information encoded
in the SUCI to determine which of a plurality of SIDFs to use to decrypt at least part of the
SUCI (step 5). In particular, the AUSF may use the public key identifier carried in the SUCI
(or otherwise present in the authentication request message) to identify the correct SIDF 6. In
some embodiments, the AUSF may additionally or alternatively use the scheme identifier to
identify the correct SIDF. In other words, different SIDFs may handle different encryption
schemes (e.g., a first SIDF may handle ECIES and a second SIDF may handle RSA), and the
AUSF may choose an appropriate SIDF based on which scheme is identified by the SUCI. In
yet an alternative embodiment, the information used to identify the correct SIDF 6 may be a
parameter or ID which indicates the SIDF 6 and which parameter/ID is stored or provisioned to

the tamper resistant secure hardware component 8.

[0092] Embodiments of the present disclosure may include multiple SIDFs to avoid
having a single point of failure for networks having a large number of subscribers, for
example. Consequently, distributed SIDF deployments may be advantageous to improve the
fault tolerance, load balancing, and/or overall capacity of the network. Additionally or

alternatively, different SIDF instances may be deployed to handle different sets of home
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network public keys. Accordingly, the public key identifier in the SUCI may be used to select
the proper SIDF instance(s), according to one or more embodiments herein. Alternatively, in
particular embodiments that only have one SIDF deployed, the public key identifier may be
omitted from the SUCI.

[0093] The AUSF 5 sends the SUCI to the selected SIDF 6 (step 6). If the SIDF is co-
located in UDM 7 (such that the Nxx message in step 6 of Fig. 6 is a N13 message, for
example), then the same message may be used to request an authentication vector or
authentication credentials from the UDM. The SIDF decrypts the SUCI to obtain a
corresponding SUPI, and returns the SUPI to the AUSF (step 7). If the SIDF is co-located in

UDM, then the same message may be used to return authentication vector/credentials to AUSF.

[0094] AUSF 5 and UE 1 exchange authentication messages using authentication
vectors/credentials received from the UDM 7 (step 8). If the AUSF has not already received
the required authentication vector/credentials from the UDM (e.g., in step 7 discussed above),
the AUSF may request authentication vector/credentials from the UDM before initiating
authentication with the UE (not shown). Alternatively, the AUSF may have delegated the
authentication to SEAF. In such embodiments, the AUSF may simply forward the SUPI to the

SEAF in this step, and rely on the SEAF to perform the authentication in the next step.

[0095] Continuing with the example in which the AUSF 5 successfully authenticates
the UE 1, the AUSF returns the SUPI to the AMF/SEAF 4 (step 9). The AMF/SEAF accepts

the registration of the UE and transmits a registration acceptance message to the UE (step 10).

[0096] As briefly discussed above, particular features of the UE 1 may be performed by
a tamper resistant secure hardware component 8 of the UE. FIG. 7 illustrates a particular
example in which a 5G-USIM/UICC 8a of a UE generates the SUCI. Although this particular
example uses the term SG-USIM/UICC, this term should not be considered as limiting with
respect to any version or vendor of USIM or UICC technology, nor should this term be

considered as limiting with respect to any generation of mobile network, e.g., 2G/3G/4G/5G.

[0097] According to the example of FIG. 7, an ME 9 requests a SUCI (step 1). In some
such embodiments, this SUCI request may include the time. In other such embodiments, the
request may simply be a read operation from the SG-USIM/UICC 8a. According to such
embodiments in which there are multiple home network public keys, the 5G-USIM/UICC
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chooses the correct corresponding privacy key (e.g., based on the time), and generates the SUCI
using the selected privacy key (step 2). Alternatively, if such embodiments in which there is
only one privacy key, the 5G-USIM/UICC simply uses that privacy key. The 5SG-USIM/UICC
then returns the SUCI to the ME (step 3).

[0098] FIG. 8 illustrates an example in which the SG-USIM/UICC does not have a

privacy key, or does not support the feature.

[0099] According to the example of FIG. 8, the ME 9 requests a SUCI with a request
(which may include the time, in some embodiments) in similar fashion as described above with
respect to FIG. 7. In this example, however, the SG-USIM/UICC 8a does not have privacy key
or does not recognize the command because it does support the feature (step 2). Accordingly,

the SG-USIM/UICC returns an error message (or empty data) to the ME (step 3).

[00100] Alternatively to the example of FIG. 8, the ME 9 may know that 5G-USIM/UICC
8a does not have privacy key or does not support privacy key by other means, according to
particular embodiments. For example, the ME may obtain the version and or vendor information
of 5G-USIM/UICC and determine, based on this information, that a privacy key is not supported
or present. As another example, the ME may determine that a privacy key is not supported or

present in 5G-USIM/UICC based on some other response message from the SG-USIM/UICC.

[00101] FIG. 9 illustrates an example in which the ME 9 generates the SUCI, but the
privacy key itself is stored in the 5G-USIM/UICC 8a.

[00102] According to the example of FIG. 9, the ME 9 has no privacy key and requests
one from the SG-USIM/UICC 8a (step 1). In some embodiments, the request includes the time.
In other embodiments, the request is a direct read operation from the 5G-USIM/UICC memory.
The SG-USIM/UICC then chooses the privacy key (e.g., based on time, if provided in the
request) (step 2). The SG-USIM/UICC returns the privacy key to the ME (step 3). At this point,
the ME may, in some embodiments (but not necessarily all embodiments) store the privacy key
and/or the SUPI to a non-volatile memory of the ME (step 4). The ME then generates the SUCI
based on the SUPI and the privacy key (step 5).

[00103] FIG. 10 illustrates an example in which the ME 9 gets notified if the privacy key
is updated in the SG-USIM/UICC 8a. In this scenario, the ME subscribes to changes in the
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privacy keys, and gets notifications when updates are available. This scenario assumes that the
ME stores the privacy key or asks the 5G-USIM/UICC for the privacy key as needed to obtain
the latest privacy key.

[00104] According to the example of FIG. 10, the ME 9 sends a request to the 5G-
USIM/UICC 8a requesting to subscribe to privacy key updates (step 1). The request may, in
some embodiments, include a SUPI. The 5G-USIM/UICC accepts the subscription and transmits
an acknowledgement to the ME in response (step 2). When the home network updates the
privacy key(s) or delivers one or more new ones to the 5G-USIM/UICC (step 3), the 5G-
USIM/UICC notifies the ME that one or more new privacy keys are available (step 4). Although
FIG. 10 depicts the notification message including the privacy key(s), according to other
embodiments, the ME may alternatively read the key from the SG-USIM/UICC based on the
notification. The ME acknowledges the notification (step 5). The ME then stores the new
privacy key(s) to the non-volatile memory of the ME (step 6). The ME may replace existing
privacy key data if MCC/MNC/MSID in previously stored privacy key data are identical.

[00105] FIG. 11 illustrates an example in which the UE is powered on, and the ME 9
detects that the SG-USIM/UICC 8a has been replaced (e.g., with a different SG-USIM/UICC,
or simply removed and reinserted, according to various embodiments). Although particular
embodiments may treat replacement with a different SG-USIM/UICC the same as a removal
and reinsertion (e.g., for security reasons), other embodiments may respond differently based

on which of these two scenarios is detected.

[00106] According to the example of FIG. 10, the UE 1 is powered on (step 1). The ME 9
sends a message to the SG-USIM/UICC 8a (step 2) and the SG-USIM/UICC responds in a
manner that is inconsistent with when the UE was previously powered on (step 3). For example,

the response message may include a different SUPI than any previously seen by the ME.

[00107] The ME 9 determines that the 5G-USIM/UICC 8a has been replaced (step 4).
For example, the 5G-USIM/UICC may be different in some way from the previous time when
the UE 1 was powered on, indicating that the 5G-USIM/UICC has been replaced with a
different one. Alternatively, the ME may detect that the SG-USIM/UICC has been replaced
using non-volatile memory that is updated by a mechanical, electrical, or software mechanism,

such as an optical sensor, switch, weight sensor, pressure sensor, and/or electrical circuitry that
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is triggered when 5G-USIM/UICC is removed and/or inserted, e.g., regardless of whether the

same 5G-USIM/UICC or a different one has been removed and reinserted.

[00108] The ME 9 removes the privacy key it had previously stored from the non-
volatile memory (if there is one). Additionally or alternatively, if the ME stored the SUPI of
the old 5SG-USIM/UICC with the privacy key to its memory, the ME may decide to remove the
privacy key from the non-volatile memory based on a comparison of the SUPI returned by the

new 5G-USIM/UICC 8a with the SUPI stored with the old privacy key.

[00109] Particular embodiments described above describe ways in which the devices
within a wireless communication system may securely exchange a subscription identifier,
including the generation and use of particular data structures and corresponding
encryption/decryption schemes. In particular, embodiments described above allow for this
secure exchange to be performed as part of registering the UE 1 with the wireless
communication network 30. Many such embodiments presume that the UE is provisioned with a

valid privacy key.

[00110] To ensure that the UE 1 does, in fact, have a valid privacy key, further
embodiments of the present disclosure describe ways in which to provision the UE. Particular
embodiments relating to provisioning may include Privacy Key Verification Data (MAC-P). As
shown in the example of FIG. 12, a MAC-P includes a message authentication code (MAC).
The MAC is calculated based on the privacy key and a provisioning key (which will be
explained in greater detail below). For example, the MAC may be calculated over the various
fields of the privacy key, including but not limited to the home network public key and its

related parameters as described above, in combination with the provisioning key.

[00111] The MAC-P may, according to some embodiments, also include a provisioning
key identifier (e.g. a RAND) and/or an integrity protection algorithm identifier. According to
some embodiments in which the MAC-P does not include the integrity protection algorithm
identifier, the integrity protection algorithm to be used may be identified separately from the
MAC-P, or a predefined Key Derivation Function (KDF) such as, e.g., HMAC-SHA-256 may
be used. The MAC-P may additionally or alternatively include a counter field, which may be
used to identify the MAC-P from a plurality of MAC-Ps (e.g., in cases where more than one

MAC-P is calculated using the same provisioning key). The relationship between the privacy
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key (e.g., as shown in FIG. 4) and the MAC-P (e.g., as shown in FIG. 12) is further explained
below with respect to FIG. 15.

[00112] The provisioning key is a secret shared between the UE 1 and a PKPF 10 (see Fig
13), which is described in further detail below. The provisioning key is UE-specific, i.e. it is a
key which in the home network 3 is associated with the UE and/or the 5G USIM, UICC 8a or
any other hardware in the UE/ME in which a SIM/USIM is allowed to be stored. In some
embodiments, the provisioning key may be derived from the home network master key, e.g.
Kausr in a 5G or future network as created in e.g. 5G AKA, EAP-AKA’ and EAP-TLS
(Extensible Authentication Protocol - Transport Layer Security), that is created when the UE 1
authenticates with the network. In some such embodiments, the AUSF may have the home
network master key. Further, a new home network master key may be created when the UE re-

authenticates.

[00113] According to one example, the provisioning key may be created from a CK
(Ciphering Key), IK (Integrity Key) (e.g., by applying a KDF such as HMAC-SHA-256 or other
secure one-way hash function, such as SHA-256, or a concatenation of CK and IK). The
provisioning key may, alternatively to a direct generation from the master key or CK/IK, be
generated from CK’ and IK’ as generated from CK and IK in the EAP-AKA’ method. In another
alternative, the provisioning key may be generated from EMSK (Extended Master Session Key)
in the case of EAP-TLS as specified in RFC5216. As the same home network master key may be
used to derive numerous keys, embodiments of the present disclosure use at least one further
standard parameter in combination with the home network master key as input for deriving the
provisioning key. For example, when standard KDF is used, the FC (Function Code) may be
used as an input (e.g., as specified in TS 33.220, such as TS33.220 V15.0.0) to produce a
provisioning key that is distinguishable from other keys produced using the home network

master key.

[00114] According to another example, the provisioning key may be a key which is same
as, or derived from, an ephemeral shared key that is shared between the SIDF 6 and the UE 1,
particularly when the encryption scheme used is a hybrid public key scheme such as ECIES. For
example, ECIES uses a public key mechanism (e.g., Diffie-Hellman) for key agreement that
results in a shared key, which is ephemeral, between the SIDF and the UE. That ephemeral
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shared key, for security purposes, is generally processed further through a key derivation
function (e.g., SHA-256) to derive yet other derived shared keys between the SIDF and the UE
(e.g., encryption key and MAC key in ECIES). One of these other derived shared keys is
generally used for encryption and is called the ephemeral encryption key. As applied to
embodiments of the present disclosure, one of these other derived shared keys may be used, e.g.,
to generate a SUCI from a SUPIL. Further, in some embodiments, another of the derived shared
keys (e.g., MAC key in ECIES), a new one further derived from one of the derived shared keys,
or yet another key derived from the ephemeral shared key, may be used as the provisioning key.
In some embodiments in which the SIDF has, or is able to obtain/derive the provisioning key, the

SIDF may also calculate the MAC or MAC-P.

[00115] The PKPF 10 is a function located in the home network 3 that is responsible for
provisioning the privacy key. According to particular embodiments, the PKPF may be co-
located with the AUSF 5, and particularly in at least some embodiments in which the
provisioning key is derived from the home network master key that is created based on primary
authentication between UE and the network. In other embodiments, the PKPF may be
collocated with other SGC entities, such as UDM 7. According to yet other embodiments, the
PKPF is its own separate entity. In some embodiments, the SIDF 6 and PKPF are implemented
together as a single function, and there is no need to transfer the provisioning key. In some other
embodiments, the PKPF may obtain the provisioning key from the SIDF. The PKPF may also
obtain the MAC/MAC-P from the SIDF.

[00116] FIG. 13 illustrates an example UE Registration process in which the UE 1 has
no valid privacy key. For example, the end-user may have inserted a new USIM/UICC into the

UE, and this new USIM/UICC does not contain a privacy key.

[00117] According to the example illustrated in FIG. 13, the UE 1 sends a Registration
request to an AMF/SEAF 4, including a SUCI in the request (step 1). Because the UE initially
has no privacy key in this scenario, the UE uses a null-scheme or null-encryption method to
create the SUCI. The null-scheme is implemented such that it returns the same output as the
input, and it applies to both the encryption in the UE and the decryption by the SIDF 6.
Further, because the UE has no privacy key that would indicate the null-scheme or null-

encryption method (which the home network may be free to choose, according to
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embodiments), an explicit or implicit indicator that the actual privacy key is missing from the
UE may be used, according to particular embodiments. For example, as discussed above, the
SUCI may use a null encryption scheme for the encrypted part, which may implicitly signal
that the privacy key is missing. Alternatively, a "missing privacy key" indicator may be, e.g., a
standardized or well-known public key identifier value, a flag and/or a message type indicator

(e.g., a registration request of type "privacy provisioning" or "pre initial registration").

[00118] The AMF/SEAF 4, having received the registration request, requests UE
authentication from the AUSF 5/PKPF 10 (step 2). The AUSF sends the SUCI (and the
"missing privacy key" indicator, if one was included in the authentication request) to a SIDF 6
(step 3). According to embodiments in which the SIDF is co-located in UDM 7 (e.g., the Nxx
message 1s a N13 message), then the same message may be used to request an authentication

vector/credentials from the UDM.

[00119] The SIDF 6 sees that the SUCI is in cleartext, and that the UE 1 is missing a
privacy key. According to this example, the SIDF has a local policy that all SUCIs must be
protected using ECIES. Accordingly, the SIDF returns a SUPI to the AUSF, together with a
request to provision the ECIES privacy key to the UE (step 4). In some embodiments, the
response includes multiple privacy keys to be provisioned to the UE. According to
embodiments in which the SIDF is co-located in UDM 7, then the same message may be used

to return the authentication vector/credentials to the AUSF 5.

[00120] According to embodiments in which the AUSF 5 has not received the
authentication vector/credentials from UDM 7 already, the AUSF 5 may request said
authentication vector/credentials from UDM before initiating the authentication with the UE
(not shown). Alternatively, according to embodiments in which the AUSF has received the
authentication vector/credentials from UDM already, the AUSF and UE exchange
authentication messages using said authentication vectors/credentials (step 5). Alternatively,

the AUSF may have delegated the authentication to the AMF/SEAF 4.

[00121] According to this example, the PKPF 10 is co-located with the AUSF 5.
Consequently, upon successful authentication, the AUSF/PKPF creates a provisioning key that
may be used to protect the privacy key provisioning message to the UE 1, i.e., without the need

to exchange signaling to transfer the provisioning key. According to other embodiments in
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which the AUSF and PKPF are not co-located, the AUSF may request that the provisioning
key be generated by the PKPF and the PKPF may transfer the provisioning key to the AUSF in

response (not shown).

[00122] The AUSF 5 / PKPF 10 protects the privacy key(s) (received from SIDF 6 in
step 4) with the provisioning key by calculating a MAC (e.g., as described above with respect
to FIG. 12) and constructing MAC-P (step 6). In some embodiments, the privacy key may also
be encrypted. In some embodiments, the AUSF/PKPF may receive the MAC and/or MAC-P
from the SIDF, as described above, particularly in at least some embodiments in which the
provisioning key is based on the ephemeral shared key of, e.g., an EICES scheme. In

particular, as discussed above, the SIDF may have generated the MAC and/or MAC-P.

[00123] The AUSEF 5 then returns the SUPI, the privacy key(s), and the MAC-P to
AMF/SEAF 4 (step 7). In some embodiments, the SUPI, the privacy key(s), and/or the MAC-
P are transmitted to the AMF/SEAF in the same registration related message flow for
registering the UE 1 with the wireless communication network 30. In some embodiments, the
SUPI, the privacy key(s), and/or the MAC-P are transmitted to the AMF/SEAF in a separate

message flow (not shown).

[00124] According to embodiments in which the AUSF 5 delegated authentication of the
UE 1 to the AMF/SEAF 4, the AMF/SEAF may authenticate the UE at this point (not shown).
In such embodiments, the AMF/SEAF may have received the SUPI, the privacy key(s), and the
MAC-P previously, e.g., directly from the SIDF 6 in step 4.

[00125] The AMF/SEAF 4 accepts the registration of the UE 1, and forwards the privacy
key(s) and the MAC-P to the UE, e.g., in a registration acceptance message (step 8). The UE
then attempts to verify the MAC, and if successful, stores the privacy key(s). To verify the
MAC, the UE creates the same provisioning key as the AUSF 5 /PKPF 10 previously did. In
other words, when the UE generates an expected MAC and then compare it with the received
MAC, the MAC is verified if the expected MAC is deemed as being the same as the received
MAC.

[00126] In some embodiments, the UE 1 then detaches from the network (step 9), e.g., to
start a new registration procedure using a provisioned privacy key to conceal its subscriber

identity, according to one of the embodiments described above. For example, detaching and
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reregistering in this way may prevent an attacker from linking the SUPI to a temporary

identifier of the UE.

[00127] The UE 1 may, in some embodiments, need to be provisioned with a privacy key
due to the expiration or invalidation of a privacy key that was previously provisioned to the UE.
FIG. 14 illustrates an example UE Registration process in which the UE's privacy key needs to
be updated, e.g., for some security or operational reason. Some reasons that the previously
provisioned privacy key may need to be updated, according to various embodiments, may be that
the previously provisioned privacy may have reached (or is reaching) its expiry date, security in
the wireless communication network 30 has been compromised in some way, and/or the privacy

key is subject to regular updates.

[00128] According to the example of FIG. 14, the UE 1 sends a registration request to an
AMF/SEAF 4 (step 1). The registration request includes a SUCI. In this example, since the UE
has a privacy key, the UE uses an encryption scheme or method (e.g., ECIES) to create the

SUCI, e.g., according to one of the embodiments described above.

[00129] The AMF/SEAF 4 requests UE authentication from a AUSF 5 / PKPF 10 (step 2).
The AUSF sends the SUCI to an SIDF 6 (step 3). As in the previous example, according to
some embodiments in which the SIDF is co-located with UDM 7, then the same message may be

used to request an authentication vector/credentials from the UDM.

[00130] The SIDF 6 sees that the SUCI is encrypted with a privacy key that needs to be
updated. For example, the SIDF may detect that the privacy key is expired or is about to expire,
or that the privacy key is invalid for any other reason as previously discussed. The SIDF returns
a SUPI to the AUSF 5 together with a request to provision the updated ECIES privacy key to the
UE (step 4). According to some embodiments, the response may include several privacy keys.
Further, as previously discussed, according to some embodiments in which the SIDF is co-

located in UDM, the same message may be used to return the authentication vector/credentials to

the AUSF.

[00131] The AUSF 5 and UE 1 exchange authentication messages using authentication
vectors/credentials received from UDM 7 (step 5). As discussed in previous examples, the
AUSF may have received the required authentication vector/credentials from UDM already in

step 4 (e.g., in some embodiments in which the SIDF 6 is co-located in UDM), or the AUSF may
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request such authentication vector/credentials from UDM before initiating the authentication

with the UE.

[00132] According to embodiments in which the PKPF 10 is co-located with the AUSF 5,
the AUSF/PKPF may create a provisioning key used to protect the privacy key provisioning
message to the UE 1 as a result of successful authentication. For example, the authentication
procedure may include producing a home network master key that may be used to derive the
provisioning key. Alternatively, in embodiments in which the PKPF and AUSF are not co-
located, the AUSF and PKPF may exchange the provision key through appropriate messaging

(not shown).

[00133] The AUSF 5/ PKPF 10 protects the privacy key(s) (received from SIDF 6 in step
4) with the provisioning key by calculating a MAC and constructing MAC-P, e.g., according to
the example illustrated in FIG. 14 (step 6). As discussed above, in some embodiments, the
AUSF/PKPF may receive the MAC and/or MAC-P from the SIDF, as described above,
particularly in at least some embodiments in which the provisioning key is based on the
ephemeral shared key of, e.g., an EICES scheme. In particular, as discussed above, the SIDF
may have generated the MAC and/or MAC-P.

[00134] After successful authentication, the AUSF 5 sends the SUPI, the privacy key(s)
and the MAC-P to the AMF/SEAF 4 (step 7), e.g., in the same registration-related message
flow. Other embodiments may use separate message flows for one or more of the SUPI,
privacy key(s) or MAC-P. Also, as previously discussed, the AUSF may have delegated
authentication of the UE to the SEAF, in which case the SUPI, the privacy key(s), and the
MAC-P may have been returned to SEAF already in step 4, and the AUSF performs the

authentication as previously described.

[00135] The AMF/SEAF 4 accepts the registration of the UE 1, and forwards the privacy
key(s) and the MAC-P to the UE, e.g., in a registration acceptance message (step 8). The UE
creates the same provisioning key from the primary authentication as AUSF 5 / PKPF 10 did,
and verifies the MAC in the message. If verification is successful, the UE stores the privacy

key(s). The old privacy key may also be removed.

[00136] According to yet an example, the AUSF 5 generates the MAC and MAC-P and
sends the privacy key(s) and the MAC-P to the UE 1 via the UDM 7 which forwards the privacy
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key(s) and the MAC-P to the AMF, which then forwards the privacy key(s) and the MAC-P to
the UE 1. In such an example the AUSF may be an Home Public Land Mobile Network AUSF
and the AMF may in that case be a Visited Public Land Mobile Network (VPLMN) AMF. In
such a case, the authentication may have been delegated by the AUSF to the VPLMN AMF.

[00137] As previously discussed, the MAC may be calculated based on a privacy key
(e.g., as illustrated in FIG. 4) and a provisioning key to generate a MAC-P (e.g., as illustrated
in FIG. 12). In some embodiments in which multiple privacy keys are being provisioned to the

UE 1, the same MAC may be calculated over all of the privacy keys sent in the same message.

[00138] FIG. 15 illustrates an example of how the privacy key and MAC-P are related to
each other, and what parameters are used as input to the MAC calculation (or expected MAC
(XMAC), as appropriate). As shown in FIG. 15, the provisioning key and privacy key are both
used to generate a MAC, which may be then used in combination with another privacy key to
update the MAC, and so on until all privacy keys are processed. Once all privacy keys are

processed, the privacy key(s) and MAC may be sent to the UE.

[00139] In view of all of the above, one or more of the devices or functions described
above may be implemented using the example hardware illustrated in FIG. 16. The example
hardware includes processing circuitry 11 and communication circuitry 12. The processing
circuitry is communicatively coupled to the communication circuitry, €.g., via one or more buses.
The processing circuitry may comprise one or more microprocessors, microcontrollers, hardware
circuits, discrete logic circuits, hardware registers, digital signal processors (DSPs), field-
programmable gate arrays (FPGAs), application-specific integrated circuits (ASICs), or a
combination thereof. For example, the processing circuitry may be programmable hardware
capable of executing software instructions stored, €.g., as a machine-readable computer program
133 in a memory circuitry 13. The memory circuitry of the various embodiments may comprise
any non-transitory machine-readable media known in the art or that may be developed, whether
volatile or non-volatile, including but not limited to solid state media (e.g., SRAM, DRAM,
DDRAM, ROM, PROM, EPROM, flash memory, solid state drive, etc.), removable storage
devices (e.g., Secure Digital (SD) card, miniSD card, microSD card, memory stick, thumb-drive,
USB flash drive, ROM cartridge, Universal Media Disc), fixed drive (e.g., magnetic hard disk

drive), or the like, wholly or in any combination. According to particular embodiments in which
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the hardware is used to implement the UE 1, the memory circuitry may comprise a tamper
resistant secure hardware component 8 providing secure storage, such as a 5G-USIM and/or

UICC 8a.

[00140] The communication circuitry 12 may be a controller hub configured to control the
input and output (I/0) data paths of the hardware. Such I/O data paths may include data paths
for exchanging signals over a wireless communication network 30. For example, the
communication circuitry may comprise a transceiver configured to send and receive
communication signals within and/or between the UE 1, the serving network 2, and/or the home

network 3, e.g., over an air, electrical, and/or optical medium.

[00141] The communication circuitry 12 may be implemented as a unitary physical
component, or as a plurality of physical components that are contiguously or separately arranged,
any of which may be communicatively coupled to any other, or may communicate with any other
via the processing circuitry 11. For example, the communication circuitry may comprise
transmitter circuitry configured to send communication signals, and receiver circuitry configured

to receive communication signals (not shown).

[00142] According to particular embodiments, the hardware illustrated in FIG. 16 may be
configured with a plurality of components. These components may include a plurality of
communicatively coupled hardware units and/or software modules. One or more of the hardware
units may be, e.g., part of the processing circuity 11. One or more of the software units may be,

e.g., stored in the memory circuitry 13 and executed by the processing circuitry.

[00143] For example, hardware such as illustrated in FIG. 16 may be used to implement
an authentication server 14 (e.g., an AMF, SEAF 4, AUSF 5) in a home network 3 of a UE 1 and
configured with the example components illustrated in FIG. 17 to obtain a subscription identifier,
such as a SUPI, of a UE. The components of FIG. 17 include a determining unit or module 15
and an interfacing unit or module 16. The determining unit or module is configured to determine
a de-concealing server 19 to use to decrypt the encrypted part of the SUCI, and based on
information received from the UE, which of a plurality of de-concealing servers to use to decrypt
at least part of a subscription concealed identifier (SUCI) in which the subscription identifier is
encrypted. The interfacing unit or module is configured to send the SUCI to the determined de-

concealing server and receiving the subscription identifier, e.g. SUPI, in response. In other
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words, the interface module is configured to also receive the SUCI generated by the UE, where
the SUCI comprises an encrypted part in which at least a part of the SUPI is encrypted, and a
clear-text part which comprises a home network identifier and an encryption scheme identifier

that identifies an encryption scheme used by the UE to encrypt the SUPI in the SUCIL.

[00144] Such an authentication server 14 may additionally or alternatively be configured
with the example components illustrated in FIG. 18 to provision a UE 1. The components of
FIG. 18 include an obtaining unit or module 17, and a transmitting unit or module 18. The
obtaining unit or module is configured to obtaining a message authentication code (MAC) based
on a provisioning key specific to the UE 1 and a privacy key of a home network 3 of the UE.

The transmitting unit or module is configured to transmit the privacy key and MAC to the UE.

[00145] Such an authentication server 14 may further be configured to additionally or
alternatively perform any of the methods described herein with respect to an authentication
server, e.2., using any of the above described authentication server hardware or software

components.

[00146] Other hardware consistent with the example illustrated in FIG. 16, may be used to
implement a de-concealing server 19 (e.g., SIDF 6) for providing a subscription identifier of a
UE 1 to an authentication server 14, and may be configured with the example components
illustrated in FIG. 19. The components of FIG. 19 include a receiving unit or module 20, a
decrypting unit or module 21, and a sending unit or module 22. The receiving unit or module is
configured to receive, from the authentication server, a SUCI which comprises an encrypted part
in which at least a part of the SUPI is encrypted, and a clear-text part which comprises a home
network identifier and an encryption scheme identifier that identifies an encryption scheme used
by a UE to encrypt the SUPI in the SUC and which is supported by the de-concealing server.
The decrypting unit or module is configured to decrypt at least part of the SUCI, using the
encryption scheme indicated by the encryption scheme identifier to obtain the SUPI. The

sending unit or module is configured to send the SUPI to the authentication server.

[00147] Such a de-concealing server 19 may additionally or alternatively be configured
with the example components illustrated in FIG. 20 to provision a UE 1. The components of
FIG. 20 include a generating unit or module 23, and a transmitting unit or module 24. The

generating unit or module is configured to generate a Subscription Permanent Identifier (SUPI)
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and privacy key for the UE responsive to receiving, from an authentication server 14, a
Subscription Concealed Identifier (SUCI) of the UE that indicates that the UE lacks a valid
privacy key. The transmitting unit or module is configured to transmit the SUPI and privacy key
to the authentication server. Thus the term ‘de-concealing server’ may also be termed a SUCI de-

concealing server.

[00148] Such a de-concealing server 19 may further be configured to additionally or
alternatively perform any of the methods described herein with respect to a de-concealing server,

e.g., using any of the above described de-concealing server hardware or software components.

[00149] Yet other hardware consistent with the example illustrated in FIG. 16, may be
used to implement a UE 1 for securely notifying a wireless communication network 30 of a
subscription identifier, and may be configured with the example components illustrated in FIG.
21. The components of FIG. 21 include a generating unit or module 25, and a transmitting unit
or module 26. The generating unit or module is configured to generate a SUCI which comprises
an encrypted part in which at least a part of a SUPI is encrypted, and a clear-text part which
comprises a home network identifier and an encryption scheme identifier that identifies an
encryption scheme used by the UE to encrypt the SUPI in the SUCI. The transmitting unit or
module is configured to transmit the SUCI to an authentication server 14 for forwarding of the

SUCI to a de-concealing server 19 capable of decrypting the SUPI.

[00150] Such a UE 1 may additionally or alternatively be configured with the example
components illustrated in FIG. 22 to obtain a privacy key. The components of FIG. 22 include a
receiving unit or module 27, and a verifying unit or module 28. The receiving unit or module is
configured to receiving the privacy key and a message authentication code (MAC) from an
authentication server 14. The verifying unit or module is configured to verify the integrity of the
privacy key by generating a provisioning key and using the provisioning key and privacy key to
reproduce the MAC received from the authentication server, the provisioning key being a shared

secret between the UE and the authentication server.

[00151] Such a UE 1 may further be configured to additionally or alternatively perform
any of the methods described herein with respect to a UE, e.g., using any of the above-described

UE hardware or software components.
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[00152] The various methods and processes described herein may be implemented in ways
that vary in certain details from the broad descriptions given above. For example, although steps
of various processes or methods described herein may be shown and described as being in a
sequence or temporal order, the steps of any such processes or methods are not limited to being
carried out in any particular sequence or order, absent an indication otherwise. Indeed, the steps
in such processes or methods generally may be carried out in various different sequences and
orders while still falling within the scope of the present disclosure. The embodiments described
herein are to be considered in all respects as illustrative and not restrictive. In particular, all
changes coming within the meaning and equivalency range of the enumerated embodiments

appended below are intended to be embraced therein.
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CLAIMS

1. A method performed by an authentication server in a home network of a user
equipment (UE) for obtaining a subscription permanent identifier (SUPI), the method
comprising:

receiving a subscription concealed identifier (SUCI) which comprises an encrypted part
in which at least a part of the SUPI is encrypted, and a clear-text part which comprises a home
network identifier and an encryption scheme identifier that identifies an encryption scheme used
by the UE to encrypt the SUPI in the SUCT;

determining a de-concealing server to use to decrypt the encrypted part of the SUCI;

sending the SUCI to the de-concealing server; and

receiving the SUPI in response.

2. The method of claim 1, wherein the clear-text part of the SUCI comprises a public key

identifier for a public key of the home network.

3. The method of claim 1, wherein the de-concealing server is one of a plurality of de-
concealing servers, and the determining of the de-concealing server is based on information

received from the UE.

4. The method of claim 1, wherein the encryption scheme is a null-encryption scheme.

5. The method of claim 1, further comprising receiving the SUCI from the UE as part of

a registration procedure for registering the UE with a wireless communication network.

6. The method of claim 1, further comprising receiving the SUCI from the UE via an

authentication request from a Security Anchor Function.

7. The method of claim 1, further comprising sending the SUCI and a request for an
authentication vector for authenticating the UE to the determined de-concealing server in the

Same message.
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8. The method of claim 1, wherein the SUPI comprises a Mobile Subscription
Identification Number, MSIN, a Mobile Country Code, MCC, and a Mobile Network Code,
MNC, and where the MSIN is encrypted in the encrypted part of the SUCI, and the MCC and
the MNC are the home network identifier in the clear-text part of the SUCI.

9. The method of claim 1, wherein the SUPI is a Network Access Identifier.

10. The method of claim 1, wherein the encryption scheme is an Elliptic Curve
Integrated Encryption Scheme (ECIES) and the clear-text part of the SUCI comprises an
ephemeral public key of the UE for use in the ECIES.

11. A method, performed by a de-concealing server, for providing a subscription
permanent identifier (SUPI) to an authentication server, the method comprising:

receiving, from the authentication server, a subscription concealed identifier (SUCI)
which comprises an encrypted part in which at least a part of the SUPI is encrypted, and a clear-
text part which comprises a home network identifier and an encryption scheme identifier that
identifies an encryption scheme used by a UE to encrypt the SUPI in the SUCI and which is
supported by the de-concealing server;

decrypting the encrypted part of the SUCI, using the encryption scheme indicated by the
encryption scheme identifier to obtain the SUPI; and

sending the SUPI to the authentication server.

12. The method of claim 11, wherein the clear-text part of the SUCI also comprises a

key identifier used for identifying a decryption key used for decrypting the SUPI.

13. A method performed by a user equipment (UE), the method comprising:

generating a subscription concealed identifier (SUCI) which comprises an encrypted part
in which at least a part of a subscription permanent identifier (SUPI) is encrypted, and a clear-
text part which comprises a home network identifier and an encryption scheme identifier that

identifies an encryption scheme used by the UE to encrypt the SUPI in the SUCI; and
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transmitting the SUCI to an authentication server for forwarding of the SUCI to a de-

concealing server capable of decrypting the SUPL

14. The method of claim 13, wherein the SUCI is transmitted in a request to register with

a wireless communication network (30).

15. The method of claim 13, wherein generating the SUCI comprises using a tamper

resistant secure hardware component of the UE to generate the SUCI.

16. The method of claim 13, wherein transmitting the SUCI to the authentication server
comprises transmitting the SUCI to the authentication server in response to an identifier request
message received from an Authentication and Mobility management Function, AMF, as part of a

procedure for registering the UE with a wireless communication network.

17. The method of claim 13, wherein the clear-text part comprises a public key identifier

for the home network.

18. The method of claim 13, wherein the encryption scheme is a null-encryption scheme.

19. The method of claim 13, wherein the encryption scheme is an Elliptic Curve

Integrated Encryption Scheme.

20. A user equipment (UE) comprising:

processing circuitry and memory circuitry, the memory circuitry containing instructions
executable by the processing circuitry, wherein the UE is operative to:

generate a subscription concealed identifier (SUCI) which comprises an encrypted part in
which at least a part of a Subscription Permanent Identifier (SUPI) is encrypted, and a clear-text
part which comprises a home network identifier and an encryption scheme identifier that
identifies an encryption scheme used by the UE to encrypt the SUPI in the SUCI; and

transmit the SUCI to an authentication server for forwarding of the SUCI to a de-

concealing server capable of decrypting the SUPL
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21. The UE of claim 20, wherein the clear-text part comprises a public key identifier for

the home network.

22. The UE of claim 20, wherein the SUPI comprises a Mobile Subscription

Identification Number.

23. The UE of claim 20, wherein the SUPI is a Network Access Identifier.
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ABSTRACT

A method performed by an authentication server in a home network of a UE for obtaining a
subscription permanent identifier, SUPI. The method comprises: receiving a SUCI which
comprises an encrypted part in which at least a part of the SUPI is encrypted, and a clear-text
part which comprises a home network identifier and an encryption scheme identifier that
identifies an encryption scheme used by the UE to encrypt the SUPI in the SUCI; determining a
de-concealing server to use to decrypt the encrypted part of the SUCI; sending the SUCI to the
de-concealing server; and receiving the SUPI in response. Methods performed by a UE and a de-
concealing server are also disclosed. Furthermore, UEs, de-concealing servers, authentication

servers, computer program and a memory circuitry are also disclosed.
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copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 3602-1734US2

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention SUBSCRIPTION CONCEALED IDENTIFIER

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; orthe name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. Ifthe applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

(® Assignee (O Legal Representative under 35U.S.C. 117 (O Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name Telefonaktiebolaget LM Ericsson (publ)

Mailing Address Information For Applicant:

Address 1

Address 2

City Stockholm State/Province

Country | SE Postal Code SE-164 83
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. . Attorney Docket Number | 3602-1734US2
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention SUBSCRIPTION CONCEALED IDENTIFIER

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application

publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. X
Organization Name

Telefonaktiebolaget LM Ericsson (publ)

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City Stockholm State/Province

Country i SE Postal Code SE-164 83

Phone Number

Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Brian Rosenbloom/ Date (YYYY-MM-DD)| 2018-11-26

First Name | Brian Last Name | Rosenbloom Registration Number | 41276

Additional Signature may be generated within this form by selecting the Add button.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number

3602-1734US82

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention SUBSCRIPTION CONCEALED IDENTIFIER

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

SUBSCRIPTION CONCEALED IDENTIFIER

First Named Inventor/Applicant Name:

Vesa TORVINEN

Filer:

Brian S. Rosenbloom/Xania Steele

Attorney Docket Number:

3602-1734US2

Filed as Large Entity

Filing Fees for Track | Prioritized Examination - Nonprovisional Application under 35 USC 111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
UTILITY APPLICATION FILING 1011 1 300 300
UTILITY SEARCH FEE 1111 1 660 660
UTILITY EXAMINATION FEE 1311 1 760 760
REQUEST FOR PRIORITIZED EXAMINATION 1817 1 4000 4000
Pages:
Claims:
CLAIMS IN EXCESS OF 20 1202 3 100 300
INDEPENDENT CLAIMS IN EXCESS OF 3 1201 1 460 460
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Miscellaneous-Filing:
PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0
PROCESSING FEE, EXCEPT PROV. APPLS. 1830 1 140 140
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 6620
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Electronic Acknowledgement Receipt

EFS ID: 34390524
Application Number: 16200037
International Application Number:
Confirmation Number: 8611

Title of Invention:

SUBSCRIPTION CONCEALED IDENTIFIER

First Named Inventor/Applicant Name:

Vesa TORVINEN

Customer Number:

6449

Filer:

Brian S. Rosenbloom/Xania Steele

Filer Authorized By:

Brian S. Rosenbloom

Attorney Docket Number:

3602-1734US2

Receipt Date: 26-NOV-2018
Filing Date:
Time Stamp: 16:46:16

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $6620

RAM confirmation Number

112718INTEFSW00004037022135

Deposit Account

022135

Authorized User

Xania Steele

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.17 (Patent application and reexamination processing fees)

37 CFR 1.19 (Document supply fees)
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37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:
Document s . . File Size(Bytes Multi Pages
Document Description File Name ( y i . . 9
Number Message Digest | Part/.zip| (ifappl.)
117483
1 TrackOne Request 3602-1 7R34U52_Trjfck—0ne— no 2
Eq uest. p aa9d09993bfeef16ed31d8931e560c4048fe|
f29c
Warnings:
Information:
168312
5 3602-1 734U52af5peC|f|cat|on. yes 35
p 0e5000d5b39e5c6293118386fbf8al1401e
e5055
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 30
Claims 31 34
Abstract 35 35
Warnings:
Information:
191889
3 Drawmgs—onlg bIaFk and white line 3602-1734US2_Drawings.pdf o 1
rawi ng 5 73ab7040b92cdb47046ca948d8e88453872
dab7fd
Warnings:
Information:
116936
4 Application Data Sheet 3602-1734US2_ADS.pdf no 10
7519fe08d0185a52b4d2609503¢627dc952
Warnings:

Information:

This is not an USPTO supplied ADS fillable form
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42924

5 Fee Worksheet (SB06) fee-info.pdf no 2

34084e0df05d8d949a2e764e41ad 968725
f1fd9

Warnings:

Information:

Total Files Size (in bytes): 637544

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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