
PATENT NO. 
APPLICATION NO. 
DATED 
INVENTOR(S) 

UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

: 10,425,817 B2 
: 16/200037 
: September 24, 2019 
: Torvinen et al. 

Page 1 of 1 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below: 

In the Drawings 

In Fig. 4, Sheet 3 of 11, Line 4, delete "identifier" and insert -- identifier)--, therefor. 

In Fig. 4, Sheet 3 of 11, Line 5, delete "(null-scheme," and insert -- (null-scheme),--, therefor. 

In Fig. 15, Sheet 9 of 11, Line 5, delete "identifier" and insert -- identifier)--, therefor. 

In Fig. 15, Sheet 9 of 11, Line 5, delete "(null-scheme," and insert -- (null-scheme),--, therefor. 

In the Specification 

In Column 7, Line 61, delete "FIG. 3-8:" and insert -- FIGS. 3-8: --, therefor. 

In Column 12, Line 7, delete "and or" and insert -- and/or--, therefor. 

In Column 17, Line 63, delete "an Home" and insert -- a Home--, therefor. 

In the Claims 

In Column 21, Line 13, in Claim 1, delete "identifier" and insert -- identifier,--, therefor. 

In Column 22, Line 13, in Claim 10, delete "(SUPI) ," and insert -- (SUPI), --, therefor. 

Signed and Sealed this 
Twenty-first Day of April, 2020 

An"""-.......... 
Andrei Iancu 

Director of the United States Patent and Trademark Office 
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APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

16/200,037 11/26/2018 

6449 7590 04/02/2020 

ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14TH STREET, N.W. 
SUITE 800 
WASHINGTON, DC 20005 

Vesa TORVINEN 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. 

3602-1734US2 

CONFIRMATION NO. 

8611 

EXAMINER 

HO.HUYC 

ART UNIT PAPER NUMBER 

2644 

NOTIFICATION DATE DELIVERY MODE 

04/02/2020 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

PTO-PAT-Email@rfem.com 

PTOL-90A (Rev. 04/07) 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

Patent No.: 
Issue Date: 
Appl. No.: 
Filed: 

10425817 
09/24/2019 
16/200,037 
11/26/2018 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www .uspto.gov 

PART (A) RESPONSE FOR CERTIFICATES OF CORRECTION 

This is a decision on the Certificate of Correction request filed 05 March 2020. 

The request for issuance of Certificate of Correction for the above-identified correction(s) under the 
provisions of 37 CFR 1.322 and/or 1.323 is hereby: 

(Check one) 

~ Approved D Approved in Part D Denied 

Comments: 

PART (B) PETITION UNDER 37 CFR 1.324 OR 37 CFR 1.48 

D This is a decision on the petition filed __ to correct inventorship under 37 CFR 1.324. 

D This is a decision on the request under 37 CFR 1 .48, petition filed . In view of the fact 
that the patent has already issued, the request under 37 CFR 1.48 has been treated as a petition to 
correct inventorship under 37 CFR 1.324. 

The petition is hereby: D Granted D Dismissed 

Comment: 

The patented filed is being forwarded to Certificate of Corrections Branch for issuance of a certificate 
naming only the actual inventor or inventors. 

/KATHY W WANG-HURST/ 
Supervisory Patent Examiner, Art Unit 2644 
Technology Center 2600 
Phone: (571)270-5371 

Certificates of Correction Branch email: CustomerServiceCoC@uspto.gov CoC Central Phone Number: (703) 756-1814 
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IN THE UNITED STATES PATENT & TRADEMARK OFFICE 

IN RE APPLICATION OF: U.S. Patent No. 10,425,817 

USPTO CONFIRMATION CODE: 8611 

APPLICATION NO.: 16/200,037 

FILED: November 26, 2018 

EXAMINER: Huy C Ho 

GROUP ART UNIT: 2644 

FOR: SUBSCRIPTION CONCEALED IDENTIFIER 

37 CFR 1.322 & 37 CFR 1.323 REQUEST FOR CERTIFICATE OF CORRECTION 
FOR USPTO AND/OR APPLICANT J\1ISTAKE 

HONORABLE COMMISSIONER OF PATENTS & TRADEMARKS 

SIR: 

The following is a request for a certificate of correction m Serial Number 
16/200,037, now Patent Number 10,425,817. 

A certificate of correction under 35 USC 254 is respectfully requested in the 
above-identified patent. 

The errors were the fault of both the applicant and USPTO and, accordingly, 
please charge $150.00 to our Deposit Account No. 50-1379. In the event that a further fee 
is required, please charge the amount to the same Deposit Account. 

The exact locations where the errors appear in the patent and patent application 
are as follows: 

1 
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In Fig. 4, Sheet 3 of 11, Line 4, delete "identifier" and insert - - identifier) - -, 
therefor. 
(ORIGINALLY FILED SPECIFICATION, IN THE DRAWINGS DATED 
NOVEMBER 26, 2018, SHEET 3 (PAGE 256 OF FW), FIGURE 4, LINE 4) 

In Fig. 4, Sheet 3 of 11, Line 5, delete "(null-scheme," and insert - - (null­
scheme), - -, therefor. 
(ORIGINALLY FILED SPECIFICATION, IN THE DRAWINGS DATED 
NOVEMBER 26, 2018, SHEET 3 (PAGE 256 OF FW), FIGURE 4, LINE 5) 

In Fig. 15, Sheet 9 of 11, Line 5, delete "identifier" and insert - - identifier) - -, 
therefor. 
(ORIGINALLY FILED SPECIFICATION, IN THE DRAWINGS DATED 
NOVEMBER 26, 2018, SHEET 9 (PAGE 262 OF FW), FIGURE 15, LINE 5) 

In Fig. 15, Sheet 9 of 11, Line 5, delete "(null-scheme," and insert - - (null­
scheme), - -, therefor. 
(ORIGINALLY FILED SPECIFICATION, IN THE DRAWINGS DATED 
NOVEMBER 26, 2018, SHEET 9 (PAGE 262 OF FW), FIGURE 15, LINE 6) 

In Column 7, Line 61, delete "FIG. 3-8:" and insert - - FIGS. 3-8: - -, therefor. 
(ORIGINALLY FILED SPECIFICATION DATED NOVEMBER 26, 2018, 
PAGE 11 OF 35, PARA GRAPH [0079], LINE 2) 

In Column 12, Line 7, delete "and or" and insert - - and/or - -, therefor. 
(ORIGINALLY FILED SPECIFICATION DATED NOVEMBER 26, 2018, 
PAGE 17 OF 35, PARA GRAPH [00100], LINE 3) 

In Column 17, Line 63, delete "an Home" and insert - - a Home - -, therefor. 
(ORIGINALLY FILED SPECIFICATION DATED NOVEMBER 26, 2018, 
PAGE 26 OF 35, LINE 2) 

In Column 21, Line 13, in Claim 1, delete "identifier" and insert - - identifier, - -, 
therefor. 
(AMENDMENTS TO THE CLAIMS DATED APRIL 23, 2019, PAGE 2 OF 
11, CLAIM 1, LINE 12) 

In Column 22, Line 13, in Claim 10, delete "(SUPI) ," and insert - - (SUPI), - -, 
therefor. 
(AMENDMENTS TO THE CLAIMS DATED APRIL 23, 2019, PAGE 4 OF 
11, CLAIM 13, LINE 2) 

2 
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The requested corrections are attached on Form PTO 1050. 

, 2020 

DATE 

3 

Respectfully Submitted 

/Ronald J. Ward,Reg#54870/ 

Ronald J. Ward 
Registration No. 54,870 
Attorney of Record 
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PTO/S8144 (09-07) 
Approved for use through 01/31/2020. 0MB 0651-0033 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Aci of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

f Also Fonn PT0-1050\ 

UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

PATENT NO. : 10,425,817 B2 

APPLICATION NO. : 16/200,037 

ISSUE DATE 

INVENTOR(S) 

: September 24, 2019 

: Torvinen, et al. 

Page 1 of2 

It is certified that an error appears or errors appear in the above-identified patent and that 
said Letters Patent is hereby corrected as shown below: 

In Fig. 4, Sheet 3 of 11, Line 4, delete "identifier" and insert - - identifier) - -, 
therefor. 

In Fig. 4, Sheet 3 of 11, Line 5, delete "(null-scheme," and 
insert - - (null-scheme), - -, therefor. 

In Fig. 15, Sheet 9 of 11, Line 5, delete "identifier" and insert - - identifier) - -, 
therefor. 

In Fig. 15, Sheet 9 of 11, Line 5, delete "(null-scheme," and 
insert - - (null-scheme), - -, therefor. 

In Column 7, Line 61, delete "FIG. 3-8:" and insert - - FIGS. 3-8: - -, therefor. 

In Column 12, Line 7, delete "and or" and insert - - and/or - -, therefor. 

In Column 17, Line 63, delete "an Home" and insert - - a Home - -, therefor. 

MAILING ADDRESS OF SENDER (Please do not use customer number below): 

6300 Legacy, MS EVR 1-C-11 
Plano, TX 75024 
972-583-8656 

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is to file 
{and by the USPTO to process) an application. Conftdentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to 
complete, including gathering, preparing, and submitting the completed application form lo the USPTO. Time will vary depending upon the individual case. Any 
comments on the amounl of time you require to complete lhis form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, 
U.S. Patent and Trademafk Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS 
TO THIS ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 
22313-1450. 

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. 
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PTO/S8144 (09-07) 
Approved for use through 01/31/2020. 0MB 0651-0033 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Aci of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

f Also Fonn PTO-1050\ 

UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

PATENT NO. : 10,425,817 B2 

APPLICATION NO. : 16/200,037 

ISSUE DATE 

INVENTOR(S) 

: September 24, 2019 

: Torvinen, et al. 

Page 2 of2 

It is certified that an error appears or errors appear in the above-identified patent and that 
said Letters Patent is hereby corrected as shown below: 

In Column 21, Line 13, in Claim 1, delete "identifier" and insert - - identifier, - -, 
therefor. 

In Column 22, Line 13, in Claim 10, delete "(SUPI) ," and insert - - (SUPI), - -, 
therefor. 

MAILING ADDRESS OF SENDER (Please do not use customer number below): 

6300 Legacy, MS EVR 1-C-11 
Plano, TX 75024 
972-583-8656 

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is to file 
{and by the USPTO to process) an application. Conftdentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to 
complete, including gathering, preparing, and submitting the completed application form lo the USPTO. Time will vary depending upon the individual case. Any 
comments on the amounl of time you require to complete lhis form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, 
U.S. Patent and Trademafk Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS 
TO THIS ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 
22313-1450. 

ff you need assistance in completing the form. call 1-800-PT0-9199 and select option 2 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the 
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 197 4, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to the 
Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in aocordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 
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Electronic Patent Application Fee Transmittal 

Application Number: 16200037 

Filing Date: 26-Nov-2018 

Title of Invention: SUBSCRIPTION CONCEALED IDENTIFIER 

First Named Inventor/Applicant Name: Vesa TORVINEN 

Filer: Brian Michael Kearns/Amber Rodgers 

Attorney Docket Number: 3602-1734US2 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

CERTIFICATE OF CORRECTION 1811 1 150 150 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 150 
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Electronic Acknowledgement Receipt 

EFSID: 38780002 

Application Number: 16200037 

International Application Number: 

Confirmation Number: 8611 

Title of Invention: SUBSCRIPTION CONCEALED IDENTIFIER 

First Named Inventor/Applicant Name: Vesa TORVINEN 

Customer Number: 6449 

Filer: Brian Michael Kearns/Amber Rodgers 

Filer Authorized By: Brian Michael Kearns 

Attorney Docket Number: 3602-1734US2 

Receipt Date: 05-MAR-2020 

Filing Date: 26-NOV-2018 

Time Stamp: 14:19:35 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $150 

RAM confirmation Number E202035E19493795 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

141388 

P72588-
1 Request for Certificate of Correction US2_2020-03-05_CoC_Request no 3 

_Letter.pdf 522be8f0033c8162fb8efabe81 af4df8f04b8 
957 

Warnings: 

Information: 

137118 

2 Request for Certificate of Correction 
P72588-US2_2020-03-05_CoC. 

no 3 
pdf 

04d849400b 17b36fc1 e31942876720b 199a 
e78f5 

Warnings: 

Information: 

30239 

3 Fee Worksheet (5B06) fee-info.pdf no 2 
0af84d7087348c018797d 18ec9b817d22df 

b6f92 

Warnings: 

Information: 

Total Files Size (in bytes) 308745 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

APPLICATION NO. ISSUE DATE 

16/200,037 09/24/2019 

6449 7590 09/04/2019 

ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 
SUITE 800 
WASHINGTON, DC 20005 

PATENT NO. 

10425817 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. 

3602- l 734US2 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U .S.C. 154 (b) 
(application filed on or after May 29, 2000) 

CONFIRMATION NO. 

8611 

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office 
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments 
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at 
(571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Vesa TORVINEN, Sauvo, FINLAND; 
Telefonaktiebolaget LM Ericsson (publ), Stockholm, SWEDEN; 
Noamen BEN HENDA, Stockholm, SWEDEN; 
David CASTELLANOS ZAMORA, Madrid, SPAIN; 
Prajwol Kumar NAKARMI, Sollentuna, SWEDEN; 
Pasi SAARINEN, Jarfalla, SWEDEN; 
Monica WIFVESSON, Lund, SWEDEN; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
IR103 (Rev. 10/09) Lenovo Ex. 1009 
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APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

16/200,037 11/26/2018 

6449 7590 08/29/2019 

ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 
SUITE 800 
WASHINGTON, DC 20005 

Vesa TORVINEN 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. 

3602-1734US2 

CONFIRMATION NO. 

8611 

EXAMINER 

HO.HUYC 

ART UNIT PAPER NUMBER 

2644 

NOTIFICATION DATE DELIVERY MODE 

08/29/2019 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

PTO-PAT-Email@rfem.com 

PTOL-90A (Rev. 04/07) 
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Corrected 
Notice of Allowability 

Application No. 
16/200,037 
Examiner 
HUY CHO 

Applicant(s) 
TORVINEN et al. 

Art Unit I AIA (FITF) Status 
2644 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.~ This communication is responsive to 08/26/2019. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.~ The allowed claim(s) is/are 1,3,5-11, 13-16, 19-20 and 22-23 . As a result of the allowed claim(s), you may be eligible to benefit from 
the Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more 
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to 
PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) • All b) 0 Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2.0 Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material __ . 

4.0 Interview Summary (PTO-413), 
Paper No./Mail Date. 

/HUY CHO/ 
Primary Examiner, Art Unit 2644 

U.S. Patent and Trademark Office 

5. D Examiner's Amendment/Comment 

6. D Examiner's Statement of Reasons for Allowance 

7. D Other 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20190826 

Lenovo Ex. 1009 
Page 16



APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

16/200,037 11/26/2018 

6449 7590 08/26/2019 

ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 
SUITE 800 
WASHINGTON, DC 20005 

Vesa TORVINEN 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. 

3602-1734US2 

CONFIRMATION NO. 

8611 

EXAMINER 

HO.HUYC 

ART UNIT PAPER NUMBER 

2644 

NOTIFICATION DATE DELIVERY MODE 

08/26/2019 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

PTO-PAT-Email@rfem.com 

PTOL-90A (Rev. 04/07) 
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Corrected 
Notice of Allowability 

Application No. 
16/200,037 
Examiner 
HUY CHO 

Applicant(s) 
TORVINEN et al. 

Art Unit I AIA (FITF) Status 
2644 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.~ This communication is responsive to 04/23/2019. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.~ The allowed claim(s) is/are See Continuation Sheet. As a result of the allowed claim(s), you may be eligible to benefit from the 
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more 
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to 
PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) • All b) 0 Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2.0 Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material __ . 

4.0 Interview Summary (PTO-413), 
Paper No./Mail Date. 

/HUY CHO/ 
Primary Examiner, Art Unit 2644 

U.S. Patent and Trademark Office 

5. D Examiner's Amendment/Comment 

6. D Examiner's Statement of Reasons for Allowance 

7. ~ Other See Attached Corrected Issue Classification. 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20190819 
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Continuation Sheet (PTOL-37) Application No. 16/200,037 

Continuation of 3. The allowed claim(s) is/are: 1,3,5-11,13-16,19-20 and 22 
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Issue Classification 

CPC 

Symbol 

H04W I tt 12 mt 
H04L 1 rnr 63 rnr 
H04L 1m 63 mt 
H04W I rn 12 mi 
H04W 1 mr 12 rnr 
H04L I rt 9 mt 
H04L I rn 63 mt 
H04W I@ 8 rn 
H04W 1 rnr 60 rnr 
H04L 1m 9 mt 
H04L I rn 9 mi 
H04L 1 mr 9 rnr 
H04L I rt 9 mt 
H04L I rn 63 mt 
H04W I@ 12 rn 
H04L 1 rnr 2463 rnr 
H04W 1m 12 mt 
H04L I rn 2209 mi 

CPC Combination Sets 

Symbol 

Application/Control No. 

16/200,037 

Examiner 

HUYC HO 

06 

0414 

06 

02 

04 

3066 

0428 

18 

00 

083 

0841 

088 

321 

123 

10 

061 

00518 

80 

1m1 1m1 

NONE 

(Assistant Examiner) 

/HUY CHO/ 
Primary Examiner, Art Unit 2644 

(Primary Examiner) 
U.S. Patent and Trademark Office 

Page 1 of 3 

Applicant(s)/Patent Under Reexamination 

TORVINEN et al. 

Art Unit 

2644 

Type Version 

F 2013-01·01 

I 2013-01-01 

I 2013-01"01 

I 2013-01·01 

I 2013-01-01 

I 2013-01-01 

I 2013-01-01 

I 2013-01"01 

I 2013-01-01 

I 2013-01"01 

I 2013-01·01 

I 2013-01-01 

I 2013-01-01 

A 2013-01-01 

A 2013-01"01 

A 2013-01-01 

A 2019-01"01 

A 2013-01·01 

Type Set Ranking Version 

Total Claims Allowed: 

(Date) 17 

19 August 2019 
O.G. Print Claim(s) O.G. Print Figure 

(Date) 1 3 

Part of Paper No.: 20190819 
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Issue Classification 

INTERNATIONAL CLASSIFICATION 

CLAIMED 

H04M 

I NON-CLAIMED 

US ORIGINAL CLASSIFICATION 

CLASS 

455 

CROSS REFERENCES(S) 

CLASS 

455 410 

380 277 

380 283 

NONE 

(Assistant Examiner) 

/HUY CHO/ 
Primary Examiner, Art Unit 2644 

(Primary Examiner) 
U.S. Patent and Trademark Office 

Application/Control No. 

16/200,037 

Examiner 

HUYC HO 

I f JI 1 

411 

Applicant(s)/Patent Under Reexamination 

TORVINEN et al. 

Art Unit 

2644 

If I 66 

SUBCLASS 

SUBCLASS (ONE SUBCLASS PER BLOCK) 

435.1 435.2 435.3 

278 279 280 281 282 

284 285 

Total Claims Allowed: 

(Date) 17 

19 August 2019 
O.G. Print Claim(s) O.G. Print Figure 

(Date) 1 3 

Part of Paper No.: 20190819 

Page 2 of 3 
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Issue Classification 
Application/Control No. 

16/200,037 

Examiner 

HUYC HO 

Applicant(s)/Patent Under Reexamination 

TORVINEN et al. 

Art Unit 

2644 

• Claims renumbered in the same order as presented by applicant • CPA • T.D. • R.1.47 

CLAIMS 

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 1 8 10 14 19 
2 9 11 15 20 

2 3 12 21 
4 10 13 16 22 

3 5 11 14 17 23 
4 6 12 15 
5 7 13 16 
6 8 17 
7 9 18 

NONE 
Total Claims Allowed: 

(Assistant Examiner) (Date) 17 

/HUY CHO/ 19 August 2019 
O.G. Print Claim(s) O.G. Print Figure Primary Examiner, Art Unit 2644 

(Primary Examiner) (Date) 1 3 

U.S. Patent and Trademark Office Part of Paper No.: 20190819 

Page 3 of 3 
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PART H • FEE(S) TRANSMITTAL 

Complete and send this form, together witb applicable fee(s), by mail or fa:,;;, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (57 l )-273-2885 

fi"-.JSTRlJCTIONS: This form should be trned fortrnnsmittiug the ISSUE FEE and PUBUCA TION FEE (if required). Blocks 1 through 5 ~houhl be completed whem appmpriat,,_ AU 
further c<Jn:espondence inch1ding the Patent, .ulvance orders and notlficatjon. of ;r.,_aimenance fee, will be mailed to the current correspondence address a, indi_cat.e.<l unless corrected 
bel.ow or dir<lCted otherwise in Block l, fly (a) spedfyfog :1 new cnrre.spnndence addn:s,; and/or {b) indicating a separate "FEE ADDRESS" for 1.uajmerrnnce fee notifications. 

CURRENT CORRESPONDENCEA.DORESS {Nnte.: lJl,C Eic,t:l-: > for-any .::fomge. of adcL·e{..:-} 

6'1-19 7590 07/!0/20!9 

ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street. N.W. 
SUITE 800 
WASHINGTON. DC 20005 

AP.PUCAT!ON NO. F!LlliG DATE 

16/200,037 1l/26/201S 

TJTL:E OF l.NVENTION: SVBSCRTPTfON CONCEALED lDENTrFIER 

APPLN. TYPE ENTITY STATUS TSSlJE FEE DCE 

n.ouprov1sional UNDlSCOUNTED $1000 

EXAMlNER ART UNIT 

HO. HUYC 2644 

i. Change oi con-espondeuce address or indication ot "Fee Address·• c:, 
CFR 1,363). 

CJ Change of corn~s03ndcnce ad<l.;:ess (ar Change of Conespondcnc..:~ 
Address fotTfl PTO/SB/122) attached. 

CJ "Fee Address" indicatinn (or ".Fee Address" Indication form PTO/ 
SB/47; Rev 03-09 or mono recent) attached. U~ of a Cu.,;tomer 
Num.bei· is rt •uir1:d. 

Note: A certificate of mailing can only be used for ,klm,,stk _majlings of the 
Feels) Transmittal. This cer(ificate ca;JJX>l be u-sed for any other accompanying 
papers. Each additional pape;:, such as .an a.ssigtuuent or formal dra\~:ing, must 
have its own certificate of mailing o.r transmission. 

Ceriificate of M.aili11g or: Trausmission 
I hereby certif:,· that thfa Fee(,,) Transmittal i, being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the "!',fail Stop JSSUE "FEE address a.bove, or being transmitted to 
tile l iSPTO via "f..FS-Web or fly facsimile to (57 l) 273-2835. on the date below. 

FrRST NA,'\1ED INVENTOR ATTORNEY DOCKET NO. 

Ve:,a TORVTN1C:.N 3602-1734.US2 

PUBUCAT!Ot-.J FEE DUE PREV, PAID ISSUE FEE TOTALFEF.(S_iDUE 

$0.00 $0.00 

Ct.ASS·SURCJ .. ASS 

455-4! 1000 

~- t'ar printing on t e patent. trout. page~ 1.1;-;t 

(l) The names of up to 3 registned patent attorm~ys 
or ag<~nts OR. alternatively .. 

$10:)0 

1 

CONFmMAT!ON "10. 

8611 

DATEDUf. 

10/10/2019 

(2) I11e name of a single firm (having a, a memb,~r a 
registered aUorney fJr agent) and the names of up to 
2 registered pak~nt attorneys or agents. If no name is 
listed, no na.1.ne ,,,jJJ be printed. 

3····························---~ 

3. ASSIGNEE NA1-fE AND RESIDENCE DA TA TO BE PRINTED ON THE PATENT (p1int or :.ype) 

PLEASE NOTE: Dnles& an assignee is identified below. no assignee data will appe:1-r en the patent. If an as5ignee is identified bel.ow, tne document must hl!ve been previously 
llxwded, urfi]ed for recordatifln, a.s set frnth in 17 CPR 3.1 land 37 CPR J.81{a). Completion of this fom1 is NOT a ,ull;;titute. for filing an a~signmem. 

(A) NAME OF ASSIGNEE 

Te!efonaktiebolaget LM Ericsson {pub!) 

CB) RESIDENCE: (CffY and STATE OR C'Oli)'iTRYl 

Stockhoirn, Sweden 

Piea.~e dJJ~ck the appropriate a.~~jgnee category or categorjes (v .. ,Hl not he printed en the patent): 0 Individual~ Corporation or otherp1·iva.te group entity CJ Government 

4a. Fee,; submitte,J; ggT;;;ue Fee f.::}Publi<:atirm Fee (i.l'rnqurred) f.JAdvnnce Onkr- # of Copit', ........................................... . 

4h. ~1.ethod (.'tf Pay1T1ent: (Please.flrst :reapply any previously paid fee shoK·n above) 

3l Electronic Payment via EFS-Web 0 Enclosed check 0 Non-electronic payment by _credit card (Attach form. PT0-2038) 

G9 The Dfrector is _hereby authorized to charge the .requirc<l fcc(s), any dcfkJcncy, or credit any overpayment to Dcpt1sit Ace<Junt No~ 9..i:~.1.9-§ ..... 

5. Change in Enti(y Sl.a(11s ffrnm status ·indicated above) 

CJ Applica111. certifying micro entity statiis, See 37 CFR 1.29 

!J Applicant asserting small enlity sl:;itus. See 37 CFR 1.27 

!J Applka111. ch;mging to regular undiscounted foe statll~-

NOTE; This form must be ;igned in accw-4, 

NOTE; Absent a valid certification of Micro Entity St.am,, (see forms PTt)/SB/J 5A and l5B). issut' 
fee paym_ent jn che .n.1.kn1 entity a1nnunt wHJ not be accepr.ed at the risk of appHcation abandonrnent. 
NOTE: lf the application was -previously under rr.Jcro entity stat.u~. chec.king. this box ,v!JJ. be taken 
to be a notification of Joss of eutit1en1ent to micro endty statu~. 
N0111. Checking this box wiU be taken to be a notfficition of Joss of entitlcn1ent to sn1aH o.r n1icro 
e.nlity status. as appikable. 

Authorized Siguat\u-e ____ .,...-_/..,··,._,...""1..''.v_--_'.,...._ ______________ _ 
(.../{_,/ ,,., 

Typed or printed name Brian S. Rosenbloom 41276 

PTOL--85 P;;rl B (()3- l 8) Approved for ttS<' through OJ/3 l/2020 
Page 2 of 3 

0MB 0651-0()33 

Regi;;tr~1iou No.-----------··----········--·-~ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF CO'MME.RCE 
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Electronic Patent Application Fee Transmittal 

Application Number: 16200037 

Filing Date: 26-Nov-2018 

Title of Invention: SUBSCRIPTION CONCEALED IDENTIFIER 

First Named Inventor/Applicant Name: Vesa TORVINEN 

Filer: Brian S. Rosenbloom/Xania Steele 

Attorney Docket Number: 3602-1734US2 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

UTILITY APPL ISSUE FEE 1501 1 1000 1000 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 1000 
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Electronic Acknowledgement Receipt 

EFSID: 36810900 

Application Number: 16200037 

International Application Number: 

Confirmation Number: 8611 

Title of Invention: SUBSCRIPTION CONCEALED IDENTIFIER 

First Named Inventor/Applicant Name: Vesa TORVINEN 

Customer Number: 6449 

Filer: Brian S. Rosenbloom/Xania Steele 

Filer Authorized By: Brian S. Rosenbloom 

Attorney Docket Number: 3602-1734US2 

Receipt Date: 07-AUG-2019 

Filing Date: 26-NOV-2018 

Time Stamp: 16:10:40 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $1000 

RAM confirmation Number E201987G11269423 

Deposit Account 022135 

Authorized User Xania Steele 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.20 (Post Issuance fees) 

37 CFR 1.21 (Miscellaneous fees and charges) Lenovo Ex. 1009 
Page 26



File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

3177254 

1 Issue Fee Payment (PTO-85B) 
3602-1734US2_Issue-Fee-

no 1 
Transmittal.pdf 

b82678a5e2eb7Sc73ad2f9e89b 171 e 75fc3 
57ff9 

Warnings: 

Information: 

30121 

2 Fee Worksheet (5B06) fee-info.pdf no 2 
98ab 1 cl c32ecdb 19784 79330a4b47b9713 

d79e8d 

Warnings: 

Information: 

Total Files Size (in bytes) 3207375 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Appl. No. 
First Named Inventor 
Filed 
TC/A.U. 
Examiner 

Docket No. 
Customer No. 
Confirmation No. 

16/200037 
Vesa TORVINEN 
November 26, 2018 
2644 
HuyC. Ho 

3602-1734US2 
6449 
8611 

SUBMISSION OF DECLARATION 

Director of the United States Patent 
and Trademark Office 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Dear Sir: 

Submitted herewith are the declarations of the inventors in connection with the above-

identified patent application. 

The Commissioner is authorized to charge any additional fees or credit any overpayment 

to Deposit Account No. 02-2135. 

Respectfully submitted, 

/Brian S. Rosenbloom/ 

By ________________ _ 
Brian S. Rosenbloom 
Attorney for Applicant 
Registration No. 41,276 
ROTHWELL, FIGG, ERNST & MANBECK, p.c. 
Suite 800, 607 14th Street, N.W. 
Washington, D.C. 20005 
Telephone: (202)783-6040 
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1} 

Rothwell, Figg, Ernst & Manbeck, P.C. 
For applications filed on or aftor Soptomber 16, 2012 

Attorney Docket No. 3602-1i'34US2 

DECLARATION (37 CFR 1.83) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPUCA TION DAT A SHEET (37 CFR 1. 76) 

Caution: A person may not execute an oath or declaration for an appfication unless that person has reviewed rmd 
understands the contents of the appilcatlon, including the claims, and is aware of the duty to disclose to the US Patent and 
Trademark Office all information known to the person to be material to patentablllty as defined in 37 CFR 1.56. 

Title of 
Invention 

SUBSCRIPTION CONCEALED IDENTIFTER 

As the below named inventor, ! hereby declare that: 

This declaration is directed to: 

[J The attached application, or 

fxl United States application or PCT international application number __ lf,5J.;;Q_Q037 
filed on February i2, 2019 

The above-identified application was made or authorized to be made by me. 

I believe that I am the original inventor or an original joint inventor of a claimed invention in the application. 

! hereby acknowledge that any willful false statement made in !his declaration is punishable under 18 U.S.C. 1001 by fine or 
imprisonment of not more than five (5) years, or both. 

LEGAL NAME OF INVENTOR 

Typed Name of Inventor: Vesa TORV!NEN 

Signature of Inventor: I' ... {,~\. ''"-'"•"-.. Date (optional): 
~. . .. ,, 

Las! Modified 3/1120'19 
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Rothwell, Figg, Emst. & Manback, P.C. Attorney Docket No. 31302-1734US2 
For applications flied on or after September 16, 2012 

.. ---------------
DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 

APPLICATION DAT A SHEET (37 CFR 1. 76) 

Caution: A person may not execute an oath or declaration for an application unless that person has reviewed and 
understands the contents of the application, including the claims, and is aware of the duty to disclose to the US Patent and 
Trademark Office ,1/1 information known to the person to be material to patentabffity as defined in 37 CFR 1.56. 

Title of 
Invention 

SUBSCRIPTION CONCEALEl) IDENTIFIER 

As the below named inventor, I hereby deciare that: 

This declaration is directed to: 

[J The attached application, or 

[xJ United States application or FJCT international application number 16/200037 
filed on February 12. 2019 _______ ., __ ,. 

The above--identified application was made or authorized to be made by me. 

! believe that i am the original inventor or an original joint inventor of a ciairned invention in the application. 

I hereby acknowledge that any willful false statement made in this deciaration is punishable under 18 U.S.C. 1001 by fine or 
imprisonment of no! more than five (5) years, or bolh. 

LEGAL NAME OF INVENTOR 

Tvoed Name of Inventor: Noamen BEN HENDA , ,, l 
/'>, i j J 
· l !f-,r l.j?, ,f 

Date (optional): lol 9 CJ ? t)l 
Signature of inventor: .,,.),/l,1!ti(v7J1J //;z;:::::::::.:::, 

Last Modified 3i1i2019 
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Rothwell, Figg, Ernst & Manbeck, P.C. Attorney Pocket No. 3602•1734US2 
for appUcatlons Wed on or afi<1r ~ptember 16, 2012 

DECLARATION (37 CFR 1.63) FOR UTIUTY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76) 

Caution: A person may not execute an oath or declaration for an application unless that person has reviewed and 
understands the contents of the applfcat!on, including tha claims, and Is aware of the duty to disclose io the US Patent and 
Trademark Office all informai:lon known to the person to be m,'1terlal to paientability as defined in 37 CFR 1.f.i6 . 

Title of 
. 

Invention 
SUBSCRIPTION CONCEALED IDENTIFIER 

As the below named inventor, I heireby declare that 

This declaration i,; directed to: 

• The attached application, or 

[x] United States application or PCT international appiicaUon number .J.5.lL-W.Q.QJZ. ______ 
tiled on February 12, RQJ..9 

The above-identified application was mad€> or authorized to be made by rne. 

I believe that I am the original inventor or an original jo1nl inventor at a claimed invention in the application. 

I hereby acknowledge that any willful false s1atmnen, made in this declaration is punishable under 18 U.S.C. 1001 by fine or 
irnprisonment of not more than five (5) years, or both. 

~-
LEGAL NAME OF INVENTOR. -

<. .IP•, 

. r ,t , . 

TvDed Narne of Inventor: David CASTELLANOS ZAMORA 
\ f• 

····V ~t Signature of lnwmtor: / ~\. ,._".:' ... ~" M 11 Dale (optional): 
~, , ... ,,,~ ·"' 

.... ....___ ___ ... --"'~ 

Last Modified 7 /i 1/2019 
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Rothwell, Figg, Ernst & Manbeck, P.C. 
For applica!for.s filed on or after September 16, 2012 

Attorney Docket No. 3602-i734US2 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76} 

Caution: A per.son may not execute an oath or declaration for an application unless that person has reviewed and 
understands the contents of the application, including the claims, and is aware of the duty to disclose to the US Patent and 
Trademark Office a!J information known to the per.son to be material to patentability as defined in 37 CFR 1.56. 

Title of 
invention 

SUBSCRIPTION CONCEALED IDENTIFIER 

As the below named inventor, I hereby declare that: 

This declaration is directed to: 

• The attached appiication, or 

!x1 United States application or PCT international application number 16/200037 
filed on February 12, 2019 ---· 

Tile above-identified application was made or authorized to be made by me, 

I believe tl1at I am the original inventor or an original joint inventor of a claimed invention in the app!icaiion. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S,C. 1001 by fine or 
imprisonment of not more than five (5) years, or both. 

LEGAL NAME OF INVENTOR 

.IY...ped Name of Inventor: Praiwoi Kumar NAKARMI 

~ 
f _ ... ,,... 

Ct· • i .,.,,,.,. 

.-,t:> fVi" v, 2•'.l-1) Signature of Inventor: ' Dat,, r,,ot'('n'li\· i !c0Y'- !1 · · J ~., \V}- l,1 t:.,
1

, 

Last Modified 3/1/19 

Lenovo Ex. 1009 
Page 32



Rothwell, Figg, Ernst & Manbeck, P.C. Attomey Docket No. 3602-1734US2 
For applications Wed 011 or after September 16, 2012 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
AP PUCA T!ON DAT A SHEET (37 CFR 1. 76) 

Caution: A person may not execute an oath or declaration for an application unless that person has reviewed and 
understands the contents of the application, including the claims, and is aware of the duty to disclose to the US Patent and 
Trademark Offir:e all information known to the per.son to be material to patentabillty as defined in 37 CFR 1.56. 

Title of 
Invention 

SUBSCRIPTION CONCEALED IDKN'ITFmR 

As the below named inventor, I hereby declare that: 

This declaration is direde,d to: 

D The attached application, or 

lxl UnitEld S\a!es application or PCT International application number _ 16/2,~0~0~0=3~7 _________ _ 
filed on February 12,.2=0,..,1"'9 ________ _ 

The above-identified application was made or authorized to be made by me. 

I beili,~ve that I am the original inventor or an original join! inventor of a claimed invention in ihe application. 

I hereby acknowledge that any willful false slaterneni made in !his declaration is punishable under i8 U.S.C. 1001 by fine or 
imprisonment of not more than live (5} years, or both. 

LEGAL NAME OF INVENTOR 

..--· 
Signature of !nvenu:w~- Date (oplional): 

Last Modified 4/15/2019 
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Rothwell, Figg, Emst & Manbeck, P.C. Attorney Docket No. 3602-1734US2 
For applications filed on or after September 16, 2012 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76) 

Caution: A person may not execute an oath or declaration for an application unless that person has reviewed and 
understands tfle contents of tfie application, including the claims, and Is aware of the duty to disclose to the US Patent and 
Trademark Office all information known to the person to be material to patentability as defined in 37 CFR 1.56. 

Title of 
Invention 

sunsCRIPTION CONCEALlU) IDENTIFIER 

As the below named inventor, I hereby dee!are that 

This declaration is directed to: 

D The attached application, or 

lxi United States application or PCT international application number ___,_16=,/=20=0=;0=3~7 _________ _ 
filed on February 12, 2019 

The above-identified application was made or authorized to be made by me. 

I believe that I am the original inventor or an original joint inventor of a claimed invention in the application. 

I hereby acknowiedge that any willfui false statement made in this declaration is punishable under 18 U.S.C. 1001 by fine or 
imprisonment of not more than five (5) years, or both. 

LEGAL NAME OF INVENTOR 

T"ped Name of Inventor: Monica WIFVESSON 

Signature of Inventor: Date (optional): 

Les! Modified 3/-1/2019 
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Electronic Acknowledgement Receipt 

EFSID: 36553947 

Application Number: 16200037 

International Application Number: 

Confirmation Number: 8611 

Title of Invention: SUBSCRIPTION CONCEALED IDENTIFIER 

First Named Inventor/Applicant Name: Vesa TORVINEN 

Customer Number: 6449 

Filer: Brian S. Rosenbloom/Xania Steele 

Filer Authorized By: Brian S. Rosenbloom 

Attorney Docket Number: 3602-1734US2 

Receipt Date: 11-JUL-2019 

Filing Date: 26-NOV-2018 

Time Stamp: 13:05:59 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

17679 

1 Transmittal Letter 
3602-1734US2_SubmissionDec 

no 1 
pdf 

0Scf99ec6058c6aa813c396597be571052fb 
eSOf 

Warnings: Lenovo Ex. 1009 
Page 35



Information: 

630428 

2 Oath or Declaration filed 
3602-1734US2_Declarations. 

no 6 
pdf 

14 2c60928d 9f35 O 1 O bcf8ad e9625 285 b694 
c1c15 

Warnings: 

Information: 

Total Files Size (in bytes) 648107 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International AQQlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International AQQlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

6449 7590 07/10/2019 

ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 
SUITE 800 
WASHINGTON, DC 20005 

APPLICATION NO. FILING DATE 

16/200,037 11/26/2018 

TITLE OF INVENTION: SUBSCRIPTION CONCEALED IDENTIFIER 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $1000 

EXAMINER 

HO,HUYC 

ART UNIT PAPER NUMBER 

2644 

DATE MAILED: 07/10/2019 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Vesa TORVINEN 3602-1734US2 8611 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 $1000 10/10/2019 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail 
Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. 
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www .uspto.gov/PatentMaintenanceFees. 

Page 1 of 3 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All 
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected 
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

6449 7590 07/10/2019 

ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 
SUITE 800 
WASHINGTON, DC 20005 

APPLICATION NO. FILING DATE 

16/200,037 11/26/2018 

TITLE OF INVENTION: SUBSCRIPTION CONCEALED IDENTIFIER 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $1000 

EXAMINER ART UNIT 

HO,HUYC 2644 

1. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 
Number is required. 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. 

Vesa TORVINEN 3602-1734US2 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE 

$0.00 $0.00 

CLASS-SUBCLASS 

455-411000 

2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

$1000 

(Typed or printed name) 

(Signature) 

(Date) 

CONFIRMATION NO. 

8611 

DATE DUE 

10/10/2019 

(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.8l(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. Fees submitted: • Issue Fee • Publication Fee (if required) • Advance Order - # of Copies _________ _ 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

0 Electronic Payment via EFS-Web 0 Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. ____ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 
NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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APPLICATION NO. FILING DATE 

16/200,037 11/26/2018 

6449 7590 07/10/2019 

ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 
SUITE 800 
WASHINGTON, DC 20005 

FIRST NAMED INVENTOR 

Vesa TORVINEN 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

3602-1734US2 8611 

EXAMINER 

HO,HUYC 

ART UNIT PAPER NUMBER 

2644 

DATE MAILED: 07/10/2019 

Determination of Patent Term Adjustment under 35 U.S.C.154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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Application No. ~pplicant(s) 

Notice Requiring Inventor's 
16/200,037 Klesa TORVINEN 

Oath or Declaration Examiner ~t Unit 

HO,HUYC ~644 

This notice is an attachment to the Notice of Allowability (PTOL-37), or the Notice of Allowability For A Design 
Application (PTOL-37D). 

An inventor's oath or declaration in compliance with 37 CFR 1.63 or 1.64 executed by or with respect to each 
inventor has not yet been submitted. 

An oath or declaration in compliance with 37 CFR 1.63, or a substitute statement in compliance with 37 CFR 1.64, 
executed by or with respect to each inventor (for any inventor for which a compliant oath, declaration, or substitute 
statement has not yet been submitted) MUST be filed no later than the date on which the issue fee is paid. See 35 
U.S.C. 115(f). Failure to timely comply will result in ABANDONMENT of this application. 

A properly executed inventor's oath to declaration has not been received for the following inventor(s): 

If applicant previously filed one or more oaths, declarations, or substitute statements, applicant may have received 
an informational notice regarding deficiencies therein. 

The following deficiencies are noted: 

INFORMAL ACTION PROBLEMS 
• A properly executed inventor's oath or declaration has not been received for the following inventor(s): Vesa 

TORVINEN, Noamen BEN HENDA, David CASTELLANOS ZAMORA, Prajwol Kumar NAKARMI, 
Pasi SAARINEN, and Monica WIFVESSON. 
Applicant may submit the inventor's oath or declaration at any time before the Notice of Allowance and Fee(s) 
Due, PTOL-85, is mailed. 

Questions relating to this Notice should be directed to the Application Assistance Unit at 571-272-4200. 

U.S. Patent and Trademark Office 

PTO-2306 (01-13) Notice Requiring Inventor's Oath or Declaration 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. 
16/200,037 
Examiner 
HUY CHO 

Applicant(s) 
TORVINEN et al. 

Art Unit I AIA (FITF) Status 
2644 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.~ This communication is responsive to 04/23/2019. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.~ The allowed claim(s) is/are See Continuation Sheet. As a result of the allowed claim(s), you may be eligible to benefit from the 
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more 
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to 
PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) • All b) 0 Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2.0 Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material __ . 

4.~ Interview Summary (PTO-413), 
Paper No./Mail Date. 20190629. 

/HUY CHO/ 
Primary Examiner, Art Unit 2644 

U.S. Patent and Trademark Office 

5. D Examiner's Amendment/Comment 

6. ~ Examiner's Statement of Reasons for Allowance 

7. D Other 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20190629 
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Continuation Sheet (PTOL-37) Application No. 16/200,037 

Continuation of 3. The allowed claim(s) is/are: 1,3,5-11,13-16,19-20 and 22-23 
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Application/Control Number: 16/200,037 
Art Unit: 2644 

DETAILED ACTION 

Notice of Pre-AIA or AIA Status 

Page 2 

1. The present application, filed on or after March 16, 2013, 

is being examined under the first inventor to file provisions of 

the AIA. 

Response to Arguments 

2. Applicant's arguments filed on 04/23/20119 have been fully 

considered and are persuasive. The rejection of claims 1, 3, 5-

11, 13-16, 19, 20, 22 and 23 has been withdrawn. 

Allowable Subject Matter 

3. Claims 1, 3, 5-11, 13-16, 19, 20, 22 and 23 are allowed. 

4. The following is an examiner's statement of reasons for 

allowance: 

The arguments made in the Applicant Arguments/Remarks on 

04/23/20119 have been fully considered and are persuasive. 

Further search has been updated. However, no reference is found 

alone or in any combination with the prior art of record to 

provide the teachings, suggestions or disclosures of the unique 

claimed features/limitations from the independent claims filed 

on 04/23/20119. 
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Application/Control Number: 16/200,037 
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Therefore, claims 1, 3, 5-11, 13-16, 19, 20, 22 and 23 are 

deemed allowed. 

Any comments considered necessary by applicant must be 

submitted no later than the payment of the issue fee and, to 

avoid processing delays, should preferably accompany the issue 

fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

5. Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to HUY CHO 

whose telephone number is (571)270-1108. 

normally be reached on M-F 8AM-5PM. 

The examiner can 

Examiner interviews are available via telephone, in-person, 

and video conferencing using a USPTO supplied web-based 

collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, KATHY WANG-HURST can be 

reached on (571)270-5371. The fax phone number for the 

organization where this application or proceeding is assigned is 

571-273-8300. 

Information regarding the status of an application may be 

obtained from the Patent Application Information Retrieval 

(PAIR) system. Status information for published applications 
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Application/Control Number: 16/200,037 Page 4 
Art Unit: 2644 

may be obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, 

see http://pair-direct.uspto.gov. Should you have questions on 

access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or 

access to the automated information system, call 800-786-9199 

(IN USA OR CANADA) or 571-272-1000. 

/HUY CHO/ 
Primary Examiner, Art Unit 2644 
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Examiner-Initiated Interview Summary 

Application No. 

16/200,037 

Examiner 

HUYC HO 

All participants (applicant, applicant's representative, PTO personnel): 

(1) HUYC. HO. (3) __ . 

(2) BRIAN ROSENBLOOM (Reg. No. 41,276). (4) __ . 

Date of Interview: 02 July 2019. 

Type: ~ Telephonic D Video Conference 
D Personal [copy given to: D applicant D applicant's representative] 

Exhibit shown or demonstration conducted: D Yes ~ No. 
If Yes, brief description: __ . 

Issues Discussed D 101 0 112 ~ 102 ~ 103 0 Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1,11,13 and 20. 

Identification of prior art discussed: Lee, Hsu and Liu. 

Substance of Interview 

Applicant(s) 

TORVINEN et al. 

Art Unit 

2644 

AIA (FITF) Status 

Yes 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a reference 

or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Discussed the amended limitations/features of the independent claims 1, 11, 13 and 20 over the prior art references of 
record above. The amended claims overcome the prior art rejection. Claims 1, 11, 13 and 20 are in condition for 
allowance .. 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the general 
thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the general results or 
outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/HUY CHO/ 
Primary Examiner, Art Unit 2644 

U.S. Patent and Trademark Office 

PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20190629 
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CPC Combination Sets 
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Application/Control No. 

16/200,037 

Examiner 
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06 

0414 

06 

02 

04 

3066 

0428 

18 

00 

083 

0841 

088 

321 

123 

10 

061 

00518 

80 

1m1 1m1 

NONE 

(Assistant Examiner) 

/HUY CHO/ 
Primary Examiner, Art Unit 2644 

(Primary Examiner) 
U.S. Patent and Trademark Office 

Page 1 of 3 

Applicant(s)/Patent Under Reexamination 

TORVINEN et al. 

Art Unit 

2644 

Type Version 

F 2013-01·01 

I 2013-01-01 

I 2013-01"01 

I 2013-01·01 

I 2013-01-01 

I 2013-01-01 

I 2013-01-01 

I 2013-01"01 

I 2013-01-01 
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I 2013-01·01 

I 2013-01-01 
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A 2013-01"01 

A 2013-01-01 
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(Date) 1 3 
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Issue Classification 

INTERNATIONAL CLASSIFICATION 

CLAIMED 

H04M 

I NON-CLAIMED 

US ORIGINAL CLASSIFICATION 

CLASS 

455 

CROSS REFERENCES(S) 

CLASS 

455 410 

380 277 

380 283 

NONE 

(Assistant Examiner) 

/HUY CHO/ 
Primary Examiner, Art Unit 2644 

(Primary Examiner) 
U.S. Patent and Trademark Office 

Application/Control No. 

16/200,037 

Examiner 

HUYC HO 

I f JI 1 

411 

Applicant(s)/Patent Under Reexamination 

TORVINEN et al. 

Art Unit 

2644 

If I 66 

SUBCLASS 

SUBCLASS (ONE SUBCLASS PER BLOCK) 

435.1 435.2 435.3 

278 279 280 281 282 

284 285 

Total Claims Allowed: 

(Date) 16 

03 July 2019 
O.G. Print Claim(s) O.G. Print Figure 

(Date) 1 3 

Part of Paper No.: 20190629 
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Issue Classification 
Application/Control No. 

16/200,037 

Examiner 

HUYC HO 

Applicant(s)/Patent Under Reexamination 

TORVINEN et al. 

Art Unit 

2644 

• Claims renumbered in the same order as presented by applicant • CPA • T.D. • R.1.47 

CLAIMS 

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 1 10 13 19 
2 8 11 14 20 

2 3 12 21 
4 9 13 15 22 

3 5 10 14 16 23 
4 6 11 15 
5 7 12 16 
6 8 17 
7 9 18 

NONE 
Total Claims Allowed: 

(Assistant Examiner) (Date) 16 

/HUY CHO/ 03 July 2019 
O.G. Print Claim(s) O.G. Print Figure Primary Examiner, Art Unit 2644 

(Primary Examiner) (Date) 1 3 
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EAST Seatch H1st01y 

EAST Search History 

EAST Search History (Prior Art) 

: 134 : ((("TORVINEN") near3 ("Vesa")) OR (("BEN") near3 ("HENDA") near3 ("Noamen")) OR (("CASTELLANOS") near3 ("ZAMORA") near3 ("David")) OR (("NAKARMI") 
: near3 ("Prajwol")) OR (("SAARI NEN") near3 ("Pasi")) OR (("WI FVESOON") near3 ("Monica"))).I NV. 

I ......... I 
::223000 :(455/410-4111380/277-2821380/283- ·ON '2019/03/07 

; ,,s, .,.,"""' , • .,,oo., so,w,so" «w, """ saw,soo,so,w,,o•" sew,sooos, «=•" «~""" """'°"'' «='"""·'" •• 111 " " 

4 1218974 S3 and (@ad<"20170725" @rlad<"20170725") US PGPUB [R [N 2019/03/07 
USPAT 18 50 
USCX:::R 
FPRS 
EPO JPO 
DERWENT 

________________ ------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB __ , ___________________________________ _ 
: 90862 : S4 and (authenticat$3) ~~~fUB; i OR : ON i ~~~:~03/07! 

USOCR; : , 

: 41 

FPRS; : 
EPO; JPO; : 
DERWENT;: 

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB ' 

and ((encrypt$3 cipher$3 encode encoding) near4 (identifier identification)) 

! S8 and (conceal$3 near4 (id identifier identification)) 

US-PGPUB·, 
USPAT; : : 
USOCR; : : 
FPRS; : : 
EPO· JPO· : : 
DERWENT;! I 
I BM_ TDB _ : ____________ : 

:oN 

ON 

2019/03/0 
18:52 

2019/03/07 
18:54 

: ON : 2019/03/07 
USPAT : 18:55 

'"-I "-t-,,,, .... ,_,,, ... , ,., .. ,s -~o••···••s,••··· ,, ....... ., .. ,,,-~~·11-I ~-I:·:"""! 
file:///C/Usets/hho3/Documents/e-Red%20Foldet/16200037 /EASTSea1chH1sto1y.16200037 _Access1bleV et s1on.htm[7/3/2019 11 :48: 11 AM] 
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: S10 and (home near4 network near4 (id identification identifier)) 

:("20020004898" I "20050289643" I "20060235796" I "20070107047" I "20080123850" I "20080260149" I "6260147" I "6785823" I "6904466" I "6911974" I 
! "7042988" I "7088822" I "7224804" I "7594113").PN. OR ("7945777").URPN. 

·ON 

: 19:28 

'2019/03/07 
19:35 

,r~•r"~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~r~--~--~--~--~--~--- ------------· ---------· ------------

-~:,,! C,,,,, ~ ~~:~,::~::~~,~,:~~::,::~~,~:,,::~~:::,:~,::~~,::~:,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, _ i~r::, ll:,:,,,,,,,,, ~ 1::,,,,,, ~ ~ ~ 
1

:; :::,:, 

15 :•2 : (SUPI (subcription near4 permanent near4 identifier)) same ( encrypt$3 decrypt$3) same (SUCI (subcription near4 concealed near4 identifier)) same (server) US-PGPUB;: OR : ON : 2019/03/11 

16 : S15 and (@ad<"20170725" @rlad<"20170725") 

17 5 : (SUPI (subcription near4 permanent near4 identifier)) same (encrypt$3 decrypt$3) same (SUCI (subcription near4 concealed near4 identifier)) 

and (@ad< "20170725" @rlad< "20170725") 

! (SUPI (subcription near4 permanent near4 identifier)) same (encrypt$3 decrypt$3) 

USPAT; ' : :17:49 

i: 1•~-=, 
US-PGPUB;: OR : ON : 2019/03/11 
USPAT; : :17:49 
USOCR; : 
FPRS; : 
EPO; JPO; : 
DERWENT;: 

ON 2019/03/11 
17:49 

:oN :2019/03/11 
USPAT : 17:50 

------I ---------I ----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------J~~:+.I ------------1----------1-------------: 9 : S19 and (@ack"20170725" @rlad<"20170725") ~~~fUB; i OR : ON i ~~~:~03/11 

USOCR; : , 

22 9 : S21 and ((conceal$3 hidden encrypt$3) near4 (id identifier identification)) 

FPRS; : 
EPO; JPO; : 
DERWENT;: 
IBM_TDB ' 

US-PGPUB·, : ON 
USPAT; : : 
USOCR; : : 
FPRS; : : 
EPO· JPO· : : 
DERWENT;! i 
IBM TDB : : 

2019/03/11 
17:50 

~~ifUB rOR-PO,,N='"St2,,
1 

~,,\,,9;,,03,,;,,11"'1 

file:///C/Usets/hho3/Documents/e-Red%20Foldet/16200037 /EASTSea1chH1sto1y.16200037 _Access1bleV et s1on.htm[7/3/2019 11 :48: 11 AM] 
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EAST Seatch H1st01y 

S23 i D (SutJcnptIon near4 permanent near4 identifier) same (encrypt$3 decrypt$3) same (subcription near4 concealed near4 identifier) 

S25 ::226507 ! S24 and (@ad< "20170725" @rlad< "20170725") 

S26 S25 and (authent1cat$3 near4 server) 

USOCR; 
PRS; 

D~~~~; 
BM TDB 

US-PGPm,OR 
USPAT; : 
USOCR; : 

~~~;JPO· i 

DER\11/EMT; i 
IBM TDB ' 

US-PGPUB; OR 
USPAT; : 
USOCR; : 

PRS· : 
PO;,JPO; i 

DERWEMT;! 

:oN 

:oN 

·ON 

: 2019/03/11 
: 18:11 

: 2019/03/11 
: 18:36 

'2019/03/11 

~!~~PO I I 11837 

DERWEMT;: : : 

USPAT 18 38 
USCX:::R 
FPRS 
EPO JPO 
DERWENT 

~t~:~~B •cR j[N j 2019/03/11 

________________ ------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB __ , ___________________________________ _ 
S27 : 9822 : S26 and (subscriber) US-PGPUB;: OR : ON : 2019/03/11 ! 

~~~~; i :18:39 

FPRS; : 
EPO; JPO; : 
DERWENT;: 

528:r,3=, 2='-'S:r s=;-=.;-=~~=;;=-i=h~=;;,=-~=-~=~=~;=.-=~-=~;=;,;=~-=rk-=~=~;=;-=.-=(-i-=d--=id-=~~=;-=if-i-=e-r-=id=~=~~=~-=i~-=a~-=i~-=~)=;-=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--'c-r~=t=_~=:=~u=
8 
B=;:rO=R=='c,rO=N==c:, 2=0=,=9/=03=/=1 ,"1 

S29 : 189 : S28 and ( encrypt$3 decrypt$3) 

S30 96 ! S29 and (scheme) 

S31 : 4 ! S29 and (conceal$3 near4 (identifier id identification)) 

~~~~- : : :18:40 

~:~~~ I ____________ I _________ I ___________ _ 
US-PGPUB; OR 
USPAT; : 
USOCR; : 
FPRS; : 
EPO; JPO; : 
DERWENT;: 

USPAT; : 
USOCR; : 
FPRS; : 
EPO· JPO· : 
DERWENT;! 

DB 

:oN 

ON 

: 2019/03/11 
: 18:40 

2019/03/11 
18:41 

;:OR :oN :2019/03/11 
USPAT : 18:41 

------I--------- I ----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------J~~:+, I ------------I ----------I-------------
S32 ! 79 ! S29 and ((private public) near5 (key identifier identification)) ~~~fUB;i OR ! ON i ~~~:~03/11! 

USOCR; : , 
FPRS; : 

PO; JPO;: 
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S33 :'43 :::;:;~ and ((encrypt$3 encod$3) near4 (id identifier identification)) 

t:i33 and ((decrypt$3 decod$3) near4 (id identifier identification)) 

! (elliptic near4 curve near5 encryption) 

S36 (ell1pt1c near4 curve near5 encryption near5 scheme) 

DERWEMT;: 
BM TDB ' 

US-PGPUB·, OR i ON i 2019/03/11 
USPAT; i i 18:52 
USOCR; : 

~~~;JPO· i 
DER\11/EMl) 

-~!':! __ ""!:"~~-:-------------.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.: 

US-PGPUB; OR i ON : 2019/03/11 
USPAT; i i 18:54 
USOCR; : 

PRS· : 
PO;,JPO; i 

DERWEMT;! 

·ON '2019/03/13 

~!~~PO I I 1

13 29 

DERWEMT;: : : 

USPAT 13 29 
USCX:::R 
FPRS 
EPO JPO 
DERWENT 

~t~:~~B •cR j[N j 2019/03/13 

________________ ------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB __ , ___________________________________ _ 
S37 i O i ( elliptic near4 curve near5 encryption near5 integrate near5 scheme) US-PGPUB;: OR i ON i 2019/03/ 13! 

~~~~; i i13:29 

FPRS; i 
EPO; JPO; i 
DERWENT;i 

838:r,2=66==<:r (-=~1-=1i~=;i-=~-=~~=~=r-4=-;=~-=r~=~-=~-=~;=;5=--=~~=;-=r~-=~;=i~=~-=~-=~;=;-=5--=i~-=t~=;-=r;-=t~=d-=~-=~;=;5=--=s~=h~=~=-~=;-=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--'c-r~=t=_~=:=~u=
8 
B=;rO=R=='c,rO=N==c:, 2=0=,=9/=03=/=,,'il 

S39 i 262 : S38 and (@ad<"20170725" @rlad<"20170725") 

S40 50 ! S39 and ((conceal$3 encrypt$3) near4 (id identifier identification)) 

S41 : D ! S39 and ((conceal$3) near4 (id identifier identification)) 

~~~~- i : :13:30 

~:~~~ I ____________ I _________ I ___________ _ 
US-PGPUB; OR 
USPAT; i 
USOCR; i 
FPRS; i 
EPO; JPO; i 
DERWENT;i 

USPAT; i 
USOCR; i 
FPRS; i 
EPO· JPO· : 
DERWENT;! 

DB 

iON 

ON 

i 2019/03/12 
i 13:30 

2019/03/13 
13:30 

;:OR iON :2019/03/13 
USPAT : 13:30 

______ I _________ I ----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------J~~:+,I ____________ I __________ I ____________ _ S42 : 60 i S39 and ( (conceal$3 encrypt$3) near4 (subscription id identifier identification)) US-PGPUB;: OR : ON : 2019/03/12 

~~~~~; i i 13:31 

FPRS; i 
EPO; JPO; i 
DERWENT;i 
IBM TDB ' 

file:///C/Usets/hho3/Documents/e-Red%20Foldet/16200037 /EASTSea1chH1sto1y.16200037 _Access1bleV et s1on.htm[7/3/2019 11 :48: 11 AM] 

Lenovo Ex. 1009 
Page 55



EAST Seatch H1st01y 

S43 i O ! S42 and (home near4 network near5 (identifier identification)) 

S44 11 t::i4~ and (home near4 network) 

S45 11 : S44 and (server) 

S46 11 :::;4::, and (public private) 

US-PGPUB; OR 
USPAT; 
USOCR; 

PRS; 

D~~~~; 
BM TDB 

US-PGPm,OR 
USPAT; : 
USOCR; : 

~~~;JPO· i 
DER\11/EMT; i 
IBM TDB ' 

US-PGPUB; OR 
USPAT; : 
USOCR; : 

PRS· : 
PO;,JPO; i 

DERWEMT;! 

:oN :2019/03/12 
13:32 

' --------- ' 
iON 

iON 

·ON 

:2019/03/12 
i 13:32 

:2019/03/12 
i 13:32 

"2019/03/13 

~!~~PO I I 1

13 33 

DERWEMT;: : : 

::==::==='l==============================================~e~BM=T~D~B=' i i 
S47 o S46 and (anchor) US PGPUB [R '[N ·~ 

USPAT 13 33 
USCX:::R 
FPRS 
EPO JPO 
DERWENT 

________________ ------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB __ , ___________________________________ _ 
S48 i 11 i S46 and (security) US-PGPUB;: OR i ON i 2019/03/ 13! 

~~~~; i i13:33 

FPRS; i 
EPO; JPO; i 
DERWENT;i 

oo:r,2=66='-'S:r (-=~1-=1i~=;i-=~-=~~=~=r-4=-;=~-=r~=~-=~-=~;=;5=--=~~=;-=r~-=~;=i~=~-=~-=~;=;-=5--=i~-=t~=;-=r;-=t~=d-=~-=~;=;5=--=s~=h~=~=-~=;-=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--'c-r~=t=_~=:=~u=
8 
B=;:rO=R=='c,rO=N==c:, 2=0=1=9/=03=/=,,'il 

S50 i 262 : S49 and (@ad<"20170725" @rlad<"20170725") 

S51 262 : S50 

S52 : D ! S51 and (null$encryption near3 scheme) 

~~~~- i : : 16:16 

~:~~~ I ____________ I _________ I ___________ _ 
US-PGPUB; OR 
USPAT; i 
USCX:::R; i 
FPRS; i 
EPO; JPO; i 
DERWENT;i 

USPAT; i 
USOCR; i 
FPRS; i 
EPO· JPO· : 
DERWENT;! 

DB 

iON 

ON 

i 2019/03/12 
i 16:16 

2019/03/13 
16:16 

;:OR iON :2019/03/13 
USPAT : 16:39 

~•-lo-t'·•ao,,o,~,e«•<-~~•11-lni:•~"'''I 
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PRS; 

D~~~~; 
BM TDB 

S54 :'45 : (null$encryption) US-PGPUB·, OR :oN 
: : USPAT; : 

J I ~~~! 
:2019/03/12 
: 16:49 

S55 : 3 :'°'1n=u=ll$=e=n=,,=,p=,;=on=ne=a=,3=,=,h=e=m=e=) =====================================,s;ocu=s-=PG=P=U=B=; '°'o=R=="':' ON :2019/03/12 
: 16:49 : : USPAT; : 

1......... i~. 
'2019/03/13 

~!~~PO I I 11649 

S56 : 3 ! S55 and (@ad< "20170725" @rlad< "20170725") ·ON 

DERWEMT;: : : 
BM TDB ' : : 

"s~,5~7-r1~~c,S~5~6~a~nd~(a~ut~h~en~1,~,a~t$~3~n~e~a,~4~,e~r~ve~r)~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~,ru~s~~~G~P~UB~[R ·cN ·~ 
USPAT 16 49 
USCX:::R 
FPRS 
EPO JPO 
DERWENT 

________________ ------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB __ , ___________________________________ _ 
S58 :r5 :((null$encryption (null near2 encryption)) near3 scheme) US-PGPUB;:OR :oN :2019/03/13! 

S59 ID 

S60 5 

S61 D 

S62 : D 

~~~~; i :16:52 

FPRS; : 
EPO; JPO; : 
DERWENT;: 

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB ' 
: S58 and (elliptic near4 curve near5 encryption near5 integrated near5 scheme) 

: S58 and (@ad<"20170725" @rlad<"20170725") 

! S60 and ( elliptic near4 curve near5 encryption) 

! S60 and ((elliptic curve) near5 encryption) 

US-PGPUB : OR : ON : 2019/03/12 

~~~~- : : :16:52 

~:~~~ I ____________ I _________ I ___________ _ 
US-PGPUB; OR 
USPAT; : 
USOCR; : 
FPRS; : 
EPO; JPO; : 
DERWENT;: 

USPAT; : 
USOCR; : 
FPRS; : 
EPO· JPO· : 
DERWENT;! 

DB 

:oN 

ON 

: 2019/03/12 
: 17:06 

2019/03/13 
17:10 

;:OR :oN :2019/03/13 
USPAT :17:10 

------I--------- I ----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------J~~:+, I ------------I ----------I-------------
S63 ! 1 !S60 and (authenticat$3 near4 server) ~~~fUB;iOR !ON i~~\9~03/12 

USOCR; : , 
FPRS; : 
EPO; JPO; : 
DERWEMT,i 
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BM TDB 

S64 :'3 : S60 and (authenticat$3 server) US-PGPUB·, OR :oN 
: : USPAT; : 

J I ~~~! 
:2019/03/12 
: 17:11 

S65 :1214 :'°'11=n=u,=,$=en=,=,,=p,=lo=n=(=nu=ll=n=ea=,=2=en=,=,,=p,=lo=n=))=n=e=a,=3=(a=,g=o=rit=h=m=,=,h=e=m=e)=l===========================s;ru=s-=PG=P=U=B=; '°'o=R==~:'oN :2019/03/12 
: 17:14 : : USPAT; : 

1......... i~. 
S66 ,12 '2019/03/13 

~!~~PO I I 1

1714 ! S65 and (elliptic near4 curve near5 encryption near5 integrated near5 scheme) ·ON 

DERWEMT;: : : 

S67 12 S66 and (@ad< "20170725" @rlad< "20170725") 
USPAT 17 14 
USCX:::R 
FPRS 
EPO JPO 
DERWENT 

~t~:~~B •cR j[N j 2019/03/13 

________________ ------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB __ , ___________________________________ _ 
S68 :r214 :s65 and (@ad<"20170725" @rlad<"20170725") US-PGPUB;:OR :oN :2019/03/13! 

S69 196 

S70 1 

S71 5 

S72 : 8 

~~~~; i :17:22 

FPRS; : 
EPO; JPO; : 
DERWENT;: 

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB ' 
: S68 and (authenticat$3 near4 server) 

: S69 and (SUPI (subcription near4 permanent near4 identifier)) 

:"20140019751" 

'9,338,164" 

US-PGPUB : OR : ON : 2019/03/12 

~~~~- : : :17:22 

~:~~if I ____________ I _________ I ___________ _ 
US-PGPUB; OR 
USPAT; : 
USOCR; : 
FPRS; : 
EPO; JPO; : 
DERWENT;: 

USPAT; : 
USOCR; : 
FPRS; : 
EPO· JPO· : 
DERWENT;! 

DB 

:oN 

ON 

: 2019/03/12 
: 17:22 

2019/03/25 
11:19 

; : OR : ON : 2019/03/25 
USPAT : 11:46 

------I---------- ----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------J~~:+, I ------------I ----------I-------------
S73 : 2 : "20180285602" US-PGPUB;: OR : ON : 2019/03/2!:: 

~~~~~; i : 12:23 

FPRS; : 
EPO; JPO; : 
DERWENT;: 
IBM TDB ' 

S74 i 52 : (20030046541 I 7188360120190054899) US-PGPUB : OR :oN i 2019/03/2!:: 
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: (SUPI (subcription near4 permanent near4 identifi$6)) same (authenticat$3) same (server) same (SUCI (subcription near4 conceal$3 near4 identifi$6)) same 
! (encrypt$3) same (decrypt$3) 

iON 

12:24 

6 i O : S75 and (@ad< "20170725" @rlad< "20170725") iON 

I 
i (SUPI (subcription near4 permanent near4 identifi$6)) and (authenticat$3) and server and (SUCI (subcription near4 conceal$3 near4 identifi$6)) and (encrypt$3) R 'ON 

,."'."""' 111 

78 1 S77 and (@ad<"20170725" @rlad<"20170725") US PGPUB [R [N 2019/06/ 
USPAT 10 43 
USCX:::R 
FPRS 
EPO JPO 
DERWENT 

~~~~~~ ~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ I BM_ TDB ~~· ~~~~~~~~~~~~ ~~~~~~~~~~ ~~~~~~~~~~~~~ 

_____ r _______ lr"201 90098502") .PN. ------------------------------------------------------------------------------------------------------------------------------------------------------------------ ~i~~= r _______ r _____ 1r~~,i~
06 

_ 

i ("20130003971").PN. ir=J ~~~:~06/ 

: ("20190098502").PN. i ON 

i ("20190098502") .PN. 

! ("not" near6 (encrypt$3) near5 (home near4 network near4 (identification identifier))) 
USPAT 

______ I _________ I ----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------J~~:+.I ____________ I __________ I ____________ _ : 0 : ( ("not" "no") near6 ( encrypt$3) near5 (home near4 network near4 (identification identifier))) ~~~fUB; i OR i ON : ~~~:~06/2 

USOCR; i , 

: (("not" "no" (dont do$not)) near6 (encrypt$3) near5 (home near4 network near4 (identification identifier))) 

FPRS; i 
EPO; JPO; i 
DERWENT;i 
IBM_TDB ' 

US-PGPUB·, : ON 
USPAT; i i 
USOCR; i i 
FPRS; i i 
EPO· JPO· : : 
DERWENT;! i 

2019/06/ 
13:54 

IBM TDB : : 

US-~GPUB; inR i'°o~N='"St2~0~1~9/~06~/=sl 
USPAT; i i 13:54 
USOCR; ! i 
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and (@ad< "20170725" @rlad< "20170725") 

and (subscri$5) 

! S88 and (authenticat$) 

:oN 

'ON 

: 2019/06/ 
: 13:55 

: 2019/06/2 
: 13:55 

111 
•rs~• -":s~~c,1~1,~·n~o,~" ~ .. n~o~" ~(d~o~n,~d~o~$n~o~,1~1 w~,~,h~(~e~n,~,,~p~,$~3~) w~,~,h~(~ho~m~e~n~e~a,~4~n~e,~w~o~,,~n~ea~,~• ~(,~de~n~,,,~,c~a,~,o~n~,d~e~n,~,,~,e,~) 1~1~~~~~~~~~~~~~~~~~ru~s~P~G~P~us~[R [N 2019/06/2 

USPAT 13 56 
USCX:::R 
FPRS 
EPO JPO 
DERWENT 

________________ ------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB __ , __________________________________ _ :rs :s90 and (@ad<"20170725" @rlad<"20170725") US-PGPUB;:OR :oN :2019/06/2 

~~~~; i :13:56 

FPRS; : 
EPO; JPO; : 
DERWENT;: 

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB ' 
: S91 and (subscri$5) 

J_I_ 
'S92 

I 
! S93 and (authenticat$3) 

: ("20190098502") .PN. 

US-PGPUB : ON : 2019/06/ 

~~~~- : : :13:56 

~:~~~ I ____________ I _________ I ___________ _ 
:oN : 2019/06/2 

: 13:56 
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S98 (2 ! SUPI same SUCI same (subscription) same (identifier) same (encrypt$3) same (decrypt$3) same (authenticat$3) same (home near4 network) same (server) 

S99 ID t::i\:Jtj and (@ad< "20170725" @rlad< "20170725") 

S100 12 : SUPI same SUCI same (subscription) same (identifier) same (encrypt$3) same (decrypt$3) same (authenticat$3) 

S101 : 3 ! SUPI same SUCI same (subscription) same (identifier) same (encrypt$3) same (decrypt$3) 

S102 15 SUPI same SUCI same (subscription) same (1dent1f1er) same (encrypt$3 decrypt$3) 

US-PGPUB; OR 
USPAT; 
USOCR; 

PRS; 

D~~~~; 
BM TDB 

US-PGPm,OR 
USPAT; : 
USOCR; : 

~~~;JPO· i 
DER\11/EMT; i 
IBM TDB ' 

US-PGPUB; OR 
USPAT; : 
USOCR; : 

PRS· : 
PO;,JPO; i 

DERWEMT;! 

: ON : 2019/07/02 
10:04 

' --------- ' 
:oN 

:oN 

·ON 

: 2019/07/02 
: 10:04 

: 2019/07/02 
: 10:04 

'2019/07/03 

~!~~PO I I 11005 

DERWEMT;: : : 

USPAT 10 05 
USCX:::R 
FPRS 
EPO JPO 
DERWENT 

~t~:~~B •cR j[N j 2019/07/03 

________________ ------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ I BM_ TDB __ , ___________________________________ _ 
S103 i O : S102 and (@ad<"20170725" @rlad<"20170725") US-PGPUB;: OR : ON : 2019/07/03! 

~~~~; i :10:05 

FPRS; i 
EPO; JPO; i 
DERWENT;i 

5104:r,5==;:r s=u=,;-=1-;=;-=,;,-=~-=;i=uc=-,-=;-=~=-~=-i=;-=~b=;-=c-r-=i~-=ti~=~=1--=~;=;;,=~=;-=~~=~-=r~=~~=$-=3-=d~=~=r-;=~-=ta;-=3)=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--=--'c-r~=t=_~=:=~u=
8 
B=;rO=R=='c,rO=N==c:, 2=0=1=9/=07=/=o,"1 

S105 i O : S104 and (@ad< "20170725" @rlad< "20170725") 

I 
S106 5 ! SUPI same SUCI same (subscription) same (encrypt$3 decrypt$3) 

S107: 17 ! SUPI same SUCI same (subscription) 

~~~~- i : :10:06 

~:~~~ I ____________ I _________ I ___________ _ 
US-PGPUB; OR 
USPAT; i 
USCX:::R; i 
FPRS; i 
EPO; JPO; i 
DERWENT;i 

USPAT; i 
USOCR; i 
FPRS; i 
EPO· JPO· : 
DERWENT;! 

DB 

:oN 

ON 

: 2019/07/02 
: 10:07 

2019/07/03 
10:07 

; : OR : ON : 2019/07/03 
USPAT : 10:07 

"""l"-r'"""'-""''"'"""@0ao.·,mma·,-~~•l1-lni:•~""""I 
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7/3/201911:48:06 AM 
C:\ Users\ hho3\ Documents\ EAST\ Workspaces\ 16200037.wsp 
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Amendments to the Claims: 

Application No. 16/200,037 
Docket no. 3602- l 734US2 

1. (Currently Amended) A method performed by an authentication server in a home 

network of a user equipment (UE) for obtaining a subscription permanent identifier (SUPI).,_ 

wherein the SUPI is a globally unique identifier allocated to a subscriber and the SUPI comprises 

a home network identifier identifying a home network of the subscriber and a subscription 

identifier identifying a subscription within the home network, the method comprising: 

the authentication server receiving a subscription concealed identifier (SUCI) generated by 

the UE, wherein the SUCI ,.vhich comprises an encrypted part in ,.vhich at least a part of the SUPI 

is encrypted, and a clear-text part.,_ ,.vhich comprises a home and wherein a) the encrypted part of 

the SUCI generated by the UE comprises the subscription identifier identifying the subscription 

within the home network, but the encrypted part of the SUCI generated by the UE does not 

include the home network identifier and b) the clear-text part of the SUCI generated by the UE 

comprises i) the home network identifier-and.,_ fil_an encryption scheme identifier that identifies an 

encryption scheme used by the UE to encrypt the--8-UPI subscription identifier in the SUCI, and 

iii) a public key identifier for a public key of the home network, but the clear-text part of the 

SUCI generated by the UE does not comprise the subscription identifier; 

the authentication server determining a de-concealing server to use to decrypt the 

encrypted part of the SUCI; 

the authentication server sending the SUCI to the de-concealing server; and 

after the authentication server sends the SUCI to the de-concealing server, the 

authentication server receiving the SUPI in response. 

2. (Cancelled). 

3. (Original) The method of claim 1, wherein the de-concealing server is one of a plurality 

of de-concealing servers, and the determining of the de-concealing server is based on information 

received from the UE. 

4. (Cancelled). 
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5. (Original) The method of claim 1, further comprising receiving the SUCI from the UE 

as part of a registration procedure for registering the UE with a wireless communication network. 

6. (Original) The method of claim 1, further comprising receiving the SUCI from the UE 

via an authentication request from a Security Anchor Function. 

7. (Original) The method of claim 1, further comprising sending the SUCI and a request 

for an authentication vector for authenticating the UE to the determined de-concealing server in 

the same message. 

8. (Currently Amended) The method of claim 1, wherein 

the---SYPI home network identifier comprises a Mobile Subscription Identification Number, 

M8IN, consists of a Mobile Country Code, MCC, and a Mobile Network Code, MNC, and 

,,vhere the M8IN is encrypted in the encrypted part of the 8UCI, and the MCC and the MNC are 

the home nehvork identifier in the clear text part of the 8UCI, and 

the subscription identifier is a Mobile Subscription Identification Number (MSIN). 

9. (Original) The method of claim 1, wherein the SUPI is a Network Access Identifier. 

10. (Currently Amended) The method of claim 1, wherein the encryption scheme is an 

Elliptic Curve Integrated Encryption Scheme (ECIES) and the clear text part of the 8UCI 

comprises an ephemeral public key of the UE for use in the ECIE8. 

11. (Currently Amended) A method, performed by a de-concealing server, for providing a 

subscription permanent identifier (SUPI) to an authentication server, wherein the SUPI is a 

globally unique identifier allocated to a subscriber and the SUPI comprises a home network 

identifier identifying a home network of the subscriber and a subscription identifier identifying a 

subscription within the home network, the method comprising: 
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the de-concealing server receiving, from the authentication server, a subscription 

concealed identifier (SUCI) ,.vhich comprises an encrypted part in ,.vhich at least a part of the 

8UPI is encrypted, and a clear text part ,.vhich comprises a home nehvork identifier and an 

encryption scheme identifier that identifies an encryption scheme used by a UE to encrypt the 

8UPI in the 8UCI and ,.vhich is supported by the de concealing server generated by the UE, 

wherein the SUCI comprises an encrypted part and a clear-text part, and wherein a) the 

encrypted part of the SUCI generated by the UE comprises the subscription identifier identifying 

the subscription within the home network, but the encrypted part of the SUCI generated by the 

UE does not include the home network identifier and b) the clear-text part of the SUCI generated 

by the UE comprises i) the home network identifier, ii) an encryption scheme identifier that 

identifies an encryption scheme used by the UE to encrypt the subscription identifier in the SUCI, 

and iii) a public key identifier for a public key of the home network, but the clear-text part of the 

SUCI generated by the UE does not comprise the subscription identifier; 

the de-concealing server decrypting the encrypted part of the SUCI, using the encryption 

scheme indicated by the encryption scheme identifier to obtain the SUPI; and 

the de-concealing server sending the SUPI to the authentication server. 

12. (Cancelled). 

13. (Currently Amended) A method performed by a user equipment (UE) for concealing a 

subscription permanent identifier (SUPI) , wherein the SUPI is a globally unique identifier 

allocated to a subscriber and the SUPI comprises a home network identifier identifying a home 

network of the subscriber and a subscription identifier identifying a subscription within the home 

network, the method comprising: 

the UE generating a subscription concealed identifier (SUCI) which comprises-an 

encrypted part in ,.vhich at least a part of a subscription permanent identifier (8UPI) is encrypted, 

and a clear text part ,.vhich comprises a home nehvork identifier and an encryption scheme 

identifier that identifies an encryption scheme used by the UE to encrypt the 8UPI in the 8UCI an 

encrypted part and a clear-text part, wherein a) the encrypted part of the SUCI generated by the 

UE comprises the subscription identifier identifying the subscription within a home network, but 
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the encrypted part of the SUCI generated by the UE does not include the home network identifier 

and b) the clear-text part of the SUCI generated by the UE comprises i) the home network 

identifier, ii) an encryption scheme identifier that identifies an encryption scheme used by the UE 

to encrypt the subscription identifier in the SUCI, and iii) a public key identifier for a public key of 

the home network, but the clear-text part of the SUCI generated by the UE does not comprise the 

subscription identifier; and 

the UE transmitting the SUCI to an authentication server for forwarding of the SUCI to a 

de-concealing server capable of decrypting the WPI-encrypted part. 

14. (Original) The method of claim 13, wherein the SUCI is transmitted in a request to 

register with a wireless communication network (30). 

15. (Original) The method of claim 13, wherein generating the SUCI comprises using a 

tamper resistant secure hardware component of the UE to generate the SUCI. 

16. (Original) The method of claim 13, wherein transmitting the SUCI to the 

authentication server comprises transmitting the SUCI to the authentication server in response to 

an identifier request message received from an Authentication and Mobility management 

Function, AMF, as part of a procedure for registering the UE with a wireless communication 

network. 

17. (Cancelled) 

18. (Cancelled) 

19. (Original) The method of claim 13, wherein the encryption scheme is an Elliptic Curve 

Integrated Encryption Scheme. 

20. (Currently Amended) A user equipment (UE) for concealing a subscription permanent 

identifier (SUPI) , wherein the SUPI is a globally unique identifier allocated to a subscriber and 
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the SUPI comprises a home network identifier identifying a home network of the subscriber and a 

subscription identifier identifying a subscription within the home network, the UE comprising: 

processing circuitry and memory circuitry, the memory circuitry containing instructions 

executable by the processing circuitry, wherein the UE is operative to: 

generate a subscription concealed identifier (SUCI) which comprises an encrypted part in 

,.vhich at least a part of a Subscription Permanent Identifier (8UPI) is encrypted, and a clear text 

part ,.vhich comprises a home nehvork identifier and an encryption scheme identifier that identifies 

an encryption scheme used by the UE to encrypt the 8UPI in the 8UCI an encrypted part and a 

clear-text part, wherein a) the encrypted part of the SUCI generated by the UE comprises the 

subscription identifier identifying the subscription within a home network, but the encrypted part 

of the SUCI generated by the UE does not include the home network identifier and b) the clear­

text part of the SUCI generated by the UE comprises i) the home network identifier, ii) an 

encryption scheme identifier that identifies an encryption scheme used by the UE to encrypt the 

subscription identifier in the SUCI, and iii) a public key identifier for a public key of the home 

network, but the clear-text part of the SUCI generated by the UE does not comprise the 

subscription identifier; and 

transmit the SUCI to an authentication server for forwarding of the SUCI to a de­

concealing server capable of decrypting the SUPI. 

21. (Cancelled) 

22. (Original) The UE of claim 20, wherein the SUPI comprises a Mobile Subscription 

Identification Number. 

23. (Original) The UE of claim 20, wherein the SUPI is a Network Access Identifier. 
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REMARKS 

Application No. 16/200,037 
Docket no. 3602- l 734US2 

Claims 1, 3, 5-11, 13-16, 19, 20, 22, and 23 are pending in the application. Claims 1, 11, 

13, and 20 are independent. Claims 2, 4, 12, 17, 18, and 21 are cancelled. No new matter has 

been added by the amendments. Applicant respectfully requests reconsideration. 

I. Rejections of Claims Under 35 U.S.C. §102 

Original claims 1-3, 5-9, 11-17, and 20-23 stand rejected under 35 U.S.C. §102 as 

allegedly being anticipated by Lee (US 20160094988). Applicant requests reconsideration. 

A. Independent Claim 1 

Claim 1 is not anticipated by Lee for at least the following three independent reasons. 

i. First Reason Claim 1 is not Anticipated by Lee 

Claim 1 is not anticipated by Lee for at least the reason that Lee does not disclose: 

a subscription concealed identifier (SUCI) generated by [a] UE, 
wherein the SUCI comprises an encrypted part and a clear-text 
part, and wherein a) the encrypted part of the SUCI generated 
by the UE comprises the subscription identifier identifying [a] 
subscription within the home network, but the encrypted part of 
the SUCI generated by the UE does not include the home 
network identifier and b) the clear-text part of the SUCI 
generated by the UE comprises ... the home network identifier, 
... but the clear-text part of the SUCI generated by the UE does 
not comprise the subscription identifier, 

as required by claim 1, as amended. 

Lee discloses a system in which a UE transmits to an MME a NAS Attach request that 

comprises: i) the UE's IMSI, ii) a serving network identifier (SN_id), and iii) a key (KEK). 

According to Lee, "[i]f public key encryption is used, the IMSI, SN_id, and KEK may be 

encrypted ... [but if] shared key encryption is used, the SN_id and KEK may be encrypted .... " 

(See Li at paragraph [0073]). Accordingly, Lee appears to disclose that the NAS message either 
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includes i) an encrypted IMSI or ii) an IMSI that is not encrypted (i.e., a clear-text IMSI). 

Hence, because Lee discloses either encrypting the IMSI or not encrypting the IMSI, then, 

even if we accept that an IMSI is a form of SUPI because the IMSI includes a subscription 

identifier in the form of an MSIN and includes a home network identifier in the form of an 

MCC+MNC, Lee does not disclose that the UE generates a NAS message in which the MSIN 

portion of the IMSI (subscription identifier) is encrypted but the MCC+MNC portion of the IMS/ 

(home network identifier) is not encrypted, as is required by claim 1 as amended. 

That is, Lee discloses either: i) a NAS message transmitted by the UE in which both the 

MSIN portion of the IMSI and the MCC+MNC portion of the IMSI are encrypted or ii) a NAS 

message transmitted by the UE in which both the MSIN portion of the IMSI and the MCC+MNC 

portion of the IMSI are not encrypted. But nowhere does Lee disclose a UE transmitting any 

message in which the MSIN portion of the IMSI is encrypted, but the MCC+MNC portion of the 

IMSI (home network identifier) is not encrypted. 

For at least this reason Lee does not anticipate claim 1. 

ii. Second Reason Claim 1 is not Anticipated by Lee 

Claim 1 is not anticipated by Lee for at least the further reason that Lee does not disclose: 

the clear-text part of the SUCI generated by the UE comprises i) 
the home network identifier, ii) an encryption scheme identifier 
that identifies an encryption scheme used by the UE to encrypt 
the subscription identifier in the SUCI, and iii) a public key 
identifier for a public key of the home network, 

as required by claim 1, as amended. 

This feature of claim 1 was originally presented in dependent claim 2, which is now 

cancelled. Accordingly, Applicant will address here the Office remarks for claim 2. In rejecting 

claim 2, the Office takes the positon that the above highlighted feature is disclosed in paragraphs 8 
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Paragraph 8 of Lee discloses a UE transmitting a "first request" where the first request 

includes "a unique identifier of the UE and encrypted information." Lee further discloses that the 

encrypted information "includes an identifier of the serving network and a randomly selected key 

encryption key (KEK)." Similarly, paragraph 9 of Lee discloses "information encrypted by the 

UE" wherein the information encrypted by the UE "includes a randomly selected KEK and a 

second serving network identifier." But there is nothing in either paragraph 8 or 9 that discloses 

the request transmitted by UE includes a clear-text part (i.e., an unencrypted part) that includes "g_ 

public key identifier for a public key of the home network." Accordingly, the rejection of claim 1 

should be withdrawn for at least this further reason. 

iii. Third Reason Claim 1 is not Anticipated by Lee 

Claim 1 is not anticipated by Lee for at least the further reason that Lee does not disclose: 

after the authentication server sends the SUCI to the de-concealing 
server, the authentication server receiving the SUPI in response, 

as required by claim 1. 

The Office contends that Lee discloses this feature and cites to Lee at paragraphs 94-99 

and 104-110. (See Office Action at page 3). These paragraphs of Lee disclose the interaction 

between the MME 810 and the HSS 812 (see Figure 4 of Lee). The Examiner appears to contend 

that the MME 810 and the HSS 812 correspond to the claimed authentication server and de­

concealing server, respectively. But, even if we assume for the sake of argument that the MME 

810 and the HSS 812 correspond to the claimed authentication server and de-concealing server, 

respectively, Lee does not disclose that the MME receives any SUPI from the HSS. 

Instead, Lee discloses that the HSS responds to the MME by sending to the MME an 
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encrypted key (i.e. KEK) encrypted using the MME's public key and an encrypted authentication 

vector that is encrypted using the key (KEK). (See Lee at paragraphs 96 and 110). Neither the 

key (KEK) nor the authentication vector, considered alone or in combination, corresponds to the 

claimed SUPI, which is a "globally unique identifier allocated to a subscriber and ... comprises a 

home network identifier identifying a home network of the subscriber and a subscription identifier 

identifying a subscription within the home network." Accordingly, for at least this further reason 

Lee does not anticipate claim 1. 

B. Independent Claims 11, 13, and 20 

Relevant remarks for claim 1 apply to claims 11, 13, and 20. 

CONCLUSION 

All of the stated grounds of objection and rejection have been properly traversed, 

accommodated, or rendered moot. Applicant therefore respectfully requests that the Examiner 

reconsider all presently outstanding objections and rejections, and that they be withdrawn. 

Applicant believes that a full and complete reply has been made to the outstanding Office Action 

and, as such, the present application is in condition for allowance. 

If the Examiner believes, for any reason, that personal communication will expedite 

prosecution of this application, the Examiner is invited to telephone the undersigned at the 

number provided. 
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If any fees are required, such as, but not limited to, any extension of time fee under 37 

C.F.R. 1.17, Applicant hereby petitions for an extension of time, if necessary, and authorizes the 

Office to charge all required fees to deposit account number 02-2135. 

RESPECTFULLY SUBMITTED, 

NAMEAND Brian Rosenbloom, 
REG.# Registration# 41,276 

SIGNATURE /Brian Rosenbloom/ I DATE i 2019-04-23 

Address Rothwell, Figg, Ernst & Manbeck, P.C. 
Suite 800, 607 14th Street, N.W. 
Washington, D.C. 20005 

Email: brosenbloom@rfem.com I Tel: 1202-626-3531 I Fax: I 202-783-6031 
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Notice of Pre-AIA or AIA Status 

Page 2 

1. The present application, filed on or after March 16, 2013, 

is being examined under the first inventor to file provisions of 

the AIA. 

Claim Rejections - 35 USC§ 102 

2. In the event the determination of the status of the application as 

subject to AIA 35 U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 

and 103) is incorrect, any correction of the statutory basis for the 

rejection will not be considered a new ground of rejection if the prior art 

relied upon, and the rationale supporting the rejection, would be the same 

under either status. 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 

102 that form the basis for the rejections under this section made in this 

Office action: 

A person shall be entitled to a patent unless -

(a) (2) the claimed invention was described in a patent issued 
under section 151, or in an application for patent published or 
deemed published under section 122(b), in which the patent or 
application, as the case may be, names another inventor and was 
effectively filed before the effective filing date of the claimed 
invention. 

4. Claim(s) 1-3, 5-9, 11-17 and 20 is/are rejected under 35 

U.S.C. 102(a) (2) as being anticipated by Lee et al. (Publication 

No. US 2016/0094988). 
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Regarding claim 1, Lee teaches a method performed by an 

authentication server in a home network of a user equipment (UE) 

for obtaining a subscription permanent identifier (SUPr) (Leer 

the Abstract)r the method comprising: 

receiving a subscription concealed identifier (SUCr) which 

comprises an encrypted part in which at least a part of the SUPr 

is encrypted, and a clear-text part which comprises a 

home network identifier and an encryption scheme identifier that 

identifies an encryption scheme used by the UE to encrypt the 

SUPr in the SUCr (Leer pp [7]-[10]; Figures 12r 14 and 16r pp 

[94]-[98Jr or [104]-[110]); 

determining a de-concealing server to use to decrypt the 

encrypted part of the suer (Leer Figures 12r 14 and 16r pp [94]-

[99Jr [104]-[110]); 

sending the suer to the de-concealing server (Leer Figures 

12r 14 and 16r pp [94]-[98Jr or [104]-[110]); and 

receiving the SUPr in response (Leer Figures 12r 14 and 16r 

pp [94]-[98Jr or [104]-[110]). 

Regarding claim 11, Lee teaches a method, performed by a 

de-concealing server, for providing a subscription permanent 

identifier (SUPr) to an authentication server (Leer the 

Abstract)r the method comprising: 

receiving, from the authentication server, a subscription 

concealed identifier (SUCr) which comprises an encrypted part in 
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which at least a part of the SUPr is encrypted, and a clear text 

part which comprises a home network identifier and an encryption 

scheme identifier that identifies an encryption scheme used by a 

UE to encrypt the SUPr in the suer and which is supported by the 

de-concealing server (Leer pp [7]-[10]; Figures 12r 14 and 16r 

pp [94]-[98Jr or [104]-[110]); 

decrypting the encrypted part of the suer, using the 

encryption scheme indicated by the encryption scheme identifier 

to obtain the SUPr (Leer Figures 12r 14 and 16r pp [94]-[99Jr 

[104]-[110]); and 

sending the SUPr to the authentication server (Leer Figures 

12r 14 and 16r pp [94]-[99Jr [104]-[110]). 

Regarding claim 13, Lee teaches a method performed by a 

user equipment (UE) (Leer the Abstract)r the method comprising: 

generating a subscription concealed identifier (SUCr) which 

comprises an encrypted part in which at least a part of a 

subscription permanent identifier (SUPr) is encrypted, and a 

clear text part which comprises a home network identifier and an 

encryption scheme identifier that identifies an encryption 

scheme used by the UE to encrypt the SUPr in the suer (Leer pp 

[7]-[10]; Figures 12r 14 and 16r pp [94]-[98Jr or [104]-[110]); 

and 

transmitting the suer to an authentication server for 

forwarding of the suer to a de-concealing server capable of 
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decrypting the SUPI (Leer Figures 12r 14 and 16r pp [94]-[99Jr 

[104]-[110]). 

Regarding claim 20, Lee teaches a user equipment (UE) (Leer 

the Abstract)r comprising: 

processing circuitry and memory circuitry, the memory 

circuitry containing instructions executable by the processing 

circuitry (Leer Figure 4r pp [46]-[47]), wherein the UE is 

operative to: 

generate a subscription concealed identifier (SUCI) which 

comprises an encrypted part in which at least a part of a 

Subscription Permanent Identifier (SUPI) is encrypted, and a 

clear-text part which comprises a home network identifier and an 

encryption scheme identifier that identifies an encryption 

scheme used by the UE to encrypt the SUPI in the SUCI (Leer pp 

[7]-[10]; Figures 12r 14 and 16r pp [94]-[98Jr or [104]-[110]); 

and 

transmit the SUCI to an authentication server for 

forwarding of the SUCI to a de-concealing server capable of 

decrypting the SUPI(Leer Figures 12r 14 and 16r pp [94]-[99Jr 

[104]-[110]). 

Regarding claim 2, Lee teaches the method of claim 1, 

wherein the clear-text part of the SUCI comprises a public 

key identifier for a public key of the home network (Leer pp 

[8]-[9]). 
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wherein the de-concealing server is one of a plurality of de-

concealing servers, and the determining of the de-concealing 

server is based on information received from the UE (Leer 

Figures 7 and Br pp [63]-[64]). 

Regarding claim 5, Lee teaches the method of claim 1, 

further comprising receiving the SUCI from the UE as part of a 

registration procedure for registering the UE with a wireless 

communication network (Leer Figures 12r 14 and 16r pp [104]-

[110]). 

Regarding claim 6, Lee teaches the method of claim 1, 

further comprising receiving the SUCI from the UE via 

an authentication request from a Security Anchor Function (Leer 

pp [ 59 J - [ 61 J) • 

Regarding claim 7, Lee teaches the method of claim 1, 

further comprising sending the SUCI and a request for 

an authentication vector for authenticating the UE to the 

determined de-concealing server in the same message (Leer pp 

[8]-[10]). 

Regarding claim 8, Lee teaches the method of claim 1, 

wherein the SUPI comprises a Mobile Subscription Identification 

Number, MSIN, a Mobile Country Code, MCC, and a Mobile Network 

Code, MNC, and where the MSIN is encrypted in the encrypted part 

of the SUCI, and the MCC and the MNC are the home network 
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identifier in the clear-text part of the SUCI (Leer pp [73]-

[75]). 

Regarding claim 9, Lee teaches the method of claim 1, 

wherein the SUPI is a Network Access Identifier (Leer pp [7]-

[ 9]) . 

Regarding claim 12, Lee teaches the method of claim 11, 

wherein the clear-text part of the SUCI also comprises a key 

identifier used for identifying a decryption key used for 

decrypting the SUPI (Leer pp [7]-[l0Jr [104]-[110]). 

Regarding claim 14, Lee teaches the method of claim 13, 

wherein the SUCI is transmitted in a request to register with a 

wireless communication network (Leer pp [7]-[10]). 

Regarding claim 15, Lee teaches the method of claim 13, 

wherein generating the SUCI comprises using a tamper resistant 

secure hardware component of the UE to generate the SUCI (Leer 

pp [ 7 J - [ 1 0 J ) . 

Regarding claim 16, Lee teaches the method of claim 13, 

wherein transmitting the SUCI to the authentication 

server comprises transmitting the SUCI to the authentication 

server in response to an identifier request message received 

from an Authentication and Mobility management Function, AMF, as 

part of a procedure for registering the UE with a wireless 

communication network (Leer pp [7]-[10]). 
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Regarding claim 17, Lee teaches the method of claim 13, 

wherein the clear-text part comprises a public key 

identifier for the home network (Leer pp [7]-[10]). 

Regarding claim 21, Lee teaches the UE of claim 20, wherein 

the clear-text part comprises a public key identifier for the 

home network (Leer pp [7]-[10] r [104]-[110]). 

Regarding claim 22, Lee teaches the UE of claim 20, wherein 

the SUPI comprises a Mobile Subscription Identification Number 

(Leer pp [73]-[75]). 

Regarding claim 23, Lee teaches the UE of claim 20, wherein 

the SUPI is a Network Access Identifier (Leer pp [7]-[9]). 

Claim Rejections - 35 USC§ 103 

5. In the event the determination of the status of the application as 

subject to AIA 35 U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 

and 103) is incorrect, any correction of the statutory basis for the 

rejection will not be considered a new ground of rejection if the prior art 

relied upon, and the rationale supporting the rejection, would be the same 

under either status. 

6. This application currently names joint inventors. In considering 

patentability of the claims the examiner presumes that the subject matter of 

the various claims was commonly owned as of the effective filing date of the 

claimed invention(s) absent any evidence to the contrary. Applicant is 

advised of the obligation under 37 CFR 1.56 to point out the inventor and 

effective filing dates of each claim that was not commonly owned as of the 

effective filing date of the later invention in order for the examiner to 
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consider the applicability of 35 U.S.C. 102(b) (2) (C) for any potential 35 

U.S. C. 102 (a) (2) prior art against the later invention. 

7. The following is a quotation of 35 U.S.C. 103 which forms the basis for 

all obviousness rejections set forth in this Office action: 

A patent for a claimed invention may not be obtained, 
notwithstanding that the claimed invention is not identically 
disclosed as set forth in section 102, if the differences between 
the claimed invention and the prior art are such that the claimed 
invention as a whole would have been obvious before the effective 
filing date of the claimed invention to a person having ordinary 
skill in the art to which the claimed invention pertains. 
Patentability shall not be negated by the manner in which the 
invention was made. 

8. Claims 4 and 18 is/are rejected under 35 U.S.C. 103 as 

being unpatentable over Lee et al. (Publication No. US 

2016/0094988) and further in view of Hsu et al. (Publication No. 

us 2014/0019751). 

Regarding claim 4, Lee does not teach the method of claim 

1, wherein the encryption scheme is a null-encryption scheme. 

Hsu teaches "encryption scheme is a null-encryption scheme" 

(Hsur the Abstractr pp [13Jr [16]-[17]). 

Therefore, it would have been obvious to a person of 

ordinary skill in the art before the affective filing date of 

the claimed invention was made to modify Lee by incorporating 

Hsu's teachings of encrypting transmitting packets/data using 

null-encryption scheme to provide security in protecting 

information transmitted over the wireless network. 
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Regarding claim 18, Lee does not teach the method of claim 

13, wherein the encryption scheme is a null-encryption scheme. 

Hsu teaches "encryption scheme is a null-encryption scheme" 

(Hsur the Abstractr pp [13Jr [16]-[17]). 

Therefore, it would have been obvious to a person of 

ordinary skill in the art before the affective filing date of 

the claimed invention was made to modify Lee by incorporating 

Hsu's teachings of encrypting transmitting packets/data using 

null-encryption scheme to provide security in protecting 

information transmitted over the wireless network. 

9. Claims 10 and 19 is/are rejected under 35 U.S.C. 103 as 

being unpatentable over Lee et al. (Publication No. US 

2016/0094988) and further in view of Liu et al. (Patent No. US 

Regarding claim 10, Lee does not teach the method of claim 

1, wherein the encryption scheme is an Elliptic Curve Integrated 

Encryption Scheme (ECIES) and the clear-text part of the SUCI 

comprises an ephemeral public key of the UE for use in the 

ECIES. 

Liu teaches "encryption scheme is an Elliptic 

Curve Integrated Encryption Scheme (ECIES) and the clear-text 

part of the SUCI comprises an ephemeral public key of the UE for 

use in the ECIES" (Liur Col. 6 Lines 30-40). 
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ordinary skill in the art before the affective filing date of 

the claimed invention was made to modify Lee by incorporating 

Liu's teachings two-way authentication method using elliptic 

curve cryptography (ECC) algorithms to encrypt communications 

between mobile devices and an authentication server to provide 

the secure communication channel. 

Regarding claim 19, Lee does not teach the method of claim 

13, wherein the encryption scheme is an Elliptic 

Curve Integrated Encryption Scheme. 

Liu teaches "encryption scheme is an Elliptic 

Curve Integrated Encryption Scheme (ECIES) and the clear-text 

part of the SUCI comprises an ephemeral public key of the UE for 

use in the ECIES" (Liu, Col. 6 Lines 30-40). 

Therefore, it would have been obvious to a person of 

ordinary skill in the art before the affective filing date of 

the claimed invention was made to modify Lee by incorporating 

Liu's teachings two-way authentication method using elliptic 

curve cryptography (ECC) algorithms to encrypt communications 

between mobile devices and an authentication server to provide 

the secure communication channel. 
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Conclusion 

Any inquiry concerning this communication or earlier 

Page 12 

communications from the examiner should be directed to HUY CHO 

whose telephone number is (571)270-1108. 

normally be reached on M-F 8AM-5PM. 

The examiner can 

Examiner interviews are available via telephone, in-person, 

and video conferencing using a USPTO supplied web-based 

collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, KATHY WANG-HURST can be 

reached on (571)270-5371. The fax phone number for the 

organization where this application or proceeding is assigned is 

571-273-8300. 

Information regarding the status of an application may be 

obtained from the Patent Application Information Retrieval 

(PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, 

see http://pair-direct.uspto.gov. Should you have questions on 

access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would 
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like assistance from a USPTO Customer Service Representative or 

access to the automated information system, call 800-786-9199 

(IN USA OR CANADA) or 571-272-1000. 

/HUY CHO/ 
Primary Examiner, Art Unit 2644 
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S14: 142 ! ("6175743" I "6175922").PN. OR ("6260147").URPN. : US-PGPUB;: OR : ON : 2019/03/07 

, l , USPAT; : , : 19:41 

_.__.__.__._,_! ••••••••• ! ........................................................................................................................................................................................... :usocR •••• : •••••••••••• : ••••••••• : ••••••••••••• 
S15 2--------\ (SUPI (subcription near4 permanent near4 identifier)) same ( encrypt$3 decrypt$3) same (SUCI (subcription near4 concealed near4 identifier)) same (server) : US-PGPUB;: OR---------7 01\1 ______ 7 2019_;_()3/-11 

I I ~!~i~PO I , 1

17 49 

_________ ! ------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ : ~B:~~~~~: ____________ : ----------~ ------------
S16 D l S15 and (@ad< "20170725" @rlad<"20170725") : US-PGPUB;: OR ON : 2019/03/11 

I : USPAT' : I,',,. 17:49 

I I~~ 
S17 : 5 i (SUPI (subcrlptlon near4 permanent near4 Identifier)) same (encrypt$3 decrypt$3) same (SUCI (subcrlptlon near4 concealed near4 Identifier)) ;~us=.p"'G=PU=B~; :

1 
O=R==,,~ O=N=~,} 2=0=19=/0=3/=s11

1 

\ i ~~~~~; i i,,,. 17:49 

.... :
! : FPRS; : 

: EPO; JPO; : 
: DERWENT;: 

nn•• nnnn• ~ nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn•' 
1 BM_ TDB •: nnnnnn' nnnn•: nnnnnn• 

S18 Jo !IS17 and (@ad< "20170725" @rlad<"20170725") J~~~'.:3{UB;! OR !!ON ll~~~:~03/11 
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il ......... 11 ........................................................................................................................................................................................... llif 1;T•I ......... 11 .. 

OR 

j :IBM TDB '. l= 

,: " r•"'"-" ~; nn,;•~o.., 
= ' , I·· ... ,,.-,. """•' .,,,, .. , ,-, "" '""""" ,.,.~,_,,,,, I ~; i ~ ........ 1,,. ..... 1 ;;•,:"'· ., 

S23 0 \ (subcription near4 permanent near4 identifier) same ( encrypt$3 decrypt$3) same (subcription near4 concealed near4 identifier) : US-PGPUB : OR !'ON : 2019/03/11: 

l iUSPAT; i j:::::,18:11 • \ i USOCR; i 
\ i FPRS; i 

.. :
! i EPO; JPO; i 

i DERWENT;i 

......... ~ ............................................................................................................................................................................................ IBM.TDB ......................... :=. 
S24 : 230665 l (455/410-411 I 455/435.1-435.3I380/277-282I380/283- US-PGPUB;: OR :nN : 2019/03/11: 

i ! 2851 H04W12/00IH04W12/001IH04W12/02I H04W12/04I H04W12/06IH04W12/0602I H04W12/0605IH04W8/18I H04W60/00I H04L63/0414I H04L63/0428).ccls,cpc. USPAT; i i j 18:36 i 

.... I ........ .1 i~iiT:1 ............. 1 ......... .1 ............. ! 
s2_5_! 2-26507-1 S24 and (@ad<" 20170725" @rlad< "201 70725") US-PGPUB; : o-R---------1 ON ______ ] 201-iii•-3/1_1_ 

' l USPAT; i : 18:37 

i ~= I I 

!,:, ~~~~;JPO· i i,:, 

DERWENT;! 
IRl'IA TDB 

S26 26623 \ S25 and (authenticat$3 near4 server) : US-PGPUB; i OR i ON : 2019/03/11 

\ i ~~~~~; i ~',,,,_ 18:38 ! i FPRS; i 

.

!::, i EPO; JPO; i 
i DERWENT;i 

~.:.:.:.:. ____________________________________________________________________________________________________________________________________________________________________________________________________ i!_~~-=-TDB 

S27 9822 \ S26 and (subscriber) : us-PGPLJB;; OR---------; ON------; 2•-1-9iQ3i1_1 _ 

_ I____J~:f _ _l=-
S28 312 l S27 and (home near4 network near4 (id identifier identification)) 

I 

i US-PGPUB i OR 
i USPAT; 
i USOCR; 
i FPRS; 

:2019/03/11 

I'" •o 
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S31 i 4 

S32 : 79 

l S29 and (conceal$3 near4 (identifier id identification)) 

! 

EPO· JPO· : 
DERWENT;! 
IBM TDB 

US-PGPUB· OR 
USPAT; : 
USCX:::R; : 
FPRS; : 
EPO· JPO· : 
DERWENT;! 
IRM TDB 

: 2019/03/11 

!'"' 
\ S29 and ((private public) near5 (key identifier identification)) •:US-PGPUB; OR i'ON ~u,i,uu:;111 

: EPO· JPO· : 
i DERWENT;! 

! i ~~~~; i i,,,, 18:43 

.... :
! i FPRS; : 

nn~• nnnn~ ~ nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn~' 
1 BM_ TDB ~: nnnnnn' nnnn~: nnnnnn~ 

S33 ! 43 I S32 and ((encrypt$3 encod$3) near4 (;d ;denw;er ;den1;1;ca1;on)) I~!~~] OR 1'0N l ~~1;~03/11 

\ i DERWENT;: : 
\ i IBM TDB , : 

S34 15 l S33 and ( (decrypt$3 decod$3) near4 (id identifier identification)) i US-PGPUB;: OR : ON 
\ i USPAT; : 
\ i USCX:::R; : 

1 ........................................................................................................................................................................................... ! ~:~~i~~.! ........... i 
S35 : 2508 \ ( elliptic near4 curve near5 encryption) u 
S36 573 \ (elliptic near4 curve near5 encryption near5 scheme) 

I 

: US PGPUB·: OR 
i USPAT ': 
iusocR- : 
i FPRS; , i 
i EPO; JPO; : 
i DERWENT;: 
j IBM TDB 

US-PGPUB;: OR 
USPAT; : 
USOCR; : 
FPRS; : 
EPO; JPO; : 
DERWENT: 
IBM TDB ,: 

ON 

S37 D (ell1pt1c near4 curve near5 encryption near5 integrate near5 scheme) US-PGPUB; OR ' ON 
USPAT; 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 

: 2019/03/11 

! rn "' 

:2019/03/13 

I'"' 
2019/03/13 
13:29 

;,,:::,,:==-'ir==============================================-'-';i''·-'-'~-M=·~-'-'.T=·D=B::,,-------------c-===;===~.1 
S38 266 (elliptic near4 curve near5 encryption near5 integrated near5 scheme) US-PGPUB; OR i ON 2019/03/13i 

USPAT; 13:30 ' 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
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____ j ________ ii ------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ ![1 BM_ TDB j ___________ ii ________ ii 
S39 : 262 \ S38 and (@ad<"20170725" @rlad<"20170725") : US-PGPUB· OR :•oN : 2019/03/13: 

l : USPAT; ': j:::::, 13:30 ' \ : UOOCR; : 

: EPO· JPO· : 
i DERWENT;! .... :

! : FPRS; : 

nn-• nnnn- ~ nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn- \ 
1 BM_ TDB - : nnnnnn \ nnnn-: nnnnnn- \ ] "" Im•.,'''""~", __ .. , ., .. ,, '"""' ""'"''"'' I~; I~ [J ,:·:"'''' 

S41 D l S39 and ((conceal$3) near4 (id identifier identification)) 'US-PGPUB· OR : ON 
l : USPAT; i 

I ~~n. 
:2019/03/13 

1•n 
S42: 60 \ S39 and ((conceal$3 encrypt$3) near4 (subscription id identifier identification)) i ~~~fUB;: OR 

i ! ! usocR; ! 

I ______ ___! I~~~:+ i 
S43-1"'o==or; S4=2=a=nd=(=h=om=e=ne=a=,4=n=e=,w=o=,,=n=e=a,=5=(,=de=n=tl=fie=,=,d=e=n,=lf=ica=,=,o=n)=I =============================s,US-PGPUB;: OR :•oN : 2019/03/13 

' l USPAT; : ' : 13:32 
: \ USOCR; : : 

I,, _________ I,, ~~~~;JPO; i ~ ~B~~~~T;! ~ 

:•oN 

S44 11 l S42 and (home near4 network) : US-PGPUB;: OR : ON : 2019/03/13 

l i USPAT; i I,',,,, 13:32 ! : USOCR; : 

I-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------! ~~~i~~·-! ===,==-'>'--=--=--=--=-,:;' ===,;, 
S45 11 \S44and(server) :us-PGPUB;:oR :oN :2019/03/12 

\ i ~~~~} i i,,,_ 13:32 

I,, i ~~~~;J~O; i 
: DERWENT;: 

--------I-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------' I BM - TDB - : ------------' ---------: ------------

~ :·II"'•"'•"'"'~',································································································································································~; ~~ l,:•~o.•, 

.. "II"".,,_,, ....................................................................................................................................................................... ~;. ~ ......... ~ I;:·~""'' 

Jj~~"~:',~~:~,••''"""'"""~'""-""••'••os>-!iJQQ: 
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S50 : 262 

S52 i D 

USPAT; I 
UOOCR; : 

~~;JPO-i 

DERWENT;! 
IRl'IA TDB 

'US-PGPUB; OR :•oN 

16:16 

\ S49 and (@ad< "20170725" @rlad< "20170725") 

I 
i ~~~~; i ~',,,_ 16:16 
: FPRS; : 
: EPO; JPO; : 
: DERWENT;: 

US-PGPUB;: OR 
USPAT; : 
USCX:::R; : 
FPRS; : 
EPO· JPO· : 
DERWENT;! 
IRl'IA TDB 

\ S55 and (@ad<"20170725" @rlad<"20170725") ::US PGPUB;: OR : ON 

: EPO; JPO; : 
: DERWENT;: 

:2019/03/13 

I'"" 
! i ~~~~~; i i,,,, 16:49 

.... :
! : FPRS; : 

nn~• nnnn~ ~ nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn~' 
1 BM_ TDB ~: nnnnnn' nnnn~: nnnnnn~ 

S57 ! 1 I 856 and (authent;cat$3 near4 server) I ~![i~] OR ! ON I ~~ 1
;~

03113 

\ : DERWENT;: : 
\ : IBM TDB , : 

S58 5 l ((null$encryption (null near2 encryption)) near3 scheme) : US-PGPUB;: OR : ON : 2019/03/13 

\ : USPAT; : j:::::: 16:52 \ : USOCR; : 
\ : FPRS; : 

1 ......................................................................................................................................................................................... J:~~i~~.! ........... :>' .. =--=--=--=·"l' ===,;1 
\ S58 and ( elliptic near4 curve near5 encryption near5 integrated near5 scheme) IIUS-PGPUB;: OR : ON : 2019/03/12 
1 

USPAT : i,,. 16:52 ! usocR; ! _ 
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FPRS· : 
EPO· ,JPO· : 

DERWENT;! 
IRM TDB 

S60 :5 \S58 and (@ad<"20170725" @rlad<"20170725") ::US-PGPUB; OR :•oN :2019/03/12 

\ i ~~~~; i ~',,,,_ 17: 06 ! : FPRS; : 

: DERWENT;: 

.

!::, : EPO; JPO; : 

___________________________________________________________________________________________________________________________________________________________________________________________ i!_~fY!-=-TDB 

S61 : 0 ! S60 and (elliptic near4 curve near5 encryption) 'us-PGPLJB:- o-R---------; ON------; 2•-1-9i()3i1-3 

_._I____J~:t _ _i=-
S62 i O l S60 and ((elliptic curve) near5 encryption) : US-PGPUB;:[R : ON : 2019/03/13 

: \ : USPAT; : : ..... j::::::: 1.7:10 
: ! :usocR; : : 

i ......... 1:: i ~~~;JPO; i i : : DERWENT;: : 

_____ j -----------------------------------------------------------------------------------------------------------------------------------------_: 1_~!':'.lcc:.""!"~~---: ____________ _: ___ _ 

= 1· r ·· ··•"-'"" --·· ·-- ~; ~ ,. r"""' 
~1, r····--·•"''-"•··· I~/ rr·,:""" 
S65 214 l ( (null$encryption (null near2 encryption)) near3 (algorithm scheme)) : US-PGPUB;: OR : ON 

\ : USPAT; : 
\ : USOCR; : 

1 ........................................................................................................................................................................................... ! ~:~~i~~.! ........... i 
:2019/03/13 

1 ·" 

S66 : 2 \ S65 and (elliptic near4 curve near5 encryption near5 integrated near5 scheme) i ~~~fUB; i OR 

i ! i usocR; i 

:oN 

I ...... J I ~:~~i~+ i 
S67-1"'2==or; S=6=6=a=nd=(=@=a=d<=,=,2=01=7=0=72=5=" =@=,,=ad=<=,,2=0=1=70=7=25="=) =================================-;'Lii~PGPLJB;-: OR __________ ! ON ______ : 2019/03/13 

: I ~igi~ i i,,,,_ 17:14 

I --------· I ~:~1i~+: 
S68 214 t::ibtJ and (@ad<"20170725" @rlad<"20170725") US-PGPUB; OR ' ON 

USPAT; 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 

2019/03/13 
17:22 

;,,:::,,==x=====-=c========================================-'-';i''·:.,~-M=·~:.,·T=·D=B,'-cr-------------======~.r 
S69 96 \ S68 and (authenticat$3 near4 server) US-PGPUB; OR : ON 2019/03/13! 

l USPAT; 17:22 ' 
\ USOCR; 

.. :! -EPO; JPO; 
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!!~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ i ~B~~~~T;: 
S70: 1 i 869 and (SUPI (subcrlptlon near4 permanent near4 Identifier)) :~uS-=P"'G=PU=B~.f O=R==!,~,O=N=~,f 2=0=19=/0=3/=s12I 

l i USPAT; ': j:::::, 17:22 \ i UOOCR; i 

'''':
! i FPRS; i 

: EPO· JPO· : 
i DERWENT;! 

;;:;;:;;:;;:;;:' ;;:;;:;;:;;:;;:;;:;;:;;:;;:) ;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:, I BM_ TDB;;: : ;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:, ;;:;;:;;:;;:;;:;;:;;:;;:;;:: ;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;:;;: 

3/25/2019 12:31 :24 PM 
C:\ Users\ hho3\ Documents\ EAST\ Workspaces\ 16200037.wsp 
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APPLICATION NUMBER FILING OR 3 71 (C) DATE 

16/200,037 11/26/2018 

6449 
ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 
SUITE 800 
WASHINGTON, DC 20005 

Title:SUBSCRIPTION CONCEALED IDENTIFIER 

Publication No.US-2019-0098502-A 1 
Publication Date:03/28/2019 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Vesa TORVINEN 3602-1734US2 
CONFIRMATION NO. 8611 

PUBLICATION NOTICE 

111111111111111111111111]~!1]!~1!~1! ~!IHl!III 111111111111111111111111111 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set 
forth in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's 
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800) 
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office, 
Public Records Division, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and 
the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through 
the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application 
Information and Retrieval (PAIR) system. The direct link to access this status information is currently 
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only 
be obtained by applicant using the private side of PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 

Lenovo Ex. 1009 
Page 109



APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

16/200,037 11/26/2018 

6449 7590 02/22/2019 

ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 
SUITE 800 
WASHINGTON, DC 20005 

Vesa TORVINEN 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. 

3602-1734US2 

CONFIRMATION NO. 

8611 

EXAMINER 

ART UNIT PAPER NUMBER 

2642 

NOTIFICATION DATE DELIVERY MODE 

02/22/2019 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

PTO-PAT-Email@rfem.com 

PTOL-90A (Rev. 04/07) 
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Decision Granting Request for 
Prioritized Examination (Track I) 

Application No. 
16/200,037 

Examiner 

Liana Walsh 

1. THE REQUEST FILED 26 November 2018 IS GRANTED. 

Applicant(s) 

TORVINEN et al. 

Art Unit 
OPET 

The above-identified application has met the requirements for prioritized examination 
A. ~ for an original nonprovisional application (Track I). 
B. D for an application undergoing continued examination (RCE). 

AIA (First Inventor 
to File) Status 
Yes 

2. The above-identified application will undergo prioritized examination. The application will be 
accorded special status throughout its entire course of prosecution until one of the following occurs: 

A. 

B. 

C. 

D. 

E. 

F. 

G. 

H. 

I. 

filing a petition for extension of time to extend the time period for filing a reply; 

filing an amendment to amend the application to contain more than four independent 
claims, more than thirty total claims , or a multiple dependent claim; 

filing a request for continued examination ; 

filing a notice of appeal; 

filing a request for suspension of action; 

mailing of a notice of allowance; 

mailing of a final Office action; 

completion of examination as defined in 37 CFR 41.102; or 

abandonment of the application. 

Telephone inquiries with regard to this decision should be directed to Liana Walsh at (571)272-3206. In 

his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282. 

/LIANA S WALSH/ 
Lead Paralegal Specialist, OPET 

U.S. Patent and Trademark Office 

PTO-2298 (Rev. 02-2012) 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 16/200,037 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 300 
(37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A N/A 660 
(37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A N/A 760 
(37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 23 minus 20= 3 (37 CFR 1.16(i)) 
OR X 100 = 300 

INDEPENDENT CLAIMS 4 minus 3 = 1 X 460 = 460 
(37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2480 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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APPLICATION NUMBER FILING OR 3 71 (C) DATE 

16/200,037 11/26/2018 

6449 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Vesa TORVINEN 3602-1734US2 
CONFIRMATION NO. 8611 

INFORMAL NOTICE 
ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 1111111111111111111111 ll]~!l]!~l!~IU!IHHH] 11111111111111111111111 

SUITE 800 
WASHINGTON, DC 20005 

Date Mailed: 02/15/2019 

INFORMATIONAL NOTICE TO APPLICANT 

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for 
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's 
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute 
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the 
expiration of the time period set in the "Notice of Allowability" to avoid abandonment. See 37 CFR 1.53(f). 

The item(s) indicated below are also required and should be submitted with any reply to this notice to avoid 
further processing delays. 

• A properly executed inventor's oath or declaration has not been received for the following inventor(s): 
Vesa TORVINEN 
Noamen BEN HENDA 
David CASTELLANOS ZAMORA 
Prajwol Kumar NAKARMI 
Pasi SAARINEN 
Monica WIFVESSON 

/nton/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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APPLICATION 
NUMBER 

16/200,037 

6449 

FILING or 
37l(c)DATE 

11/26/2018 

GRPART 

UNIT 

2642 
FIL FEE REC'D 

2640 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

3602-1734US2 23 4 
CONFIRMATION NO. 8611 

UPDATED FILING RECEIPT 
ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 1111111111111111111111 m~mll!UHH~i~ 111111111111111 IIII 1111 

SUITE 800 
WASHINGTON, DC 20005 

Date Mailed: 02/15/2019 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 

Applicant( s) 

Vesa TORVINEN, Sauvo, FINLAND; 
Noamen BEN HENDA, Stockholm, SWEDEN; 
David CASTELLANOS ZAMORA, Madrid, SPAIN; 
Prajwol Kumar NAKARMI, Sollentuna, SWEDEN; 
Pasi SAARINEN, Jarfalla, SWEDEN; 
Monica WIFVESSON, Lund, SWEDEN; 

Telefonaktiebolaget LM Ericsson (publ), Stockholm, SWEDEN; 
Assignment For Published Patent Application 

Telefonaktiebolaget LM Ericsson (publ), Stockholm, SWEDEN 

Power of Attorney: The patent practitioners associated with Customer Number 06449 

Domestic Priority data as claimed by applicant 
This application is a CON of PCT/EP2018/069432 07/17/2018 
which claims benefit of 62/536,632 07/25/2017 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 12/14/2018 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 16/200,037 

Projected Publication Date: 03/28/2019 

Non-Publication Request: No 

Early Publication Request: No 
Title 

SUBSCRIPTION CONCEALED IDENTIFIER 

Preliminary Class 

455 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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lNTHE UNITED STATES PATENT.4ND TRADEMARK OFFICE 

Application No. 
First Named Inventor 
Filed 
TC/A.U. 
Examiner 
Docket No. 
Customer No. 
Confirmation No. 

16/200037 
Vesa TORVINEN 
November 26, 2018 
2642 

3602--1734US2 
6449 
8611 

RESPONSE TO NOTICE TO FILE MISSING PARTS 

Mail Stop: Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313--1450 

Dear Sir: 

In response to the Notice to File Missing Parts mailed December 18, 2018, Applicant submits 

the following, which Applicant believes will satisfy the requirements specified in the Notice. 

~ Undiscounted Filing Fees Total: $160 

o $160 Surcharge 

Please charge the required fees in connection with this submission to Deposit Account No. 

02-2135. 

Date: February 12, 2019 By 

Respectfully submitted, 

Brian S. Rosenbloom 
Attorney for Applicants 
Registration No. 41,276 
ROTHWELL, FIGG, ERNST & MANBECK, p.c. 
Suite 800, 607 14th Street, N.W. 
Washington, D.C. 20005 
Telephone: (202)783-6040 
brosenbloom@rfem.com 
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Electronic Patent Application Fee Transmittal 

Application Number: 16200037 

Filing Date: 26-Nov-2018 

Title of Invention: SUBSCRIPTION CONCEALED IDENTIFIER 

First Named Inventor/Applicant Name: Vesa TORVINEN 

Filer: Brian S. Rosenbloom/Xania Steele 

Attorney Docket Number: 3602-1734US2 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

LATE FILING FEE FOR OATH OR DECLARATION 1051 1 160 160 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 160 
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Electronic Acknowledgement Receipt 

EFSID: 35124938 

Application Number: 16200037 

International Application Number: 

Confirmation Number: 8611 

Title of Invention: SUBSCRIPTION CONCEALED IDENTIFIER 

First Named Inventor/Applicant Name: Vesa TORVINEN 

Customer Number: 6449 

Filer: Brian S. Rosenbloom/Xania Steele 

Filer Authorized By: Brian S. Rosenbloom 

Attorney Docket Number: 3602-1734US2 

Receipt Date: 12-FEB-2019 

Filing Date: 26-NOV-2018 

Time Stamp: 17:23:25 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $160 

RAM confirmation Number 021319INTEFSW00003852022135 

Deposit Account 022135 

Authorized User Xania Steele 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.17 (Patent application and reexamination processing fees) 

37 CFR 1.21 (Miscellaneous fees and charges) Lenovo Ex. 1009 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

45765 

1 
Applicant Response to Pre-Exam 3602-1734US2_Response-

no 1 
Formalities Notice NOMP.pdf 

Sab4c2612b33 eOb 1 fe2ccb6b9d 75 b 1 fl 7 b9 
b8099 

Warnings: 

Information: 

30332 

2 Fee Worksheet (5B06) fee-info.pdf no 2 
4b45c9d5939145cefdc5a 128f3ab 1 Se360af 

8036 

Warnings: 

Information: 

Total Files Size (in bytes) 76097 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

16/200,037 11/26/2018 Vesa TORVINEN 3602-1734US2 

CONFIRMATION NO. 8611 
FORMALITIES LETTER 6449 

ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 
SUITE 800 

11111111111111111 lllll ll]~!l]!~l!~IU!ll!~il~UIII 111111111111111 IIII IIII 

WASHINGTON, DC 20005 

Date Mailed: 12/18/2018 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. 

Applicant is given TWO MONTHS from the date of this Notice within which to file all required items below to avoid 
abandonment. Extensions of time may be obtained by filing a petition accompanied by the extension fee under 
the provisions of 37 CFR 1.136(a). 

• Surcharge as set forth in 37 CFR 1.16(f) must be submitted. 
The surcharge is due for any one of: 

• late submission of the basic filing fee, search fee, or examination fee, 
• late submission of inventor's oath or declaration, 
• filing an application that does not contain at least one claim on filing, or 
• submission of an application filed by reference to a previously filed application. 

SUMMARY OF FEES DUE: 

The fee(s) required within TWO MONTHS from the date of this Notice to avoid abandonment is/are itemized 
below. No entity status discount is in effect. If applicant is qualified for small entity status, a written assertion of 
small entity status must be submitted to establish small entity status. (See 37 CFR 1.27). If applicant is qualified 
for micro entity status, an acceptable Certification of Micro Entity Status must be submitted to establish micro 
entity status. (See 37 CFR 1.29 and forms PTO/SB/15A and 15B.) 

• $ 160 surcharge. 
• $( 0) previous unapplied payment amount. 
•$160TOTALFEEBALANCEDUE. 

Items Required To Avoid Processing Delays: 

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for 
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's 
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute 
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the 
expiration of the time period set in the "Notice of Allowability" to avoid abandonment. See 37 CFR 1.53(f). 
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• A properly executed inventor's oath or declaration has not been received for the following inventor(s): 
Vesa TORVINEN 
Noamen BEN HENDA 
David CASTELLANOS ZAMORA 
Prajwol Kumar NAKARMI 
Pasi SAARINEN 
Monica WIFVESSON 

Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing 
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more 
information and a suggested format, see Form PTO/SB/92 and MPEP 512. 

Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy 
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice". 
https ://sportal. uspto .gov/authenticate/ AuthenticateUserLocal EP F. htm I 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/lvongxay/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 16/200,037 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 300 
(37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A N/A 660 
(37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A N/A 760 
(37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 23 minus 20= 3 (37 CFR 1.16(i)) 
OR X 100 = 300 

INDEPENDENT CLAIMS 4 minus 3 = 1 X 460 = 460 
(37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2480 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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APPLICATION 
NUMBER 

16/200,037 

6449 

FILING or 
37l(c)DATE 

11/26/2018 

GRPART 

UNIT 

2491 
FIL FEE REC'D 

2480 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

3602-1734US2 23 4 
CONFIRMATION NO. 8611 

FILING RECEIPT 
ROTHWELL, FIGG, ERNST & MANBECK, P.C. 
607 14th Street, N.W. 1111111111111111111111 m~mll!Ul!Ui~~)ll 11111111111111111111111 

SUITE 800 
WASHINGTON, DC 20005 

Date Mailed: 12/18/2018 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 

Applicant( s) 

Vesa TORVINEN, Sauvo, FINLAND; 
Noamen BEN HENDA, Stockholm, SWEDEN; 
David CASTELLANOS ZAMORA, Madrid, SPAIN; 
Prajwol Kumar NAKARMI, Sollentuna, SWEDEN; 
Pasi SAARINEN, Jarfalla, SWEDEN; 
Monica WIFVESSON, Lund, SWEDEN; 

Telefonaktiebolaget LM Ericsson (publ), Stockholm, SWEDEN; 
Assignment For Published Patent Application 

Telefonaktiebolaget LM Ericsson (publ), Stockholm, SWEDEN 

Power of Attorney: The patent practitioners associated with Customer Number 06449 

Domestic Priority data as claimed by applicant 
This application is a CON of PCT/EP2018/069432 07/17/2018 
which claims benefit of 62/536,632 07/25/2017 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
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LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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Methods, network nodes, mo bile entity, computer program :s and 

computer program products for protecting privacy of am o bile entity 

Technical field 

The technology disclosed herein relates generally to the field of communications 

5 systems and in particular to methods and means for protecting privacy of subscribers 

in such systems. 

:Background 

In vvireless communication there is inherently a risk of eavesdropping, i.e. that data 

sent from or to a user may be intercepted and used by an unintended user. Locations 

10 or traveling routes of a user in a mobile network could, for instance, be tracked by 

tracing lo which cells the user is connected or through which cells the user is 

traveHing, resulting in in privacy infringement. 

His known that the technical implementation of many trust models, in duding those 

used in mobile networks, may leave open the possibility for various types of attacks, 

15 from external hackers as well as malicious insiders. lf, for example, a network 

operator's trust for its employees is betrayed, security is typically lost. Entities with 

access to interconnect networks, interconnecting home and visited networks, are 

often authorized to perform very sensitive operations on other entities and security 

thereof is therefore of high importance. 

20 In recent years there has been much publicity around cases wherein attacks have 

been performed on networks supporting the operation of mobile communications 

systems. For example, attackers have quite easily obtained legal or illegal access to 

signaling system 7 (SS7) networks, and by using that access have been able to elicit 

privacy sensitive information such as subscribers' precise geographical location. 

25 However, attacks are not only performed via such gray-area access to interconnecting 

networks. There have also been various cases of actively compromising nodes in the 

mobile network core and vendors development en vironrn.ents. 

Another type of attack comprises obtaining the identity of a mobile subscriber, e.g. 

International Mobile Subscriber Identity (IMSI) catchers. The lMSI catcher. in the 

30 simplest form, requests the long-term subscriber identity from a mobile terminal. 

Since this is a valid request in normal operations, the mobile terminal replies with its 
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long-term subscriber identity according to standardized protocols. The IMSI catchers 

can be used e.g. to keep track of who is moving in a certain area. In addition, more 

advanced lMSl catchers can eavesdrop on the traffic to and from the mobile terminal. 

Cellular standards do not address threats from such attack-devices. and it is a non-

.5 trivial issue since the TMSI requests may occur when there is no security context 

avai1ahlc to cryptographically protect the request. 

A current solution for protecting the privacy of the subscriber's identity is based on a 

serving network assigning a temporary identity to the mobile terminal at regular 

intervals. The long-term identity is used only as a fallback mechanism or when a 

10 temporary identity has not yet been assigned. The long-term identity may be the 

mentioned IMSI and the temporary identity is then the Temporary Mobile Subscriber 

ldcntity (TMSI). There arc also other temporary identifiers used, e.g. various Radio 

Network Temporary Identifiers (RNTls) used locally for radio access specific parts, 

e.g. for identifying radio channels. 

1.5 To avoid a lock--out of a mobile terminal when errors occur, e.g. when the serving 

network or the mobile terminal has lost the TMSL the above mentioned fallback 

mechanism is provided, wherein the mobile terminal falls back to using the IMSI 

whenever the serving net\vork so requests. This fallback is what the mentioned lMSl­

catchers use to obtain the IMSI from the mobile terminals. The current way of 

20 protecting privacy does hence not provide any protection against an active attacker 

on the air--intcrface, claiming to be a legitimate network that has lost the temporary 

identity. Neither is there any protection against passive eavesdroppers who happen to 

be present when (legitimate or illegitimate) lMSl requests are made. 

At the initial phases of Universal Mobile Telecommunications System (UMTS) and 

2.5 Long Term Evolution (LTE) standardization, some enhanced long-term identity 

protection mechanisms were discussed. The three options that were discussed 

included encrypting IMSI by a public key of the network, encrypting IMSI using a 

shared group key, and authenticating IMSI requests by the network. 

The option of encrypting IMSI by a public key of the network was, eventually, 

30 dismissed clue to the complexity and limited processing power for public key 

operations of mobile terminals that existed at the time. Further, this option may not 

protect against ma]icious insiders, e.g., from a roaming partner who could see a 
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business case in extracting and selling lMSls and the corresponding location of 

mobile term in aJs. 

The option of encrypting TMST using a shared group key does not prevent other 

rnobile terminals, who also know the group key, from obtaining the IMSI. 

5 The third option, the authenticating IMS! requests by the network does not protect 

against passive (eavesdropping) attackers and requires cornp1ex key management 

associated with the serving network, e.g. a public key infrastructure (PKI). 

Further, since the trust model assumes that anyone with access to the 

interconnecting network is trusted to behave vvelL the nodes in the serving network 

10 will supply sensitive information such as the precise location of a subscriber when 

requested to do so by another node connected to the interconnecting network. As is 

evident from the multiplc occurrences of various attacks, this trust model docs no 

longer match reality. The privacy protection of the subscriber identity, being designed 

under the assumption that the trust model holds, is therefore ineffective. 

15 The above mentioned problems occur also for other cornrnunications system. For 

example, systems using the Extensible A1Hhentication Protocol (EAP) have various 

rnechanism s to handle identifiers. As an example, when using the EAP­

Authentication and Key Agreement (AKA) mechanism, there are occasions where the 

network issues identity requests that the terminal must accept and respond to. While 

20 also here a scheme of temporary identities is supported, there are occasions during 

normal operation when there is no option but to disclose the long term identity. In 

the specific case of EAP-AKA, which is used in some Wireless Local Area Networks 

(WLAN), this identity will again reveal the lMSl. In other cases, long term identities 

may be disclosed in the form of user names encoded in "lssued-to"fields of public key 

25 certificates, etc. 

From the above it is clear that there is a need for improvements in view of handling of 

identifiers in order to prevent identification of subscribers and to protect their 

privacy. 

Summary 

30 An objective of the present disclosure is to address and solve or at least alleviate at 

least one of the above men tinned problems. 
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The objective is according to an aspect achieved by a method for a first network node 

(e.g. a home subscriber server, HSS) of protecting confidentiality of a first identifier 

associated by the first nehvork node with a subscription used by a mobile entity in a 

communications network, The communications network comprises a home network 

.5 oft he mobile entity and a serving network serving the mohile entity. The method 

comprises the fo11owing steps performed by a first network node which is part of the 

home network: receiving, from a second network node, which is part of the serving 

network, a first request for authentication information for the mobile entity, the first 

request con1prising the first identifier, generating a first pseudonym associated with 

10 the first identifier, creating a link between the first pseudonym and the first 

identifier, and sending, to the second netvvork node, the first pseudonym in response 

to the first request for authentication information for use as an identifier for the 

mobile entity in the serving network. 

A.n advantage of the method is that e.g. IMSI catchers are rendered less useful. since 

1.5 they will only be ab1e to catch a pseudonym, which in addition may he changed often. 

Further, nodes of the serving network will become less attractive as attack targets, 

since the IMSI will not be available to them, Still further, the method reduces the 

problem of almost any entity with access to an interconnecting network being ab]e to 

request the precise location of a subscriber. 

20 The objective is according to an aspect achieved by a con:1puter prograrn for a first 

network node for protecting confidentiality of a first identifier associated by the first 

network node with a subscription used by a mobile entity. The computer program 

corn prises computer program code. which, vvhen executed on at least one processor of 

the first network node causes the first network node to perfonn the method as above. 

2.5 The objective is according to an aspect achieved by a cornputer prngrarn product 

corn prising a computer program as above and a computer readable means on which 

the computer program is stored. 

The objective is according to an aspect achieved by a method in a first netvvork node 

for protecting confidentiality of a first identifier associated by the first network node 

30 with a subscriplion used by a mobile entity in a communications net work. The 

communications network comprises a home network of the mobile entity and a 

serving network serving the mobile entity. The first network node is part of the home 
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network and is configured to: receive, from a second network node, which is part of 

the serving network, a first request for authentication information for the mobile 

entity, the first request comprising the first identifier, generate a first pseudonym 

associated with the first identifier, create a link between the first pseudonym and the 

.5 first identifier, and send, to the second network node, the first pseudonym in 

response to the first request for authentication information for use as an identifier for 

the mobile entity in the serving network. 

The objective is according to an aspect achieved by a method for a second network 

node (e.g. a mobility management entity, MME) of protecting confidentiality of a first 

10 identifier associated by a first network node with a subscription used by a mobile 

entity in a communications net work. The communications network comprises a 

home network of the mobile entity and a serving network serving the mobile entity. 

The method comprises the following steps, performed by the second network node, 

which is part of the serving network: sending, to the first network node, which is part 

1.5 of the home network, a first request for authentication information for the mobile 

entity, the first request comprising the first identifier, receiving, from the first 

network node, a first pseudonym associated with the first identifier in response to the 

first req uesL creating a link between a tern porary identifier of the mobile entity and 

the first pseudonym, and using the first pseudonym as identifier of the mobile entity. 

20 The objective is according to an aspect achieved by a computer program for a second 

network node for protecting confidentiality of a first identifier associated by a first 

network node with a subscription used by a mobile entity. The computer program 

corn prises computer program code, which, when executed on at least one processor of 

the second network node causes the second network node to perform the method as 

25 above. 

The objective is according to an aspect achieved by a computer program product 

comprising a computer program as above and a computer readable means on which 

the computer program is stored. 

The objective is according to an aspect achieved by a second network node for 

30 protecting confidentiality of a first identifier associated by a first network node (5, 15) 

with a subscription used by a mobile entity in a communications network. The 

cornrnunications network comprises a home network of the mobile entity and a 
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serving network serving the mobile entity. The second network node is part of the 

serving network and is configured to: send, to a first network node, vv·hich is part of 

the home net\vork, a first request for authentication information for the mobile 

entity, the first request comprising the first identifier, receive, from the first network 

.5 node, a first pseudonym associated with the first identifier in response to the first 

request, create a link between a temporary identifier oft he mobile entity and the first 

pseudonym, and use the first pseudonym as identifier of the mobile entity. 

The objective is according to an aspect achieved by a method for a mobile entity of a 

communications network of protecting confidentiality of a first identifier associated 

10 with a subscription used by the mobile entity. The communications network 

comprises a home net work of the mobik entity and a serving network serving lhe 

mobile entity. The method comprises sending to a second network node, ,vhich is 

part of the serving network, an attachment request, the attachment request 

comprising a first pseudonym previously generated for the mobile entity by a first 

1.5 network node, which is part of the home network, or the first identifier in encrypted 

format, encrypted in the mobile entity, and receiving, from the second network node, 

a second pseudonym associated with the mobile entity in response to the attachment 

request. 

The objective is according to an aspect achieved by a computer program for a mobile 

20 entity of a communications network for protecting confidentiality of a first identifier 

associated with a subscription used by the mobile entity. The computer program 

corn prises computer program code. which, ,vhcn executed on at least one processor of 

the mobile entity causes the mobile entity to perform the method as above. 

The objective is according to an aspect achieved by a computer program product 

2.5 comprising a computer program as above and a computer readable means on which 

the computer program is stored" 

The objective is according to an aspect achieved by a mobile entity of a 

communications network of protecting confidentiality of a first identifier associated 

with a subscription used by the mobile entity The communications network 

30 comprises a home network of the mobile entity and a serving network serving the 

mobile entity. The mobile entity is configured to: send to a second network node, 

which is part of the serving network, an attachment request, the attachment request 
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comprising a first pseudonym previously generated for the mobile entity by a first 

network node, which is part of the home network, or the first identifier in encrypted 

format, encrypted in the mobile entity, and receive, from the second network node, a 

second pseudonym associated with the mobile entity in response to the attachment 

.5 request. 

Further features and advantages of the embodiments of the present teachings will 

hecome clear upon reading the following description and the accompanying 

drawings. 

:Brief description of the drawings 

10 Figure 1 illustrates schematically a general cornmunication s network in which 

embodiments according to the present teachings maybe implemented. 

Figure 2 illustrates schematically a basic LTE network in which embodirnents 

according to the present teachings may be implemented. 

Figure 3 is an exemplary sequence diagram illustrating an aspect according to the 

15 present teachings. 

Figure 4 is an exemplary sequence diagram illustrating an aspect according to the 

present teachings. 

Figure 5 summarizes exemplary ways of conveying a pseudonym from a home 

network to a mobile entity. 

20 Figure 6 illustrates a flow chart over steps of an embodiment of a method in a first 

network node (e.g. HSS) in accordance with the present teachings. 

Figure 7 illustrates schernaticaHy a communications network and means for 

implementing embodiments in accordance with the present teachings. 

Figure 8 illustrates a first network node comprising function modules/software 

25 modules for implementing embodiments of the present teachings. 

Figure 9 illustrates a How chart over steps of an embodiment of a method in a second 

network node (e.g. MME) in accordance with the present teachings. 
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Figure 10 illustrates a second network node comprising function modules/ software 

modules for implementing embodiments of the present teachings. 

Figure 11 illustrates a flow chart over steps of an embodiment of a method in a mobile 

entity in accordance with the present teachings. 

5 Figure 12 illustrates schernatically a mobile entity and means for implementing 

embodiments in accordance with the present teachings. 

Figure n illustrates a rnohile entity comprising function modules/ sofh,vare modules 

for implementing embodiments of !he present teachings. 

Detailed description 

10 In the following description, for purposes of explanation and not limitation, specific 

details are set forth such as particular architectures, interfaces, techniques, etc. in 

order to provide a thorough understanding. In other instances. detailed descriptions 

of well-known devices. circuits, and methods are omitted so as not to obscure the 

description with unnecessary detail. Same reference numerals refer to same or 

15 sirnilar elements throughout the description. 

Briefly, the present teachings provide, in different aspects and embodiments, privacy 

protection against compromised nodes of a serving network and malicious insiders as 

well as IMSJ catchers hy not providing the IMSf to the serving net\"vork, and instead 

providing a pseudonym which may be regularly updated. Examples of such nodes of 

20 the serving nehvork comprise Mobile Switching Center (MSC), Serving GPRS support 

node (SGSN), Mobility Management Entity (MME), etc. 

If the serving network node (e.g. MME) is nevertheless compromised, an attacker will 

only get access to the pseudonym and cannot easily deduce to which IMSI the 

pseudonym belongs. In addition, when a serving network node loses the TMSI or the 

25 pseudonym for a given mobile terminal, it will not request the lMSI from the mobile 

terminal, but rather request the pseudonym. However, it is noted that such 

pseudonym request may technically be implemented as a standard IMSI request, but 

the response from the mobile terminal comprises the pseudonym instead of the IMSI. 

Depending on implementation, the serving network node may issue a conventional 

30 IMSI request, but receive in response an encrypted IMSI or a pseudonym. An 
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advantage of such embodiments is transparency to the serving network, if the 

pseudonym is formatted according to the same principles as an IMSI. Alternatively, 

the serving network node may send a ne,v type of request, a "pseudonym request". 

and receive in response the pseudonym. Since the mobile terminal does not send the 

.5 IMS!, at least not unencrypted, an !MST catcher will not he ahle to ohtain anything 

else than the pseudonym. 

The described mechanism does not completely protect against IMSI catchers, which 

could catch the IMSI of a mobile terminal not yet having a pseudonym in the visited 

network and doing an attach request to an MME. However, the mechanism can be 

10 combined with other security measures, such as the above-mentioned encryption of 

lMSL An example of such encryption comprises encrypting a mobile subscription 

identification number (MSIN) part of the lMSl using a public key of the home 

network operator before sending it from the mobile terminal to the serving network. 

The serving network can still route the message to the correct home network based 

1.5 on the Mobile Network Code (MNC) and Mobile Country Code (MCC) parts of the 

lMSL which parts can be left in clear text. It is noted that this particular encryption 

does not prevent the problem of misbehaving serving network nodes (e.g. MMEs). 

The present disclosure does that, so the two parts provides complete protection in a 

cornplementary way. 

20 A general objective of the present teachings is to address at least one or some of the 

disadvantages with the prior art solutions described in the background section. The 

various steps described below in connection with the figures should primarily be 

understood in a logical sense, while each step may involve the con:1munieation of one 

or more specific messages depending on the implementation and protocols used. 

2.5 Ernhodiments according to the present teachings relate, in general, to the field of 

providing privacy for subscribers and other users in a communications network. In 

particular, embodiments are described for generating a pseudonym in a home 

network and using this pseudonym for identifying a nrnbile entity used by a 

subscriber in a serving network. Thereby, the long-term identity of the subscriber will 

30 remain hidden from the serving network as well as entities eavesdrop ping on 

communication between the serving network and the mobile entity. 
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The disclosed mechanism applies to general communications networks where the 

subscriber can roam into a serving network which may be controlled by another 

(separate) legal entity than the entity controlling the subscriber's home network. As 

particular examples, the disclosed mechanism is applicable for instance in LTE, 

.5 Wideband Code Division Multiple Access (WCDMA) and G-1oba1 System for Mobile 

Communications (GSM) networks CDMA/CDMA2000 defined by 3GPP2, or access 

technologies such as those of the IEEE 802.11 (WLAN) or 802.16 (WiMAX) families, 

etc. In the following, aspects and embodiments according to the present teachings are 

described in the context of LTE, but as will be appreciated by a person skilled in the 

10 ari, the teachings are applicable to a general communications network, such as 

illustrated in figure 1. 

Figure 1 illustrates schematically a general communications network 1 comprising a 

home network 3 controlled by a home--operator and a serving network 2 controlled by 

a serving operator. lt is noted that the home--operator and serving operator may be 

1.5 the same entity. The serving network 2 may also be denoted visited network, e.g. 

when the serving operator is a different entity than the home-operator. A subscriber 

operating a mobi]e entity 6 has a subscription or is otherwise registered as a user with 

the home-operator. The subscriber. e.g. a roaming subscriber, has typica11y no direct 

business relation with the serving operator, e.g. need not be a subscriber also with the 

20 serving operator. However, it is noted that the serving network 12 and the home 

network 3, 13 may belong to the same operator. 

In the serving network 2 a serving function 4 is controlling the n:1obiie entity 6 

operated by the subscriber, e.g. in view of authentication, bearer activation and 

deactivation, allocation of temporary identities for the mobile entity 6. The serving 

2.5 network may comprise a nurnher ofhase stations, e.g. evolved Node Bin case ofLTE, 

providing wireless communication for the mobile entity 6 in one or more ceUs. The 

serving function 4 is connected to a home function 5 in the horne network 3. The 

hon1e function 5 may comprise a node comprising or having access to user and/ or 

subscriber-related information, information on subscriptions such as subscriber 

30 credentials, available services, mobility management information etc. 

Figure 2 schematically illustrates a basic LTE network 10, comprising a mobile entity 

16 operated by a subscriber, nodes such as a Mobility r..11anagement Entity (MME) 14 
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of a serving network 12, controlling the mobile entity's 16 access via the Evolved 

Universal Terrestrial Radio Access Network (E-UTRAN) 17, and a Home Subscription 

Server (HSS) 15 of the home net\vork 3, 13. E-UTRAis the air interface ofLTE, over 

which the mobile entity 16 communicates with eNodeBs. E-UTRAN is a combination 

5 ofE-UTRA, UEs and eNnodeBs, generally indicated at reference numeral 17. The 

MME 14 is an example on the serving function 4 mentioned with reference to figure 1, 

while the HSS 15 is an example on the home function 5. The eNodeBs of the E­

UTRA.il\J 17 communicates with the MME 14 over an Sl interface. The MME 14 in turn 

communicates with the HSS 15 over an S6a interface. It is noted that the UE 16 

10 comprises mobile equipment (ME) and a Universal Subscriber ldentity Module 

(USlM), and the ME typically has an identifier, e.g. International Mobile Station 

Equipment Identity (IMEI), enabling the communications network to identify the 

device. The UE 16 also comprises an identifier, e.g. the IMSI associated with a 

subscription tied to the UE 16, the subscription allowing the UE 16 to be used for 

15 obtaining services from the cornmunications network. The UE user identifier (e.g. 

IMSI) is typicaUy provided on a removable card, e.g. Universal Integrated Circuit 

Card (UICC) card, while the ME identifier (e.g. IMET) can be found in or on the ME 

16. 

It is noted that when the subscription/IMSI is associated with a removable card such 

20 as UICC the ME part of the UE 16 may in principle change over time due to so called 

''plastic roaming": when the user/ subscriber simply moves the UTCC from one ME to 

another. Such plastic roaming does not affect the principles of the invention. It is not 

possible to maintain service while the UICC is moved from one ME 16 to another, and 

the description helow relates to steps and methods occurring while the UICC is 

25 inserted in to a specific ME 16. 

Figure 3 is an exemplary sequence diagram illustrating an aspect according to the 

present teachings. In the disclosed mechanisrn, a pseudonym is used to protect the 

privacy of the long-term subscriber identity in the LTE environment. In the following, 

the mobile entity 16 is represented and exemplified by a user equipment (UE) 16. 

30 At arrow 1, the UE 16 performs an attach procedure to the MME 14 when the UE 16 

registers to the serving network 12. If the UE 16 has access to a TMSI, the UE 16 may 

use it in an attach request of the attach procedure. The mechanism according to the 
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present teachings interacts weU with this existing TMSI mechanism (not shown in 

figure 3 ). If no TMSI is available, the UE 16 may identify itself using a pseudonym 

(PSE) instead of the lMSL as will be explained below. Further, the TMSl may be 

mapped toi from the pseudonym PSE rather than to/ from the IMSI. Thus, as a 

.5 principk, whenever identification hy means IMS! would normally he required, the 

PSE is used in stead. Only the home network 13, e.g. the HSS 15 thereof, and the UE 

16 know the mapping between the PSE and IMSI. While tbe MME 14 knows the 

mapping between PSE and TMSI, it thus does not knO\v the mapping betvveen TMSI 

and IMSI. This is in contrast to today's systems where also the MME 14 knows the 

10 mapping be! ween TMSl and lMSL In the cfo,closed mechanism, the IMSI is hidden 

from the serving network 12, including the MME 14. 

In the case that the VE 16 does not yet have a PSE, it may need to use its long-term 

identity HvlSI instead. As mentioned briefly, encryption of the lMSI by a public key of 

the home network 13 may in such cases be used to prevent the lMSl from being 

1.5 eavesdropped during transit of the lMSl from the UE 16 to the HSS 15. The UE 16 

may for instance encrypt part of the lMSL e.g. encrypt the MSIN part of the lMSI 

using the public key of the home network 13 whereas MCC and MNC parts of the 

IMSI may be kept un-encrypted. The serving network 12, in particular the MME 14 

thereof, is then not provided any information about the UE 16 and hence not about its 

20 subscriber, besides the identity of the home network of the subscriber. In a broadest 

cmbodirncnt of the present teachings. the initial use ofun-cncryptcd IMSI rnay also 

be used, thereafter relying on the privacy protection provided by the pseudonym PSE. 

in the following, the term "encrypted IMSI" is used, and the tenn encompasses cases 

wherein the entire lMSi is encrypted as well as cases wherein only part oft he iMSi is 

25 encrypted. 

Upon reception of the attach requesl, the MME 14 requests an Authentication Veclor 

(AV) from the HSS 15 (arrow 2). The AV request comprises the PSE or the encrypted 

IMSI as sent by the UE 16. The HSS 15 may then use the pseudonym PSE (or IMSI 

after decryption) to allocate or generate a new pseudonym PSE (box indicated al 

30 reference numeral 3). The new pseudonym is preferably chosen Lo be distinct from 

other pseudonyms, currently associated with other subscribers. In some 

embodirnents, the pseudonym PSE may be chosen to have the same format as an 

TMST, e.g. being structurally composed of MCC, MNC and MSIN fields. In such case, 
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MCC and MNC may be identical to the corresponding sub-fields of the IMSI and only 

the MSIN part carries the pseudonym information. Further, stiU with reference to box 

3, the HSS 15 creates a link between the generated pseudonym PSE and the long-term 

identity IMSI, e.g. a mapping between them. The HSS stores the created link or the 

.5 mapping or makes the created link/ mapping otherwise retrievable for future use, e.g. 

hy sending it for storage elsewhere. 

The HSS 15 includes the new pseudonym PSE (or the old pseudonym, in a new was 

not generated) together with the AV in a response (arrow 4) to the l\Uv1E 14. In any 

case, a PSE (old or new) takes the place of what conventionally would be the IMSI. 

10 When, in box indicated at reference numeral 5, the MME 14 receives the AV from the 

HSS 15, the MME 14 can use the AV lo authenticate and assign a Temporary IMSI 

(TMSI) to the UE 16. The MME 14 further creates a map ping between the assigned 

TMSI and the pseudonym PSE received from the HSS 15. It is noted that the MME 14 

does not know the long--term identity of the subscription associated \Vith the UE 16, 

1.5 i.e., the IMSI stored on the Universal Subscriber Identity Module (USIM) (or 

corresponding card, device or the like of the UE). 

There is, as indicated by double-headed arrow 6, authentication and key 

establishment signaling between the UE 16 and the MME 14 (typically via 

intermediate node(s) such as gateways and eNodeBs). Generally, the purpose of the 

20 AKA. procedure is to provide mutual authentication between the UE 16 and the 

serving network 12. 

According to the present teachings, the MME 14 also transfers the pseudonym PSE to 

the UE 16 (dou bk-headed arrov,· 7), ,vhich the UE 10 may be configured to 

acknowledge receipt of. "Transfer" is in this context understood as being provided to 

2.5 the UE 16, typically via intermediate nodes such as eNodeBs. This may be done in the 

same procedure as the TMSI allocation procedure (double-headed arrow 8). It may 

alternatively be done by the HSS 15 including the pseudonym PSE as a new 

information element that is transferred together with authentication information 

(exemplified by AUTN and RAND) from the HSS 15 to the UE 16 (again via 

30 intermediate nodes). This is disclosed and described in more detail with reference to 

figure 4. The pseudonym PSE may, in some embodiments, be included as part of 
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AUTN or RAND. The pseudonym PSE would preferably be encrypted from the HSS 

15 to the UE 16. 

In case the MME 14 would. for any reason, loose the pseudonym PSE or TMSI for a 

given UE 16 (box indicated at reference numeral SJ), the MME 14 may request the 

5 pseudonym PSE from the UE 16 (arrow 10). The UE 16 in turn replies vvith the 

pseudonym PSE (arrow 11). In a regular LTE network and according tn prior art, the 

MME 14 would in this situation have to request the TMST from the lJE 16 and the UE 

16 would then risk revealiog it to potential eavesdroppers since it would have to be 

sent in dear text. In case the UE 16 loses the TMSI (box indicated at reference 

10 numeral 12), it can re-attach (arrow 13) to the network using the pseudonym PSE as 

the identifier just as it did in the first step, and thereby avoiding revealing ihe [MSI. 

According to an aspect of the present teachings, the MME 14 may request any context 

information related to a mobik subscriber or mobile entity 16 from the HSS 15 using 

the pseudonym PSE. The MME 14 may even send the request to a different node than 

15 an HSS 15. An IvfME 14 may for instance send the request to another MME which, for 

some reason, may have knowledge about the user and the user's pseudonym PSE. An 

example of such situation, wherein a first MME could send a request to a second 

MME, comprises when a UE 16 has moved into a service area covered by the second 

MME. In that case the UE 16 will present the MME in the new service area \Vith the 

20 pseudonym PSE. for example in a Tracking Area Update message. The second MME 

in the new service area would then, based on the pseudonym PSE, request the 

security context for the UE 16 from the first MME serving the service area to which 

the UE 16 was previously connected. 

Figure 4 is an exemplary sequence diagram illustrating an aspect according to the 

25 present teachings. In particular, a message sequence diagram is shown illustrating 

how the authentication in LTE may be augmented in order to provide the UE 16 with 

the pseudonym PSE during the authentication procedure (schernatically illustrated at 

arrovv 6 of figure 3). When the UE 16, at arrow 1, attaches to the MME 14 of a serving 

network 12 it may use the pseudonym PSE or the encrypted IMSI. The MME 14 then 

30 sends (arrow 2) the AV request to the HSS 15, the request comprising the pseudonym 

PSE or the encrypted IMSI, whichever it received from the UE 16. The HSS 15 sends 

in response (arrow 3), to the MME 1, the AV response and include in this response a 
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new information element: the pseudonym PSE. The response may comprise the 

con vent ion al AV response message comprising information elements AUTN and 

RAND, KASME, XRES, \Vith the nnv information element pseudonym PSE added. 

The pseudonym PSE may be encrypted, as mentioned earlier. The conventional 

.5 authentication vector comprises these four parameters: a random number (RAND), 

an authentication token (AUTN), an expected user response (XRES) and an 

intermediate access security management entity key (KASME). The MME 14 sends 

(arrow 4) an authentication request to the UE 16 including the RA1"\JD, AUTN in 

conventional way, and also the PSE. The UE 16 responds (arrow 5) to the 

10 authentication request in conventional way, e.g. calculates a response parameter RES 

based on AUTN and RAND, and now also has the pseudonym PSE, which it may use 

to authenticate itself in the serving network 12 in subsequent message exchanges. 

The HSS 15 may generate the pseudonym PSE by randomly or pseudo--randomly 

generating a string. As another alternative, the HSS 15 may generate the pseudonym 

1.5 by encrypting the IMSI (or parts thereof, e.g. the MSIN) using a time dependent key 

with an encryption algorithm such as according to Advanced Encryption Standard 

(AES) in counter mode. The term time-dependent is here only intended to mean that 

different keys may be used at different times, it does not necessarily imply that time is 

a parameter used in the derivation of the key even though this may be the case. 

20 Optionally, the HSS 15 may generate the pseudonym by inputting the IMSI and a 

time dependent parameter into a hash function, such as e.g. Secure i-Iash Algorithrn-

256 (SHA-256) or SHA-I, or a key derivation function, such as e.g. Hash Message 

Authentication Code-SHA-256 (HMAC-SHA-256). The pseudonym PSE may thus 

have a format compatib1e with the fMSf format is so desired, 1.e. it may comprise 

25 sub-fields equivalent to the MCC, MNC and MSIN. 

In other embodiments, the HSS 15, or more generally a database server handling the 

user's subscription, may generate the pseudonym in accordance with what has been 

described, but using a different long-term identity than the IMSI. It could for 

example be a Network Access Identifier, an IP Multimedia Subsystem (IMS) 

30 Multimedia Public Identity (]MPU) or IP Multimedia Private Identity (IMPI) a social 

network login idemifier (e.g. Facebook login identifier), or some username. This 

provides a convenient way to imegrate use of non-SIM based identities, since the 

format of the generated pseudonym PSE, being e.g. a bit string. can easily be made to 
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be in different to the format of the underlying long-term identity, irrespective of it 

being the IMSL Facebook ID. or something else. 

A common way to handle both IMSiilJSIM-bascd identifies as wcH as non­

lMSl/ USIM identifiers within the same framework is in the context of the EAP 

5 protocol. In EAP, the netvvork may request user/ subscriber identity using the 

message EAP-Request/Tdentity and the user/ suhscriher (cal1ed "peer" in EAP 

terminology) prnvides it in an EAP-Response/Tdentity message. EAP suffers from the 

same problems as discussed above and there may be situations where an UE 16 using 

EAP wiH be forced to reveal its long-term identifier. If, for example, EAP-AKAis used, 

10 this long-term identifier will again be the IMSI. While some EAP methods provide so 

called pseudonyms, it should be noied that these are 1101 accessible to intermediary 

networks such as a serving network 12. Therefore, when the serving network needs to 

perform e.g. mobility management. some other identifier will be needed and that 

identifier could still leak information about the user/ subscriber. 

15 The present teachings may be applied also in such contexts. Considering, for 

example, a situation wherein the UE 16 is a WLAN terminal accessing a serving 

network 12 over WLAN. The node corresponding to the MME 14 may now instead be 

the WLAN Access Point or a PDG (Packet Data Gateway). The node in the home 

network 13 corresponding to the HSS 15 may still be a HSS or more generally. an 

20 Authentication, Authorization and Accounting (i\A .. AVEAP server. In this case. when 

the UE 16 receives an Ei\P--Requcst/ Identity message, it may include a previously 

assigned pseudonym PSE (or an encrypted long-terrn identifier such as IMSI) in the 

corresponding EAP-Response/ Identity. Using the present teachings renders it 

possible to make the same pseudonym PSE available to the serving network 12, e.g. 

25 for mobility management purposes. For example, the PSE could be included in 

Diameter or Radius protocol based signaling between nodes of the borne network 13 

and the serving network 12. Other handling/updates of PSE are analogous to what 

has just been described. 

According to yet another aspect, the HSS 15 calculates the pseudonym PSE based on 

30 the RAND used in the Authentication and Key Agreement (AKA) protocol and/ or 

based on a key derived in one or more steps from the RAND, e.g., in LTE the Key 

Access Security Management Entity (KASME) key. Since the UE 16 can calculate the 
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same pseudonym PSE from the received RAND and/ or KASME, the MME 14 does 

not need to send the pseudonym PSE to the UE 16 over the air interface. 

In yet another embodiment, the HSS 15 may calculate the PSE from the SQN xor AK 

field which is present in the AUTN. The SQN is the sequence mimber associated with 

5 the authentication vector, and AK is the anonymity key associated with the 

authentication vector. Tt is noted that SQN xor AK is unique fnr each new 

authentication vector. A reason for not using SQN directly is that, if the 

authentication key AK is not equal to al1 zeroes, the SQN is only visible/ accessible 

inside the USIM. The SQN is not visible in the actual lJE 16 and can hence not be 

10 used by the UE 16 to calculate PSE. This is not a problem since the SQN xor AK is 

stalisticaHy unique for each authentication vector. 

The HSS 15 and/ or the UE 16 may loose the pseudonym PSE. This can occur, e.g., due 

to a re-start of the HSS 15. When this happens, the UE 16 would not be able to 

present the pseudonym PSE as an identifier anymore and would have to rely on 

15 sending the long-term identity, the Hv1Sl. The disclosed mechanism provides a 

solution for this situation as well. As explained in the background section, the UE 16 

can send the long-term identity encrypted with the home network's (e.g. HSS's 15) 

public key to break free from this dead lock, and get a new pseudonym PSE according 

to the procedure described with reference to figure 3. 

20 Other parameters than those explicitly mentioned herein may be input to a Key 

Derivation Functions (KDF), Message Authentication Codes (MAC) and any other 

functions in all instances described herein. The parameters may be put in a different 

order than explicitly mentioned. The parameters may be transformed before being 

input to the function. For example, a set of parameters PL P2, .. , Pn. for some 

25 nonnegative integer n, could be transformed by first being run through a second 

function f and the result of that, i.e., f(Pl, P2, .. , Pn), being input to the function. 

An exemplary embodiment of the key derivation is wben the parameter Pl is first 

transformed before being input to a KDF to calculate a key called "output_key": 

output_key = KDF(f(Pl), some other parameter), where f is some arbitrary function 

30 or chain of functions. The input "some other parameter" could be 0, 1 or more other 

parameters, e.g., used to bind the key to a certain context. Sometimes, the notation 
11 

••• "maybe used as a synonym for ''some other parameter". Parameters may be input 
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as separate parameters or may be concatenated together and then input in one single 

input to the KDF. Even in the presence of things like these, the core of the idea 

remains the same. 

lt is noted that the present teachings are also applicable when lMSl identifiers are 

5 used within Extensible Authentication Protocol (EAP)-AKA. 

Figure 5 summarizes some of the above aspects according to the present teachings, 

and in particu1ar five exemplary ways of conveying a pseudonym from a home 

network 13, in particular the HSS 15 thereof, to a mobile entity 16. 

A first option, indicated at a), is that the HSS 15 simply sends the pseudonym, PSE, lo 

10 the UE 16 via the MME 14. That is, the MME 14 merely acts as a middle-hand and 

conveys the PSE, that is receives from lhe HSS 15, to the UE 16. 

A second option, indicated at b) is that the HSS 15 uses a function f taking some 

information "info" as input to cakulate the PSE. The H SS 15 then sends the 

information "info'' to the MME 14, which has the function f and having received the 

15 info may calculate the PSE for the UE 16 and store it as identifier of the UE 16. The 

MME 14 then sends the "info" to the UE 16, which also has the function f and can 

calculate the PSE and use for identifying itself in the serving network 12. The "info" 

rnay for ins lance comprise the RAND, KASME, cipher key (CK) or integrity key (IK) 

or any other key or set of keys that have been described. The USIM of the UE 16 

20 computes the cipher key CK and the integrity key IK as a function of RAND in the 

conventional authentication responses. 

A third option, indicated at c) is that the HSS 15 again uses a function f taking some 

information "info" as input to calculate the PSE. The HSS 15 then sends the 

information "info" to the MME 14, which has the function f and having received the 

25 info may calculate the PSE for the UE 16 and store it as identifier of the UE 16. The 

MME 14 then sends the PSE (instead of"info" as in the second option) to the UE 16, 

which thus receives the PSE and may use it identifying itself in the serving network 

12. In this case, the UE 16 does not have to have the function f. 

A fourth option, indicated at d) is that the HSS 15 once again uses a function f taking 

30 some information "info" as input to calculate the PSE. The HSS 15 then sends the 

information "info" along with the PSE to the MME 14. In th is option though, the 
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MME 14 does not have the function f but may store the PSE as an identifier of the UE 

16 having received it from the HSS 15. The MME 14 forwards the ''info" to the lJE 16, 

which has the function f and may calculate the PSE having received the "info" from 

the MME 14. The UE 16 may then use the PSE for identifying itself in the serving 

.5 network 12. 

A fifth option, indicated ate) is that the FfSS 15 uses a function ftaking some 

information "info" as input to calculate the PSE. The HSS 15 then sends the 

information "info" along with the PSE to the MME 14. The MME 14 stores the PSE for 

the lJE 16 and also forwards the PSE to the UE 16. The MME 14 nor the UE 16 needs 

10 to have the function fin this case. 

In view of backwards compatibility issues, it is possible that some aspects of the 

present teachings may be introduced and implemented only starting ,vith a new 

generation of networks, e.g. with the fifth generation, 5(1. If implementing the 

present teachings in legacy networks, a vast amount of legacy nodes would have to be 

1.5 updated, preferably simultaneously in order to keep the networks running. FaUbacks 

for allowing use of legacy authentication would have to be implemented. This may 

lead do possibilities of downgrade attacks where the network and/ or the devices are 

fooled into believing they must refrain from using the herein disclosed enhanced 

privacy method due to the (incorrect) belief that the other party does not support it. If 

20 on the other hand the present teachings are implemented for 5G and onwards, it may 

be assumed that all entities supporting the 5G radio interface will also support 

implementation of the present teachings and no backwards compatibility problems 

would arise. For instance, the rnobiie entities would not respond to requests from 

visited net\.vorks for its long--term identity, but would instead use only the pseudonym 

2.5 and/ or wou 1d on 1y provide an encrypted I MSL 

The various embodiments and features that have been described may be combined in 

different ways, examples of which are given in the following \.vith reference first to 

figure 6. 

Figure 6 illustrates a flow chart over steps of an embodiment of a method for a first 

30 network node (e.g. HSS) io accordance with the present teachings. The method 20 

may be performed in a first network node 5, 15 for protecting confidentiality of a first 

identifier associated by the first network node 5, 15 with a subscription used by a 
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mobile entity 6, 16 in a communications network L 10. The first network node 5, 15 

may for instance comprise a home network function, such as a HSS. The 

communications network 1, 10 comprises a home network 3, 13 of the mobile entity 6, 

16 and a serving network 2, 4, 12. 14 serving the mobile entity 6, 16. As described 

.5 earlier (e.g. in relation to figure 5), in some embodiments a pseudonym is expllcitly 

communicated from the home network function 5, 15 to the serving network 2, 4, 12, 

14 whereas in other embodiments, only "info" from which the pseudonym can be 

derived is communicated. "Pseudonym" may hence also, in the following, be 

interpreted as information corresponding to a pseudonym. e.g. information frorn 

10 which a pseudonym is derived. 

The method 20 comprises the following steps performed by the first network node 5, 

15, which is part of the home network 3, 13: 

- Receiving 21, from a second network node 4, 14, which is part of the serving network 

2, 12, a first request for authentication information for the mobile entity 6, 16, the 

1.5 first request comprising the first identifier. The first identifier may for instance 

comprise an IMSI of the mobile entity 6, 16 in encrypted format (encrypted IMSI). 

- Generating 22 a first pseudonym associated with the first identifier. 

- Creating 23 a 1ink between the first pseudonym and the first identifier. The creating 

23 may for instance comprise creating a mapping between the first pseudonym and 

20 the first identifier. 

- Sending 24, to the second network node 4, 14, the first pseudonym in response to 

the first request for authentication information for use as an identifier for the mobile 

entity 6. 16 in the serving network 2. 12. The second network node 4, 14 rnay use the 

first identifier in different ways, e.g. in order to keep track of mobility of the rnobile 

25 entity 6, 16 and request contexts associated vvith the inobile entity 6, 16 from other 

nodes hy using the first identifier. 

An advantage provided by the method 20 is that an increased protection of the 

privacy of the user or subscriber of the mobile entity 6, 16 is enabled. The serving 

net work 2, 12, e.g. a second network node 4, 14 such as a mobility management entity 

30 thereof, is provided only with a pseudonym of the mobile entity 6. 16 and not any 

information about the actua1 identity of the mobile entity 6, 16 which in turn could 

Lenovo Ex. 1009 
Page 155



WO 2016/209126 21 PCT/SE2015/050728 

reveal information about the user of the mobile entity 6. 16. It would also be difficult 

for an attacker that intercepts this information to deduce any information about the 

user of the mobile entity (or about the subscription tied to the mobile entity. which in 

turn could give information about the user), 

5 In an embodiment, the method 20 comprises: 

- receiving, from the second network node 4, 14, a second request for authentication 

in formation for the mobile entity 6, 16, the second request comprising the first 

pseudonym associated with the first identifier, 

- generating a second pseudonym associated with the first identifier, 

10 - updating the link between the first pseudonym and the first identifier to a link 

between the second pseudonym and the first identifier, and 

- sending, to the second net work node 4, 14, the second pseudonym in response lo the 

second request for authentication information. 

The second network node 4, 14 may have received the first pseudonym Crom the 

15 mobile entity 6, 16 e.g. as a message of an attachment procedure, and then turned to 

the home network 3, 13, in particular the first network node 5, 15 thereof, in order to 

authenticate the mobile entity 6, 16. ln response to receiving the second request the 

home net\vork 3, 13, e.g. the first network node 5, 15 thereof, generates a second 

pseudonym associated with the first identifier, and sends it to the serving network 2, 

20 12, e.g. the second network node 4, 14 thereof. The existing link between the first 

pseudonym and the first identifier is updated by the first network node 5, 15 to a link 

between the second pseudonyrn and the first identifier. An attacker having captured 

the first pseudonym has then no use of it, as it no longer is used by the 

communications network. The pseudonym may thus be updated frequently, which 

25 makes the privacy protection provided by the method 20 even more secure. 

In various embodiments, the first identifier comprises a long-term identity associated 

with a subscription used by the mobile entity 6, 16. such as the IMSI of the mobile 

entity 6, 16. preferably encrypted IMSI or a third (old) pseudonym previously 

generated for the mobile entity 6, 16.The IMSI may be encrypted in the mobile entity 

30 6, 16 using e.g. a public key associated with the home network 3, 13; the public key 
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may be specific for the first network node 3, 13 or generic for the entire home 

network 3, 13,. 

In an embodiment, the first identifier comprises an IMSI in encrypted format and the 

receiving 21 comprises receiving and decrypting the first identifier. The first 

5 identifier, e.g. IMSI, may have been encrypted at the mobile entity 6, 16 by use of a 

pu hlic key associated with the home network 3, 13. The identity of the mobile entity 

6, 16 and user thereof is therehy protected a11 the way from the mohile entity 6, 16 to 

the first network node 5, 15 in the home network 3, 13, preventing the identity to be 

captured over the air interface between the mobile entity 6, 16 and the second 

10 netvvork node 4, 14 of the serving network 2, 12. 

In an embodiment, the sending 24 of the first pseudonym to the serving network 2, 

12, in particular to the second network node 4, 14 thereof, comprises encrypting the 

first pseudonym and sending the encrypted first pseudonym for transferal by the 

serving network 2, 4, 12, 14 to the mobile entity 6, 16. When the first network node 5, 

15 15 encrypts the first pseudonym before sending it to the second network node 4, 14 

(of the serving network 2, 12), the second network node 4, 14 merely conveys it to the 

mobile entity 6, 16, which may decrypt it. This provides an even higher degree of 

protection of the privacy. 

In various embodiments. the generating 22 comprises selecting a random number or 

20 a pseudo random number, or applying a cryptographic function to at least a long­

term identity associated with a subscription used by the mobile entity 6, 16. wherein 

the cryptographic function comprises one of: encryption function, a hash function or 

a key derivation function. Many different options are thus available for generating the 

pseudonyms. 

25 The method 20 may he performed in a single node or in a distributed manner, 

wherein different steps are performed hy different network nodes or other entities. Tt 

is noted that the steps of the method 20 may be performed by different (logical) 

entities arranged in a single network node or distributed over several network nodes. 

The method 20' may hence he performed in a communications network 1, lO for 

30 protecting confidentiality of a first identifier associated by a first network node (5, 15) 

with a subscription used by a mobile entity 6, 16. The communications network 1, 10 
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comprises a home network 3, 13 of the mobile entity 6, 16 and a serving network 2, 4, 

12, 14 serving the mobile entity 6, 16. 

The method 20' comprises receiving 2 r, in the home network 3, 5: 13, 15, a first 

request for authentication information for the mobile entity 6, 16 from the serving 

5 network, the first request comprising the first identifier: generating 22'. in the home 

network 3, :'1; 13, 15, a first pseudonym associated with the first identifier, creating 23' 

a 1ink hetween the first pseudonym and the first identifier, and sending 24', to the 

serving network 2, 4; 12, 14, the first pseudonym in response to the first request for 

authentication information for use as an identifier for the mobile entity 6, 16 in the 

10 serving network 2, 12. 

Figure 7 illustrates schematically a communications network 1, 10 and means for 

implementing embodiments in accordance with the present teachings. A first 

netvvork node 5, 15 (e.g. HSS) of a communications network is Hlustrated 

schematicaJly in which the method as described e.g. with reference to figure 6 may be 

15 implemented. 

The first network node 5, 15 comprises a processor 30 comprising any combination of 

one or more of a central processing unit (CPU), multiprocessor, microcontroller, 

digital signal processor (DSP), application specific integrated circuit etc. capable of 

executing software instructions stored in a memory 31 which can thus be a computer 

20 program product 31. The processor 30 can be configured to execute any of the various 

embodiments of the method for instance as described in relation to figure 6. 

The memory 31 can be any combination ofread and write memory (RAM) and read 

oniy memory (ROM), Flash memory, magnetic tape, Compact Disc (CD)-ROM, 

digital versatile disc (DVD), Blu-ray disc etc. The memory 31 may also comprise 

25 persistent storage, which, for example, can be any single one or combination of 

magnetic memory, optical memory. solid state memory or even remotely mounted 

memory. 

The first network node 5, 15 also comprises an input/ output device 33 (indicated by 

II O in figure 7) for com rn un icating with other entities, e.g. with net work nodes of 

30 visited network 4, 14 of the mobile entity 6, 16 and with other network nodes in the 
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home network 3, 13, vv·hkh the first network node 5, 15 is part of. Such input/ output 

device 33 of the first network node 5, 15 may comprise a communication interface. 

The first network node 5, 15 may also comprise additional processing circuitry, 

schematically indicated at reference numeral 34, for implementing the various 

5 embodiments according to the present teachings. 

The present teachings provide computer programs 32 for the first network node 5, 15. 

The cornputer prograrns 32 comprises computer program code, 'vvhich, when 

executed on at least one processor 30 on the first netvmrk node 5, 15 causes the first 

network node 5, 15 to perform the method 20 according to any of the described 

10 embodiments thereof. 

The present disclosure also encompasses computer program producLs 31 comprising 

a computer program 32 for implementing the ernbodimenls of the method as 

described, and a computer readable means on which the computer program 32 is 

stored. The computer program product 31 inay, as mentioned earlier, be any 

15 corn bin at ion of randorn access memory (RAM) or read only memory (ROM), Flash 

rnemory, magnetic tape, Corn pact Disc (CD)-ROM, digital versatile disc (DVD), Blu­

ray disc etc. 

A first network node 5, 15 (e.g. HSS) is provided for protecting confidentiality of a 

first identifier associated by a first network node (5, 15) with a subscription used by a 

20 rnobile entity 6, 16 in a cornmunications network L 10. The communications network 

l, 10 comprises a home network 3, 13 of the mobile entity 6, 16 and a serving network 

2, 4, 12, 14 serving the mobile entity 6, 16. The first network node 5, 15 is part of the 

home network 3, 13 and is configured to: 

- receive, from a second network node 4, 14, which is part of the serving network 2, 

25 12, a first request for authentication information for the mobile entity 6, 16, the first 

request comprising the first identifier, 

- generate a first pseudonym associated with the first identifier, 

- create a link between the first pseudonym and lhe first identifier, and 
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- send, to tbe second network node 4, 14, the first pseudonym in response to the first 

request for authentication information for use as an identifier for the mobile entity 6, 

16 in the serving network 2, 12. 

The first network node 5, 15 may be configured to perform tbe above steps e.g. by 

5 comprising one or more processors 30 and memory 31, the memory 31 containing 

instructions executah1e hy the processor30, whereby the first network node :'1, 15 is 

operative to perform the steps. In case of several processors 30 (not illustrated), they 

may be configured to perform all steps oft he method 20 or only part of tbe steps. 

In an embodiment, the first network node 5, 15 is configured to: 

10 - receive, from the second net work node 4, 14, a second request for authentication 

information for the mobile entity 6, 16, the second request comprising the first 

pseudonym associated with the first identifier, and 

- generate a second pseudonym associated with the first identifier, 

- update the link between the first pseudonym and the first identifier to a link 

15 between the second pseudonym and the first identifier, and 

- send, to the second network node 4, 14, the second pseudonym in response to the 

second request for authentication information. 

In various embodiments, the first identifier comprises a long-term identity associated 

with a subscription used by the mobile entity 6, 16 or a third (old) pseudonym 

20 previously generated for the mobile entity 6, 16. 

In an embodiment, the first identifier comprises an identifier in encrypted format, 

and wherein the first network node 5, 15 is configured to receive and decrypt the 

encrypted first identifier. 

Tn an embodirnent, the first network node 5, 15 is configured to encrypt tbe first 

25 pseudonym and to send the encrypted first pseudonym for transferal by the serving 

network 2, 4, 12, 14 to the mobile entity 6, 16. 

Tn an cmbodirncnt, the first network node 5, 15 is configured to generate by selecting 

a random number or a pseudo random nurnber. or applying a cryptographic function 
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to a long-term identity associated with a subscription used by the mobile entity 6, 16, 

wherein the cryptographic function comprises one of: encryption function, a hash 

function or a key derivation function. 

The computer program products. or the memories, comprises instructions executable 

5 by the processor 30. Such instructions may be comprised in a computer program, or 

in one or more software modules or function modules. 

Figure 8 il1ustrates a first netvvork node comprising function modules/ software 

nwdules for implementing embodiments of the present teachings. In an aspect, 

means are provided, e.g. function modules or units, that can be implemented using 

10 software instructions such as computer program executing in a processor and/ or 

using hardware, such as applicavion specific integrated circuits, field programmable 

gate arrays, discrete logical components etc., or any combination thereof. 

A first network node of protecting con fiden tia lit y of a first identifier associated by the 

first network node with a subscription used by a mobile entity in a communications 

15 network is provided. The communications network comprises a home network of the 

rnobile entity and a serving network serving the mobile ernity. The first network node 

comprises a first unit 10 l for receiving, from a second network node of the serving 

network, a first request for authentication information for the mobile entity, the first 

request comprising the first identifier. Such first unit 101 may for instance comprise a 

20 net work interface and/ or processing circuitry for receiving such in formation. 

The first network node comprises a second unit 102 for generating a first pseudonym 

associated with the mobile entity. Such second unit 102 may comprise various 

processing circuitry, e.g. processing circuitry, adapted generate the first pseudonym 

by using program code stored in memory. 

25 The first network node comprises a third unit 103 for creating a link betvveen the first 

pseudonym and the first identifier. Such third unit 103 rn ay comprise various 

processing circuitry, e.g. processing cfrcuitry, adapted to create the link hy using 

program code stored in memory. 

The first network node comprises a fourth unit 104 for sending, to the second 

30 network node, the first pseudonym in response lo the first request fr1r authentication 

information for use as an identifier for the mobile entity in the serving network. Such 
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fourth unit 104 may for instance comprise a network interface and/ or processing 

circuitry for sending such information. 

Figure 9 iHustratcs a flow chart over steps of an embodiment of a method in a second 

network node in accordance with the present teachings. 

5 The method 70 of protecting confidentiality of a first identifier associated by a first 

net \-Vork node 5, 15 with a subscription used by of a mobile entity 6, 16 in a 

corn mun ications network 1, 10 may he performed in a second network node 4, 14 

(e.g. MME). The communications network 1, 10 comprises a home neHvork 3, 13 of 

the mobile entity 6, 16 and a serving network 2, 12 serving the mobile entity 6, 16. The 

10 method 70 comprises the following steps, performed by the second network node 4, 

14, which is part of the serving network 2, 12: 

- Sending 71, to the first network node 5, 15 (e.g. HSS), which is part of the home 

network 3, 13, a first request for authentication information for the mobile entity 6, 

16, the first request comprising the first identifier. 

15 - Receiving 72, from the first network node 5, 15, a first pseudonym associated with 

the first identifier in response to the first request. 

- Creating 73 a link between a temporary identifier of the mobile entity 6, 16 and the 

first pseudonym. The creating 73 a link between a temporary identifier of the mobile 

entity 6, 16 may comprise or be preceded by a step of assigning a temporary identifier 

20 to the mobile entity. 

- Using 74 the first pseudonym as identifier of the mobile entity 6, 16. The second 

network node 4, 14 may use the first pseudonym as identifier as well as the temporary 

identifier. 

In an embodiment, the method 70 comprises, prior to the sending 7L receiving from 

25 the mobile entity 6, 16 an attachment request comprising the first identifier, wherein 

the first identifier comprises an identifier in encrypted format, encrypted by the 

mobile entity 6, 16. 

In an embodiment, the method 70 comprises assigning the temporary identifier to 

the mobile entity 6, 16. 
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In an embodiment, the method 70 comprises requesting, from the mobile entity 6, 16, 

the first pseudonym in response to determining that the temporary identifier has 

been lost. 

ln an embodiment, the receiving 72 comprises receiving tbe first pseudonym 

5 encrypted and the using 74 comprises conveying the encrypted first pseudonym to 

the mohile entity 6, 16 fnr use in the authenticating of the mohile entity 6, 16. In other 

emhodimen ts, the second netvvork node 4, 14 decrypts the first pseudonym before 

conveying it to tbe rnobile entity 6, 16. 

In various embodiments, the method 70 comprises: 

10 - receiving, from a third network node, which is part of a second serving network to 

which the mobile entity 6, 16 is to be handed over to, a request for the first 

pseudonym, and 

- sending, in response to the request, the first pseudonym to the third network node. 

It is noted that the request from the third network node may typically comprise also 

15 request for other information besides the first pseudonym, e.g. information such as 

security con text. 

The method 70 may be performed in a single node or in a distributed manner, 

wherein different steps are performed by different network nodes or other entities. lt 

is noted that the steps of the method 70 may be performed by different (logical) 

20 entities arranged in a single network node or distributed over several network nodes. 

The method 70' may hence be performed in a communications network L 10 for 

protecting confidentiality of a first identifier associated by a first network node 5, 15 

with a subscription used by a mobile entity 6, 16. The communications network l, 10 

comprises a home network 3, 13 of the mobile entity 6. 16 and a serving netw·ork 2, 4, 

25 12. 14 serving the mobile entity 6, 16. The method 70' comprises sending 71', from the 

serving network 2, 4. 12, 14 to the home network 3, 5, 13, 15. a first request for 

authentication infi.)rmation for the mohile entity 6, 16, the first request comprising 

the first identifier; receiving 72', frorn the home network 3, 5; 13, 15, a first 

pseudonym associated with the first identifier in response to the first request; 

30 creating 73' a link between a temporary identifier of the rnobile entity 6, 16 and the 
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first pseudonym: and using 74' the first pseudonym as identifier of the mobile entity 

6, 16. 

Referring again to figure 7, a second network node 4, 14 of a communications 

network is also illustrated schematically in which the method as described e.g. with 

5 reference to figure 9 may be implemented. 

The second network node 4, 14 comprises a processor 50 comprising any 

combination of one or more of a central processing unit (CPU), multiprocessor, 

n1icrocontrol1er, digital signal processor (DSP), application specific integrated circuit 

etc. capable of executing software instructions stored in a memory 51 which can thus 

10 be a computer program product 51. The processor 50 can be configured to execute 

any of the various embodiments of the method for instance as described in relation to 

figure 9. 

The memory 51 can be any cornbination of read and write memory (RAM) and read 

only memory (ROM), F1ash memory, magnetic tape, Compact Disc (CD)-ROM, 

15 digital versatile disc (DVD), Blu-ray disc etc. The memory 31 may also comprise 

persistent storage, which, for example, can be any single one or combination of 

magnetic memory, optical memory, solid state memory or even remotely mounted 

memory. 

The second network node 4, 14 also corn prises an input/ output device 43 (indicated 

20 by I/O in figure 7) for cornmunicating with other entities, e.g. with network nodes of 

the home network 3, 13 of the mobile entity 6, 16 and with other network nodes in the 

serving network 12, vv·hich the second network node 4, 14 is part of. Such 

input/ output device 43 of the second network node 4, 14 may comprise a 

communication interface. 

25 The second network node 4, 14 may also comprise additional processing circuitry, 

schematica11y indicated at reference numeral 54, for implementing the various 

emhodimen ts according to the present teachings. 

The present teachings provide computer programs 52 for the second network node 4. 

14. The computer programs 52 comprises computer program code, which, when 

30 executed on at least one processor 50 on the second network node 4, 14 causes the 
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second network node 4, 14 to perform the method 70 according to any of the 

described embodiments thereof. 

The present disclosure also encompasses computer program products 51 comprising 

a computer program 52 for implementing the embodiments of the method as 

5 described, and a computer readable means on which the computer program 52 is 

stored. The computer program product 31 may, as mentioned earlier, he any 

combination of random access memory (RAM) or read on1y memory (ROM), Flash 

memory, magnetic tape, Cornpact Disc (CD)-ROM, digital versatile disc (DVD), Blu­

ray disc etc. 

10 A second network node 4, 14 is provided for protecting confidentiality of a first 

identifier associated by a first network node 5, 15 with a subscription used by a 

mobile entity 6, 16 in a communications network L 10. The communications network 

L 10 comprises a home network 3, 13 of the mobile entity 6, 16 and a serving network 

2, 12 serving the mobile entity 6. 16. The second network node 4, 14 is part of the 

15 serving network 2, 12 and is configured to: 

- Send, to the first network node 5, 15, which is part of the home network 3, 13, a first 

request for authentication information for the mobile entity 6, 16, the first request 

comprising the first identifier. 

- Receive, front the first network node 5, 15, a first pseudonym associated with the 

20 first identifier in response to the first request. 

- Create a link between a ternporary identifier of the mobile entity 6, 16 and the first 

pseudonyrn. 

- Use the first pseudonym as identifier of the mobi]e entity 6, 16. 

The second network node 4, 14 may be configured to perform the above steps e.g. by 

25 comprising one or more processors 50 and memory 51, the memory 51 containing 

instructions executable by the processor 50, whereby the second network node 4, 14 

is operative to perform the steps. In case of several processors 50 (not illustrated) 

they may he configured to perform all steps of the method 70 or only part of the 

steps. 
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In an embodiment, the second network node 4, 14 is configured to, prior to the 

sending, receive from the mobile entity 6, 16 an attachment request comprising the 

first identifier, wherein the first identifier comprises an identifier in encrypted 

format, encrypted by the mobile entity 6, 16. 

5 In an embodiment, the second network node 4, 14 is configured to assign the 

temporary identifier to the mohile entity 6, 16. 

In an embodiment, the second network node 4, 14 is configured to request, from the 

nwbUe entity 6, 16, the first pseudonym in response to determining that the 

temporary identifier has been lost. 

10 In an embodiment, the second network node 4, 14 is configured to receive by 

receiving the first pseudonym encrypted and configured lo use by conveying the 

encrypted first pseudonym to the mobile entity 6, 16 for use in the authenticating of 

the mobile entity 6, 16. 

In an embodiment, the second network node 4, 14 is configured to: 

15 - receive, from third network node, which is part of a second serving network to 

which the mobile entity 6, 16 is to be handed over, a request for the first pseudonym, 

and 

- send, in response to the request, the first pseudonym to the third network node. 

Figure 10 illustrates a second network node comprising function modules/ software 

20 modules for implementing embodiments of the present teachings. 

In an aspect, means are provided, e.g. function modules or units, that can be 

implemented using software instructions such as computer program executing in a 

processor andi or using hardware, such as application specific integrated circuits, 

field programmable gate arrays, discrete logical components etc., or any combination 

25 thereof. 

A second network node for protecting confidentiality of a first identifier associated by 

a first network node 5, 15 with a subscription used by a mobile entity in a 

communications network is provided. The communications network comprises a 

home network of the mobile entity and a serving network serving the mobile entity. 
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The second network node comprises a first unit 111 for sending, to the first network 

node of the home network, a first request for authentication information for the 

mobile entity, the first request comprising the first identifier. Such first unit 111 may 

for instance comprise processing circuitry for sending such request. 

5 The second network node comprises a second unit 112 for receiving, from the first 

network node, a first pseudonym associated with the first identifier in response to the 

first request. Such second unit 112 may comprise various processing circuitry, e.g. 

processing circuitry, for receiving such information. 

The second network node comprises a third unit 113 for creating a link between a 

10 temporary identifier of the mobile entity and the first pseudonym. Such third unit 113 

may comprise various processing circuitry, e.g. processing circuitry, adapted to create 

the link by using program code stored in memory. 

The second network node comprises a fourth unit 114 for using the first pseudonym 

as identifier of the mobile entity. Such fourth unit 114 may for instance comprise 

15 various processing circuitry, e.g. processing circuitry, adapted for such use by using 

program code stored in memory. 

Figure 11 illustrates a flow chart over steps of an embodiment ofa rnethod in a mobile 

entity in accordance with the present teachings. 

The method 80 maybe performed in a mobile entity 6, 16 ofa communications 

20 network 1, 10 for protecting confidentiality of a first identifier associated with a 

subscription used by the mobile entity 6, 16. The communications network l, 10 

comprises a home network 3, 13 of the mobile entity 6, 16 and a serving network 2, 12 

serving the rnobile entity 6, 16. The method 80 coinprises: 

- Sending 81 to a second network node 4, 14, which is part of the serving network 2. 4, 

25 12. 14 an attachment request, the attachment request comprising a first pseudonym 

(an old pseudonym) previously generated for the mobile entity 6, 16 by a first 

network node 5, 15, which is part of the home network 3, 13 or the first identifier in 

encrypted format, encrypted in the rnohi1e entity 6, 16. The mobile entity 6, 16 may 

for instance encrypt a long-term iden!ifier !hereof, e.g. IMSI, the first time it attaches 

30 to the serving network 2, 12, and if it subsequently needs to authenticate itself 
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towards the serving network 2, 12, then it may send the pseudonym PSE that it has 

been provided e.g. by the HSS 15. 

- Receiving 82, from the second network node 4, 14, a second pseudonym (a new 

pseudonym) associated with the mobile entity 6, 16 in response to the attachment 

5 request. 

In an embodiment, the method 80 comprises receiving, from the second network 

node 4, 14, a request for the second pseudonym and sending, in response thereto, the 

second pseudonym to the second network node 4, 14. The mobile entity 6, 16 may 

create a 1ink between a temporary identifier identifying the mobile entity 6, 16 and 

10 the second pseudonym. 

Figure 12 illustrates schematically a mobile entity and means for implementing 

embodiments in accordance with the present teachings. 

The mobile entity 6, 16 comprises a processor 90 comprising any combination of one 

or more of a central processing unit (CPU), multiprocessor, micro con trol1er, digital 

15 signal processor (DSP), application specific integrated circuit etc. capable of 

executing software instructions stored in a rnemory 91 which can thus be a computer 

program product 91. The processor 90 can be configured lo execute any of the various 

embodiments of the method for instance as described in relation to figure 11. 

The memory 91 can be any combination of read and write memory (RAM) and read 

20 only memory (ROM), Flash memory, magnetic tape. Compact Disc (CD)-ROM, 

digital versatile disc (ffVD), Blu-ray disc etc. The memory 9 l may also comprise 

persistent storage, which, for example, can be any single one or combination of 

rnagnetic memory, optical memory, solid state memory or even remotely mounted 

rncrnory. 

25 The mobi1e entity 6, 16 also comprises an input/ output device 93 (indicated by I/ 0 in 

figure 12) for comrnunicating with other entities, e.g. with network nodes of the 

curren lly serving network 12 of the mobile entity 6, 16. Such input/ output device 93 

of the mobile entity 6, 16 may comprise a wireless communication interface, 

antennas, processing circuitry 9 5 and/ or devices for reception and transmission of 

30 wireless signaling. 
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The mobile entity 6, 16 may comprise a subscriber identity module (SIM) 96, also 

denoted SIM card, or a USIM card, or any other type of card or device or software for 

accessing the communications network 1, 10. 

The mobile entity 6, 16 may also comprise additional processing circuitry, 

5 schematically indicated at reference numeral 94, for implementing the various 

emhodimen ts according to the present teachings. 

The present teachings provide computer programs 92 for the mobile entity 6, 16. The 

computer programs 92 comprises computer program code, which, when executed on 

at least one processor 90 on the mobile entity 6, 16 causes mobile entity 6, 16 to 

10 perform the method 80 according to any of the described embodiments thereof. 

The present disclosure also en corn passes computer program producLs 91 comprising 

a computer program 92 for implementing the embodiments of the method as 

described, and a computer readable means on which the computer program 92 is 

stored. The computer program product 91 rnay, as rnentioned earlier, be any 

15 corn bin at ion of randorn access memory (RAM) or read only memory (ROM), Flash 

rnemory, magnetic tape, Corn pact Disc (CD)-ROM, digital versatile disc (DVD), Blu­

ray disc etc. 

A mobile entity 6, 16 is provided for use in a comrnunication s nelwork l, 10 for 

protecting con fiden tia lity of a first identifier associated with a subscription used by 

20 the mobile entily 6, 16. The communications network 1, 10 comprises a home 

network 3, 13 of the mobile entity 6, 16 and a serving network 2, 12 serving the mobile 

entity 6, 16. The mobile entity 6, 16 is configured to: 

- send lo a second network node 4, 14, which is part ofthe serving network 2, 4, 12, 14 

an attachment request, lhe attachment request comprising a first pseudonym (an old 

25 pseudonyrn) previously generated for lhe rnobile entity 6, 16 by a first network node 

'.1, 15, which is part of the home network 3, 13 or the first identifier in encrypted 

format, encrypted in the mohile entity 6, 16, and 

- receive, from the second network node 4, 14, a second pseudonym (a new 

pseudonym) associated wiih the mobile entity 6, 16 in response lo the attachment 

30 request. 
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The mobile entity 6, 16 may be configured to perform the above steps e.g. by 

comprising one or more processors 90 and memory 91, the memory 91 containing 

instructions executable by the processor 90, whereby the mobile entity 6, 16 is 

operative to perform the steps. 

5 In an embodiment, the mobile entity 6, 16 is configured lo receive, from the second 

network node 4, 14, a request for the second pseudonym and sending, in response 

thereto, the second pseudonym to the second network node 4, 14. 

Figure 13 illustrates a mobile entity comprising function modules/ software modules 

for implementing embodiments of the present teachings. 

10 In an as peel, means are provided, e.g. function modules or units, that can be 

implemented using software instructions such as computer program executing in a 

processor and/ or using hardware, such as application specific integrated circuits, 

fie1d programmable gate arrays, discrete logical components etc., or any combination 

thereof. 

15 A mobile entity is provided for use in a con:1munications network for protecting 

confidentiality of a first identifier associated with a subscription used by the mobile 

entity. The cornmunications network comprises a home network of the mobile entity 

and a serving network serving the mobile entily. The mobile entity comprises a first 

unit 121 for sending to a second network node of the serving network an attachment 

20 request, the atlachment request comprising a first pseudonym previously generated 

for the mobile entity by a first network node of the home network or the first 

identifier in encrypted format, encrypted in the mobile entity. Such first unit 121 may 

for instance comprise processing circuitry for sending such request. 

The mobile entity comprises a second unit 122 for receiving. from the second network 

25 node, a second pseudonym associated with the mobi1e entity in response to the 

attachment request. Such second unit 122 may comprise various processing circuitry 

for receiving such pseudonym. 

The invention has mainly heen descrihed herein with reference lo a few 

embodiments. However, as is appreciated by a person skilled in the art, other 

30 embodiments than the particular ones disclosed herein are equally possible within 

the scope of the invention. as defined by the appended patent claims. 
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Claims 

1. A method ( 20) for a first n ct work node ( 5, 15) of protecting confidentiality of a first 

identifier associated by the first network node (5, 15) with a subscription used by a 

mobile entity (6, 16) in a communications network (1, 10), the communications 

5 netvvork (1, 10) comprising a home network (3, 13) of the mobile entity (6, 16) and a 

serving network (2, 4, 12, 14) serving the mohile entity (6, 16), the method (20) 

comprising the fo11owing steps performed by the first nelvvork node (5, 1:5), which is 

part of the home network (3, 13): 

- receiving (21), from a second network node (4, 14), which is part of the serving 

10 network (2, 12), a first request for authentication information for the mobile entity (6, 

16), Lhe first reyuesL comprising Lhe first identifier, 

- generating (22) a first pseudonym associated with the first identifier, 

- creating (23) a link between the first pseudonym and the first identifier, and 

- sending (24), to the second network node (4, 14), the first pseudonym in response to 

15 the first request for authentication information for use as an identifier for the mobile 

entity (6, 16) in the serving network (2, 12). 

2. The method (20) as claimed in claim 1, comprising: 

- receiving, from the second network node (4, 14 ), a second request for authentication 

information for the mobile entity (6, 16), the second request comprising the first 

20 pseudonym associated with the first identifier, 

- generating a second pseudonym associated with the first identifier, 

- updating the Hnk between the first pseudonym and the first identifier to a link 

between the second pseudonym and the first identifier, and 

-- sending, to the second network node (4, 14), the second pseudonym in response to 

25 the second request for authentication inforrnation. 

3. The method (20) as claimed in any of the preceding claims, wherein the first 

identifier comprises a long--term identity associated vvith a subscription used by the 
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mobile entity (6, 16) or a third pseudonym previously generated for the mobile entity 

(6, 16). 

4. The method (20) as claimed in any of the preceding daims, wherein the first 

identifier comprises an identifier in encrypted format and wherein the receiving (21) 

5 comprises receiving and decrypting the first identifier. 

5. The method (20) as claimed in any of the preceding c1airns. wherein the generating 

(22) comprises selecting a randorn nurnher or a pseudo random nurnher, or applying 

a cryptographic function to a long-term identity associated vvith a subscription used 

by the mobi1e entity (6, 16), wherein the cryptographic function comprises one of: 

10 encryption function, a hash function or a key derivation function. 

6. A computer program (32) Cor first network node (5, 15) for protecting 

confidentiality of a first identifier associated by the first network node (5, 15) with a 

subscription used by a mobi1e entity (6, 16), the computer program (32) comprising 

computer program code, which, when executed on at least one processor of the 

15 comnrnnications network (1, 10) causes the first network node (5. 15) to perform the 

rnethod (20) according to any one of claims 1-5. 

7. A cornputer prograrn product (31, 41) comprising a computer program (32, 42) as 

c1airned in claim 6 and a computer readable means on which the computer program 

(32, 42) is stored. 

20 8. A first network node (5, 15) for protecting confidentiality of a first identifier 

associated by the first network node (5, 15) with a subscription used by a mobile 

entity (6, 16) in a communications network CL 10), the communications network (1, 

10) comprising a home network (3, 13) of the mobile entity (6, 16) and a serving 

network (2, 4. 12, 14) serving the rnobilc entity (6, 16), the first network node (5, 15), 

25 which is part ofthe home network (3, 13) and being configured to: 

- receive, from a second network node (4, 14), which is part of the serving network (2, 

12), a first request for authentication information for the mobile entity (6, 16), the 

first request comprising the first identifier, 

- generate a first pseudonym associated with the mobile entity (6, 16), 
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- create a link between the first pseudonym and the first identifier, and 

- send, to the second network node (4, 14), the first pseudonym in response to the 

first request for authentication information for u sc as an identifier for the mobile 

entity (6, 16) in the serving network (2, 12). 

5 9. The first network node (5, 15) as claimed in claim 8, configured to: 

- receive, frorn the second network node (4, 14), a second request for authentication 

information for the rnobile entity (6, 16), the second request comprising the first 

pseudonym associated with the first identifier, and 

- generate a second pseudonym associated with the first identifier, 

lO - update the Jink between the first pseudonym and the first identifier to a link 

between the second pseudonym and the first identifier, and 

- send, to the second network node (4, 14), the second pseudonym in response to the 

second request for authentication information. 

10. The first network node (5, 1.5) as claimed in claim 8 or 9, wherein the first 

15 identifier comprises a long-term idenlity associated with a subscription used by the 

mobile entity (6, 16) or a third pseudonym previously generated for the mobile entity 

(6, 16). 

11. The first network node (5, 15) as claimed in c1aim 8, wherein the first identifier 

comprises an identifier, in encrypted format, wherein the first network node (5, 15) is 

20 configured to receive and decrypt the first identifier. 

12. The first network node (5. 15) as claimed in any of claims 8-11, configured lo 

generate by selecting a random number or a pseudo random number, or applying a 

cryptographic function to a long-tenn identity associated with a subscription used by 

the mobile entity (6, 16), wherein the cryptographic function comprises one of: 

25 encryption function, a hash function or a key derivation function. 

13. A method (70) for a second network node {4, 14) of protecting confidentiality of a 

first identifier associated by a first network node (5, 15) with a subscription used by a 

mobile entity (6, 16) in a coinmunications network (1, 10), the communications 
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network (1, 10) comprising a home network (3, 13) of the mobile entity (6, 16) and a 

serving network (2, 12) serving the mobile entity (6, 16), the method (70) comprising 

the following steps, performed by the second network node ( 4, 14 ), \vhich is part of 

the serving network (2, 12): 

5 - sending (71), to the first network node (5, 15), which is part of the home network (3, 

13), a first request for authentication information for the mobile entity (6, 16), the 

first request comprising the first identifier, 

- receiving (72), from the first network node (5, 15), a first pseudonym associated with 

the first identifier in response to the first request, 

10 - creating (73) a link bet ween a temporary identifier of the mobile entity (6, 16) and 

the first pseudonym, and 

- using (74) the first pseudonym as identifier of the mobi]e entity (6, 16). 

14. The method (70) as claimed in claim 13, comprising, prior to the sending (71), 

receiving from the mobile entity (6, 16) an attachment request comprising the first 

15 identifier, wherein the first identifier comprises an identifier in encrypted format, 

encrypted by the mobile entity (6, 16). 

15. The method (70) as claimed in claim 13 or 14, comprising assigning the temporary 

identifier to the mobile entity (6, 16). 

16. The method (70) as claimed in any of claims 13-15, comprising requesting, from 

20 the mobile entity, (6, 16), the first pseudonym in response to determining that the 

temporary identifier has been lost. 

17. The method (70) as claimed in any of claims 13-16, wherein the receiving (72) 

comprises receiving the first pseudonym in encrypted format and the using (74) 

comprises conveying the encrypted first pseudonym to the mobile entity (6, 16) for 

25 use in the authenticating of the mobile entity (6, 16). 

18. The method (70) as claimed in any of claims 13-17, comprising: 

Lenovo Ex. 1009 
Page 174



WO 2016/209126 40 PCT/SE2015/050728 

- receiving, from a third network node, which is part of a second serving network to 

which the mobile entity (6, 16) is to be handed over, a request for the first 

pseudonym, and 

- sending, in response to the request, the first pseudonym to the third network node. 

5 19. A cornputer prograrn (52) for a second network node (4, 14) for protecting 

confidentiality of a first identifier associated by a first network node (5, 15) with a 

subscription used hy a mobile entity (6, 16), the cornputer program (52) comprising 

computer program code, which, when executed on at least one processor of the 

second network node ( 4, 14) causes second network node ( 4, 14) to perform the 

10 method (70) according to any one of claims 13-18. 

20. A cumpuler program product (51) comprising a computer program (52) as 

claimed in claim 19 and a computer readable means on which the computer program 

(52) is stored. 

2 L A second network node ( 4, 14) for protecting confidentiality of a first identifier 

15 associated by a first network node (5, 15) with a subscription used by a mobile entity 

(6, 16) in a communications network (1, 10), the communications network (L 10) 

comprising a home network (3, 13) of the rnohile entity (6, 16) and a serving network 

(2, 12) serving the rnohile entity (6, 16), the second network node ( 4, 14), which is 

part of the serving network (2, 12) and being configured to: 

20 - send, to the first network node (5, 15), which is part of the home network (3, 13), a 

first request for authentication information for the mobi1e entity (6, 16), the first 

request comprising the first identifier, 

- receive, from the first network node (5, 15), a first pseudonym associated with the 

first identifier in response to the first request, 

25 - create a link between a temporary identifier of the mobile entity (6, 16) and the first 

pseudonym, and 

- use the first pseudonym as identifier of the mobile entity (6, 16). 

22. The second network node (4, 14) as claimed in claim 2 L configured to, prior to 

the sending, receive from the mohik entity (6, 16) an attachment request comprising 
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the first identifier, wherein the first identifier comprises an identifier in encrypted 

format, encrypted by the mobile entity (6, 16). 

23. The second network node (4, 14) as claimed in claim 21 or 22, configured to 

assign the temporary identifier to the mobile entity (6, 16). 

5 24. The second network node (4, 14) as claimed in any of claims 21-23, configured to 

request, from the mobile entity (6, 16), the first pseudonym in response to 

determining that the temporary identifier has been 1ost. 

25. The second net work node (4, 14) as claimed in any of claims 21-24, configured to 

receive by receiving the first pseudonym encrypted and configured to use by 

10 conveying the encrypted first pseudonym to the mobile entity (6, 16) for use in the 

authenticating of the mobile entity (6, 16). 

26. The second network node (4, 14) as claimed in any of clairns 21-25, configured to: 

- receive, from third network node, which is part of a second serving network to 

which the mobile entity \6, 16) is to be handed over, a request for the first 

15 pseudonym, and 

- send, in response to the request, the first pseudonym to the third network node. 

27. A method (80) for a mobile entity (6, 16) of a communications network (l, 10) of 

protecting confidentiality of a first identifier associated with a subscription used by 

the mobile entity (6, 16), the communications network ( L 10) comprising a home 

20 network (3, 13) ofrhe mobile entity (6, 16) and a serving network (2, 12) serving the 

mobile entity (6, 16), the method (80) comprising: 

- sending (81) to a second network node (4, 14), which is part of the serving network 

(2, 4, 12, 14) an attachment request, the attachment request comprising a first 

pseudonym previously generated for the mobile entity (6, l6) by a first network node 

25 (5, 15), which is part of the home network (3, 13) or the first identifier in encrypted 

format, encrypted in the mobile entity (6, 16), and 

- receiving (82), from tbe second network node (4, 14), a second pseudonym 

associated with the mobile entity (6, 16) in response to the attachment request. 
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28. The method (80) as claimed in claim 27, comprising receiving, from the second 

network node (4, 14 ), a request for the second pseudonym and sending, in response 

thereto, the second pseudonym to the second network node (4, 14 ). 

29. A computer program (92) for a mobile entity (6, 16) of a communications network 

5 (1, 10) for protecting confidentiality of a first identifier associated with a subscription 

u-.ed hy the mohile entity (6, 16), the computer program (92) comprising computer 

program code, which, when executed on at least one processor of the mobile entity (6, 

16) causes the mobile entity (6, 16) to perform the method (90) according to any one 

of claims 27-28. 

10 30. A computer program product (91) comprising a computer program (92) as 

claimed in claim 29 and a computer readable ineans on which the computer program 

(92) is stored. 

31. Arnobile entity (6, 16) of a communications network (1, 10) for protecting 

confidentiality of a first identifier associated with a subscription used by the mobile 

15 entity (6, 16), the communications network (1, 10) comprising a home network (3, 13) 

of the mobile entity (6, 16) and a serving network (2, 12) serving the mobile entity (6, 

16), the mobile entity (6, 16) being configured to: 

- send to a second network node (4, 14 ), which is part of the serving network (2, 4, 12, 

14) an auachment request, the attachment request coinprising a first pseudonym 

20 previously generated for the rnobile entity (6, 16) by a first network node (5, 15), 

which is part of the home network (3, 13) or the first identifier in encrypted format. 

encrypted in the mobile entity (6, 16), and 

- receive. from the second network node (4. 14), a second pseudonym associated with 

the mobile entity (6, 16) in response to the attachment request. 

25 32. The mobile entity (6, 16) as claimed in claim 3 l, configured to receive, frorn the 

second network node ( 4, 14), a request for the second pseudonym and sending, in 

response thereto, the second pseudonym to the second network node (4. 14). 

33. A method (20') for a communications network ( 1. 10) of protecting confidentiality 

of a first identifier associated by a first network node (5, 15) \,Vith a subscription used 

30 by a mobile entity (6, 16), the communications network (1, 10) comprising a home 
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network (3, 13) of the mobile entity (6, 16) and a serving network (2, 4, 12, 14) serving 

the mobile entity (6, 16), the method (20') comprising: 

- receiving (21'), in the home network (3, 5; 13, 15), a first request for authentication 

information for the mobile entity (6, 16) from the serving network, the first request 

5 comprising the first identifier, 

- generaling (22?), in the home network (3, 5; 13, 15), a first pseudonyrn associated 

with the fast identifier, 

- creating (23 ') a link between the first pseudonym and the first identifier, and 

- sending (24'), to the serving network (2, 4; 12, 14), the first pseudonym in response 

10 to the first request for authentication information for use as an identifier for the 

mobile entity (6, 16) in the serving network (2, 12). 

34. A method {.70') for a communications network (1, 10) of protecting confidentiality 

of a first identifier associated by a first network node (5, 15) 'vvith a subscription used 

by a mobile entity (6, 16), the communications network (1, 10) comprising a home 

15 network (3, 13) of the mobile entity (6, 16) and a serving network \2, 12) serving the 

mobile entity (6, 16), the method (70') comprising: 

- sending (71'), from the serving network (2, 4, 12, 14) to the home network (3, 5, 13, 

15), a first request for authentication information for the mobile entity (6, 16), the 

first request comprising the first identifier, 

20 - receiving (72'), from the home network (3, 5: 13, 15), a first pseudonym associated 

with the first identifier in response to the first request, 

25 

- creating (73') a link between a temporary identifier of the mobile entity (6, 16) and 

the first pseudonym. and 

- using (74') the first pseudonym as identifier of the rnobile entity (6, 16). 
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URL:http://www.3gpp.org/ftp/tsg%5Fsa/WG3%5 
FSecurity/TSGS3%5F90Bis%5FSanDiego/Docs/ 
[retrieved on 2018-02-19] 
the whole document 
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TELEFOi'JAKTIEBOLAGET LM ERICSSON (PUBL) 
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18:i Box No. 

i 

ii 

Basis of the opinion 

Prioriiy 

Priority daie {day,month,year) 

:25.07.2017 

lJ Box No. 
r--1 __ , Box No. 

ill 

IV 

Non-establishment of opinion with regard io novelty, inventive step and industrial applicability 

Lack of unity of invention 

l2l Box No. V Reasoned statement under Rule 43bis. 1 (a)(i) with regard to novelty, inventive step and industrial 
applicability; citations and explanations supporting such statement 

l2l Box No. VI Certain documents cited 

l2l Box No. VII Certain defects in the international applicat;on 

l2l Box No. VIII Certain observations on the international application 

2. FURTHER ACTION 

If a demand for international preliminary examination is made, this opinion will usually be considered lo be a 
written opinion of the International Preliminary Examining Authority ("I PEA'') except that this does not apply where 
!he applicant chooses an Authmity other than !his one to be the IPEA and the chosen I PEA has notifed the 
International Bureau under Rule 66.1 bis(b) that written opinions of this International Searching Authority 
will nol be so considered. 

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to 
submit lo 1he I PEA a written reply together, where appropriate, wi1h arnendrnen1s, before the expiration of 3 months 
from the date of mailing of Form PCTllSA/220 or before the expiration of 22 months from the priority date, 
whichever expires later. 

For further options, see Form PCT~SA,220. 

Name and mailing address of the ISA: 

European Patent Office 
P.B. 5818 Pa.ientlaan 2 
NL-2280 HV Rijswijk - Pays Bas 
Tel. +31 70 340 - 2040 
Fax: +31 70 340 - 3015 

Form PCT.i1SA.l.237 (Cover Sheei) (January 2015) 

Date of completion oi 
1hi~, opinion 
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Poppe, Fabrice 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

International application No. 
PCT/EP2018.-069432 

Box No. I Basis of the opinion 

1. With regard to the language, this opinion has been established on the basis of: 

1:8:l 

• 

2. [J 

3. • 

the international application in tt1e language in whicl1 it was iiled. 

a translation of the international application into , which is tt1e language of a translation furnished for Hie 
purposes of international search (Rules 12.3(a) and 23. i (b)). 

This opinion has been established taking into account the rectification of an obvious mistake authorized 
by or notified to this Authority under Rule 91 (Rule 43bis.1(a)) 

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this 
opinion has been established on Hie basis of a sequence listing: 

a. • iorming part of the international application as filed: 

[J in the form of an Annex C!ST.25 text file. 

• on paper or in the form of an image file. 

b. • furnished together with the international application under PCT Rule "I 3ter.1 (a) ior the purposes of 
international search only in the form of an Annex C/ST.25 text file. 

c. D furnished subsequent to the international iiling date for Hie purposes of international search only: 

[] in the form of an Annex C,ST.25 text file (Rule 13ter.1(a)). 

[] on paper or in the form of an image file (Rule 13ter."l(b) and Administrative Instructions, Section 
713). 

4. • In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, 
the required statements that the information in the subsequent or additional copies is identical to that 
forming part of the application as filed or does not go beyond the application as filed, as appropriate, were 
furnisl1ed. 

5. Additional comments: 

Box No. II Priority 

1. 1:8:l The validity of the priority claim has not been considered because the International Searci1ing Authority 
does not have in its possession a copy of the earlier application whose priority has been c!aimed or, where 
required, a translation of t~1at earlier application. This opinion has nevertheless been established on the 
assumption that the relevant date (Rules 43bis.1 and 64.1) is the claimed priority date. 

2. [] This opinion has been estab!ished as if no priority had been claimed due to the fact that the priority claim 
t1as been found invalid (Rules 43tJis.1 and 64.1 ). Thus for the purposes of this opinion, Hie international 
filing date indicated above is considered to be the relevant date. 

3. Additional observations, if necessary: 
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Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or 
industrial applicability; citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 
No: Claims 

Inventive step (IS) Yes: Claims 
No: Claims 

Industrial applicability (I.A.) Yes: Claims 
No: Claims 

2. Citations and explanations 

see separate sheet 

Box No. VI Certain documents cited 

l. Certain published documents (Rules 43bis.1 and 70. ·10) 

and /or 

2. Non-written disclosures (Rules 43bis.1 and 70.9) 

see form 210 

Box No. VII Certain defects in the international application 

Ttie following defects in Hie form or contents of the international application have been noted: 

see separate sheet 

Box No. vm Certain observations on the international application 

The following observations on tile clarity of the claims, description, and drawings or on tile question whetl1er the 
claims are fully supported by the description, are made: 

see separate sheet 
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INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

International application No. 

PCT/EP2018/069432 

Re Item V 

Reasoned statement with regard to novelty, inventive step or industrial 
applicability; citations and explanations supporting such statement 

1 Reference is made to the foilowing documents: 

D1 WO 2046/209126 A1 (ERICSSON TELEFON AB L M [SE]) 29 

December 2016 (2016-12-29) 

D2 US 2013/00397"1 A 1 (FORSBERG DAN [Fl] ET AL) 3 January 

2013 (2013-01-03) 

D3 3RD GENERATION PARTNERSHIP PROJECT: "Study on the 

security aspects of the next generation system (Release 14)", TR 
33.899 V1 .2.0, 21 June 2017 (2017-06-21) 

2 The present application does not meet the criteria of Article 33(3) PCT, 

because the subject-matter of independent method claims 1, "16 and 24, in as 
far as said claims are clear (see Re Item VIII below) does not involve an 

inventive step. 

2.1 Claim 1 reiates to a method performed by an authentication server in a home 

network of a user equipment. Document D1 is regarded as being the prior art 
closest to the subject-matter of tt1is claim, and discloses (the references in 

parentheses applying to this document): 

a method performed by an authentication server (HSS 15) in a home 

network of a user equipment, UE (UE 16), for obtaining a subscription 
permanent identifier, SUPI (IMSI), the method comprising (page 12, 
lines 13-15: encryption of the IMSI by a public key of the home network 
"13 may in suct1 cases be used to prevent the IMSI from being 

eavesdropped during transit of the IMSI from the UE 16 to the HSS 15): 

receiving a subscription concealed identifier, SUCI, which comprises an 

encrypted part in which at least a part of the SUPI is encrypted, and a 
clear-text part which comprises a home network identifier (page 12, lines 
i 5-18: UE 16 may for instance encrypt part of the IMSI, e.g. encrypt the 
MSIN part of the lMSI using the public key of the home network 13 
whereas MCC and MNC parts of the iMSI may be kept un-encrypted); 

Forrri 1:iCT/iSA/23? (Separate Sheet) (St1eet I) (EPO-April 2005) 
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PCT/EP2018/069432 

obtaining the SUPI from the SUCI (page 12, lines 28-29: decryption of 
IMSI by HSS 15). 

The subject-matter of claim 1 therefore differs from this known method in that: 

(i) the clear-text part of the SUCI comprises an encryption scheme 

identifier that identifies an encryption scheme used by the UE to encrypt 
the SUPI in the SUCI, 

and in that obtaining the SUPI from the SUCI comprises: 

(ii) determining a de-concealing server to use to decrypt the encrypted 

part of the SUCI, 

(iii) sending the SUCI to the de-concealing server, and 

{iv) receiving the SUPI in response. 

The subject-matter of claim 1 is therefore new. 

The objective technical problem corresponding to distinguishing feature (i) 
may be regarded as how to support a plurality of encryption schemes. 

Corresponding feature (i) is considered to comprise a matter of normai 
design. The skilled person indeed knows that in connection with concealing 
subscription identifiers a plurality of encryption schemes may be standardized 
from D3 (section 5.7.4.3 Solution #7.3), 

It is in the scope of the security area #17 'Cryptographic algorithms' to 
decide if and which public key encryption schemes to standardize. 

It appears to be a matter of normal design to include an encryption scheme 
identifier in the SUCI to allow the determination of the encryption scheme to 

be used by the de-concealing server. 

In D1, the authentication server itself decrypts the encrypted part of the SUCI 

to obtain the SUPI from the SUCL The distinguishing features (ii)-(iv) may 
therefore be regarded to define an alternative solution to the objective 

technical problem of how to obtain the SUPI from the SUCI. In the same 
technical field, document D2 discloses features (ii)-(iv), see paragraphs 

[0044]-[0046], [0049]-[0051], [0054]-[0055] and Figs. 2 and 4: 

second network entity (MME 43 of the home network 42) maintains 
information that is needed in the decryption, 

Forrn PCT/!SA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005) 
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determination of the second network entity based on information the 

(first, requesting) entity can gather from the identifier that was received 

from the user equipment (visited mobile management entity may 

analyse the mobile country code (iv1CC) and/or mobile network code 

(MNC) of the IMSI), 

second or home entity may then decrypt the message based on 

information stored in a data storage thereof and return the identifier in 

decrypted format to the requesting entity (the home mobile management 

entity decrypts the MSIN part and send the IMSI in a clear text format 

back to the visited mobile management entity). 

The skilled person would, starting from the teaching of Di, apply these 

features disclosed in D2, with corresponding technical effect, and thereby 

arrive at the subject-matter of claim 1 without performing any inventive 

activity. One may even argue that the visited MME 33 of D2, Fig. 4, which 

relies on the home MME 43 as a de-concealing server, in fact also is an 

authentication server, since it performs an authentication procedure for 

registering a user equipment, see paragraph [0043] of D2. 

2.2 Claim 16 relates to a corresponding method performed by a de-concealing 

server. Document D2 is regarded as being the prior art closest to tt1e subject­

matter of this claim, and discloses (the references in parentheses applying to 

this document): 

a method, performed by a de-concealing server (Fig. 4: home mobile 

management entity), for providing a subscription permanent identifier, 

SUPI, the method comprising: 

receiving a subscription concealed identifier, SUCI, which comprises an 

encrypted part in which at !east a part of the SU Pl is encrypted, and a 

clear-text part which comprises a home network identifier (paragraph 

[0051] the visited mobile management entity asks the home mobile 

management entity to decrypt the IMSI on its behalf; paragraph [0049] at 

least the mobile subscriber identification number (MSIN) part of the IMSI 

may be transmitted as encrypted over the air interface); 

decrypting the encrypted part of the SUCI, using the encryption scheme 

indicated by the encryption scheme identifier to obtain the SUPI 

(paragraph [0051] decrypt the encrypted portions of the IMS! identifier); 

and 

Forrn PCTiiSA/2:37 (Separate Sheet) (Sheet :3) (EPO-April 2005) 
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sending the SUPI (paragraph [0054] the home mobile management 

entity can then decrypt the MSIN part and send the IMSI in a dear text 
format back to the visited mobile management entity). 

The subject-matter of claim 16 therefore differs from this known method in 

that: 

(i) the clear-text part of the SUCI comprises an encryption scheme 
identifier that identifies an encryption scheme used by the UE to encrypt 

the SUPI in the SUCI and which is supported by the de-concealing 

server, 

and in that 

(ii) the subscription concealed identifier, SUCI, is received from an 

authentication server, and 

(iii) the obtained subscription permanent identifier, SUPI is sent to the 

authentication server. 

The subject-matter of claim 1 is therefore new. 

The objective technical problem corresponding to distinguishing feature (i) 

may be again be regarded as how to support a plurality of encryption 

schemes. Corresponding feature (i) is again considered to comprise a matter 
of normal design (see point 2.1 above). 

Features (ii) and (iii) merely specify that the de-concealing server serves an 

authentication server. No structural adaptation of the de-concealing server 

known from D2 is required to this end, and no objective technical problem 
corresponding to these features can be identified. One may even argue that 

the visited MME 33 of D2, Fig. 4, which relies on the home MME 43 as a de­

concealing server, in fact also is an authentication server, since it performs an 

authentication procedure for registering a user equipment, see paragraph 
[0043] of D2. 

2.3 Claim 24 relates to a corresponding method performed by a user equiprnent. 

Document D1 is regarded as being the prior art closest to the subject-matter 

of this claim, and discloses (the references in parentheses applying to this 
document): 

a method performed by a user equipment, UE, the method comprising: 

generating a subscription concealed identifier, SUCI, which comprises 

an encrypted part in which at least a part of a subscription permanent 
identifier, SUPI, is encrypted (page 12, lines 15-18: UE 16 may for 

Forrn PCTiiSA/2:37 (Separate Sheet) (Sheet 4) (EPO-April 2005) 
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instance encrypt part of the IMSI, e.g. encrypt the MSIN part of the IMSI 
using the public key of the home network 13 whereas MCC and MNC 

parts of the IMSI may be kept un-encrypted); 

transmitting the SUCI to an authentication server (page ·12, lines 13-15: 

encryption of the IMSI by a public key of the horne network 13 may in 
such cases be used to prevent the IMSI from being eavesdropped 

during transit of the IMS! from the UE 16 to the HSS 15) for forwarding 
of the SUCI to a de-concealing server capable of decrypting the SUPI. 

The subject-matter of claim 24 therefore differs from this known method in 
that: 

(i) the clear-text part of the SUCI comprises an encryption scheme 
identifier that identifies an encryption scheme used by the UE to encrypt 

the SUPI in the SUCI, 

The subject-matter of claim 24 is therefore new. 

The objective technical problem corresponding to distinguishing feature (i) 
may be regarded as how to support a plurality of encryption schemes. 

Corresponding feature (i) is again considered to comprise a matter of normal 
design (see point 2.1 above). 

It is noted that the subject-matter of claim 24 furthermore does not comprise 
an inventive step over 02, see the corresponding passages cited in the 

search report. 

2.4 The same reasoning applies, mutatis rnutandis, to the subject-matter of the 

corresponding independent claims 36-38, 39-41, 42-44, 48 and 49, which 
therefore are also considered not inventive. 

3 Dependent claims 2-15, 17-23, 25-35 and 45-47 do not contain any features 
which, in combination with the features of any claim to which they refer, meet 

the requirements of the PCT in respect of novelty and/or inventive step. 

Re Item VII 

Certain defects in the international application 
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1 The independent ciaims are not in the two-part form in accordance with Rule 
6.3(b) PCT, which in the present case would be appropriate, with those 

features known in combination from the prior art being placed in the preamble 
(Rule 6.3(b)(i) PCT) and the remaining features being included in the 

characterising part (Rule 6.3(b)(ii) PCT). 

2 Contrary to the requirements of Rule 5.1 (a)(ii) PCT, the relevant background 
art disclosed in D1 and 02 is not mentioned in the description, nor are these 
documents identified therein. 

Re Item VIII 

Certain observations on the international application 

1 Although claims 36, 37 and 38, all directed to an authentication server for a 
home network, have been drafted as separate independent claims, they 

appear to relate effectively to the same subject-matter and to differ from each 
other only with regard to the definition of the subject-matter for which 

protection is sought and/or in respect of the terminology used for the features 
of t11at subject-matter. The aforementioned claims therefore lack conciseness 

and as such do not meet the requirements of Article 6 PCT. 

Also claims 39-41 directed to deconcealing servers, and claims 42-44 

directed to user equipments, lack conciseness and as such do not meet the 
requirements of Article 6 PCT. 

2 Claims 24 and 42-44 furthermore lack clarity. It is not clear how the 
forwarding by the authentication server of the SUCI to a de-concealing server 

capable of decrypting the SUPI can comprise a limitation of the claimed user 
equipments and the corresponding method performed by the user 

equipments. 

Forrn PCT/!SA/237 (Separate Sheet) (Sheet 6) (EPO-April 2005) 
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POWER OF ATTORNEY 

The undersigned, being du!y authorized representatives of TELEFONAKTIEBOLAGET LM 
ERICSSON {PUBL) (hereinafter referred to as "Ericsson") having its registered office at SE-
164 83 Stockholm, Sweden, does hereby authorize Rothwell, Figfh Emst.& Manbeck; P.C. 
practitioners associated with United States Patent and Trademark Offh::e Customer 
Number 06449 to represent Ericsson before the United States Patent and Tratjemark Office 
in any and all matters regarding patents or pateht.appiications filed by Ericsson orwherein 
Ericsson is the assignee of the entire interestthereto. 

This Power of Attorney shall Include the right for Rothwell, FiQth Ernst & Manbeck1 P.C. 
practitioners associated with United States Patent and Trademark Office Customer 
Number 06449 to s!gn and submit in Ericsson's name and on Ericsson's behalf any 
document, notification, filing, petition or request in connection with any patent applications or 
patents owned by or assigned to Ericsson. 

This Power of Attorney does not include the right to appoint substitutes but only the persons 
associated with the above United States Patent and Trade.mark Offfce Customer Number. 

We hereby revoke a!I previous authorization, if any madei in respect of same matter or 
proceeding, This Power of Attomey shall be valid for five (5} years from the date hereof 
unless earlier revoked. This Power of Attorney may be revoked at any time by Ericsson, 

Stockholm, Sweden on [Date] Jo{tr•O f--01. .... 

TELEFONAKTlEBO~T L~RICSSON (PUBL) 

/·AL----
signature(s) ------------------,,,~~ 

Gabriele Mohsler 
Vice President Patent Development 
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Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 
Applicant!Patent Owner: Telefonaktiebolaget LM Ericsson (publ) 

Application No./Patent No.: _1_6_12_0_0_0_3_7 ________ _ Filed/Issue Date: November 26, 2018 

Titled: SUBSCRIPTION CONCEALED IDENTIFIER 

Telefonaktiebolaget LM Ericsson (publ) , a corporation 
--------------------

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. GJ An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel ______ , Frame ______ , or for which a copy 
thereof is attached. 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

2. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U .S.C. 122 and 37 CFR 1 .11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

[2] As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

iBrian S. Rosenbloom/ December 6, 2018 
Signature 

Brian S. Rosenbloom 
Printed or Typed Name 

[Page 2 of 2] 

Date 

41276 
Title or Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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This Assignment is made by: 

BEN HENDA1 Noa.men 

CASTELLANOS ZAMORA, David 

NAKARMI, Prajwol Kumar 

SAARINEN, Pasi 

WIFVESSON, Monica 

ASSIGNMENT 

Tumultgrand 228 
SE-162 47 Stockholm 
Sweden 

Cl Embajadores 256, 1°B 
28045 MADRID 
Spain 

Stupvagen 17 
SE-19142 SOLLENTUNA 
Sweden 

Ripvagen 19A 
17564 Jarfalla 
Sweden 

Kruthornsgranden 3 
226 52 LUND 
Sweden 

P72588 W01 

(hereinafter referred to as "Assignor(s)") in favor, and for the benefit and behoof of, 
Telefonaktiebolaget LM Ericsson {publ), a corporation duly organized under and pursuant 
to the laws of Sweden and having its principal place of business at SE-164 83 Stockholm, 
Sweden (hereinafter referred to as "Assignee"). 

For good, sufficient and adequate consideration, the receipt of which is hereby 
acknowledged, the Assignor(s) have, as of the Effective Date, sold, assigned, transferred, 
and set over, and by these presents, and to the extent any transferable or assignable 
rights still remain with the inventor, do hereby sell, assign, transfer, and set over, unto the 
Assignee, its successors, legal representatives, and assigns the entire right, title, and 
interest in and to the following inventions, appiication(s) for letters Patent, and any and ail 
Letters Patent or Patents in all countries and pursuant to all multilateral treaty 
organizations, including Sweden, the United States of America, the Patent Cooperation 
Treaty and European Patent Convention, that may be granted therefor and thereon, and 
in and to any and all divisions, continuations, continuations-in-part, conversions and utility 
models of said application(s), and reissues and extensions of said Letters Patent ar 
Patents, the same to be held and enjoyed by the Assignee, for its use and behoof and the 
use and the behoof of its successors, legal representatives, and assigns, to the full end of 
the term or terms for which Letters Patent, Patents and Utility Models may be granted as 
fully and entirely as the same would have been held and enjoyed by the Assignor(s) had 
this sale and assignment not been made: 
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ASSIGNMENT 

SUBSCRIPTION CONCEALED IDENTIFIER 

P72588 W01 

including, but not limited to, the application(s) for Letters Patent and Utility Model filed in: 

Country Code Priority Applicatlon(s) Fi!ing Date(~) 
WO PCT /EP2018/069432 2018-07-17 
us 16/200037 2018-11-26 

---------------------------------------

The Effective date is the earliest date of the above listed Filing Date(s). 

Assignor(s) hereby authorize and request Assignee's Attorneys to insert the serial 
number and filing date of said application(s) for letter Patent or Utility Model, when 
known. The assignment of the above mentioned rights includes a transfer of the whole 
right to use a priority (including priority according to any convention, multilateral 
agreement, bilateral agreement and national law) of the above mentioned appiication(s} 
for letter Patent and Utility Model in all countries and multilateral treaty organizations 
wherein no residual rights shall remain with the Assignor(s). Assignor(s) hereby request 
that said Letters Patent, Patent or Utility Model be issued to Assignee as the Assignee of 
said inventions, the Letters Patent, Patent or Utility Model to be issued for the sole use 
and behoof of the Assignee, its successors, legal representatives, and assigns. Assignee 
alone hereinafter has the entire disposal of the invention and possesses entire ownership 
to any domestic and foreign patents or utility models granted thereinafteL The rights 
granted hereunder shall include all rights to institute legal actions, obtain remedies and 
recover and retain damages in respect to said Letters Patent, Patent or Utility Model. 

The Assignor(s) and Assignee hereby understand and agree that with the execution 
of this Assignment, to the extent necessary or appropriate, national and/or regional 
applications may be filed by the Assignee as the applicant and on behalf of the assignor. 

To the extent Assignee is entitled to receive the rights hereunder pursuant to this 
Assignment, each of the Assignor(s) hereby covenants and agrees to and with the 
Assignee, its successors, legal representatives, and assigns, that, at the time of the 
Effective Date, the Assignor(s) were the sole and lawful owners of the entire right, title, 
and interest in and to the inventions and application(s) for Letters Patent or Utility Models 
above-mentioned, and that the same are unencumbered, and that the Assignor(s) have 
good and full right and lawful authority to sell and convey the same in the manner herein 
set forth. 

Further, and for the same consideration, the Assignor(s) hereby covenant(s) and 
agree{s) to and with the Assignee, its successors, legal representatives, and assigns that 
the Assignor(s) will, whenever counsel of the Assignee, or the counsel of its successors, 
legal representatives, and assigns, shall advise that any proceeding in connection with 
said inventions or said application(s) for letters Patent or Utility Model, or any proceeding 
in connection with Letters Patent or Utility Model for said inventions, in any country and 
any multilateral treaty organization, including interference proceedings, is lawful and 
desirable, or that any division, continuation, continuation-in-part, conversion or Utility 
Model of any application(s) for Letters Patent or Utility Model, or any reissue or extension 
of any Letters Patent to be obtained thereon, is lawful and desirable, sign all papers and 
documents, take all lawful oaths, and do all acts necessary or required to be done for the 

Page 2 of 6 Lenovo Ex. 1009 
Page 210



ASSIGNMENT 

procuroment, malnfon1fmce, enforcement and defense of LeHers Patent or Utibty fv1odl~l 
for s":i.id inventions, \:\tlthout charge to t\ssigniJe, its successors, legc1.I repre~~r1ntativ0s, ;:1nd 
f:lS~">l9n~\ but M tht, cost and expense of thr} Ass19nee, its successors, !ega! 
repmt;l~mtatlves, and assigns. .. If any of tht:; .J\ssignor(s,) is pnwented by any obstades frorn 
signing said d:oc.mnents in person, this Assignrnent shall be valid as a Power of Attorney 
for the l\ssignee to si9n thix;e (Jorurnent.; on behalf of any such Assignor{s) or, in the 
event or the death of the latter, the fi~;tate thereof. 

This Assi9rn11fmt siwH be Q,Wi~!Tled by and construed under, and any dispute 
controversy or clairn rel:ated hendo shall be decided in accordantx~ vvlth, thi=:i la'NS ot 

Sweden 

\Nilhout regard to the conflicts of lciws provisions thereot Any dispute, co1T!rov€fSi or 
claim arising under, out of or rnlating to this /\n~1igrnnt~nt and any subsequent arnendrnents 
of this Assi9nment, includin9 1,,vithout lirn\fi.,ition, its forrnation. validity, binding effect, 
interpn~tat.io11i perforrnance, bre<:K~h or tennirk1tton, (~s weH as non--contractu~~! claims, sha!i 
be refr::rred to and finally determined bv arbitration in accordance v,hth the W!P() 
Arbitration Ruk~s. Th~ arbitn,i! tribune! shall consist of a sole arbitrator The p!ace d 
arbitration shall be in the country of the invfmtor's reskle11ce, The language to be usiJd in 
the arbitral proceedings shall be English, 

No modifications shaH be made to this /.\sslgmnent unless in writing and signed by 
Hach of the l\ss!gnm(s) and Assignee, If any of the provisions of this Assignrnent shall bEi 

deen1ed invalid or i.mt:inforceabh::, thnn tht=:; E~nHrt':: As~;igmnent shall bE~ constnn:,d as, if not 
containing the particular invalid or unenforceable provision or provisions, and the rights 
and ohHtrations of Assignee and .Assignor(s) shall btJ construed and enforced accordingly. 
Assi9nee's. failure to exercise any option ms'1de avaitible as a res.ult hereof, shai! not be 
z~onstrur~d as ~:..; waiver of such pmvisions, rights, or options, or ciffo,ct the v~1!idity (:,f this 
AssiiJnment. /\t;signor covenants and awees that it wi!I not take any actions in violation of 
this /\~;~;ignrnent 

SubsequBnt assl9nrnm1t from any of the assignors to the assignee purporting to 
C(Jnvey the subJect rnatter specified herein for a particular country, patent office, or 
jurisdiz:tion shall not lnva!idatf~ any pn.wision of this assignrnent and anv such st1bs~:quent 
assignment shall ad as a further confirnmtion of the assignment herein, 

on behalf of 

Patent Unit Director 
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ASSIGNMENT 

Tifa.): SUBSCf:Z!PT!ON CONCEALED IDENTIFIER 

Signature of Assignor 

Dat~~i. J).l.8'.··:.IO .. ' .. Q.( ..... , VVilnessed by 

Name: ., . 
,_.-, ...... -----~-·-·_,_l~), •. ',·-.·:' .. {.•-_,;.,'t'-,','.:.·.l,,.-~ •.. · .. ~.-. ~ ·'iJ ~ 
~--- ~,_ .. ~ .::- ~·: V (~- '•'. t~:-.. ~:f fi-J .(~Z },:-'} 

Vv'itnessed by 

Na1Tie: 

Address: 

-----~~(.~: (~ c::() .. ··i~~~ 
.. ' ' ' ' ' ' " ' . ' '.• ~ .. ' .... , '':'-' . 
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PT25$'6· VV()·1 

ASSIGNMENT 

Title: SUBSCRIPTION GONCE/\LE0 IDENTIFIER 

Signature cif Assignor 

' . 

"'.::2~~,~~~~dt:. ·•· .............. . 
CASTE.ti:::A-N-Gfr'lAfAQRA [.h~vld 

Witnessed by 

Name: 

~4dtire.ss: 

Witnessed by 

Name: 

Address: 
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ASSIGNMENT 

TiUe; SUBSCRIPTION CONCEALED !DENT!FIEH 

Signature of At·H,ignnr 

Witnessed by 

Name: 

Address: 

N,~rne: 

/\ddress: 

,.,,..._ 

t::;--C.-L-,····L--L,L. .. 
(</" 

/h~ , .. , ;\1 i\_.,.,. _.,. ... 
U \J\ « ·.· Ii '&~·\A' 

... -•·') ./ .. w~~ ....... • ......... . 
. . . ' . (~::l-?t:t.?:Yi\f:':~ " _··2?~1\f~f' .... ,. .• 
_ .. /:t~\~~- ~t:··~:-~f:(?-::~:\f?.'~:·'~~,:-~-: .. , r (:. 
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ASSIGNMENT 

Tifo3: SUBSCRIPTION CONCEALED !DENTW!Efl 

. SAARINEN; Pasi 

Witnessed by ... l,:4/4:t;fc;;i~Ijt_·_;· .. 
~ ·· · ~ l i 

. ; ..
. :l.?.-·,· . .:/_,,·'.i.'·•·:..,.:,._' .. :.•'..···:~''1 ... '~.',.·::.l./. • . . i .. / ,.· .. ~·' .·"'·-~ / .--1 
,- • _' 5•,_, ,:,_'.. · .. -~·:./.~--~.{ •• -:_~{{. ~<~ -~ ............ ~ 

Addnx,s: 
.... •, " l 

.. L?t!.-t;;{;~L,:fi~~ll;tZ,.. ,-X,i.t. __ . __ ... '" 
i 

,, .'/t>:~l .. . ?r? .. ::, ... 5,({/!f P:-: ., .. , ..... , .... 

WitnE1SS(~d by 

Name: 

Address; 

.. ,. ~R!-i¼,C; \'.?.C.t),. ,, : ,, . , .. ,, . ,, ., .. '< •• ,,, 
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.ASS!GNf1,.1ENT 

Tlt!e. SUBSCRIPTION CONCEALED IDENTIFIER 

VV!FVESSON, i'Aonlca 

Witnessed by 
; "- ..... •··· .. 

. . · .. h:::5~2. -~:: .. :~·:·:~:-:,,,,,,., ...................... , .... , . 
Narne: 

Address: 

\Nitnessed by 

Narne: ./:.?,J:;t~~::~: .. (.•·<•::·~~:~(~~::~~-:.<:) T~· 
• ~ •. • ,,,: •• ' • •.~ • > ~ ••• - • ,. < •• > > ' • 

Address: 
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ASSIGNMENT AGREEMENT 

This Assignment is made by: 

TORVINEN, Vesa Sauvontie 42 
Fl-21570 SAUVO 
Finland 

P72588 W01 

(hereinafter referred to as "Assignor(s)") in favor, and for the benefit and behoof of, 
Oy L M Ericsson Ab, a corporation duly organized under and pursuant to the laws of 
Finland and having its principal place of business at Hirsalantie 11, 02420 Jorvas, Finland 
(hereinafter referred to as "Assignee"). 

The Assignor(s) have, as of the Effective Date, sold, assigned, transferred, and set 
over, and by these presents, and to the extent any transferable or assignable rights still 
remain with the inventor, do hereby sell, assign, transfer, and set over, unto the Assignee, 
its successors, legal representatives, and assigns the entire right, title, and interest in and 
to the following inventions, application(s) for any and all letters Patent, Patents and Utility 
Model(s) in all countries and pursuant to ail multilateral treaty organizations, including 
Finland, the United States of America, the Patent Cooperation Treaty and European 
Patent Convention, that may be granted therefor and thereon, and in and to any and all 
divisions, continuations, continuations-in-part, conversions and utility models of said 
application(s), and reissues and extensions of said letters Patent, Patents or Utility 
Model(s), the same to be held and enjoyed by the Assignee, for its use and behoof and 
the use and the behoof of its successors, legal representatives, and assigns, to the full 
end of the term or terms for which Letters Patent, Patents and Utility Models may be 
granted as fully and entirely as the same would have been held and enjoyed by the 
Assignor(s) had this sale and assignment not been made: 

SUBSCRIPTION CONCEALED IDENTIFIER 

including, but not limited to, the application(s) for Letters Patent and Utility Model filed in: 

Country Code Priori~ __ t:pplicatlon(s) ____ __ Filing Oate(_s) 
WO PCT /EP2018/069432 2018-07-17 
us 16i200037 2018-11-26 

- -

The Effective date is the earliest date of the above listed Filing Date(s). 

This Assignment shall be subject to the laws of Finland and Ericsson Inventor 
Awards System valid at the time of the Assignors submitted the Applicable Notification 
Form to the Assignee_ The Assignor(s) acknowledge that they are aware of the content 
and provisions of the Ericsson Inventor Awards System. 

Assignor(s) hereby authorize and request Assignee's Attorneys to insert the serial 
number and filing date of said application(s) for letter Patents, Patent or Utility Model, 
when known. The assignment of the above mentioned rights includes a transfer of the 
whole right to use a priority (including priority according to any convention, multilateral 
agreement, bilateral agreement and national law) of the above mentioned application(s) 
for Letter Patent, Patents and Utility Model in all countries and multilateral treaty 
organizations wherein no residua! rights shall remain with the Assignor(s)_ Assignor(s) 
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P72588 W01 

ASSIGNMENT AGREEMENT 

hereby request that said Letters Patent, Patents or Utility Model be issued to Assignee as 
the Assignee of said inventions, the letters Patent, Patent or Utility Model to be issued for 
the sole use and behoof of the Assignee, its successors, legal representatives, and 
assigns. Assignee alone hereinafter has the entire disposal of the invention and 
possesses entire ownership to any domestic and foreign patents or utility models granted 
thereinafter. The rights granted hereunder shall include all rights to institute legal actions, 
obtain remedies and recover and retain damages in respect to said Letters Patent, 
Patents or Utility Model. 

The Assignor(s) and Assignee hereby understand and agree that with the execution 
of this Assignment, to the extent necessary or appropriate, national and/or regional 
applications may be filed by the Assignee as the applicant and on behalf of the 
Assignor(s). 

The Assignor(s) hereby confirm that the remuneration to be paid to the Assignor(s) 
in accordance with the Ericsson Inventor Awards System, in addition to the salary of the 
Assignor(s) as such, constitute fair and reasonable compensation as defined in the 
Finnish Employee Inventions Act for the assignment an employee invention to the 
Assignee and that the Assignor(s) shall not have any other claims towards the Assignee. 
In connection with this the Assignor(s) and the Assignee have particularly taken into 
account the following factors: degree of readiness, scope of the invention and utilization of 
the invention. It has been taken into account that the invention may be used in or 
transferred to other Ericsson's group companies and there are also licensing possibilities. 

To the extent Assignee is entitled to receive the rights hereunder purs 
uant to this Assignment, each of the Assignor(s) hereby covenants and agrees to and with 
the Assignee, its successors, legal representatives, and assigns, that, at the time of the 
Effective Date, the Assignor(s) were the sole and lawful owners of the entire right, title, 
and interest in and to the inventions and application(s) for letters Patent, Patents or Utility 
Models above-mentioned, and that the same are unencumbered, and that the Assignor(s) 
have good and full right and lawful authority to sell and convey the same in the manner 
herein set forth. 

Further, the Assignor(s) hereby covenant(s) and agree(s) to and with the Assignee, 
its successors, legal representatives, and assigns that the Assignor(s) will. whenever 
counsel of the Assignee, or the counsel of its successors, legal representatives, and 
assigns, shall advise that any proceeding in connection with said inventions or said 
application(s) for letters Patent, Patents or Utility Models or any proceeding in connection 
with Letters Patent, Patents or Utility Model for said inventions, in any country and any 
multilateral treaty organization, including interference proceedings, is !awful and desirable, 
or that any division, continuation, continuation~in~part, conversion of any application(s) for 
Letters Patent, Patents or Utility Model, or any reissue or extension of any Letters Patent, 
Patents or Utility Model to be obtained thereon, is lawful and desirable, sign all papers and 
documents, take all lawful oaths, and do all acts necessary or required to be done for the 
procurement, maintenance, enforcement. and defense of Letters Patent, Patents or Utility 
Model for said inventions, without charge to Assignee, its successors, legal 
representatives, and assigns, but at the cost and expense of the Assignee, its successors, 
legal representatives, and assigns. If any of the Assignor(s) is prevented by any obstacles 
from signing said documents in person, this Assignment shall be valid as a Power of 
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Attorney for the Assigne%t to Si9n th€::s:e docurm::H1ts on behalf of any t~uch Assignor(s) or, in 
the t':W~nt 0f the death of the latter, the esh':'.lte thereof. 

Thi$ .As:signrnt~nt shafl be g(N(~rned by ,-:'ind con$trued under, and any dispute, 
ccintroversy or claim reiated ht:reto t~lla!l be decided in accordance with, the laws of: 

Sv<leden 

without regard to the conmcts of !ch<VS prcn.dsions thereof Any dispute, controversy of 
ciakn iirlsing under, out of or relating io this Assignment and any subsequent amendments: 
of this i\ssignrnent induding, \>\:'ithou\. !in1itatk'Kl. its f0nnatlon, vaiidlty, binding effett, 
interpretation, performance, bn1ach or terrnlnaton, as \:Veil as non~contractual claims, shall 
be reforred to and finsfiy deterrnined by arbitration in accordanc.:e vvith the \lVIPO 
Arbitration Rt.Jles. The mbltrai trlbun;~l shall con$lst of a sole ,;1rbltrator_ The place of 
arbitrafajn s:llaH be in the country of tht~ inventor's re-sidenc~_:I. The language to be used in 
the arbilra! proceE:H.Hn@s sha!! be En~;li-sh. 

No rnodificatlons sll:ail bt~ niad\'(; to illis Assignment unless in writing and signed by 
,~;~ch of thE:, Assignor(s) and f\t,si(lm'H~,. lf any of thi_~ pm1,;h;iorH~ of this h;s.ignment shall be 
detimed invalid or tlrH:,mfowf~ab!e, then Hw entire Assignrmrmt shall b~i construed as if not 
containing the partictilar invalid or unenforceable provision or pro-.Asions, and the rights 
and oblkiabons of .Asskmee ,:ind A..ssii::inorfs} shall be construed and enforced accordino!v, V V ~:,.1 \~ .;...-)" 

Assignee's tat!ure to exercise any O~)tion rnade available as ;~ result hereof, sf,a!i not be 
c-om;lrued as a waiver of such provisions, ri9hts, or cptlons, or affo:::c.t the validity of this 
,A,s$iGnn-wnt Assignor CO\i{~i1·mrlh', and a(ffEies that lt \,vi!! not take anv actions in violation of - - , 
this i\ssignrnent 

Subsequent assignment fron1 cH)Y of HWJ Assignors to the A~;t~ignee purporting to 
convey the SlJbject rnettEJr spqcifred llernin for a particular country, patent office, or 
jurh.;didlon shall not invalidate any provision of this assignrnent and any such subsequi.snt 
1,'U',;si9nn1ent shall act as a further C(J:trflnnation of the asslgnrnent herein. 

Signature on behalf ot 
l\ssignee 
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ASSIGNfv1ENT AGREEJv1ENT 

Title: SUBSCH!PTiON CONCEALED IDENTIFIER 

Slgnatufe of Assignor 

·"""") . ,• ................. .. 

• ~-:::~~~~:~~: • •'-'-•-.n,,w. 

VVitnessed by 

Name: 

z. . 
,,,.•·•'')· ... ,. ~ ~ < •• ,-.•·,.;, ,}:..-._} __ ' .• ' •• · f'_.~,,.;_ -~···_,_.· .. ,.~:· .. ,.,'·'· ~~:--.' __ \_··.':_·~·-, •. } ', //·(: }\...•· :· :' .-·~- ., ~' ..... \ "., . 

/.\ddress: 
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LM F to LM E Assignment 

This Assignment is made by Oy L M Ericsson Ab, a corporation duly organized under and 
pursuant to the laws of Finland and having its principal place of business at Hirsa!antie 11, 
02420 Jorvas, Finland (hereinafter referred to as "Assignor") in favor, and for the benefit and 
behoof of, Telefonaktiebolaget LM Ericsson (pub!), a corporation duly organized under 
and pursuant to the laws of Sweden and having its principal place of business at S-164 83 
Stockholm, Sweden (hereinafter referred to as ''Assignee"). 

For good, sufficient and adequate consideration, the receipt of which is hereby 
acknowledged, the Assignor has as of the Effective Date, sold, assigned, transferred, and set 
over, and by these presents, and to the extent any transferable or assignable rights still 
remain with the assignor do hereby sell, assign, transfer, and set over, unto the Assignee, its 
successors, legal representatives, and assigns the entire right, title, and interest in and to the 
following inventions, appiication(s) for Letters Patent, and any and all Letters Patent or 
Patents in all countries and pursuant to all multilateral treaty organizations, including Sweden, 
Finland, the Unitied States of America, the Patent Cooperation Treaty and European 
Convention, that may be granted therefor and thereon, and in and to any and ail divisions, 
continuations, continuations-in-part, conversions and utility models of said application(s), and 
reissues and extensions of said Letters Patent or Patents, the same to be held and enjoyed 
by the Assignee, for its use and behoof and the use and the behoof of its successors, legal 
representatives, and assigns, to the fuH end of the term or terms for which Letters Patent, 
Patents and Utility Models may be granted as fully and entirely as the same would have been 
held and enjoyed by the Assignor had this sale and assignment not been made: 

SUBSCRIPTION CONCEALED IDENTIFIER 

including, but not limited to, the application(s) for letters Patent and Utility Model filed in: 

Count Code A iication Numbers 
1----~"-----1---' 

WO PCT/EP2018/069432 
us 16/200037 2018-11-26 

The Effective date is the earliest date of the above listed Filing Date(s). 

Assignor hereby authorizes and requests Assignee's Attorneys to insert the serial 
number and filing date of said application{s) for Letters Patent or Utility Model, when known. 
The assignment of the above mentioned rights includes a transfer of the whole right to use a 
priority {including priority according to any convention, multilateral agreement, bilateral 
agreement and national law) of the above mentioned application(s) for Letter Patent and 
Utility Model in ail countries and multilateral treaty organizations wherein no residual rights 
shall remain with the Assignor. Assignor hereby request that said letters Patent, Patent or 
Utility Model be issued to Assignee as the Assignee of said inventions. the Letters Patent, 
Patent or Utility Model to to be issued for the sole use and behoof of the Assignee, its 
successors, legal representatives, and assigns. Assignee alone hereinafter has the entire 
disposal of the invention and possesses entire ownership to any domestic and foreign 
patents or utility models granted thereinafter. The rights granted hereunder shall include all 
rights to institute legal actions, obtain remedies and recover and retain damages in respect to 
said Letters Patent, Patent or Utility Model. 
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The Assignor and Assignee hereby understand and agree that with the execution of 
this Assignment, to the extent necessary or appropriate, national and/or regional applications 
may be filed by the Assignee as the applicant and on behalf of the assignor. 

To the extent Assignee is entitled to receive the rights hereunder pursuant to this 
Assignment, Assignor hereby covenants and agrees to and with the Assignee, its successors, 
legal representatives, and assigns, that, at the time of the Effective Date, the Assignor was 
the sole and lawful owner of the entire right, title, and interest in and to the inventions and 
application(s) for letters Patent or Utility Models above-mentioned, and that the same are 
unencumbered, and that the Assignor has good and full right and lawful authority to sell and 
convey the same in the manner herein set forth. 

Further, and for the same consideration, the Assignor hereby covenants and agrees to 
and with the Assignee, its successors, legal representatives, and assigns that the Assignor 
will, whenever counsel of the Assignee, or the counsel of its successors, legal 
representatives, and assigns, shall advise that any proceeding in connection with said 
inventions, or said application(s) for Letters Patent or Utility Model, or any proceeding in 
connection with letters Patent or Utility Model for said inventions, in any country and any 
multilateral treaty organization, including interference proceedings, is lavvful and desirable, or 
that any division, continuation, continuation-in-part, conversion or Utility Model of any 
application(s) for letters Patent or Utility Model, or any reissue or extension of any letters 
Patent or Utility Model to be obtained thereon, is lawful and desirable, sign all papers and 
documents, take all lawful oaths, and do all acts necessary or required to be done for the 
procurement, maintenance, enforcement, and defense of Letters Patent or Utility Model for 
said inventions, without charge to Assignee, its successors, legal representatives, and 
assigns, but at the cost and expense of the Assignee, its successors, legal representatives, 
and assigns. if the Assignor is prevented by any obstacles from signing said documents in 
person, this Assignment shall be valid as a Power of Attorney for the Assignee to sign these 
documents on behalf of any such Assignor. 

This Assignment shall be governed by and construed under, and any dispute, 
controversy or claim related hereto shall be decided in accordance with the laws of Sweden, 
without regard to the conflicts of laws provisions thereof. Any dispute, controversy or claim 
arising under, out of or relating to this Assignment and any subsequent amendments of this 
Assignment, including, without limitation, its formation, validity, binding effect, interpretation, 
performance, breach or termination, as well as non-contractual claims, silali be referred to 
and finally determined by arbitration in accordance with the WIPO Arbitration Rules. The 
arbitral tribunal shall consist of a sole arbitrator. The place of arbitration shall be Sweden. 
The language to be used in the arbitrai proceedings shall be English. 

No modifications shall be made to this Assignment unless in writing and signed by 
each of the Assignor and Assignee. If any of the provisions of this Assignment shall be 
deemed invalid or unenforceable, then the entire Assignment shall be construed as if not 
containing the particular invalid or unenforceable provision or provisions, and the rights and 
obligations of Assignee and Assignor shall be construed and enforced accordingly. 
Assignee's failure to exercise any option made available as a result hereof, shall not be 
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construed as a waiver of such provisions, rights, or options, or affect the validity of this 
Assignment. Assignor covenants and agrees that it will not take any actions in violation of 
this Assignment. 

Subsequent assignment from any of the assignors to the assignee purporting to 
convey the subject matter specified herein for a particular country, patent office, or 
jurisdiction shall not invalidate any provision of this assignment and any such subsequent 
assignment shall act as a further confirmation of the assignment herein. 
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SUBSCRJPT!ON C()NCEALED IDENTIFIER 

f)atl~ ......... , .. , .. , . , .. , .. " ... , ... ., . , .. , ,. . 

Si9nature of Assignor 

Te!efonaktlebokit]et LM 
Ericsson (rnibj) 

Name: Lena Lundholm 
Carlsson 
Title: Director, !PH 
Processes & Tools 

Name: Hannu Ahonen 
Tltie: Senior Group Legal 
Counsel 

Name: O!!i Sirkka 
Title: President 
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SUBSCH!PTJON CCJNCEALED !DENTiHEH 

f) ~ / ()._ ..... ~) ... , ,",;.) 
i/" ! ., ,,•'., ··· l t , ! S 

Date ........ . 1 . . , : . , ..• ~-.:~ •• 
1 
.• \, .••.••. ,, .• , . 

Signature of Assigne:e Te!efonaktiebo!aget U\A 
Ericsson (pub!) 

l, } . ,. J , .• I ,/_., l .. Name: Lena Lunc.!hokn .j_ / .< , t'. ,'f.... .! .• \.-t { /VU/ :...... / l ·t..-• A.,--v\ v·, 
i., :":'·.".•::·' ./. ~'.· .... ~-- ....... ~-: :: :.~-: ..... ... · Carlsson 

Titie: Direc:tor, !PR 
Processes &. Tools 

Si[;lf1,:=iture of /\ssignor Oy L i\-4 E.ricsson ,1\b 

Name: Hannu Ahonen 
Date ...................... , ............ ., ........ ., . .,.,,,, ......................... Title: Senior Group L.ega! 

Date .. __ ..... ., . ., .... ., .............. '"',., ... . 

Counsel 

Name: OIH Sirkka 
Title: Pn.:;sident 
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---OR---
(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111 (a). 

This certification and request is being filed with the plant application in paper. 

ii. An executed inventor's oath or declaration under 37 CFR 1.63 or 37 CFR 1.64 for each 
inventor, or the application data sheet meeting the conditions specified in 37 CFR 1.53(f)(3)(i) is 
filed with the application. 

IL n Request for Continued Examination - Prioritized Examination under§ 1.102(e)(2) 

i. A request for continued examination has been filed with, or prior to, this form. 
ii. If the application is a utility application, this certification and request is being filed via EFS-Web. 
iii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111 (a), or is 

a national stage entry under 35 U.S.C. 371. 
iv. This certification and request is being filed prior to the mailing of a first Office action responsive 

to the request for continued examination. 
v. No prior request for continued examination has been granted prioritized examination status 

under 37 CFR 1.102(e)(2). 
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The Privacy Act of 197 4 (P .L 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of 
the Act, please be advised that (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) 
furnishing of the information solicited is voluntary; and (3) the principal purpose for which tt1e information is used by the 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or abandonment of the 
application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from 
the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with tt1e requirements oftt1e Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority of 
44 U.S.C. 2904 and 2906. Suct1 disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record 
was filed in an application which became abandoned or in which the proceedings were terminated and which 
application is referenced by either a published application, an application open to public inspection or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, ii the USPTO becomes aware of a violation or potential violation o! law or regulation. 
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SUBSCRIPTION CONCEALED IDENTIFIER 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[001] This application is a continuation of International patent application no. 

PCT/EP2018/069432, filed on July 17, 2018, which claims priority to U.S. provisional patent 

application no. 62/536,632, filed on July 25, 2017. The above identified applications are 

incorporated by this reference. 

TECHNICAL FIELD 

[002] The invention relates to methods performed by an authentication server, a de-

concealing server and a User Equipment (UE), respectively. Furthermore, UEs, de-concealing 

servers, authentication servers, a computer program and a memory circuitry are also disclosed. 

BACKGROUND 

[003] It is important to maintain the confidentiality of a user equipment's (UE's) long-

term subscription identifier (e.g., an IMSI (International Mobile Subscriber Identity)). Early 

generation 3GPP systems (e.g., 4G/LTE, 3G/UMTS, 2G/GSM) included a partial mechanism for 

long-term subscription identifier confidentiality using one or more short-term subscription 

identifiers. GUTI (Globally Unique Temporary ID) and C-RNTI (Cell-Radio Network 

Temporary Identifier) are examples of short-term subscription identifiers in 4G/LTE systems. 

However, the legacy partial mechanism may expose the long-term subscription identifier in clear 

text over the air interface. For example, so-called "IMSI catchers" could simply ask the long­

term identifier from the UE, e.g., using identifier request/response messages. 

[004] The 3rd Generation Partnership Project (3GPP) currently discusses how security, 

such as privacy, can be improved in communications networks. With respect to 5G, the 3GPP TS 

33.501 V0.2.0 mentions a Subscription Permanent Identifier (SUPI) and it is there noted that the 

SUPI may be concealed, e.g. in the form of a pseudonym or a public-key encrypted SUPI. 

SUMMARY 

[005] An object of the invention is to facilitate security in communication between a UE 

and a communications network. 
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[006] A first aspect of the invention relates to a method performed by an authentication 

server in a home network of a UE for obtaining a SUPI. The method comprises: receiving a 

subscription concealed identifier (SUCI) which comprises an encrypted part in which at least a 

part of the SUPI is encrypted, and a clear-text part which comprises a home network identifier 

and an encryption scheme identifier that identifies an encryption scheme used by the UE to 

encrypt the SUPI in the SUCI; determining a de-concealing server to use to decrypt the 

encrypted part of the SUCI; sending the SUCI to the de-concealing server; and receiving the 

SUPI in response. 

[007] The clear-text part of the SUCI may comprise a public key identifier for a public 

key of the home network. 

[008] The de-concealing server may be one of a plurality of de-concealing servers, and 

the determining of the de-concealing server may be based on information received from the UE. 

In such a case, the information may be a public key identifier for a public key of the home 

network. The public key identifier may be comprised in the clear-text part of the SUCI. 

[009] The information may be the encryption scheme identifier , and the determined de-

concealing server is then supporting decryption according to the encryption scheme. 

[0010] The method may in an embodiment further comprise receiving the SUCI from the 

UE as part of a registration procedure for registering the UE with a wireless communication 

network. 

[0011] The method may in an embodiment further comprise receiving the SUCI from the 

UE via an authentication request from a Security Anchor Function. 

[0012] 

[0013] 

The authentication server may be one of the plurality of de-concealing servers. 

The method may further comprise sending the SUCI and a request for an 

authentication vector for authenticating the UE to the determined de-concealing server in the 

same message. 

[0014] The method may further comprise receiving the authentication vector and the 

SUPI from the determined de-concealing server in the same response. 

[0015] The SUPI may comprise a Mobile Subscription Identification Number, MSIN, a 

Mobile Country Code, MCC, and a Mobile Network Code, MNC. The MSIN may in such an 
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embodiment be is encrypted in the encrypted part of the SUCI, and the MCC and the MNC are 

the home network identifier in the clear-text part of the SUCI. The SUPI may in an alternative 

embodiment be a Network Access Identifier. 

[0016] A second aspect of the invention relates to a method, performed by a de-

concealing server, for providing a SUPI to an authentication server. The method comprises: 

receiving, from the authentication server, a SUCI which comprises an encrypted part in which at 

least a part of the SUPI is encrypted, and a clear-text part which comprises a home network 

identifier and an encryption scheme identifier that identifies an encryption scheme used by a UE 

to encrypt the SUPI in the SUCI and which is supported by the de-concealing server; decrypting 

the encrypted part of the SUCI using the encryption scheme indicated by the encryption scheme 

identifier to obtain the SUPI; and sending the SUPI to the authentication server. 

[0017] The clear-text part of the SUCI may also comprise a key identifier used for 

identifying a decryption key used for decrypting the SUPI. The key identifier may also be used 

for identifying the de-concealing server. 

[0018] A key corresponding to the key identifier may be a public key of a home network 

of the UE. 

[0019] In an embodiment of the second aspect, the receiving of the SUCI comprises 

receiving the SUCI and a request for an authentication vector for authenticating the UE in the 

same message. 

[0020] Sending the authentication vector and the SUPI to the authentication server may 

be done in the same message. 

[0021] A third aspect relates to a method performed by a UE. The method comprises: 

generating a SUCI, which comprises an encrypted part in which at least a part of a SUPI is 

encrypted, and a clear-text part which comprises a home network identifier and an encryption 

scheme identifier that identifies an encryption scheme used by the UE to encrypt the SUPI in the 

SUCI; and transmitting the SUCI to an authentication server for forwarding of the SUCI to a de­

concealing server capable of decrypting the SUPI. 

[0022] The SUCI may be transmitted in a request to register with a wireless 

communication network. 
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[0023] Generating the SUCI may be done using a tamper resistant secure hardware 

component of the UE to generate the SUCI. In such a case, generating the SUCI may comprise 

generating the SUCI based on a privacy key selected from a plurality of privacy keys stored in 

the tamper resistant secure hardware component. 

[0024] In an embodiment, the generation of the SUCI comprises sending a time to the 

tamper resistant secure hardware component for use in the generation of the SUCI. 

[0025] Generating the SUCI comprises in an embodiment generating the SUCI from a 

privacy key comprising the SUPI. 

[0026] Transmitting the SUCI to the authentication server comprises in an embodiment 

transmitting the SUCI to the authentication server in response to an identifier request message 

received from an Authentication and Mobility management Function, AMF, as part of a 

procedure for registering the UE with a wireless communication network. In such an 

embodiment, the method may further comprise transmitting a registration request to the AMF, 

wherein the registration request comprises a 5G Globally Unique Temporary Identifier, and 

receiving the identifier request message in response. 

[0027] The method according to the third aspect may further comprise successfully 

authenticating with the authentication server after transmitting the SUCI, and receiving a 

registration acceptance message in response. 

[0028] In an embodiment of the first, second and third aspects, the encryption scheme 

may be a null-encryption scheme. 

[0029] In an embodiment of the first, second and third aspects, the encryption scheme 

may, alternatively to the null-scheme or any other encryption scheme, be an Elliptic Curve 

Integrated Encryption Scheme, ECIES, and the clear-text part of the SUCI may in such an 

embodiment comprise an ephemeral public key of the UE for use in the ECIES. 

[0030] A fourth aspect relates to an authentication server for a home network of a UE for 

obtaining a SUPI. The authentication server comprises a processing circuitry and a memory 

circuitry. The memory circuitry contains instructions executable by the processing circuitry 

whereby the authentication server is operative to: receive a subscription concealed identifier 

(SUCI) which comprises an encrypted part in which at least a part of the SUPI is encrypted, and 
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a clear-text part which comprises a home network identifier and an encryption scheme identifier 

that identifies an encryption scheme used by the UE to encrypt the SUPI in the SUCI; determine 

a de-concealing server to use to decrypt the encrypted part of the SUCI; send the SUCI to the de­

concealing server, and receive the SUPI in response. 

[0031] A fifth aspect relates to an authentication server for a home network of a UE for 

obtaining a SUPI . The authentication server is configured to: receive a SUCI, which comprises 

an encrypted part in which at least a part of the SUPI is encrypted, and a clear-text part which 

comprises a home network identifier and an encryption scheme identifier that identifies an 

encryption scheme used by the UE to encrypt the SUPI in the SUCI; determine a de-concealing 

server to use to decrypt the encrypted part of the SUCI; send the SUCI to the de-concealing 

server, and receive the SUPI in response. 

[0032] A sixth aspect relates to an authentication server for a home network of a UE for 

obtaining a SUPI. The authentication server comprises: an interface module configured to 

receive a SUCI, which comprises an encrypted part in which at least a part of the SUPI is 

encrypted, and a clear-text part which comprises a home network identifier and an encryption 

scheme identifier that identifies an encryption scheme used by the UE to encrypt the SUPI in the 

SUCI; a determining module configured to determine a de-concealing server to use to decrypt 

the encrypted part of the SUCI; and wherein the interface module is further configured to send 

the SUCI to the de-concealing server, and receive the SUPI in response. 

[0033] The invention also relates to an authentication server of any one of the fourth to 

sixth aspects, configured to perform any one of the embodiments of the method according to the 

first aspect. 

[0034] A seventh aspect relates to a de-concealing server for providing a SUPI to an 

authentication server. The de-concealing server comprises a processing circuitry and a memory 

circuitry. The memory circuitry contains instructions executable by the processing circuitry, 

whereby the de-concealing server is operative to: receive, from the authentication server, a 

SUCI, which comprises an encrypted part in which at least a part of the SUPI is encrypted, and a 

clear-text part which comprises a home network identifier and an encryption scheme identifier 

that identifies an encryption scheme used by a UE to encrypt the SUPI in the SUCI and which is 

supported by the de-concealing server; decrypt the encrypted part of the SUCI, using the 
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encryption scheme indicated by the encryption scheme identifier to obtain the SUPI; and send 

the SUPI to the authentication server. 

[0035] An eighth aspect relates to a de-concealing server for providing a SUPI to an 

authentication server. The de-concealing server is configured to: receive, from the authentication 

server, a SUCI, which comprises an encrypted part in which at least a part of the SUPI is 

encrypted, and a clear-text part which comprises a home network identifier and an encryption 

scheme identifier that identifies an encryption scheme used by a UE to encrypt the SUPI in the 

SUCI and which is supported by the de-concealing server; decrypt at least part of the SUCI, 

using the encryption scheme indicated by the encryption scheme identifier to obtain the SUPI; 

and send the SUPI to the authentication server. 

[0036] A ninth aspect relates to a de-concealing server for providing a SUPI to an 

authentication server. The de-concealing server comprises: a receiving module configured to 

receive, from the authentication server, a SUCI, which comprises an encrypted part in which at 

least a part of the SUPI is encrypted, and a clear-text part which comprises a home network 

identifier and an encryption scheme identifier that identifies an encryption scheme used by a UE 

to encrypt the SUPI in the SUCI and which is supported by the de-concealing server; a 

decrypting module configured to decrypt at least part of the SUCI, using the encryption scheme 

indicated by the encryption scheme identifier to obtain the SUPI; and a sending module 

configured to send the SUPI to the authentication server. 

[0037] The invention also relates to a de-concealing server of any one of the sixth, eighth 

and ninth aspects configured to perform any one of the embodiments of the second aspect. 

[0038] A tenth aspect relates to a UE which comprises a processing circuitry and a 

memory circuitry. The memory circuitry contains instructions executable by the processing 

circuitry whereby the UE is operative to: generate a SUCI, which comprises an encrypted part in 

which at least a part of a SUPI is encrypted, and a clear-text part which comprises a home 

network identifier and an encryption scheme identifier that identifies an encryption scheme used 

by the UE to encrypt the SUPI in the SUCI; and transmit the SUCI to an authentication server for 

forwarding of the SUCI to a de-concealing server capable of decrypting the SUPI. 

[0039] An eleventh aspect relates to a UE configured to: generate a SUCI, which 

comprises an encrypted part in which at least a part of a SUPI is encrypted, and a clear-text part 
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which comprises a home network identifier and an encryption scheme identifier that identifies an 

encryption scheme used by the UE to encrypt the SUPI in the SUCI; and transmit the SUCI to an 

authentication server for forwarding of the SUCI to a de-concealing server capable of decrypting 

the SUPI. 

[0040] A twelfth aspect relates to a UE which comprises: a generating module configured 

to generate a SUCI, which comprises an encrypted part in which at least a part of a SUPI is 

encrypted, and a clear-text part which comprises a home network identifier and an encryption 

scheme identifier that identifies an encryption scheme used by the UE to encrypt the SUPI in the 

SUCI, and a transmitting module configured to transmit the SUCI to an authentication server for 

forwarding of the SUCI to a de-concealing server capable of decrypting the SUPI. 

[0041] The clear-text part of the SUCI may according to an embodiment of the first, third 

and twelfth aspects comprise a public key identifier for a public key of the home network. 

[0042] 

[0043] 

The SUPI may comprise a Mobile Subscription Identification Number. 

The SUPI may be a Network Access Identifier. 

[0044] The invention also relates to a user equipment of any one of the tenth, eleventh 

and twelfth aspects, configured to perform any one of the embodiments of the third aspect. 

[0045] A 13th aspect relates to a computer program, comprising instructions which, when 

executed on at least one processing circuitry of a server device, cause the at least one processing 

circuitry to carry out the method according to any one of the embodiments of the first to third 

aspects. 

[0046] 

[0047] 

[0048] 

A 14th aspect relates to a memory circuitry containing the computer program. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. I illustrates an exemplary wireless communication network. 

FIG. 2 illustrates an example in which a UE encrypts its long-term subscription 

identifier as part of an attachment procedure. 

[0049] 

[0050] 

FIG. 3 illustrates an example of a Subscription Concealed Identifier (SUCI). 

FIG. 4 illustrates an example of a privacy key. 
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[0051] 

[0052] 

[0053] 

SUCI. 

[0054] 

privacy key. 

[0055] 

[0056] 

privacy key. 

[0057] 

FIG. 5 illustrates a 3GPP public key privacy scheme. 

FIG. 6 illustrates an example of a registration procedure. 

FIG. 7 illustrates an example in which a 5G-USIM/UICC of a UE generates the 

FIG. 8 illustrates an example in which the 5G-USIM/UICC does not have a 

FIG. 9 illustrates an example in which an ME generates the SUCI. 

FIG. 10 illustrates an example in which the ME is notified about an updated 

FIG. 11 illustrates an example in which the ME detects that the 5G-USIM/UICC 

has been replaced. 

[0058] FIG. 12 illustrates an example of Privacy Key Verification Data. 

[0059] FIG. 13 illustrates an example UE Registration process in which the UE has no 

valid privacy key. 

[0060] FIG. 14 illustrates an example UE Registration process in which the UE's privacy 

key needs to be updated. 

[0061] FIG. 15 illustrates an example of how the privacy key and Privacy Key 

Verification Data are related to each other. 

[0062] 

[0063] 

[0064] 

[0065] 

[0066] 

[0067] 

[0068] 

[0069] 

FIG. 16 illustrates a hardware embodiment for e.g. an authentication server. 

FIG. 17 illustrates an embodiment of an authentication server. 

FIG. 18 illustrates an embodiment of an authentication server. 

FIG. 19 illustrates an embodiment for e.g. a de-concealing server. 

FIG. 20 illustrates an embodiment of a de-concealing server. 

FIG. 21 illustrates an embodiment of a UE. 

FIG. 22 illustrates an embodiment of a UE. 

DETAILED DESCRIPTION 

3602-1734US2 (P72588US2) Page 8 of 35 

Lenovo Ex. 1009 
Page 239



[0070] FIG. 1 illustrates an example wireless communication network 30 that includes a 

UE 1, a serving network 2, and a home network 3. The UE and home network are both 

communicatively connected to, and exchange signals with each other via, the serving network. 

The UE is configured with a subscription identifier identifying a subscription supported by the 

home network, and accesses the home network using the serving network. 

[0071] Typical examples of the UE 1 include a mobile equipment (ME), mobile terminal, 

smartphone, personal computer, a laptop computer, a desktop computer, a workstation, a tablet 

computer, a wearable computer, and/or a smart appliance. According to particular embodiments 

of the UE, the UE may comprise a general memory storage as part of an ME, and a tamper 

resistant secure hardware component providing secure storage, such as a 5G-USIM (Universal 

Subscriber Identity Module), a UICC (Universal Integrated Circuit Card), e.g. with a 5G-USIM 

installed thereon, and/or other secure storage device. According to such embodiments, any of 

the capabilities attributed to the UE, generally, may be performed using the tamper resistant 

secure hardware component of the UE. 

[0072] The serving network 2 includes one or more physical devices and/or signaling 

mediums capable of exchanging communication signals with the UE 1 and the home network 3. 

In particular, the serving network may include hardware that provides one or more: access points 

(e.g., a base station, eNodeB, femtocell, and/or wireless access point), access networks, 

authentication servers, Access and Mobility management Functions (AMFs), Security Anchor 

Functions (SEAFs), Authentication Server Functions (AUSFs), and/or any combination thereof 

(not shown). In particular, an authentication server may provide one or more AMFs, SEAFs 

AUSFs, and/or any combination thereof. Details of these network entities will be discussed in 

further detail below. 

[0073] The home network 3 includes one or more physical devices and/or signaling 

mediums capable of exchanging communication signals with the UE 1 via the serving network 2. 

In particular, the home network may include one or more: de-concealing servers, authentication 

servers (e.g., as described above), key provisioning servers, Subscription Identifier De­

concealing Functions (SIDFs), Privacy Key Provisioning Functions (PKPFs), Unified Data 

Management (UDM) and/or any combination thereof (not shown). In particular, a de-concealing 
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server may provide one or more SIDFs, PKPFs, and/or any combination thereof. Particular of 

these network entities will also be discussed in further detail below. 

[0074] Examples of the serving and/or home network include (but are not limited to) one 

or more: local area networks; wireless networks; cellular networks; Internet Protocol-based 

networks; Ethernet networks; optical networks; and/or circuit switched networks. Such networks 

may comprise any number of networking devices such as routers, gateways, switches, hubs, 

firewalls, and the like (not shown) supporting the exchange of such communication signals. 

[0075] Although FIG. 1 illustrates separate serving and home networks, in some 

embodiments of the present disclosure, the home network 3 is the serving network 2, i.e. in the 

case when the UE is not roaming. Further, although examples of particular functions in either 

the home network or the serving network were specified above, those particular functions may 

be in the other of the home network or serving network according to particular embodiments. 

Further still, although only one UE 1 is illustrated in FIG. 1, the serving and home networks may 

support a plurality of UEs, according to particular embodiments. 

[0076] One example way to maintain the confidentiality of a UE's long-term subscription 

identifier is to protect the long-term subscription identifier using a home network public key. 

The home network public key may be provisioned within the UE 1 without a certificate, such 

that a global public key infrastructure (PKI) or certificate authority (CA) is not required (i.e., 

because the technique is used asymmetrically between the UE and a function in the home 

network 3). In such an example, the UE may be expected to encrypt the long-term subscription 

identifier, which is then transmitted towards the home network, using the home network public 

key. 

[0077] FIG. 2 illustrates one such particular example in which the UE encrypts its long-

term subscription identifier as part of an attachment procedure. According to the example of 

FIG. 2, the UE 1 encrypts its IMSI, leaving its MCC (Mobile Country Code) and MNC (Mobile 

Network Code) parts in clear-text, and sends an Attach Request to the serving network 2 with the 

encrypted IMSI as its identifier (step 1). The serving network identifies the UE's home network 

3 using clear-text MCC/MNC and requests authentication information from the UE's home 

network using the encrypted IMSI as the UE's identifier (step 2). The home network decrypts 

the IMSI from the encrypted IMSI and fetches the corresponding authentication information. In 
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response to the authentication information request, the home network sends the UE's 

authentication information along with the clear-text IMSI to the serving network (step 3). The 

serving network performs an authentication procedure with the UE to authenticate the UE (step 

4 ). If the authentication procedure succeeds, the serving network sends an Attach Accept 

message to the UE (step 5). 

[0078] In such an approach, the home network public key may be pre-provisioned in a 

USIM and/or may be provisioned using an OTA (Over-the-Air) provisioning procedure. 

Although the approach illustrated in FIG. 2 does protect the long-term subscription identifier in 

at least some embodiments, some such embodiments may include one or more deficiencies. For 

example, the approach illustrated in FIG. 2 may be frustrated by legacy USIMs that cannot be 

feasibly changed, certain home operators that may not support OTA provisioning, and/or USIMs 

that may not be updatable (e.g., due to technical limitations, lack of storage space, or other 

limitations). 

[0079] Various embodiments of the present disclosure provide alternatives to at least 

some aspects of the particular embodiment illustrated in FIG. 2, which corresponds to Fig. 3-8: 

Interactions between components in the document "Deliverable D3.6 5G-PPP Security enablers 

open specifications (v2.0)". Particular embodiments enable the public key of the home network 

3 to be provisioned (e.g., newly or refreshed) and stored in the UE 1, such that the UE 1 is able 

to encrypt its subscription identifier with this public key. Moreover, in particular embodiments, 

the core network (such as a 5GC (5G core) network) triggers the provisioning of the home 

network public key over existing traffic procedures defined by 3GPP (e.g., 

registration/authentication signaling, e.g. Non Access Stratum messages between the UE and the 

an AMF/SEAF node in relation to a registration procedure) without the need to rely on additional 

infrastructure and out-of-band procedures such as performing an OTA update procedure. 

[0080] Although various embodiments herein will describe certain features or actions 

performed by the UE 1, it should not be presumed that such features or actions are performed by 

any particular component of the UE unless otherwise specified. For example, such functions 

may or may not be performed by a UICC, USIM, embedded UICC, integrated UICC or other 

circuitry and/or software of the UE (e.g. baseband circuitry in the ME), depending on the 

particular embodiment. 
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[0081] Particular embodiments include a Subscription Permanent Identifier (SUPI). A 

SUPI is a clear-text, globally unique, 5G, permanent identifier allocated to each subscriber in a 

5G system. The SUPI may be IMSI-based or non-IMSI based. Embodiments that include an 

IMSI-based SUPI may use the IMSI as described in 3GPP TS 23.003 Vl5.0.0, for example. 

Embodiments that include a non-IMSI based SUPI may be based on a Network Access 

Identifier (NAI) according to the NAI IETF RFC 4282 based user identification described in 

3GPP TS 23.003 Vl5.0.0. In some embodiments, the SUPI contains the address of the home 

network (e.g. the MCC and MNC in the case of an IMSI based SUPI). Such embodiments may 

enable certain roaming scenarios, e.g., by providing the serving network 2 with information 

useful for identifying the UE's home network 3. In case the SUPI is a NAI, it may also contain 

the IMSI, but it may also be non-IMSI based. 

[0082] Particular embodiments additionally or alternatively include a Subscription 

Concealed Identifier (SUCI), such as illustrated in the example of FIG. 3. A SUCI is a 

protected version of a SUPI. The SUCI includes a clear-text part and an encrypted part. 

[0083] The clear-text part includes a home network identifier that identifies the home 

network of the UE 1. For example, the SUCI may include an MCC and MNC of the home 

network. The clear-text part may also include a public key identifier, an encryption scheme 

identifier, and/or scheme related parameters useful for decrypting the encrypted part of the 

SUCI according to an encryption scheme, such as an ephemeral public key of the UE or other 

parameters for use in Elliptic Curve Integrated Encryption Scheme (ECIES) or other 

encryption scheme. The term ephemeral key is known to the person skilled in the art and is 

defined as a key whose use is restricted to a short time period, such as a single 

telecommunication connection ( or session), after which all traces of it is eliminated. As will be 

discussed below, the public key identifier is an identifier that may be used within the home 

network to identify the correct SIDF in a home network that includes a plurality of SIDFs. The 

ECIES, the public key identifier, and SIDFs will be described in greater detail below. The 

skilled person understands that 'clear-text part' within the context of the SUCI means that the 

information therein is non-concealed/not encrypted information. 

[0084] When the encrypted part is included in the SUCI, the SUCI is a protected 

version of SUPI. The encrypted part includes an encrypted subscription identifier, such as an 
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MSIN (Mobile Subscription Identification Number) or username. The username may be the 

whole or a part of the characters that comes before the '@' in a N Al, e.g. 

username@mnc<MNC>.mcc<MCC>.3gppnetwork.org. In this example, all characters before 

the '@' are encrypted. In the case of a Decorated N Al, which has the form 

'homerealm!username@otherrealm', only the username part of the text to the left of the '@' is 

encrypted, since the homerealm might be used as routing information. Thus, decrypting the 

encrypted part of the SUCI may be performed to learn the corresponding SUPI. ECIES is an 

example of a public key encryption scheme that may be used to generate a SUCI from a SUPI 

and/or a SUPI from a SUCI. As will be discussed further below, the encrypted part of the 

SUCI may use a null encryption scheme, e.g., if the UE 1 has not been provisioned with the 

public key of the home network. 

[0085] A SIDF is a function located in the home network that is responsible for 

decrypting the SUCI. Particularly in 5G architecture, a SIDF may be co-located in UDM 

(Unified Data Management). The SIDF may alternatively be said to be a part of the UDM or 

provided by the UDM. Additionally or alternatively, a SIDF may be an entity separate from 

UDM and/or co-located with an AUSF (Authentication Server Function). 

[0086] FIG. 4 illustrates an example of a privacy key. This particular example of the 

privacy key includes a public key of the home network. In some embodiments, the privacy key 

also includes one or more public key scheme related parameters, the long-term subscription 

identifier, a subject field indicating a network, domain, or context to which the privacy key 

pertains (e.g., the subject may be a home network identifier, such as an MCC/MNC), a public 

key scheme identifier, public key scheme related domain specific values (e.g. values for the 

elliptic curve domain in case of ECIES scheme), the public key identifier as will be discussed 

in greater detail below, validity times indicating specifying when the privacy key is valid (e.g., 

not valid before and/or not valid after times), a key usage field indicating one or more ways the 

key may be used (e.g., subscription identifier privacy, slice selection privacy, etc.), and/or a 

digital signature calculated over some or all of the privacy key. 

[0087] In particular, the key usage field may be set to indicate that the key is useful for 

"subscription privacy," in accordance with embodiments of the present disclosure. Uses of the 

privacy that are beyond the scope of the present disclosure may additionally or alternatively 
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indicate other uses for the privacy key. For example, the private key may be used for "Network 

Slice Selection Assistance Information (NSSAI) privacy" purposes instead of, or in addition to, 

"subscription privacy" purposes. Indeed, such other purposes may include similar methods, 

devices, and systems in the UE 1 and/or in the home network for initial provisioning, refresh, 

and other features as described herein. Although one privacy key may, in some embodiments, 

indicate multiple usages, other embodiments may include respective privacy keys for 

respective usages, the key usage field of each privacy key indicating a single key usage (e.g., 

one of the privacy keys may indicate "subscription privacy" and the other may indicated 

"NSSAI privacy"). The key usage field may be formatted as an integer, one or more 

enumerated values, an alphanumeric string, a bit string, a delimited string, and/or an array of 

any of the above-mentioned formats, among other things. 

[0088] A 3GPP public key privacy scheme (3GPK schemes) is a standardized public 

key scheme that a UE 1 may support for interoperability between the UE and, e.g., a mobile 

operator. In absence of a standardized scheme, UE vendors would likely need to coordinate 

with such operators to implement privacy mechanisms. According to particular embodiments, 

the UE should support whichever schemes are allowed and/or standardized so that the home 

network is able to freely choose a scheme without creating any interoperability difficulties. 

One such scheme in particular is, for example, ECIES. Particular schemes may be adopted by 

as standard, and given an identifier (also called a "register") for interoperability. For each such 

scheme, any specific algorithms that need to be supported may also be specified. For example, 

in the case of ECIES, key agreement (KA), key derivation (KD) function (KDF), symmetric 

integrity, and symmetric encryption may be specified. One or more parameters relating to such 

a scheme, as well as (in one or more cases) their potential static values may also be specified. 

For example, in ECIES, elliptic curve domain parameters ( p, a, b, G, n, h) for a curve over 

a prime field and/or ( m, f ( x), a, b, G, n, h) for a curve over a binary field may be 

specified. 

[0089] FIG. 5 illustrates an example 3GPK scheme. Each scheme adopted as standard 

may be assigned a specific identifier. For example, the null-scheme may be assigned a 0, 

ECIES may be assigned a 1, and so on. The identifier may be e.g. a 4-bit identifier. Other 

embodiments may format the scheme identifier in other ways, including but not limited to one 

or more integers, numeric strings, alphanumeric strings, bit strings, and/or other data types. 
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[0090] According to embodiments herein, the UE registers with the wireless 

communication network 30 according to a registration procedure, such as the example 

registration procedure illustrated in FIG. 6. According to the example registration procedure 

illustrated in FIG. 6, the UE uses a public key of the home network to conceal a long-term 

subscription identifier. Although one or more particular interfaces illustrated in FIG. 6, such as 

those specified by an N followed by a numerical designation (e.g., NI, Nl2, Nl3), are in 

accordance with 3GPP TS 23.501, the signaling performed over such interfaces as described 

herein, as well as other of the interfaces themselves (e.g., Nxx), are not known or described in 

any known art. 

[0091] According to the example of FIG. 6, the UE I includes a temporary identifier 

(e.g., a 5G-GUTI) in a registration request and sends the registration request to an AMF/SEAF 

4 (step 1). The AMF/SEAF, failing to recognize the 5G-GUTI, transmits an identifier request 

message to the UE to request the UE's identifier (step 2). The UE responds to the identifier 

request message with an identifier response message comprising a SUCI (step 3). The 

AMF/SEAF requests authentication of the UE from the AUSF 5 in the home network 3, and 

includes the SUCI in the authentication request (step 4). The AUSF uses information encoded 

in the SUCI to determine which of a plurality of SIDFs to use to decrypt at least part of the 

SUCI (step 5). In particular, the AUSF may use the public key identifier carried in the SUCI 

(or otherwise present in the authentication request message) to identify the correct SIDF 6. In 

some embodiments, the AUSF may additionally or alternatively use the scheme identifier to 

identify the correct SIDF. In other words, different SIDFs may handle different encryption 

schemes (e.g., a first SIDF may handle ECIES and a second SIDF may handle RSA), and the 

AUSF may choose an appropriate SIDF based on which scheme is identified by the SUCI. In 

yet an alternative embodiment, the information used to identify the correct SIDF 6 may be a 

parameter or ID which indicates the SIDF 6 and which parameter/ID is stored or provisioned to 

the tamper resistant secure hardware component 8. 

[0092] Embodiments of the present disclosure may include multiple SIDFs to avoid 

having a single point of failure for networks having a large number of subscribers, for 

example. Consequently, distributed SIDF deployments may be advantageous to improve the 

fault tolerance, load balancing, and/or overall capacity of the network. Additionally or 

alternatively, different SIDF instances may be deployed to handle different sets of home 
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network public keys. Accordingly, the public key identifier in the SUCI may be used to select 

the proper SIDF instance(s), according to one or more embodiments herein. Alternatively, in 

particular embodiments that only have one SIDF deployed, the public key identifier may be 

omitted from the SUCI. 

[0093] The AUSF 5 sends the SUCI to the selected SIDF 6 (step 6). If the SIDF is co-

located in UDM 7 (such that the Nxx message in step 6 of Fig. 6 is a N13 message, for 

example), then the same message may be used to request an authentication vector or 

authentication credentials from the UDM. The SIDF decrypts the SUCI to obtain a 

corresponding SUPI, and returns the SUPI to the AUSF (step 7). If the SIDF is co-located in 

UDM, then the same message may be used to return authentication vector/credentials to AUSF. 

[0094] AUSF 5 and UE 1 exchange authentication messages using authentication 

vectors/credentials received from the UDM 7 (step 8). If the AUSF has not already received 

the required authentication vector/credentials from the UDM (e.g., in step 7 discussed above), 

the AUSF may request authentication vector/credentials from the UDM before initiating 

authentication with the UE (not shown). Alternatively, the AUSF may have delegated the 

authentication to SEAF. In such embodiments, the AUSF may simply forward the SUPI to the 

SEAF in this step, and rely on the SEAF to perform the authentication in the next step. 

[0095] Continuing with the example in which the AUSF 5 successfully authenticates 

the UE 1, the AUSF returns the SUPI to the AMF/SEAF 4 (step 9). The AMF/SEAF accepts 

the registration of the UE and transmits a registration acceptance message to the UE (step 10). 

[0096] As briefly discussed above, particular features of the UE 1 may be performed by 

a tamper resistant secure hardware component 8 of the UE. FIG. 7 illustrates a particular 

example in which a 5G-USIM/UICC 8a of a UE generates the SUCI. Although this particular 

example uses the term 5G-USIM/UICC, this term should not be considered as limiting with 

respect to any version or vendor of USIM or UICC technology, nor should this term be 

considered as limiting with respect to any generation of mobile network, e.g., 2G/3G/4G/5G. 

[0097] According to the example of FIG. 7, an ME 9 requests a SUCI (step 1). In some 

such embodiments, this SUCI request may include the time. In other such embodiments, the 

request may simply be a read operation from the 5G-USIM/UICC 8a. According to such 

embodiments in which there are multiple home network public keys, the 5G-USIM/UICC 
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chooses the correct corresponding privacy key (e.g., based on the time), and generates the SUCI 

using the selected privacy key (step 2). Alternatively, if such embodiments in which there is 

only one privacy key, the 5G-USIM/UICC simply uses that privacy key. The 5G-USIM/UICC 

then returns the SUCI to the ME (step 3). 

[0098] FIG. 8 illustrates an example in which the 5G-USIM/UICC does not have a 

privacy key, or does not support the feature. 

[0099] According to the example of FIG. 8, the ME 9 requests a SUCI with a request 

(which may include the time, in some embodiments) in similar fashion as described above with 

respect to FIG. 7. In this example, however, the 5G-USIM/UICC 8a does not have privacy key 

or does not recognize the command because it does support the feature (step 2). Accordingly, 

the 5G-USIM/UICC returns an error message (or empty data) to the ME (step 3). 

[00100] Alternatively to the example of FIG. 8, the ME 9 may know that 5G-USIM/UICC 

8a does not have privacy key or does not support privacy key by other means, according to 

particular embodiments. For example, the ME may obtain the version and or vendor information 

of 5G-USIM/UICC and determine, based on this information, that a privacy key is not supported 

or present. As another example, the ME may determine that a privacy key is not supported or 

present in 5G-USIM/UICC based on some other response message from the 5G-USIM/UICC. 

[00101] FIG. 9 illustrates an example in which the ME 9 generates the SUCI, but the 

privacy key itself is stored in the 5G-USIM/UICC 8a. 

[00102] According to the example of FIG. 9, the ME 9 has no privacy key and requests 

one from the 5G-USIM/UICC 8a (step 1). In some embodiments, the request includes the time. 

In other embodiments, the request is a direct read operation from the 5G-USIM/UICC memory. 

The 5G-USIM/UICC then chooses the privacy key (e.g., based on time, if provided in the 

request) (step 2). The 5G-USIM/UICC returns the privacy key to the ME (step 3). At this point, 

the ME may, in some embodiments (but not necessarily all embodiments) store the privacy key 

and/or the SUPI to a non-volatile memory of the ME (step 4). The ME then generates the SUCI 

based on the SUPI and the privacy key (step 5). 

[00103] FIG. 10 illustrates an example in which the ME 9 gets notified if the privacy key 

is updated in the 5G-USIM/UICC 8a. In this scenario, the ME subscribes to changes in the 
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privacy keys, and gets notifications when updates are available. This scenario assumes that the 

ME stores the privacy key or asks the 5G-USIM/UICC for the privacy key as needed to obtain 

the latest privacy key. 

[00104] According to the example of FIG. 10, the ME 9 sends a request to the 5G-

USIM/UICC 8a requesting to subscribe to privacy key updates (step 1). The request may, in 

some embodiments, include a SUPI. The 5G-USIM/UICC accepts the subscription and transmits 

an acknowledgement to the ME in response (step 2). When the home network updates the 

privacy key(s) or delivers one or more new ones to the 5G-USIM/UICC (step 3), the 5G­

USIM/UICC notifies the ME that one or more new privacy keys are available (step 4). Although 

FIG. 10 depicts the notification message including the privacy key(s), according to other 

embodiments, the ME may alternatively read the key from the 5G-USIM/UICC based on the 

notification. The ME acknowledges the notification (step 5). The ME then stores the new 

privacy key(s) to the non-volatile memory of the ME (step 6). The ME may replace existing 

privacy key data if MCC/MNC/MSID in previously stored privacy key data are identical. 

[00105] FIG. 11 illustrates an example in which the UE is powered on, and the ME 9 

detects that the 5G-USIM/UICC 8a has been replaced (e.g., with a different 5G-USIM/UICC, 

or simply removed and reinserted, according to various embodiments). Although particular 

embodiments may treat replacement with a different 5G-USIM/UICC the same as a removal 

and reinsertion (e.g., for security reasons), other embodiments may respond differently based 

on which of these two scenarios is detected. 

[00106] According to the example of FIG. 10, the UE 1 is powered on (step 1). The ME 9 

sends a message to the 5G-USIM/UICC 8a (step 2) and the 5G-USIM/UICC responds in a 

manner that is inconsistent with when the UE was previously powered on (step 3). For example, 

the response message may include a different SUPI than any previously seen by the ME. 

[00107] The ME 9 determines that the 5G-USIM/UICC 8a has been replaced (step 4). 

For example, the 5G-USIM/UICC may be different in some way from the previous time when 

the UE 1 was powered on, indicating that the 5G-USIM/UICC has been replaced with a 

different one. Alternatively, the ME may detect that the 5G-USIM/UICC has been replaced 

using non-volatile memory that is updated by a mechanical, electrical, or software mechanism, 

such as an optical sensor, switch, weight sensor, pressure sensor, and/or electrical circuitry that 
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is triggered when 5G-USIM/UICC is removed and/or inserted, e.g., regardless of whether the 

same 5G-USIM/UICC or a different one has been removed and reinserted. 

[00108] The ME 9 removes the privacy key it had previously stored from the non-

volatile memory (if there is one). Additionally or alternatively, if the ME stored the SUPI of 

the old 5G-USIM/UICC with the privacy key to its memory, the ME may decide to remove the 

privacy key from the non-volatile memory based on a comparison of the SUPI returned by the 

new 5G-USIM/UICC 8a with the SUPI stored with the old privacy key. 

[00109] Particular embodiments described above describe ways in which the devices 

within a wireless communication system may securely exchange a subscription identifier, 

including the generation and use of particular data structures and corresponding 

encryption/decryption schemes. In particular, embodiments described above allow for this 

secure exchange to be performed as part of registering the UE 1 with the wireless 

communication network 30. Many such embodiments presume that the UE is provisioned with a 

valid privacy key. 

[00110] To ensure that the UE 1 does, in fact, have a valid privacy key, further 

embodiments of the present disclosure describe ways in which to provision the UE. Particular 

embodiments relating to provisioning may include Privacy Key Verification Data (MAC-P). As 

shown in the example of FIG. 12, a MAC-P includes a message authentication code (MAC). 

The MAC is calculated based on the privacy key and a provisioning key (which will be 

explained in greater detail below). For example, the MAC may be calculated over the various 

fields of the privacy key, including but not limited to the home network public key and its 

related parameters as described above, in combination with the provisioning key. 

[00111] The MAC-P may, according to some embodiments, also include a provisioning 

key identifier (e.g. a RAND) and/or an integrity protection algorithm identifier. According to 

some embodiments in which the MAC-P does not include the integrity protection algorithm 

identifier, the integrity protection algorithm to be used may be identified separately from the 

MAC-P, or a predefined Key Derivation Function (KDF) such as, e.g., HMAC-SHA-256 may 

be used. The MAC-P may additionally or alternatively include a counter field, which may be 

used to identify the MAC-P from a plurality of MAC-Ps (e.g., in cases where more than one 

MAC-Pis calculated using the same provisioning key). The relationship between the privacy 
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key (e.g., as shown in FIG. 4) and the MAC-P (e.g., as shown in FIG. 12) is further explained 

below with respect to FIG. 15. 

[00112] The provisioning key is a secret shared between the UE 1 and a PKPF 10 (see Fig 

13), which is described in further detail below. The provisioning key is DE-specific, i.e. it is a 

key which in the home network 3 is associated with the UE and/or the 5G USIM, UICC 8a or 

any other hardware in the UE/ME in which a SIM/USIM is allowed to be stored. In some 

embodiments, the provisioning key may be derived from the home network master key, e.g. 

KAusF in a 5G or future network as created in e.g. 5G AKA, EAP-AKA' and EAP-TLS 

(Extensible Authentication Protocol - Transport Layer Security), that is created when the UE 1 

authenticates with the network. In some such embodiments, the AUSF may have the home 

network master key. Further, a new home network master key may be created when the UE re­

authenticates. 

[00113] According to one example, the provisioning key may be created from a CK 

(Ciphering Key), IK (Integrity Key) (e.g., by applying a KDF such as HMAC-SHA-256 or other 

secure one-way hash function, such as SHA-256, or a concatenation of CK and IK). The 

provisioning key may, alternatively to a direct generation from the master key or CK/IK, be 

generated from CK' and IK' as generated from CK and IK in the EAP-AKA' method. In another 

alternative, the provisioning key may be generated from EMSK (Extended Master Session Key) 

in the case of EAP-TLS as specified in RFC5216. As the same home network master key may be 

used to derive numerous keys, embodiments of the present disclosure use at least one further 

standard parameter in combination with the home network master key as input for deriving the 

provisioning key. For example, when standard KDF is used, the FC (Function Code) may be 

used as an input (e.g., as specified in TS 33.220, such as TS33.220 Vl5.0.0) to produce a 

provisioning key that is distinguishable from other keys produced using the home network 

master key. 

[00114] According to another example, the provisioning key may be a key which is same 

as, or derived from, an ephemeral shared key that is shared between the SIDF 6 and the UE 1, 

particularly when the encryption scheme used is a hybrid public key scheme such as ECIES. For 

example, ECIES uses a public key mechanism (e.g., Diffie-Hellman) for key agreement that 

results in a shared key, which is ephemeral, between the SIDF and the UE. That ephemeral 
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shared key, for security purposes, is generally processed further through a key derivation 

function (e.g., SHA-256) to derive yet other derived shared keys between the SIDF and the UE 

(e.g., encryption key and MAC key in ECIES). One of these other derived shared keys is 

generally used for encryption and is called the ephemeral encryption key. As applied to 

embodiments of the present disclosure, one of these other derived shared keys may be used, e.g., 

to generate a SUCI from a SUPI. Further, in some embodiments, another of the derived shared 

keys (e.g., MAC key in ECIES), a new one further derived from one of the derived shared keys, 

or yet another key derived from the ephemeral shared key, may be used as the provisioning key. 

In some embodiments in which the SIDF has, or is able to obtain/derive the provisioning key, the 

SIDF may also calculate the MAC or MAC-P. 

[00115] The PKPF 10 is a function located in the home network 3 that is responsible for 

provisioning the privacy key. According to particular embodiments, the PKPF may be co­

located with the AUSF 5, and particularly in at least some embodiments in which the 

provisioning key is derived from the home network master key that is created based on primary 

authentication between UE and the network. In other embodiments, the PKPF may be 

collocated with other 5GC entities, such as UDM 7. According to yet other embodiments, the 

PKPF is its own separate entity. In some embodiments, the SIDF 6 and PKPF are implemented 

together as a single function, and there is no need to transfer the provisioning key. In some other 

embodiments, the PKPF may obtain the provisioning key from the SIDF. The PKPF may also 

obtain the MAC/MAC-P from the SIDF. 

[00116] FIG. 13 illustrates an example UE Registration process in which the UE 1 has 

no valid privacy key. For example, the end-user may have inserted a new USIM/UICC into the 

UE, and this new USIM/UICC does not contain a privacy key. 

[00117] According to the example illustrated in FIG. 13, the UE 1 sends a Registration 

request to an AMF/SEAF 4, including a SUCI in the request (step 1). Because the UE initially 

has no privacy key in this scenario, the UE uses a null-scheme or null-encryption method to 

create the SUCI. The null-scheme is implemented such that it returns the same output as the 

input, and it applies to both the encryption in the UE and the decryption by the SIDF 6. 

Further, because the UE has no privacy key that would indicate the null-scheme or null­

encryption method (which the home network may be free to choose, according to 
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embodiments), an explicit or implicit indicator that the actual privacy key is missing from the 

UE may be used, according to particular embodiments. For example, as discussed above, the 

SUCI may use a null encryption scheme for the encrypted part, which may implicitly signal 

that the privacy key is missing. Alternatively, a "missing privacy key" indicator may be, e.g., a 

standardized or well-known public key identifier value, a flag and/or a message type indicator 

(e.g., a registration request of type "privacy provisioning" or "pre initial registration"). 

[00118] The AMF/SEAF 4, having received the registration request, requests UE 

authentication from the AUSF 5/PKPF 10 (step 2). The AUSF sends the SUCI (and the 

"missing privacy key" indicator, if one was included in the authentication request) to a SIDF 6 

(step 3). According to embodiments in which the SIDF is co-located in UDM 7 (e.g., the Nxx 

message is a N13 message), then the same message may be used to request an authentication 

vector/credentials from the UDM. 

[00119] The SIDF 6 sees that the SUCI is in cleartext, and that the UE 1 is missing a 

privacy key. According to this example, the SIDF has a local policy that all SUCis must be 

protected using ECIES. Accordingly, the SIDF returns a SUPI to the AUSF, together with a 

request to provision the ECIES privacy key to the UE (step 4 ). In some embodiments, the 

response includes multiple privacy keys to be provisioned to the UE. According to 

embodiments in which the SIDF is co-located in UDM 7, then the same message may be used 

to return the authentication vector/credentials to the AUSF 5. 

[00120] According to embodiments in which the AUSF 5 has not received the 

authentication vector/credentials from UDM 7 already, the AUSF 5 may request said 

authentication vector/credentials from UDM before initiating the authentication with the UE 

(not shown). Alternatively, according to embodiments in which the AUSF has received the 

authentication vector/credentials from UDM already, the AUSF and UE exchange 

authentication messages using said authentication vectors/credentials (step 5). Alternatively, 

the AUSF may have delegated the authentication to the AMF/SEAF 4. 

[00121] According to this example, the PKPF 10 is co-located with the AUSF 5. 

Consequently, upon successful authentication, the AUSF/PKPF creates a provisioning key that 

may be used to protect the privacy key provisioning message to the UE 1, i.e., without the need 

to exchange signaling to transfer the provisioning key. According to other embodiments in 
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which the AUSF and PKPF are not co-located, the AUSF may request that the provisioning 

key be generated by the PKPF and the PKPF may transfer the provisioning key to the AUSF in 

response (not shown). 

[00122] The AUSF 5 / PKPF 10 protects the privacy key(s) (received from SIDF 6 in 

step 4) with the provisioning key by calculating a MAC (e.g., as described above with respect 

to FIG. 12) and constructing MAC-P (step 6). In some embodiments, the privacy key may also 

be encrypted. In some embodiments, the AUSF/PKPF may receive the MAC and/or MAC-P 

from the SIDF, as described above, particularly in at least some embodiments in which the 

provisioning key is based on the ephemeral shared key of, e.g., an EICES scheme. In 

particular, as discussed above, the SIDF may have generated the MAC and/or MAC-P. 

[00123] The AUSF 5 then returns the SUPI, the privacy key(s), and the MAC-P to 

AMF/SEAF 4 (step 7). In some embodiments, the SUPI, the privacy key(s), and/or the MAC­

p are transmitted to the AMF/SEAF in the same registration related message flow for 

registering the UE 1 with the wireless communication network 30. In some embodiments, the 

SUPI, the privacy key(s), and/or the MAC-Pare transmitted to the AMF/SEAF in a separate 

message flow (not shown). 

[00124] According to embodiments in which the AUSF 5 delegated authentication of the 

UE 1 to the AMF/SEAF 4, the AMF/SEAF may authenticate the UE at this point (not shown). 

In such embodiments, the AMF/SEAF may have received the SUPI, the privacy key(s), and the 

MAC-P previously, e.g., directly from the SIDF 6 in step 4. 

[00125] The AMF/SEAF 4 accepts the registration of the UE 1, and forwards the privacy 

key(s) and the MAC-P to the UE, e.g., in a registration acceptance message (step 8). The UE 

then attempts to verify the MAC, and if successful, stores the privacy key(s). To verify the 

MAC, the UE creates the same provisioning key as the AUSF 5 /PKPF 10 previously did. In 

other words, when the UE generates an expected MAC and then compare it with the received 

MAC, the MAC is verified if the expected MAC is deemed as being the same as the received 

MAC. 

[00126] In some embodiments, the UE 1 then detaches from the network (step 9), e.g., to 

start a new registration procedure using a provisioned privacy key to conceal its subscriber 

identity, according to one of the embodiments described above. For example, detaching and 
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reregistering in this way may prevent an attacker from linking the SUPI to a temporary 

identifier of the UE. 

[00127] The UE I may, in some embodiments, need to be provisioned with a privacy key 

due to the expiration or invalidation of a privacy key that was previously provisioned to the UE. 

FIG. 14 illustrates an example UE Registration process in which the UE's privacy key needs to 

be updated, e.g., for some security or operational reason. Some reasons that the previously 

provisioned privacy key may need to be updated, according to various embodiments, may be that 

the previously provisioned privacy may have reached (or is reaching) its expiry date, security in 

the wireless communication network 30 has been compromised in some way, and/or the privacy 

key is subject to regular updates. 

[00128] According to the example of FIG. 14, the UE I sends a registration request to an 

AMF/SEAF 4 (step 1). The registration request includes a SUCI. In this example, since the UE 

has a privacy key, the UE uses an encryption scheme or method (e.g., ECIES) to create the 

SUCI, e.g., according to one of the embodiments described above. 

[00129] The AMF/SEAF 4 requests UE authentication from a AUSF 5 / PKPF 10 (step 2). 

The AUSF sends the SUCI to an SIDF 6 (step 3). As in the previous example, according to 

some embodiments in which the SIDF is co-located with UDM 7, then the same message may be 

used to request an authentication vector/credentials from the UDM. 

[00130] The SIDF 6 sees that the SUCI is encrypted with a privacy key that needs to be 

updated. For example, the SIDF may detect that the privacy key is expired or is about to expire, 

or that the privacy key is invalid for any other reason as previously discussed. The SIDF returns 

a SUPI to the AUSF 5 together with a request to provision the updated ECIES privacy key to the 

UE (step 4). According to some embodiments, the response may include several privacy keys. 

Further, as previously discussed, according to some embodiments in which the SIDF is co­

located in UDM, the same message may be used to return the authentication vector/credentials to 

the AUSF. 

[00131] The AUSF 5 and UE I exchange authentication messages using authentication 

vectors/credentials received from UDM 7 (step 5). As discussed in previous examples, the 

AUSF may have received the required authentication vector/credentials from UDM already in 

step 4 (e.g., in some embodiments in which the SIDF 6 is co-located in UDM), or the AUSF may 
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request such authentication vector/credentials from UDM before initiating the authentication 

with the UE. 

[00132] According to embodiments in which the PKPF 10 is co-located with the AUSF 5, 

the AUSF/PKPF may create a provisioning key used to protect the privacy key provisioning 

message to the UE 1 as a result of successful authentication. For example, the authentication 

procedure may include producing a home network master key that may be used to derive the 

provisioning key. Alternatively, in embodiments in which the PKPF and AUSF are not co­

located, the AUSF and PKPF may exchange the provision key through appropriate messaging 

(not shown). 

[00133] The AUSF 5 / PKPF 10 protects the privacy key(s) (received from SIDF 6 in step 

4) with the provisioning key by calculating a MAC and constructing MAC-P, e.g., according to 

the example illustrated in FIG. 14 (step 6). As discussed above, in some embodiments, the 

AUSF/PKPF may receive the MAC and/or MAC-P from the SIDF, as described above, 

particularly in at least some embodiments in which the provisioning key is based on the 

ephemeral shared key of, e.g., an EICES scheme. In particular, as discussed above, the SIDF 

may have generated the MAC and/or MAC-P. 

[00134] After successful authentication, the AUSF 5 sends the SUPI, the privacy key(s) 

and the MAC-P to the AMF/SEAF 4 (step 7), e.g., in the same registration-related message 

flow. Other embodiments may use separate message flows for one or more of the SUPI, 

privacy key(s) or MAC-P. Also, as previously discussed, the AUSF may have delegated 

authentication of the UE to the SEAF, in which case the SUPI, the privacy key(s), and the 

MAC-P may have been returned to SEAF already in step 4, and the AUSF performs the 

authentication as previously described. 

[00135] The AMF/SEAF 4 accepts the registration of the UE 1, and forwards the privacy 

key(s) and the MAC-P to the UE, e.g., in a registration acceptance message (step 8). The UE 

creates the same provisioning key from the primary authentication as A USF 5 / PKPF 10 did, 

and verifies the MAC in the message. If verification is successful, the UE stores the privacy 

key(s). The old privacy key may also be removed. 

[00136] According to yet an example, the AUSF 5 generates the MAC and MAC-P and 

sends the privacy key(s) and the MAC-P to the UE 1 via the UDM 7 which forwards the privacy 
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key(s) and the MAC-P to the AMF, which then forwards the privacy key(s) and the MAC-P to 

the UE 1. In such an example the AUSF may be an Home Public Land Mobile Network AUSF 

and the AMF may in that case be a Visited Public Land Mobile Network (VPLMN) AMF. In 

such a case, the authentication may have been delegated by the AUSF to the VPLMN AMF. 

[00137] As previously discussed, the MAC may be calculated based on a privacy key 

(e.g., as illustrated in FIG. 4) and a provisioning key to generate a MAC-P (e.g., as illustrated 

in FIG. 12). In some embodiments in which multiple privacy keys are being provisioned to the 

UE 1, the same MAC may be calculated over all of the privacy keys sent in the same message. 

[00138] FIG. 15 illustrates an example of how the privacy key and MAC-Pare related to 

each other, and what parameters are used as input to the MAC calculation (or expected MAC 

(XMAC), as appropriate). As shown in FIG. 15, the provisioning key and privacy key are both 

used to generate a MAC, which may be then used in combination with another privacy key to 

update the MAC, and so on until all privacy keys are processed. Once all privacy keys are 

processed, the privacy key(s) and MAC may be sent to the UE. 

[00139] In view of all of the above, one or more of the devices or functions described 

above may be implemented using the example hardware illustrated in FIG. 16. The example 

hardware includes processing circuitry 11 and communication circuitry 12. The processing 

circuitry is communicatively coupled to the communication circuitry, e.g., via one or more buses. 

The processing circuitry may comprise one or more microprocessors, microcontrollers, hardware 

circuits, discrete logic circuits, hardware registers, digital signal processors (DSPs), field­

programmable gate arrays (FPGAs), application-specific integrated circuits (ASICs), or a 

combination thereof. For example, the processing circuitry may be programmable hardware 

capable of executing software instructions stored, e.g., as a machine-readable computer program 

133 in a memory circuitry 13. The memory circuitry of the various embodiments may comprise 

any non-transitory machine-readable media known in the art or that may be developed, whether 

volatile or non-volatile, including but not limited to solid state media (e.g., SRAM, DRAM, 

DDRAM, ROM, PROM, EPROM, flash memory, solid state drive, etc.), removable storage 

devices (e.g., Secure Digital (SD) card, miniSD card, microSD card, memory stick, thumb-drive, 

USB flash drive, ROM cartridge, Universal Media Disc), fixed drive (e.g., magnetic hard disk 

drive), or the like, wholly or in any combination. According to particular embodiments in which 
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the hardware is used to implement the UE 1, the memory circuitry may comprise a tamper 

resistant secure hardware component 8 providing secure storage, such as a 5G-USIM and/or 

UICC 8a. 

[00140] The communication circuitry 12 may be a controller hub configured to control the 

input and output (1/0) data paths of the hardware. Such 1/0 data paths may include data paths 

for exchanging signals over a wireless communication network 30. For example, the 

communication circuitry may comprise a transceiver configured to send and receive 

communication signals within and/or between the UE 1, the serving network 2, and/or the home 

network 3, e.g., over an air, electrical, and/or optical medium. 

[00141] The communication circuitry 12 may be implemented as a unitary physical 

component, or as a plurality of physical components that are contiguously or separately arranged, 

any of which may be communicatively coupled to any other, or may communicate with any other 

via the processing circuitry 11. For example, the communication circuitry may comprise 

transmitter circuitry configured to send communication signals, and receiver circuitry configured 

to receive communication signals (not shown). 

[00142] According to particular embodiments, the hardware illustrated in FIG. 16 may be 

configured with a plurality of components. These components may include a plurality of 

communicatively coupled hardware units and/or software modules. One or more of the hardware 

units may be, e.g., part of the processing circuity 11. One or more of the software units may be, 

e.g., stored in the memory circuitry 13 and executed by the processing circuitry. 

[00143] For example, hardware such as illustrated in FIG. 16 may be used to implement 

an authentication server 14 (e.g., an AMF, SEAF 4, AUSF 5) in a home network 3 of a UE 1 and 

configured with the example components illustrated in FIG. 17 to obtain a subscription identifier, 

such as a SUPI, of a UE. The components of FIG. 17 include a determining unit or module 15 

and an interfacing unit or module 16. The determining unit or module is configured to determine 

a de-concealing server 19 to use to decrypt the encrypted part of the SUCI, and based on 

information received from the UE, which of a plurality of de-concealing servers to use to decrypt 

at least part of a subscription concealed identifier (SUCI) in which the subscription identifier is 

encrypted. The interfacing unit or module is configured to send the SUCI to the determined de­

concealing server and receiving the subscription identifier, e.g. SUPI, in response. In other 
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words, the interface module is configured to also receive the SUCI generated by the UE, where 

the SUCI comprises an encrypted part in which at least a part of the SUPI is encrypted, and a 

clear-text part which comprises a home network identifier and an encryption scheme identifier 

that identifies an encryption scheme used by the UE to encrypt the SUPI in the SUCI. 

[00144] Such an authentication server 14 may additionally or alternatively be configured 

with the example components illustrated in FIG. 18 to provision a UE 1. The components of 

FIG. 18 include an obtaining unit or module 17, and a transmitting unit or module 18. The 

obtaining unit or module is configured to obtaining a message authentication code (MAC) based 

on a provisioning key specific to the UE 1 and a privacy key of a home network 3 of the UE. 

The transmitting unit or module is configured to transmit the privacy key and MAC to the UE. 

[00145] Such an authentication server 14 may further be configured to additionally or 

alternatively perform any of the methods described herein with respect to an authentication 

server, e.g., using any of the above described authentication server hardware or software 

components. 

[00146] Other hardware consistent with the example illustrated in FIG. 16, may be used to 

implement a de-concealing server 19 (e.g., SIDF 6) for providing a subscription identifier of a 

UE 1 to an authentication server 14, and may be configured with the example components 

illustrated in FIG. 19. The components of FIG. 19 include a receiving unit or module 20, a 

decrypting unit or module 21, and a sending unit or module 22. The receiving unit or module is 

configured to receive, from the authentication server, a SUCI which comprises an encrypted part 

in which at least a part of the SUPI is encrypted, and a clear-text part which comprises a home 

network identifier and an encryption scheme identifier that identifies an encryption scheme used 

by a UE to encrypt the SUPI in the SUC and which is supported by the de-concealing server. 

The decrypting unit or module is configured to decrypt at least part of the SUCI, using the 

encryption scheme indicated by the encryption scheme identifier to obtain the SUPI. The 

sending unit or module is configured to send the SUPI to the authentication server. 

[00147] Such a de-concealing server 19 may additionally or alternatively be configured 

with the example components illustrated in FIG. 20 to provision a UE 1. The components of 

FIG. 20 include a generating unit or module 23, and a transmitting unit or module 24. The 

generating unit or module is configured to generate a Subscription Permanent Identifier (SUPI) 
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and privacy key for the UE responsive to receiving, from an authentication server 14, a 

Subscription Concealed Identifier (SUCI) of the UE that indicates that the UE lacks a valid 

privacy key. The transmitting unit or module is configured to transmit the SUPI and privacy key 

to the authentication server. Thus the term 'de-concealing server' may also be termed a SUCI de­

concealing server. 

[00148] Such a de-concealing server 19 may further be configured to additionally or 

alternatively perform any of the methods described herein with respect to a de-concealing server, 

e.g., using any of the above described de-concealing server hardware or software components. 

[00149] Yet other hardware consistent with the example illustrated in FIG. 16, may be 

used to implement a UE 1 for securely notifying a wireless communication network 30 of a 

subscription identifier, and may be configured with the example components illustrated in FIG. 

21. The components of FIG. 21 include a generating unit or module 25, and a transmitting unit 

or module 26. The generating unit or module is configured to generate a SUCI which comprises 

an encrypted part in which at least a part of a SUPI is encrypted, and a clear-text part which 

comprises a home network identifier and an encryption scheme identifier that identifies an 

encryption scheme used by the UE to encrypt the SUPI in the SUCI. The transmitting unit or 

module is configured to transmit the SUCI to an authentication server 14 for forwarding of the 

SUCI to a de-concealing server 19 capable of decrypting the SUPI. 

[00150] Such a UE 1 may additionally or alternatively be configured with the example 

components illustrated in FIG. 22 to obtain a privacy key. The components of FIG. 22 include a 

receiving unit or module 27, and a verifying unit or module 28. The receiving unit or module is 

configured to receiving the privacy key and a message authentication code (MAC) from an 

authentication server 14. The verifying unit or module is configured to verify the integrity of the 

privacy key by generating a provisioning key and using the provisioning key and privacy key to 

reproduce the MAC received from the authentication server, the provisioning key being a shared 

secret between the UE and the authentication server. 

[00151] Such a UE 1 may further be configured to additionally or alternatively perform 

any of the methods described herein with respect to a UE, e.g., using any of the above-described 

UE hardware or software components. 
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[00152] The various methods and processes described herein may be implemented in ways 

that vary in certain details from the broad descriptions given above. For example, although steps 

of various processes or methods described herein may be shown and described as being in a 

sequence or temporal order, the steps of any such processes or methods are not limited to being 

carried out in any particular sequence or order, absent an indication otherwise. Indeed, the steps 

in such processes or methods generally may be carried out in various different sequences and 

orders while still falling within the scope of the present disclosure. The embodiments described 

herein are to be considered in all respects as illustrative and not restrictive. In particular, all 

changes coming within the meaning and equivalency range of the enumerated embodiments 

appended below are intended to be embraced therein. 
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CLAIMS 

1. A method performed by an authentication server in a home network of a user 

equipment (UE) for obtaining a subscription permanent identifier (SUPI), the method 

compnsmg: 

receiving a subscription concealed identifier (SUCI) which comprises an encrypted part 

in which at least a part of the SUPI is encrypted, and a clear-text part which comprises a home 

network identifier and an encryption scheme identifier that identifies an encryption scheme used 

by the UE to encrypt the SUPI in the SUCI; 

determining a de-concealing server to use to decrypt the encrypted part of the SUCI; 

sending the SUCI to the de-concealing server; and 

receiving the SUPI in response. 

2. The method of claim 1, wherein the clear-text part of the SUCI comprises a public key 

identifier for a public key of the home network. 

3. The method of claim 1, wherein the de-concealing server is one of a plurality of de­

concealing servers, and the determining of the de-concealing server is based on information 

received from the UE. 

4. The method of claim 1, wherein the encryption scheme is a null-encryption scheme. 

5. The method of claim 1, further comprising receiving the SUCI from the UE as part of 

a registration procedure for registering the UE with a wireless communication network. 

6. The method of claim 1, further comprising receiving the SUCI from the UE via an 

authentication request from a Security Anchor Function. 

7. The method of claim 1, further comprising sending the SUCI and a request for an 

authentication vector for authenticating the UE to the determined de-concealing server in the 

same message. 
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8. The method of claim 1, wherein the SUPI comprises a Mobile Subscription 

Identification Number, MSIN, a Mobile Country Code, MCC, and a Mobile Network Code, 

MNC, and where the MSIN is encrypted in the encrypted part of the SUCI, and the MCC and 

the MNC are the home network identifier in the clear-text part of the SUCI. 

9. The method of claim 1, wherein the SUPI is a Network Access Identifier. 

10. The method of claim 1, wherein the encryption scheme is an Elliptic Curve 

Integrated Encryption Scheme (ECIES) and the clear-text part of the SUCI comprises an 

ephemeral public key of the UE for use in the ECIES. 

11. A method, performed by a de-concealing server, for providing a subscription 

permanent identifier (SUPI) to an authentication server, the method comprising: 

receiving, from the authentication server, a subscription concealed identifier (SUCI) 

which comprises an encrypted part in which at least a part of the SUPI is encrypted, and a clear­

text part which comprises a home network identifier and an encryption scheme identifier that 

identifies an encryption scheme used by a UE to encrypt the SUPI in the SUCI and which is 

supported by the de-concealing server; 

decrypting the encrypted part of the SUCI, using the encryption scheme indicated by the 

encryption scheme identifier to obtain the SUPI; and 

sending the SUPI to the authentication server. 

12. The method of claim 11, wherein the clear-text part of the SUCI also comprises a 

key identifier used for identifying a decryption key used for decrypting the SUPI. 

13. A method performed by a user equipment (UE), the method comprising: 

generating a subscription concealed identifier (SUCI) which comprises an encrypted part 

in which at least a part of a subscription permanent identifier (SUPI) is encrypted, and a clear­

text part which comprises a home network identifier and an encryption scheme identifier that 

identifies an encryption scheme used by the UE to encrypt the SUPI in the SUCI; and 
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transmitting the SUCI to an authentication server for forwarding of the SUCI to a de­

concealing server capable of decrypting the SUPI. 

14. The method of claim 13, wherein the SUCI is transmitted in a request to register with 

a wireless communication network (30). 

15. The method of claim 13, wherein generating the SUCI comprises using a tamper 

resistant secure hardware component of the UE to generate the SUCI. 

16. The method of claim 13, wherein transmitting the SUCI to the authentication server 

comprises transmitting the SUCI to the authentication server in response to an identifier request 

message received from an Authentication and Mobility management Function, AMF, as part of a 

procedure for registering the UE with a wireless communication network. 

17. The method of claim 13, wherein the clear-text part comprises a public key identifier 

for the home network. 

18. The method of claim 13, wherein the encryption scheme is a null-encryption scheme. 

19. The method of claim 13, wherein the encryption scheme is an Elliptic Curve 

Integrated Encryption Scheme. 

20. A user equipment (UE) comprising: 

processing circuitry and memory circuitry, the memory circuitry containing instructions 

executable by the processing circuitry, wherein the UE is operative to: 

generate a subscription concealed identifier (SUCI) which comprises an encrypted part in 

which at least a part of a Subscription Permanent Identifier (SUPI) is encrypted, and a clear-text 

part which comprises a home network identifier and an encryption scheme identifier that 

identifies an encryption scheme used by the UE to encrypt the SUPI in the SUCI; and 

transmit the SUCI to an authentication server for forwarding of the SUCI to a de­

concealing server capable of decrypting the SUPI. 
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21. The UE of claim 20, wherein the clear-text part comprises a public key identifier for 

the home network. 

22. The UE of claim 20, wherein the SUPI comprises a Mobile Subscription 

Identification Number. 

23. The UE of claim 20, wherein the SUPI is a Network Access Identifier. 
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ABSTRACT 

A method performed by an authentication server in a home network of a UE for obtaining a 

subscription permanent identifier, SUPI. The method comprises: receiving a SUCI which 

comprises an encrypted part in which at least a part of the SUPI is encrypted, and a clear-text 

part which comprises a home network identifier and an encryption scheme identifier that 

identifies an encryption scheme used by the UE to encrypt the SUPI in the SUCI; determining a 

de-concealing server to use to decrypt the encrypted part of the SUCI; sending the SUCI to the 

de-concealing server; and receiving the SUPI in response. Methods performed by a UE and a de­

concealing server are also disclosed. Furthermore, UEs, de-concealing servers, authentication 

servers, computer program and a memory circuitry are also disclosed. 
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Attorney Docket Number 3602-1734US2 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention SUBSCRIPTION CONCEALED IDENTIFIER 

Prior Application Status Expired ! Riffiiji~ I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

PCT/EP2018/069432 Claims benefit of provisional 62/536632 2017-07-25 

Additional Domestic Benefit/National Stage Data may be generated within this form 
by selecting the Add button. 

Foreign Priority Information: 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application 

that is eligible for retrieval under the priority document exchange program (PDX)i the information will be used by the Office to 

automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the POX program, applicant bears the ultimate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1). 

!Rr:ffiiji~ I 
Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable) 

Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

0 16, 2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

3602-1734US2 Attorney Docket Number 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention SUBSCRIPTION CONCEALED IDENTIFIER 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written 
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see 
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant 
application (see paragraph B in subsection 1 below). 

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an 
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind 
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the 
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of 
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office 
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign 
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed 
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h) 
(1 ). 

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked, 
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search 
results from the instant patent application when a European patent application claiming priority to the instant patent 
application is filed. See 37 CFR 1.14(h)(2). 

The applicant is reminded that the EPO's Rule 141(1) EPC (European Patent Convention) requires applicants to submit a 
copy of search results from the instant application without delay in a European patent application that claims priority to 
the instant application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with 

any documents and information identified in subsection 1A above. 

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant 

application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the 
application in accordance with 37 CFR 1.14. 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 3602-1734US2 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention SUBSCRIPTION CONCEALED IDENTIFIER 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 1 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1 .45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I? @j~@ ?I 
@ Assignee lo Legal Representative under 35 U.S.C. 117 lo Joint Inventor 

0 Person to whom the inventor is obligated to assign. 10 Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

I 
Name of the Deceased or Legally Incapacitated Inventor: I 
If the Applicant is an Organization check here. ~ 
Organization Name I Telefonaktiebolaget LM Ericsson (publ) 

Mailing Address Information For Applicant: 

Address 1 

Address 2 

City Stockholm State/Province 

Country I SE Postal Code SE-164 83 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button. 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 3602-1734US2 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention SUBSCRIPTION CONCEALED IDENTIFIER 

Assignee 1 

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent 
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application 
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the 
patent application publication. 

If the Assignee or Non-Applicant Assignee is an Organization check here. ~ 
Organization Name I Telefonaktiebolaget LM Ericsson (publ) 

Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 

Address 2 

City I Stockholm State/Province 

Countryi I SE Postal Code SE-164 83 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button. 

Signature: 
NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c). 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic 
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a 
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given 
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants. 

See 37 CFR 1 .4(d) for the manner of making signatures and certifications. 

Signature /Brian Rosenbloom/ Date (YYYY-MM-DD) 2018-11-26 

First Name Brian I Last Name I Rosenbloom Registration Number 41276 

Additional Signature may be generated within this form by selecting the Add button. 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 3602-1734US2 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention SUBSCRIPTION CONCEALED IDENTIFIER 

This collection of information is required by 37 CFR 1. 76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent 
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information 
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S. 
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of 
the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy 
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 
Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative 
tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom 
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform 
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181) 
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an 
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of 
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C. 
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, 
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the US PTO becomes 
aware of a violation or potential violation of law or regulation. 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: SUBSCRIPTION CONCEALED IDENTIFIER 

First Named Inventor/Applicant Name: Vesa TORVINEN 

Filer: Brian S. Rosenbloom/Xania Steele 

Attorney Docket Number: 3602-1734US2 

Filed as Large Entity 

Filing Fees for Track I Prioritized Examination - Nonprovisional Application under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

UTILITY APPLICATION FILING 1011 1 300 300 

UTILITY SEARCH FEE 1111 1 660 660 

UTILITY EXAMINATION FEE 1311 1 760 760 

REQUEST FOR PRIORITIZED EXAMINATION 1817 1 4000 4000 

Pages: 

Claims: 

CLAIMS IN EXCESS OF 20 1202 3 100 300 

INDEPENDENT CLAIMS IN EXCESS OF 3 1201 1 460 460 

Lenovo Ex. 1009 
Page 288



Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Miscellaneous-Filing: 

PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0 

PROCESSING FEE, EXCEPT PROV. APPLS. 1830 1 140 140 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 6620 
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Electronic Acknowledgement Receipt 

EFSID: 34390524 

Application Number: 16200037 

International Application Number: 

Confirmation Number: 8611 

Title of Invention: SUBSCRIPTION CONCEALED IDENTIFIER 

First Named Inventor/Applicant Name: Vesa TORVINEN 

Customer Number: 6449 

Filer: Brian S. Rosenbloom/Xania Steele 

Filer Authorized By: Brian S. Rosenbloom 

Attorney Docket Number: 3602-1734US2 

Receipt Date: 26-NOV-2018 

Filing Date: 

Time Stamp: 16:46:16 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $6620 

RAM confirmation Number 112718INTEFSW00004037022135 

Deposit Account 022135 

Authorized User Xania Steele 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.17 (Patent application and reexamination processing fees) 

37 CFR 1.19 (Document supply fees) Lenovo Ex. 1009 
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37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

117483 

1 TrackOne Request 
3602-1734US2_ Track-One-

no 2 
Request.pdf 

aa9d09993bfeef1 6ed31 d8931 e560c4048fe 
f29c 

Warnings: 

Information: 

168312 

2 
3602-1734US2_Specification. 

yes 35 
pdf 

0e5000d5b39e5c6293118386fbf8a11401e 
eSOSS 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Specification 1 30 

Claims 31 34 

Abstract 35 35 

Warnings: 

Information: 

191889 

3 
Drawings-only black and white line 

3602-1734US2_Drawings.pdf no 11 
drawings 

73 ab 704 b92cdb4 7046ca948d 8e884 5 3872 
dab7fd 

Warnings: 

Information: 

116936 

4 Application Data Sheet 3602-1734US2_ADS.pdf no 10 
751 9fe08d018Sa52b4d2609503c627dc952 

429Sf 

Warnings: 

Information: 

This is not an USPTO supplied ADS fillable form 
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42924 

5 Fee Worksheet (5B06) fee-info.pdf no 2 
34084e0df0Sd8d949a2e764e41 ad9687c25 

f1fd9 

Warnings: 

Information: 

Total Files Size (in bytes) 637544 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International AQQlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International AQQlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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