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(57) ABSTRACT

A data decryption apparatus that decrypts encrypted data, 
includes a first data-receiving unit that receives a first data 
set, in which information on an encryption specification is 
embedded, through a first communication path; a time­
information obtaining unit that obtains time information on 
a reception of the first data set by the first data receiving unit; 
a time-information storage unit that stores the time infor­
mation with the information on the encryption specification 
associated therewith; a second data-receiving unit that 
receives a second data set through a second communication 
path, the second data set being encrypted based on the 
encryption-specification and appended by time information 
on performing data encryption; and an encryption-specifi­
cation selecting unit that selects an encryption specification 
for use in decryption of the second data set based on the time 
information stored in the time-information storage unit and 
the time information appended to the second data set.
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DATA DECRYPTION APPARATUS AND DATA 
ENCRYPTION APPARATUS

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention
[0002] The present invention relates to a data decryption 
apparatus that decrypts encrypted data and a data encryption 
apparatus that encrypts data, and, more specifically to a data 
decryption apparatus and a data encryption apparatus that 
allow secure and efficient data exchange between the appa­
ratuses.
[0003] 2. Description of the Related Art
[0004] Conventionally, an integrated communication ser­
vice that carries out data communications of user data, as 
well as bi-directional communications of multimedia infor­
mation, such as voice data for a voice call and image data for 
a video telephone, has been provided. When data to be 
transmitted must be protected from interception by a third 
party, the data is encrypted.
[0005] To decrypt encrypted data, information on an 
encryption key used in encryption of the data must be shared 
between an encryption apparatus that encrypts the data and 
a decryption apparatus that decrypts the data. To attain this 
information-on-encryption-key sharing with small-scale 
hardware, a technique of transmitting information on an 
encryption key by embedding the information on the encryp­
tion key in a random number has been developed (see 
Japanese Patent Application Laid-open No. Hl 1-103290).
[0006] When information on an encryption key is trans­
mitted from a data encryption apparatus to a data decryption 
apparatus through the same communication path as that used 
in transmission of encrypted data, the encrypted data and the 
information on the encryption key can be intercepted, which 
can result in decipherment of the data.
[0007] To this end, a technique of transmitting encrypted 
data through a communication path different from that for an 
encryption key, thereby preventing deciphering of the 
encrypted data has been developed (see Japanese Patent 
Application Laid-open No. 2003-69547).
[0008] A technique of changing an encryption key at 
regular intervals is also provided to minimize damage even 
when the encryption key is cryptanalysed (see Japanese 
Patent Application Laid-open No. 2005-39643). However, 
this technique entails the need of sending a notification that 
the encryption key has been changed to a data decryption 
apparatus.
[0009] Techniques for appropriately sending the notifica­
tion include a technique of sending a notification that an 
encryption key has been changed with use of a flag that 
represents a relationship between an expiration date-and- 
time of another encryption key, which is to be validated next 
time, and a current time (see Japanese Patent Application 
Laid-open No. 2005-217843).
[0010] According to this technique, when the current time 
is earlier than the time at which the encryption key is to be 
changed, and a time difference between the current time and 
the time at which the encryption key is to be changed, is 
equal to or smaller than a predetermined time difference, a 
data encryption apparatus sets the flag to “1”, while the 
apparatus sets the flag to “0” for other conditions.
[0011] A data decryption apparatus obtains information on 
the current time, and, when the time difference between the 
current time and the time at which the encryption key is to 
be changed is equal to or smaller than the predetermined 

time difference and the flag is set to “1”, sets the pre-change 
encryption key as a key for use in decryption.
[0012] When the time difference between the current time 
and the time at which the encryption key is to be changed is 
equal to or smaller than the predetermined time difference 
and the flag is set to “0”, the data decryption apparatus sets 
the post-change encryption key as the decryption key.
[0013] When the time difference between the current time 
and the time at which the encryption key is to be changed is 
greater than the predetermined time difference, the data 
decryption apparatus sets an encryption key corresponding 
to the current time as the decryption key.
[0014] The conventional technique is, however, disadvan­
tages in that the data decryption apparatus determines which 
encryption key is to be employed as a decryption key by 
referring to information on the current time along with 
information on the flag, which complicates processing.
[0015] In recent years, use of data communications from 
cellular phones has been increased. However, because cel­
lular phones are limited in capacities of a CPU (Central 
Processing Unit), memory, power consumption, and the like, 
processing to be performed by a cellular phone is desirably 
minimized and simplified.
[0016] Accordingly, development of a technique that 
allows an integrated communications service for carrying 
out data communications of user data, as well as two-way 
communications of multimedia information, to transmit user 
data securely and efficiently has been desired.

SUMMARY OF THE INVENTION

[0017] It is an object of the present invention to at least 
partially solve the problems in the conventional technology. 
[0018] According to one aspect of the present invention, a 
data decryption apparatus that decrypts encrypted data, 
includes a first data-receiving unit that receives a first data 
set, in which information on an encryption specification is 
embedded, through a first communication path; a time­
information obtaining unit that obtains time information on 
a reception of the first data set by the first data receiving unit; 
a time-information storage unit that stores the time infor­
mation obtained by the time-information obtaining unit with 
the information on the encryption specification associated 
therewith; a second data-receiving unit that receives a sec­
ond data set through a second communication path, the 
second data set being encrypted based on the encryption 
specification and appended by time information on perform­
ing data encryption; and an encryption-specification select­
ing unit that selects an encryption specification for use in 
decryption of the second data set based on the time infor­
mation stored in the time-information storage unit and the 
time information appended to the second data set received 
by the second data-receiving unit.
[0019] According to another aspect of the present inven­
tion, a data encryption apparatus that encrypts data, includes 
an information embedding unit that embeds information on 
an encryption specification in a first data set to be transmit­
ted through a first communication path; a first data-trans- 
mitting unit that transmits the first data set, in which the 
information on the encryption specification is embedded by 
the information embedding unit, through the first commu­
nication path; a data encrypting unit that encrypts a second 
data set based on the information on the encryption speci­
fication when the first data set has been transmitted by the 
first data-transmitting unit; a time-information obtaining 
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unit that obtains time information on an encryption of the 
second data set performed by the data encrypting unit; and 
a second data-transmitting unit that appends the time infor­
mation obtained by the time-information obtaining unit to 
the second data set encrypted by the data encrypting unit, 
and transmits the second data set, to which the time infor­
mation appended, through a second communication path. 
[0020] According to still another aspect of the present 
invention, a data decryption apparatus that decrypts 
encrypted data, includes an information embedding unit that 
embeds information on an encryption specification in a first 
data set to be transmitted through a first communication 
path; a data transmitting unit that transmits the first data set, 
in which the information on the encryption specification is 
embedded by the information embedding unit, through the 
first communication path; a time-information obtaining unit 
that obtains time information on transmission of the first 
data set by the data transmitting unit; a time-information 
storage unit that stores the time information obtained by the 
time-information obtaining unit with the information on the 
encryption specification associated therewith; a data receiv­
ing unit that receives a second data set through a second 
communication path, the second data set being encrypted 
based on the encryption specification and appended by time 
information on performing data encryption; and an encryp­
tion-specification selecting unit that selects an encryption 
specification for use in decryption of the second data set 
based on the time information stored in the time-information 
storage unit and the time information appended to the 
second data set received by the data receiving unit.
[0021] According to still another aspect of the present 
invention, a data encryption apparatus that encrypts data, 
includes a data receiving unit that receives a first data set, in 
which information on an encryption specification is embed­
ded, through a first communication path; a data encrypting 
unit that encrypts data based on the information on the 
encryption specification included in the first data set when 
the first data set has been received by the data receiving unit; 
a time-information obtaining unit that obtains time informa­
tion on encryption of the data performed by the data encrypt­
ing unit and a data transmitting unit that appends the time 
information obtained by the time-information obtaining unit 
to the data encrypted by the data encrypting unit, and 
transmits the data, to which the time information is 
appended, through a second communication path.
[0022] The above and other objects, features, advantages 
and technical and industrial significance of this invention 
will be better understood by reading the following detailed 
description of presently preferred embodiments of the inven­
tion, when considered in connection with the accompanying 
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] FIG. 1 is an explanatory diagram of the concept of 
data encrypting/decrypting processes according to a first 
embodiment;
[0024] FIG. 2 is a diagram of a functional configuration of 
a communications system according to the first embodiment; 
[0025] FIG. 3 is a diagram of an example of an encryption 
key information stored in a storage unit;
[0026] FIG. 4 is a flowchart of a process procedure for 
encryption key change/encrypted data transmission pro­
cesses according to the first embodiment;

[0027] FIG. 5 is a flowchart of a process procedure for an 
encryption-key extracting process according to the first 
embodiment:
[0028] FIG. 6 is a flowchart of a process procedure for a 
data decrypting process according to the first embodiment; 
[0029] FIG. 7 is an explanatory diagram of an adjustment 
between timing at which an encryption key has been embed­
ded, and timing at which data has been encrypted;
[0030] FIG. 8 is an explanatory diagram of a concept of 
data encrypting/decrypting processes according to a second 
embodiment;
[0031] FIG. 9 is a diagram of a functional configuration of 
a communications system according to the second embodi­
ment;
[0032] FIG. 10 is a flowchart of a process procedure for an 
encryption-key change process according to the second 
embodiment;
[0033] FIG. 11 is a flowchart of a process procedure for 
encryption key extraction/encrypted data transmission pro­
cesses according to the second embodiment;
[0034] FIG. 12 is a flowchart of a process procedure of a 
time synchronizing process; and
[0035] FIG. 13 is a diagram of an example of encryption 
specification information to be transmitted in the form of 
being embedded in a voice signal.

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS

[0036] Exemplary embodiments of a data decryption 
apparatus and a data encryption apparatus according to the 
present invention will be explained below in detail with 
reference to the accompanying drawings.

First Embodiment

[0037] The concept of data encrypting/decrypting pro­
cesses according to a first embodiment will be explained 
first. FIG. 1 is an explanatory diagram of the concept of the 
data encrypting/decrypting processes according to the first 
embodiment. In the data encrypting/decrypting processes, a 
data transmitting apparatus 10 encrypts user data and trans­
mits the encrypted data, and a data receiving apparatus 20 
receives the encrypted user data transmitted from the data 
transmitting apparatus 10 and decrypts the data.
[0038] The data transmitting apparatus 10 and the data 
receiving apparatus 20, which have a voice call function, 
convert a voice of a user into a voice signal and exchange the 
voice signal bi-directionally, thereby carrying out a voice 
call between users.
[0039] The data transmitting apparatus 10 encrypts user 
data with an encryption key before transmission of the user 
data. The data transmitting apparatus 10 changes an encryp­
tion key to enhance security in transmission of the user data. 
[0040] Upon changing an encryption key, the data trans­
mitting apparatus 10 transmits the encryption key to the data 
receiving apparatus 20 by embedding the encryption key in 
a voice signal for a voice call. The encryption key is 
embedded by a digital watermarking technique so that the 
encryption key is less-easily extracted.
[0041] Upon receipt of the voice signal, the data receiving 
apparatus 20 extracts the encryption key from the voice 
signal, and sets the encryption key as a candidate of a 
decryption key for use in decryption of the user data. The 
data receiving apparatus 20 measures a call duration time 
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elapsed since establishment of the voice call, and acquires a 
call duration time measured at a time when the encryption 
key has been extracted.
[0042] The data receiving apparatus 20 stores information 
on the thus-acquired call duration time with the encryption 
key associated therewith. The data transmitting apparatus 10 
and the data receiving apparatus 20 repeat the process 
procedure described above each time of changing the 
encryption key.
[0043] FIG. 1 is an explanatory diagram of an example in 
which the data transmitting apparatus 10 changes an encryp­
tion key from a “key A” to a “key B”, and then to a “key C”, 
and the data receiving apparatus 20 extracts the “key A”, the 
“key B”, and the “key C” from a voice signal after a lapse 
of call durations TI, T5, and T8, respectively.
[0044] Thereafter, the data transmitting apparatus 10 
checks whether a request to send user data has been 
received. Upon receipt of a request to send user data, the 
data transmitting apparatus 10 encrypts user data to be 
transmitted. In the same manner as that by the data receiving 
apparatus 20, the data transmitting apparatus 10 measures a 
call duration time elapsed since the establishment of the 
voice call, and acquires a call duration time measured when 
the user data has been encrypted.
[0045] The data transmitting apparatus 10 transmits the 
encrypted user data, to which the thus-acquired call duration 
time is appended, to the data receiving apparatus. 20. FIG. 
1 depicts an example in which the data transmitting appa­
ratus 10 transmits encrypted user data, or “encrypted data 
sets 1 to 6”, with call duration times T2, T3, T4, T6, T7, and 
T9 appended respectively thereto, to the data receiving 
apparatus 20.
[0046] Thereafter, the data receiving apparatus 20 receives 
the user data appended by information on a corresponding 
call duration time and encrypted, thereby obtaining the 
information on the call duration time appended thereto. The 
data receiving apparatus 20 selects, among the call duration 
times each measured upon extraction of the encryption key 
from the voice signal, a call duration time that is shorter than 
the call duration time obtained from the encrypted user data 
by a smallest margin.
[0047] The data receiving apparatus 20 subsequently sets 
an, encryption key corresponding to the selected call dura­
tion time as the decryption key that decrypts the encrypted 
user data, and decrypts the encrypted user data.
[0048] In the example shown in FIG. 1, for decryption of 
the “encrypted data sets 1, 2, and 3”, the call duration time 
T1 until extraction of encryption key, which is shorter than 
the call duration times T2, T3, and T4 corresponding to the 
“encrypted data sets 1, 2, and 3” by smallest margins, 
respectively, is selected. Hence, the “key A” corresponding 
to the call duration time T1 is selected as the decryption key 
for decryption of the “encrypted data sets 1, 2, and 3”.
[0049] Similarly, for decryption of the “encrypted data 
sets 6 and 7”, the call duration T5, which is shorter than the 
call duration times T6 and T7 corresponding to the 
“encrypted data sets 6 and 7” by smallest margins, respec­
tively, is selected. Hence, the “key B” corresponding to the 
call duration time T5 until extraction of encryption key is 
selected as the decryption for decryption of the “encrypted 
data sets 6 and 7”.
[0050] For decryption of the “encrypted data set 9”, the 
call duration time T8 until extraction of encryption key, 
which is shorter than the call duration time T9, correspond­

ing to the “encrypted data set 9” by a smallest margin, is 
selected. Hence, the “key C” corresponding to call duration 
time T8 until extraction of encryption key is selected as the 
decryption key for decryption of the “encrypted data set 9”. 
[0051] While the “encrypted data set 3” encrypted with the 
“key A” is received by the data receiving apparatus 20 after 
the encryption key has been changed from the “key A” to the 
“key B”, performing processing as described above allows 
the data receiving apparatus 20 to carry out decryption using 
the “key A” appropriately.
[0052] Thus, because appropriate selection of an encryp­
tion key is attained only by utilizing the information on the 
call duration times, selection of an encryption key is sim­
plified, which enables secure and efficient transmission of 
user data.
[0053] In the above example, information on an encryp­
tion key is embedded in a voice signal, which is one type of 
multimedia information. However, when the data transmit­
ting apparatus 10 and the data receiving apparatus 20 have 
a video telephone function, the encryption key can be 
transmitted in the form of being embedded in image data for 
a video telephone, which is another type of multimedia 
information.
[0054] Next, a functional configuration of a communica­
tions system according to the first embodiment will be 
explained. FIG. 2 depicts the functional configuration of the 
communications system according to the first embodiment. 
As shown in FIG. 2, in the communications system, the data 
transmitting apparatus 10 and the data receiving apparatus 
20 are connected through a user-data communication path 
30 and a voice-signal communication path 40.
[0055] As described above with reference to FIG. 1, the 
data transmitting apparatus 10 is an apparatus that encrypts 
user data and transmits the encrypted data. The data receiv­
ing apparatus 20 is an apparatus that receives the user data 
transmitted from the data transmitting apparatus 10 and 
decrypts the same.
[0056] The data transmitting apparatus 10 and the data 
receiving apparatus 20, which have a voice call function, 
convert a voice of a user into a voice signal and exchange the 
voice signal bi-directionally, thereby establishing a voice 
call between users.
[0057] The data transmitting apparatus 10 has an input 
unit 10a, a storage unit 10A, a clock unit 10c, an encryption­
specification changing unit 10 c/, a voice call processor 10c, 
an encryption-specification embedding unit 10/ a voice­
signal transceiver 10g, an encryption processor 1 Oh, a time­
information appending unit 10/, and a user data transmitter 
10/.
[0058] The input unit 10a is a processor that receives an 
input of user data, and the like, to be transmitted to the data 
receiving apparatus 20. The storage unit 10/? is a processor 
that stores the input data received by the input unit 10a. The 
clock unit 10c is a processor that receives a signal indicating 
that a voice call has started from the voice call processor 
10c, and measures a call duration time elapsed since the start 
of the voice call.
[0059] The encryption-specification changing unit 1 Od is a 
processor that changes an encryption key when the call 
duration time has reached a predetermined period. Specifi­
cally, the encryption-specification changing unit 1 Od obtains 
information on a call duration time from the clock unit 10c, 
and determines whether the call duration time has reached 
the predetermined period. When the call duration time is 
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determined to have reached the predetermined period, the 
encryption-specification changing unit 10<a? changes the 
encryption key.
[0060] The voice call processor lOe is a processor that 
establishes the voice-signal communication path 40 between 
the voice call processor lOe and the data receiving apparatus 
20, and exchanges a voice signal to and from the data 
receiving apparatus 20, thereby establishing a voice call 
between users.
[0061] The encryption-specification embedding unit 10/is 
a processor that embeds the encryption key, changed by the 
encryption-specification changing unit 10/ in a voice signal 
generated by the voice call processor lOe by a digital 
watermarking technique.
[0062] The voice-signal transceiver 10g is a processor that 
transmits a voice signal, generated by the voice call proces­
sor 10c, or a voice signal, in which an encryption key is 
embedded by the encryption-specification embedding unit 
10/ through the voice-signal communication path 40 to the 
data receiving apparatus 20, and receives a voice signal 
transmitted from the data receiving apparatus 20.
[0063] The encryption processor 10/? is a processor that 
reads user data stored in the storage unit 10/ and encrypts 
the user data with the encryption key changed by the 
encryption-specification changing unit 10/
[0064] The time-information appending unit 10/ is a pro­
cessor that obtains the encrypted user data from the encryp­
tion processor 10/ obtains information on a call duration 
time measured at the present time from the clock unit 10c, 
and appends the information on the call duration time to the 
encrypted user data.
[0065] The user data transmitter 10/ is a processor that 
transmits the encrypted user data, to which the information 
on the call duration time is appended by the time-informa­
tion appending unit 10/, to the data receiving apparatus 20 
through the user-data communication path 30.
[0066] The data receiving apparatus 20 has a voice-signal 
transceiver 20a, a clock unit 20/ an encryption-specifica­
tion extracting unit 20c, a voice call processor 20/ a user 
data receiver 20e, a time-information obtaining unit 20/ a 
decryption processor 20g, a storage unit 20/?, and a display 
unit 20/.
[0067] The voice-signal transceiver 20a is a processor that 
transmits a voice signal, generated by the voice call proces­
sor 20/ to the data transmitting apparatus 10 through the 
voice-signal communication path 40, and receives a voice 
signal, transmitted from the data transmitting apparatus 10, 
or a voice signal, in which an encryption key is embedded. 
[0068] The clock unit 20/? is a processor that receives a 
signal indicating that a voice call has started from the voice 
call processor 20/ and measures a call duration time elapsed 
since the start of the voice call. The encryption-specification 
extracting unit 20c is a processor that extracts the encryption 
key embedded in the voice signal transmitted from the data 
transmitting apparatus 10.
[0069] Specifically, upon receipt of a voice signal from the 
voice-signal transceiver 20a, the encryption-specification 
extracting unit 20c checks whether the voice signal includes 
an encryption key. When the voice signal is found to include 
an encryption key, the encryption-specification extracting 
unit 20c extracts the encryption key from the voice signal, 
and stores the key in the storage unit 20/?.
[0070] Thereafter, the encryption-specification extracting 
unit 20c obtains information on a call duration time of the 

voice call from the clock unit 20/ and stores the thus- 
obtained information on the call duration time in the storage 
unit 20/z with the extracted encryption key associated there­
with.
[0071] FIG. 3 is a diagram of an example of encryption 
key information 20/ stored in the storage unit 20/z. Infor­
mation on encryption keys and call duration times are 
registered in the encryption key information 20/ Each call 
duration time is a call duration time obtained from the clock 
unit 20/? at a time when the corresponding encryption key is 
extracted from a voice signal.
[0072] Returning to explanation with reference to FIG. 2, 
the voice call processor 20/ is a processor that establishes 
the voice-signal communication path 40 between the voice 
call processor 20/ and the data transmitting apparatus 10, 
and exchanges a voice signal to and from the data transmit­
ting apparatus 10, thereby establishing a voice call between 
users.
[0073] The user data receiver 20e is a processor that 
receives the encrypted user data, to which the information on 
the call duration time measured when the user data has been 
encrypted is appended, from the data transmitting apparatus 
10 through the user-data communication path 30.
[0074] The time-information obtaining unit 20/ is a pro­
cessor that obtains information on a call duration time from 
encrypted user data. The decryption processor 20g is a 
processor that selects an encryption key for use in decryp­
tion of user data based on information on a call duration time 
obtained by the time-information obtaining unit 20/and the 
encryption key information 20/ shown in FIG. 3, and 
decrypts the user data.
[0075] Specifically, the decryption processor 20g selects, 
among the call duration times registered in the encryption 
key information 20/ a call duration time that is shorter than 
the call duration time obtained by the time-information 
obtaining unit 20/by a smallest margin.
[0076] The decryption processor 20g sets the encryption 
key corresponding to the selected call duration time as the 
decryption key that decrypts the encrypted user data, 
decrypts the encrypted user data, and stores the decrypted 
user data in the storage unit 20/z.
[0077] The storage unit 20/z is a processor that stores the 
encryption key information 20/ shown in FIG. 3, user data 
obtained through decryption performed by the decryption 
processor 20g, and the like. The display unit 20/ is a 
processor that displays the user data stored in the storage 
unit 20/z, and like information.
[0078] Next, a process procedure for encryption key 
change/encrypted data transmission processes according to 
the first embodiment will be explained. FIG. 4 is a flowchart 
of the process procedure for the encryption key change/ 
encrypted data transmission processes according to the first 
embodiment.
[0079] The encryption key change/encrypted data trans­
mission processes are processes performed by the data 
transmitting apparatus 10. The following description 
assumes that the data transmitting apparatus 10 and the data 
receiving apparatus 20 have already started a voice call 
process.
[0080] As shown in FIG. 4, the encryption-specification 
changing unit 10/ of the data transmitting apparatus 10 first 
obtains information on a call duration time 1 measured at the 
present time from the clock unit 10c (step S101). The 
encryption-specification changing unit 10/ checks whether 
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the call duration time 1 has reached a predetermined period 
after a lapse of which an encryption key is to be changed 
(step S102).
[0081] When the call duration time 1 has reached the 
predetermined period (YES at step S102), the encryption­
specification changing unit 10(7 changes the encryption key 
(step S103). The encryption-specification embedding unit 
10/embeds the encryption key in a voice signal by a digital 
watermarking technique (step S104).
[0082] Subsequently, the voice-signal transceiver 10g 
transmits the voice signal, in which the encryption key is 
embedded, to the data receiving apparatus 20 (step S105). 
The encryption-specification changing unit 10<7 thereafter 
checks whether the voice call has ended (step S106).
[0083] When the voice call has ended (YES at step S106), 
the encryption key change/encrypted data transmission pro­
cesses ends. When the voice call has not ended (NO at step 
S106), the process returns to step S101 to continue a process 
pertaining to the subsequent steps.
[0084] When the call duration time 1 has not reached the 
predetermined period at step S102 (NO at step S102), the 
encryption processor 10/z checks whether a request to send 
user data issued by a user has been received (step S107).
[0085] When a request to send user data has not been 
received (NO at step S107), the process moves to step S106 
to continue a process pertaining to the subsequent steps. 
When a request to send user data has been received (YES at 
step S107), the encryption processor 10/z encrypts the user 
data using a currently-validated encryption key (step S108). 
[0086] The time-information appending unit 10/ obtains 
information on a call duration time 2 measured at the present 
time from the clock unit 10c (step S109), and appends the 
information on the call duration time 2 to the user data 
encrypted by the encryption processor 10/? (step S110).
[0087] Thereafter, the user data transmitter 10/ transmits 
the encrypted user data, to which the information on the call 
duration time 2 is appended, to the data receiving apparatus 
20 (step Sill), and the process moves to step S106 to 
continue a process pertaining to the subsequent steps.
[0088] Next, a process procedure for an encryption-key 
extracting process according to the first embodiment will be 
explained. FIG. 5 is a flowchart of the process procedure for 
the encryption-key extracting process according to the first 
embodiment. The encryption-key extracting process is a 
process performed by the data receiving apparatus 20.
[0089] As shown in FIG. 5, the voice-signal transceiver 
20a of the data receiving apparatus 20 receives a voice 
signal in which an encryption key is embedded from the data 
transmitting apparatus 10 (step S201). The encryption-speci­
fication extracting unit 20c extracts the encryption key from 
the voice signal, and stores the key in the storage unit 20/? 
(step S202).
[0090] Subsequently, the encryption-specification extract­
ing unit 20c obtains information on a call duration time 3 
measured at the present time from the clock unit 20/? (step 
S203). Thereafter, the encryption-specification extracting 
unit 20c stores the call duration time 3 in the storage unit 2Oh 
with the encryption key associated therewith as in the 
encryption key information 20/ shown in FIG. 3 (step S204), 
and the encryption-key extracting process ends.
[0091] Next, the process procedure for a data decrypting 
process according to the first embodiment will be explained. 
FIG. 6 is a flowchart of the process procedure for the data 

decrypting process according to the first embodiment. The 
data decrypting process is a process performed by the data 
receiving apparatus 20.
[0092] As shown in FIG. 6, the user data receiver 20e of 
the data receiving apparatus 20 first receives encrypted user 
data, to which the information on the call duration time 2 is 
appended, from the data transmitting apparatus 10 (step 
S301).
[0093] The time-information obtaining unit 20/obtains the 
information on the call duration time 2 from the encrypted 
user data (step S302). Subsequently, the decryption proces­
sor 20g read the information on the encryption keys and the 
call duration times 3 from the storage unit 20/? (step S303). 
[0094] The decryption processor 20g selects a call dura­
tion time 3, which is shorter than the call duration time 2 by 
a smallest margin (step S304). Thereafter, the decryption 
processor 20g decrypts the encrypted user data using the 
encryption key corresponding to the selected call duration 
time 3 (step S305), and the data decrypting process ends.
[0095] A certain length of a delay time is generated 
between embedding an encryption key in a voice signal, 
performed by the data transmitting apparatus 10, and receiv­
ing the voice signal to extract the encryption key from the 
voice signal, performed by the data receiving apparatus 20. 
[0096] When a maximum value of the delay time (maxi­
mum delay time Dmax) is previously known, a method of 
adjusting timing, at which an encryption key has been 
embedded in a voice signal, and timing, at which the user 
data is to be encrypted, can be employed.
[0097] FIG. 7 is an explanatory diagram of adjustment 
between timing, at which an encryption key has been 
embedded, and timing, at which data has been encrypted. 
Reference letters Tk(n) and Tk(n+1) in FIG. 7 denote call 
duration times measured when the encryption-specification 
embedding unit 10/of the data transmitting apparatus 10 has 
embedded encryption keys employed at an “n”-th change 
and a “n+l”-th change, respectively.
[0098] Reference letter Td(n) denotes a call duration time 
measured when the encryption processor 10/? of the data 
transmitting apparatus 10 has encrypted the user data.
[0099] Tk(n), Td(n), and Tk(n+1) are assumed to be 
adjusted to satisfy the following relation:

Tkin )+Dmax< Td(n) < Tk(n+1).

[0100] Specifically, the encryption processor 10/? of the 
data transmitting apparatus 10 performs a process such that 
the data receiving apparatus 20 completes extraction of an 
encryption key from a voice signal first, and thereafter user 
data is encrypted and transmitted to the data receiving 
apparatus 20. Hence, the data receiving apparatus 20, which 
has already obtained the encryption key, is capable of 
decrypting encrypted user data without fail.
[0101] When the encryption-specification embedding unit 
10/of the data transmitting apparatus 10 embeds an encryp­
tion key employed at an “n+l”-th change in a voice signal 
after the encryption processor 10/? has encrypted user data, 
out-of-synchronization between timing, at which the data 
receiving apparatus 10 obtains information on the encryp­
tion key employed at the “n+l”-th change, and timing, at 
which the data receiving apparatus 10 receives the user data 
encrypted with the encryption key employed at an “n”-th 
change, is eliminated.
[0102] For example, in the example shown in FIG. 1, 
timing at which the data receiving apparatus 20 receives the 
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encrypted data set 3 can be advanced to be forward of the 
timing, at which the data receiving apparatus 20 receives a 
voice signal that includes the “key B”.
[0103] In the first embodiment, the encryption-specifica­
tion embedding unit 10/'of the data transmitting apparatus 
10 embeds an encryption key in a voice signal. However, in 
place of the encryption key, information on an identifier for 
identifying the encryption key, information obtained by 
converting the encryption key by a predetermined method, 
information obtained by converting the identifier of the 
encryption key by a predetermined method, or like infor­
mation can be embedded.
[0104] When an identifier of the encryption key is embed­
ded in a voice signal, upon receipt of the voice signal, the 
encryption-specification extracting unit 20c of the data 
receiving apparatus 20 extracts the identifier embedded in 
the voice signal, and stores an encryption key corresponding 
to the identifier in the storage unit 20/ as a candidate of an 
encryption key for use in decryption.
[0105] When information obtained by converting the 
encryption key by a predetermined method is embedded in 
a voice signal, upon receipt of the voice signal, the encryp­
tion-specification extracting unit 20c of the data receiving 
apparatus 20 extracts the encryption key embedded in the 
voice signal and converted by the predetermined method, 
and reconverts the encryption key into the pre-conversion 
encryption key. The encryption-specification extracting unit 
20c stores the reconverted encryption key in the storage unit 
20/ as a candidate of an encryption key for use in decryp­
tion.
[0106] Furthermore, when information obtained by con­
verting an identifier of the encryption key by a predeter­
mined method is embedded in a voice signal, upon receipt 
of the voice signal, the encryption-specification extracting 
unit 20c of the data receiving apparatus 20 extracts the 
identifier embedded in the voice signal and converted by the 
predetermined method, and reconverts the identifier into the 
pre-conversion identifier. The encryption-specification 
extracting unit 20c stores an encryption key corresponding 
to the reconverted identifier in the storage unit 20/ as a 
candidate of an encryption key for use in decryption.
[0107] As described above, in the first embodiment, the 
voice-signal transceiver 20a of the data receiving apparatus 
20 receives a first data set, in which information on an 
encryption key is embedded, through a first communication 
path; the encryption-specification extracting unit 20c obtains 
time information on receipt of the first data set; the storage 
unit 20/ stores the thus-obtained time information with the 
information on the encryption key associated therewith; the 
user data receiver 20e receives a second data set, to which 
time information on data encryption performed using the 
encryption key is appended, through a second communica­
tion path; and the decryption processor 20g selects an 
encryption key to be used in decryption of the second data 
set based on the time information stored in the storage unit 
20/ and the time information appended to the received 
second data set. Hence, utilizing the information on the call 
duration times allows secure and efficient apparatus-to- 
apparatus data exchange.
[0108] In the first embodiment, the first communication 
path is the voice signal communication path 40 for voice 
signal communications in a phone call; the encryption­
specification extracting unit 20c of the data receiving appa­
ratus 20 obtains information on a call duration time elapsed 

between a start of the phone call and reception of the voice 
signal as the time information; and the user data receiver 20e 
receives encrypted user data, to which information on a call 
duration time elapsed between the start of the phone call and 
encryption of the user data performed with the encryption 
key is appended, as the time information through the second 
communication path. Hence, utilizing the information on the 
call duration times eliminates the need of time synchroni­
zation between apparatuses that exchange data, thereby 
allowing secure and efficient data exchange between the 
apparatuses.
[0109] In the first embodiment, the encryption-specifica­
tion embedding unit 10/ of the data transmitting apparatus 
10 embeds information on an encryption key in a first data 
set to be transmitted through a first communication path; the 
voice-signal transceiver 10g transmits the first data set, in 
which the information on the encryption key is embedded, 
through the first communication path; the encryption pro­
cessor 10/ encrypts a second data set with the encryption 
key when the first data has been transmitted; the time­
information appending unit 10/ obtains time information on 
encryption of the data, and appends the thus-obtained time 
information to the encrypted second data; and the user data 
transmitter 10/ transmits the data, to which the time infor­
mation is appended, through a second communication path. 
Hence, utilizing the time information allows secure and 
efficient data exchange between the apparatuses.
[0110] In the first embodiment, the encryption-specifica­
tion changing unit 10/ of the data transmitting apparatus 10 
changes an encryption key for use in data encryption; and 
the encryption-specification embedding unit 10/ embeds 
information on the changed encryption key in a voice signal 
to be transmitted through the voice-signal communication 
path 40. Hence, changing the encryption key allows more 
secure data exchange between the apparatuses.
[0111] In the first embodiment, the first communication 
path is the voice signal communication path 40 for voice 
signal communications in a phone call; the time-information 
appending unit 10/ of the data transmitting apparatus 10 
obtains information on a call duration time elapsed between 
a start of the phone call and data encryption as the time 
information, and appends the thus-obtained time informa­
tion to the encrypted second data set; and the user data 
transmitter 10/ transmits the data, to which the time infor­
mation is appended, through the second communication 
path. Hence, utilizing the information on the call duration 
times eliminates the need of time synchronization between 
apparatuses that exchange data, thereby allowing secure and 
efficient data exchange between the apparatuses.
[0112] In the first embodiment, the voice signal includes at 
least one element of information on the encryption key, 
information on an identifier of the encryption key, informa­
tion obtained by converting the encryption key by a prede­
termined method, and information obtained by converting 
the identifier of the encryption key by a predetermined 
method. Hence, apparatuses that exchange data can be 
notified of the encryption specification appropriately with 
each other.

Second Embodiment

[0113] The first embodiment has described an example in 
which the data transmitting apparatus changes an encryption 
key and transmits information on the changed encryption 
key to the data receiving apparatus. Alternatively, processing 
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in which a data receiving apparatus changes an encryption 
key and transmit the changed encryption key to a data 
transmitting apparatus can be employed. Hence, a second 
embodiment describes an example in which a data receiving 
apparatus changes an encryption key and transmits infor­
mation on the changed encryption key to a data transmitting 
apparatus.
[0114] The concept of data encrypting/decrypting pro­
cesses according to the second embodiment will be 
explained first. FIG. 8 is an explanatory diagram of the 
concept of data encrypting/decrypting processes according 
to the second embodiment. In the data encrypting/decrypting 
processes, a data transmitting apparatus 50 encrypts user 
data and transmits the encrypted data, and a data receiving 
apparatus 60 receives the user data transmitted from the data 
transmitting apparatus 50 and decrypts the data.
[0115] The data transmitting apparatus 50 and the data 
receiving apparatus 60, which have a voice call function, 
convert a voice of a user into a voice signal, and exchange 
the voice signal bi-directionally, thereby carrying out a voice 
call between users.
[0116] The data receiving apparatus 60 changes an encryp­
tion key to enhance security in transmission of user data, and 
transmits the changed encryption key to the data transmit­
ting apparatus 50. Specifically, upon changing the encryp­
tion key, the data receiving apparatus 60 transmits the 
encryption key to the data transmitting apparatus 50 by 
embedding the encryption key in a voice signal for the voice 
call. The encryption key is embedded by a digital water­
marking technique so that the encryption key is less-easily 
extracted.
[0117] The data receiving apparatus 60 measures a call 
duration time elapsed since the establishment of the voice 
call to acquire a call duration time measured at a time when 
the encryption key has been transmitted. The data receiving 
apparatus 60 adds a predetermined period of time to the call 
duration time, thereby predicting a call duration time, after 
lapse of which the data transmitting apparatus 50 is expected 
to complete extraction of the encryption key from the voice 
signal.
[0118] The data receiving apparatus 60 stores information 
on the thus-predicted call duration time with the encryption 
key associated therewith. The data receiving apparatus 60 
repeats such a process procedure as described above every 
time the encryption key is changed.
[0119] Upon receipt of the voice signal, the data transmit­
ting apparatus 50 extracts the encryption key from the voice 
signal, and sets the encryption key as an encryption key for 
use in encryption of user data.
[0120] FIG. 8 is an example in which the data receiving 
apparatus 60 changes an encryption key from the “key A” to 
the “key B”, and then to the “key C”, and the data trans­
mitting apparatus 50 extracts the “key A”, the “key B”, and 
the “key C” from a voice signal after a lapse of the call 
durations TI, T5, and T8, respectively.
[0121] Thereafter, the data transmitting apparatus 50 
checks whether a request to send user data has been 
received. Upon receipt of a request to send user data, the 
data transmitting apparatus 50 encrypts user data to be 
transmitted with the latest encryption key.
[0122] In the same manner as that by the data receiving 
apparatus 60, the data transmitting apparatus 50 measures a 
call duration time elapsed since the establishment of the 

voice call, and acquires a call duration time measured when 
the user data has been encrypted.
[0123] The data transmitting apparatus 50 transmits the 
encrypted user data to the data receiving apparatus 60 with 
the thus-acquired call duration time appended thereto. FIG. 
8 is an example in which the data transmitting apparatus 50 
transmits encrypted user data, or the “encrypted data sets 1 
to 6”, to which the call duration times T2, T3, T4, T6, T7, 
and T9 are appended, respectively, to the data receiving 
apparatus 60.
[0124] Thereafter, the data receiving apparatus 60 receives 
the user data appended by information on a corresponding 
call duration time and encrypted, thereby obtaining the 
information on the call duration times appended thereto. The 
data receiving apparatus 60 selects, among the call duration 
times each measured when the data transmitting apparatus 
50 extracts an encryption key from the voice signal, a call 
duration time that is shorter than a call duration time 
obtained from the encrypted user data by a smallest margin. 
[0125] The data receiving apparatus 60 subsequently sets 
the encryption key corresponding to the selected call dura­
tion time as the decryption key that decrypts the encrypted 
user data, and decrypts the encrypted user data.
[0126] In the example shown in FIG. 8, for decryption of 
the “encrypted data sets 1, 2, and 3”, the call duration time 
T1 until extraction of encryption key, which is shorter than 
the call duration times T2, T3, and T4 corresponding to the 
“encrypted data sets 1, 2, and 3” by smallest margins, 
respectively, is selected. Hence, the “key A” corresponding 
to the call duration time T1 until extraction of encryption 
key is selected as the decryption key for decryption of the 
“encrypted data sets, 1, 2, and 3”.
[0127] Similarly, for decryption of the “encrypted data 
sets 6 and 7”, the call duration time T5, which is shorter than 
the call duration times T6 and T7 corresponding to the 
encrypted data sets 6 and 7 by smallest margins, respec­
tively, is selected. Hence, the “key B” corresponding to the 
call duration time T5 until extraction of encryption key is 
selected as the decryption for decryption of the “encrypted 
data sets 6 and 7”.
[0128] For decryption of the “encrypted data set 9”, the 
call duration time T8 until extraction of encryption key, 
which is shorter than the call duration time T9 corresponding 
to the “encrypted data set 9” by a smallest margin, is 
selected. Hence, the “key C” corresponding to the call 
duration time T8 until extraction of encryption key is 
selected as the decryption key for decryption of the 
“encrypted data set 9”.
[0129] While the “encrypted data set 3” encrypted with the 
“key A” is received by the data receiving apparatus 60 after 
the encryption key has been changed from the “key A” to the 
“key B”, performing processing as described above allows 
the data receiving apparatus 60 to carry out decryption with 
the “key A” appropriately.
[0130] Thus, because appropriate selection of an encryp­
tion key is attained by only utilizing the information on the 
call duration times, selection of an encryption key is sim­
plified, which enables secure and efficient transmission of 
user data.
[0131] In the above example, information on an encryp­
tion key is embedded in a voice signal, which is one type of 
multimedia information. However, when the data transmit­
ting apparatus 50 and the data receiving apparatus 60 has a 
video telephone function, the encryption key can be trans­

Lenovo Ex. 1012 
Page 21



US 2008/0037788 Al
8

Feb. 14, 2008

milted in the form of being embedded in image data for a 
video telephone, which is another type of multimedia infor­
mation.
[0132] Next, a functional configuration of a communica­
tions system according to the second embodiment will be 
explained. FIG. 9 depicts the functional configuration of the 
communications system according to the second embodi­
ment. As shown in FIG. 9, in the communications system, 
the data transmitting apparatus 50 and the data receiving 
apparatus 60 are connected through a user-data communi­
cation path 70 and a voice-signal communication path 80. 
[0133] As described above with reference to FIG. 8, the 
data transmitting apparatus 50 is an apparatus that encrypts 
user data and transmits the encrypted data. The data receiv­
ing apparatus 60 is an apparatus that receives the user data 
transmitted from the data transmitting apparatus 50 and 
decrypts the same.
[0134] The data transmitting apparatus 50 and the data 
receiving apparatus 60, which have a voice call function, 
convert a voice of a user into a voice signal, and exchange 
the voice signal bi-directionally, thereby establishing a voice 
call between users.
[0135] The data transmitting apparatus 50 has an input 
unit 50a, a storage unit 50/ a voice-signal transceiver 50c, 
an encryption-specification extracting unit 50/ a voice call 
processor 50e, an encryption processor 50/,' a clock unit 50g, 
a time-information appending unit 50/?, and a user data 
transmitter 50/.
[0136] The input unit 50a is a processor that receives an 
input of user data, and the like, to be transmitted to the data 
receiving apparatus 60. The storage unit 50A is a processor 
that stores the input data received by the input unit 50a.
[0137] The voice-signal transceiver 50c is a processor that 
transmits a voice signal generated by the voice call proces­
sor 50e through the voice-signal communication path 80 to 
the data receiving apparatus 60, and receives a voice signal 
transmitted from the data receiving apparatus 60 or a voice 
signal, in which an encryption key is embedded by the data 
receiving apparatus 60.
[0138] The encryption-specification extracting unit 50/ is 
a processor that extracts an encryption key embedded in a 
voice signal transmitted from the data receiving apparatus 
60. Specifically, upon receipt of a voice signal from the 
voice-signal transceiver 50c, the encryption-specification 
extracting unit 50c? checks whether the voice signal includes 
an encryption key. When the voice signal is found to include 
an encryption key, the encryption-specification extracting 
unit 50c? extracts the encryption key from the voice signal, 
and outputs the extracted key to the encryption processor 
50/
[0139] The voice call processor 50e is a processor that 
establishes the voice-signal communication path 80 between 
the voice call processor 50e and the data receiving apparatus 
60, and exchanges a voice signal to and from the data 
receiving apparatus 60, thereby establishing a voice call 
between users.
[0140] The encryption processor 50/ is a processor that 
reads user data stored in the storage unit 10/ and encrypts 
the user data with the latest one of encryption keys extracted 
by the encryption-specification extracting unit 50/
[0141] The clock unit 50g is a processor that receives a 
signal indicating that a voice call has started from the voice 
call processor 50e, and measures a call duration time elapsed 
since the start of the voice call. The time-information 

appending unit 50/? is a processor that obtains encrypted user 
data from the encryption processor 50/ obtains information 
on a call duration time measured at the present time from the 
clock unit 50g, and appends the information on the call 
duration time to the encrypted user data.
[0142] The user data transmitter 50/ is a processor that 
transmits the encrypted user data, to which the information 
on the call duration time is appended by the time-informa­
tion appending unit 50//, to the data receiving apparatus 60 
through the user-data communication path 70.
[0143] The data receiving apparatus 60 has a clock unit 
60a, an encryption-specification changing unit 60/ a stor­
age unit 60c, a voice call processor 60/ an encryption­
specification embedding unit 60e, a voice-signal transceiver 
60/, a user data receiver 60g, a time-information obtaining 
unit 60/?, a decryption processor 60/, and a display unit 60/ 
[0144] The clock unit 60a is a processor that receives a 
signal indicating that a voice call has started from the voice 
call processor 60/ and measures a call duration time elapsed 
since the start of the voice call. The encryption-specification 
changing unit 60A is a processor that changes an encryption 
key when the call duration time has reached a predetermined 
period.
[0145] Specifically, the encryption-specification changing 
unit 60/) obtains information on a call duration time from the 
clock unit 60a, and determines whether the call duration 
time has reached the predetermined period. When the call 
duration time is determined to have reached the predeter­
mined period, the encryption-specification changing unit 
60/) changes the encryption key.
[0146] When information on a changed encryption key is 
embedded in a voice signal and transmitted to the data 
transmitting apparatus 50, the encryption-specification 
changing unit 60A obtains information on a call duration 
time measured at a time when the voice signal has been 
transmitted to the data transmitting apparatus 50 from the 
clock unit 60a.
[0147] The encryption-specification changing unit 60 A 
adds a predetermined period to the thus-obtained call dura­
tion time, thereby predicting a call duration time, after lapse 
of which the data transmitting apparatus 50 is expected to 
extract the encryption key from the voice signal. The 
encryption-specification changing unit 60A stores the thus- 
predicted call duration time in the storage unit 60c with the 
changed encryption key associated therewith.
[0148] The storage unit 60c is a processor that associates 
the encryption key changed by the encryption-specification 
changing unit 60A with the information on the call duration 
time after lapse of which the data transmitting apparatus 50 
is to extract the encryption key from the voice signal, and 
stores the information as encryption key information. The 
storage unit 60c also stores user data obtained through 
decryption performed by the decryption processor 60/, and 
the like.
[0149] While the encryption key information is stored in 
the same form as that for the encryption information 20/ 
shown in FIG. 3, unlike the call duration times in the 
encryption information 20/ the call duration times in the 
encryption key information denote call duration times each 
measured when the data transmitting apparatus 50 extracts a 
corresponding encryption key from a voice signal.
[0150] The voice call processor 60/ is a processor that 
establishes the voice-signal communication path 80 between 
the voice call processor 60/ and the data transmitting 
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apparatus 50, and exchanges a voice signal to and from the 
data transmitting apparatus 50, thereby establishing a voice 
call between users.
[0151] The encryption-specification embedding unit 60e is 
a processor that embeds the encryption key, changed by the 
encryption-specification changing unit 60A. in a voice signal 
generated by the voice call processor 60?/ by a digital 
watermarking technique.
[0152] The voice-signal transceiver 60/is a processor that 
transmits a voice signal generated by the voice call proces­
sor 60?/ or a voice signal, in which an encryption key is 
embedded by the encryption-specification embedding unit 
60e, through the voice-signal communication path 80 to the 
data transmitting apparatus 50, and receives a voice signal 
transmitted from the data transmitting apparatus 50.
[0153] The user data receiver 60g is a processor that 
receives encrypted user data, to which information on a call 
duration time measured when the user data has been 
encrypted is appended, from the data transmitting apparatus 
50 through the user-data communication path 70.
[0154] The time-information obtaining unit 60/? is a pro­
cessor that obtains information on a call duration time from 
encrypted user data. The decryption processor 60/ is a 
processor that selects an encryption key for use in decryp­
tion of user data based on information on a call duration time 
obtained by the time-information obtaining unit 60/? and 
information on an encryption key stored in the storage unit 
60c, and decrypts the user data.
[0155] The encryption key information referred to here is, 
as described above, information that is obtained by associ­
ating the encryption key changed by the encryption-speci­
fication changing unit 60/? with the information on the call 
duration time measured at the time when, after the encryp­
tion key has been transmitted to the data transmitting 
apparatus 50, the data transmitting apparatus 50 has 
extracted the encryption key from the voice signal, and 
stored.
[0156] Specifically, the decryption processor 60/ selects, 
among the call duration times registered in the encryption 
key information, a call duration time that is shorter than the 
call duration time obtained by the time-information obtain­
ing unit 60/? by a smallest-margin.
[0157] The decryption processor 60/ sets the encryption 
key corresponding to the selected call duration time as the 
decryption key that decrypts the encrypted user data, 
decrypts the encrypted user data, and stores the decrypted 
user data in the storage unit 60c.
[0158] The display unit 60/ is a processor that displays the 
user data stored in the storage unit 60c, and like information. 
[0159] Next, a process procedure for an encryption-key 
change process according to the second embodiment will be 
explained. FIG. 10 is a flowchart of the process procedure 
for the encryption-key change process according to the 
second embodiment. The encryption-key change process is 
a process performed by the data receiving apparatus 60. The 
following description assumes that the data transmitting 
apparatus 50 and the data receiving apparatus 60 have 
already started a voice call process.
[0160] As shown in FIG. 10, the encryption-specification 
changing unit 60/? of the data receiving apparatus 60 first 
obtains information on the call duration time 1 measured at 
the present time from the clock unit 60a (step S401). The 
encryption-specification changing unit 60/? checks whether 

the call duration time 1 has reached a predetermined period 
after a lapse of which an encryption key is to be changed 
(step S402).
[0161] When the call duration 1 has reached the predeter­
mined period (YES at step S402), the encryption-specifica­
tion changing unit 60/? changes the encryption key, and 
stores the key in the storage unit 60c (step S403). The 
encryption-specification embedding unit 60e embeds the 
encryption key in a voice signal by a digital watermarking 
technique (step S404).
[0162] Subsequently, the voice-signal transceiver 60/ 
transmits the voice signal, in which the encryption key is 
embedded, to the data transmitting apparatus 50 (step S405). 
The encryption-specification changing unit 60/? predicts a 
call duration time 3, after lapse of which the data transmit­
ting apparatus 50 is expected to receive the voice signal, in 
which the encryption key is embedded, and to extract the 
encryption key from the voice signal (step S406).
[0163] Specifically, the encryption-specification changing 
unit 60/) obtains the information on the call duration time 
measured at a time when the voice signal, in which the 
encryption key is embedded, has been transmitted to the data 
transmitting apparatus 50 from the clock unit 60a, and adds 
a predetermined period of time to the thus-obtained call 
duration time, thereby predicting the call duration time 3, 
after lapse of which the data transmitting apparatus 50 is 
expected to complete extraction of the encryption key from 
the voice signal.
[0164] Thereafter, the encryption-specification changing 
unit 60/) stores the call duration time 3 associated with the 
encryption key in the storage unit 60c as the encryption key 
information (step S407). The encryption-specification 
changing unit 60/? checks whether the voice call has ended 
(step S408).
[0165] When the voice call has ended (YES at step S408), 
the encryption-key change process ends. When the voice call 
has not ended (NO at step S408), the process returns to step 
S401 to continue a process pertaining to the subsequent 
steps.
[0166] Next, a process procedure for encryption key 
extraction/encrypted data transmission processes according 
to the second embodiment will be explained. FIG. 11 is a 
flowchart of the process procedure for the encryption key 
extraction/encrypted data transmission processes according 
to the second embodiment. The encryption key extraction/ 
encrypted data transmission processes are processes per­
formed by the data transmitting apparatus 50.
[0167] As shown in FIG. 11, the voice-signal transceiver 
50c of the data transmitting apparatus 50 first waits for a 
receipt of a voice signal, in which an encryption key is 
embedded, from the data receiving apparatus 60 (step S501), 
and checks whether a voice signal, in which an encryption 
key is embedded, has been received (step S502).
[0168] When a voice signal, in which an encryption key is 
embedded, has been received (YES in step S502), the 
encryption-specification extracting unit 50d extracts the 
encryption key from the voice signal (step S503). The 
voice-signal transceiver 50c thereafter checks whether the 
voice call has ended (step S504).
[0169] When the voice call has ended (YES at step S504), 
the encryption key extraction/encrypted data transmission 
processes ends. When the voice call has not ended (NO at 
step S504), the process returns to step S501 to continue a 
process pertaining to the subsequent steps.
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[0170] When a voice signal, in which an encryption key is 
embedded, has not been received at step S502 (NO at step 
S502), the encryption processor 50/ checks whether a 
request to send user data issued by a user has been received 
(step S505).
[0171] When a request to send user data has not been 
received (NO at step S505), the process moves to step S504 
to continue a process pertaining to the subsequent steps. 
When a request to send user data has been received (YES at 
step S505), the encryption processor 50/ encrypts the user 
data using a currently-validated encryption key (step S506). 
[0172] The time-information appending unit 50/? obtains 
information on the call duration time 2 measured at the 
present time from the clock unit 50g (step S507), and 
appends the information on the call duration time 2 to the 
user data encrypted by the encryption processor 50/' (step 
S508).
[0173] Thereafter, the user data transmitter 50/ transmits 
the encrypted user data, to which the information on the call 
duration time 2 is appended, to the data receiving apparatus 
60 (step S509), and the process moves to step S504 to 
continue a process pertaining to the subsequent steps.
[0174] The decrypting process of user data performed by 
the data receiving apparatus 60 is performed in the same 
process procedure as that described with reference to FIG. 6. 
Specifically, the user data receiver 60g of the data receiving 
apparatus 60 receives encrypted user data, to which the 
information on the call duration time 2 is appended, from the 
data transmitting apparatus 10.
[0175] The time-information obtaining unit 60/ obtains 
the information on the call duration time 2 from the 
encrypted user data. Subsequently, the decryption processor 
60/ reads the information on the encryption keys and the call 
duration times 3 from the storage unit 60c.
[0176] The decryption processor 60/ selects a call duration 
time 3, which is shorter than the call duration time 2 by a 
smallest margin. Thereafter, the decryption processor 60/ 
decrypts the encrypted user data using the encryption key 
corresponding to the selected call duration time 3, and the 
data decrypting process ends.
[0177] A certain length of a delay time is generated 
between embedding an encryption key in a voice signal, 
performed by the data receiving apparatus 60, and receiving 
the voice signal to extract the encryption key from the voice 
signal, performed by the data transmitting apparatus 50.
[0178] When a maximum value of the delay time (maxi­
mum delay time Dmax) is previously known, a method of 
adjusting timing, at which an encryption key has been 
embedded in a voice signal, and timing, at which the user 
data is to be encrypted, can be employed.
[0179] FIG. 7 is an explanatory diagram of adjustment 
between timing, at which an encryption key has been 
embedded, and timing, at which user data has been 
encrypted. Reference letters Tk(n) and Tk(n+1) in FIG. 7 
denote call duration times measured when the encryption­
specification embedding unit 60e of the data receiving 
apparatus 60 has embedded encryption keys employed at an 
“n”-th change and a “n+l”-th change, respectively.
[0180] Reference letter Tk'(n) denotes a call duration time 
measured when the encryption-specification extracting unit 
50d of the data transmitting apparatus 50 has extracted the 
“n”-th encryption key in a voice signal; and reference letter 

Td(n) denotes a call duration time measured when the 
encryption processor 50/of the data transmitting apparatus 
50 has encrypted user data.
[0181] Meanwhile, Tk(n) and Tk'(n) satisfy the following 
relations:

7Ä(w)<7Ä'(w)=7Ä(w)+Z)max; and

Tk' (n )=Tk(ri)+Dmax< Tk' (n) +Dmax.

[0182] In the first embodiment, reliable decryption of 
encrypted user data is attained by adjusting Tk(n), Td(n), 
and Tk(n+1) to satisfy the following relation:

Tk(n)+Dmax<Td(n) < Tk(n+1).

[0183] Accordingly, in the second embodiment, based on 
the relational equation between Tk(n) and Tk'(n), reliable 
decryption of encrypted user data is attained by adjusting 
Td(n) to satisfy the following relation:

Tk,(n)+Dmax<Td(n)<Tk,(n+l).

[0184] Specifically, the data transmitting apparatus 50 
suspends the data encrypting process, performed by the 
encryption processor 50/ for the predetermined duration 
Dmax from the point in time Tk'(n), at which the encryption­
specification extracting unit 50/has extracted the encryption 
key from the voice signal, and thereafter resumes the data 
encrypting process using the thus-extracted new encryption 
key.
[0185] Accordingly, out-of-synchronization between tim­
ing at which the data transmitting apparatus 50 updates an 
encryption key and timing at which the data receiving 
apparatus 60 updates the encryption key is prevented, which 
enables to decrypt encrypted data without fail.
[0186] In the second embodiment, the encryption-specifi­
cation embedding unit 60e of the data receiving apparatus 60 
embeds an encryption key in a voice signal. However, in 
place of the encryption key, information on an identifier for 
identifying the encryption key, information obtained by 
converting the encryption key by a predetermined method, 
information obtained by converting the identifier of the 
encryption key by a predetermined method, or like infor­
mation can be embedded.
[0187] When an identifier of the encryption key is embed­
ded in a voice signal, upon receipt of the voice signal, the 
encryption-specification extracting unit 50/ of the data 
transmitting apparatus 50 extracts the identifier embedded in 
the voice signal, and outputs an encryption key correspond­
ing to the identifier to the encryption processor 50/ as an 
encryption key for use in encryption.
[0188] When information obtained by converting the 
encryption key by a predetermined method is embedded in 
a voice signal, upon receipt of the voice signal, the encryp­
tion-specification extracting unit 50/ of the data transmitting 
apparatus 50 extracts the encryption key embedded in the 
voice signal and converted by the predetermined method, 
and reconverts the encryption key into the pre-conversion 
encryption key. The encryption-specification extracting unit 
50/ outputs the reconverted encryption key to the encryption 
processor 50/ as an encryption key for use in encryption.
[0189] When information obtained by converting an iden­
tifier of the encryption key by a predetermined method is 
embedded in a voice signal, upon receipt of the voice signal, 
the encryption-specification extracting unit 50/ of the data 
transmitting apparatus 50 extracts the identifier embedded in 
the voice signal and converted by the predetermined 
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method, and reconverts the identifier into the pre-conversion 
identifier. The encryption-specification extracting unit 50d 
outputs an encryption key corresponding to the reconverted 
identifier to the encryption processor 50/ as an encryption 
key for use in encryption.
[0190] As described above, in the second embodiment, the 
encryption-specification embedding unit 60e of the data 
receiving apparatus 60 embeds information on the encryp­
tion key in the first data set to be transmitted through the first 
communication path; the voice-signal transceiver 60/trans- 
mits the first data set, in which the information on the 
encryption key is embedded, through the first communica­
tion path; the encryption-specification changing unit 60A 
obtains time information on receipt of the first data set; the 
storage unit 60c stores the thus-obtained time information 
with the information on the encryption key associated there­
with; the user data receiver 60g receives the second data set, 
to which time information on data encryption performed 
using the encryption key is appended, through a second 
communication path; and the decryption processor 60/ 
selects an encryption key to be used in decryption of the 
second data set based on the time information stored in the 
storage unit 60c and the time information appended to the 
received second data set. Hence, utilizing the time informa­
tion allows secure and efficient data exchange between the 
apparatuses.
[0191] In the second embodiment, the encryption-specifi­
cation changing unit 60 A of the data receiving apparatus 60 
changes an encryption key for use in data encryption; and 
the encryption-specification embedding unit 60e embeds 
information on the changed encryption key in the first data 
set to be transmitted through the first communication path. 
Hence, changing the encryption key allows more secure data 
exchange between the apparatuses.
[0192] In the second embodiment, the first communication 
path is the voice signal communication path 80 for voice 
signal communications in a phone call; the encryption­
specification changing unit 60A of the data receiving appa­
ratus 60 obtains information on a call duration time elapsed 
between a start of the phone call and transmission of the 
voice-signal as the time information; and the user data 
receiver 60g receives encrypted user data, to which infor­
mation on a call duration time elapsed between the start of 
the phone call and encryption of the data performed using 
the encryption key is appended, through the user-data com­
munication path 70. Hence, utilizing the information on the 
call duration times eliminates the need of time synchroni­
zation between apparatuses that exchange data, thereby 
allowing secure and efficient data exchange therebetween.
[0193] fn the second embodiment, the voice-signal trans­
ceiver 50c of the data transmitting apparatus 50 receives the 
first data set, in which information on an encryption key is 
embedded, through the first communication path; upon 
receipt of the first data set, the encryption processor 50/ 
encrypts data according to the information on the encryption 
specification included in the first data set; the time-informa­
tion appending unit 50/? obtains time information on encryp­
tion of the data, and appends the thus-obtained time infor­
mation to the encrypted data; and the user data transmitter 
50/ transmits the data, to which the time information is 
appended, through the second communication path. Hence, 
utilizing the time information allows secure and efficient 
data exchange between the apparatuses.

[0194] fn the second embodiment, the first communication 
path is the voice signal communication path 80 for voice 
signal communications in a phone call; the time information 
appending unit 50/? of the data transmitting apparatus 50 
obtains information on a call duration time elapsed between 
the start of the phone call and data encryption as the time 
information, and appends the thus-obtained time informa­
tion to the encrypted user data; and the user data transmitter 
50/ transmits the user data, to which the time information is 
appended, through the user-data communication path 70. 
Hence, utilizing the information on the call duration times 
eliminates the need of time synchronization between appa­
ratuses that exchange user data, thereby allowing secure and 
efficient exchange of user data therebetween.
[0195] fn the second embodiment, the voice signal 
includes at least one element of information on the encryp­
tion key, information on an identifier of the encryption key, 
information obtained by converting the encryption key by a 
predetermined method, and information obtained by con­
verting the identifier of the encryption key by a predeter­
mined method. Hence, the apparatuses that exchange data 
can be notified of the encryption specification appropriately 
with each other.
[0196] While the embodiments of the present invention 
have been described above, variously modified embodi­
ments other than the explained embodiments can be made 
without departing from the scope of the technical spirit of 
the appended claims.
[0197] For example, in the embodiments, an encryption 
key for use in decryption of user data is determined based on 
the call duration time elapsed since the start of the voice call. 
Alternatively, in place of the call duration time, the times can 
be employed for determination of an encryption key by 
causing the data transmitting apparatus and the data receiv­
ing apparatus to be in time synchronization.
[0198] Specifically, in the first embodiment, the encryp­
tion-specification extracting unit 20c of the data receiving 
apparatus 20 stores an encryption key with information on a 
time measured when the encryption key has been extracted 
from a voice signal associated therewith in the storage unit 
20/?. The information on the time is obtained from a clock 
(not shown) provided in the data receiving apparatus 20.
[0199] The time-information appending unit 10/ of the 
data transmitting apparatus 10 appends the information on 
the time when the user data has been encrypted to the 
encrypted user data. The user data transmitter 10/ transmits 
the encrypted user data appended by the information on the 
time to the data receiving apparatus 20. The information on 
the time is obtained from a clock (not shown) provided in the 
data transmitting apparatus 10.
[0200] The time-information obtaining unit 20/of the data 
receiving apparatus 20 obtains the information on the time 
from the encrypted user data. The decryption processor 20g 
selects, among the times stored in the storage unit 20/z, a 
time that is earlier than the time obtained from the encrypted 
user data by a smallest margin.
[0201] Thereafter, the decryption processor 20g sets the 
encryption key corresponding to the selected time as the 
decryption key that decrypts the encrypted user data, and 
decrypts the encrypted user data.
[0202] In the second embodiment, the encryption-specifi­
cation changing unit 60A of the data receiving apparatus 60 
stores the encryption key with the information on a predicted 
time, at which data transmitting apparatus 50 is expected to 
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extract the encryption key from the voice signal, associated 
therewith in the storage unit 60c. The predicted time is 
obtained by adding a predetermined period of time to the 
time measured at a time when the encryption key has been 
transmitted to the data transmitting apparatus 50. The infor­
mation on the time is obtained from a clock (not shown) 
provided in the data receiving apparatus 60.
[0203] The time-information appending unit 50/? of the 
data transmitting apparatus 50 appends the information on 
the time when the user data has been encrypted to the 
encrypted user data. The user data transmitter 50/ transmits 
the encrypted user data, to which the information on the time 
is appended, to the data receiving apparatus 60. The infor­
mation on the time is obtained from a clock (not shown) 
provided in the data receiving apparatus 50.
[0204] The time-information obtaining unit 60/? of the data 
receiving apparatus 60 obtains the information on the time 
from the encrypted user data. The decryption processor 60/ 
selects, among the times stored in the storage unit 60c, a 
time that is earlier than the time obtained from the encrypted 
user data by a smallest margin.
[0205] Thereafter, the decryption processor 60/ sets the 
encryption key corresponding to the selected time as the 
decryption key that decrypts the encrypted user data, and 
decrypts the encrypted user data.
[0206] The process for time synchronization between the 
clock of the data transmitting apparatus 10 and the clock of 
the data receiving apparatus 20 is performed as described 
below. FIG. 12 is a flowchart of a process procedure for the 
time synchronization.
[0207] As shown in FIG. 12, the data transmitting appa­
ratus 10, 50 obtains information on the present time mea­
sured upon start of a voice call from the clock provided in 
the data transmitting apparatus 10, 50 (step S601).
[0208] The data transmitting apparatus 10, 50 embeds the 
information on the present time in a voice signal (step S602), 
and transmits the voice signal, in which the information on 
the present time is embedded, to the data receiving apparatus 
20, 60 (step S603).
[0209] Thereafter, the data receiving apparatus 20, 60 
receives the voice signal, in which the information on the 
present time is embedded, from the data transmitting appa­
ratus 10, 50 (step S604), and extracts the information on the 
present time from the voice signal (step S605).
[0210] The data receiving apparatus 20, 60 sets a time in 
the clock provided in the data receiving apparatus 20, 60 
based on the thus-extracted information on the present time 
(step S606), and ends the time synchronizing process.
[0211] In the above procedure, the data transmitting appa­
ratus 10, 50 transmits the information on the time to the data 
receiving apparatus 20, 60 to thereby attain time synchro­
nization. Alternatively, the data receiving apparatus 20, 60 
can transmit the information on the time to the data trans­
mitting apparatus 10, 50 to thereby attain time synchroni­
zation. Further alternatively, each of the data transmitting 
apparatus 10, 50 and the data receiving apparatus 20, 60 can 
receive time information from other devices independently 
to thereby attain time synchronization.
[0212] As described above, in the present modification, 
the encryption-specification extracting unit 20c of the data 
receiving apparatus 20 obtains the information on the time 
of reception of the voice signal, in which the information on 
the encryption key is embedded, as the time information; 
and the user data receiver 20e receives the encrypted user 

data appended by the information on the time, at which the 
user data has been encrypted using the encryption key, as the 
time information. Hence, utilization of only the information 
on the times allows secure and efficient data exchange 
between the apparatuses.
[0213] In the present modification, the time-information 
appending unit 10/ of the data transmitting apparatus 10 
obtains the information on the time when the user data has 
been encrypted as the time information, and appends the 
thus-obtained time information to the encrypted user data; 
and the user data transmitter 10/ transmits the user data, to 
which the time information is appended, through the user­
data communication path 30. Hence, utilization of only the 
information on the times allows secure and efficient data 
exchange between the apparatuses.
[0214] In the present modification, the encryption-speci­
fication changing unit 60A of the data receiving apparatus 60 
obtains the information on the time of transmission of the 
voice signal, in which the information on the encryption key 
is embedded, as the time information; and the user data 
receiver 60g receives the encrypted user data appended by 
the information on the time, at which the user data has been 
encrypted using the encryption key, through the user-data 
communication path 70. Hence, utilization of only the 
information on the times allows secure and efficient data 
exchange between the apparatuses.
[0215] In the present modification, the time-information 
appending unit 50/? of the data transmitting apparatus 50 
obtains the information on the time, at which the user data 
has been encrypted, as the time information, and appends the 
thus-obtained time information to the encrypted user data; 
and the user data transmitter 50/ transmits the user data, to 
which the time information is appended, through the user­
data communication path 70. Hence, utilization of only the 
information on the times allows secure and efficient data 
exchange between the apparatuses.
[0216] While, in the present embodiments, the encryption 
key, is changed when the predetermined period of time has 
elapsed, not only the encryption key but also the encryption 
method can be changed. Specifically, the data transmitting 
apparatus 10 or the data receiving apparatus 60 changes the 
encryption key or the encryption specification for the 
encryption method when the predetermined period of time 
has elapsed. Examples of the encryption method include 
DES (Data Encryption Standard) and AES (Advanced 
Encryption Standard).
[0217] The data transmitting apparatus 10 or the data 
receiving apparatus 60 embeds the thus-changed encryption 
key and the encryption key as the information on the 
encryption specification in a voice signal, and transmits to 
the data receiving apparatus 20 or the data transmitting 
apparatus 50, respectively.
[0218] FIG. 13 is a diagram showing an example of 
encryption specification information 90 to be transmitted in 
the form of being embedded in a voice signal. As shown in 
FIG. 13, the encryption specification information 90 
includes information on an encryption key and an encryp­
tion-method ID. The encryption key is an encryption key for 
use in encryption of user data. The encryption-method ID is 
the identity that identifies an encryption method for use in 
encryption of the user data.
[0219] The data receiving apparatus 20, 60 stores the 
thus-changed encryption key and the encryption method. As 
described in the embodiments, the data receiving apparatus 
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20, 60 selects an encryption key and an encryption method 
that decrypt user data encrypted by the data transmitting 
apparatus 10, 50 based on the information on the call 
duration times or times, and decrypts the encrypted user data 
using the selected encryption key and the encryption 
method.
[0220] As described above, the information on the encryp­
tion specification includes the information on the encryption 
method. Hence, the apparatuses that exchange data can be 
notified of the encryption specification appropriately with 
each other, which allows secure and efficient data exchange 
therebetween.
[0221] Of the respective process explained in the embodi­
ments, all or a part of the process explained as being 
performed automatically can be performed manually, or all 
or a part of the process explained as being performed 
manually can be performed automatically in a known 
method. The information including the process procedure, 
the control procedure, specific names, and various kinds of 
data and parameters shown in the specification or the 
drawings can be optionally changed, unless otherwise speci­
fied.
[0222] The respective constituent elements of the each 
apparatus shown in the drawings are functionally concep­
tual, and physically the same configuration is not always 
necessary. In other words, the specific mode of dispersion 
and integration of the each apparatus is not limited to the 
shown ones, and all or a part thereof can be functionally or 
physically dispersed or integrated in an optional unit, 
according to the various kinds of load and the status of use. 
Further, all or an optional part of the various process 
functions performed by the each apparatus can be realized 
by the CPU or a program analyzed and executed by the CPU, 
or can be realized as hardware by a wired logic.
[0223] The data encryption method and the data decryp­
tion method described in the embodiments can be realized 
by causing a computer such as a personal computer or a 
workstation to execute a program that is prepared before­
hand. This program can be distributed via a network such as 
the Internet. Further, the program can be stored in a com­
puter-readable recording medium, such as a hard disk, a 
flexible disk (FD), a CD-ROM, an MO, a DVD and the like, 
and executed by being read from the recording medium by 
the computer.
[0224] According to the present invention, a first data set, 
in which information on an encryption specification is 
embedded, is received through a first communication path; 
time information on receipt of the first data set is obtained; 
the thus-obtained time information is stored with the infor­
mation on the encryption specification associated therewith; 
a second data set appended by time information on data 
encryption performed according to the encryption specifi­
cation is received through a second communication path; 
and an encryption specification for use in decryption of the 
second data set is selected based on the stored time infor­
mation and the time information appended to the received 
second data set. Hence, utilizing the time information yields 
an effect of enabling secure and efficient apparatus-to- 
apparatus data exchange.
[0225] According to the present invention, the first com­
munication path is a communication path for data commu­
nications by voice data or image data in a phone call; the 
information on a call duration time elapsed between a start 
of the phone call and reception of the first data is obtained 

as the time information; and the second data set, to which a 
call duration time elapsed between the start of the phone call 
and data encryption performed according to the encryption 
specification is appended, is received through the second 
communication path. Hence, utilizing information on the 
call duration times yields an effect of eliminating the need of 
synchronization between apparatuses that exchange data, 
which allows secure and efficient data exchange therebe­
tween.
[0226] According to the present invention, the first com­
munication path is a communication path for data commu­
nications by voice data or image data in a phone call; 
information on a time of reception of the first data set is 
obtained as the time information; and the second data set 
appended by information on a time, at which the second data 
set has been encrypted according to the encryption specifi­
cation, as the time information is received through the 
second communication path. Hence, only utilization of the 
information on the times yields an effect of enabling secure 
and efficient apparatus-to-apparatus data exchange.
[0227] According to the present invention, information on 
an encryption specification is embedded in a first data set to 
be transmitted through a first communication path; the first 
data set, in which the information on the encryption speci­
fication is embedded, is transmitted through the first com­
munication path; when the first data set is transmitted, a 
second data set is encrypted according to the information on 
the encryption specification; time information on encryption 
of the second data set is obtained; the thus-obtained time 
information is appended to the encrypted second data set; 
and the data, to which the time information is appended, is 
transmitted through a second, communication path. Hence, 
utilizing the time information yields an effect of enabling 
secure and efficient apparatus-to-apparatus data exchange.
[0228] According to the present invention, the first com­
munication path is a communication path for data commu­
nications by voice data or image data in a phone call; 
information on a call duration time elapsed between a start 
of the phone call and a time when the second data set has 
been encrypted is obtained as the time information; the 
thus-obtained time information is appended to the encrypted 
second data set; and the data to which the time information 
is appended is transmitted through the second communica­
tion path. Hence, utilizing the information on the call 
durations yields an effect of eliminating the need of time 
synchronization between apparatuses that exchange data, 
thereby allowing secure and efficient data exchange ther­
ebetween.
[0229] According to the present invention, the first com­
munication path is a communication path for data commu­
nications by voice data or image data in a phone call; 
information on a time at which the second data set has been 
encrypted is obtained as the time information; the thus- 
obtained time information is appended to the encrypted 
second data set; and the data to which the time information 
is appended is transmitted through the second communica­
tion path. Hence, only utilization of the information on the 
time yields an effect of enabling secure and efficient appa­
ratus-to-apparatus data exchange.
[0230] According to the present invention, information on 
an encryption specification is embedded in a first data set to 
be transmitted through a first communication path; the first 
data set in which the information on the encryption speci­
fication is embedded is transmitted through the first com­
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munication path; time information on transmission of the 
first data set is obtained; the thus-obtained time information 
is stored with the information on the encryption specification 
associated therewith; a second data set, to which time 
information on data encryption performed according to the 
encryption specification is appended, is received through a 
second communication path; and an encryption specification 
for use in decryption of the second data set is selected based 
on the stored time information and the time information 
appended to the received second data set. Hence, utilizing 
the time information yields an effect of enabling secure and 
efficient apparatus-to-apparatus data exchange.
[0231] According to the present invention, the first com­
munication path is a communication path for data commu­
nications by voice data or image data in a phone call; 
information on a call duration time elapsed between a start 
of the phone call and transmission of the first data is 
obtained as the time information; and the second data set, to 
which a call duration time elapsed between the start of the 
phone call and data encryption performed according to the 
encryption specification is appended, is received through the 
second communication path. Hence, utilizing the informa­
tion on the call durations yields an effect of eliminating the 
need of synchronization between apparatuses that exchange 
data, thereby enabling secure and efficient data exchange 
therebetween.
[0232] According to the present invention, the first com­
munication path is a communication path for data commu­
nications by voice data or image data in a phone call; 
information on a time of transmission of the first data set is 
obtained as the time information; and the second data set, to 
which information on a time of data encryption performed 
according to the encryption specification is appended as the 
time information, is received through the second communi­
cation path. Hence, only utilization of the information on the 
time yields an effect of enabling secure and efficient appa­
ratus-to-apparatus data exchange.
[0233] According to the present invention, a first data set 
in which information on an encryption specification is 
embedded is received through a first communication path; 
upon receipt of the first data set, data is encrypted according 
to the information on the encryption specification included 
in the first data set; time information on encryption of the 
details obtained; the thus-obtained time information is 
appended to the encrypted data; and the data to which the 
time information is appended is transmitted through a sec­
ond communication path. Hence, utilizing the time infor­
mation yields an effect of enabling secure and efficient 
apparatus-to-apparatus data exchange.
[0234] According to the present invention, the first com­
munication path is a communication path for data commu­
nications by voice data or image data in a phone call; 
information on a call duration time elapsed between a start 
of the phone call and a time when the data has been 
encrypted is obtained as the time information; the thus- 
obtained time information is appended to the encrypted data; 
and the data to which the time information is appended is 
transmitted through the second communication path. Hence, 
utilizing the information on the call duration time yields an 
effect of eliminating the need of synchronization between 
apparatuses that exchange data, thereby enabling secure and 
efficient data exchange therebetween.
[0235] According to the present invention, the first com­
munication path is a communication path for data; commu­

nications by voice data or image data in a phone call; 
information on a time at which the data has been encrypted 
is obtained as the time information; the thus obtained time 
information is appended to the encrypted data; and the data 
to which the time information is appended is transmitted 
through the second communication path. Hence, only utili­
zation of the information on the time yields an effect of 
allowing secure and efficient apparatus-to-apparatus data 
exchange.
[0236] According to the present invention, the encryption 
specification for use in data encryption is changed; and the 
information on the encryption specification is embedded in 
the first data set to be transmitted through the first commu­
nication path. Hence, changing the encryption specification 
yields an effect of enabling more secure apparatus-to-appa­
ratus data exchange.
[0237] According to the present invention, the information 
on the encryption specification includes at least one element 
of information on the encryption key, information on an 
identifier of the encryption key, information on an encryp­
tion method, information obtained by converting the encryp­
tion key by a predetermined method, information obtained 
by converting the identifier of the encryption key by a 
predetermined method, and information obtained by con­
verting the encryption method by a predetermined method. 
Hence, an effect of allowing apparatuses that exchange data 
to appropriately notify of the encryption specification one 
another is yielded.
[0238] As described above, the data decryption apparatus 
and the data encryption apparatus according to the present 
invention are useful for a communications system required 
to exchange data between the apparatuses securely and 
efficiently.
[0239] Although the invention has been described with 
respect to a specific embodiment for a complete and clear 
disclosure, the appended claims are not to be thus limited but 
are to be construed as embodying all modifications and 
alternative constructions that may occur to one skilled in the 
art that fairly fall within the basic teaching herein set forth.

What is claimed is:
1. A data decryption apparatus that decrypts encrypted 

data, comprising:
a first data-receiving unit that receives a first data set, in 

which information on an encryption specification is 
embedded, through a first communication path;

a time-information obtaining unit that obtains time infor­
mation on a reception of the first, data set by the first 
data receiving unit;

a time-information storage unit that stores the time infor­
mation obtained by the time-information obtaining unit 
with the information on the encryption specification 
associated therewith;

a second data-receiving unit that receives a second data 
set through a second communication path, the second 
data set being encrypted based on the encryption speci­
fication and appended by time information on perform­
ing data encryption; and

an encryption-specification selecting unit that selects an 
encryption specification for use in decryption of the 
second data set based on the time information stored in 
the time-information storage unit and the time infor­
mation appended to the second data set received by the 
second data-receiving unit.
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2. The data decryption apparatus according to claim 1, 
wherein

the first communication path is a communication path for 
data communications by voice data or image data in a 
phone call;

the time-information obtaining unit obtains information 
on a call duration time elapsed between a start of the 
phone call and reception of the first data set as the time 
information; and

the second data-receiving unit receives the second data 
set, to which a call duration time elapsed between the 
start of the phone call and data encryption performed 
according to the encryption specification is appended, 
as the time information through the second communi­
cation path.

3. The data decryption apparatus according to claim 1, 
wherein

the first communication path is a communication path for 
data communications by voice data or image data in a 
phone call;

the time-information obtaining unit obtains information 
on a time of reception of the first data set as the time 
information; and

the second data-receiving unit receives the second data 
set, to which information on a time of data encryption 
performed according to the encryption specification is 
appended as the time information, through the second 
communication path.

4. The data decryption apparatus according to claim 1, 
wherein the information on the encryption specification 
includes at least one of information on the encryption key, 
information on an identifier of the encryption key, informa­
tion on an encryption method, information obtained by 
converting the encryption key by a predetermined method, 
information obtained by converting the identifier of the 
encryption key by a predetermined method, and information 
obtained by converting the encryption method by a prede­
termined method.

5. A data encryption apparatus that encrypts data, com­
prising:

an information embedding unit that embeds information 
on an encryption specification in a first data set to be 
transmitted through a first communication path;

a first data-transmitting unit that transmits the first data 
set, in which the information on the encryption speci­
fication is embedded by the information embedding 
unit, through the first communication path;

a data encrypting unit that encrypts a second data set 
based on the information on the encryption specifica­
tion when the first data set has been transmitted by the 
first data-transmitting unit;

a time-information obtaining unit that obtains time infor­
mation on an encryption of the second data set per­
formed by the data encrypting unit; and

a second data-transmitting unit that appends the time 
information obtained by the time-information obtaining 
unit to the second data set encrypted by the data 
encrypting unit, and transmits the second data set, to 
which the time information appended, through a second 
communication path.

6. The data encryption apparatus according to claim 5, 
further comprising:

an encryption-specification changing unit that changes the 
encryption specification for use in data encryption, 
wherein

the information embedding unit embeds information on 
the encryption specification having been changed by 
the encryption-specification changing unit in the first 
data set to be transmitted through the first communi­
cation path.

7. The data encryption apparatus according to claim 5, 
wherein

the first communication path is a communication path for 
data communications by voice data or image data in a, 
phone call;

the time-information obtaining unit obtains information 
on a call duration time elapsed between a start of the 
phone call and data encryption performed by the data 
encrypting unit as the time information; and

the second data-transmitting unit appends the time infor­
mation obtained by the time-information obtaining unit 
to the second data set encrypted by the data encrypting 
unit, and transmits the second data set, to which the 
time information is appended, through the second com­
munication path.

8. The data encryption apparatus according to claim 5, 
wherein

the first communication path is a communication path for 
data communications by voice data or image data in a 
phone call;

the time-information obtaining unit obtains information 
on a time, at which the second data set has been 
encrypted by the data encrypting unit, as the time 
information; and

the second data-transmitting unit appends the time infor­
mation obtained by the time-information obtaining unit 
to the second data set encrypted by the data encrypting 
unit, and transmits the second data set, to which the 
time information is appended, through the second com­
munication path.

9. The data encryption apparatus according to claim 5, 
wherein the information on the encryption specification 
includes at least one of information on the encryption key, 
information on an identifier of the encryption key, informa­
tion on an encryption method, information obtained by 
converting the encryption key by a predetermined method, 
information obtained by converting the identifier of the 
encryption key by a predetermined method, and information 
obtained by converting the encryption method by a prede­
termined method.

10. A data decryption apparatus that decrypts encrypted 
data, comprising:

an information embedding unit that embeds information 
on an encryption specification in a first data set to be 
transmitted through a first communication path;

a data transmitting unit that transmits the first data set, in 
which the information on the encryption specification is 
embedded by the information embedding unit, through 
the first communication path;

a time-information obtaining unit that obtains time infor­
mation on transmission of the first data set by the data 
transmitting unit;

a time-information storage unit that stores the time infor­
mation obtained by the time-information obtaining unit 
with the information on the encryption specification 
associated therewith;
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a data receiving unit that receives a second data set 
through a second communication path, the second data 
set being encrypted based on the encryption specifica­
tion and appended by time information on performing 
data encryption; and

an encryption-specification selecting unit that selects an 
encryption specification for use in decryption of the 
second data set based on the time information stored in 
the time-information storage unit and the time infor­
mation appended to the second data set received by the 
data receiving unit.

11. The data decryption apparatus according to claim 10, 
further comprising:

an encryption-specification changing unit that changes the 
encryption specification for use in data encryption, 
wherein

the information embedding unit embeds information on 
the encryption specification having been changed by 
the encryption-specification changing unit in the first 
data set to be transmitted through the first communi­
cation path.

12. The data encryption apparatus according to claim 10, 
wherein

the first communication path is a communication path for 
data communications by voice data or image data in a 
phone call;

the time-information obtaining unit obtains information 
on a call duration time elapsed between a start of the 
phone call and transmission of the first data set as the 
time information; and

the data receiving unit receives the second data set, to 
which a call duration time elapsed between the start of 
the phone call and data encryption performed based on 
the encryption specification is appended, as the time 
information through the second communication path.

13. The data encryption apparatus according to claim 10, 
wherein

the first communication path is a communication path for 
data communications by voice data or image data in a 
phone call;

the time-information obtaining unit obtains information 
on a time of transmission of the first data set as the time 
information; and

the data receiving unit receives the second data set 
appended by information on a time, at which the second 
data set has been encrypted based on the encryption 
specification, as the time information through the sec­
ond communication path.

14. The data encryption apparatus according to claim 10, 
wherein the information on the encryption specification 
includes at least one of information on the encryption key, 
information on an identifier of the encryption key, informa­
tion on an encryption method, information obtained by 
converting the encryption key by a predetermined method, 
information obtained by converting the identifier of the 
encryption key by a predetermined method, and information 
obtained by converting the encryption method by a prede­
termined method.

15. A data encryption apparatus that encrypts data, com­
prising:

a data receiving unit that receives a first data set, in which 
information on an encryption specification is embed­
ded, through a first communication path;

a data encrypting unit that encrypts data based on the 
information on the encryption specification included in 
the first data set when the first data set has been 
received by the data receiving unit;

a time-information obtaining unit that obtains time infor­
mation on encryption of the data performed by the data 
encrypting unit; and

a data transmitting unit that appends the time information 
obtained by the time-information obtaining unit to the 
data encrypted by the data encrypting unit, and trans­
mits the data, to which the time information is 
appended, through a second communication path.

16. The data encryption apparatus according to claim 15, 
wherein

the first communication path is a communication path for 
data communications by voice data or image data in a 
phone call;

the time-information obtaining unit obtains information 
on a call duration time elapsed between a start of the 
phone call and data encryption performed by the data 
encrypting unit as the time information; and

the data receiving unit appends the time information 
obtained by the time-information obtaining unit to the 
data encrypted by the data encrypting unit, and trans­
mits the data, to which the time information is 
appended, through the second communication path.

17. The data encryption apparatus according to claim 15, 
wherein

the first communication path is a communication path for 
data communications by voice data or image data in a 
phone call;

the time-information obtaining unit obtains information 
on a time, at which the data has been encrypted by the 
data encrypting unit, as the time information; and

the data receiving unit appends the time information 
obtained by the time-information obtaining unit to the 
data encrypted by the data encrypting unit, and trans­
mits the data, to which the time information is 
appended, through the second communication path.

18. The data encryption apparatus according to claim 15, 
wherein the information on the encryption specification 
includes at least one of information on the encryption key, 
information on an identifier of the encryption key, informa­
tion on an encryption method, information obtained by 
converting the encryption key by a predetermined method, 
information obtained by converting the identifier of the 
encryption key by a predetermined method, and information 
obtained by converting the encryption method by a prede­
termined method.
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