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Foreword 
Titis Tcdmical Specification has been produced by the 3rd Generation Pattnersbip Project (3(,PP). 

Tite contents of the present document are subject to continuing work wilhin the TSG and may change following formal 
TSG approval. Should the TSO modify the contents of the present document, il will be re--released by 1.he TSG w1th an 
identifying change of release date and an increase in version number as follows: 

Version x.y.z 

where: 

x 1he first digi1: 

presented to TSG for information; 

2 presented to TSG for approval; 

3 or greater indicates TSG approved document under change control. 

y !he sc;cond digit is incremented for all changes of substance, i.e. 1edmica1 enhancements, com:-;ctions. 
upda! cs, etc. 

z the third digit is incremented \Vhen editorial only changes have been incorporated in the document. 

Introduction 
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i Scope 
Titc present document specifics the security architecture, i.e., the security features and the security mechanisms for the 
5G System and the 5G Core, and the secunty procedures performed wi1hin !he 5G System including the 50 Core and 
the 50 New Radio. 

2 References 
Tite following docurnents contain provisions which, through reference in this tex1, constitute provisions of 1he presern 
documcnl. 

3 

11] 

12] 

13] 

141 

151 

16] 

17] 

18] 

[9] 

Refert:nces are either specific (idenlified by date of publication, t:dition number, version number, etc.) or 
non-specific. 

For a specific reference, subsequent revisions do not apply. 

For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including 
a GSM document), a non-specific reference implicitly refers 10 1he latest version of that document in the same 
Release as the present document. 

30PP TR 21.905: "Vocabulary for 30PP Specifications". 

30PP TS 23.50]: "System Archilee!ure for the 50 System" 

30PP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer secunty". 

lETF RFC 4303: "lP 1:::ncapsulating Security Payload (ESP)". 

3GPP TS 33.310: "Network Domain Security (NDS); Au!hentication Framework (AF)". 

RFC 430 l: ''Security Architecture for the Internet Protocol". 

3GPP TS 22.261: "Service requirements for next generation new services and markets; Stage l ". 

3GPP TS 23.502: "Procedures for the 5G System" 

:\Ci.PP TS 3:l [02: "30 security; Secmity architecture" 

[ 10] :\Ci.PP TS 3:1401: "30PP System A.tchiteclure Evolution (SAE); Security architecture" 

[II] 

112] 

[13] 

[x] 

3GPP TS 33.402: "30PP System Archiieclure Evoi11lion (SAE); Securily aspec!s ofnon .. 3GPP 
accesses11 

mn~ RFC 5488: "Improved Extensible Authentication Protocol Method for 3rd Generation 
Authentication and Key Agreement (EAP-AKA')" 

3GPP TS 24.30]: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access 
nenvorks; Stage 3" 

<doctypc> <#>[ ([up to and includingJ{yyyy[-mrn]IV<a[.b[.c]]> }[onwards])]: "<Title>". 

Definitions, symbols and abbreviations 
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3. 1 Definitions 

For the purposes of the present document, the lerrns and definitions given in 3GPP TR 21.905 [1! and !he following 
apply. A tetrn defined in the present dornrnent takes precedence over the definition of foe same term. if any. in 3GPP 
TR 21.905 [l]. 

exam1)le: text used to clarify abstract rules by applying thc~m hlcrally. 

3.2 Symbols 

r:m· the purposes of the present document, the following symbols apply: 

<symbol> <Expianalmn> 

3.3 Abbreviations 

r:or the purposes of the present document, 1he abbreviations given in 3GPP Tl{ 21.905 i l J and the following apply. An 
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 
3GPP TR 21.905 [l]. 

<ACRONYM> <Explanation> 
SGC 
5G-AN 
50-RAN 
AM-1-' 
AMF 

5G Core Network 
5G Access Network 
5G Radio Access Network 
Access and Mobility Management Function 
Authentication Management Field 

NOTE: ff iJ is nol dear from lhe context, which meaning the acronym AivIF bas, il is spelled out 

4 

5 

IKE 
NAS 
QoS 
SEO 
UE 
UPF 

5.1 

5.1. 1 

5.1.2 

5.'1.2.1 

Internet Key Exchange 
Non Access Stratum 
Quality of Service 
Security Gateway 
U scr Eq uipmcnt 
User Plane Function 

Overview of Security Architecture 

Security Requirements and Features 

Requirements on the UE 

General 

User data and signalling data confidentiality 

Requirements on Support and Usage of Ciphering 

The UE shall support ciphering of user data between the UE and gNB. 

The UE shall suppor! ciphering of RRC and NAS-signalling. 

3GPP 
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The UE shall implement the following ciphering algorithms: 

The UE may implement tbe following ciphering algorithms: 

Confidentiahly protection of the user data between !he UE and gNB is opllonal to use. 

Confidentiahly protection of the RRC-signalling, and N AS-signalling is optional to use, 

Confidentiality protection should be used whenever regulations penniL 

5.1.3 User data and signalling data integrity 

5.1.3.1 Requirements on Support and Usage of Integrity Protection 

'Ille UE shall support integrity pro!ection or user data between 1he UE and the gNB. 

'Ille UE shall support integrity pro!cction or RRC and NAS-signaHing. 

'Ille UE shall implement the following integri1y protection algoritimis: 

'I11e lJE may implement !he follmving mtegrity protection algorithnts: 

[ntegrity protection of the user data hetween the UE and gNR is optirnial to use. 

Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to nse, except in the following cases: 

5.1.4 Secure storage and processing of subscription credentials 

The following requirements apply for lhe storage and processing of the subscrip1ion credentials used to access lhe 5G 
network: 

The subscription credential(s) shall be integrity protected witl-tin the NG-lJE using a tamper resistant secure 
hardware component. 

The long-term key(s) of the subscription credential(s) (e.g., Kin EPS AKA) shall be confidentiality protected 
wi1hin the NG-UE using a tamper resistant secure hardware component. 

The long-term key(s) of the subscription credential(s) shall never be av;nlable m tbe dear outside of the tamper 
resistant secure hardware component. 

The authentication algorithm(s) that make use of the subscription credentials shall always be executed within the 
tamper resistant secure hardware component. 

[t shall be possible to pe1forrn a security evaluation I assessment according to the respec1ive security 
requirements of 1he tamper resistant secure hardware component 
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5.2 Requirements on the gNB 

5.2.1 General 

The security requirements given in this section apply in all types of gNRs. More stringent requirements for specific 
types of gNHs may be defined in other 3GPP specifications. 

5.2.2 User data and signalling data confidentiality 

5.2.2.1 Requirements on Support and Usage of Cipl1ering 

The gNB shall support ciphering of user data bet;veen ihe UE and the gNB. 

The gNB shall support ciphering of RRC-signaliing. 

The gNB shall irnplement the following ciphering algorithms: 

The gNB may implement tlie following ciphering algorithms: 

i:~ J,_:_,\ 

Confidentialiiy protection of user data between the UE and gNB is optional to use. 

Confidentialiiy protection of the RRC-signaHing, and NAS-signalling is optional to use. 

Confidentialiiy protection should be used v1henever regulations pennii. 

5.2.3 User data and signalling data integrity 

5.2.3.1 Requirements on Support and Usage of Integrity Protection 

The gNH shall support inlegrily proteclion ol' user dala between the UE and lhe gNB. 

111e gNH shall support integrity protection of RRC-signaHing. 

111e gNH shall implement the following integrity protection algorithms: 

The gNB may implement the follmving integrity protection algorithms: 

Editor's note: The list of supported integrity protection algorithms is FFS. 

Integrity protection of tile user data between the UE and gNB is optional to use. 

Integrity protection of tbe RRC-signalling and Ni\S-signailing is mandatory to use, except in the following cases: 

5.2.4 Requirements for gNB setup and configuration 
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5.2.5 Requirements for key management inside gNB 

The 5GC provuks subscription specific session keying ma1erial for 1he gNHs, which also hold kmg lerrn keys used for 
authentication and security association setup purposes. Protecting all these keys is important 

1. Any part of a gNB deployment that stores or processes keys in cleartext shall be protected from physical attacks. 
[f no! the whole entity is placed in a physically secure location. then keys in cleartext shall be stored and 
processed ill a secme e!lvironmenL Keys slored inside a secure envuomnenl in any pan of the gNB shall never 
leave the secure environment except when done in accordance with this or other 3GPP specifications. 

5.2.6 Requirements for handling User plane data for the gNB 

l. Any par! of a gNB (kploymcnt that stores or processes user plane data in ckartcxt shall be pro1cctcd from 
physical attacks. JJ not 1he whole enhty is placed in a physically secure loca!ion, 1hen user plane data m deartext 
shall be stored and processed in a secure environment. 

5.2.7 Requirements for handling Control plane data for the gNB 

l. Any part of a gNB depioymen! that s!ores or processes con1rol plane data in clear!ex! shall be protec1ed from 
physical attacks. [f not the whole entity is placed in a physically secme location, then control plane data in 
cleartext shall be stored aud processed iu a secure environment. 

5.2.8 Requirements for secure environment of the gNB 

The secure environment is logically defined within the gNB and is a composition of functions for the support of 
sensitive operations. 

l. The secure environment shall support secure storage of sensitive data, e.g. long term cryptographic secrets and 
vital configuration data. 

2. The secure en viromnent sball support tile execrnion of sensitive functions, e.g. en--/decryption of user data and 
1he basic steps within protocols which use long tenn secrets (e.g. in authentication protocols). 

3. Sensitive data used within tbe secure environment shall not be exposed to ex1emai en1ities. 

4. The secure environment shall support !he execution of sensitive parts of the boot process. 

S. The secure environment's integrity shall be assured. 

6. Only authorised access shall be granted to the secure environment, i.e. lo data stored and used within, and to 
functions executed within. 

5.2.9 Requirements for gNB DU-CU interfaces 

1. Due lo spiil deployments, signailing lraffic or user plane dala may be senl on gNB-inlerna] interfaces. Sigm:lling 
traffic sent on gNB-intemal interfaces shall be integrity, confidentiality and anti-replay protected. 

2. User plane darn ~cnt on gNR-internal imerfaces shall he confidentiality protected. 
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5.3 

5.3.1 

5.3.2 

5.3.2.1 

11 

Requirements on the AMF 

General 

Signalling data confidentiality 

Requirements on Support of Ciphering 

The AMF shall support ciphering ofNAS-signalling. 

'foe AMF shall support the following ciphering algorithms: 

The AMF may support the following ciphering algoriihms: 

3GPP TS 33.501 V0.2.0 (2017-05) 

Confidentialily protection of the RRC-signalling and NAS -signalhng is optional to use. 

Confidentialily protection sboud be used whenever regulations permit. 

5.3.3 

5.3.3.1 

Signalling data integrity 

Requirements on Support of Integrity Protection 

Titc AMF shall support integrity proiection of NAS-signalling. 

Tite AMF shall support the following irncgrity protection algorithms: 

Tite AMF rnay support the following in1cgrily protection algorithms: 

[nte1::,rrity prolection of lhe user daia between !he UE and gNB is optional lo use. 

[nte1::,rrity prolection of lhe RRC-signalling, and NAS-sigm1lhng is mandatory lo use, except in I he following cases: 

5.3 

5.3.1 

5.3.2 

Visibility and configurability 

Security indicators 

Security configurability 
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6 Security Procedures between UE and 5G Core 
Network Functions 

6.1 Primary authentication and key agreement 

6.1.1 Authentication framework 

6.1.1.1 General 

The purpose of 1he primary autbemicalion and key agreement procedures is to enable mutual authentication between tbe 
UE and the network and provide keying ma1eriai that can be used between tbe UE and network in subsequent security 
proce.dures. Tbe keying material generated by lhe primary autben1ica1ion and key agreement procedure results in an 
anchor key provided by the AUSF to tl1e SEAF 

Keys for more 1.han one security con!ex! can be derived from !he anchor key without the need of a new authen!ica,ion 
run. As a concrete exarnple of this is that an authentication run over a 3GPP access network can also provide keys 10 

establish securi1y between the UE and a N3IWF used in untrusled non-3GPP access. 

In addllion, !he 50 security architecture also supports the feature that an authentica!ion rnn alsonuy c,m results in a key 
left at the AUSF based on the home operator's policy on using such a key. 

NOTE: 1nis feature is an optimization that may be useful, for example, when a UE registers to different serving 
networks for 3GPP-defined access and untrusted non-3GPP access. (This is possible according to TS 
23.501 [2].) 

NOTE: in lhe present release, Ei\P-AKA' and EPS AKA"' are the only authentica!ion methods tbat are mandatory to 
support in UE and serving network, hence only 1.hey are described in clause 6.1.3. An example of how 
additional authentication methods can be used with the EAP framework is given in the informative Annex 
B. 

6.1.1.2 EAP framework 

6.1.1.3 Granularity of anchor key binding to serving network 

The primary authentication and key agreement procedures support the binding of tbe anchor key to the serving network. 
This prevents one serving network from claiming lo be a differen! serving network, and thus provides implicil serving 
network auihenticatiou to the UE. 

Funherrnme, ihe anchm key provided to the serving network is also specific 10 1he authentication having taken place 
between 1he UE and a 50 core network, i.e. tbe anchor key is cryptograpbicaHy separnle from tbe key delivered from 
1.he home nehvork to the serving network in earlier mobile ne!1,vork generations. 
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6.1 .2 Initiation of authentication 

The SEAF may ini1ia1e an aulhentication with the UE at any time, according lo lhe SEA.F's pohcy. 

The SEAF shall send an Aut.l-tenticalion lnitiation Request (5G-AlR) to the AUSF whenever !he SEAF wishes to initia!e 
an authentication with the UE with the following exception: 

The SEAF does not need to send a 5G-AIR if it has an authentication vector for EPS AKA* available and wishes 
to initiate an authentication with lhe UE over 3GPP access. 

NOTE: In EPS, the acronym AIR stands for Au!hentication Infomtalion Request. 

The SG-A[R shall contain a subscriber idenlifier, from which the AUSF can derive the UE's subscriber pennanent 
identifier (SUPl), as defined in TS 23.501 [2]. 

111e SG-AIR shall furthermore contain an indication of whether the authentication is meant for 3GPP access or non-
3Gl-'P access. The 5G-AlR shall also comain tbe serving network name, as defined in clause 6. l.1.3. 

Upon receiving the 5G-ATR, 1he AUSF shall determine 1he SUPI from the subscriber idemi t'ier in tbe SG-AJR and select 
1he aulhentication me1hod based on local policy. 

NOTE: foe local policy for t.l-te selection of the authentication method does not need to be on a per-UE basis, but 
can be the same for all UEs. TI1e AUSF is limited in selecting the authentication methods in as far as EPS 
AKA* can only be selected for 3GPP access. 

After selee1ing the authenllcalion me1hod, 1he AUSF s!arls the authentication procedure for the selected method, 
according to clause 6.1.3. 

6.1 .3 Authentication procedures 

6.1.3.1 Authentication procedure for EAP-AKA' 

EAP-AK A' is specified in RFC 5448 [ 1 2]. 

EAP-AKA' is applied within lhe 5G aulhenlicaliou framewurk as follows, cf. also Fig. 6. J .3 .1 ·-l: 

A pre-condition is that 1he AUSF has received a 50-AIR from the SEAF, cf. clause 6.1 .2, and has selected EAP-AKA' 
as the authentication method. 

Then the AUSF checks !ha! the requesting SEA Fin the ~erving network is entitled to use the serving 11dwork narne 
received in the 5G-AlR. 

The AUSF requests one: ot mote m1tbentica1ion vectors (A Vs) from the ARPF in an AV-Rc:q including the sc:tving 
network name and an indication that lhe aulhenticatiou vector is for EAP-AKA'. The ARPF generates an autilen1ica1ion 
vector with AMF separation bit= 1, where AMF= Authentication J\;lanagernent held as defined in TS 33.102 19J. The 
ARPF then transforms !his authentication vector into a new authentication vector by computing CK' and IK' as per the 
Normative Annex x with the value of < serving network name> being one of tile input parameters. and replacing CK 
and IK by CK' and IK'. The~ ARPF !hen sends lhis lrnnsfom,ed auiben1ica1ion vedor lo I he~ AlJSF in an A V--Resp. The 
choice of the value of <serving nei:,Nork name> shall fr,llmv the rules set in clause 6.1.1.3 on "Granularity of anchor key 
binding to serving network". 
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NOTE: The exchange of an A V-Req and an AV-Resp between AUSF and ARPF described in the preceding 
paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [ 11]. clause 6.2. step 
10, except for the iTlpul parnrneler to the key derivation, which is !he value of <network name>. "network 
name" is a concept from RFC 5448 [ 121; it is carried in the AT _KDF_TNPUT attribute in EAP-AKA'. 
The value of <network name> is defined not in RFC 5448 [ 121, but in 3GPP specifications. For EPS. it is 
defined in TS 24.302 [ l3J and is called "access network ideniity", while. for 5G, it is defined in clause 
6.1 1.3 of the present specification and in TS 24.yyy [:o,], with a re-direction from TS 24.302 [ 13] 10 TS 
24.yyy, and is called ''serving network name". 

UE SEAF ARPF 

AV-F-le 

<i'l 12 rnessa~ie "5G-AIA"> 
AV-Resp 

<N1 message "Auth-Req"> 
[EAP-Request/AKA'-Challeage] 

[EAP-Req11es1/AKA'-Challenge] 

<N1 message "Auth-Resp"'> 

<N12 message> 
[EAP-Response/AKA'-Challenge] 

[EAP-Res ponse!AKA'-Challenge] 

<N12 message> 

d~ 1 message> 
rr!i\P-Succef,S Ii anchor key] 

[EAP-Successj 

Fig. 6.1.3.1-1 Authentication procedure for EAP-AKA' 

lne AUSF and !he UE then proceed as described in RFC 5448 [12]. 

The i\.USF sends the Ei\.P-Request/AKA'-Challenge message to lhe SEAF in a 5G Authentication Initiation Answer 
{5G-AIA) message over N 12. The SEAF understands from the SG-AIA that the authentication method used is an EAP 
method. 

The SEAF transparenlly forwards lhe EAP-Request/AKA'-Challenge to tbe UE in a NAS message Auth-Req. 

The UE sends the EAP-Response/AKA'-ChaUenge to the SEAF in a NAS message Autb-Resp. 

The SEAF transparenlly forwards lhe EAP-Response/AKA'-Challenge to tile AUSF in a message over Nl2. If !he 
AUSF has successfully verified this message it continues as follows: 

lne AUSF and !he UE conditionally exchange EAP-Reques1/AKA'-Notifica!ion and EAP- Response /AKA'­
Notification messages, thar are transparently fonivarded by the SEAF. 

The AUSF sends an EAP Snccess message to the SEAF, which forwards it transparently to the UE. The EAP Success 
message is conlained in a mess;ige over N12 that also contains lhe anchor key, as compuled in RFC 5448 [ 12]. 
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The key received in the N12 message shall become the anchor key in the sense of the key hierarchy in clause 6.6. 

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challcnge message 
are described in clause 6. l.4. 

[f lhe EAP-Response/AKA'-C'hallenge message is not successfully verified !he AUSF acts according lo the home 
network's: policy. 

6.i.3.2 Authentication procedure for EPS AKA* 

EPS AKA* enhances EPS AKA, as defined in TS 33.401 [ l 0] wi.lh providing an Aulhentication C'onfimiation message 
[rorn the visited network lo lhe home nelwork that confirms success Cul authentication o[' lbe Uii such that the message 
cannot be spoofed by the visited network with a reasonable probability. 111e solution leaves the authentication exchange 
between the 1JE and 1he vi.sited network unchanged, compared to using EPS AKA (except for the means to transport 
authentication messages over Nl and a modified autbenllrnl10n response). 

EPS AKA* is applied within the 5G authentication frnrncv,;ork as follows, cf. also Fig. 6.1.3.2-1: 

When the AUSF has received a 5G-AIR from the SEAF, cf. clause 6.1.2, and has selected EPS AKA* as the 
authentication method, the AUSF checks that the requesting SEAF in the serving netv,rork is entitled to use the serving 
network name received in !he 5G--AIR. 

The AUSF requests one or more autbenticmion vectors (A Vs) from the ARPF in an AV-Req including the serving 
network name and an indication that the aulhenti.cation vec1or is for EPS AKA*. The ARPF generates an authentication 
vector according to TS 33.401 [ 10] with AMF separation bit= 1, where AMF= Authentication Management Field as: 
defined i11 TS 33.102 [9]. The ARPF then transforms 1he authentication vec!or into a new authentication vecmr hy 
replacing KASME with I(ASME* and XRES wi1h XRES*. 

KASME* is compulcd as per !he Nonnalive Annex. A vvi1h CK, IK, SQN EB AK and !he value of< serving network 
name> being the rnpul parameters. The choice of the value of <serving network name> shall follow lhe rules sel in 
clause 6.1.1.3 on "Granularity of anchor key binding to serving network". 

XRES* is computed as per the Normative l\nnex x. with CK, IK, RES, RAND, and the value of< serving network 
name> being the input parameters. XRES* shall bave a leng1h of l 28 bi.ts. 

lne ARPF then returns !he requested number of transfonned A Vs to the AUSF in an AV-Resp. 

The i\.USF stores XRES* temporarily until a protocol timer expires. 

lne AUSF then generates HXRES* from XRES"' by computing 

HXRES* = SHA-256 (XRES* ii RAND), tnmcatcd to 128 bits. 
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UE SEAF ARPF 

AV-f-1e 

AV-Resp 

5G-AIA 

Auth-F-1eq 

Auth-Reis 
~iG-AC ----------------------------------11-! 

! 

Fig. 6.1.3.2-1 Authentication procedure for EPS AKA* 

The AUSF then returns one or more authenlicalion vectors AV* lo lhe SEAF in a 50 Authentication Tni1iation Ans,ver 
{5G-AIA). The only difference belween AV* and lhe l.ransfomied AV received from the ARPF is 1ha1 AV* contains 
HXRES* while the transformed AV contains XRES*. 

The SEAF understands from ihe 5G-AlA lhal the auihenlicalion melhod used is EPS AKA* cmd that the included 
authentication vector is of type AV*, no! AV. 

Funherrnme, ihe AJ TSF tells the SEAF whether a confirmation message is required. 

NOTE l: The AUSF may have a policy lo always re4uire a confirmation message, or adopt a rnore fine.-grained 
policy depending on the trnst in the roaming partner. The Al JSF may learn from a database of roaming 
partners whether a confimiation message is required. 

[f the AUSF requests a confarrnation message from the SEAF then the AUSF shall send only one authentication vector 
AV* lo !he SEAF at a time. 

lne SEAF sends RAND, AU1N to the UE, as described for EPS AKA in TS 33.401 ! 10], in a NAS message Auth-Req. 
The USIM returns RES, CK, IK to the ME, as described for EPS AKA in TS 33.401 [ l 0]. The ME then computes RES':' 
[rorn RES in the ~ame way as the ARPF computed XRES* frurn XRES and returns RES* lo the SEAF in a NAS 
message Au!h-Resp. 

The SEAF lhen computes HRES* frnm RES* in the same way as the AUSF computed HXRES* from XRES* and 
compares IIRES* and IIXRES*. If they coincide the SEAF considers the authentication successful. lf not the SEAF 
rejects the authenticmion. 

If lhc authentication was successful. the key KASME"' received in AV* shall become the anchor key in tbc sensc of the 
key hierarchy in clause 6.6. 

If the authentication was successful, and if a confinnation message is required, tl-ie SEAF sends RES*, as received from 
the UE, in a newly defined 5G Authentication Confirmation (5G-AC) message (containing the subscriber identitfier and 
the serving network name) to the AUSF. 

\Vhen the 50-AC message was received in response to an 5G--AIA and was received before the protocol timer above 
has expired the AUSF compares the received RES* with the stored XRES*. fftbey coincide lhe AUSF considers the 
confirmation message as successfully verified. 

111e further sleps ta.ken by !he AUSF upon receiving a successfully verified confirmalion message are described in 
clause 6.1.4. 
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If the confimiation message is not successfully verified the AUSF acts according to me home network's policy. 

6.1.4 Linking increased home control to subsequent procedures 

6.1.4.1 Introduction 

111e aulhentication and key agreemen1 protocols mandated to support in the present release all provide increased home 
conlml, compared lo EPS AKA in 4(i Il1is irn.:reaseJ home conlml cumes in the following forms in SC,: 

In !he case ofEAP-AKA'. !he AUSF in !he hume network ublain~ confimialion Iha! the UE has been 
successfully authenticated wbeu tlie EAP-Respouse/AKA'--Challenge received by the AUSF has been 
successfully verified, cf. clause (d.3.1 

In the case of EPS AKA*. fae AU SF in the home netv10rk obtains confinnation that the lJE has been 
successfully authenticated when the Authentication Confirmation message received by the AUSF has been 
successfully verified, cf. clause 6.1.3.2. 

The femure of increased borne control is useful m preverning certain types of fraud, e.g. fraudulent Update Location 
request for subscribers 1ha1 are not actually presen! in tile visited network. But an authentication protocol by itself 
cannot provide protection against such fraud. 111e aulhentication resul1 needs lo be linked to subsequent procedures, e.g 
the localion updaie procedure in sume way to achieve !be desired proledion. 

The actions taken by a home network to link authentication confirmation (or the lack thereof) to subsequent procedures 
are subject lo operator policy and are not standardized. 

6.2 NAS security 

6.3 Security negotiations 

6.4 Security handling in state transitions 

6.5 Security handling in mobility 

6.6 Key hierarchy 
- ' .. ,, 
i~t 'i.ih:': ::t: 
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6.7 Security contexts 

6.7.1 General 

6.7.2 Handling security contexts within the serving network 

6.7.3 Distribution of security contexts 

6.8 Subscriber identifier privacy 

6.8.1 Subscriber permanent identifier 

6.8.2 Subscriber temporary identifier 

~-l(YT L .. · .1 hi,, ~:nt•c:;:: ~:-.~-: 1s. ;;b, ~~:t th/ l "~~-Dpi;~. :; ~:' :-s.:.fr::--... f·ipt;G:: id:~~~j ifi: .,. -.;_hJrr~,J h:). \\•(:(-!t {f[ ~-: ,,J. , ·, •£-.. 

k:\':,':i }(k:~:t{l<r> h:\· handt>:: in (Lru:: 

6.8.3 Subscriber identification procedure 

7 Security Procedures between 5G Network Functions 

7.1 Guidelines for protection of IP based interfaces 

7.1.1 General 

The protection of iP based interfaces for SGC and 50-AN shall be done according to NDSflP as specified in TS 33.210 
13]. Traffic on inlerfaces carrying con1rol plane signalling shaH be integrity prolected according to NDS/[P. In addition 
to the mandatory integrity protection, traffic carrying suhscriher ~pecific sen;;itive data, e.g. cryptographic key~, shall he 
also confidentiality proiected according to NDS/IP. 

NOTE 1: According to TS 33.210 and TS 33.310 [5], in case control plane interfaces are irnsted (e.g. physically 
protec1ed), 1here is no need to use protection. 
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7.1.2 Implementation requirements 

\Vhenever IPsec ESP is required, lJ1en i1 shall be implemented according to RFC 4303 as profiled by TS 33.2] 0 [3]. 
For IPsec implementation, tunnel mode is mandatory lo implement while transport mode is optionaL 

\Xlhenever IKEv2 certificates based authentication is required, then it shall be implemented according to TS 33.310 [5]. 
The certificates shall be unplemenled according to the profile described by TS 33.310 [5]. IKEv2 shall be implemented 
conforming 10 lhe IKEv2 profile described in TS 33.3 l O [5]. 

7.1 .3 QoS considerations 

If the sender of TPsec traffic uses DiffServ Code Points (DSCPs) to distinguish different QoS classes, either by copying 
DSCP from the inner lP header or directly setting the encapsulating IP header's DSC:P, 1hc resulting traffic may be 
reordered to tile point ,vhere the receivmg node's an11-replay check discards the packet. ff different DSCPs are used cm 
ilie encapsulating IP header, then to avoid packet discard under one IKE SA and with the same set of traffic selectors, 
distinct Chiid-SAs should be esrablished for each of the traffic classes (using the DSCPs as classifiers) as specified in 
RFC 4301 [6]. 

. . . 
tu('~~~,'.:·,,.:;__~;·: 

7.2 Security procedures on N2 

N2 is the reference point between the AM.F and the 50-AN. It is used, among other things, to can-y NAS signalling 
traffic between the UE and the AMF over 3GPP and non-3GPP accesses. 

In order to proiect the N2 reference point, it is required to implement JPsec ESP and TKEv2 certificates based 
nuthenlicntion as specified in clause 7. l .L IPsec is mandatory to unplemenl cm the gNB. On the core network side, a 
SEG may be used to terminate the IPsec tunnel. 

7.3 Security procedures on N3 
N3 is the reference point bet\veen the SG-AN and UPF. His used to carry user plane data from lhe LIE lo 1he UPF. 

ln order to prolect the traffic on !he N3 reference pomt, it is required 1o implement lPsec ESP and lKEv2 certificates 
based authentication as specified in clause 7. l.2 with confidentiality, integrity and replay protection. IPsec is mandatory 
to implement on the gNB. On the core network side, a SEG may be used to terminate the IPsec runnel. 

QoS related aspects are further described in clause 7 .1.3. 

7.4 Security messages over N12 
This subclause lists the security-related messages that are run over the N 12 interface between the AMF and the AUSF. 
The N12 imerface is defined in TS 23.501 [2J. 

[n the present release of this specification, the AMF is co-located with the SEAF. 

The messages listed here are used in procedures that are described in clause 6. 

NOTE: The narnes of messages used !Jere are specific to the present specification and may be different in other 
3GPP specifications. 
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List of messages: 

7.5 

Authentication Initiation Request (5(,-AIR): 

This message sent from SEAF to AUSF is described in clause 6. l .2 of the present specification. The content 
of this message is independent of any authentication method. 

5G Authenlicalion Initiation Answer (5G-AIA): 

·mis message sent from AUSF to SEAF is described in clause 6.1.3 of lhe presenl spec1ficalion. 'Ibis 
message contains the first authentication message sent by the AUSF. 111e content of this message is hence 
dependenl on !he au!henlicaliun method selected by lbe AUSF. 

For EAP-AKA', this message contains the EAP-Requesr/AKA'-Challenge, as described in clause 6.1.3.1. 

For EPS AKA*, lhis message contains the EPS AKA* authernicalion vector(s), as described in clause 
6.1 3.2. 

EAP-AKA' challenge response: 

·mis message sent from SEAF lo AUSF is described in clause 6.1.3.1 of the present specification lt contains 
the EAP-Response/AKA'-Clrnllenge. 

EAP-AKA' No!ifica!ion n::yues!: 

TI1is conditional me~sage sem from i\USF to SEAF i~ described in clause 6.1.3. i of !he pre~ent specification. 
lt contains the EAP·· Request /AKA'- Notification. 

EAP--AKA,' Notification response: 

This condi!iom1l message senl from SEAF to A USF-' is described in clause 6.1.3 .1 of !he presen! specificalion. 
It contains the EAP-Response/AKA'- Notification. 

EAP-AKA' Success: 

·n1i" mes;;age ;;ent from AUSF to SEAF is described i11 clause 6. l .3.1 of the present ~pecification. It contains 
the EAP-Success message. It also contains the anchor key. 

5G Authcuti.cation Confirmation (5G-AC) message: 

This message sent from SEAF lo AUSF is described in clause 6.1.3.2 of the present specification 

Security messages over N13 
Titis subclam,e bis the security-related messages ihai are nm over the N13 interface betvveen lhe AUSF and the ARPF 
inside lhe UDM. The Nl3 interface is defined in TS 23.50! [2]. 

The messages listed here are used in procedures that are described in clause 6. 

NOTE: I11e names of rnessr1ges used here are specific to the present specification aud may be different iu other 
3GPP specifications. 

List of messages: 

Authentication Vector Request (A V-Req): 

Tbis message sen! from AUSF lo ARPF is described in clause 6. l .3 of the presen! ~pecifica!ion. For EAP­
AKA'. the clescriptiou of !he con1en1 of AV--Req can be found in clause 6.l .3.1. For EPS AKA*, !he 
description of 1he content of A v .. Req can be found in clause 6. 1.3.2. 

Authentication Vector Response (AV -Resp): 
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This message sent from ARPF w AUSF is described in clause 6. l .3 of the present specification. For EAP­
AKA'. the description of the conlenl of AV--Resp can be found in clause 6.1.3.1. For EPS AKA*, the 
(kscription of the content of AV-Resp can he found in clause 6 1.3.2. 

7.6 Security procedures on N14 

7.7 Security procedures on Xn 
Xn is the interface connecting 5G-RAN nodes. It is used to carry signalling and us.er plane darn. 

In order w protect the rraffic on the Xn reference point, it is require<l to implement TPsec ESP and IKEv2 certificates 
based authenlicalion as specified i11 clause 7.1.2 with confidentiality. integrity and replay prntectirn1. 

QoS related aspects are further described in clause 7. l .3. 

8 Security Procedures between UE and 5G Access 
Network Functions 

8. 1 Security negotiations 

8.2 Security handling in state transitions 

8.3 Security handling in mobility 

8.4 Security handling in radio link failure 

8.5 Dual Connectivity 

9 Security of Interworking 

10 Security Aspects of IMS Emergency Session 
Handling 
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11 Security for non-3GPP access to the 5G Core 
network 

12 Security Procedures between U E and external 
data networks via the 5G Network 

12.1.1 General 

'Iltis clause specifies supporl for oplional--10-use secondary au!henlicalion between lhe UE and an exfemal daia ndwork 
(DN). 

EAP shall be used for authentication between the lJE and a DN-AAA server in the external data network The SMF 
shall pe1fom1 tbe role of the EAP Authenticator. It relies on an external DN-AAA server to autbenticate and authorize 
tbc UE request for the establisbrnent of a PDU sessions. 

Between !he UE and the SMF, EAP rnessagcs arc sent in the SM NAS message. The SMF communicates with ihc 
external DN--AA!\ over N4 and N6 via the UPF. 

i 2.1.2 Procedure 
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4. SM !~AS 

17. POU Establishrnent 
Accept, 

EAP Success 

23 

16. SM Request Ack w/ 
Establishment Accept 

EAP Success 

Steps as in 
4.3.2.2.1 

of TS 23.502 

3GPP TS 33.501 V0.2.0 (2017-05) 

·1 5a. f\!4 Sesr,ion 
Modification 

1 5b. l\!4 Session 
Modification 
Ht~sponse 

Figure 12.1.2-1 EAP Authentication with an external AAA server 

The following procedure is based on clauses 4.3.2.2. l and 4.3.2.3 in TS 23.502r81. 

l-3 The NG-UE registers with the network performing primary authentication with AUSF/ ARPF based on its 
nelwork access credentials and estabhsbes a NAS secunty context with the AMF. 
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4. Tile UE shall initiate establishment of a ne'N PDU Session by sending a SM NAS message containing a PDU 
Session Establishment Request Tbe UE includes the service it would like to obtain (identified by S--NSSAI) and 
the PDN it would like to connect to (identified hy DNN). 

The NAS message may conlain SM PDU DN Requesl Container conlaining inforrnalion for lhe PDU session 
authorization by the external DN. 

5. The AMF selects an SMF and sends a "SM Request" message with SM NAS as one of its payload. It also 
forwards lhe Permanem User TD and tbe received S-NSSAT, DNN. 

6. The SMF obtains subscriplion data from UDM for tbe given Pen:nanent User ID obtained from AMF m step 5. 
The SMF cbecks wbetber tbe UE request is compliant wi!h lhe user subscription and wi!h local policies. ff not, 
the SivIF will reject UE's reques! via SM-NAS signaling and skip rest of !he procedure. 

7. 'i11e SMF shall trigger EAP Authentication to obtain authorization from an external DN-AAA server. 

8. The SMF shall send an EAP Request/Identity message to the UE. 

9. The UE sends an EAP Response/Identity message. The UE includes its DN-specific identity complying with 
Net1,vork l\.ccess Identifier (NAI) fom,at. 

NOTE: S1eps 8 and[) are optional. To avoid lhis additional round-trip, the secondary authentica!ion idenllly may be 
sent in step 4. 

10. The SMF selects a UPF and initiates a N4 Session establishment procedure with it The SM PDU DN Request 
Container, if provided by the UE, is forwarded to the UPP, wbicb further relays it w the DN. 

NOTE: Clause 4.3.2.3 in TS 23.502 [8] describes the transport mechanism for delivery ofEAP messages between 
tbe UE and the external AAA server. 

This establishes an end-to--end connection between tlle SIYIF and the external DN--AAA server for EAP exchange. 

11. Tile UPF shall fonvard 1he EAP Respcmse/ldentity message lo the DN AAA Server. 

12. Tile DN AAA server and the UE shall exchange EAP messages as required by the EAP method. 

13. After the completion of the authentication procedure, DN AAA server sends EAP Success message lo the SMF. 

14. This completes !he authentication procedure at the SMF. 

If the au!horization is successful, PDU Session Estabhshnten! proceeds further starting step 6a of Figure 4.3.2.2.1-1 
in TS 23.502 [8]. 

l5a-i5b. The SMF inilrnies a N4 Session Modification procedure with !he selec1ed UPF as in steps 9.a and 9.b of 
Fig 4.3.2.2.1-1 in TS 23.502 [8]. 

16. The SMF sends "SM Request Ack" to AMF as in step 10 of Fig. 4.3.2.2.l-l in TS 23.50218]. This message shall 
include EAP Success to be sent to the UE within the NAS SM "PDU session establishment accept". 

17. The Al'VIF forwards NAS SM "PDU session establishment accept" along with EAP Success to the UE as 
described in steps 11 and step 12 ofFigure4.3.2.2.i-i in TS 23.502[8]. 

The UE-requested PDU Session Establishment proceeds further as described in clause 4.3.2.3 in TS 23.502[8]. 

[n case of a Horne Routed deployrnent, it is the SMF in 1he HPLMN that shall take lhe role of the authenticator. 

Annex A (normative): 
Key derivation functions 
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Annex B (informative): 
Using additional EAP methods for primary authentication 

B.1 Introduction 
'Ilte present annex describes the usage of additional EAP methods for primary authentication witbin 5G system. Annex 
xis provided as an example on how the 5G aufricntieation framework for primary authentication can be applied to other 
EAP methods than EAP AKA' The additional EAP methods are assumed to be used in special use cases, such as in 
private networks or with ioT devices in isolated deployment scenarios as specified in TS 22.261 [y]. 

B.2 Primary authentication and key agreement 

B.2.1 Security Procedures with EAP TLS 

B.3 Key derivation 
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