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Foreword

This Techrical Specification has beea praduced by the 3ed Goneration Partnership Project (3GPDP).

The contents of the present docurnent are subject to continping work within the TSG and may change following formal
TSG approval. Should the 1'SG modify the contents of the present docurent, it will be re-released by the 156G wath an
identifying change of release date and an increase in version number as follows:

Version X.V.Z

where:

% the first digue:

1
2

3

presented o TSG for mformation;

N

presented to TSG for approval;

or greater mdicates TSQ approved document nader change control.

y  the secomd digit is incremented for all changes of substauce, 1.e. technical enhancements, comrections,
updates, cte.

z  the third digit 1s incremented when editorial only changes have been incorporated 1n the document.

Introduction

& 1S apifond,

s, i1 s always ihe

pecond unngmbe

SGPP

fise.
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1 Scope

The present docuraent speeifics the secunty architcceture, 1.¢., the sceunty featares and the scenrity yocchaniams for the
3G System and the 5G Core, and the security procedures performed within the 5G System including the 5G Core and
the 5G New Radio.

2 References

The followmg documents contain provisions which, through reference in this text, constitute provisions of the present
document.

References are either specific Qdentified by date of pubbeation, ediion nunher, version munber, etc.) or
non-specitic.

- For a specific reference, subsequent revisions do not apply.

- Por anon-specific reference, the latest version apphics. In the case of a reference to a 3GPP document (inchuding

a G8M docurnent), a non-specific reference ywnphcitly refers to the latest version of that document in the same
Release ay the present document.

{3} AGPP TR 21.903: "Vocabulary for 3GPP Specifications”.

{2 AGPP TS 23.561: "System Architecture for the 5G System”

{3 AGPP TS 33.210: "3 secority; Network Domain Seconty (NDSY; IP network layer secunty”.

{41 ETF REC 4303 "IP Encapsulating Security Payload (ESP)™.

{51 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

{6] RFC 4301: "Security Architecture for the Internet Protocol”.

{71 3GPP TS 22.261: "Service requirements for next gencration new services and markets; Stage 17

{81 3GPP TS 23.502: "Procedures for the 5G Systemy”

9 AGPP TS 33.102: "3G security; Secunty architecture”

{10] 3GPP TS 33.401: "3GPP System Acchitecture Evolution (SAE); Security archutectuxe”

{11} 3GPPFS 33.402: "3GPP System Archilecture Evolution (SAE); Security aspects of noa-3GPP
accesses”

{12} IETEF REC 5488 "Improved Extensible Authentication Protocol Method for 3rd Generation

Authentication and Key Agreement (EAP-AKANY!

{13} AGPP TS 24.301: "Access to the 3GPP Lvolved Packet Core (LPC) via non-3GPP access
networks; Stage 37

ix] <doctype> <#>{ ({up to and mehadingi{ yyyyl-om]lV<al bl.cl]> HonwardsD ] "<Tatle>".

3 Definitions, symbols and abbreviations

Lenovo Ex. 1014
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3.1 Definitions

For the purposes of the present document, (he terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A teom defined ia the preseot docuraent takes precedence over the definition of the same tewrn, if any, 1a 3GPP
TR 21.905 [11.

example: text used (o chanify abstract rales by applying them hiterally.

3.2 Symbols

Tor the purposes of the present document, the following symbols apply:

<symbol> <Explanation>

3.3 Abbreviations

For the purposes of the present document, the sbbreviations given in 3GPP IR 21.905 11] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 {1},

<ACRONYM> <Explanation>

5GC 3G Core Network

5G-AN 5G Access Network

SG-RAN 50 Radio Access Network

AMF Access and Mobility Management Function
AMF Authentication Management Field

NOTE: H i 1s not clear from the context, which meaning the acronym AME has, it is spelled out,

IKE Internet Key Exchange
MNAS Non Access Stratum
QoS Quality of Service
SEG Secunity Gateway

UE User Equipment

Upr tJser Plane Function

4 Overview of Security Architecture

5 Security Requirements and Features

5.1 Hequirements on the Uk
51.1 General

51.2 User data and signaliing data confidentiality

51.2.1 Requirements on Support and Usage of Ciphering
The UE shall support ciphering of user data between the UE and pMNB.

The UE shall support ciphering of RRC and NAS-signalling.

Lenovo Ex. 1014
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The UE shall implement the following ciphering algorithms:

Foabaiow 'y
LRI R

Confidentiahiy protection of the user data between the UL and glNB is optional o use.
Confidentiahiy protection of the RRC-signalling, and NAS-signalling 15 optional to use.

Confidentiality protection should be used whenever regulations permit.

51.3 User data and signalling dala integrity

5.1.3.1 Reguirements on Support and Usage of Integrity Protection
The UE shall support integrity protection of user data between the UL and the gNB.

The UE shall support itegrity protection of RRC and NAS-signalling.

(s

The UL shall implement the following mitegrity protection algorithros:

Integrity protection of the user data between the UE and gNB is optional to use.

Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except int the following cases:

S
7

51.4 Secure storage and processing of subscription credentials

The following requirements apply for the storage and processing of the subscription credentials used (o access the 5G
networlk:

- The subscription credential(s) shall be mtegrity protected within the NG-UE using a tamper resistant secure
hardware component.

- The long-term kev(s) of the subscuption credential(s} (e.g., K @ EPS AKA) shall be counfidentiality protected
within the NG-UE using a tamiper resistant secure hardware component.

The long-term key(s) of the subscription credentiai(s) shall never be avadable m the clear cutside of the tamper
resistant secure hardware component.

- The authentication algorithm(s) that make use of the subscrption credentials shall always be executed within the
tamper resistant secuye hardware component.

- [t shall be possible to perfora a security evaluation / assessment according to the yespective security
requirements of the tamper resistant secure hardware component.

Lenovo Ex. 1014
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52 Hequirements on the ghNB

52.1 General

The security requirements given 1n this section apply to all types of gNBs. More stringent regmirements for specific
types of gNBs may be defined 1n other 3GPP specifications.

h2.2 User data and signalling data confidentiality

5.2.2.1 Reguirements on Support and Usage of Ciphering
The gNB shall support ciphering of user data between the UE and the ¢gNB.

The gNB shall sapport ciphering of RRC-signathug,

The gNB shall immplement the following ciphering algonthins:

Confidentiality protection of user data between the UL and gNB is optional 10 use.
Confidentiality protection of the RRC -signalling, and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

52.3 User dala and signalling data integrity

5.2.3.1 Requirements on Support and Usage of Integrity Protection
The gNB shall support sfegrity prolection of user data between the UE and the gNB.

The gMNB shall support integrity protection of RRC-signalling.

The gMNB shall implement the following integrity protection algorithms:

The gNB may implement the following integrity proiection algorithms:
Editor's note: The list of supporied miegrity protection algorithms is FFS.
Integrity protection of the user data between the UE and gNB is optional to use.

Integrity protection of the RRC-signalling and NAS-signalhing 1s mandatory to use, except m the following cases:

Yo Noger Thy

Lenovo Ex. 1014
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52.5 Requirements for key managemaeant inside gNB

The 5GC provides subscription specific session keying matenial for the gNBs, which also hold Jong teom keys used for
authentication and security association setup purposes. Protecting all these keys is important.

1. Any part of a gNB deployment that stores or processes keys in cleartext shall be protected from physical attacks.
If not the whole entity is placed in a physically secure location, thex keys va cleartext shall be stored and
processed @ a secure envivonment. Keys stored wside 8 secure envivonraent 16 any part of the piNB shall never
leave the secure environment except when done in accordance with this or other 3GPY specifications.

52.6 Requirements for handling User plane data for the gNB

o
Y3

1. Any part of a glNB deployment that storcs or processes user planc data in cleartext shall be protected from
physical attacks, H wot the whole entaty 15 placed 1u a physically seenre location, then user plape data m cleartext
shall be stored and processed in a secure environment.

WU reai
HY Tegqun

1. Amny part of 3 gNB deployment that stores or processes conirol plane data in cleartext shall be protected from
physical attacks. If not the whole entity 1s placed in a physically secuare location, then control plane data
cleartext shall be stored and processed in a secure environment.

52.8 Requiremenis for secure environment of the g

The secure environment 18 logically defined within the gNB and is a composition of functions for the support of
sensitive operations.

1. The secure environment shall support secure storage of sensitive data, ¢.g. long term cryptographic secrets and
vital configuration data.

2. The secure environment shall support the execution of sensitive functions, ¢.g. en-/decryption of user data and
the basic steps within protocols which use long term secrets (e.g. 1n authentication protocols).

3. Sensitive data used within the secure environment shall oot be exposed to external entities.

4. The secure environment shall support the execution of sensitive parts of the boot process.

5. The sccure environment's imtegrity shall be assured.

6. Only authorised access shall be granted to the secure environment, 1.e. to data stored and used within, and to
functions executed within.

52.9 Requirements for gNB DU-CU interfaces

1. Due to sphit deployrments, signalling traflic or user plane data may be sent on gNB-interoal inter{aces. Signaling
traffic sent on gNB-internal interfaces shall be mtegrity, confidentiality and anti-replay protected.

8]

User plane data sent on gNB-internal interfaces shall be confidentiality protected.

Lenovo Ex. 1014
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5.3 Requirements on the AMF
5.3.1 General

53.2  Signalling data confidentiality

5.3.2.1 Requirements on Support of Ciphering

The AMF shall support ciphering of NAS-signalling.

‘The AME shall support the following ciphering algorithms:

Confidentiality protection of the RRC-signalling and NAS-signalhng is optional to use.

Confidentiality protection shoud be used whenever regulations permit.
53.3 Signalling data integrity

5.3.8.1 Requirements on Support of Integrity Protection
The AMF shall support integrity protection of NAS-signathog.

The AMF shall support the following mtegrity protection algorithras:

L rvrcder e
SRR HE

The AME may support the following mtegrity protection algonthims:

Integnity protection of the user data between the UE and gNB is optional to use.

Integnity protection of the RRU-signalling, and NAS-signalling s mandatory to use, except in the foowing cases:

5.3 Visibility and configurability
5.3.1 Security indicators

53.2 Security configurability

Lenovo Ex. 1014
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6 Security Procedures between UE and 5G Core
Network Functions

6.1 Primary authentication and key agreement
6.1.1 Authentication framework

6.1.1.1 General

The purpose of the prmary anthenication and key agreement procedures is to enable rantual anthentication between the
UE and the network and provide keying material that can be used between the UE and network in subseguent security
procedures. The keying material generated by the pumary authentication and key agreement procedure resulis in an
anchor key provided by the AUSE to the SEAF.

Keys for more than one security context can be derived from the anchor key without the need of a new authentication
ran. As a concrete exarmple of this is that an anthentication run over a 3GPP access network can also provide keys w
establish security between the UL and a N3IWI used i untrusted non-30PP access.

In addition, the 5G security architecture also supports the feature that an avthentication miun alsomay can results in a key
left at the AUSF based on the home operator's policy on using such a key.

NOTE: This feature is an optimization that may be useful, for example, when a UL registers to different serving
networks for 3GPP-defined access and untrusted non-3GPP access. (This 18 possible according to TH
23.501 {21

NOTE: In the present release, EAP-AKA and PS5 AKA* are the only anthentication methods that are ruandatory to
support in UE and serving network, hence only they are described in clause 6.1.3. An example of how
additional authentication methods can be used with the EAP framework is given in the informative Annex

B.

6.1.1.2 EAP framework

6.1.13 Granularity of anchor key binding to serving network

The primary autheutication and key agreerpent procedures support the binding of the anchior key to the serving network.,
This prevents one serving network from claiming (o be a different serving network, and thus provides moplicit serving
network authentication to the UE.

Farthermore, the anchor key provided to the serving network is also specific to the autheatication having takea place

between the UE and a 5G core network, 1.¢. the anchor key 18 eryptographically separate from the key debivered from
the home network to the serving network in earlier mobile network generations.

Lenovo Ex. 1014
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6.1.2  Initiation of authentication
The SEAF may imitiate an avthentication with the UB at any time, according to the SHAF's pohiey,

The SEAK shall send an Authentication lnitiation Request (3G-AIR) to the AUSE whenever the SEAF wishes to initiate
an authentication with the UE with the following exception:

- The SEAF does not need to send a 5G-AIR if it has an authentication vector for EPS AKA* available and wishes
to imbate an authentication with the UE over 3GPP access.

NOTE: In EPS, the acronym AR stands for Authentication Information Request.

The 5G-AIR shall contain a subscriber Wdentzfier, from which the AUSE can dernve the UE's suhscrber permanent
identifier (SUPD), as defined in TS 23.501 {21.

The 5G-AIR shall furthermore contain an ndication of whether the authentication is meant for 3GPP access or non-
3GPP access. The 5G-AIR shall also contaw the serving network name, as defined in clause 6.1.1.3.

Upon receiving the 5G-AIR, the AUSF shall determine the SUPT from the subscriber identiBer 1 the 5G-AIR and select
the authentication rethod based on local policy.

NOTE: The local policy for the selection of the anthentication method does not need to be on a per-UE basis, but
can be the same for ali UEs. The AUSF is limited 1n selecting the anthentication methods in as far as EPS
AKA* can only be selected for 3PP access.

After selecting the anthentication method, the AUSK starts the authenticanon procedure for the selected wethod,
according to clause 6.1.3.

6.1.3 Authentication procedures

6.1.3.1 Authentication procedure for EAP-AKA’
FAP-AK A" 18 specified in RFC 34458 [12]
FAP-AK A s appbed witlan the 5G asthentication framework as {ollows, ¢f also Fig. 6.1.3.1-1:

A pre-condifion is that the AUSK has received a 5G-AIR from the SEAF, of clause 6.1.2, and bas selected EAP-AKA
as the authentication method.

Then the AUSE checks that the requesting SEHAF m the serving network is entitled to nse the serving network name
received in the 5G-AIR.

The AUSF requests one or more authentication vectors {AVs) frora the ARPF inan AV-Req including the serving
network name and an indication that the asthentication vector is for EAP-AKA'. The ARPE generates an anthentication
vector with AME separation bit = 1, where AMF = Authentication Management Field as defined 1 'S 33.102 |9]. The
ARFF then transforms this authentication vector info a new authentication vector by computing CK' and IK' as per the
MNormative Annex x with the value of <« serving network name> being one of the input parameters, and replacing CK
and K by OK and JK'. The ARPF then seads this ransfomaed suthenticaton vector (o the AUSF s AV-Resp. The
choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key
binding to serving network”.
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NOTE: The exchange of an AV-Req and an AV-Resp between AUSE and ARPF described in the preceding
paragraph 18 the same as for trusted access using EAP-AKA' described in TS 33,402 [11], clanse 6.2, step
10, except for the mput parameter to the key derivation, which 1s the value of <network name>. "network
name" 18 a concept from RUC 5448 [12]; it 1s carried n the AT_KDIT_INPUT atiribute in CAP-AKA'.
The value of <network name> is defined not m RFC 5448 {12], but in 3GPP specifications. For EPS. 1t 1s
defined m TS 24.302 {[3] and 1s called "access network wdentrty”, while, for 5, it is defined i clause
6.1.1.3 of the present spectfication and m 18 24.yyy [xx], with a re-direction from TS 24.302 {13} 10 TS
24.yyy, and is called "serving network name”.

UE SEAF ALUSF AFRPF
AV-Req
AV-Resp
<N12 message “BG-AIA"> A
<N1 message “Auth-Req’> &
4 [EAP-Reguest/AKA'-Challenge]

[EAP-Request/ AKA-Challenge]

<N1 message "Auth-Resp™>

¥

<N12 message>
[EAP-Response/AKA-Challenge] Y
[EAP-Response/ ARA-Challenge]

<N12 message>

<N1 message> <
[EAP-Success I anchor key}

{EAP-Success]

Fig. 8.1.3.1-1 Authentication procedure for EAP-AKA’

The AUSF and the UE then proceed as described in RFC 5445 [12].

The AUSF sends the EAP-Request/ AKA-Challenge message to the SEAF 1 a 5G Authentication Imtiation Answer
{8G-AlA) message over N12. The SEAF understands frony the 3G-AIA that the authentication method used is an EAP
method.

The SEAF wansparently forwards the EAP-Request/ AKA'-Challenge to the UE in a NAS message Auth-Req.
The UL sends the DAP-Response/AKA-Challenge to the SEAF 10 a3 NAS message Auth-Resp.

The SEAF wansparently forwards the EAP-Response/AKA-Challenge to the AUST 1n a message over NIZ. If the
AUSF has successfully verified this message it continues as follows:

The AUSF and the UE conditionally exchange EAP-Request/ AKA'-Notification and EAP- Response /AKA'-
Notification messages, that are ransparently forwarded by the SEAF.

The AUSF sends an EAP Success message to the SEAF, which forwards it transparently to the UE. The BAP Success
message 18 contsned 1 a mwessage over N12 that also contains the anchor key, as corapuled n RFC 5448 [12].
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The key received in the N12 message shall becorne the anchor Key in the sense of the key hierarchy in clause 6.6.

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/ AKA-Challenge message
are described in clause 6.1.4.

If the EAP-Response/AKA'-Challenge message 1s not successfully verified the AUSF acts according 1o the horne
network's policy.

6.1.3.2 Authentication procedure for EPS AKA*®

EPS AKA* entiances EPS AKA, as deflined 1n TS 33.401 [10} with providing an Authentication Confirmation message
from the vistted network to the home network that confirms success(ul suthentication ol the UL such that the message
cannot be spoofed by the visited network with a reasonable probability. The solution leaves the authentication exchange
between the UE and the visited network unchanged, compared to using EPS AKA (except for the means to transport
authentication messages over NI and a modified anthentication response).

EPS AKA* 1s apphicd within the 5G avthentication framcework as follows, ¢f also Fig. 6.1.3.2-1:

‘When the AUSE has received a 5G-AIR from the SEAFE, of. clause 6.1.2, and has selected EPS AKA* as the
authentication method, the AUSK checks that the requesting SEAF in the serving network 1s entitled to use the serving
network name received in the 5G-AlR.

The AUSF requests one or more authenticabon vectors {AVs) frora the ARPF inan AV-Req inclnding the serving
network name and an indication that the authentication veclor is for EPS AKA* The ARPE generates an authentication
vector according to TS 33.401 [10] with AME separation bit = 1, where AMYF = Authentication Management Field as
defined i TS 33102 [9]. The ARPF then transforms the autheatication vector into a new authentication vector by
repiacing KASME with KASME* and XRES with XRES*.

KASME? is compuied as per the Normative Annex A with UK, IK, SQN @ AK, and the value of < serving network
aame> being the wpat pararaeterss. The chotce of the value of <serving network name> shall folow the rules set
clause 6.1.1.3 on “Granularity of anchor key binding to serving network”,

KRES* 15 computed as per the Noamative Annex x with CK, IK, RES, RAND, and the valoe of < serving setwork
pame> betng the input parameters. XRES* shall have a length of 125 bus.

The ARPF then retumns the requested number of transformed AVs to the AUSF i an AV-Resp.

The AUSF stores XRES* temporarily until a protocol timer expires.

The AUSF then generates HXRES* from XRES* by computing

HXRES* = SHA-256 (XRES* il RAND), truncated to 128 biis.
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UE SEAF AUSF ARPF

AV-Reg

Y
o

AV-Resp
5G-AlA

&

Auth-Req

Auth-Resp

¥
o
%
T>
9]

Fig. 6.1.3.2-1 Authentication procedure for EPS AKA”

The AUSFE then returns one or more authenfication vectors AV¥ 10 the SEAF 1 a 5G Authentication [nibation Answer
{5G-AlA). The only difference between AV* and the transforraed AV received from the ARPE is that AV* containg
HXRES* while the transforimed AV contains XRES*,

The SEAF understands from the 5G-ATA that the authentication method used 18 EPS AKA™ and that the mncluded
authentication vector s of type AVF, not AV,

Y.
N

W S

23 B T e
AL DY e Y T

Farthermore, the ATISE tells the SEAF whether a confironation message 18 required.

NOTE 1: The AUSE may have a policy o always require a4 confirmaton message, or adopt 3 more fine-graned
policy depending on the trust in the roaming partner. The AUSE may leam from a database of roaming
partners whether a confirmation message is required.

{f the AUSF reguests a confumation message o the SEAF then the AUSE shall send only one asthentication vector
AV* to the SEAF af g time.

The SEAF sends RAND, AUTN to the UE, as described for EPS AKA i TS 33.401 [10], in a NAS message Auth-Req.
The USIM returas RES, CK, IK to the ME, as described for EPS AKA in TS 33.401 [10]. The ME then computes RES#
frore RES w the same way as the ARPE computed XRES* from XRES and retwms RES* 0 the SEAF in a NAS
message Auth-Resp.

The SEAF then computes HRES* from RES* m the same way as the AUSE computed HXRES* from XRES* and
compares HRES™ and HIXRES*. If they comcide the SCAT considers the aunthenticanon successful. If not the SEAT
rejects the authendication.

If the authentication was succcssful, the key KASME™ reccived in AV* shall becorae the anchor key w the scase of the
key hierarchy in clause 6.6,

I the avthentication was successtul, and if a confirmation message 1s required, the SEAF sends RES*, as received from
the UE, 1 a newly defined 3G Authentication Confirmation (5G-AC) message {contaimng the subscriber identitfier and
the serving network name) to the AUSE.

When the 5G-AC rmessage was received in response 1o an 3G-AIA and was received before the protocol fimer above
has expired the AUSF compares the received RES* with the stored XRUS*. If they coincide the AUSYE considers the
confirmation message as successlully verified.

The further steps taken by the AUSF vpon receiving a success{ully verified conflirmation message are described in
clause 6.1.4.
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If the confirmation message is not successfully verified the AUSF acis according 0 the homse network’s policy.

e e Yo S SN
FROOUS W Do O

6.1.4 Linking increased home control 1o subsequent procedures

6.1.4.1 infroduction

The authentication and key agreement protocols mandated o support in the present release all provide increased home
control, compared (0 EPS AKA i 4G. This increased home control comes in the following {orras in 3G

- Inthe case of EAP-AKA', the AUSFE in the home network obtains confimation that the UE has been
successfully autheaticated when the EAP-Response/AK A’ -Challenge received by the AUSF has heen
successtully verified, of. clause 6.1.3.1.

- In the case of LIPS AKA¥*, the AUST in the home network obtains confirmation that the UL has been
successtully authenticated when the Authentication Confirmation message received by the AUSK has been
saccesstully venfied, of. clanse 6.1.3.2.

The featare of mereased home controf 15 useful w preventrug certam types of fraud, e.g. fraundulent Update Location
request {or subscribers that are not actally present 1 the visuted network. But an asthenlication protocol by iself
cannot provide protection against such fraud. The authentication result needs to be linked to subsequent procedures, e.g
the Jocation update procedure n some way to achieve the destred protection.

The actions taken by a home network to link authentication confirmation (or the lack thereof) to subsequent procedures
are subject o operator policy and are not standardized.

6.2 NAS security

6.3 Security negotiations
6.4 Security handling in state transitions
8.5 Security handling in mobility

6.6 Key hierarchy

Lenovo Ex. 1014

SGPP

Page 17



Release 15 18 3GPP TS 33.501 V0.2.0 (2017-05}

8.7 Security contexts

6.7.1 General

8.7.2

st

6.7.3

6.8 Subscriber identifier privacy

o N e at ol g H Aot o
: Note: DY O 5 0g

6.8.1 Subscriber permanent identifier

6.8.2  Subscriber temporary identifier

6.8.3  Subscriber identification procedure

7 Security Procedures between 5G Network Functions

7.1 Guidelines for protection of 1P based interfaces

7.1.1 General

The protection of 1P based mierfaces for 3GC and 5G-AN shall be done according to NDS/AP as specified in T5 33.210
[31. Traffic on interfaces carrying conlrol plane sigualling shall be integnity protected according to NDS/IP. In addition
to the mandatory integrity protection, traffic carrying subscriber specific sensitive data, e.g. cryptographic keys, shall be

also confidentiality protected according to NDS/IP.

MNOTE 1 According to TS5 33.210 [31 and TS 33.310 [5], in case contro} plane witerfaces are trusted {e.g. physically
protected), there 1s 1o need o use protection.
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7.1.2 Implementation requiremenis

Whenever Psec ESP 18 required, then it shall be implemented according to REC 4303 {4] as profited by TS 33.21G [3].
For IPsec implementation, tunnel mode is mandatory to implement while transport mode is optional.

Whenever IKEV2 certificates based anthentication is reguired, then it shall be mnplemented according to TS 33.310 [5].
The certificates shall be wplemented according to the profile described by TS 33.310 [§]. IKEVZ shall be mplemented
conforming io the IKEV2 profile described in TS 33.310 [5].

7.1.3 QoS considerations

If the sender of [Psec traffic uses BiffServ Code Poruts (BSCPs) to distinguish different QoS classes, either by copying
DSCP frora the wmoer 1T header or direetly sctting the cucapsslating I header's DSCP, the resultug traffic may be
reordered to the pomnt where the recetvmg node's anti-replay check discands the packet. I different DSCPs are used on
the encapsulating IP header, then to avoid packet discard under one IKE SA and with the sarme set of traffic selectors,
distinct Child-SAs should be established for each of the waffic classes (using the DSCPs as classifiers) as specified in
REC 4301 [6].

$hain swer vgoatin ey AEeee § e
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N2 is the reference point between the AME and the 5G-AN. It is used, among other things, to carry NAS signalling
traffic between the UE and the AMF over 3GPP and non-3GPP accesses.

In order to protect the N2 reference pomt, o 18 required to implement 1Psec TSP and KLV certificates based
aunthentication as specitied m clavse 7.1.2. IPsec s mandatory to mmplement on the gNB. Un the core network side, a
SEG may be used to terminate the [Psec tunnel.

7.3 Security procedures on N3

N3 15 the reference point between the 5G-AN and UPH. 1t 15 used to carry user plane data from the UE to the UPE.

in order to protect the traffic on the N3 reference powmt, it 18 requited lo mplerment 1Psec ESP and JKEVZ certifieates
based authentication as specified in clause 7.1.2 with confidentiality, integrity and replay protection. IPsec 1s mandatory
o implement on the gNB. On the core network side, a SEG may be used to ternrinate the [Psec tunmel.

s,

QoS related aspects are further described in clause 7.1.3.

7.4 Security messages over N12

This subclause lists the security-related messages that are run over the N12 mterface between the AMFE and the AUSE.
The N12 interface 18 defined 1 TS 23.501 {21

In the present refease of this gpecification, the AMFE ¢ co-located with the SEAF.
The roessages Hsted Bere are used in procedures that are described i clase 6.

NOTE: The names of messages used here are specific o the present specification and roay be different in other
3GPP specifications.
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List of messages:
Auihentication Inttiation Request (3G-AIR):

This message sent from SEAF to AUSE 15 described in clause 6.1.2 of the present specification. The content
of this message s mdependernt of any authbentication method.

SG Authentication hutiation Answer {(5G-A{A):

This message sent from AUSE to SEAY 13 deseribed wn clause 6.1.3 of the present specification. This
message contains the first authentication message sent by the AUSF. The content of this message is hence
dependent on the authentication method selected by the AUSE.

For EAP-AKA', this message contains the EAP-Request/AKA'-Challenge, as described in clavse 6.1.3.1.

For EPS AKX A*, this message contains the EPS AKA™ anthentication vectox{s), as described in clause
6.132.

BAP-AKA' challenge respouse:

This ressage sent from SEAF to AUSF is deseribed wn clanse 6.1.3.1 of the present specification. 1t contains
the EAP-Response/AKA'-Challenge.

EAP-AK A’ Notification request:

This conditional message sent frors AUSE o SEAF is described in clause 6.1.3.1 of the present specification.
It contains the EAP- Request JAKA'- Motification,

EAP-AKA' Notification response:

[

This condiional message sent from SEAF 10 AUSFE ts described in clase 6.1.3.1 of the present specification.

{t contains the LAP-Response/AKA'- Notification.
EAP-AKA' Success:

This message sent from AUSF to SEAF is deseribed n clanse 6.1.3.1 of the present specification. It contains
the BAP-Success racssage. [t also contams the anchor key.

S5G Authentication Confirmation (53G-AC) message:
This message sent from SEAF o AUSE 15 deseribed 10 clanse 6.1.3.2 of the present specification

fone' s Nt 1eneg
OV 5 IO ey

7.5 Security messages over N13

This subclause hists the security-relaied messages that are run over the N13 interface between the AUSFE and the ARPF
mside the UDM. The N13 mterface is defimed TS 23.501 {21,

The messages listed here are used 10 proceduores that are desceibed in clagse 6.

NOTE: The names of messages used here are specific to the present specification and may be different 1w other
3GPP specifications.

List of messages:
Authentication Vector Request (AV-Req):

This message sent from AUSFE 10 ARPFE is deseribed 1n clause 6.1.3 of the present specification. For EAP-
AKA' the description of the content of AV-Reqg can be found in classe 6.1.3.1. For EPS AKA¥, the
description of the content of AV-Req can be found m clause 6.1.3.2.

Authentication Vector Response {AV-Resp):
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This message sent from ARPE to AUSF is described in clause 6.1.3 of the present specification. For EAP-
AKA the description of the coutent of AV-Resp can be found 1 clanse 6.1.3.1. For EPS AKA*, the
description of the content of AV-Resp can be found n clause 6.1.3.2.
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7.6 Secunty procedures on N14

7.7 Security procedures on Xn

Xun 15 the interface connecting 3G-RAN nodes. It is used to carry signalling and user plane data.

In order to protect the traffic on the Xn reference point, it is reguired to traplement IPsec ESP and IKEVZ certificates
based anthentication as specificd i clause 7.1.2 with confidentiality, integrity and replay protection.

{08 related aspects are further described m clanse 7.1.3.

8 Security Procedures between UE and 5G Access
Network Functions

8.1 Security negotiations

8.2 Security handling in state transitions
8.3 Security handling in mobility

8.4 Security handling in radio link failure

8.5 Dual Connectivity
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9 Security of Interworking
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10 Security Aspects of IMS Emergency Session
andling
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11 Security for non-3GPP access o the 5G Core
network

12 Security Procedures between Uk and external
data networks via the 5G Network

12.1.1  General

This clause specifies support for optional-to-use secondary authentication between the UE and an external data network
(DN

EAP shall be used for authentication between the UE and a DN-AAA server in the external data network. The SMF
shall perform the role of the CAP Authenticator. It relies on an external DMN-AAA server to authenticate and authorize
the VJE request for the establishment of a PDU sessions.

Between the UE and the SME, EAP messages arc sent in the SM NAS message. The SMF coranmunicates with the
external DMN-AAA over N4 and N6 via the UPE,

12.1.2 Procedure
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uE amF | S upF é Cause DR-ARA
{EAR Client) repooced {Authenticator} W Soocmosmanoacd {EAP Server]
——————— 1. Registration request—8e-
b 2. Primary Authentication B
3. NAS security
i ‘ ! e

established

4. BM NAS
{FDU Session Establishment
— Req, 5M PDU DN Request »
Container) 5. SM Fequest with FDU

Establishment Request

8. SMF obiains subscription
information from UDM and ifies
UE’s request is compliant

EAP-Response/

Continue with PDU Session
establishment request procedurs
{cf. 4.3.2.2 TS 23.502)

153, N4 Session
Moditication Request

156, N4 Session
-¢— Modification —
Response

16. 51 Request Ack w/
-«PDU Establishment Accept
EAP Success

17. PDU Establishment
g Accept, ——
EAF Success

Steps as in
& Figure 4.3.2.2.1-1 >
of TS 23.502

Figure 12.1.2-1 EAP Authentication with an external AAA server
The following procedure 13 based on clauses 4.3.2.2.1 and 4.3.2.3 i TS 23.502[81.

{-3 The NG-UE registers with the network perforrming primary authentication with AUSF/ ARPFE based on its
network access credentials and establishes a NAS security context with the AME.
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4. The UE shall initiaic establishment of a new PDU Session by sending a SM NAS message containing a PDU
Session Establishment Request. The UE 1nclades the service 1t would like to obtain (denufied by S-NISAD and
the PN it would tike to connect to Gidentified by DNN).

The NAS message may contain SM PDU DN Request Container contaiming information for the PDU session
authorization by the external DN,

n

. The AMF selects an SMF and sends a “SM Reguest” message with SM NAS as one of its payload. It alse
forwards the Permanent User TD and the received S-NSSAT DNRL

G. The SMF obtains subscrption data from UDM for the given Perrnanent User 1D ohtained from AME m step 5.
The SME checks whether the UE regquest is comphant with the user subscription and with local policies. If not,
the SMF will reject UE's reguest via SM-NAS signaling and skip rest of the procedure.

7. 'the SMF shall trigger EAP Authentication to obtain authorization from an external DN-AAA server.

#. The SMF shall send an EAP Request/Identity message to the UE.

9. The UE sends an EAP Response/Identity message. The UE mcludes its DN-specific identity complying with
Network Access Identifier (NAT) forraat.

NOTE: Steps 8 and 0 are optional. Vo avoid this additonal rovmd-tap, the secondary apthentication identty may be
sent in step 4.

10. The SMF selects a UPF and mitiates a N4 Session establishment procedure with it. The SM PDU DN Reguest
Container, if provided by the UE, is forwarded to the UPE, which further relays it to the DN.

NOTE: Clause 4.3.2.3 in TS 23.502 [8] describes the transport mechanisra for delivery of EAP messages between
the UE aud the external AAA server.

This establishes an end-to-end connection between the SMF and the external DN-AAA server for EAP exchange.
11. The UPF shall forward the HEAP Response/Identity message to the DN AAA Server.

12. The DN AAA server and the UL shall exchange DAP messages as required by the EAP method.

13, After the completion of the authentication procedure, DN AAA server sends EAP Svccess message to the SME.
14, This completes the authentication procedure at the SME,

if the authorization is successful, PDU Session Establishient proceeds further starting step 6a of Figure 43.2.2.1-1
in TS 23.502 [8].

15a-15b. The SMF inittates a N4 Session Modification procedure with the selected UPF as i steps 9.z and 8.b of
Fig4.3.2.2.1-1 1 TS 23,502 8]

16. The SMF sends “SM Request Ack” 1o AMF as in step 10 of Fig, 4.3.2.2.1-1 m T8 23.502[8]. This message shall
include EAP Success to be sent to the UE within the NAS SM “PDU session establishment accept”.

17. The AMF forwards NAS SM “PDU session establishment accept” along with EAP Success to the UE as
described in steps 11 and step 12 of Figure 4.3.2.2.1-1 in TS 23.502{8].

The UE-requested PDU Session Establishment proceeds further as described in clause 4.3.2.3 1n TS 23.502{8].

In case of a Home Routed deployment, 1t 1s the SME i the HPLMN that shall take the role of the authenticator.

Annex A (normative):
Key derivation functions
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Annex B (informative):
Using additional EAP methods for primary authentication

B.1 introduction

The present annex describes the usage of additional EAT methods for primasry asthentication within 56 systemm. Annex
% 18 provided as an cxample on how the 5G apthentication framework for primary authentication can be applicd to other
EAP methods than EAP AKA' The additional EAP methods are assumed fo be used in special use cases, such as in
private networks or with ToT devices i isolated deployment scenanos as specified w TS 22.261 [y

B.2 Primary authentication and key agreement

B.2.1 Security Procedures with EAP TLS
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Annex <X> (informative):
Change history

Change history

Diate Meeting 1 FDog GR O Rev iGat [ Sublecyomment New
version
03-2017 | SA3#86b | S3-170964 $3-170904 implemented 0.1.0
05-2017 | SA3#37 | S3-171524 S3-171491, 492, 493, 485 496, 497, 499, 545 501, 502, 503, 504, 0.2.0
505, 506 implemenied
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