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[0001] 

C&B Ref. No.: 4015-10071 
Client Ref. No.: P72588-US1 

ENABLING SUBSCRIPTION IDENTIFIER PRIVACY 

TECHNICAL FIELD 

Embodiments of the present disclosure generally relate to the field of wireless 

communication network security, and more particularly to ensuring that a subscription identifier 

of a user equipment can be communicated securely within the wireless communication network. 

BACKGROUND 

[0002] It is important to maintain the confidentiality of a user equipment's (UE's) long-term 

subscription identifier (e.g., an IMSI (International Mobile Subscriber Identity)). Early generation 

3GPP systems (e.g., 4G/LTE, 3G/UMTS, 2G/GSM) included a partial mechanism for long-term 

subscription identifier confidentiality using one or more short-term subscription identifiers. GUTI 

(Globally Unique Temporary ID) and C-RNTI (Cell-Radio Network Temporary Identifier) are 

examples of short-term subscription identifiers in 4G/LTE systems. However, the legacy partial 

mechanism may expose the long-term subscription identifier in clear text over the air interface. 

For example, so-called "IMSI catchers" could simply ask the long-term identifier from the UE, 

e.g., using identifier request/response messages. 

DETAILED DESCRIPTION 

[0003] Figure 0 illustrates an example wireless communication network that includes a UE, 

a serving network, and a home network. The UE and home network are both communicatively 

connected to, and exchange signals with each other via, the serving network. The UE is 

configured with a subscription identifier identifying a subscription supported by the home 

network, and accesses the home network using the serving network. 

1 

Ericsson Ex 2004 p.3 of 69 
Lenovo (US) Inc. v. Telefonaktiebolaget LM Ericsson 

IPR2024-00702



C&B Ref. No.: 4015-10071 
Client Ref. No.: P72588-US1 

USER EQU!Plil1ENT 

FIG. 0 
[0004] Typical examples of the UE include a mobile equipment (ME), mobile terminal, 

smartphone, personal computer, a laptop computer, a desktop computer, a workstation, a tablet 

computer, a wearable computer, and/or a smart appliance. According to particular 

embodiments of the UE, the UE may comprise a general memory storage as part of an ME, and 

a tamper resistant secure hardware component providing secure storage, such as a 5G-USIM 

(Universal Subscriber Identity Module), a UICC (Universal Integrated Circuit Card) and/or other 

secure storage device. According to such embodiments, any of the capabilities attributed to the 

UE, generally, may be performed using the tamper resistant secure hardware component of the 

UE. 

[0005] The serving network includes one or more physical devices and/or signaling 

mediums capable of exchanging communication signals with the UE and the home network. In 

particular, the serving network may include hardware that provides one or more: access points 

(e.g., a base station, eNodeB, femtocell, and/or wireless access point), access networks, 

authentication servers, Access and Mobility management Functions (AMFs), Security Anchor 

Functions (SEAFs), Authentication Server Functions (AUSFs), and/or any combination thereof 

(not shown). In particular, an authentication server may provide one or more AMFs, SEAFs 

AUSFs, and/or any combination thereof. Particular of these network entities will be discussed in 

further detail below. 
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C&B Ref. No.: 4015-10071 
Client Ref. No.: P72588-US1 

The home network includes one or more physical devices and/or signaling mediums 

capable of exchanging communication signals with the UE via the serving network. In 

particular, the home network may include one or more: de-concealing servers, authentication 

servers (e.g., as described above), key provisioning servers, Subscription Identifier De­

concealing Functions (SIDFs), Privacy Key Provisioning Functions (PKPFs), Unified Data 

Management (UDM) and/or any combination thereof (not shown). In particular, a de-concealing 

server may provide one or more SIDFs, PKPFs, and/or any combination thereof. Particular of 

these network entities will also be discussed in further detail below. 

[0007] Examples of the serving and/or home network include (but are not limited to) one or 

more: local area networks, wireless networks; cellular networks; Internet Protocol-based 

networks; Ethernet networks; optical networks; and/or circuit switched networks. Such networks 

may comprise any number of networking devices such as routers, gateways, switches, hubs, 

firewalls, and the like (not shown) supporting the exchange of such communication signals. 

[0008] Although Figure O illustrates separate serving and home networks, in some 

embodiments of the present disclosure, the home network is the serving network. Further, 

although examples of particular functions in either the home network or the serving network 

were specified above, those particular functions may be in the other of the home network or 

serving network according to particular embodiments. Further still, although only one UE is 

illustrated in Figure 0, the serving and home networks may support a plurality of UEs, according 

to particular embodiments. 

[0009] One example way to maintain the confidentiality of a UE's long-term subscription 

identifier is to protect the long-term subscription identifier using the home network public key. 

The home network public key may provisioned within the UE without a certificate, such that a 

global public key infrastructure (PKI) or certificate authority (CA) is not required (i.e., because 

the technique is used asymmetrically between the UE and a function in the home network). In 
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such an example, the UE may be expected to encrypt the long-term subscription identifier, when 

transmitted towards the home network, using the home network public key. 

[0010] Figure 1 illustrates one such particular example in which the UE encrypts its long-

term subscription identifier as part of an attachment procedure. According to the example of 

Figure 1, the UE encrypts its IMSI, leaving its MCC (Mobile Country Code) and MNC (Mobile 

Network Code) parts in clear-text, and sends an Attach Request to the serving network with the 

encrypted IMSI as its identifier (step 1). The serving network identifies the UE's home network 

using clear-text MCC/MNC and requests authentication information from the UE's home network 

using the encrypted IMSI as the UE's identifier (step 2). The home network decrypts the IMSI 

from the encrypted IMSI and fetches the corresponding authentication information. In response 

to the authentication information request, the home network sends the UE's authentication 

information along with the clear-text IMSI to the serving network (step 3). The serving network 

performs an authentication procedure with the UE to authenticate the UE (step 4). If the 

authentication procedure succeeds, the serving network sends an Attach Accept message to 

the UE (step 5) . 

I 1.JE i 
...................... • ................ : 

I.serving net,:vork.1 Home ne~:vork 

(Encrypted H-,fSI) 

3. Auth. Info. A.n:;;wer 

4. Arnhen!kation ~ f"'8J! ·············································· ► 
(Autk lnfo .. E,[SI) 

FIG.1 

[0011] In such an approach, the home network public key may be pre-provisioned in a 

USIM and/or may be provisioned using an OTA (Over-the-Air) provisioning procedure. Although 

the approach illustrated in Figure 1 does protect the long-term subscription identifier in at least 
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some embodiments, some such embodiments may include one or more deficiencies. For 

example, the approach illustrated in Figure 1 may be frustrated by legacy USIMs that cannot be 

feasibly changed, certain home operators that may not support OTA provisioning, and/or USIMs 

that may not be updatable (e.g., due to technical limitations, lack of storage space, or other 

limitations). 

[0012] Various embodiments of the present disclosure provide alternatives to at least some 

aspects of the particular embodiment illustrated in Figure 1. Particular embodiments enable the 

public key of the home network to be provisioned (e.g., newly or refreshed) and stored in the 

UE, such that the UE is able to encrypt its subscription identifier with this public key. Moreover, 

in particular embodiments, the core network (such as a 5GC (5G core) network) triggers the 

provisioning of the home network public key over existing traffic procedures defined by 3GPP 

(e.g., registration/authentication signaling) without the need to rely on additional infrastructure 

and out-of-band procedures such as performing an OTA update procedure. 

[0013] Although various embodiments herein will describe certain features or actions 

performed by a UE, it should not be presumed that such features or actions are performed by 

any particular component of the UE unless otherwise specified. For example, such functions 

may or may not be performed by a UICC, USIM, or other circuitry and/or software of the UE, 

depending on the particular embodiment. 

[0014] Particular embodiments include a Subscription Permanent Identifier (SUPI). A 

SUPI is a clear-text, globally unique, 5G, permanent identifier allocated to each subscriber in 

a 5G system. The SUPI may be IMSl-based or non-lMSI based. Embodiments that include 

an IMSl-based SUPI may use the IMSI as described in 3GPP TS 23.003, for example. 

Embodiments that include a non-lMSI based SUPI may be based on a Network Access 

Identifier (NAI) according to the NAI IETF RFC 4282 based user identification described in 

3GPP TS 23.003. In some embodiments, the the SUPI contains the address of the home 

network (e.g. the MCC and MNC in the case of an IMSI based SUPI). Such embodiments 
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may enable certain roaming scenarios, e.g., by providing the serving network with information 

useful for identifying the UE's home network. 

[0015] Particular embodiments additionally or alternatively include a Subscription 

Concealed Identifier (SUCI), such as illustrated in the example of Figure 2. A SUCI is a 

protected version of a SUPI. The SUCI includes a clear-text part and an encrypted part. 

[0016] 

I P: ,<..,!,r k,,,,,. i,-<,,-n1ifi,:<r 1 L ' ~-~:l-•,h ... • ~ ............ y i~~ ....... , \~ .......... , ~ 

: Sc!1;~rr'H'1 rf.:!ated pmarneters, : 
i e.g. ephernera! pubHc h:ey of 1 

~ Uifi LJ E: ftJr E:Cl ES ~ 

ider1tifier 

FIG. 2 

,... t . rt t:.ncr·yp ea pa~ 

The clear-text part includes a home network identifier that identifies the home 

network of the UE. For example, the SUCI may include an MCC and MNC of the home 

network. The clear-text part may also include a public key identifier, an encryption scheme 

identifier, and/or scheme related parameters useful for decrypting the encrypted part of the 

SUCI according to an encryption scheme, such as an ephemeral public key of the UE or other 

parameters for use in Elliptic Curve Integrated Encryption Scheme (ECIES) or other 

encryption scheme. As will be discussed below, the public key identifier is an identifier that 

may be used within the home network to identify the correct SIDF (Subscription Identifier De­

concealing Function) in a home network that includes a plurality of SI DFs. The ECI ES, the 

public key identifier, and SIDFs will be described in greater detail below. 

[0017] When the encrypted part is included in the SUCI, the SUCI is a protected version of 

SUPI. The encrypted part includes an encrypted subscription identifier, such as an MSIN 
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(Mobile Subscription Identification Number) or username. Thus, decrypting the encrypted part 

of the SUPI may be performed to learn the corresponding SUPI. ECIES is an example of a 

public key encryption scheme that may be used to generate a SUCI from a SUPI and/or a SUPI 

from a SUCI. As will be discussed further below, the encrypted part of the SUCI may use a 

null encryption scheme, e.g., if the UE has not been provisioned with the public key of the 

home network. 

[0018] A SI OF is a function located in the home network that is responsible for decrypting 

the SUCI. Particularly in 5G architecture, a SI OF may be co-located in UDM (Unified Data 

Management). Additionally or alternatively, a SIDF may be an entity separate from UDM 

and/or co-located with an AUSF (Authentication Server Function). 

[0019] Figure 3 illustrates an example of a privacy key. This particular example of the 

privacy key includes a public key of the home network. In some embodiments, the privacy 

key also includes one or more public key scheme related parameters, the long-term 

subscription identifier, a subject field indicating a network, domain, or context to which the 

privacy key pertains (e.g., the subject may be a home network identifier, such as an 

MCC/MNC), a public key scheme identifier, public key scheme related domain specific values 

(e.g. values for the elliptic curve domain in case of ECIES scheme), the public key identifier as 

will be discussed in greater detail below, validity times indicating specifying when the privacy 

key is valid (e.g., not valid before and/or not valid after times), a key usage field indicating one 

or more ways the key may be used (e.g., subscription identifier privacy, slice selection 

privacy, etc.), and/or a digital signature calculated over some or all of the privacy key. 
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C&B Ref. No.: 4015-10071 
Client Ref. No.: P72588-US1 

In particular, the key usage field may be set to indicate that the key is useful for 

"subscription privacy," in accordance with embodiments of the present disclosure. Uses of the 

privacy that are beyond the scope of the present disclosure may additionally or alternatively 

indicate other uses for the privacy key. For example, the private key may be used for 

"Network Slice Selection Assistance Information (NSSAI) privacy" purposes instead of, or in 

addition to, "subscription privacy" purposes. Indeed, such other purposes may include similar 

methods, devices, and systems in the UE and/or in the home network for initial provisioning, 

refresh, and other features as described herein. Although one privacy key may, in some 

embodiments, indicate multiple usages, other embodiments may include respective privacy 

keys for respective usages, the key usage field of each privacy key indicating a single key 

usage (e.g., one of the privacy keys may indicate "subscription privacy" and the other may 

indicated "NSSAI privacy"). The key usage field may be formatted as an integer, one or more 
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enumerated values, an alphanumeric string, a bit string, a delimited string, and/or an array of 

any of the above-mentioned formats, among other things. 

[0021] A 3GPP public key privacy scheme (3GPK schemes) is a standardized public key 

scheme that a UE may support for interoperability between the UE and, e.g., a mobile 

operator. In absence of a standardized scheme, UE vendors would likely need to coordinate 

with such operators to implement privacy mechanisms. According to particular embodiments, 

the UE should support whichever schemes are allowed and/or standardized so that the home 

network is able to freely choose a scheme without creating any interoperability difficulties. 

One such scheme in particular is, for example, ECI ES. Particular schemes may be adopted by 

as standard, and given an identifier (also called a "register") for interoperability. For each 

such scheme, any specific algorithms that need to be supported may also be specified. For 

example, in the case of ECI ES, key agreement (KA), key derivation (KO) function (KDF), 

symmetric integrity, and symmetric encryption may be specified. One or more parameters 

relating to such a scheme, as well as (in one or more cases) their potential static values may 

also be specified. For example, in ECIES, elliptic curve domain parameters ( p, a, b, G, n, 

h ) for a curve over a prime field and/or ( m , f ( x) , a , b , G , n , h ) for a curve over a binary 

field may be specified. 

[0022] Figure 4 illustrates an example 3GPK scheme. Each scheme adopted as standard 

may be assigned a specific identifier. For example, the null-scheme may be assigned a 0, 

ECIES may be assigned a 1, and so on. Other embodiments may format the scheme 

identifier in other ways, including but not limited to one or more integers, numeric strings, 

alphanumeric strings, bit strings, and/or other data types. 
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[0023] 

Scheme identifier: e.g. O 
(null-scheme), 1 (ECIES), 

etc 

Scheme specific 
algorithms: e.g. KA, KDF, 

symmetric integrity 
algorithm, symmetric 
encrvotion alaorithm 

Public key scheme related 
parameters and their 

static values 

FIG.4 

C&B Ref. No.: 4015-10071 
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According to embodiments herein, the UE registers with the wireless communication 

network according to a registration procedure, such as the example registration procedure 

illustrated in Figure 5. According to the example registration procedure illustrated in Figure 5, 

the UE uses a public key of the home network to conceal a long-term subscription identifier. 

Although one or more particular interfaces illustrated in Figure 5, such as those specified by an 

N followed by a numerical designation (e.g., N1, N12, N13), are in accordance with 3GPP TS 

23.501, the signaling performed over such interfaces as described herein, as well as other of 

the interfaces themselves (e.g., Nxx), are not known or described in any known art. 
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SID 

I (5. Routing decision) I 

6. <Nxx message> [SUCI] 

7. <Nxx message> [SUP!] -

8. Authentication 

9. <N12 message> [SUP!] 
' 

10. <N1 message "Reg Accept"> 

FIG. 5 

According to the example of Figure 5, the UE includes a temporary identifier (e.g., 

a 5G-GUTI) in a registration request and sends the registration request to an AMF/SEAF (step 

1). The AMF/SEAF, failing to recognize the 5G-GUTI, transmits an identifier request message 

to the UE to request the UE's identifier (step 2). The UE responds to the identifier request 

message with an identifier response message comprising a SUCI (step 3). The AMF/SEAF 

requests authentication of the UE from the AUSF in the home network, and includes the SUCI 

in the authentication request (step 4). The AUSF uses information encoded in the SUCI to 

determine which of a plurality of SIDFs to use to decrypt at least part of the SUCI (step 5). In 

particular, the AUSF may use the public key identifier carried in the SUCI (or otherwise 

present in the authentication request message) to identify the correct SIDF. In some 

embodiments, the AUSF may additionally or alternatively use the scheme identifier to identify 

the correct SIDF. In other words, different SIDFs may handle different encryption schemes 
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(e.g., a first SIDF may handle ECIES and a second SIDF may handle RSA), and the AUSF 

may choose an appropriate SIDF based on which scheme is identified by the SUCI. 

[0025] Embodiments of the present disclosure may include multiple SI DFs to avoid having 

a single point of failure for networks having a large number of subscribers, for example. 

Consequently, distributed SIDF deployments may be advantageous to improve the fault 

tolerance, load balancing, and/or overall capacity of the network. Additionally or alternatively, 

different SDIF instances may be deployed to handle different sets of home network public 

keys. Accordingly, the public key identifier in the SUCI may be used to select the proper SDIF 

instance(s), according to one or more embodiments herein. Alternatively, in particular 

embodiments that only have one SIDF deployed, the public key identifier may be omitted from 

the SUCI. 

[0026] The AUSF sends the SUCI to the selected SIDF (step 6). If the SIDF is co-located 

in UDM (such that the Nxx message is a N13 message, for example), then the same message 

may be used to request an authentication vector or authentication credentials from the UDM. 

The SIDF decrypts the SUCI to obtain a corresponding SUPI, and returns the SUPI to the 

AUSF (step 7). If the SIDF is co-located in UDM, then the same message may be used to 

return authentication vector/credentials to AUSF. 

[0027] AUSF and UE exchange authentication messages using authentication 

vectors/credentials received from UDM (step 8). If the AUSF has not already received the 

required authentication vector/credentials from UDM (e.g., in step 7 discussed above), the 

AUSF may request authentication vector/credentials from UDM before initiating authentication 

with the UE (not shown). Alternatively, the AUSF may have delegated the authentication to 

SEAF. In such embodiments, the AUSF may simply forward the SUPI to the SEAF in this 

step, and rely on the SEAF to perform the authentication in the next step. 
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Continuing with the example in which the AUSF successfully authenticates the UE, 

the AUSF returns the SUPI to the AMF/SEAF (step 9). The AMF/SEAF accepts the 

registration of the U E and transmits a registration acceptance message to the U E (step 10). 

[0029] As briefly discussed above, particular features of the U E may be performed by a 

tamper resistant secure hardware component of the UE. Figure 6 illustrates a particular 

example in which a 5G-USIM/UICC of an ME generates the SUCI. Although this particular 

example uses the term 5G-USIM/UICC, this term should not be considered as limiting with 

respect to any version or vendor of USIM or UICC technology, nor should this term be 

considered as limiting with respect to any generation of mobile network, e.g., 2G/3G/4G/5G. 

[0030] 

correct r~rivac:-:-" key ba$ed on Tlrne. 
encrypts the :SljP~. and returns 
enC:t)t}ted SUP! an<} :P}{ ~[} to the h/E. 

FIG. 6 

According to the example of Figure 6, the ME requests a SUCI (step 1). In some 

such embodiments, this SUCI request may include the time. In other such embodiments, the 

request may simply be a read operation from the U ICC. According to such embodiments in 

which there are multiple home network public keys, the 5G-USIM/UICC chooses the correct 

corresponding privacy key (e.g., based on the time), and generates the SUCI using the selected 
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privacy key (step 2). Alternatively, if such embodiments in which there is only one privacy key, 

the 5G-USIM/UICC simply uses that privacy key. The 5G-USIM/UICC then returns the SUCI to 

the ME (step 3). 

[0031] Figure 7 illustrates an example in which the 5G-USIM/UICC does not have a 

privacy key, or does not support the feature. 

-
u:cc 

FIG. 7 

[0032] According to the example of Figure 7, the ME requests a SUCI with a request 

(which may include the time, in some embodiments) in similar fashion as described above 

with respect to Figure 6. In this example, however, the 5G-USIM/UICC does not have privacy 

key or does not recognize the command because it does support the feature (step 2). 

Accordingly, the 5G-USIM/UICC returns an error message (or empty data) to the ME (step 3). 

[0033] Alternatively to the example of Figure 7, the ME may know that 5G-USIM/UICC does 

not have privacy key or does not support privacy key by other means, according to particular 

embodiments. For example, the ME may obtain the version and or vendor information of 5G­

USIM/UICC and determine, based on this information, that a privacy key is not supported or 
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present. As another example, the ME may determine that a privacy key is not supported or 

present in 5G-USIM/UICC based on some other response message from the 5G-USIM/UICC. 

[0034] Figure 8 illustrates an example in which the ME generates the SUCI, but the 

privacy key itself is stored in the 5G-USIM/UICC. 

[0035] 

I 
_______________ i_ . __ R eq~ HN~Pf{ _ (Tkne) ________ -" I 

.:-! . t:l[~ :;ton~s H~i~ pd,,•;.H~Y ~:~~y ln non~­
\/Oiat\!€ rn€n-1tJ:t'/ of the f,JE. 

5. f··./1:E generates the Si.JC! b~~sed (}n 
the prht"ac:y kej'. 

FIG. 8 

l 

According to the example of Figure 8, the ME has no privacy key and requests one 

from the 5G-USIM/UICC (step 1). In some embodiments, the request includes the time. In other 

embodiments, the request is a direct read operation from the 5G-USIM/UICC memory. The 5G­

USIM/UICC then chooses the privacy key (e.g., based on time, if provided in the request) (step 

2). The 5G-USIM/UICC returns the privacy key to the ME (step 3). At this point, the ME may, in 

some embodiments (but not necessarily all embodiments) store the privacy key and/or the SUPI 

to a non-volatile memory of the ME (step 4). The ME then generates the SUCI based on the 

SUPI and the privacy key (step 5). 
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Figure 9 illustrates an example in which the ME gets notified if the privacy key is 

updated in the 5G-USIM/UICC. In this scenario, the ME subscribes to changes in the privacy 

keys, and gets notifications when updates are available. This scenario assumes that the ME 

stores the privacy key or asks the 5G-USIM/UICC for the privacy key as needed to obtain the 

latest privacy key. 

[0037] 

4 .. ~~ot~fy{SLJPL pr~vacy 
;~ey(s)} 

6. PAE :s::i(~res th€ ~)fiv·;:H?/ k~~•" 
in ncn~"./Oi~~rne rnetnori. :fviE 
n1ay :'i?p!ace ~;x.istlng 
P~{~data if t~l1CC.ttviNC/t\l1SlD 
h the c-:~d PK~data are 

FIG. 9 

• 

3. Update {SUP!. vivacy 

According to the example of Figure 9, the ME sends a request to the 5G-USIM/UICC 

requesting to subscribe to privacy key updates (step 1). The request may, in some 

embodiments, include a SUPI. The 5G-USIM/UICC accepts the subscription and transmits an 

acknowledgement to the ME in response (step 2). When the home network updates the privacy 

key(s) or delivers one or more new ones to the 5G-USIM/UICC (step 3), the 5G-USIM/UICC 

notifies the ME that one or more new privacy keys are available (step 4). Although Figure 9 

depicts the notification message including the privacy key, according to other embodiments, the 

ME may alternatively read the key from the 5G-USIM/UICC based on the notification. The ME 
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acknowledges the notification (step 5). The ME then stores the new privacy key(s) to the non-

volatile memory of the ME (step 6). 

[0038] Figure 10 illustrates an example in which the UE is powered on, and the ME 

detects that the 5G-USIM/UICC has been replaced (e.g., with a different 5G-USIM/UICC, or 

simply removed and reinserted, according to various embodiments). Although particular 

embodiments may treat replacement with a different 5G-USIM/UICC the same as a removal 

and reinsertion (e.g., for security reasons), other embodiments may respond differently based 

on which of these two scenarios is detected. 

[0039] 

I 
the sarne as it previous!y­
":!lt/fiS, The tv~E rern(}\lE.:d the 

FIG.10 

According to the example of Figure 10, the UE is powered on (step 1). The ME 

sends a message to the SG-USIM/UICC (step 2) and the 5G-USIM/UICC responds in a manner 

that is inconsistent with when the UE was previously powered on (step 3). For example, the 

response message may include a different SUPI than any previously seen by the ME. 

[0040] The ME determines that the 5G-USIM/UICC has been replaced (step 4). For 

example, the SG-USIM/UICC may be different in some way from the previous time when the 
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UE was powered on, indicating that the 5G-USIM/UICC has been replaced with a different 

one. Alternatively, the ME may detect that the 5G-USIM/UICC has been replaced using non­

volatile memory that is updated by a mechanical, electrical, or software mechanism, such as 

an optical sensor, switch, weight sensor, pressure sensor, and/or electrical circuitry that is 

triggered when 5G-USIM/UICC is removed and/or inserted, e.g., regardless of whether the 

same 5G-USIM/UICC or a different one has been removed and reinserted. 

[0041] The ME removes the privacy key it had previously stored from the non-volatile 

memory (if there is one). Additionally or alternatively, if the ME stored the SUPI of the old 5G­

USIM/UICC with the privacy key to its memory, the ME may decide to remove the privacy key 

from the non-volatile memory based on a comparison of the SUPI returned by the new 5G­

USIM/UICC with the SUPI stored with the old privacy key. 

[0042] Particular embodiments described above describe ways in which the devices within a 

wireless communication system may securely exchange a subscription identifier, including the 

generation and use of particular data structures and corresponding encryption/decryption 

schemes. In particular, embodiments described above allow for this secure exchange to be 

performed as part of registering the UE with the wireless communication network. Many such 

embodiments presume that the UE is provisioned with a valid privacy key. 

[0043] To ensure that the UE does, in fact, have a valid privacy key, further embodiments of 

the present disclosure describe ways in which to provision the UE. Particular embodiments 

relating to provisioning may include Privacy Key Verification Data (MAC-P). As shown in the 

example of Figure 11, a MAC-P includes a message authentication code (MAC). The MAC is 

calculated based on the privacy key and a provisioning key (which will be explained in greater 

detail below). For example, the MAC may be calculated over the various fields of the privacy 

key, including but not limited to the home network public key and its related parameters as 

described above, in combination with the provisioning key. 
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The MAC-P may, according to some embodiments, also include a provisioning key 

identifier (e.g. a RAND) and/or an integrity protection algorithm identifier. According to some 

embodiments in which the MAC-P does not include the integrity protection algorithm identifier, 

the integrity protection algorithm to be used may be identified separately from the MAC-P, or a 

predefined Key Derivation Function (KDF) KDF such as, e.g., HMAC-SHA-256 may be used. 

The MAC-P may additionally or alternatively include a counter field, which may be used to 

identify the MAC-P from a plurality of MAC-Ps (e.g., in cases where more than one MAC-Pis 

calculated using the same provisioning key). The relationship between the privacy key (e.g., 

as shown in Figure 3) and the MAC-P (e.g., as shown in Figure 11) is further explained below 

with respect to Figure 14. 

[0045] The provisioning key is a secret shared between the UE and a PKPF, which is 

described in further detail below. The provisioning key is UE-specific. In some embodiments, 

the provisioning key may be derived from the home network master key that is created when the 

UE authenticates with the network. In some such embodiments, the AUSF may have the home 

network master key. Further, a new home network master key may be created when the U E re­

authenticates. 

[0046] According to one example, the provisioning key may be created from a CK 

(Confidentiality Key), IK (Integrity Key) (e.g., by applying a KDF such as HMAC-SHA-256 or 

other secure one-way hash function, such as SHA-256). As the same home network master 
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key may be used to derive numerous keys, embodiments of the present disclosure use at least 

one further standard parameter in combination with the home network master key as input for 

deriving the provisioning key. For example, when standard KDF is used, the FC (Function 

Code) may be used as an input (e.g., as specified in TS 33.220) to produce a provisioning key 

that is distinguishable from other keys produced using the home network master key. 

[0047] According to another example, the provisioning key may be a key which is same as, 

or derived from, an ephemeral shared key that is shared between the SIDF and the UE, 

particularly when the encryption scheme used is a hybrid public key scheme such as ECIES. 

For example, ECIES uses a public key mechanism (e.g., Diffie-Hellman) for key agreement that 

results in a shared key, which is ephemeral, between the SIDF and the UE. That ephemeral 

shared key, for security purposes, is generally processed further through a key derivation 

function (e.g., SHA-256) to derive yet other derived shared keys between the SIDF and the UE 

(e.g., encryption key and MAC key in ECIES). One of these other derived shared keys is 

generally used for encryption and is called the ephemeral encryption key. As applied to 

embodiments of the present disclosure, one of these other derived shared keys may be used, 

e.g., to generate a SUCI from a SUPI. Further, in some embodiments, another of the derived 

shared keys (e.g., MAC key in ECIES), a new one further derived from one of the derived 

shared keys, or yet another key derived from the ephemeral shared key, may be used as the 

provisioning key. In some embodiments in which the SIDF has, or is able to obtain/derive the 

provisioning key, the SIDF may also calculate the MAC or MAC-P. 

[0048] A PKPF is a function located in the home network that is responsible for 

provisioning the privacy key. According to particular embodiments, the PKPF may be co­

located with the AUSF, and particularly in at least some embodiments in which the 

provisioning key is derived from the home network master key that is created based on 

primary authentication between UE and the network. In other embodiments, the PKPF may be 

collocated with other 5GC entities, such as UDM. According to yet other embodiments, the 
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PKPF is its own separate entity. In some embodiments, the SIDF and PKPF are implemented 

together as a single function, and there is no need to transfer the provisioning key. In some 

other embodiments, the PKPF may obtain the provisioning key from the SIDF. The PKPF may 

also obtain the MAC/MAC-P from the SIDF. 

[0049] Figure 12 illustrates an example UE Registration process in which the UE has no 

valid privacy key. For example, the end-user may have inserted a new USIM/UICC into the 

UE, and this new USIM/UICC does not contain a privacy key. 

E I AMF/ I I AUSF/ I SID 
SEAF PKPF 

1. <N1 message Reg Req> 
~ 

2. <N12 message> -
[SUCI, "missing privacy key"] : 3. <Nxx message> 

[SUCI, "missing privacy key"] 
[SUCI, "missing privacy key"] 

4. <Nxx message> 
~ 

~ 

I 

[SUP!, Privacy key(s)] 

5. Authentication 

I 6. MAC-P calculation I 

~ 
7. <N12 message> 

8. <N1 message "Reg Accept"> 
~ [SUP!, Privacy kcy(s), MAC-P] 

~ [Privacy key(s), MAC-P] 

~ 
(9. <N1 message "Detach">) 

~ 

~ -

FIG 12 

[0050] According to the example illustrated in Figure 12, the UE sends a Registration 

request to an AMF/SEAF, including a SUCI in the request (step 1). Because the UE initially 

has no privacy key in this scenario, the UE uses a null-scheme or null-encryption method to 

create the SUCI. Further, because the UE has no privacy key that would indicate the null­

scheme or null-encryption method (which the home network may be free to choose, according 

to embodiments), an explicit or implicit indicator that the actual privacy key is missing from the 
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UE may be used, according to particular embodiments. For example, as discussed above, 

the SUCI may use a null encryption scheme for the encrypted part, which may implicitly signal 

that the privacy key is missing. Alternatively, a "missing privacy key" indicator may be, e.g., a 

standardized or well-known public key identifier value, a flag and/or a message type indicator 

(e.g., a registration request of type "privacy provisioning" or "pre initial registration"). 

[0051] The AMF/SEAF, having received the registration request, requests UE 

authentication from the AUSF/PKPF (step 2). The AUSF sends the SUCI (and the "missing 

privacy key" indicator, if one was included in the authentication request) to an SIDF (step 3). 

According to embodiments in which the SIDF is co-located in UDM (e.g., the Nxx message is 

a N 13 message), then the same message may be used to request an authentication 

vector/credentials from the U DM. 

[0052] The SIDF sees that the SUCI is in cleartext, and that the UE is missing a privacy 

key. According to this example, the SIDF has a local policy that all SUCls must be protected 

using ECIES. Accordingly, the SIDF returns a SUPI to the AUSF, together with a request to 

provision the ECIES privacy key to the UE (step 4). In some embodiments, the response 

includes multiple privacy keys to be provisioned to the UE. According to embodiments in 

which the SIDF is co-located in UDM, then the same message may be used to return the 

authentication vector/credentials to the AUSF. 

[0053] According to embodiments in which the AUSF has not received the authentication 

vector/credentials from UDM already, the AUSF may request said authentication 

vector/credentials from UDM before initiating the authentication with the UE (not shown). 

Alternatively, according to embodiments in which the AUSF has received the authentication 

vector/credentials from UDM already, the AUSF and UE exchange authentication messages 

using said authentication vectors/credentials (step 5). Alternatively, the AUSF may have 

delegated the authentication to the AMF/SEAF. 
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According to this example, a PKPF is co-located with the AUSF. Consequently, 

upon successful authentication, the AUSF/PKPF creates a provisioning key that may be used 

to protect the privacy key provisioning message to the UE, i.e., without the need to exchange 

signaling to transfer the provisioning key. According to other embodiments in which the AUSF 

and PKPF are not co-located, the AUSF may request that the provisioning key be generated 

by the PKPF and the PKPF may transfer the provisioning key to the AUSF in response (not 

shown). 

[0055] The AUSF/PKPF protects the privacy key(s) (received from SI DF in step 4) with the 

provisioning key by calculating a MAC (e.g., as described above with respect to Figure 11) 

and constructing MAC-P (step 6). In some embodiments, the privacy key may also be 

encrypted. In some embodiments, the AUSF/PKPF may receive the MAC and/or MAC-P from 

the SIDF, as described above, particularly in at least some embodiments in which the 

provisioning key is based on the ephemeral shared key of, e.g., an EICES scheme. In 

particular, as discussed above, the SIDF may have generated the MAC and/or MAC-P. 

[0056] The AUSF then returns the SUPI, the privacy key(s), and the MAC-P to AMF/SEAF 

(step 7). In some embodiments, the SUPI, the privacy key(s), and/or the MAC-Pare 

transmitted to the AMF/SEAF in the same registration related message flow for registering the 

UE with the wireless communication network. In some embodiments, the SUPI, the privacy 

key(s), and/or the MAC-Pare transmitted to the AMF/SEAF in a separate message flow (not 

shown). 

[0057] According to embodiments in which the AUSF delegated authentication of the UE 

to the AMF/SEAF, the AMF/SEAF may authenticate the UE at this point (not shown). In such 

embodiments, the AMF/SEAF may have received the SUPI, the privacy key(s), and the MAC­

P previously, e.g., directly from the SIDF in step 4. 

[0058] The AMF/SEAF accepts the registration of the UE, and forwards the privacy key(s) 

and the MAC-P to the UE, e.g., in a registration acceptance message (step 8). The UE then 
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attempts to verify the MAC, and if successful, stores the privacy key(s). To verify the MAC, 

the UE creates the same provisioning key as the AUSF/PKPF previously did. 

[0059] In some embodiments, the UE then detaches from the network (step 9), e.g., to 

start a new registration procedure using a provisioned privacy key to conceal it subscriber 

identity, according to one or more embodiments described above (not shown in Figure 12). 

For example, detaching and reregistering in this way may prevent an attacker from linking the 

SUPI to a temporary identifier of the UE. 

[0060] The UE may, in some embodiments, need to be provisioned with a privacy key due 

to the expiration or invalidation of a privacy key that was previously provisioned to the UE. 

Figure 13 illustrates an example UE Registration process in which the UE's privacy key needs to 

be updated, e.g., for some security or operational reason. Some reasons that the previously 

provisioned privacy key may need to be updated, according to various embodiments, may be 

that the previously provisioned privacy may have reached (or is reaching) its expiry date, 

security in the wireless communication network has been compromised in some way, and/or the 

privacy key is subject to regular updates. 
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3. <Nxx message> [SUCI] 

4. <Nxx message> 
--

[SUP!, Privacy key(s)] 

5. Authentication 

I 6. MAC-P calculation I 

7. <N12 message> 

8. <N1 message "Reg Accept"> 
[SUP!, Privacy key(s), MAC-P] 

[Privacy key(s), MAC-P] 

FIG.13 

According to the example of Figure 13, the UE sends a registration request to an 

AMF/SEAF (step 1). The registration request includes a SUCI. In this example, since the UE 

has a privacy key, the UE uses an encryption scheme or method (e.g., ECIES) to create the 

SUCI, e.g., according to one or more of the embodiments described above. 

[0062] The AMF/SEAF requests UE authentication from a AUSF/PKPF (step 2). The AUSF 

sends the SUCI to an SIDF (step 3). As in the previous example, according to some 

embodiments in which the SIDF is co-located with UDM, then the same message may be used 

to request an authentication vector/credentials from the UDM. 

[0063] The SIDF sees that the SUCI is encrypted with a privacy key that needs to be 

updated. For example, the SIDF may detect that the privacy key is expired or is about to expire, 

or that the privacy key is invalid for any other reason as previously discussed. The SIDF returns 

a SUPI to the AUSF together with a request to provision the updated ECIES privacy key to the 

UE (step 4). According to some embodiments, the response may include several privacy keys. 
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Further, as previously discussed, according to some embodiments in which the SIDF is co­

located in UDM, the same message may be used to return the authentication vector/credentials 

to the AUSF. 

[0064] The AUSF and U E exchange authentication messages using authentication 

vectors/credentials received from UDM (step 5). As discussed in previous examples, the AUSF 

may have received the required authentication vector/credentials from UDM already in step 4 

(e.g., in some embodiments in which the SIDF is co-located in UDM), or the AUSF may request 

such authentication vector/credentials from UDM before initiating the authentication with the UE. 

[0065] According to embodiments in which the PKPF is co-located with the AUSF, the 

AUSF/PKPF may create a provisioning key used to protect the privacy key provisioning 

message to the UE as a result of successful authentication. For example, the authentication 

procedure may include producing a home network master key that may be used to derive the 

provisioning key. Alternatively, in embodiments in which the PKPF and AUSF are not co­

located, the AUSF and PKPF may exchange the provision key through appropriate messaging 

(not shown). 

[0066] The AUSF/PKPF protects the privacy key(s) (received from SIDF in step 4) with the 

provisioning key by calculating a MAC and constructing MAC-P, e.g., according to the example 

process illustrated in Figure 7 (step 6). As discussed above, in some embodiments, the 

AUSF/PKPF may receive the MAC and/or MAC-P from the SIDF, as described above, 

particularly in at least some embodiments in which the provisioning key is based on the 

ephemeral shared key of, e.g., an EICES scheme. In particular, as discussed above, the 

SIDF may have generated the MAC and/or MAC-P. 

[0067] After successful authentication, the AUSF sends the SUPI, the privacy key(s) and 

the MAC-P to the AMF/SEAF (step 7), e.g., in the same registration-related message flow. 

Other embodiments may use separate message flows for one or more of the SUPI, privacy 

key(s) or MAC-P. Also, as previously discussed, the AUSF may have delegated 

26 

Ericsson Ex 2004 p.28 of 69 
Lenovo (US) Inc. v. Telefonaktiebolaget LM Ericsson 

IPR2024-00702



C&B Ref. No.: 4015-10071 
Client Ref. No.: P72588-US1 

authentication of the UE to the SEAF, in which case the SUPI, the privacy key(s), and the 

MAC-P may have been returned to SEAF already in step 4, and the AUSF performs the 

authentication as previously described. 

[0068] The AMF/SEAF accepts the registration of the UE, and forwards the privacy key(s) 

and the MAC-P to the UE, e.g., in a registration acceptance message (step 8). The UE 

creates the same provisioning key from the primary authentication as AUSF/PKPF did, and 

verifies the MAC in the message. If verification is successful, the UE stores the privacy 

key(s). The old privacy key may also be removed. 

[0069] As previously discussed, the MAC may be calculated based on a privacy key (e.g., 

as illustrated in Figure 3) and a provisioning key to generate a MAC-P (e.g., as illustrated in 

Figure 11). In some embodiments in which multiple privacy keys are being provisioned to the 

UE, the same MAC may be calculated over all of the privacy keys sent in the same message. 

[0070] Figure 14 illustrates an example of how the privacy key and MAC-Pare related to 

each other, and what parameters are used as input to the MAC calculation (or expected MAC 

(XMAC), as appropriate). As shown in Figure 14, the provisioning key and privacy key are 

both used to generate a MAC, which may be then used in combination with another privacy 

key to update the MAC, and so on until all privacy keys are processed. Once all privacy keys 

are processed, the privacy key(s) and MAC may be sent to the UE. 
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FIG.14 

In view of all of the above, one or more of the devices or functions described above 

may be implemented using the example hardware illustrated in Figure 15. The example 

hardware includes processing circuitry and communication circuitry. The processing circuitry is 

communicatively coupled to the communication circuitry, e.g., via one or more buses. The 

processing circuitry may comprise one or more microprocessors, microcontrollers, hardware 

circuits, discrete logic circuits, hardware registers, digital signal processors (DSPs), field­

programmable gate arrays (FPGAs), application-specific integrated circuits (ASICs), or a 

combination thereof. For example, the processing circuitry may be programmable hardware 

capable of executing software instructions stored, e.g., as a machine-readable computer 

program in memory circuitry. The memory circuitry of the various embodiments may comprise 

any non-transitory machine-readable media known in the art or that may be developed, whether 

volatile or non-volatile, including but not limited to solid state media (e.g., SRAM, DRAM, 
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DDRAM, ROM, PROM, EPROM, flash memory, solid state drive, etc.), removable storage 

devices (e.g., Secure Digital (SD) card, miniSD card, microSD card, memory stick, thumb-drive, 

USB flash drive, ROM cartridge, Universal Media Disc), fixed drive (e.g., magnetic hard disk 

drive), or the like, wholly or in any combination. According to particular embodiments in which 

the hardware is used to implement the UE, the memory circuitry may comprise a tamper 

resistant secure hardware component providing secure storage, such as a 5G-USIM and/or 

UICC. 

[0072] 
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FIG. 15 

The communication circuitry may be a controller hub configured to control the input 

and output (1/0) data paths of the hardware. Such 1/0 data paths may include data paths for 

exchanging signals over a wireless communication network. For example, the communication 

circuitry may comprise a transceiver configured to send and receive communication signals 

within and/or between the UE, the serving network, and/or the home network, e.g., over an air, 

electrical, and/or optical medium. 

[0073] The communication circuitry may be implemented as a unitary physical component, 

or as a plurality of physical components that are contiguously or separately arranged, any of 

which may be communicatively coupled to any other, or may communicate with any other via 
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the processing circuitry. For example, the communication circuitry may comprise transmitter 

circuitry configured to send communication signals, and receiver circuitry configured to receive 

communication signals (not shown). 

[0074] According to particular embodiments, the hardware illustrated in Figure 15 may be 

configured with a plurality of components. These components may include a plurality of 

communicatively coupled hardware units and/or software modules. One or more of the 

hardware units may be, e.g., part of the processing circuity. One or more of the software units 

may be, e.g., stored in the memory circuitry and executed by the processing circuitry. 

[0075] For example, hardware such as illustrated in Figure 15 may be used to implement an 

authentication server (e.g., an AMF, SEAF, AUSF) in a home network of a UE and configured 

with the example components illustrated in Figure 16 to obtain a subscription identifier of a UE. 

The components of Figure 16 include a determining unit or module and an interfacing unit or 

module. The determining unit or module is configured to determine, based on information 

received from the UE, which of a plurality of de-concealing servers to use to decrypt at least part 

of a subscription concealed identifier (SUCI) in which the subscription identifier is encrypted. 

The interfacing unit or module is configured to send the SUCI to the determined de-concealing 

server and receiving the subscription identifier in response. 

[0076] 

DETERM!MNG 
UN!TiMODULE 

GOMPONENTS 

FIG. 16 

!NTERFAClNG 
UNmMODULE 

Such an authentication server may additionally or alternatively be configured with the 

example components illustrated in Figure 17 to provision a UE. The components of Figure 17 

include an obtaining unit or module, and a transmitting unit or module. The obtaining unit or 
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module is configured to obtaining a message authentication code (MAC) based on a 

provisioning key specific to the UE and a privacy key of a home network of the UE. The 

transmitting unit or module is configured to transmit the privacy key and MAC to the UE. 

[0077] 

OBTAINING 
UNlTHvlODULE 

COMPOMENTS 

FIG. 17 

TRANSMITTING 
UN!TlMODULE 

Such an authentication server may further be configured to additionally or 

alternatively perform any of the methods described herein with respect to an authentication 

server, e.g., using any of the above described authentication server hardware or software 

components. 

[0078] Other hardware consistent with the example illustrated in Figure 15, may be used to 

implement a de-concealing server (e.g., SIDF) for providing a subscription identifier of a UE to 

an authentication server, and may be configured with the example components illustrated in 

Figure 18. The components of Figure 18 include a receiving unit or module, a decrypting unit or 

module, and a sending unit or module. The receiving unit or module is configured to receive, 

from the authentication server, a subscription concealed identifier (SUCI) in which the 

subscription identifier is encrypted. The decrypting unit or module is configured to decrypt at 

least part of the SUCI, using a decryption key identified from information received from the UE, 

to obtain the subscription identifier. The sending unit or module is configured to send the 

subscription identifier to the authentication server. 
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UNIT/MODULE 

Such a de-concealing server may additionally or alternatively be configured with the 

example components illustrated in Figure 19 to provision a UE. The components of Figure 19 

include a generating unit or module, and a transmitting unit or module. The generating unit or 

module is configured to generate a Subscription Permanent Identifier (SUPI) and privacy key for 

the UE responsive to receiving, from an authentication server, a Subscription Concealed 

Identifier (SUCI) of the UE that indicates that the UE lacks a valid privacy key. The transmitting 

unit or module is configured to transmit the SUPI and privacy key to the authentication server. 

[0080] 

GENE.RATING 
UN ff/MODULE 

COMPONENTS 

FIG. 19 

TRANSMITTING 
UNIT/MODULE 

Such an de-concealing server may further be configured to additionally or 

alternatively perform any of the methods described herein with respect to a de-concealing 

server, e.g., using any of the above described de-concealing server hardware or software 

components. 

[0081] Yet other hardware consistent with the example illustrated in Figure 15, may be used 

to implement a UE for securely notifying a wireless communication network of a subscription 

identifier, and may be configured with the example components illustrated in Figure 20. The 
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components of Figure 20 include a generating unit or module, and a transmitting unit or module. 

The generating unit or module is configured to generate a subscription concealed identifier 

(SUCI) in which a subscription identifier of the UE is encrypted. The transmitting unit or module 

is configured to transmit, to an authentication server, the SUCI and information identifying a de­

concealing server capable of decrypting the subscription identifier. 

[0082] 

GENERATi~JG 
UNIT/MODULE 

COMPONENTS 

FIG. 20 

TRANSMITTING 
lJN!TiMODULE 

Such a UE may additionally or alternatively be configured with the example 

components illustrated in Figure 21 to obtain a privacy key. The components of Figure 21 

include a receiving unit or module, and a verifying unit or module. The receiving unit or module 

is configured to receiving the privacy key and a message authentication code (MAC) from an 

authentication server. The verifying unit or module is configured to verify the integrity of the 

privacy key by generating a provisioning key and using the provisioning key and privacy key to 

reproduce the MAC received from the authentication server, the provisioning key being a shared 

secret between the UE and the authentication server. 

RECEIVING 
UNffi'MODULE 

COMPONENTS 
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Such a UE may further be configured to additionally or alternatively perform any of 

the methods described herein with respect to a U E, e.g., using any of the above-described U E 

hardware or software components. 

[0084] The various methods and processes described herein may be implemented in ways 

that vary in certain details from the broad descriptions given above. For example, although 

steps of various processes or methods described herein may be shown and described as being 

in a sequence or temporal order, the steps of any such processes or methods are not limited to 

being carried out in any particular sequence or order, absent an indication otherwise. Indeed, 

the steps in such processes or methods generally may be carried out in various different 

sequences and orders while still falling within the scope of the present disclosure. The 

embodiments described herein are to be considered in all respects as illustrative and not 

restrictive. In particular, all changes coming within the meaning and equivalency range of the 

enumerated embodiments appended below are intended to be embraced therein. 
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100. A method, implemented in an authentication server in a home network of a user 

equipment (UE), for obtaining a subscription identifier of the UE in a wireless communication 

network, the method comprising: 

determining, based on information received from the UE, which of a plurality of de­

concealing servers to use to decrypt at least part of a subscription concealed 

identifier (SUCI) in which the subscription identifier is encrypted; 

sending the SUCI to the determined de-concealing server and receiving the subscription 

identifier in response. 

101. The method of embodiment 100, wherein the information comprises a key identifier that 

identifies one or more of the determined de-concealing server or a decryption key for decryption 

of the at least part of the SUCI. 

102. The method of any of embodiments 100-101, wherein the information comprises a 

scheme identifier that identifies an encryption scheme used to encrypted the subscription 

identifier in the SUCI, and the determined de-concealing server supports decryption according 

to the encryption scheme. 

103. The method of any of embodiments 100-102, further comprising receiving the SUCI from 

the UE as part of a registration procedure for registering the UE with the wireless 

communication network. 

104. The method of any of embodiments 100-103, further comprising receiving the SUCI from 

the UE via an authentication request from a mobility management function. 
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105. The method of any of embodiments 100-104, wherein the authentication server is one of 

the plurality of de-concealing servers. 

106. The method of any of embodiment 100-105, further comprising sending the SUCI and a 

request for an authentication vector for authenticating the UE to the determined de-concealing 

server in the same message. 

107. The method of embodiment 106, further comprising receiving the authentication vector 

and the subscription identifier from the determined de-concealing server in the same response. 

200. A method, implemented in a de-concealing server, for providing a subscription identifier 

of a user equipment (UE) to an authentication server, the method comprising: 

receiving, from the authentication server, a subscription concealed identifier (SUCI) in 

which the subscription identifier is encrypted; 

decrypting at least part of the SUCI, using a decryption key identified from information 

received from the UE, to obtain the subscription identifier; 

sending the subscription identifier to the authentication server. 

201. The method of embodiment 200, wherein the information received from the UE is 

received via the authentication server as part of the SUCI. 

202. The method of any of embodiments 200-201, wherein the information received from the 

UE is a key identifier identifying the de-concealing server and identifying the decryption key. 
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203. The method of any of embodiments 200-202, wherein the information received from the 

UE comprises a scheme identifier identifying an encryption scheme supported by the de­

concealing server. 

204. The method of any of embodiments 200-203, wherein receiving the SUCI comprises 

receiving the SUCI and a request for an authentication vector for authenticating the UE in the 

same message. 

205. The method of embodiment 204, wherein sending the authentication vector and the 

subscription identifier to the authentication server in the same message. 

300. A method, implemented in a user equipment (UE), for securely notifying a wireless 

communication network of a subscription identifier, the method comprising: 

generating a subscription concealed identifier (SUCI) in which a subscription identifier of 

the UE is encrypted; 

transmitting, to an authentication server, the SUCI and information identifying a de­

concealing server capable of decrypting the subscription identifier. 

301. The method of embodiment 300, wherein the SUCI and information identifying the de-

concealing server are transmitted in a request to register with the wireless communication 

network. 

302. The method of any of embodiments 300-301, wherein generating the SUCI comprises 

using a tamper resistant secure hardware component of the UE to generate the SUCI. 
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303. The method of embodiment 302, wherein generating the SUCI comprises generating the 

SUCI based on a privacy key selected from a plurality of privacy keys stored in the tamper 

resistant secure hardware component. 

304. The method of any of embodiments 302-303, wherein generating the SUCI comprises 

sending a time to the tamper resistant secure hardware component for use in the generating. 

305. The method of any of embodiments 302-304, generating the SUCI comprises generating 

the SUCI from a privacy key comprising the subscription identifier of the UE. 

306. The method of any of embodiments 300-305, wherein transmitting the SUCI to the 

authentication server comprises transmitting the SUCI to the authentication server in response 

to an identifier request message received from a mobility management function as part of a 

procedure for registering the UE with the wireless communication network. 

307. The method of embodiment 306, further comprising transmitting a registration request to 

the mobility management function comprising a 5G Globally Unique Temporary Identifier (5G­

GUTI), and receiving the identifier request message in response. 

308. The method of any of embodiments 306-307, further comprising successfully 

authenticating with the authentication server after transmitting the SUCI, and receiving a 

registration acceptance message in response. 
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400. A method, implemented in an authentication server for provisioning a user equipment 

(UE), the method comprising: 

obtaining a message authentication code (MAC) based on a provisioning key specific to 

the UE and a privacy key of a home network of the UE; 

transmitting the privacy key and MAC to the UE. 

401. The method of embodiment 400, wherein obtaining the MAC comprises generating the 

MAC. 

402. The method of embodiment 400, wherein obtaining the MAC comprises receiving the 

MAC from a de-concealing server. 

403. The method of any of embodiments 400-402, further comprising obtaining the 

provisioning key responsive to successfully authenticating the UE. 

404. The method of embodiment 403, wherein the provisioning key is a shared secret 

between the authentication server and the UE. 

405. The method of any of embodiments 403-404, wherein obtaining the provisioning key 

comprises generating the provisioning key. 

406. The method of any of embodiments 403-404, wherein obtaining the provisioning key 

comprises receiving the provisioning key from a de-concealing server. 

407. The method of embodiment 406, wherein the provisioning key is a shared secret 

between the de-concealing server and the UE. 
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408. The method of any of embodiments 400-407, further comprising receiving a request to 

provision the UE, the request comprising the privacy key. 

409. The method of embodiment 408, wherein receiving the request to provision the UE 

comprises receiving the request to provision the UE and an authentication vector for 

authenticating the UE in the same message. 

410. The method of any of embodiments 408-409, wherein the request to provision the U E 

further comprises at least one additional privacy key of the home network of the UE, and the 

method further comprises transmitting the at least one additional privacy key to the UE. 

411. The method of any of embodiments 408-410, further comprising transmitting a 

subscription concealed identifier (SUCI) of the UE indicating that the UE lacks a valid privacy 

key to a de-concealing server, and receiving the request to provision the UE from the de­

concealing server in response. 

412. The method of embodiment 411, wherein the privacy key is one of a plurality of privacy 

keys of the home network managed by the de-concealing server. 

413. The method of any of embodiments 408-412, wherein the request further comprises a 

Subscription Permanent Identifier (SUPI) of the UE. 

414. The method of any of embodiments 400-413, wherein transmitting the privacy key and 

MAC to the UE comprises transmitting the privacy key and MAC to the UE together in the same 

registration acceptance messaging procedure. 
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415. The method of any of embodiments 400-414, further comprising receiving a subscription 

concealed identifier (SUCI) of the UE using a null encryption scheme for a subscription identifier 

comprised in the SUCI. 

500. A method, implemented in a de-concealing server, for provisioning a user equipment 

(UE), the method comprising: 

generating a Subscription Permanent Identifier (SUPI) and privacy key for the UE 

responsive to receiving, from an authentication server, a Subscription Concealed 

Identifier (SUCI) of the UE that indicates that the UE lacks a valid privacy key; 

transmitting the SUPI and privacy key to the authentication server. 

501. The method of embodiment 500, further comprising detecting that the SUCI indicates 

that the UE lacks a valid privacy key by detecting that at least part of the SUCI is encrypted 

using an obsolete privacy key. 

502. The method of embodiment 501, wherein the obsolete privacy key is an expired or 

compromised privacy key. 

503. The method of any of embodiments 500-502, further comprising generating the privacy 

key. 

504. The method of embodiment 503, wherein generating the privacy key comprises 

generating the privacy key in accordance with an encryption scheme policy governing secure 

communication of a subscriber identifier of the UE in the wireless communication network. 
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505. The method of embodiment 504, wherein generating the privacy key in accordance with 

the encryption scheme policy comprises generating the privacy key such that the privacy key is 

suitable for generating a new SUCI in which the subscriber identifier of the UE is encrypted 

according to an Elliptic Curve Integrated Encryption scheme. 

506. The method of any of embodiments 500-505, further comprising generating at least one 

additional privacy key responsive to receiving the SUCI, and transmitting the at least one 

additional privacy key to the authentication server. 

507. The method of any of embodiments 500-506, further comprising transmitting a 

provisioning key that is a shared secret between the de-concealing server and the UE to the 

authentication server. 

508. The method of any of embodiments 500-507, further comprising generating a message 

authentication code (MAC) based on a provisioning key specific to the UE and the privacy key, 

and transmitting the MAC to the authentication server. 

509. The method of any of embodiments 500-508, wherein the privacy key comprises a public 

key of a home network of the UE. 

510. The method of embodiment 509, wherein the privacy key further comprises an identifier 

that identifies in which of plurality of encryption schemes the public key is used. 

511. The method of embodiment 510, wherein the privacy key further comprises a parameter 

used in the encryption scheme in which the public key is used. 
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512. The method of any of embodiments 500-511, wherein the privacy key comprises a 

subscription identifier of the UE. 

513. The method of any of embodiments 500-512, wherein the privacy key comprises an 

identifier of a home network of the UE. 

514. The method of any of embodiments 500-513, wherein the privacy key comprises validity 

time information indicating a time in which the privacy key is valid. 

515. The method of any of embodiments 500-514, wherein the privacy key comprises a digital 

signature calculated over one or more other parts of the privacy key. 

516. The method of any of embodiments 500-515, wherein the privacy key comprises a field 

explicitly indicating a procedure in which the privacy key may be used. 

600. A method, implemented in a user equipment (UE), for obtaining a privacy key, the 

method comprising: 

receiving the privacy key and a message authentication code (MAC) from an 

authentication server; 

verifying the integrity of the privacy key by generating a provisioning key and using the 

provisioning key and privacy key to reproduce the MAC received from the 

authentication server, the provisioning key being a shared secret between the UE 

and the authentication server. 
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601. The method of embodiment 600, further comprising transmitting a Subscription 

Concealed Identifier (SUCI) to the authentication server and receiving the privacy key in 

response. 

602. The method of embodiment 601, wherein the SUCI indicates that the UE lacks a valid 

privacy key. 

603. The method of any of embodiments 601-602, wherein transmitting the SUCI comprises 

transmitting the SUCI in a request to register with a wireless communication network. 

604. The method of embodiment 603, further comprising receiving the privacy key and MAC 

from the authentication server via an mobility management Function and in a registration 

acceptance message. 

605. The method of embodiment 604, further comprising, responsive to verifying the privacy 

key: 

detaching from the wireless communication network; 

generating a different SUCI in which a subscription identifier of the UE is encrypted by at 

least part of the privacy key; 

re-registering with the wireless communication network using the different SUCI. 

606. The method of any of embodiments 601-605, further comprising using a tamper resistant 

secure hardware component of the UE to obtain the SUCI. 

607. The method of embodiment 606, further comprising storing the privacy key in the tamper 

resistant secure hardware component. 
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608. The method of any of embodiments 606-607, further comprising detecting that the UE 

lacks the valid privacy key responsive to insertion of the tamper resistant secure hardware 

component into the UE. 

609. The method of any of embodiments 606-608, wherein using the tamper resistant secure 

hardware component to obtain the SUCI comprises using the tamper resistant secure hardware 

component to generate the SUCI. 

610. The method of any of embodiments 606-609, wherein using the tamper resistant secure 

hardware component to obtain the SUCI comprises performing a read operation on the tamper 

resistant secure hardware component to obtain the SUCI. 

611. The method of any of embodiments 606-610, wherein using the tamper resistant secure 

hardware component to obtain the SUCI comprises sending a time to the tamper resistant 

secure hardware component and receiving the SUCI from the tamper resistant secure hardware 

component in response. 

612. The method of any of embodiments 606-611, wherein using the tamper resistant secure 

hardware component to obtain the SUCI comprises using a different privacy key obtained from 

the tamper resistant hardware component to generate the SUCI. 

613. The method of embodiment 612, wherein the different privacy key is expired, and 

method further comprises replacing the different privacy key with the privacy key. 
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700. An authentication server in an home network of a user equipment (UE), for obtaining a 

subscription identifier of the UE in a wireless communication network, the authentication server 

comprising: 

a processor and a memory, the memory containing instructions executable by the 

processor whereby the authentication server is operative to: 

determine, based on information received from the UE, which of a plurality of de­

concealing servers to use to decrypt at least part of a subscription concealed 

identifier (SUCI) in which the subscription identifier is encrypted; 

send the SUCI to the determined de-concealing server and receiving the subscription 

identifier in response. 

701. An authentication server in an home network of a user equipment (UE), for obtaining a 

subscription identifier of the UE in a wireless communication network, the authentication server 

configured to: 

determine, based on information received from the UE, which of a plurality of de­

concealing servers to use to decrypt at least part of a subscription concealed 

identifier (SUCI) in which the subscription identifier is encrypted; 

send the SUCI to the determined de-concealing server and receiving the subscription 

identifier in response. 

702. An authentication server in an home network of a user equipment (UE), for obtaining a 

subscription identifier of the UE in a wireless communication network, the authentication server 

comprising: 

a determining module configured to determine, based on information received from the 

UE, which of a plurality of de-concealing servers to use to decrypt at least part of a 
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subscription concealed identifier (SUCI) in which the subscription identifier is 

encrypted; 

an interfacing module configured to send the SUCI to the determined de-concealing 

server and receiving the subscription identifier in response. 

703. The authentication server of any one of embodiments 700-702, configured to perform 

the method of any one of embodiments 101-199. 

800. A de-concealing server for providing a subscription identifier of a user equipment (UE) to 

an authentication server, the de-concealing server comprising: 

a processor and a memory, the memory containing instructions executable by the 

processor whereby the de-concealing server is operative to: 

receive, from the authentication server, a subscription concealed identifier (SUCI) 

in which the subscription identifier is encrypted; 

decrypt at least part of the SUCI, using a decryption key identified from 

information received from the UE, to obtain the subscription identifier 

send the subscription identifier to the authentication server. 

801. A de-concealing server for providing a subscription identifier of a user equipment (UE) to 

an authentication server, the de-concealing server configured to: 

receive, from the authentication server, a subscription concealed identifier (SUCI) in 

which the subscription identifier is encrypted; 

decrypt at least part of the SUCI, using a decryption key identified from information 

received from the UE, to obtain the subscription identifier; 

send the subscription identifier to the authentication server. 
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802. A de-concealing server for providing a subscription identifier of a user equipment (UE) to 

an authentication server, the de-concealing server comprising: 

a receiving module configured to receive, from the authentication server, a subscription 

concealed identifier (SUCI) in which the subscription identifier is encrypted; 

a decrypting module configured to decrypt at least part of the SUCI, using a decryption 

key identified from information received from the UE, to obtain the subscription 

identifier; 

a sending module configured to send the subscription identifier to the authentication 

server. 

803. The de-concealing server of any of embodiments 800-802, configured to perform the 

method of any one of embodiments 201-299. 

900. A user equipment (UE) for securely notifying a wireless communication network of a 

subscription identifier, the UE comprising: 

a processor and a memory, the memory containing instructions executable by the 

processor whereby the UE is operative to: 

generate a subscription concealed identifier (SUCI) in which a subscription 

identifier of the UE is encrypted; 

transmit, to an authentication server, the SUCI and information identifying a de­

concealing server capable of decrypting the subscription identifier. 

901. A user equipment (UE) for securely notifying a wireless communication network of a 

subscription identifier, the UE configured to: 

generate a subscription concealed identifier (SUCI) in which a subscription identifier of 

the UE is encrypted; 
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transmit, to an authentication server, the SUCI and information identifying a de­

concealing server capable of decrypting the subscription identifier. 

902. A user equipment (UE) for securely notifying a wireless communication network of a 

subscription identifier, the UE comprising: 

a generating module configured to generate a subscription concealed identifier (SUCI) in 

which a subscription identifier of the UE is encrypted; 

a transmitting module configured to transmit, to an authentication server, the SUCI and 

information identifying a de-concealing server capable of decrypting the subscription 

identifier. 

903. The UE of any of embodiments 900-902, configured to perform the method of any one of 

embodiments 301-399. 

1000. An authentication server for provisioning a user equipment (UE), the authentication 

server comprising: 

a processor and a memory, the memory containing instructions executable by the 

processor whereby the authentication server is operative to: 

obtain a message authentication code (MAC) based on a provisioning key 

specific to the UE and a privacy key of a home network of the UE; 

transmit the privacy key and MAC to the UE. 

1001. An authentication server for provisioning a user equipment (UE), the authentication 

server configured to: 

obtain a message authentication code (MAC) based on a provisioning key specific to the 

UE and a privacy key of a home network of the UE; 
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1002. An authentication server for provisioning a user equipment (UE), the authentication 

server comprising: 

an obtaining module configured to obtain a message authentication code (MAC) based 

on a provisioning key specific to the UE and a privacy key of a home network of the 

UE; 

a transmitting module configured to transmit the privacy key and MAC to the UE. 

1003. The authentication server of any of embodiments 1000-1002, configured to perform the 

method of any one of embodiments 401-499. 

1100. A de-concealing server, for provisioning a user equipment (UE), the de-concealing 

server comprising: 

a processor and a memory, the memory containing instructions executable by the 

processor whereby the de-concealing server is operative to: 

responsive to receiving, from an authentication server, a Subscription Concealed 

Identifier (SUCI) of the UE that indicates that the UE lacks a valid privacy key, 

generate a Subscription Permanent Identifier (SUPI) and privacy key for the 

UE; 

transmit the SUPI and privacy key to the authentication server. 
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1101. A de-concealing server, for provisioning a user equipment (UE), the de-concealing 

server configured to: 

responsive to receiving, from an authentication server, a Subscription Concealed 

Identifier (SUCI) of the UE that indicates that the UE lacks a valid privacy key, 

generate a Subscription Permanent Identifier (SUPI) and privacy key for the UE; 

transmit the SUPI and privacy key to the authentication server. 

1102. A de-concealing server, for provisioning a user equipment (UE), the de-concealing 

server comprising: 

a generating module configured to responsive to receiving, from an authentication 

server, a Subscription Concealed Identifier (SUCI) of the UE that indicates that the 

UE lacks a valid privacy key, generate a Subscription Permanent Identifier (SUPI) 

and privacy key for the U E; 

a transmitting module configured to transmit the SUPI and privacy key to the 

authentication server. 

1103. The de-concealing server of any of embodiments 1100-1102, configured to perform the 

method of any one of embodiments 501-599. 

1200. A user equipment (UE) for obtaining a privacy key, the UE comprising: 

a processor and a memory, the memory containing instructions executable by the 

processor whereby the device is operative to: 

receive the privacy key and a message authentication code (MAC) from an 

authentication server; 

verify the integrity of the privacy key by generating a provisioning key and using 

the provisioning key and privacy key to reproduce the MAC received from the 
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authentication server, the provisioning key being a shared secret between the 

U E and the authentication server. 

1201. A user equipment (UE) for obtaining a privacy key, the UE configured to: 

receive the privacy key and a message authentication code (MAC) from an 

authentication server; 

verify the integrity of the privacy key by generating a provisioning key and using the 

provisioning key and privacy key to reproduce the MAC received from the 

authentication server, the provisioning key being a shared secret between the UE 

and the authentication server. 

1202. A user equipment (UE) for obtaining a privacy key, the UE comprising: 

a receiving module configured to receive the privacy key and a message authentication 

code (MAC) from an authentication server; 

a verifying module configured to verify the integrity of the privacy key by generating a 

provisioning key and using the provisioning key and privacy key to reproduce the 

MAC received from the authentication server, the provisioning key being a shared 

secret between the UE and the authentication server. 

1203. The user equipment of any of embodiments 1200-1202, configured to perform the 

method of any one of embodiments 601-699. 

1300. A computer program, comprising instructions which, when executed on at least one 

processor of a server device, cause the at least one processor to carry out the method 

according to any one of claims 100-699. 
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1301. A carrier containing the computer program of claim 1300, wherein the carrier is one of an 

electronic signal, optical signal, radio signal, or computer readable storage medium. 
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