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METHOD AND SYSTEM FOR
NETWORK-BASED PURCHASE AND
DISTRIBUTION OF MEDIA

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a Continuation-In-Part of U.S. patent
application Ser. No. 10/776,403, filed Feb. 10, 2004 now
abandoned, and entitled “METHOD AND SYSTEM FOR
NETWORK-BASED DISTRIBUTION OF MEDIA”, which
is hereby incorporated by reference herein, and which claims
the benefit of: (i) U.S. Provisional Patent Application No.
60/465,410, filed Apr. 25, 2003, and entitled “METHOD
AND SYSTEM FOR SECURE NETWORK-BASED DIS-
TRIBUTION OF MEDIA”, which is hereby incorporated by
reference herein; and (ii) U.S. Provisional Patent Application
No. 60/534,555, filed Jan. S, 2004, and entitled “GRAPHI-
CAL USER INTERFACE FOR BROWSING, SEARCHING
AND PRESENTING MEDIA ITEMS”, which is hereby
incorporated by reference herein.

In addition, this application claims priority benefit of: (i)
U.S. Provisional Patent Application No. 60/465,410, filed
Apr. 25,2003, and entitled “METHOD AND SYSTEM FOR
SECURE NETWORK-BASED DISTRIBUTION OF
MEDIA”, which is hereby incorporated by reference herein;
and (i1) U.S. Provisional Patent Application No. 60/534,555,
filed Jan. 5,2004, and entitled “GRAPHICAL USER INTER-
FACE FOR BROWSING, SEARCHING AND PRESENT-
ING MEDIA ITEMS”, which is hereby incorporated by ref-
erence herein.

This application is also related to: (i) U.S. patent applica-
tion Ser. No. 10/832,984, filed concurrently, and entitled
“GRAPHICAL USER INTERFACE FOR BROWSING,
SEARCHING AND PRESENTING MEDIA ITEMS”,
which is hereby incorporated by reference herein; and (ii)
U.S. patent application Ser. No. 10/832,812, filed concur-
rently, and entitted “METHOD AND SYSTEM FOR
SECURE NETWORK-BASED DISTRIBUTION OF CON-
TENT”, which is hereby incorporated by reference herein.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to media purchase and distri-
bution and, more particularly, to media purchase and distri-
bution in a client-server environment.

2. Description of the Related Art

Traditionally, music has been purchased at music stores or
music departments of larger stores. A consumer will visit the
music store or department and manually browse for albums or
compactdiscs (CDs) of interest. Often, the music in the music
store or department is categorized by genre, and then indexed
by artist. For example, genre can include rock, country, pop,
soul, jazz, etc. After the consumer selects an album or CD of
interest, the consumer proceeds to a check-out register to pay
for the album or CD being purchased.

Inrecent years music delivery or distribution over the Inter-
net has become popular. Due to the advances in efficient file
formats, such as MP3 and MPEG4, the size of media files
have become small enough to make their download via the
Internet practical. Also, technological advances have led to
higher-speed Internet connections andlowercostof memory.
The combination of these advances make downloading media
files, such as for music and videos, manageable and not too
time consuming.
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One popular approach to music distribution was mp3.com
which uses a centralized server for storage of the numerous
songs that are available for download. Another popular
approach to music distribution was Napster in which peer-to-
peer sharing was utilized. With peer-to-peer sharing, the
numerous songs reside on the user machines of the many
users, not on a centralized server.

However, unrestricted use and distribution of music files
can lead to copyright violations. It is, therefore, desirable for
companies to be endorsed by the music industry. However, to
obtain endorsement, companies must charge users for access
to the songs. Some companies charge a monthly subscription
fee and permit subscribers to play songs by streaming such to

5 the subscriber’s machine where the songs are played. Stream-

ing does not store the music files on the subscriber’s machine,
and thus is less of a concern for the music industry. However,
such a system requires a network connection and network
availability in order for subscribers to play songs.

As aresult, there is a need to permit songs to be purchased
and then made available locally to purchasers so that the
purchaser is not dependent and constrained by the availability
of'a network connection for playback of the songs. However,
the music industry requires its songs be secured against unau-
thorized copying or other copyright violations. Thus, there is
also the need to incorporate security measures to restrain the
susceptibility to unauthorized use or distribution of the songs.

SUMMARY OF THE INVENTION

Broadly speaking, the invention relates to network-based
purchase and distribution of media. The purchase and distri-
bution of media are not only secure but also controlled. The
security restricts access to media within media files during
downloads as well as while stored at a server and/or client.

One aspect of the invention pertains to a system and
method for purchasing media items over a network. A poten-
tial purchaser can search and browse through numerous
media items on-line that are available for purchase. The
potential purchaser can thereafter purchase one or more
media items on-line with great ease. Upon purchasing a
media item, the content for the media item can be downloaded
over the network to the purchaser. The content for the media
item can be encrypted for the purchaser’s use before or after
download to the purchaser. The encrypted content for the
media item can then be stored on the purchaser’s machine.
Thereafter, the purchaser can make use of the media item
(e.g., play the media item).

The invention can be implemented in numerous ways,
including as a method, system, device, apparatus, graphical
user interface, or computer readable medium. Several
embodiments of the invention are discussed below.

As a method for purchasing access to a media item over a
network, one embodiment of the invention includes at least
the acts of: receiving, over the network, a buy request from a
user requesting to buy a particular media item, the buy request
being initiated by the user through a single graphical user
interface action by the user once an identifier for the particular
media item is displayed on a display screen for the user, and
the buy request including an account identifier for the user;
initiating payment for the particular media item being pur-
chased in response to the buy request being received, the
payment being processed using information previously
stored in a user account associated with the user; determining
media access information pertaining to the particular media
item; and sending, over the network, the media access infor-
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mation to a user machine of the user, the media access infor-
mation thereafterbeingused by the usermachine toaccess the
particular media item.

As a computer readable medium including at least com-
puter program code for purchasing access to a media item
over a network, one embodiment of the invention includes at
least: computer program code for receiving, over the network,
a buy request from a user requesting to buy a particular media
item, the buy request being initiated by the user, the buy

4

lating the purchase information for the online purchase
together with one or more other online purchases of the user
being deferred; computer program code for determining
whether a deferral limit for the online purchases of the user
being deferred has been reached; and computer program code
for initiating an aggregate electronic payment transaction for
the online purchases being deferred after the determining
determines that the deferral limit has been reached.

Other aspects and advantages of the invention will become

request including an identifier for the particular media item 10 apparent from the following detailed description taken in
and anaccountidentifier for the user; computer program code conjunction with the accompanying drawings which illus-
for initiating payment for the particular media item being trate, by way of example, the principles of the invention.
purchased in response to the buy request being received, the

payment being processed using information previously BRIEF DESCRIPTION OF THE DRAWINGS
stored in a user account associated with the user; computer 15

program code for determining media access information per- The invention will be readily understood by the following
taining to the particular media item; and computer program detailed description in conjunction with the accompanying
code for sending, over the network, the media access infor- drawings, wherein like reference numerals designate like
mation to a user machine of the user, the media access infor- structural elements, and in which:
mati.onthereaft.er.beingusedby theuser machine toaccessthe 20 pFIG. 1 is a block diagram of a media purchase system
particular media item. ) ) according to one embodiment of the invention.

Asa netwgrk-bgsed L media purchase .system, one embgd1- FIGS. 2A and 2B are flow diagrams of media purchase
ment of the invention includes at leas.t. a p]ure}hty of client processing according to one embodiment of the invention.
media player programs, each of the client media player pro- . . . .

being resident on a different client machine; a media 25 FIG'. 3 is flow dlagrgm of medla.comn.lerce processing
grams & L . ’ i according to one embodiment of the invention.
storage server that stores media items in an encrypted format; > . . .
and a media commerce server. The media commerce server . FIG. 4 1s.aﬂow diagram oftransactlon c.omple.:t]on process-
enables each of the client media player programs to purchase g accor d11.1g to one e@bodlment of the lllVelltIOI.l.
media items by enabling the client media player programs to ) FIG.5A1sa ﬂQW diagram o.fpayn.lent processing accord-
initiate payment for such, to download the media items that 3¢ 10g to one embodiment of the invention.
have been purchased, to modify encryption imposed on the FIG. 5B is a screen shot of a representative application
media items, to store the media items to the client machines, program window that displays purchase history information
and to subsequently use the stored media items. corresponding to a user’s account.

As a network-based media purchase system, another FIG. 6 is a flow diagram of media delivery processing
embodiment of the invention includes at least: a plurality of 35 according to one embodiment of the invention.
client media player programs, each of the client media player FIG. 7A is a diagram of an application program window
programs being resident on a different client machine; a according to one embodiment of the invention.
media storage server that stores media items in an encrypted FIG. 7B is a screen shot of a representative application
format; and a media commerce server. .The media commerce program window according to one embodiment of the inven-
server enables each of the client media player programs to 4e 4 -
purchase media .1te'msl by enabllni.th.e client meidla plager FIG. 8 is a flow diagram of media search processing
programs to specify at least one mediaitem to purchaseand to according to one embodiment of the invention.
initiate payment for the purchase, to encrypt the at least one > . . . .
media item particular for a user account or user associated FIG.9isa ﬂpw diagram Qfadd%tlonal processing according
with the one of the client media player programs, and to 45 to one embodiment of the invention.
download and store the at least one media item that has been FIG. 10 is a diagram of an application program window
encrypted to the client machine operating the one of'the client according to one embodiment of the invention.
media player programs. FIGS. 11A-11C are screen shots illustrating successive

As a method for processing an electronic payment for an views of a browse feature according to one embodiment of the
online purchase, one embodiment of the method includes at 5o invention.
least the acts of: receiving purchase information for an online FIGS. 12A and 12B are flow diagrams of media browse
purchase made by a user; deferring processing of electronic processing according to one embodiment of the invention.
payment for the online purchase; accumulating the purchase FIGS. 13A-13B are screen shots illustrating additional fea-
information for the online purchase together with one or more tures of a graphical user interface according to other embodi-
other online purchases of the user being deferred; determin- 55 ents of the invention.
mng Wh.ether a deferral limit for the onhn.e ‘p.urcjhases of the FIGS. 14A and 14B are screen shots illustrating explicit
user being de.ferr ed has been reac.hed; and itiating an aggre- content notification features according to one embodiment of
gate electronic payment transaction for the online purchases the invention.
being deferred after the determining determines that the . . . .
deferral Limit has been reached. 60 FIG.. 15Aisa dlagran.l ofan apphc.atlon program window

As a computer readable medium including at lest computer according to O.He em.bodunent of th? uvention. .
program code for processing an electronic payment for an FIG. 15B is a diagram of a window according to one
online purchase, one embodiment of the invention includes at embodiment of the invention.
least: computer program code for receiving purchase infor- FIG. 15C is a screen shot of an application program win-
mation for an online purchase made by a user; computer 65 dow according to one embodiment of the invention.

program code for deferring processing of electronic payment
for the online purchase; computer program code for accumu-

FIG.16is a flow diagram of media page processing accord-
ing to one embodiment of the invention.
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DETAILED DESCRIPTION OF THE INVENTION

The invention relates to network-based purchase and dis-
tributionof media. The purchase and distribution of media are
not only secure but also controlled. The security restricts
access to media within media files during downloads as well
as while stored at a server and/or client. The invention also
relates to graphical user interfaces that assist users in locating
media to be purchased.

w

6

application) that operates on the client 104, which is a com-
puting device. The client 104 is coupled to the media com-
merce server 102 through a data network 106. Hence, any of
the clients 104 can interact with the media commerce server
102 to review and/or purchase media items. In one embodi-
ment, the data network 106 includes at least a portion of the
Internet. The clients 104 can vary with application but gen-
erally are computing devices that have memory storage.
Often, the clients 104 are personal computers or other com-

One aspect of the invention pertains to a system and 1e puting devices that are capable of storing and presenting
method for purchasing media items over a network. A poten- media to their users.
tial purchaser can search and browse through numerous The media purchase system 100 also includes a media
media items on-line that are available for purchase. The storage server 110 and a media store 112. The media storage
potential purchaser can thereafter purchase one or more server 110 represents a remote storage server that couples to
media items on-line with great ease. Upon purchasing a 15 the data network 106. The media store 112 provides mass
media item, the content for the media item can be downloaded storage of the numerous media items that are available for
over the network to the purchaser. The content for the media purchase via the media purchase system 100. Once pur-
item is then encrypted for the purchaser’s use and stored on chased, the media items can be accessed from the media store
the purchaser’s machine. Thereafter, the purchaser can make 112 over the data network 106 by way of the media storage
use of the media item (e.g., play the media item). 20 server 110.

Another aspect of the invention pertains to a graphical user More particularly, the media purchase system 100 allows a
interface suitable for reviewing browsing numerous media user of the client 104 to utilize the media player 108 to
items. The graphical user interface is also suitable for pre- browse, search or sort through a plurality of media items that
viewing or purchasing media items in an on-line manner. The can be purchased from the media commerce server 102. The
graphical user interface is presented to a user at a client (client 25 media player 108 may also allow the user to preview a media
machine). In one embodiment, the graphical user interface is clip of the media items. In the event that the user of the media
presented to the user by an application program thatruns on player 108 desires to purchase a particular media item, the
the client. user (via the media player 108) and the media commerce

The invention pertains to a method and system for con- server 102 engage in an on-line commerce transaction in
trolled distribution of media in a client-server environment. 3¢ which the user pays for access rights to the particular media
The controlled distribution uses encryption and user accounts item. In one embodiment, a credit card associated with the
to not only restrict unauthorized access to the media but also user is credited for the purchase amount of the particular
to limit usage rights to the media by authorized users. The media item.
media can, for example, be audio, video, or image data. In the media purchase system 100 shown in FIG. 1, the

Embodiments of various aspects of the invention are dis- 35 mediaitems are stored in the media store 112 and retrieved via
cussed below with reference to FIGS. 1-16. However, those the media storage server 110. Hence, the media commerce
skilled in the art will readily appreciate that the detailed server 102 need not burden its resources to deliver any of the
description given herein with respect to these figures is for media items that may be purchased to the client 104. Instead,
explanatory purposes as the invention extends beyond these on purchasing a particular media item, the media commerce
limited embodiments. 40 server 102 sends download information to the media player

One aspect of the invention pertains to a system and 108 on the client 104. The download information can then be
method for purchasing media items over a network. A poten- used by the media player 108 (and the client 104) to retrieve
tial purchaser can search and browse through numerous the media content for the particular media item by interacting
media items that are available for purchase. A potential pur- with the media storage server 110 through the data network
chaser can purchase a media item with great ease. Upon 45 106. In this regard, the media storage server 110 obtains the
purchasing a media item, the content for the media item can media content corresponding to the particular media item
bedownloaded over the network to the purchaser. The content from the media store 112 and downloads such content
for the media item is then encrypted for the purchaser’s use through the data network 106 to the client 104. The down-
and stored on the purchaser’s machine. Thereafter, the pur- loaded media content can then be stored on the client 104. In
chaser can make use of the media item (e.g., play the media s5e one embodiment, the downloaded media content is stored on
item). However, the use of the media item can still be limited. the client 104 as received. In another embodiment, the down-
For example, only up to a predetermined number user loaded media content is transcrypted from one encryption key
machines can be authorized to use the media item, or only up to another encryption key before persistent storage on the
to a predetermined number of compact disc copies can be client 104. In still another embodiment, the downloaded
made of a grouping or collection of media items (e.g., a 55 media content is encrypted as received at the client 104 but is
playlist). decrypted and then re-encrypted before persistent storage on

FIG. 1 is a block diagram of a media purchase system 100 the client 104. Thereafter, the media player 108 can present
according to one embodiment of the invention. The media (e.g., play) the media content at the client 104.
purchase system 100 includes a media commerce server 102. The connections through the data network 106 between the
The media commerce server 102 coordinates review and/or 68 media commerce server 102, the client 104 and the media
purchase of media items through on-line transactions. On- storage server 110 can be through secure connections, such as
line transactions to purchase media items is also referred to as Secure Sockets Layer (SSL). Further, the media content is
electronic commerce (e-commerce). The media purchase stored at the client 104 in an encrypted manner.
system 100 also includes a client 104. Typically, the media As discussed in greater detail below, the media player 108
purchase system 100 would include a plurality of different 65 can utilize an improved graphical user interface. More par-

clients 104. Each client 104 includes a media player 108. The
media player 108 is an application program (e.g., software

ticularly, in one embodiment, a window presented on a dis-
play device of the client 104, when executing the media
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player 108, includes an upper window that displays content
provided by the media commerce server 102 in a browser-like
manner, and a lower window displays content provided by the
media commerce server 102 in a typical media player-like
manner. In another embodiment, a window presented on a
display device of the client 104, when executing the media
player 108, includes an upper window that displays a multi-
tier browse interface that implements a browse finction with
respect to the media items through interaction with the media

w

8

one embodiment, the media access information informs the
media player as to where to locate the appropriate media file
that has been purchased as well as a download key and a
security token. The download key is later used in decrypting
the media file. The security token is used in verifying that the
right to download the media file has been purchased. In one
embodiment, the location of the appropriate media file resides
on a media storage server, such as the media storage server
110. Typically, the media storage server is a centralized

commerce server 102. 10 repository for media files. After the media access information
FIGS. 2A and 2B are flow diagrams of media purchase has been obtained 222, an access request for the appropriate
processing 200 according to one embodiment of the inven- media file is prepared and sent 224. The access request is a
tion. The media purchase processing 200 is, for example, request to the media storage server that stores the appropriate
processing associated with a media player of a media pur- media file. In one example, the location of the appropriate
chase system. The media player can, for example, be the 15 media file can be designated by a Universal Resource Locator
media player 108 operating on the client 104 illustrated in (URL).
FIG. 1. Next, a decision 226 determines whether a response has
The media purchase processing 200 initially permits a user been received. Here, the response, if received, pertains to the
to browse 202 available media items. Typically, the media access request that was prepared and sent 224. When the
purchase system supports the purchase of a large number of 20 decision 226 determines that a response to the access request
media items. Hence, the ability to browse, sort and search the has not yet been received, the media purchase processing 200
available media items is beneficial. awaits such a response. Next, a decision 228 determines
Next, a decision 204 determines whether a buy selection whether the user is authorized. Here, the response will either
has been made. Here, in one embodiment, the buy selection is indicate that the request failed due to a lack of authorization or
a single user interface action, such as one click of a button. 25 has succeed and provides (e.g., downloads) the requested
The buy selection is with respect to a selected media item. The media file. When the decision 228 determines that the
buy selection means that the user desires to purchase the received response indicates failed authorization, then an
selected media item. When the decision 204 determines that unauthorized message is displayed 230 indicating that access
the buy selection has not yet been received, then the process- to the requested media file is denied. Following the operation
ing returns to repeat the operation 202 and subsequent opera- 3¢ 230, when the user is not authorized, the media purchase
tions. Once the decision 204 determines that a buy selection processing 200 is complete and ends.
has been made, a decision 206 determines whether a buy On the other hand, when the decision 228 determines that
warning is enabled. When the decision 206 determines that a the user is authorized to receive the response, the encrypted
buy warning is enabled, then a waming dialog is displayed media file for the selected media item is received 232. The
208 to the user of the mediaplayer. The warning dialog serves 35 encrypted media file can be received as part of the response or
to warn the user that the buy transaction will be performed following the response. Then, the encrypted media item can
unless now canceled. be stored 234 to the client storage, and a complete notification
Following the operation 208, as well as directly following can be sent 236. The complete notification can be sent 236
the decision 206 when the buy warning is not enabled, a buy before or after the storage 234. At this point, the user of the
request is prepared and sent 210 to a media server (e.g., the 4o client can thereafter present (e.g., play) the media content
media commerce server 102) of the media purchase system. within the encrypted media item from the client storage after
After the buy request has been prepared and sent 210, a first decrypting the same using an appropriate key. The appro-
decision 212 determines whether a response has been priate key is, for example, a user key that is associated with a
received. When the decision 212 determines that a response user’s account with the media purchase system 100. Option-
has not yet been received, a decision 214 determines whether 45 ally, after the encrypted media item is received 232 and before
an authentication request is instead received. When the deci- its storage to the client storage, the encryption imposed on the
sion 214 determines that an authentication request is not mediaitem can be altered, such as by transcryption from one
received, then the media purchase processing 200 returns to encryption key (e.g., download key) to another encryption
repeat the decision 212 and subsequent operations. On the key (e.g., user key) or by decryption from one encryption key
other hand, when the decision 214 determines that an authen- 5o (e.g., download key) followed by re-encrypted with another
tication is to be performed, then authorization information is encryption key (e.g., user key).
entered 216. Here, the authorization information can be pro- FIG. 3 is flow diagram of media commerce processing 300
vided or entered 216 by the user associated with the media according to one embodiment of the invention. The media
player. Subsequently, the authentication information that has commerce processing 300 is, for example, performed by a
been entered 216 is sent 218 to the media server. 55 media commerce server, such as the media commerce server
Following the operation 218, a decision 220 determines 102 illustrated in FIG. 1.
whether the authentication has been successful. When the The media commerce processing 300 begins with a deci-
decision220 determines that authentication has been success- sion 302 that determines whether a buy request has been
ful, then the media purchase processing 200 returns to repeat received. When the decision 302 determines that a buy
the decision 212 and subsequent operations. On the other 6o request has not yet been received, the media commerce pro-
hand, when the decision 220 determines that authentication cessing 300 awaits such a request. On the other hand, when
has been unsuccessful, the media purchase processing 200 is the decision 302 determines that a buy request has been
complete and ends. received, the media commerce processing proceeds to pro-
Alternatively, when the decision 212 determines that a cess the buy request. In this regard, an account identifier is
response to the buy request has been received, media access 65 identified 304 from the buy request. Here, the buy request is

information is obtained 222. The response to the buy request
includes at least the media access information. According to

sent by a client to the media commerce server on behalf of a
user of the client (namely, user of a media playeroperating on
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the client). In one embodiment, the buy request that is sent to
the media commerce server includes not only an account
identifier for the user of the client but also at least one media
item identifier, media price, and a password token. The pass-
word token is random value (e.g., 128 bit string) that is dif-
ferent for every user. The media storage server provides the
password token to the client as a result of successtul authen-
tication of the user. When the buy request includes a valid
password token, the media commerce server can deem the

w

10

plete notification has been received, the corresponding
“open” transaction is identified 404. Then, the identified
“open” transaction is closed 406. Once the identified “open”
transaction is closed 406, the client is no longer able to down-
load the media content for a purchased media item from a
media storage server (FIG. 6). In other words, the transaction
is “closed” only after the client has confirmed receipt of the
entire media content for the selected media item. By this
approach, the client, after having paid for a particular media

client as properly authenticated. 10 item, is guaranteed to receive a full copy of the media content

Next, a decision 306 determines whether authentication is even in the event the download process gets interrupted or
required prior to purchase of the media items. When the dropped several times before it is successtully completed.
decision 306 determines that authentication is required, addi- Another aspect of the invention pertains to processing of
tional processing can be performed to determine whether online payment for one or more media items being purchased.
such authentication exists. In one embodiment, the user’s 15 FIG. SA is a flow diagram of payment processing 500
accountor client can configure whether such authentication is according to one embodiment of the invention. The payment
required orcanbe overridden by the user. In one embodiment, processing S00 is, for example, performed by a server. The
the authentication is provided to help protect the user of the server can be a media commerce server, such as the media
client (e.g., media player) from other unauthorized users who commerce server 102 illustrated in FIG. 1. In one embodi-
might access the media commerce server from the client after 20 ment, the payment processing 500 is invoked by block 316
the user has successfully been authenticated to the media illustrated in FIG. 3 which initiates payment for a selected
commerce server. The re-authentication is thus used to con- media item that is being purchased. However, the payment
firm that the particular user ofthe client (e.g., media player) is processing 500 can also be periodically invoked or invoked on
indeed the authorized user for such a system. In this regard, event. The payment processing 500 can also be implemented
authentication is requested 308. Then a decision 310 deter- 25 by one or a plurality of processes.
mines whether an authentication response has been received. The payment processing S00 begins with a decision 502
Once the decision 310 receives the authentication response, a that determines whether there is an open purchase container.
decision 312 determines whether the authentication response Here, a purchase container is a file, folder or other data stor-
is able to successfully authenticate the user. When the deci- age means that provides a temporary holding area for pur-
sion 312 determines that authentication has not been success- 30 chases being made with respect to media items. A purchase
ful, a message indicating that an unauthorized user cannot container can hold information for a number of different
buy media items is sent 314 to the client for display to the user. purchases for media items. When the decision 502 determines

On the other hand, when the decision 312 determines that that there is no open purchase container, then a purchase
authentication has been successful, then additional process- container is opened 504. Then, following the block 504
ing is performed to facilitate the purchase of the selected 35 directly or following the decision 502 when there is already
media item identified in the buy request. In this regard, pay- an open purchase container, the selected media item being
ment for the selected media item is initiated 316. Here, purchased is added 506 to the purchase container. Here, the
according to one embodiment, the payment can be made by a purchase container is particular to the user or the user
credit card, and the initiation of such payment can verify the account. At a minimum, for the selected media item, the
credit card’s existence, but may or may not seek to post the 4o media purchase container would contain at least a price and a
charge at this time. As discussed in more detail below, it may text descriptor for the selected media item. Alternatively, the
be more efficient and desirable to defer the actual posting of purchase container could contain a link or reference to such
the credit to the credit card until a later time. Nevertheless, information.
after the payment for the selected media item has been initi- Next, a decision 508 determines whether a purchase defer-
ated 316, media access information is obtained 318. The 45 rallimit has been reached. According to the payment process-
media access information is information that will enable the ing 500, individual purchases are deferred until the purchase
client (e.g., media player) to retrieve and then access the deferral limit has been reached. The purchase deferral limit
media content for the selected media item. The media access serves to batch up one or more individual media item pur-
information, in one embodiment, includes a URL, a down- chases for consolidated or block processing. One advantage
load key, and a security token. Next, the media access infor- 5e of the purchase deferral limit is that transaction costs associ-
mation is sent 320. Here, the media access information is sent ated with electronic payment systems are reduced. The pur-
from the media commerce server to the client, namely, the chase deferral limits can vary depending upon implementa-
media player operating on the client. Then, the transaction tion. As one example, a purchase deferral limit can be based
associated with the purchase of the selected media item is on the number of purchased media items that are in the pur-
marked 322 and remembered as being “open.” At this point, 55 chase container. Another example of a purchase deferral limit
the transaction is not fully completed because the media is time-based, for example, the duration of time since the
content for the selected media item has not yet been received purchase container was first opened. As anotherexample, the
by the client. Following the operations 314 and 322, the purchase deferral limit can be based upon the aggregate cost
media commerce processing 300 is complete and ends. of the media items being purchased.

FIG. 4 is a flow diagram of transaction completion process- 608  As a more specific example, the purchase deferral limit
ing 400 according to one embodiment of the invention. The might use a combination of dollar amount or time limit,
transaction completion processing 400 begins with a decision whichever occurs first. For example, the dollar amount could
402. The decision 402 determines whether a complete noti- be ten US dollars ($10.00), and the time limit could be one
fication has been received. Here, a complete notification is a day. Then, once the media items within the purchase con-
notification provided by a client to the media commerce 65 tainer have a purchase price that exceeds ten dollars, the

server that indicates that a previously “open” transaction is
now complete. Once the decision 402 determines that a com-

payment processing S00 would continue so as to obtain elec-
tronic payment for such media items within the purchase
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container. Also, should the time limit of one day be reached
before the dollar limit is reached, then the payment process-
ing 500 would also continue so as to obtain electronic pay-
ment for such media items within the purchase container even
though the dollar limit was not met.

In any case, when the decision 508 determines that the
purchase dollar limit has been reached, then the purchase
container is closed 5§10. Then, the payment processing 500
causes 512 a payment transaction to occur for the combined

w
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legitimate and from one that was authorized by the media
commerce server. In one embodiment, a hash algorithm can
be applied to the URL, a name of the media commerce server,
a time of purchase. The result of the hash algorithm is then
compared with the security token which is the product of a
complimentary hash algorithm performed at the media com-
merce server. A decision 606 then determines whether the
authentication was successful. Here, in one embodiment, if
the hashing algorithm approach is used, the result of the hash

purchase. In other words, if twelve media items at one dollar 1e algorithm should match the security token within some tol-
cost each were contained within the purchase container, then erance setby a time limitation. Forexample, the tolerance due
the payment transaction would cause 512 the total amount of to time might permit the access request to remain authenticate
twelve dollars (plus any tax or service charge) to be credited for forty-eight (48) hours after purchase.
to the electronic payment means associated with the user When the decision 606 determines that the authentication
account of the purchaser. An electronic payment system asso- 15 was not successful, then an access denied indication is
ciated with the electronic payment means would then process returned 608. Here, the access request is denied and the client
the payment transaction and charge the user for the media is so notified. On the other hand, when the decision 606
items being purchased. Given that the media items can be determines that the authentication was successful, then an
accumulated and processed as a batch in this manner, the encrypted version of the selected media item that has been
ability to reduce transaction costs is achieved. Alternatively, 20 purchased is retrieved 610. Here, the media storage server
when the decision 508 determines that the purchase deferral would retrieve the encrypted version of the selected media
limit has not yet been reached, then the operations 510 and item from the media store. Then, the encrypted version of the
512 are bypassed. Following the operation 512, or its deferral, selected media item is sent 612 to the requestor (client). In
the payment processing 500 is complete until again invoked. other words, the encrypted version of the selected media item
As an optional feature, the payment processing S00 could 25 is downloaded to the client that has requested the selected
be customized on a user (e.g., user account) basis. For media item. Following the operations 608 and 612, the media
example, those users that are deemed “good” users or “credit- delivery processing 600 is complete and ends.
worthy” users can be given higher purchase deferral limits Another aspect of the invention pertains to a graphical user
than other users. The advantage of increased purchase defer- interface suitable for reviewing numerous media items. The
ral limits is further reduction in transaction costs by addi- 3e graphical user interface is also suitable for previewing or
tional batching. As one example, a user can be deemed a purchasing media items in an on-line manner. The graphical
“good” user if they are a frequentuser, such as having already user interface is presented to a user at a client (client
purchased fifty or more media items. machine). In one embodiment, the graphical user interface is
Another aspect of the invention is that a graphical user presented to the user by an application program that runs on
interface can allow users to access account information. By 35 the client, such application program being referred to as a
accessing account information, a user is able to view their media player (see FIG. 1).
current account information and make changes thereto. The FIG. 7A is a diagram of an application program window
account information can include a purchase history for the 700 according to one embodiment of the invention. The appli-
account. The purchase history can provide the user with a list cation program window 700 includes a first sub-window 702
or report of those media items that have been previously 4e and a second sub-window 704. The first sub-window 702
purchased using the user’s account. FIG. 5B is a screen shot presents information in a browser-like manner, while the
of a representative application program window 550 that second sub-window presents information in an application-
displays purchase history information corresponding to a like manner. In other words, the application program that is
user’s account. As shown in FIG. 5B, the purchase history can producing the application program window 700 can operate
include information on the latest purchase, and can include 45 inalocal mode manner in which case the content displayed in
information pertaining to each of the media items purchased. the application program window 700 would not include the
For example, as shown in FIG. 5B, a table of the purchased first sub-window 702. However, in a remote mode, when the
media items is provided, with the table providing the infor- application program is interacting with a remote server, the
mation on item, artist, type, when downloaded, and price. application program window 700 can include the first sub-
FIG. 6 is a flow diagram of media delivery processing 600 3¢ window 702 and the second sub-window 704 as shown in
according to one embodiment of the invention. The media FIG. 7. In such an environment, the first sub-window 702
delivery processing 600 is, for example, performed by the displays content provided by the remote server in a browser-
media storage server 110 illustrated in FIG. 1. like manner. This gives the user the feeling of interacting with
The media delivery processing 600 begins with a decision the remote server in a browser-like style. However, in the
602. The decision 602 determines whether an access request 55 second sub-window 704, the user of the application still
has beenreceived. An access request is a request from a client retains the interface and thus the feel of interacting with the
to obtain the media content for one or more media items that application program as it would as if the application was
are stored in a media store (e.g., media store 112) associated operating locally (local mode) instead of through interaction
with the media storage server (e.g., media storage server 110). with the remote server. However, even in this case, the content
In one embodiment, the access request includes at least a 6o for the second sub-window 704 can be retrieved from the
URL forthe selected media item and a security token from the remote server.
client. When the decision 602 determines that an access FIG. 7B is a screen shot of a representative application
request has been received, then the media delivery processing program window 720 according to one embodiment of the
600 is effectively invoked. In other words, once an access invention. The application program window 720 includes a
request has been received, the access request is authenticated 65 first sub-window 722 and a second sub-window 724 which

604. The authentication 604 involves the analysis of at least a
portion of the access request to authenticate that the request is

correlate to the first sub-window 702 and the second sub-
window 704 ofthe application program window 700 shown in
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FIG. 7A. Additionally, the application program window 720
includes a source window 726. The source window 726 is
shown listing a variety of different sources for media content.
As shown in FIG. 7B, the source window 726 shows the
source being a music store, as shown by highlight bar 727.
The music store, in this embodiment, represents a remote
media server that contains media (e.g., music) that can be
purchased by a user of the application program. Hence, as
shown in FIG. 7B, a user has performed a search 728 for
music available on the music store by the artist that includes
the term “Reba”. The results for the search 728 are the content
that is provided by the remote media server to the application
program. Such content is used to populate the region of the
first sub-window 722 and the second sub-window 724. As

w
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way (besides the search process) to identify media items of
interest to the user. A search box 742 can also be provided
within the application program window 720 to enable a user
to perform a further search. Still further, an account area
indication 744 provides an indication of whether a user
account is active. For example, as shown in FIG. 7B, when an
account identifier (such as an email address) for an authorized
user is displayed in the account identifier region 744, the
application program recognizes that the associated user of the
account is logged on (signed in) and their account is active
such that the user is able to purchase desired media content
from the media store.

FIG. 8 is a flow diagram of media search processing 800
according to one embodiment of the invention. The media

ShOW nan FIG'I 8B, ,Ehe fj;lsg Sllb'W111,dOVY7Z§21 1nclrudessthr €€ 15 search processing 800 is, for example, performed by an appli-
reglons, namely, a 1op Albums reglon 722-1, a 10p SONgs cation program operating on a client. The application pro-
region 722',2’ and a Top Artists Reglpn 722-3. The Top gram is, for example, the media player 108 illustrated in FIG.
Albums region 722-1 references only a single album and thus 1
depicts the album cover art 730 for that album as well as a ’ i di I ing 800 is activated ¢
“buy album” button 732. A user is able to purchase the album 20 1€ Imedia search processing 1s activated once a user o
indicated in the Top Albums region 722-1 by selecting the j[he apphcathnprogram de;snes toperformasearch in order to
corresponding “buy album™ button 732. Typically, if the identify media content of interest to the user. Hence, a search
user’s account has been so configured, the user can buy the dlaLOgd‘bOX tls initially dltslpl?‘zled 8‘02 50 .the{ tlser : r?l this
album by the single graphical user interface action of “click- embodiment, we assume that the user desires fo periorm a
ing” on the “buy album” button 732. The Top Songs region 25 sophlstlc.ated search using he]d-b.aserestnctlons..However, if
722-2 lists the top songs associated with the artist(s) or album theuserjust wants to perform a simple s.earch using merely a
(s) ofthe Top Albums region 722-1, and the Top Artists region tel,?l’ gleln the search box 1742, shc.)w.n mn FIG& ;[1)3 4COT]UId be
722-3 indicates the top artist(s) or album(s) associated with utihized. In any case, search critena Is entere - en, a
the Top Albums region 722-1 decision 806 determines whether a search is to be performed.
In the second sub-window ;/.2 4. a list of media items asso- e ‘vhen the decision 806 determines that a search is not to be
ciated with the one or more albums identified by the Top perfonned,. the media search processing 800.returns to repeat
Albums region 722-1 are displayed. In one embodiment, the the operation 804 and subsequent operations so thaF .the
media items are displayed in a list-like manner that can ;%aﬁrfilltcntqna ctellntbe Chalig?dt' Plljowe\;;:r > on(ciet‘{he decmoil
resemble or mimic the technique utilized to present a list of ctermines 8ll)a8 asearch1s 1o be ge ormed, P;en asearch
media items to the user by the application program in cases 33 request 1s sent to a remote media server. Here, in one
where the media source is local to the client (i.e., the media example, the remote.medla server is the media commerce
items are stored locally). Hence, although the media items server 102 111ustrat.ed inFIG.1. The searchreque.:stls arequest
specified within the secondsub-window 724 are provided by to the remote media server to perform a search in accordance
the remote media server, they are presented in a manner that ,Wlth the search. criteria. Here, the remote media server
is sophisticated and frequently utilized by the application 46 includes at.le.ast information (e?.g.,metadata) for a large num-
program in other situations. As shown in FIG. 7B, a particular ber of media items that are available to be purchased from the
one of the media items within the list of media items has been remote media server, though tl?e content O,f the 1.11ed1a ltems
selected as shown by a highlight bar 734. Further, any of the th?t are purchased may be acquired at the client via downlogd
media items listed in the second sub-window 724 can be with respect to another remote server, such as the media
purchased by selection of the associated “buy song” button 45 storage server 110.
736. Again, through a single graphical user interface action, After the search request has been. sent 808 to the remote
such as “clicking” on the associated “buy song” button 736, media server, a decision 810 determines whether a response
the associated media item can be purchased. Further, as has. been. received. Here, the media search processing .800
shown in FIG. 7B, for a given media item being displayed in waits until a response to the search request has been received
the second sub-window 724, characteristic information about se back at the application program. Once the decision 810 deter-
the media item can be presented in a column-like fashion. The mines th.at a response has been received, an apphcathn pro-
characteristic information, for example, includes song name, gram window is pro.d‘uced or renderf:d by the application
duration of song (time), artist, album, genre, relevance indi- program. More speglhc.ally, a first W{lldOW .(e.g., first sub-
cation, and price. window) of the application program window is rendered 812
Still further, the application program window 720 can dis- 55 With album related infom.lation. Additionally, a .second win-
play other controls or information. For example, the applica- dQW (e'g's second sub-window) Qf the aPPI{C%t1011 program
tion program window 720 can display a play control 738. window is rendered 814 so as to display media item informa-
Upon selection of the play control 738, a preview audio clip tion corresponding to the album related information. In one
pertaining to a selected one of the media items from the embodiment, the media item information can be displayed in
second sub-window 724 is played. Similarly, by “double 66 the second window in a list format or in a row and column
clicking” on a particular media item in the second sub-win- format.
dow 724, the associated preview audio clip can also be For example, the search criteria of “Reba” and such was
played. Hence, users deciding which media items to purchase sent to the remote media server. The remote media server
are able to easily obtain and hear a preview audio clip. The returned the album related information that is depicted in the
application program window 720 can also include a browse 65 first sub-window 722 illustrated in FIG. 7B, and the corre-

control 740. Upon selection of the browse control 740, a
browse process is performed. The browse process is another

sponding media item information depicted in the second sub-
window 724 shown in FIG. 7B.
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In one embodiment, the response from the remote media
server is a list media items (e.g., tracks) that result from a
search request. The second window displays media item
information for the media items (e.g., tracks) on the list of
media items. The first window can display album related
information for the most relevant media items (e.g., tracks) on
the list of media items.

Atthis point, the media search processing 800 has received
search criteria and performed a search at a media server, and

w
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utilized from the application program window are available.
Following the operations 904, 910 and 914, the media search
processing 900 is complete and ends.

Still another aspect of the invention pertains to a graphical
user interface suitable for efficiently browsing through
numerous media items. The graphical user interface is also
suitable for purchasing media items in an on-line manner. The
graphical user interface is presented to a user at a client (client
machine). In one embodiment, the graphical user interface is

then returned results that are displayed in the first window and 1e presented to the user by an application program that runs on
the second window. At this point, and using graphical user the client, such application program being referred to as a
interface components that are also provided within the first media player (see FIG. 1).
window and the second window, the user of the application FIG. 10 is a diagram of an application program window
program is able to further interact with the graphical user 1000 according to one embodiment of the invention. The
interface to perform other operations from the results view 15 application program window 1000 is a graphical user inter-
such as shown in FIG. 7B. face. A user can interact with the graphical user interface to
FIG. 9 is a flow diagram of additional processing 900 browse media items that are available on a remote server for
according to one embodiment of the invention. The additional purchase or preview. The remote server can, for example,
processing 900 is processing that can be invoked and per- include one or both of the media commerce server 102 and the
formed by the application program following either the media 20 media storage server 110 shown in FIG. 1.
search processing shown in FIG. 8 or the media browse pro- The application program window 1000 includes a first
cessing discussed below with reference to FIGS. 12A and sub-window 1002 and a second sub-window 1004. The first
12B. sub-window 1002 includes a first region 1002-1, a second
As shown in FIG. 9, a decision 902 determines whether a region 1002-2, and a third region 1002-3. As shown in FIG.
buy selection has been made. For example, with respect to 25 10, the firstregion1002-1 includes a first list 1006 of items. A
FIG.7B, whether the user selected a “buy album” button 732 user would interact with the first region 1002-1 to select one
or a “buy song” button 736. When the decision 902 deter- of the items in the first list 1006 of items. The selected item
mines that a buy selection has been made, then media pur- can then be highlighted 1008 (or otherwise visually distin-
chase processing 904 is performed. As an example, the media guished). Once a particular item within the first list 1006 is
purchase processing 904 can be the media purchase process- 30 selected and thus highlighted 1008, a request is sent to the
ing 200 shown in FIGS. 2A and 2B. Alternatively, when the remote server to identify the appropriate items for a second
decision 902 determines that a buy selection has not been list 1010 of items that are displayed in the second region
made, then a decision 906 determines whether a preview 1002-2. In other words, the remote server responds to the
selection has been made. For example, as noted above with request with the items for the second list 1010 that are to be
respect to FIG. 7B, a preview can be selected through use of 35 displayed within the second region 1002-2. Again, a user can
apreview control 738 or by “double-clicking” on a particular interact with the second region 1002-2 to select one of the
media item listed within the second sub-window 724. In any items within the second list 1010. The selected item can then
case, when the decision 906 determines that a preview selec- be highlighted 1012 (or otherwise visually distinguished).
tion has been made, then a preview stream for the selected Then, the selected and highlighted item 1012 causes a request
media item is requested 908 from the remote media server. 4e to be sent to the remote server to obtain items that are asso-
Here, the application program does not locally store the ciated with the selected and highlighted item 1012. The
media content needed to preview media items. Hence, to response from the remote server is one or more items that are
preview a particular media item, the application program displayed in a third list 1014 within the third region 1002-3. A
sends a preview request to the remote media server to instruct user can interact with the third region 1002-3 to select one of
the media server to stream the preview for the selected media 45 the items within the third list 1014. The selected item can then
item to the particular application program. Once the stream be highlighted 1016 (or otherwise visually distinguished).
for the preview request has been initiated by the remote media After one of the items within the third list 1014 has been
server, the preview stream is played 901 at the application selected and highlighted 1016, still another request can be
program, thereby permitting the user of the application pro- sent to the remote server to obtain items that are associated
gram to hear the audio associated with the preview clip for the se with the selected and highlighted item 1016. In response to
selected media item. the request, the remote server supplies one or more items that
On the other hand, when the decision 906 determines that are displayed in the second sub-window 1004. These items
a preview selection has not been made, then a decision 912 can be displayed in a variety of different ways and generally
determines whether any of a variety of other selections have also include descriptive or characteristic information for each
been made. The user is able to interact with an application 55 ofthe items. The one or more items can be displayed as a list
program window in a variety of different ways beyond search, or as a row and column (e.g., table) format. In one embodi-
buy and preview. For example, the user could interact with the ment, the second sub-window 1004 is larger than each of the
graphical user interface to sort the media items in the second regions of the first sub-window 1002, and thus the second
sub-window 724 in a different manner, or might request a sub-window 1004 has additional display area for information
browse operation using the browse control 740, might pro- 6e pertaining to each of the media items being displayed therein.
ceed to ahome page for the music store, etc. These other types In one embodiment, the items being displayed in the second
of'processing can be performed at 914 when one or more such sub-window 1004 are media items. These media items can,
other selections are determined by the decision 912 to have for example, be songs, videos or images that can be previewed
been made. If the decision 912 determines that there are no or purchased.
other selections, then the media search processing 900 can 65  FIGS. 11A-11C are screen shots illustrating successive

return to repeat the decision 902 and subsequent operations so
that these additional operations or functionality that can be

views of a browse feature according to one embodiment of the
invention.
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FIG. 11A is a screen shot of an application program win-
dow 1100 according to one embodiment of the invention. The
application program window 1100 includes a first sub-win-
dow 1102, a second sub-window 1104, and a third sub-win-
dow 1106. The first sub-window 1102 includes a first region
1102-1, a second region 1102-2 and a third region 1102-3. As
shown in FIG. 11A, the first region 1102-1 is shown display-
ing a list of available genre (genre list) 1108. The second area
1102-2 displays the text “select genre” which is intended to

w
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example, the browse window can pertain to the application
program window 1000, 1100, 1120 or 1140 shown in FIGS.
10 and 11A-11C.

Next, adecision 1202 determines whether a genre selection
has been made. When the decision 1202 determines that a
genre selection has not yet been made, the media browse
processing 1200 awaits for the user to make such a selection.
Once the decision 1202 determines that a genre selection has
been made, then the selected genre is highlighted 1204. In

inform the user to select one of the items within the genre list 10 addition, those available artists within the selected genre are
1108 being displayed in the first region 1102-1. requested 1206 from the remote server.

FIG. 11B is a screen shot of an application program win- A decision 1208 then determines whether a response has
dow 1120 after a user has selected one of the items within the been received from the remote server. When the decision
genre list 1108 being displayed in the first region 1102-1. A 1208 determines that aresponse has not yet been received, the
selected item 1122 from the genrelist 1108 can be highlighted 15 media browse processing 1200 awaits such a response. Once
as shown in FIG. 11B. Once a user has selected one of the the decision 1208 determines that a response has been
items within the list 1108 (selected genre), the second region received, a list of selectable artists that are within the selected
1102-2 can be populated with a list of artists (artist list) 1124 genre is displayed 1210. In other words, the response from the
that are associated with the selected genre from the genre list remote server identifies those selectable artists that are within
1108. The artist list 1124 is provided by the remote server to 260 the selected genre. The selectable artists are then displayed
the application program that presents the application program 1210 in the list of selectable artists. In one embodiment, while
window 1120. The third region 1102-3 displays the message displaying the list of selectable artists, the list of selectable
“select artist” to encourage the user to select one of the artists genre is also still displayed.
from the artist list 1124 being displayed in the second region After the list of selectable artists is displayed 1210, a deci-
1102-2. 25 sion 1212 determines whether an artist selection has been

FIG. 11C is a screen shot of an application program win- made. Here, the user is able to interact with the browse win-
dow 1140 after the user has selected one of the available dow to select an artist from the list of selectable artists that is
artists from the artist list 1124 of the second region 1102-2. being displayed 1210. When the decision 1212 determines
When a user has selected one of the artists (selected artist) that an artist selection has not been made, the media browse
1144 from the artist list 1124 of the second region 1102-2, the 30 processing 1200 awaits such a selection. Once the decision
selected artist 1144 can be illustrated in a highlighted manner. 1212 determines that an artist selection has been made, the
Then, the third region 1102-3 displays one or more albums in selected artist is highlighted 1214. Then, available albums for
an album list 1146. The albums within the album list 1146 are the selected artist are requested 1216 from the remote server
those albums that are the product of the selected artist 1144. (media server). A decision 1218 then determines whether a
The album list 1146 is provided by the remote server. When 35 response to the request has been received from the remote
the album list 1146 has a plurality of items, the user would server. When the decision 1218 determines that a response
select one of the items. However, as shown in FIG. 11C, the has not yet been received, the media browse processing 1200
album list 1146 has but a single item (album). Hence, the awaits such a response. Once the decision 1218 determines
single item is deemed selected. Once an item in the album list that a response has been received, a list of selectable albums
1146 is selected, the second sub-window 1104 can be popu- 4e for the selected artist is displayed 1220. The response from
lated with a music list 1148 of the songs that are on the the media server in this case includes the selectable albums
selected album. The music list 1148 can display descriptive that were produced by the selected artist. In one embodiment,
information for each of the songs. For example, as shown in the list of selectable albums can be displayed 1220 while the
FIG. 11C, the song list 1148 is presented in a row and column list of selectable artists and the list of selectable genre are also
(e.g., table) format with each row pertaining to a different 45 concurrently being displayed.
song on the selected album, and with the columns pertaining After the list of selectable albums is displayed 1220, a
to song name, title, artist, album, genre, and price. Further, decision 1222 determines whether an album selection has
within the price column, each of the rows can include a “buy been made. When the decision 1222 determines that an album
song” button 1150 that allows for ease of purchase of the selection has not yet been made, the media browse processing
particular song by the user. In one embodiment, the price isa 50 1200 awaits such a selection. When the decision 1222 deter-
fixed price per song/track. For example, the fixed price could mines that an album selection has been made, then media
be $0.99 per song. items that are on the selected album are requested 1224 from

FIGS. 12A and 12B are flow diagrams of media browse the media server. A decision 1226 then determines whether a
processing 1200 according to one embodiment of the inven- response to the request has been received. When the decision
tion. The media browse processing 1200 is, for example, 55 1226 determines that a response has not yet been received,
performed by a media player, such as the media player 108 then the media browse processing 1200 awaits such a
operating on the client 104 illustrated in FIG. 1. The media response. When the decision 1226 determines that a response
player also communicates with a remote server (media has been received, then a media item window is displayed
server) to obtain information pertaining to available media 1228 having media item information corresponding to the
content that can be viewed, presented, previewed or pur- 6e selected album. Typically, the media item window would
chased. The remote server can, for example, include one or display a list of media items that correspond to the selected
both of the media commerce server 102 and the media storage album. For example, the media items could be songs that are
server 110 shown in FIG. 1. present on the selected album. For example, as shown in FIG.

The media browse processing 1200 initially displays 1201 11C, the second sub-window 1104 can pertain to the media
a browse window with a list of selectable genre. The genre 65 item window and display a list of media items (songs)

within the list is provided by the remote server to the appli-
cation program that produces the browse window. As an

together with other descriptive or characteristic information
pertaining to the media items.
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Following the operation 1228, the user can interact with the
media item window to preview, sort, and purchase any of the
media items. Such additional operations can be performed, in
one embodiment, as shown in FIG. 9 discussed above.

Furthermore, the graphical user interface discussed above
with respect to FIGS. 10-12B was primarily discussed in
terms of musical songs. However, as previously noted, the
graphical user interface is generally applicable to browsing
media items. For example, the media items can be video (e.g.,
DVDs), audio books or a grouping (e.g., charts). For example,
in the case of audio books, the graphical user interface might
permit the user to first select “Audio books,” then select a
category, and then select an author. Once an author is selected,
a list of available audio books could be displayed in another

w
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permit the user to view a grouping of media items in a com-
pressed or an expanded fashion.

FIGS. 13A-13B are screen shots illustrating additional fea-
tures of a graphical user interface according to other embodi-
ments of the invention. The screen shot shown in FIG. 13A is
similar to that shown in FIG. 11C, and can be arrived at by
similar processing.

FIG. 13A is a screen shot of an application program win-
dow 1300 according to another embodiment of the invention.
The application program window 1300 includes a first sub-
window 1302, a second sub-window 1304, and a third sub-
window 1306. The first sub-window 1302 includes a first
region 1302-1, a second region 1302-2 and a third region
1302-3. As shown in FIG. 13A, the first region 1302-1 is

window, from which the user could preview and/or buy any of 15 shown displaying a list of available genre (genre list) 1308.
the listed audio books. For example, with respect to the appli- After user has selected one of the items within the genre list
cation program window 1000 shown in FIG. 10, in one 1308, the selected item 1310 can be indicated by highlighting
embodiment, the first region 1002-1 can display a list of genre such as shown in FIG. 13A. The second area 1302-2 displays
in which “audio books” is included as one genre, the second a list of artists (artist list) 1312 that are associated with the
region 1002-2 can display a list of categories of audio books 26 selected genre from the genre list 1308. Then, after the user
(arts & entertainment, sports, history, etc.), and the third has selected one of the available artists from the artist list
region 1002-3 can list the authors of having audio books in the 1312 of'the second region 1302-2, the selected artist 1314 can
selected category. be illustrated in a highlighted manner. The third region
As another example, when the media items pertain to a 1302-3 displays one or more albums in an albums list 1316.
grouping, the graphical user interface can enable a user to 25 When the albums list 1316 has a plurality of items, the user
browse the groupings. In one implementation, the groupings would select one of the items. However, as shown in FIG.
can pertain to charts. For example, the graphical user inter- 13A, the albums list 1316 has but a single item (album).
face might permit the user to first select “charts,” then select Hence, the single item is deemed selected. Once an item in the
a particular chart, and then select a particular year for that album list 1316 is selected, the second sub-window 1304 can
chart. Once a year is selected, a list of media items (e.g., 30 be populated with a song list 1318 of the songs that are on the
songs) associated with the particular chart for the particular selected album. The song list 1318 can display descriptive
year can be displayed in another window, from which the user information for each of the songs. For example, as shown in
could preview and/or buy any of the listed media items. For FIG. 13A, the song list 1318 is presented in a row and column
example, with respect to the application program window (e.g., table) format with each row pertaining to a difterent
1000 shown in FIG. 10, in one embodiment, the first region 35 song on the selected album, and with the columns pertaining
1002-1 can display a list of genre in which “charts” is to song name, title, artist, album, genre, and price.
included as one genre, the second region 1002-2 can display At this point, the user has completed the browse operation
alistof charts (e.g., Billboard Hot 100, Rick Dees Weekly Top and can then interact with the application program window
40 Chart, etc.), and the third region 1002-3 can list the years 1300 in a variety of different ways. One way that the user can
for the selected chart. 4e interact with the application program window 1300 is through
One genre of music is “classical.” The graphical user inter- use of a toggle control 1320. The toggle control 1320 is a
face discussed above with respect to FIGS. 10-12B can also button, image or other user interface control that is selectable
be used to browse classical music. For example, with respect by auser. The toggle control 1320, when selected, toggles the
to the application program window 1000 shown in FIG. 10, in graphical user interface from the browse interface in the first
one embodiment, the first region 1002-1 can display a list of 45 sub-window 1302 to an informational mode.
genre in which “classical” is included as one genre, the sec- FIG. 13B is a representative application program window
ond region 1002-2 can display a list of artists of classical 1350 that is displayed after the user interacts with the browse
music (e.g., Mozart, Beethoven, etc.), and the third region control 1320 shown in FIG. 13A. In such case, the first sub-
1002-3 can list the albums (CDs) of the selected artist. The window 1302 is altered to contain descriptive information for
one or more items that are displayed in the second sub- 356 associated media items. In particular, for the example shown
window 1004 can be individual media items (e.g., tracks) or a in FIG. 13B, the first sub-window 1302 contains an image
grouping of media items (e.g., a group of tracks). For 1352 associated with a selected album, information 1354
example, a media item “Piano Concerto No. 19” can be dis- pertaining to the selected album, and a “buy album” button
played in a row within the second sub-window 1004. How- 1356 to facilitates a user’s purchase of access rights to all the
ever, such a media item can represent a grouping of different 55 songs on the selected album. In this example, the particular
movements, tempos, arrangements, etc., such as “Piano Con- selected album “Party Mix/Mesopotamia” by the B-52s was
certo No. 19 In F, KV 459: Allegro Vivace,” “Piano Concerto previously selected through a browse operation with respect
No.19InF, KV 459: Allegretto,” and “Piano Concerto No. 19 to FIG. 13A. However, upon the user selecting the toggle
InF, KV 459: Allegro Assai.” The grouping can be displayed control 1320, the graphical user interface alters the first sub-
initially in a single row in a condensed fashion. In one 68 window 1302 to that shown in FIG. 13B. The resulting
embodiment, besides a descriptor for the grouping, an indi- graphical user interface facilitates the user’s review of the
cator (e.g., symbol oricon) can be displayed at each row in the album that has been identified by the browse operation. The
second sub-window 1004 in which the descriptorrepresents a user can not only directly buy the album through use of the
grouping. The indicator can also be user-selectable so that the “buy album” button 1356, but can also review the information
user can cause the single row to expand to a plurality of rows 65 1354 and the associated image 1352. In one embodiment, the

as needed to display information on the individual media
items (e.g., tracks) of the grouping. The indicator can thus

price is a fixed price per album. For example, the fixed price
could be $9.99 per album. Additionally, the first sub-window
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1302 can further include a Top Downloads region 1358 and a
Related Items region 1360. The Top Downloads region 1358
can contain a list of the most frequently downloaded songs
from the selected album. The Related Items region 1360 can
contain a list of other songs that purchasers of the music from
the artist of the selected album have also bought.

In the representative application program window 1350
shown in FIG. 13B, the second sub-window 1304 may or may
not change as compared to the second sub-window 1318
shown in FIG. 13A. However, in other embodiments, the
second sub-window 1318 can have its displayed list of songs
changed or updated, or even be eliminated. Likewise, the
third sub-window 1306 is not necessarily always present.

Further, it should be understood that the toggle control
1320 is also provided with the graphical user interface shown
in FIG. 13B. Hence, the user can interact with the toggle
control 1320 as shown in FIG. 13B to return to the graphical
user interface depicted in the application program window
1300 shown in FIG. 13A. Further, a user could have per-
formed a music search to initially produce the application
program window 1350 shown in FIG. 13B. Such an approach
would be an alternative to the use of the browse process such
as depicted in FIG. 13A. In any case, through a search opera-
tion, the user can identify or locate a selected album and thus
be presented with the graphical user interface shown in the
application program window 1350 shown in FIG. 13B. Then,
should the user desire to enter a browse mode, the user can
select the browse control 1320 shown in FIG. 13B and thus be
presented with the graphical user interface provided with the
application program window 1300 shown in FIG. 13A. In
other words, the user can use the browse control 1320 to
transition between a browse mode and an informational
mode.

Still another feature associated with the invention is illus-
trated with respect to FIGS. 13A and 13B. The second sub-
window 1304 includes “buy song” buttons 1362 and “go to”
buttons 1364,1366 and 1368 foreach of thesongslisted in the
second sub-window 1304. The “go to” buttons 1364, 1366
and 1368 are shown as small buttons with arrows symbols
therein. As previously discussed, the “buy song” button 1362
can facilitate a user in easily purchasing access to the associ-
ated song. The selection of the “go to” button 1364 causes the
first sub-window 1302 to display information pertaining to
the associated artist (e.g., The B52s). The selection of the “go
to” button 1366 causes the first sub-window 1302 to display
information pertaining to the associated selected album. For
example, if the user had selected the “go to” button 1366
shown in FIG. 13A, the first sub-window 1302 would then
display the album information such as shown in FIG. 13B. If
the user selects the “go to” button 1368 of either the applica-
tion program window 1300 or the application program win-
dow 1350, a genre window for would be presented in the first
sub-window 1302 (and/or the second sub-window 1304). In
this example, the genre window would pertain to the genre of

“pop.” From the genre window, the user could interact to 5:

specify one or more selected genre and then proceed to locate
music of interest.

Alternatively, when the media items being browsed as
audio books, the “go to” button can cause a book page to be
displayed and the buy buttons can indicate “buy book.” Given
that the audio data to be downloaded in the case of an audio
book is sizeable, in one embodiment, the audio data for the
audio book can be divided into a plurality of files which are
separately downloaded. The audio quality for audio books
can also be reduced as compared to musical songs as another
means to reduce the amount of audio data required to be
downloaded.
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Still another aspect of the invention pertains to informing
the users about explicit content that may be present in songs
or albums. FIGS. 14A and 14B are screen shots illustrating
explicit content notification features according to one
embodiment of the invention.

FIG. 14A is a screen shot of an application program win-
dow 1400 according to one embodiment of the invention. The
application program window 1400 includes a first sub-win-
dow 1402, a second sub-window 1404, and a third sub-win-
dow 1406. The first sub-window 1402 includes a Top Albums
region 1402-1, a Top Songs region 1402-2, and a Top Artists
region 1402-3. The Top Albums region 1402-1 contains those
albums that match search criteria. For example, in this
example, the search criteria was “trina” and the Top Albums

5 regions 1402-1 depicts four separate albums that were iden-

tified by searching the music database with respect to the
searchcriteria “trina”. The Top Songs region 1402-2 includes
a list of top songs with respect to any of the albums listed in
the Top Albums regions 1402-1. The Top Artists region
1402-3 can represent the top artists with respect to the albums
within the Top Albums region 1402-1. Alternatively, the Top
Songs region 1402-2 in the top artists region 1402-3 could be
top songs for the larger categories of genre, time period, or
overall. Additionally, the second sub-window 1404 displays
those songs that areassociated with the albums within the Top
Albums region 1402-1. In other words, the songs listed within
the second sub-window 1404 are those songs that somehow
relate to the search criteria.

It should also be noted that the application program win-
dow 1400 further includes explicit content indicators 1408
and clean content indicators 1410. In this regard, it is known
that songs or albums can contain offensive language (e.g.,
expletives or other foul language) that is not appropriate for
all audiences. Hence, albums or songs can be indicated as
containing such explicit content through use of the explicit
content indicator 1408. As shown in FIG. 14A, the explicit
content indicator 1408 can be associated with an album, such
as shown in the first sub-window 1402, and/or can be associ-
ated with individual songs, such as shown in the second
sub-window 1404.

Further, in the case in which an album or song has explicit
content, another version of the same album or song can be
provided and thus made available for purchase with modifi-
cations to remove the explicit and potentially offending mate-
rial. These types of songs or albums are indicated by the clean
content indicator 1410.

If desired, a user can select one of the albums within the
Top Albums region 1402-1 or through selection of one of the
“go to” buttons 1414 for album information within the second
sub-window 1404. If the user does select either the image
1412 or the “go to” button 1414, an application program
window 1450 as shown in FIG. 14B would be produced
according to one embodiment of the invention. In other
words, the user selection was to select the album “The Great
Depression” by DMX, namely, the explicit content version.
As such, the first sub-window 1402 displays an image 1452
associated with the selected album, information 1454 pertain-
ing to the album, and a “buy album” button 1456. Addition-
ally, since the selected album has explicit content, the first
sub-window 1402 can also display a parental advisory warn-
ing indication 1457 to alert potential purchasers that the
selected album contains explicit content. The first sub-win-
dow 1402 can further include top downloads information
1458 and related song purchases information 1460. The sec-
ond sub-window region 1404 can list those songs on the
selected album. As shown in FIG. 14B, the selected album,
“The Great Depression” contains seventeen songs or tracks,
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each of which is identified by an explicit content indicator
1408, thereby indicating that each of the songs or tracks
contains explicit content.

Anotheraspect of the invention pertains to modification of
media descriptors that contain offensive language. For
example, media descriptors are often provided as titles to
mediaitems,suchas albums, songs, videos or pictures. Occa-
sionally, these media descriptors can contain offensive lan-
guage. Hence, when media items are provided to a media

w
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category or grouping of media associated with the sub-win-
dow 1502. As such, the user needs the ability to transition to
a next set of media items. The application program window
1500 includes next controls 1510 and 1512 to assist the user
in transitioning to a next set of media items. The next control
1510 permits the user to transition to the left, and the next
control 1512 allows the user to transition to the right. As
discussed in more detail below with respect to FIG. 16, the
content for the sub-window 1502, eitherinitially or following

store (or media database) to be st Oljed and thus avai.l able for 10 the selection of one of the next controls 1510 and 1512 is
subsequent purchase, these media items can be reviewed to :ded by a remote server that stores the media item infor-
determine whether any offensive language is present within provi yaret e .
their media descriptors. Alternatively, the review for offen- mation that is displayed within .the sub-wmdgw 1502. F,Or
sive language in the media descriptors can be done dynami- example, tl.le remote server can, in one embod}ment, pertain
cally as these media items are requested by various media 15 to the media commerce server 102 illustrated in FIG. 1.
players. In either case, the offending portion of the media FIG. 15B is a diagram of a window 1520 according to one
descriptors can be altered to remove the offensive language. embodiment of the invention. The window 1520 is, for
In one embodiment, each word within each of the media example, suitable for use as the sub-window 1502 illustrated
descriptors can be compared with a list of identified offending in FIG. 15A. The window 1520 can also be considered a
words stored in a file or database. For each Oﬁelldillg word 20 frame. In any case, the window 1520 includes window
found with a media descriptor, a portion of the offensive word (frame) objects that pertain to objects of the window 1520
in the media descriptor can be altered thrqugh use of replace- (frame). As shown in FIG. 15B, the window 1520 includes a
ment characters. As an example, as shpwn in FIG. 14A, one of display region 1522 and next controls 1524 and 1526. The
the song names (e.g., media descriptors) on the selected  gigplay region 1522 represents a portion of the window 1520
album s “.Nasty BltCh”..HOWEVGI.‘, the song name s displayed 25 54 displays server-provided information pertaining to a of
as shown in FIG. 14A WlthamOdlﬁ?d me.d 1a de51gn.at0r 1416, the media items available from the server. The next controls
namely, “Nasty B***h”. Hence, in this embodiment, the 1524 and 1526 are used by a user to request a next set of the
internal characters of the offending word “bitch” were altered .. . y q .
and thus replaced with an asterisk. The user knows how many media items avallable from the server. In Partlcular, when the
characters were replaced by the number of asterisks and thus 3e next COI?UOI 1522 is selected, a load wmdqw (load frame)
is provided with some context for the word even after it has request is sen.t to the server. In one embodiment, the next
been modified. However, once modified, the offending word contrgl 1.524 1s an object of the window 152.0 .(frame) and
is no longer offensive. contains 11.11.“0n11at10n on the‘next setof the.: }nedla items as well
Another aspect of the invention pertains to a graphical user as a transition effect therefor. The transition effect can have
interface in which a scrolling type action that permits auserto 35 various characteristics and styles that provide an animated
scroll or flip through media items being displayed in an effi- transition between the display of a current set of media items
cient, user-friendly manner. In one embodiment, a graphical and a subsequent set of media items. Although various tran-
user interface action or control can cause update (or replace- sition effects can be used, some examples of transition effects
ment) from a displayed set of media items to a next set of are wipe, dissolve, drop-in, etc. Also the transition effect can
media items. The update can, for example, include a transition 4¢ have an acceleration/deceleration or speed characteristics
effect when transitioning between different sets of media that can, if provided, control the rate (e.g., speed and/or accel-
items. eration) of the transition effect (animation). Even with the
FIG. 15A is a diagram of an application program window transition effect, the new content for the display portion 1522
1500 according to one embodiment of the invention. The is display such that the next controls 1524 and 1526 are on top
application program window 1500 is, for example, produced 45 ©of the display region 1522. In other words, the animation
ataclient machine by a media player, such as the media player (transition) effect causes the new content for the display por-
108 operating on the client 104 of FIG. 1. The application tion 1522 to arrive in the display portion 1522 in a manner that
program window 1500 includes at least one sub-window is underneath the next controls 1524 and 1526. Similarly, if
1502. Typically, the sub-window 1502 is associated with a desired, the boundary of the window 1520 and the display
category or grouping of media. Within the sub-window 1502 se region 1522 canhave ashading effect, such shading effect can
are displayed a plurality of media item representations 1504. be an object of the frame and can also be displayed over top of
As illustrated in FIG. 15A, the sub-window 1502 includes a the display region 1522. The server-provided information in
first media item representation 1504-1, a second media item response to the request is, for example, a markup language
representation 1504-2, and a third media item representation document (e.g., XML) that describes the layout therefore and
1504-3. For each of the media item representations 1504, the 55 its objects as well as contains links for data (e.g., artwork,
sub-window 1502 depicts a text descriptor 1506 and an image title) for each of the media items within the set being dis-
descriptor 1508. For example, the text descriptor can be a played. In one embodiment, the frame can be displayed like a
name that corresponds to the media item, and the image composite image such that back-to-front with the content for
descriptor 1508 can pertain to an image (e.g., artwork) that is the display region 1522 being in the back and the other pos-
associated with the media item. In one embodiment, the ¢o Sible frame features (objects) being in the front, e.g., the next
image is rather small and thus can be referred to as a “thumb- controls and a shading effect. The window 1520 can also
nail” image. In one implementation, the media items are include a position indicator 1528 that informs the user of the
albums of music, and thus the text descriptor 1506 pertains to relative position within the various media items that are asso-
the title of the album and the image descriptor 1508 pertains ciated with and able to be displayed within the display portion
to the artwork of the album cover. 65 1522 (see also FIG. 15C).

The sub-window 1502 typically displays only a small por-
tion of the total number of media items that correspond to the

FIG. 15C is a screen shot of an application program win-
dow 1550 according to one embodiment of the invention. The
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application program window 1550 represents one implemen-
tation of the application program window 1500 illustrated in
FIG. 15A.

The application program window 1550, although produced
by an application program, is presented in a network browser
style, and thus looks like a web page in many respects. The
application program window 1550, among other things,
includes a first sub-window 1552, a second sub-window
1554, a third sub-window 1556, and a fourth sub-window
1558. Each of the sub-windows 1552-1558 displays four
media items. More particularly, for each media item within
each of the sub-windows 1552-1558, media information for
each of the four media items is displayed. In one embodiment,
for each media item being displayed within one of the sub-

w

—_
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window. Once the media page processing 1600 begins, a base
page is requested 1602 from a remote server. The remote
server is, for example, the media commerce server 102 illus-
trated in FIG. 1. The base page can vary with implementation
but has the characteristics shown in FIGS. 15A and 15B with
respect to a sub-window and next controls.

A decision 1604 then determines whether the base page has
been received from the server. Once the decision 1604 deter-
mines that the base page has been received, then the base page
is displayed 1606. At this point, the base page is presented on
a display screen and includes at least one sub-window and at
least one next control.

Then, a decision 1608 determines whether a next control
selection has been made. When the user interacts with the

windows 1552-1558, the media item information being pre- 15 basepage to select the next control, then a next control selec-
sented includes an album title 1560, an artist 1562, and album tion has been made. However, the user may interact with the
artwork 1564. The different sub-windows 1552-1558 repre- base page in a variety of different ways, including a next
sent different groupings or categories that the albums can be control selection or a preview request, or not at all. When the
arranged in. In FIG. 15C, the exemplary groupings or catego- decision 1608 determines that a next control selection has not
ries are New Releases, Just Added, Staft Favorites, and Com- 20 been made, then a decision 1610 determines whether a pre-
pilations. In one embodiment, each of the sub-windows 1552- view request has been made. When the decision 1610 deter-
1558 pertains to a frame. For example, a frame boundary mines that a preview request has not been made, then other
1559 surrounds the sub-window 1552. processing 1612 can be performed and then the media page

Hence, the user can simultaneous view the basic informa- processing 1600 can return to repeat the decision 1608 and
tion on four media items (e.g., albums) within each of the 25 subsequent blocks. Alternatively, when the decision 1610
sub-windows 1552-1558. However, when the user desires to determines that a preview request has been made, then pre-
view other albums within one ofthe groups or categories, then view content is requested 1614 from the remote server. A
the user can select one of the next controls 1566 and 1568. For decision 1616 then determines whether the preview content
example, with respect to the first sub-window 1552, the user has been received. Once the decision 1616 determines that the
is able to transition to the left using the next control 1566, or 3e preview content has been received, then the preview content
transition to the right using the next control 1568. The other is presented 1618. In one embodiment, the presentation 1618
sub-windows 1554-1558 similarly have next controls. Upon of the preview content causes the preview content to be
the user’s selection of the next control 1568, a next set of four played. In one example, the preview content is a short audio
albums would be requested from the remote server, and then file that is played by the media player for the benefit of the
when received, would be displayed within the first sub-win- 35 user. Following the operation 1618, the media page process-
dow 1552, thereby replacing the four media items previously ing 1600 returns to repeat the decision 1608 and subsequent
displayed therein. The transition from the former set of media operations.
items to a next set of media items can be performed with an On the other hand, when the decision 1608 determines that
animated transition such that the user is shown the effect of a next control selection has been made, then a next set of
the transition or scroll to the next set. 49 media data for the associated sub-window is requested 1620.

Additionally, the application program window 1550 shown A decision 1622 then determines whether the next set of
in FIG. 15C includes a top song downloads region 1570 and media data has been received. When the decision 1622 deter-
a top albums download region 1572. The top song downloads mines that the next set of media data has been received, then
region 1570 includes a list of the top songs that have been a next set of media data is presented 1624 in the associated
downloaded from the music store that is offering the various 45 sub-window. Typically, the next set of media data completely
media items for purchase. The top albums download region replaces the previous set of media data residing within the
1572 displays a list of top albums that have been downloaded associated sub-window. An animated transition between the
by users of the music store. prior set of media data and the new set of media data can be

In one embodiment, the set of media data for the associated performed to facilitate user awareness of the transitioning or
sub-window provided in a markup language format. In one se updating operation. Following the operation 1624, the media
example, the markup language format is extensible Markup page processing 1600 returns to repeat the decision 1608 and
Language (XML) based. In the case where the media items subsequent operations so that additional user interactions can
are albums, such as shown in FIG. 15C, the artwork images be processed.
are thumbnail sized so that the amount of data associated with The various aspects, features, embodiments or implemen-
a set of media data is relatively small and thus easily trans- 55 tations of the invention described above can be used alone or
mitted over a network from the remote server. in various combinations.

FIG. 16 is a flow diagram of media page processing 1600 The media items can pertain to audio items (e.g., audio files
according to one embodiment of the invention. The media or songs, such as for music or audiobooks), video items (e.g.,
page processing 1600 is, for example, performed by a media video files or movies), or image items (e.g., photos).
player, such as the media player 108 operating on the client 68  The invention is preferably implemented by software, but
104 illustrated in FIG. 1. The media page processing 1600 can can also be implemented in hardware or a combination of
be performed by an application program to produce an appli- hardware and software. The invention can also be embodied
cation program window, such as the application program as computer readable code on a computer readable medium.
window 1500 illustrated in FIG. 15A and the application The computer readable medium is any data storage device
program window 1550 illustrated in FIG. 15B. 65 that can store data which can thereafter be read by a computer

The media page processing 1600 is activated whenever a
base page is to be presented within an application program

system. Examples of the computer readable medium include
read-only memory, random-access memory, CD-ROMs,
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DVDs, magnetic tape, optical data storage devices, and car-
rier waves. The computer readable medium can also be dis-
tributed over network-coupled computer systems so that the
computer readable code is stored and executed in a distributed
fashion.

The advantages of the invention are numerous. Different
embodiments or implementations may, but need not, yield
one or more of the following advantages. One advantage of
the invention is that purchased media items are able to be
securely downloaded to a user’s machine. Another advantage
of the invention is that media items can be purchased with a
single user interface action. Still another advantage of the
invention is that media items available for purchase can be
searched or browsed in an efficient, user-friendly manner. Yet
another advantage of the invention is that media items having
offensive content or descriptors can be distinguishably dis-
played and/or altered to signal the presence of or remove of
the offensive matter.

The many features and advantages of the present invention
are apparent from the written description and, thus, it is
intended by the appended claims to cover all such features
and advantages of the invention. Further, since numerous
modifications and changes will readily occur to those skilled
in the art, the invention should not be limited to the exact
construction and operation as illustrated and described.
Hence, all suitable modifications and equivalents may be
resorted to as falling within the scope of the invention.

What is claimed is:

1. A network-based media purchase system, said system
being configured to support a plurality of client media player
programs, each of said client media player programs being
resident on a different client machine, said system compris-
ing:

a media storage server machine that stores media items in

an encrypted format; and
amedia commerce server machine programmed to interact
with each of said client media player programs, and said
media commerce server machine being programmed to
support operations on said client media player pro-
grams, wherein said client media player programs are
programmed to: (i) initiate payment for the media items,
(i1) download the media items that have been purchased,
(iii) store the media items, and (iv) subsequently use the
stored media items,
wherein, for a particular one of the media items, said media
commerce server machine is further programmed to: (i)
determine media access information pertaining to the
particular media item; and (ii) send, over the network,
the media access information to the client machine of the
user that has purchased the particular media item, the
media access information adapted to be used by the
client machine to access the particular media item,

wherein the media access information includes (i) a URL
to the particular media item at said media storage server
machine that stores the particular media item, (ii) a
security token, and (iii) a download key,

wherein said media commerce server machine is further

programmed to create the security token provided in the
media access information by applying a predetermined
algorithm to at least the URL and an identifier for said
media commerce server machine,

wherein said media storage server machine is programmed

to receive, via the client machine that has purchased the
particular media item, a request for the particular media
item from said media storage server machine, the
request including at least the URL to locate the particu-

—_
w

20

30

40

[
L J

60

[
ol

28

lar media item and using the security token to provide
authentication for download of the particular media
item, and

wherein said media storage server machine is further pro-

grammed to create, in response to receiving the request
from the client machine of the user, a resultant value by
applying the predetermined algorithm to at least the
URL and the identifier for said media commerce server
machine to produce the resultant value, wherein said
media storage server machine is further programmed to
compare the resultant value with the security token
received in the request and to determine whether the
security token received in the request matches the result-
ant value, and wherein said media storage server
machine is further programmed to permit the particular
media item to be downloaded to the client machine from
said media storage server machine if the resultant value
is determined to match the security token.

2. A network-based media purchase system as recited in
claim 1, wherein said media commerce server machine is
further configured to enable each of the client media player
programs to purchase media items by enabling the client
media player programs to receive media access information
from said media commerce server machine, at least a first part
of the media access information being used to decrypt the
media items from their encrypted format.

3. A network-based media purchase system as recited in
claim 1, wherein each of the media player programs produce
a graphical user interface on the corresponding client
machine, the graphical user interface including at least a first
window and a second window.

4. A network-based media purchase system as recited in
claim 3, wherein the first window displays first information
provided remotely by said media commerce server machine
in a browser-like manner, and wherein the second window
displays second information in an application-like manner,
the second information being provided locally by the client
media player program operating on the corresponding client
machine or being provided remotely by said media commerce
server machine.

S. A network-based media purchase system as recited in
claim 4, wherein the second window displays a list of avail-
able media items that are associated with at least one criteria.

6. A network-based media purchase system as recited in
claim §, wherein each item in the displayed list of media items
has a buy button, and wherein selection of the buy button
causes the selected media item to purchased.

7. A network-based media purchase system as recited in
claim 5, wherein selection of one of the items in the displayed
list of media items causes the graphical user interface to
display an image associated with the selected media item.

8. A network-based media purchase system as recited in
claim 7, wherein the selected media item is a song, and the
image associated therewith is an album cover image for an
album including the song.

9. A network-based media purchase system as recited in
claim S, wherein any of the available media items in the
displayed list of media items can be previewed on request by
a graphical user interface action.

10. A network-based media purchase system as recited in
claim1,

wherein each of the media player programs produce a

graphical user interface having at least a list of available
media items that are associated with at least one criteria,
and
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wherein any of the available media items in the displayed
list of media items can be previewed on request by a
graphical user interface action.

11. A network-based media purchase system as recited in
claim 10, wherein each item in the displayed list of media
items has a buy button, and wherein selection of the buy
button causes the selected media item to be purchased with no
other required user interaction.

12. A network-based media purchase system as recited in

30

26. A network-based media purchase system as recited in
claim 25, wherein said media commerce server machine
maintains a purchase history for each of the users of the client
media player programs that have established accounts with
said media commerce server machine.

27. A network-based media purchase system, said system
being configured to support a plurality of client media player
programs, each of said client media player programs being
resident on a different client machine, said system compris-

claim 10, wherein any of the available media items in the 10 ing:
displayed list of mediaitems can be previewed without hav- a media storage server machine that stores media items in
ing an account with said media commerce server machine. an encrypted format; and
13. A network-based media purchase system as recited in a media commerce server machine programmed to interact
claim 4, wherein the second window displays a list of avail- with each of said client media player programs, and said
able media items that are available for purchase and are asso- 15 media commerce server machine being programmed to
ciated with at least one criteria. support operations on said client media player pro-
14. A network-based media purchase system as recited in grams, wherein said client media player programs are
claim 13, wherein the at least one criteria can be provided via programmed to: initiate payment for purchase of the at
the graphical user interface through browsing, sorting or least one media item, and download and store the at least
searching the media items that are available for purchase. 20 one n.1ed1a ltem that has been encrypted .for storage on
15. A network-based media purchase system as recited in the client machine operating the one of said client media
claim 13, wherein selection of one of the items in the dis- pla}{er programs, o ) )
played list of media items causes the graphical user interface wherein, for a particular one of the media items, said media
to display an image associated with the selected media item. commerce server machine is further programmed to: (i)
16. A network-based media purchase system as recited in 23 determine media access information pertaining to the at
claim 15, wherein the selected media item is a song, and the least.one medlf’ ltem; a1.1d (i) send, over the ne?work, the
image associated therewith is an album cover image for an media access information to the client machine of the
album including the song user that has purchased the at least one media item, the
17. A network-based media purchase system as recited in n}edla accle.ss 1nf0rmat10t111 ada{)ted to be u;.ed. by the
claim 15, wherein any of the available media items in the 3e lc 1e1.1t glac nnde. to access I}e at gabt ,Oni n&e 1a 1te1[1},R L
displayed list of media items can be previewed on request by w 1erei1n 116 media accz;s m onnatl.?in lng.u es (i) a
a graphical user interface action. tot 11e.at etellsttonte me tia 1tetn} atsaidme 12(11 §t0.rtage server
: coa machine that stores the at least one media item, (ii) a
18. A network-based media purchase system as recited in v tok 4 (i) a download k - (i)
claim 17, wherein any of the available media items in the lsecqmy ,(01 en,(;ln (iif) a downloa ey’l ine is furtt
. . Lo : : 35 wherein said media commerce server machine is further
displayed list of media items can be previewed without hav- dat te it v tok ded in tt
. . . . : rogrammed to create the security token provided in the
ing an account with said media commerce server machine. progl . . ty tokenp .
3 . S media access information by applying a predetermined
19. A network-based media purchase system as recited in . 3 : .
- . o algorithm to at least the URL and an identifier for said
claim 1, wherein after the media items havebeen stored to the . .
. . o media commerce server machine,
client machines, the mediaitems can be decrypted and pre- e . .o
. - 40 wherein said media storage server machine is programmed
sented at the client machines. . . . .
. s to receive, via the client machine that has purchased the
20. A network-based media purchase system as recited in . .
. . L . at least one media item, a request for at least one media
claim 19, wherein the mediaitems are presented at the client . . . .
. . g item from said media storage server machine, the
machines by playing the media items. . .
21. A network-based medi i " ited i request including at least the URL to locate the at least
. A network-based media purchase system as recited in . - . :
laim 20. wherein tl i 1; y i Yor vid 45 one media item and the security token to provide authen-
claim wherein the media items are audio and/or video st o
fil ’ tication for download of the at least one media item, and
Cs. . L wherein said media storage server machine is further pro-
22. A network-based media purchase system as recited in grammed to create, in response to receiving the request
clalm. 19, Wher.eln the media items can only be presentefi at from the client machine, a resultant value by applying
the chel}t 1.nachmes that are authorized to present the particu- 54 the predetermined algorithm to at least the URL and the
lar media items. ) o identifier for said media commerce server machine to
2.3~ A netwo.rk-base(.i media pgrchase system as recited in produce the resultant value, wherein said media storage
claln.l 1, Wh.ereln the client machines can operat.lvely connect server machine is further programmed to compare the
to said media commerce server machine and said media stor- resultant value with the security token received in the
age server machine via a network. 55 request and to determine whether the security token in
24. A network-based media purchase system as recited in the request matches the resultant value, and wherein said
claim 1, wherein the client machines can operatively connect media storage server machine is further programmed to
to said media commerce server machine and said media stor- permit the at least one media item to be downloaded to
age server machine via a network, and wherein the client the client machine from said media storage server
media player programs communicate with said media storage ce machine if the resultant value is determined to match the
server machine and said media commerce server machine via security token.
the network. 28. A network-based media purchase system as recited in
25. A network-based media purchase system as recited in claim 27, wherein the media items can only be presented at
claim 1, wherein said network-based media purchase system the client machines that are authorized to present the media
enables users of the client media player programs to establish 65 items.

accounts with said media commerce server machine so that
media items can be purchased.

29. A network-based media purchase system as recited in
claim 27, wherein said network-based media purchase system
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enables users of the client media player programs to establish
accounts with said media commerce server machine so that
media items can be purchased.

30. A network-based media purchase system as recited in
claim 27, wherein said media commerce server machine per-
mits subsequent downloading of the media items that have
been purchased until the corresponding client player program
confirms receipt of the media items that have been purchased.

31. A network-based media purchase system as recited in

5

32

user key; and (vii) store the particular media item to the
local storage device associated with the at least one of
the client machines.

37. A network-based media purchase system as recited in

claim 1,

wherein each of the client machines include a local storage
device,

wherein the media items being purchased are stored at said
media storage server machine in the encrypted format,

claim 27, wherein said media commerce server machine 1 the encrypted format utilizing the download key to
enables each of said client media player programs to purchase encrypt the media items stored on said media storage
the media items at a fixed price per media item. server machine, and
32. A network-based media purchase system as recited in wherein atleastone of said client media player programs is
claim 27, wherein the mediaitems are audio songs. further configured to: (i) retrieve, from said media stor-
33. A network-based media purchase system as recited in 15 age server machine, a particular media item that has
claim 27, wherein the media items are groups of audio songs. been purchased, the particular media item being
34. A network-based media purchase system as recited in encrypted; (ii) acquire a user key associated with a user
claim 27, wherein the media items are one or more of audio account of a purchaser of the particular media item; (iii)
songs, videos, audiobooks. transcrypt the particular media item using the download
35. A network-based media purchase system as recited in 26 key and a user key; and (iv) store the particular media
claim 1, item to the local storage device associated with the at
wherein each of the client machines include a local storage least one of the client machines.
device, 38. A network-based media purchase system as recited in
wherein the media items being purchased are stored at said claim 1,
media storage server machine in the encrypted format, 25  wherein each of the client machines include a local storage
the encrypted format utilizing the download key to device,
encrypt the media items stored on said media storage wherein the media items being purchased are stored at said
server machine, and media storage server machine in the encrypted format,
wherein at least one of said client media player programs is the encrypted format utilizing the download key to
configured to: (i) retrieve, from said media storage 3¢ encrypt the media items stored on said media storage
server machine, a particular media item that has been server machine, and
purchased, the particular media item being encrypted; wherein atleastone of said client media player programs is
(ii) decrypt the particular media item using the download configured to: (i) receive, over the network, a buy
key; (iii) acquire a user key associated with a user request from a user requesting to buy a particular media
account of a purchaser of the particular media item; (iv) 35 item, the buy request being initiated by the user through
re-encrypt the particular media item using the user key; a single graphical user interface action by the user once
and (v) store the particular media item to the local stor- an identifier for the particular media item is displayed on
age device associated with the at least one of the client a display screen for the user, and the buy request includ-
machines. ing an account identifier for a user account associated
36. A network-based media purchase system as recited in 4e with the user; (ii) initiate payment for the particular
claim 1, media item being purchased in response to the buy
wherein each of the client machines include a local storage request being received, the payment being processed
device, using information previously stored in a user account
wherein the media items being purchased are stored at said associated with the user; (iii) retrieve, from said media
media storage server machine in the encrypted format, 45 storage server machine, the particular media item that
the encrypted format utilizing the download key to has been purchased, the particular media item being
encrypt the media items stored on said media storage encrypted; (iv) acquire a user key associated with a user
server machine, and account of a purchaser of the particular media item; (v)
wherein at least one of said client media player programs is transcrypt the particular media item using the download
configured to: (i) receive, over the network, a buy se key and a user key; and (vi) store the particular media
request from a user requesting to buy a particular media item to the local storage device associated with the at
item, the buy request being initiated by the user through least one of the client machines.
a single graphical user interface action by the user once 39. A network-based media purchase system as recited in
an identifier for the particular media item is displayed on claim 1,
adisplay screen for the user, and the buy requestinclud- 55  wherein at least one of said client media player programs is
ing an account identifier for a user account associated configured to: (i) receive, over the network, a buy
with the user; (ii) initiate payment for the particular request from a user requesting to buy a particular media
media item being purchased in response to the buy item, the buy request being initiated by the user through
request being received, the payment being processed a single graphical user interface action by the user once
using information previously stored in a user account 6o an identifier for the particular media item is displayed on
associated with the user; (iii) retrieve, from said media a display screen for the user, and the buy request includ-
storage server machine, the particular media item that ing an account identifier for a user account associated
has been purchased, the particular media item being with the user; and (ii) initiate payment for the particular
encrypted; (iv) decrypt the particular media item using media item being purchased in response to the buy
the download key; (v) acquire a user key associated with 65 request being received, the payment being processed

a user account of a purchaser of the particular media
item; (vi) re-encrypt the particular media item using the

using information previously stored in a user account
associated with the user.
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40. A network-based media purchase system as recited in 43. A network-based media purchase system as recited in
claim 1, wherein said media store server machine permits the claim 1,
atleastone of the client machines to further operate to repeat- wherein the media access information further include a
edly attempt to retrieve the particular media item from said time of purchase of the particular media item, and

remote storage server machine until the at least one of the
client machines confirms receipt of the particular media item.

41. A network-based media purchase system as recited in
claim 1, wherein said media store server machine permits the
at least one of said client media player programs to further
operate to repeatedly attempt to retrieve the particular media 1e
item from said remote storage server machine until the at least
one of the client machines confirms receipt of the particular
media item.

42. A network-based media purchase system as recited in
claim 10, wherein each item in the displayed list of media 15  45. A network-based media purchase system as recited in

wherein, in producing the resultant value, said media stor-
age server machine applies the predetermined algorithm
to at least the URL, the identifier for said media com-
merce server machine, and the time of purchase.

44. A network-based media purchase system as recited in
claim 43, wherein the particular media item is permitted to be
retrieved from said remote storage server machine only if the
resultant value matches the security token within a given time
tolerance as to the time of purchase.

items has a buy button, and wherein selection of the buy claim 44, wherein the time tolerance permits the particular
button causes the selected media item to purchased with no ~ media item to be retrieved only if requested within the given
other required user interaction and a subsequent a single user time tolerance from the time of purchase.

interface action to acknowledge a purchase confirmation

message. ¥ oo% kK ¥
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