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2. Specific characters are not printed during printing.

> Return to the previous page.
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Printer One Click Support

Printing jobs could not be completed.
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Printer One Click Support

Here is the explanation of the estimation process.

1. It is reported that a malfunction will occur when using
application (OQ) in a Macintosh(TM) environment with
the printer driver settings set to “Reduce.”

2. No failure was found in the internal
diagnosis of the computer and printer.

If the diagnosis results are correct, the
following symptoms should be occurring.

1. Application (Q Q) freezes after printing
execution.
2. An error message (OQ) is displayed.

> Return to the previous page.
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USER SUPPORT

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 09/962,839 (Attorney Docket No.
MES1P051) filed Sep. 24, 2001 in the name of Noboru
Asauchi and entitled “User Support,” which is incorporated
herein by reference in its entirety and for all purposes.

BACKGROUND OF THE INVENTION
[0002]

[0003] The present invention relates to the technology for
giving online support for operation of a device.

[0004] 2. Description of the Related Art

[0005] A method of performing user support online via the
internet for various devices such as printers and scanners is
becoming increasingly popular. One example of such a
support system is a support method using e-mail. With this
support system, when an malfunction occurs with a device,
the user sends a description of the malfunction by e-mail to
the support department provided by the device manufac-
turer. The support department analyzes the cause of the
malfunction from information in the e-mail, and provides to
the user a measure for solving the problem.

1. Field of the Invention

[0006] For online support, there is also a support method
of providing support information for solving problems relat-
ing to device use or device malfunction, so-called online
help, using an internet web page. Generally, with web pages
provided by a device manufacturer, resolution methods are
provided for typical problems and malfunction.

[0007] However, for the general user, it is difficult to
sufficiently explain the device operating status and states of
the malfunction, so it was difficult to provide smooth support
by e-mail and telephone. Also, since it is difficult to under-
stand a device’s operating status and malfunction for general
users, it was still difficult to resolve problems by using
so-called online help.

[0008] With the prior e-mail and telephone support meth-
ods, it was necessary to deal with the cause of problems
individually, and a redundant burden arose for support. As a
result, this hindered support for serious malfunction for
which resolution was difficult.

SUMMARY OF THE INVENTION

[0009] Accordingly, an object of the present invention is to
lighten the burden both on the user and support sides when
giving online support for device operation.

[0010] 1In order to attain the above and the other objects of
the present invention, there is provided a user support
method of providing online support for operation of a
device. The support method comprises the steps of: con-
necting a client system to a user support server system
configured to provide online support for operation of the
device; transmitting device information indicative of a
device model and environment information indicative of an
operation environment of the device, from the client system
to the user support server system; generating device support
information for supporting operation of the device in the

Jul. 6, 2006

user support server system, with the information transmitted
to the user support server system; and transmitting the
device support information from the user support server
system to the client system.

[0011] Inthe user support method of the present invention,
device information indicative of a device model and envi-
ronment information indicative of an operation environment
of the device are transmitted to the user support server.
Therefore the user of the device is released from the burden
of explaining this information to the user support side.
Meanwhile, the user support side can easily obtain the
necessary information for giving user support, making
smooth user support possible.

[0012] 1In a preferred embodiment of the invention, the
user support server system preferably resolves malfunction
of the device automatically, by using the device malfunction
resolution information. This arrangement resolves the mal-
function of the device automatically, so the burden on the
user is lightened even further.

[0013] 1In a preferred embodiment of the invention, the
method gives offline support for operation of a device on a
computer connected to the device, comprising the steps of:
generating device support information for supporting opera-
tion of the device with environment information indicative
of an operation environment of the device; displaying the
device support information on the computer. In this arrange-
ment, it is possible to solve problems without connecting to
the internet.

[0014] 1In another embodiment of the invention, informa-
tion is provided online from a user support server system
configured to provide online support for operation of the
device in response to requests from clients equipped with the
device. This method comprises the steps of: connecting a
client system to the user support server; transmitting device
information indicative of a device model from the client
system to the user support server; and transmitting informa-
tion available for operation of the device from the user
support server system to the client system, in accordance
with the information transmitted to the user support server
system.

[0015] With this embodiment, device information indica-
tive of a device model is transmitted to the user support
server system, so it is possible to provide information for
this device user only. As a result, it is possible to limit
distribution of software that is under development and for
which quality is not guaranteed to specific entities.

[0016] The present invention can be realized in a variety
of embodiments, and can be realized, for example, in
embodiments such as an information provision control
method and information provision control device, a com-
puter program that realizes these methods or device func-
tions, the recording medium on which is recorded this
computer program, and data signals implemented within the
carrying wave that includes that computer program, etc.

[0017] These and other objects, features, aspects, and
advantages of the present invention will become more
apparent from the following detailed description of the
preferred embodiments with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] FIG. 1 is an explanatory diagram that shows a
system configuration example of online user support.
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[0019] FIG. 2 is a flow chart that shows the procedure for
the user registration process for online support.

[0020] FIG. 3 is an explanatory diagram that shows an
example of a dialog box that inquires the user whether to
allow or reject provision of information.

[0021] FIG. 4 is a flow chart that shows the procedure for
the registration process to the user support server system.

[0022] FIG. 5 is a table showing an example of informa-
tion transmitted to the user support server system from the
client system for user support.

[0023] FIG. 6 is a flow chart showing the procedure for
the user support process by support personnel.

[0024] FIG. 7 is an explanatory diagram that shows an
example of a dialog box that inquires the user about the
contents of the support desired.

[0025] FIG. 8 is an explanatory diagram that shows an
example of a dialog box that confirms the user contact
information.

[0026] FIG. 9 is an explanatory diagram that shows an
example of a transmission form for inputting an explanation
of the situation the user is in.

[0027] FIG. 10 This is a block diagram that shows the
structure of a user support system using distributed artificial
intelligence.

[0028] FIG. 11 is a block diagram that shows the structure
of a printing unit for which the client side agent is the central
focus.

[0029] FIG. 12 is a block diagram that shows the structure
of'a support system for which the server side agent 220 is the
central focus.

[0030] FIG. 13 is a flow chart that shows a procedure for
the malfunction diagnosis process of an embodiment of the
present invention.

[0031] FIG. 14 is an explanatory diagram that shows an
example of a dialog box that shows that the client system is
being diagnosed.

[0032] FIG. 15 is a flow chart that shows a procedure for
the malfunction diagnosis process by the client side agent.

[0033] FIG. 16 is a flow chart that shows a procedure for
the malfunction site specifying process for an embodiment
of the present invention.

[0034] FIG. 17 is a flow chart that shows the procedure for
the malfunction resolution process by the client side agent.

[0035] FIG. 18 is an explanatory diagram that shows an
example of a dialog box that shows the diagnosis results by
client side agent 200.

[0036] FIG. 19 is an explanatory diagram that shows an
example of a dialog box that shows the estimate process by
the client side agent.

[0037] FIG. 20 is a flow chart that shows the procedure for
the malfunction diagnosis process by server side agent 220.

[0038] FIG. 21 is a flow chart that shows the procedure for
the malfunction resolution process by server side agent 220.
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[0039] FIG. 22 is an explanatory diagram that shows an
example of a dialog box that shows the diagnosis results by
server side agent 220.

[0040] FIG. 23 is an explanatory diagram that shows an
example of a dialog box that shows the diagnosis results.

[0041] FIG. 24 is an explanatory diagram that shows an
example of a dialog box that shows the estimate process for
the diagnosis results.

[0042] FIG. 25 is an explanatory diagram that shows an
example of a dialog box that shows multiple repair methods.

[0043] FIG. 26 is a flow chart that shows the procedure for
priority provision of new technology for an embodiment of
the present invention.

[0044] FIG. 27 is an explanatory diagram that shows an
example of a dialog box that asks the user for the contents
of the support desired.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

[0045] The present invention is explained in the following
sequence based on embodiments.

[0046] A. System Configuration and User Registration
Processing

[0047] B. User Support Centered on Support Personnel
[0048] C. User Support Centered on Artificial Intelligence
[0049] D. Support Example

[0050] E. Prior Provision of New Technology

[0051] F. Variations

A. System Configuration

[0052] FIG. 1 is an explanatory diagram that shows a
system configuration example of online user support. The
upper half of the figure shows the structure of the support
center that performs user support, and the lower half shows
the structure of the client system that the user uses. The
support center consists of a user support server system SV
and support personnel. User support for device users can be
provided by any entity, but with this embodiment, to make
the explanation easier, we will use an example of a printer
manufacturer providing support. Following, we will use
printer 20 as a device example for explanation.

[0053] The client system is formed with printer 20 con-
nected by a parallel cable to computer 90. With this embodi-
ment, we show a case when printer 20 is connected locally
to computer 90 using a parallel cable, but it is also possible
to construct this system by connecting via a LAN (Local
Area Network). However, in either case, it is preferable that
bi-directional communication between computer 90 and
printer 20 be possible.

[0054] A number of programs that are activated on a
specified operating system 11 are installed in computer 90.
Here, as representative programs, we are showing browser
20 used for browsing web pages, printer driver 12 for
exhibiting functions that drive printer 20, and application
program 14 that generates text and image data to be printed
by printer 20. When printing, together with a print com-
mand, a file to be printed is received by printer driver 12.
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Printer driver 12 performs rendering and other processing on
this file, and generates print data to supply to printer 20.
Printer 20 obtains this print data via the parallel cable and
executes printing. Printer 20 also includes firmware 22 that
controls this operation and MIB (Management Information
Base) 46 that is a database for maintaining at least the
operation status of the printer. Computer 90 can obtain
information relating to the operating environment of printer
20, etc. by accessing this MIB 46.

[0055] FIG. 2 is a flow chart that shows the procedure for
the user registration process for the online support. At step
S101, computer 90 and printer 20 are connected. This
connection becomes a trigger to start the user registration
process for online support. However, at the time this con-
nection is made, we can assume that printer driver 12 is not
installed in computer 90. At this time, the installation of
printer driver 12 becomes a trigger to start the user regis-
tration process for online support. At step S102, the printer
1D is registered in computer 90. When this registration is
completed, the process advances to step S103, and a dialog
box (not illustrated) inquiring whether or not the user wants
to register is displayed to the user.

[0056] When the user replies that user does not wish to
register, the process advances to step S104, and an icon for
user registration is generated on the desktop, for example,
and user registration process ends. The user registration icon
is created so that the user can do user registration at any
time. On the other hand, when the user replies that user does
wish to register, the dialog box shown in FIG. 3 is displayed.

[0057] FIG. 3 is an explanatory diagram that shows an
example of a dialog box that inquires whether to allow or
deny provision of information to the user. This dialog box
confirms with the user whether or not to permit provision of
information for user support. The reason why it is confirmed
whether to allow or deny provision of information is that
with the user support of this embodiment, provision of client
system internal information is necessary, and it is possible
that private information may be included. When a user
rejects provision of information, this is recorded as user
registration information, and the situation will be handled
using the prior support method.

[0058] At step S105, a user support icon is generated. By
clicking this user support icon, a registered user can receive
the online user support of the first embodiment of the present
invention. Also, when the user registration process is sus-
pended due to a communication error or other circumstance,
the user registration process can be restarted by clicking this
user support icon.

[0059] At step S106, computer 90 is connected to user
support server system SV. This connection is made auto-
matically using the printer ID registered in computer 90.
When the connection is completed, the process advances to
step S107 and the user registration process to user support
server system SV is started.

[0060] FIG. 4 is a flow chart that shows the procedure for
the registration process to the user support server system SV.
At step S201, the user’s printer ID is registered to the user
support server system SV By registering the printer ID, it is
possible to create a customer database with this as a refer-
ence, making customer management easier. At step S202,
computer 90 transmits client side printing environment
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information to the user support server system SV. This
printing environment information is, of the client system
format information, information that may be related to
execution of printing work. By having the user side under-
stand this information, user support becomes easy.

[0061] FIG. S5 is a table that shows an example of infor-
mation transmitted from the client side for user support to
the user support server system SV. As shown in the figure,
the information transmitted to the server can include not
only printing environment information, but also print log
information that can be used as device malfunction diagno-
sis information, operation log information, and process data.
We will give a detailed explanation of these types of data
later. For the printing environment information, each time
there is a change in the printing environment, it is desirable
to register that change. There are also many cases when
support is necessary due to printing environment changes, so
the change in printing environment is beneficial information
for implementing support. Obtaining the printing environ-
ment information can be done by reading part or all of the
register data when operating system 11 of computer 90 is
Windows. It is also acceptable to record printing environ-
ment information to MIB 46 equipped in printer 20 and
upload it to user support server system SV. When receiving
of printing environment information by user support server
system SV is completed, the process advances to step S203.

[0062] At step S203, user support server system SV trans-
mits transmission form for user registration 120 (FIG. 1) to
computer 90. This form can be customized in response to the
previously received information. Transmission form 120 can
be changed for each device, for example. At step S204, the
user inputs specified items to transmission form for user
registration 120 and transmits it to user support server
system SV. By doing this, it is possible to match a printer ID
with a user. In other words, a user can be specified from a
printer 1D, making user support even easier.

[0063] At step S205, recording of the log relating to the
user support starts. By referencing this log, a user looking
for support can know what kind of support was received in
the past. By doing this, the user support personnel can
proceed with user support more smoothly.

[0064] At step S206, recording of the client system log
starts. As shown in FIG. 5, this log contains print log
information and operation log information. Print log infor-
mation is information that shows information relating to
printing done in the past by the printer 20 to be supported,
including information such as under what printing environ-
ment, when, and what volume of printing was executed.
Operating log information is a record of the operating
contents of a set time period before the occurrence of an
error or before clicking of the support icon, for example.
These types of information are used to reproduce the state of
the user requesting support on the user support side. This is
because suitable user support can be performed more reli-
ably if the state subject to support can be reproduced on the
support side.

[0065] Recording of this information can be done by a
recording device of computer 90, MIB 46 of printer 20, or
bi-directionally. However, considering the fact that these
devices can fail, it is preferable to record bi-directionally.
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B. User Support Centered on Support Personnel

[0066] FIG. 6 is a flow chart that shows the procedure for
the user support process by support personnel, and FIG. 7 is
an explanatory diagram that shows an example of a dialog
box that inquires of the user a description of the support that
user wants. At step S301, the user clicks the user support
icon. By doing this, the user support process starts, and the
process advances to step S302. At step S302, computer 90 is
connected to user support server system SV via the internet.
When this connection is completed, the process advances to
step S303, and the dialog box shown in FIG. 7 is displayed.
With this dialog box, the user can select the support con-
tents, selecting, for example, from “Operating contents
inquiry” and “Failure.” When this selection is made, the
process advances to step S304, and computer 90 transmits
both the results of that selection and the printer ID to user
support server system SV.

[0067] The support center that obtained the printer ID uses
the printer ID to specify the printer 20 to be supported.
Furthermore, the user support registration user can be speci-
fied by referencing the database within the support center.
Also, by checking the printing environment information
received at the same time, the user support personnel can
know the printing environment of the client system request-
ing support at that point. Also, the printer ID and user are
specified, so by referencing the server side log information,
it is possible to make comparisons with past printing envi-
ronments. By doing this, support can proceed smoothly.
When user specification is completed, a dialog box to be
described later is displayed.

[0068] FIG. 8 is an explanatory diagram that shows an
example of a dialog box for confirming the user contact
information. This dialog box not only confirms whether
there is a match with the user registered in the database in
the support center, but also displays to confirm the contact
information of the user to be supported. When this confir-
mation ends, the process advances to step S30S5, and user
support server system SV transmits transmission form for
user support 120 to computer 90. When there is a change for
the user, user registration can be done again by selecting No
using the dialog box shown in FIG. 8.

[0069] FIG. 9 is an explanatory diagram that shows an
example of a transmission form that inputs an explanation of
the situation the user is in. At step S306, the user inputs
specified items in transmission form for user support 120
(FIGS. 1 and 9) received by the client system, To make
input easy for the user, it is preferable to attach an input
sample in the transmission form for user support 120 and to
focus the noted contents using a selective display. When this
is returned, print environment information, print log infor-
mation, and operation log information are also transmitted at
the same time. When it is confirmed that the client system
has finished the support center receive, information fetching
is completed, and the connection between the client system
and the user support server system SV is released. When this
connection is released, it is preferable to make a display (not
illustrated) that shows that there will be contact later.
[0070] At step S307, analysis of the status of the client
system by the support personnel starts. This status analysis
can be done using the following procedure when the support
is for an malfunction, for example.

[0071] (1) An estimate is made of the user capabilities.
This can be estimated from the past support log information
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recorded at the server. By knowing the capabilities, it is
possible to estimate to some degree whether the malfunction
is simple or severe.

[0072] (2) The printing environment is specified. First, a
check is made of whether the malfunction is based on
software interference or some other printing environment
issue. This check is done by referencing the support infor-
mation put into database form in the support center. Also, by
comparing with past printing environments, the differences
with the current printing environment are specified, and it is
possible to use this as malfunction diagnosis reference
material. Also, if print log information can be obtained, it is
possible to know the status of past printing that was done
correctly and the burden on printer 20, making it easier to
specify the cause of the malfunction.

[0073] (3) The operation contents are specified. If opera-
tion log information can be obtained, it is possible to specify
the operation contents up until an error or other status for
which support is being requested occurred. If specification is
possible up to the operation contents, it is also possible to
reproduce the client system environment at the support
center, making support even easier.

[0074] When analysis by the support personnel ends, the
process advances to step S308, and the analysis results are
sent as e-mail to the contact address confirmed at step S304.
Contact can be made not only by e-mail, but by fax or
telephone. It is preferable that the contents of the e-mail, etc.
be put into a fixed form and put into a database. By doing
this, it is possible to reduce redundant labor, and to improve
support efficiency.

[0075] As described above, printing environment infor-
mation and other information necessary for user support are
provided to the user support personnel online in an objective
manner, making user support easy. There is a great lighten-
ing of the burden of explaining the client system status for
the user as well, making it possible to have smooth operation
of user support.

C. User Support Centered on Artificial Intelligence

[0076] FIG. 10 is a block diagram that shows the structure
of a user support system using distributed artificial intelli-
gence. This is an expert system consisting of multiple
artificial intelligence elements (experts). This expert system
defines each expert as an agent, and with this system, each
agent performs support independently or with consultation
when necessary.

[0077] This expert system for malfunction diagnosis con-
sists of client side agent 200 defined as a client side expert
and server side agent 220 defined as a server side expert.
Client side agent 200 functions as an agent having a user
side malfunction diagnostic function, and server side agent
220 functions as an agent having a server side malfunction
diagnostic function.

[0078] FIG. 11 is a block diagram that shows the structure
of printing unit 100 with client side agent 200 as the central
focus. This printing unit 100 consists of client side agent
200, interface dedicated circuit 50, operating system 11,
printer driver 12, application program 14, firmware 22, and
mechanical part 30. This client side agent 200 consists of
client side monitoring and control unit 201 and client side
malfunction diagnostic expert system 210.
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[0079] Client side malfunction diagnostic expert system
210 consists of client side inference engine 211 for perform-
ing inference for malfunction diagnosis, client side knowl-
edge base 212 formed from knowledge that is the foundation
for this inference, and client side inference process expla-
nation unit 213 that generates information for explaining the
inference process to the user. Development of client side
malfunction diagnostic expert system 210 can be done easily
by using general purpose expert system building tools
consisting of an empty knowledge base and inference
engine. Specifically, by accumulating knowledge for mal-
function diagnosis of printing unit 100 in the knowledge
base, it is possible to build an malfunction diagnostic expert
system for printing unit 100. For general purpose expert
system building tools, there are many tools including EMY-
CIN™ and ESHELL™ that have been developed and are
available for use. Also, C language based tools that operate
in Macintosh™, Windows™, and UNIX™ environments
are becoming increasingly widespread.

[0080] The malfunction diagnostic expert system 210 that
client side agent 200 is equipped with can be provided to the
user together with printer 20 as an expert system that is
equipped with a knowledge base in which data is input, or
can be provided to the user as a general purpose expert
system building tool. In the latter case, the data input to the
knowledge base is downloaded from the user support server
system SV. In either case, it is preferable that the data within
the knowledge base can be updated.

[0081] Client side agent monitoring and control unit 201 is
the core unit of client side agent 200 that collects informa-
tion for malfunction detection and malfunction diagnosis.
This client side monitoring and control unit 201 controls
client side malfunction diagnostic expert system 210 while
also controlling operating system 1, application program 14,
and modules subject to malfunction diagnosis (printer driver
12, firmware 22, and mechanical part 30) via interface
dedicated circuit 50. By doing this, gathering of information
for malfunction diagnosis of printing unit 100 and malfunc-
tion repair are performed. Note that operating system 11 and
application program 14 can be added as subjects of mal-
function diagnosis.

[0082] FIG. 12 is a block diagram that shows the structure
of a support system for which server side agent 220 is the
central focus. This server side agent 220 consists of moni-
toring and control unit 221 and malfunction diagnostic
expert system 230. According to the status, this server side
monitoring and control unit 221 can negotiate with the client
side agent 200 via the internet, or can directly monitor and
control printing unit 100. As is the case with client side
malfunction diagnostic expert system 210, this server side
malfunction diagnostic expert system 230 is equipped with
inference engine 231 and knowledge base 232, and is further
equipped with rule editor 234 for the support personnel who
is an expert to edit knowledge base 232.

[0083] FIG. 13 is a flow chart that shows the procedure for
the malfunction diagnosis process for an embodiment of the
present invention. At step S401, monitoring and control unit
201 of client side agent 200 detects malfunction in printing
unit 100. This malfunction detection triggers the malfunc-
tion diagnosis process. Even if an malfunction is not
detected, if the user support icon is clicked, the malfunction
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diagnosis process starts. When this malfunction diagnosis
process starts, the dialog box described hereafter is dis-
played.

[0084] FIG. 14 is an explanatory diagram showing an
example of a dialog box that shows that the client system is
currently being diagnosed. This dialog box shows that
malfunction diagnosis of printing unit 100 is being per-
formed either by client side agent 200, server side agent 220,
or bi-directionally. By using this dialog box, the user can
know the status of printing unit 100 and also stop malfunc-
tion diagnosis at any time.

[0085] At step S402, client side agent 200 performs mal-
function diagnosis of printing unit 100. This malfunction
diagnosis diagnoses the interior of printing unit 100. With
this diagnosis, if diagnosis results can be obtained, the
process advances to malfunction resolution processing, and
if it is deemed that diagnosis is not possible, a dialog box
(not illustrated) is displayed. This dialog box asks the user
for permission to connect to the user support server system
SV via the internet. This connection to the user support
server system SV is done to shift from malfunction diagnosis
of the interior of printing unit 100 done by client side agent
200 to either remote malfunction diagnosis done by server
side agent 220 or to malfunction diagnosis through coordi-
nation between client side agent 200 and server side agent
220. When this connection is complete, the process
advances to step S403.

[0086] At step S403, an malfunction diagnosis in which
server side agent 220 is involved is performed. This mal-
function diagnosis includes the various aspects described
above, and examples include having server side agent 220
diagnosis printing unit 100 directly instead of client side
agent 200, and performing malfunction diagnosis through
cooperation between server side agent 220 and client side
agent 200. Furthermore, this malfunction diagnosis through
cooperation includes aspects of having server side agent 220
and client side agent 200 communicate with each other and
providing shared memory called a blackboard on the server
side, for example. Generally, malfunction diagnosis through
cooperation has the advantage of being able to handle more
serious situations than malfunction diagnosis by server side
agent 220 alone, but there is the disadvantage that the
internet communication volume becomes high. Therefore, it
is preferable to select one or the other according to the
malfunction status. For example, at the initial stage, you
could have diagnosis performed by server side agent 220
alone, and shift to cooperative diagnosis in cases when there
are no diagnosis results or when the estimated probability to
be described later is low.

[0087] As a result of the above diagnosis, when diagnosis
results are obtained, the process advances to the malfunction
resolution process, and when it is deemed that diagnosis is
not possible, a dialog box (not illustrated) is displayed. This
dialog box uses artificial intelligence (expert system) to
notify the user that malfunction diagnosis was not possible
and also asks the user for permission to shift to malfunction
diagnosis by the support personnel. When permission is not
given to shift to malfunction diagnosis by support personnel,
the malfunction diagnosis process ends, and a message to
this effect is displayed. Meanwhile, when permission is
given, the dialog box shown in FIG. 9 is displayed, and
when the user inputs this and transmits to the support center,
the process advances to step S404.
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[0088] At step S404, malfunction diagnosis is performed
by support personnel. When doing this malfunction diagno-
sis, the support personnel considers the information gathered
by client side agent 200 and server side agent 220 and the
results of diagnosis thereof, and can analyze the status noted
by the user in the form shown in FIG. 9. By doing this, the
burden for malfunction diagnosis by support personnel is
also lightened. Meanwhile, the user can also simplify his
explanation of the status of printing unit100, thus lightening
the burden on the user. When diagnosis is not possible even
with malfunction diagnosis by the support personnel, a
dialog box (not illustrated) is displayed. This dialog box
inquires whether the user wants printer 20 to be recalled or
if he wants a service person to be dispatched. When the user
does not want printer 20 to be recalled, etc. the malfunction
diagnosis process ends, and when the user does want this,
the process advances to step S40S.

[0089] At step S405, depending on the status, printer 20 is
recalled or a service person is dispatched. In this case, the
printer 20 is specified by the printer ID, so the person in
charge of repairing the recalled printer 20 can be provided
with information relating to the malfunction diagnosis and
any recorded repair history. By doing this, the repair burden
is lightened. When a service person is dispatched as well, the
same kind of information can be provided in advance.

[0090] FIG. 15 s a flow chart that shows the procedure for
the malfunction diagnosis process by client side agent 200.
At step S501, client side agent 200 obtains the log infor-
mation. As described previously, this log information
includes print log information and operation log informa-
tion. The log information is recorded in at least one of the
recording device of computer 90 and MIB 46 of printer 20,
and is read from one of these.

[0091] The print log information is information that shows
information relating to printing done in the past by the
printer 20 to be supported, including information such as
underwhat printing environment, when, and what volume of
printing was executed. It is possible to know the size of the
burden on printer 20, for example, based on what kind of
printing work was executed in the past, making it possible
to specifically reference an malfunction. For example, this
would be data for deciding whether the expiration of a
specific part of printer 20 is approaching. Also, when printer
20 was not used for a very long time before the occurrence
of'an malfunction, there is the possibility of condensation of
the ink due to volatility or of nozzle clogging.

[0092] 1t is also possible to know the capabilities for a
user’s printing work from whether or not a great volume of
printing work was done in the past. By doing this, for
example, this becomes one data for judging whether or not
support is being requested as “Failure” when there is a
problem with the operating method of the user. Furthermore,
even when support is requested when there is a problem
relating to user use such as a problem with the use method
of the user, it is possible to estimate the capabilities of the
user, making support easier.

[0093] The operation log information is, for example, a
record of the operation contents for a fixed period before an
error occurred or before the support icon was clicked. This
record can be used to specify the operation contents done on
computer 90 or printer 20. This information is information
relating to a specified message signal or event signal within
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the client system. Also, this operation log information can
include error codes or error messages. This makes it easier
to specify malfunction.

[0094] At step S502, printing environment information is
obtained. As shown in FIG. §, the printing environment
information includes, for example, operating system 11,
printer driver 12, and firmware 22 information (version
information and setting information), ink cartridge ID,
remaining ink volume, when the ink package was opened,
the volume of internal memory in computer 90, and envi-
ronment information relating to execution of printing by
printing unit 100 which is the CPU. It is preferable that this
printing environment information include a record over time
of'changes to the printing environment in the past. Knowing
the printing environment when printing is done correctly is
especially beneficial for malfunction diagnosis.

[0095] At step S503, malfunction site specification is
performed. Specification of the malfunction site is a process
for specifying which place the malfunction is, whether in
printer driver 12, the connection site of computer 90 and
printer 20, firmware 22, or mechanical part 30. This is a
process performed to increase the estimation accuracy of
malfunction diagnosis.

[0096] FIG. 16 is a flow chart that shows the procedure for
the malfunction site specification process for an embodiment
of the present invention. At step S601, for example, moni-
toring and control unit 201 of client side agent 200 inputs
100x100 RGB test data into printer driver 12. At step S602,
a comparison is made between the printer driver 12 pro-
cessing data and processing data of printer driver 12 at
normal status. The printer driver 12 processing data at
normal status is, for example, data obtained by client side
agent 200 in advance when printer driver 12 was installed.

[0097] When both sets of process data match, then printer
driver 12 is processing correctly. On the other hand, when a
mismatch is seen in the process data, it is clear that printer
driver 12 is not processing correctly. In other words, we
know that there is an malfunction in the operation of printer
driver 12.

[0098] At step S603, the input data of firmware 22 is
checked. Checking of input data is to check the connection
between computer 90 and printer 20. A possible method for
this check can be, for example, transmitting output data of
printer driver 12 to printer 20, buffering at printer 20,
returning to computer 90, and comparing that data with
output data of printer driver 12. By doing this, it becomes
clear whether or not there is a problem with the connection
between computer 90 and printer 20. It is also preferable that
confirmation of control data performed between computer
90 and printer 20 be performed in the same manner. This is
because when the problem of noise on the control signal
occurs, for example, this can be specified.

[0099] At step S604, the operation of firmware 22 is
checked. This check can be performed using the same
method as the check of printer driver 21. At step S605,
mechanical part 30 is checked. For this check, using the
sensor equipped within the mechanical part, the presence of
a paper jam, for example, can be checked. Application
program 14 and operating system 11 can also be included as
subjects of the malfunction site specifying process. When
the malfunction site specifying process has ended, the pro-
cess advances to step S504.

WellcomeMat Exhibit 2036
Aylo v. WellcomeMat
IPR2024-00710, Page 34 of 39



US 2006/0150031 A1l

[0100] At step S504, an estimate is made of the status of
printing unit 100. This status estimate is based on informa-
tion obtained at steps SS01 to S503, and is an estimate of the
status of printing unit 100 from the perspective of, for
example,

[0101] (1) printer driver 12 interfering with other soft-
ware,

[0102] (2) firmware 22 being damaged, and

[0103] (3) there being a problem with the connection
between computer 90 and printer 20.

[0104] At step SS05, a repair plan is generated. This repair
plan regulates the process for changing from the estimated
status of printing unit 100 to a normal status. For example,
when printer driver 12 interferes with other specific soft-
ware, the easiest repair method is to delete that software.
When firmware 22 is damaged, if it is possible to reinstall
firmware 22, that is the easiest repair method. Reinstallation
of firmware 22 is possible if firmware 22 is stored in
rewritable memory such as EEPROM. Also, when there is a
problem with the connection between computer 90 and
printer 20, possibilities are suggesting to the user to check
whether or not there is any wobble in the connector or if
there is a problem with the connection method.

[0105] For generation of the repair plan, when multiple
diagnosis results and multiple repair methods are obtained,
client side agent 200 makes proposals in sequence from the
method that causes the least burden to the user. For example,
when the probability of the estimate that printer driver 12 is
interfering with other software is 40%, and the probability of
the estimate that firmware 22 is damaged is 30%, consid-
ering only the estimate probability, deleting other software
would be the first repair method proposal. However, in this
case, the user cannot use that software. Meanwhile, there is
virtually no burden on the user with reinstallation of firm-
ware 22. Therefore, in this case, reinstallation of firmware
22 is the first repair plan.

[0106] Also, repair plans with first priority are software
methods for which automatic repair can be done by the
expert system, and repair plans with second priority are
hardware repair method by the user, such as changing the
connection method between computer 90 and printer 20, and
finally sending out of a service person or recalling of the
printer. By doing this, the probability of doing the repair
with the least burden becomes higher.

[0107] At step S506, ajudgment is made of whether the
diagnosis results are determined. For this judgment, from the
estimate probability and the repair burden, a comprehensive
judgment is made by whether or not a valid solution method
was found. For example, when the estimate probability is
sufficiently high and the repair burden is sufficiently low, this
is determined as diagnosis results presented to the user. Also,
even when the estimate probability is somewhat small, if the
repair burden is very low, then this is determined as the
diagnosis result. On the other hand, even when the estimate
probability is somewhat high, when the user burden is very
high, for example, when recalling of the printer is diagnosed
as necessary, a diagnosis result is not determined. When the
diagnosis results are determined, the process advances to the
malfunction resolution process by client side agent 200, and
when the diagnosis result is not determined, the process
advances to an malfunction diagnosis process by server side
agent 220.
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[0108] FIG. 17 is a flow chart that shows the procedure for
the malfunction resolution process by the client side agent
200 for an embodiment of the present invention. At step
S701, inference process explanation unit 213 generates
information for the inference process. This information is
data for explaining to the user the inference process for
malfunction diagnosis, and is text data for example, and the
user uses this for judging whether to accept or reject the
diagnosis results and proposed repair plan by the expert
system. When generation of this information is completed,
the process advances to step S702, and an explanation is
given for the proposed resolution method and the inference
process.

[0109] FIG. 18 is an explanatory diagram that shows an
example of a dialog box that shows the diagnosis results by
client side agent 200. This dialog box notifies the user of the
diagnosis results for the malfunction, and also proposes a
repair method for this to the user. Also, when “Confirm
Estimate Process” is clicked, a screen is displayed that
explains to the user the estimate process until the diagnosis
results are reached. This screen will be described hereafter.

[0110] The user looks at the diagnosis results or if neces-
sary looks at the estimate results, and judges whether the
repair method is suitable or not. If the user judges it to be
suitable and clicks “Yes,” the process advances to step S703,
and client side agent 200 repairs printing unit 100. On the
other hand, if the user judges it not to be suitable and clicks
“No,” then another repair plan will be proposed. When the
repair work by the agent is completed, the process advances
to step S704. On the other hand, when all of the proposals
by client side agent 200 are unacceptable, then the process
moves to an malfunction diagnosis process in which server
side agent 220 is involved.

[0111] We will give an explanation using steps S702 and
S703 as a specific example. With this example, there are
cases when diagnosis results are obtained whereby a certain
software and printer driver 12 interfere. In this case, client
side agent 200 displays a dialog box like that shown in FIG.
18, and requests acceptance of the proposed repair method.
When the user accepts this, for example as with freeware
installed for trial purposes, when the software is not impor-
tant, if “Yes” is clicked, that software is deleted by moni-
toring and control unit 201 of client side agent 200.

[0112] At this time, by clicking “Confirm Estimate Pro-
cess,” the user can confirm the estimate process. This
estimate process becomes a reference for whether a repair
plan proposed by client side agent 200 is accepted by the
user. On the other hand, when a user does not wish that
software to be deleted, the user clicks “No.” This leads to the
presentation of a second repair plan. When there is no
second repair plan, a connection is made to user support
server system SV and diagnosis is done again including
server side agent 220. Or, multiple diagnosis results and
repair plans can be displayed simultaneously and the user
can be made to select from these.

[0113] FIG. 19 is an explanatory diagram that shows an
example of a dialog box that shows the estimate process by
client side agent 200. This dialog box makes user judgment
regarding whether or not to accept a repair proposal more
accurate and easier. Also, as shown in FIG. 19, with this
dialog box, it is preferable to have the user confirm symp-
toms that client side agent 200 can’t perceive. This is
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because it makes it possible for the user to make a more
accurate judgment. There are problems for which symptoms
occur in the printing results, for example.

[0114] At step S704, the user confirms whether or not the
problem was resolved using a dialog box (not illustrated). As
a result, when the problem is resolved, the process advances
to step S705, and when the problem is not resolved, the
process advances to the malfunction diagnosis process by
server side agent 220. At step S705, the knowledge base of
client side agent 200 is updated. This update is to review the
first estimate probability. In other words, when an malfunc-
tion is resolved, the estimated probability of the knowledge
used for diagnosis is raised. The second is for recording that
a specific malfunction was resolved and notifying the user
the next time the same state occurs.

[0115] FIG. 20 is a flow chart that shows the procedure of
the malfunction diagnosis process by server side agent 220.
At step S801, computer 90 accesses user support server
system SV. This access is performed automatically by client
side agent 200 after obtaining permission from the user. At
this time, the user’s permission is given using a dialog box
(not illustrated).

[0116] At step S802, client side agent 200 transmits the
gathered information and diagnosis results to user support
server system SV. By doing this, server side agent 220 can
obtain the information and diagnosis results obtained by
client side agent 200. Server side agent 220 performs a
diagnosis based on this information. Methods for perform-
ing this diagnosis include a diagnosis method whereby
server side agent 220 performs independent diagnosis
instead of client side agent 200, and a diagnosis method
whereby server side agent 220 works in cooperation with
client side agent 200. The latter is generally referred to as a
multi-agent system.

[0117] For multi-agent systems, there is a contract net
method whereby agents communicate with each other to
share information, and a blackboard method whereby two
agents share memory.

[0118] At step S803, further information gathering is
performed via client side agent 200. This information gath-
ering is performed when server side agent 220 determines
that more information gathering is necessary for diagnosis.
Information is gathered by server side agent 220 requesting
information from client side agent 200 or by server side
agent 220 directly controlling client side agent 200 as a slave
agent.

[0119] Atstep S804, malfunction diagnostic expert system
230 of server side agent 220 uses knowledge base 232 to
make a diagnosis based on the gathered information. It is
also possible to instead have server side agent 220 cooperate
with client side agent 200 to estimate the status of printing
unit 100. At step S806, the diagnosis results are displayed on
computer 90, and the process advances to malfunction
resolution processing by server side agent 220. When it is
judged that diagnosis is impossible, the process advances to
malfunction diagnosis by the support personnel.

[0120] FIG. 21 is a flow chart that shows the procedure of
the malfunction resolution process by server side agent 220.
Server side agent 220 can perform diagnosis and repair plans
using the latest knowledge base 232. For example, when
there is data in knowledge base 232 to the effect that the
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latest version of printer driver 12 will not cause the previ-
ously described software interference, it is possible to deter-
mine a diagnosis to the effect that the malfunction can be
resolved by updating printer driver 12 to the latest version.

[0121] The procedure of the malfunction resolution pro-
cess by server side agent 220 is about the same as the
procedure for the malfunction resolution process by client
side agent 200. However, there is a difference between the
process after a proposal by server side agent 220 has been
rejected and the process after the problem has been resolved
(step S90S). Specifically, when this kind of proposal is
rejected, the support shifts to the support personnel. Also,
after the problem is resolved, the server side knowledge base
232 is updated, but it is preferable that this update be done
by support personnel who have confirmed the processes up
to resolution, using rule editor 234 (FIG. 12) to make the
update. It is also possible to make it possible to download
part of the updated knowledge base to the user, depending on
the device. At this time, the necessary knowledge base can
be specified using the device ID.

[0122] FIG. 22 is an explanatory diagram that shows an
example of a dialog box that shows the results of diagnosis
by server side agent 220. This dialog box asks the user
whether or not to update to a new printer drive 12. When the
user clicks “Yes,” server side agent 220 uses the data of
printer driver 12 in user support server system SV and
automatically updates the printer driver 12 of computer 90.
When the user clicks “No,” a second repair plan is presented,
and the process shifts to diagnosis by support personnel. At
this time as well, when there are multiple repair plans, it is
also possible to have multiple plans presented from the
beginning.

[0123] When shifting to diagnosis by support personnel,
FIGS. 7 through 9 are displayed, and processing is per-
formed by the procedure of the first embodiment of the
present invention (user support with support personnel as the
central focus). However, as described previously, support
personnel can perform diagnosis using information and
diagnosis results gathered by client side agent 200 and
server side agent 220.

[0124] When an malfunction is resolved by diagnosis by
support personnel, the diagnosis results and information
relating to the malfunction resolution method are put into
database form so that other support personnel can also use
the information, and the intelligence can also be updated.
Specifically, using rule editor 234 (FIG. 12), it is preferable
that server side knowledge base 232 be updated, and that
client side knowledge base 212 can also be updated. By
doing this, it is possible to use artificial intelligence to
handle requests for the same kind of support, reducing
redundant labor.

[0125] The support method with artificial intelligence as
the central focus described above makes a drastic reduction
in the support burden of the user, and also can reduce
redundant labor on the part of support personnel.

D. Support Example

[0126] Following, we will explain a specific example of
how a device malfunction is resolved for the embodiment
described above. The first example is a case when computer
90 freezes when trying to print using a specific application
program 14 (FIG. 1) in a Macintosh™ environment. The

WellcomeMat Exhibit 2036
Aylo v. WellcomeMat
IPR2024-00710, Page 36 of 39



US 2006/0150031 A1l

symptoms at this time are that application program 14 stops,
a specified error message is displayed on the display and
normal printing is not possible. This malfunction occurs
under the following conditions.

[0127] (1) Operating system 11 is Macintosh™.

[0128] (2) Only occurs with specific application program
14.

[0129] (3) The settings of printer driver 12 are set to
“Reduce page.”

[0130] The most effective countermeasure for this
example is to change the printer driver 12 setting from
“Reduce page” to “Do not print outside the print area” or
“Print the area outside the print area on a separate page.”

[0131] For this example, user support with support per-
sonnel as a central focus is performed as follows. The
support personnel obtains printing environment information
and operating log information online, and this information
includes the following.

[0132] (1) Operating system 11 is a Macintosh™.

[0133] (2) An error has occurred in the operation of
specific application program 14.

[0134] (3) A specified error message has been output.

[0135] (4) The printer driver 12 setting is set to “Reduce
page.”

[0136] Therefore, it is possible to easily specify the cause
of the malfunction. It is preferable to do this objectively by
matching this specification with the shared database for
support that is in the support center.

[0137] Support personnel who judge that the malfunction
has been specified confirm the symptoms by e-mail or phone
with the user, and then can propose changing the settings of
printer driver 12 or some other effective method for avoiding
the malfunction.

[0138] In this way, the support personnel can objectively
and accurately obtain information easily without the user
having to explain the malfunction status. By doing this, there
is a significant reduction in the burden on both the user and
support personnel, making smooth support possible.

[0139] Meanwhile, user support with artificial intelligence
as the central focus is performed as follows. Client side
agent 200 (FIG. 11) obtains printing environment informa-
tion and operating log information within computer 90
through client side monitoring and control unit 201, and this
information includes the following.

[0140] (1) Operating system 11 is a Macintosh™.

[0141] (2) An error has occurred in the operation of
specific application program 14.

[0142] (3) A specified error message has been output.

[0143] (4) The printer driver 12 setting is set to “Reduce
page.

[0144] From the printing environment information and
operating log information, we can see that the condition for
generating a nonconformity are met and the probability of
this is 80%. This is because the conditions for this malfunc-
tion occurring and the fact that those conditions have been
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met, as well as the malfunction occurrence probability
(80%) and the symptoms when the malfunction occurred are
input to knowledge base 212 that has the malfunction
diagnostic expert system of client side agent 200.

[0145] Next, with malfunction site specification process-
ing (FIG. 16), a confirmation is made of whether there is an
malfunction in printer driver 12, etc. itself. If there is no
malfunction in printer driver 12, etc. itself] it is possible to
estimate that there is a 50% probability that there is a
problem in the application program 14 itself or in the
compatibility between application program 14 and printer
driver 12.

[0146] From the above analysis, it is possible to automati-
cally estimate that the printing unit 100 status is the afore-
mentioned malfunction at an estimate probability of 90%.
Based on this estimate, a procedure for repairing the printing
unit 100 to be normal is developed. When the development
of this repair plan is completed, a dialog box (FIG. 23) that
notifies the user of the diagnosis results and proposes a
repair method is displayed.

[0147] FIG. 23 is an explanatory diagram that shows an
example of a dialog box that shows the diagnosis results. By
looking at this dialog box, the user can know the cause of the
malfunction and an overview of the repair method. Based on
this information, the user can judge whether or not to permit
repairs by client side agent 200. When the user decides to
allow the repair to be done by client side agent 200 using
only the presented information, he clicks “Yes.” When the
user wants to confirm the estimate process, he clicks “Con-
firm estimate status.” On the other hand, when the user does
not consent to this repair, he clicks “No.”

[0148] FIG. 24 is an explanatory diagram that shows an
example of a dialog box that shows the estimate process up
until the diagnosis results are reached. This dialog box can
spread across multiple pages. It is also possible to display
the estimate probability of each judgment criterion that is a
factor in the decision. Also, it is preferable to make the
decision by the user easier by displaying symptoms that the
user can perceive from the diagnosed malfunction.

[0149] When the difference between each probability is
small when multiple malfunction are estimated as a result of
diagnosis by client side agent 200, the process can advance
to a status estimate by the user interacting with this screen.
For example, it is possible to advance the estimate by
explaining to the user the symptoms that accompanied each
estimated status, and by having the user selectively reply
whether or not that is applicable. By doing this, a high
precision estimate is possible.

[0150] FIG. 25 is an explanatory diagram that shows an
example of a dialog box that shows multiple repair methods.
For this example, there is leeway in the selection for the
repair method, so multiple repair methods are proposed. The
user selects the repair method he wants from these, and
clicks. When this is done, client side agent 200 uses its
monitoring and control unit 201 to repair automatically.

[0151] As described above, there is a significant reduction
in the burden on the user side when an malfunction occurs
by having client side agent 200 and server side agent 220
perform diagnosis and repairs automatically. Also, there is a
reduction in redundant labor for user support by automating
part of the user support, making smooth operation possible.
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E. Prior Provision of New Technology

[0152] FIG. 26 is a flow chart that shows the procedure for
priority provision of new technology for an embodiment of
the present invention. FIG. 27 is an explanatory diagram
that shows an example of a dialog box that asks the user
about the contents of the support he desires. This process, as
with the beta version distribution of printer driver 12, for
example, is a process for distributing a priority version of
software for which quality is not guaranteed to a specified
user only. This process is done by the following procedure.

[0153] At step S1001, the user clicks a user support icon.
By doing this, a dialog box with which the user is asked the
contents of the support he desires is displayed on the display
of computer 90. When the user clicks “Try new technology,”
the process advances to step S1002.

[0154] At step S 1002, computer 90 is connected to user
support server system SV via the internet. At step S1003,
authorization is done. This authorization is done by trans-
mitting a user 1D, printer ID, and a password obtained by the
client system at user registration and having the user support
server confirm this.

[0155] At step S1004, the user selects software. This
selection can be made, for example, by the user clicking the
software he wants to try from software listed up in a dialog
box (not illustrated). At step S1005, the selected software is
installed in computer 90 which is connected to printer 20.
This installation is done directly by user support server
system SV to computer 90. Also, the installed software is
compiled after revision of the source code so that it operates
only on that printer, for example. By doing this, this software
operates only on the computer 90 on which it is installed.

[0156] When install is completed normally, that fact is
transmitted to the user support server, and the user ID and
printer ID of that user are registered. At that time, it is
preferable that the printing environment information be
automatically uploaded to the user support server system SV.

[0157] Provision of new technology can be limited to
registered users by the above procedure, and it is possible to
prevent the harmful effect of spreading due to redistribution
of software for which quality is not guaranteed.

F. Variation Example:

[0158] The present invention is not limited to the afore-
mentioned working examples and embodiments, and many
variations can be implemented within a scope that does not
stray from the gist of the invention, with a variation such as
the following as an example.

[0159] When part or all of the functions of the present
invention are realized using software, this software (com-
puter program) can be provided in a form stored on a
recording medium that can be read using a computer. For the
present invention, a “computer-readable recording medium”
is not limited to a recording medium in a portable format
such as a floppy disk or CD-ROM, but can also be contained
in an internal memory device within a computer such as
various types of RAM and ROM, or in an external recording
device fixed to a computer such as a hard disk.

What is claimed is:

1. A user support method of providing online support for
operation of a device coupled to a client system, comprising
the steps of:
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(a) connecting the client system to a user support server
system configured to provide online support for opera-
tion of the device;

(b) transmitting device information indicative of a device
model and environment information indicative of an
operation environment of the device, from the client
system to the user support server system;

(c) generating device support information using the
device information and the environment information
transmitted to the user support server system, the
device supportinformation being configured to be used
for supporting operation of the device; and

(d) transmitting the device support information from the
user supportserver system to the client system, wherein

the step (c) includes the step of diagnosing a device
system which includes the client system and the device,
for identifying a malfunction part of the device system,
wherein

the user support method further comprises the step of
providing a user interface indicative of the identified
malfunction part in response to the received device
support information at the client system.

2. The user support method of claim 1, wherein

the step (c) further includes the step of generating a repair
plan for solving the malfunction of the device system,
wherein

the user interface is configured to indicate the generated
repair plan.
3. The user support method of claim 1, wherein

the step (c) further includes the step of generating a repair
plan for solving the malfunction of the device system,
wherein

the user interface is configured to provide a dialog mes-
sage for inputting a user authorization for an execution
of an autonomous repair in accordance with the repair
plan, wherein

the user support method further comprises the step of
executing the autonomous repair in response to the
input of the user authorization.

4. The user support method of claim 1, wherein

the step (c) further includes the step of generating a repair
plan for solving the malfunction of the device system,
wherein

the dialog message is configured to allow for inputting a
user authorization for the execution of uninstall of a
specific software in accordance with the repair plan
when the identified malfunction part is diagnosed as a
device driver program in the client system and a cause
of the malfunction is diagnosed as the specific software
installed in the client system, wherein

the user support method further comprises the step of
executing the uninstall of the specific software auto-
matically, in response to the input of the user authori-
zation.

S. The user support method of claim 4, wherein
the diagnosis step includes:

inputting test data into the device driver program in the
client system;
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analyzing processed test data processed from the input-
ted test data by the device driver program; and

identifying if the device driver program is the malfunc-
tion part of the device system based on the analysis.

6. The user support method of claim 1, further comprising
the step of diagnosing the client system autonomously, by
the client system before connecting the user support server
system.

7. The user support method of claim 6, further comprising
the step of repairing the client system autonomously, by the
client system before connecting the user support server
system.

8. The user support method of claim 6, wherein

the user interface is configured to provide a dialog mes-
sage for inputting a user authorization for connecting
the user support server system for the diagnosis of the
device system by the user support server system if the
client system fails to perform the autonomous diagno-
sis.

9. The user support method of claim 7, wherein

the user interface is configured to provide a dialog mes-
sage for inputting a user authorization for connecting
the user support server system for the diagnosis of the
device system by the user support server system if the
client system fails to perform at least one of the
autonomous diagnosis and the autonomous repair.

10. The user support method of claim 6, wherein

the user interface is configured to provide a dialog mes-
sage for inputting a user authorization for an execution
of an remote autonomous repair by the user support
server system, wherein

the user support method further comprises the step of
executing the remote autonomous repair by the user
support server system, in response to the input of the
user authorization.
11. A user support server system for providing online
support for operation of a device coupled to a client system,
comprising:

an information receiver configured to receive device
information indicative of a device model and environ-
ment information indicative of an operation environ-
ment of the device, from the client system;

an information generator configured to generate device
support information using the device information and

11
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the environment information transmitted to the user
support server system, the device support information
being configured to be used for supporting operation of
the device; and

an information transmitter configured to transmit the
device support information to the client system,
wherein

the information generator is configured to diagnose a
device system which includes the client system and the
device, for identifying a malfunction part of the device
system, wherein

the information transmitter is configured to control the
client system to provide a user interface indicative of
the identified malfunction part as the device support
information in response to the device support informa-
tion received from the user support server system.
12. A client system for receiving online support for
operation of a device coupled to the client system, compris-
ing:

a connector configured to connect the client system to the
user support server system configured to provide online
support for operation of the device;

an information transmitter configured to transmit device
information indicative of a device model and environ-
ment information indicative of an operation environ-
ment of the device, from the client system to the user
support server system; and

an information receiver configured to receive device
support information using the device information and
the environment information transmitted to the user
support server system, the device support information
being configured to be used for supporting operation of
the device, wherein

the device support information includes an identification
of a malfunction part of a device system which includes
the client system and the device, wherein

the client system is configured to provide a user interface
indicative of the identified malfunction part as the
device support information in response to the device
support information received from the user support
server system.
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