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TECHNIQUES FOR CONFIGURING
NETWORK DEVICES WITH CONSISTENT
FORMS FOR GETTING AND SETTING
DEVICE PROPERTIES

RELATED APPLICATIONS

This application is a Continuation of and domestic prior-
ity under 35 USC § 120 is hereby claimed from prior
application Ser. No. 09/746,673, filed Dec. 21, 2000 now

w

2

a server process executing on a different device on the
network. The server process then provides the requested
resource, returning a result, if any, in a response message.

Computer resources include one or more printers or other
peripheral devices, data files, or program files, for example.
World Wide Web (WWW) browsers are examples of a
standard client process communicating using hypertext
transfer protocol (HTTP) for resources in the form of Web
pages written in HyperText Markup Language (HTML). A

U.S. Pat. No. 6,804,816, naming as inventors Chunguang 10 great number. of Web pages have been developed and are
(Chris) Liu, Gurminder Singh; Yansheng Jiang, entitled curreqtly avallable. on th.e I?‘emet' The browsers a.llow lext,
“Method and template for developing device-centric net- graphic, and multi-media 1nf0rrpat10n to be received from
work management applications,” the entire disclosure of One Of MOTe SEIVers and to be displayed on thq PC or other
which is hereby incorporated by reference as if fully set forth 15 computer executing .th.e browse.:r. Extra func‘tlon.s such as
herein. 5 dialog boxes for obtaining user input and performing client-
side data validation, and other dynamically generated pages,

FIELD OF INVENTION are provided by programs sent to the browser and launched

by the browser. These programs include Java® bytecode for

The present invention generally relates to network man- execution by a Java virtual machine installed on the client
agement. The invention relates more specifically to a method 20 device, and programs written in a scripting language and
and template.for. develgping device-centric network man- launched through Common Gateway Interface (CGI).
agement applications using server processes on the network. To provide network administrators with greater access to

BACKGROUND OF THE INVENTION petwqu management funcl%or.ls, fo.r example, while travel-
_ ing with a laptop computer, it is desirable to allow a network

A network consists of several computing devices con- 25 administrator to perform network management using a stan-
nected by certain types of cables in a certain architecture and dard Web browser with some client-side scripts.
communicating using a certain protocol. An internetwork, Traditionally, such network management applications are
like the Internet or a telecommunications private branch developed using Java or a scripting language with CGI on
exchange (PBX), involves the connection of various net- various devices running the UNIX operating system.
works to each other using one or more networking devices, 30 With the release of the Windows 2000 operating system,
such as repeaters, switches, bridges, routers and gateways, to the Microsoft Internet Information Server (IIS) provides an
make optimum use of available bandwidth and to convert as alternative pla[form on which to develop applica[ions for
necessary from one protocol to another. Bandwidth is a access via a Web browser. This platform utilizes a directory
measure of potential throughput on a cable, measured, for 45 System called Active Directory, a database access layer
example, in megabits per second. " comprising Active Data Objects (ADO), and a scripting

Some of these network devices involve programmable language called Active Server Pages (ASP). However, the
processors with corresponding software instruction sets to recent introduction of this platform, compared to UNIX
control operations of the processors. Many of these devices platforms, means that network management tools are not
execute a network operating system for controlling the ,, available for developing network management applications
functionality of the device. For example, devices manufac- on Windows 2000.
tured by Cisco Systems, Inc. operate under control of the In particular, it is desirable to make network management
Cisco Internetworking Operating System (I0S). Some may applications device-centric. That is, it is desirable to query
include one or more applications programs to provide cer- and obtain device state information directly from the devices
tain functions. 45 on the network, rather than query a centralized database that

Network management involves, in part, tracking the may be between updates at the time the database is queried.
topology of the connections between network devices at In addition, it is desirable to respond to events originating in
nodes of the network, configuring the network devices to the devices, such as operational errors, as well as to requests
perform the various functions needed at each node, and originated by the client process. Since ASP is commonly
checking on the status of the network devices at the nodes 5 used with ADO in database-centric applications, extra effort
at regular times or in response to a request. Often, a is required to develop the code to support device-centric
computer on a control network connecting the network interactions. Since ASP is based on client-generated
devices provides centralized network management using a requests, extra effort is required to develop the code to
network administration application interacting with the net- support device-generated events.
work operating system on the various devices. The control- 55  Furthermore, ASP is designed for the Windows operating
ling network may be the same as the network, as on the system. This allows the resulting scripts to run efliciently on
Internet. In some circumstances, the controlling network the Windows platform, requiring less memory size and
with the central network management computer is a separate central processing unit (CPU) clock time than platform
network. For example, in an IPX network, the network independent code like Java. However, an approach that
controlling the network devices is separate from the tele- ¢y relies on ASP is not moved to another platform as readily as
communications network controlled by the network devices. Java.

Networks are often used to connect relatively Therefore, it is desirable to re-use as much code from one
inexpensive, low computing power devices, such as personal ASP application as possible in a different ASP application.
computer (PC) laptops and handheld devices that run rela- This allows new, efficient platform-dependent applications
tively thin client processes, with high powered server 65 to be developed more quickly than without re-usable code.

devices that run a large number of server processes. A client
process sends a message requesting a computing resource to

However, since ASP is not an object-oriented language, like
C++ or Java, ASP does not provide built-in encapsulation or

WellcomeMat Exhibit 2038
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inheritance. In object-oriented languages, the features of
encapsulation enhance the reusability and reduce the inter-
dependencies of the produced code.

Based on the foregoing, there is a clear need for tech-
niques to increase the usefulness of platform dependent
scripts, like ASP, in applications for Web-based, device-
centric network management.

SUMMARY OF THE INVENTION

The foregoing needs, and other needs and objects that will
become apparent for the following description, are achieved
in the present invention, which comprises, in one aspect, a
software template for developing a platform-dependent net-
work management Web resource.

A network management page for sending to a client
process from a server incorporates a form having a plurality
of input fields and a submit button. The form is associated
with either a first submit method or a second submit method.
The first submit method is for obtaining information about
a state of a particular network device. The second submit
method is for changing the state of a particular network
device. The page is sent to the client process. In response to
activation of the submit button in the client process, routines
are executed to operate on the particular network device
based on which submit method was associated with the
form. Using these techniques, a single set of input fields can
be designed for both displaying and editing the state of
network devices.

In other aspects, the invention encompasses a computer
system and an apparatus configured to carry out the fore-
going steps.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example,
and not by way of limitation, in the figures of the accom-
panying drawings and in which like reference numerals refer
to similar elements and in which:

FIG. 1A is a block diagram that illustrates an overview of
a control network for network devices in which a web
resource formed according to an embodiment may be
deployed;

FIG. 1B is a block diagram that illustrates a web resource
template according to an embodiment;

FIG. 2A is a flowchart that illustrates high level methods
of a web resource template according to an embodiment;

FIG. 2B is a flow chart that illustrates a method for
performing step 210 of FIG. 2A;

FIG. 2C is a flowchart that illustrates a method for
performing step 230 of FIG. 2A;

FIG. 2D is a flowchart that illustrates a method for
performing step 250 of FIG. 2A;

FIG. 3 is a flowchart that illustrates a high level method
for building and using a web resource template according to
an embodiment; ane

FIG. 4 is a block diagram that illustrates a computer
system upon which an embodiment may be implemented.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

A method and apparatus for developing Web based net-
work management is described. In the following description,
for the purposes of explanation, numerous specific details
are set forth in order to provide a thorough understanding of
the present invention. It will be apparent, however, to one

w

10

20

30

40

50

55

60

4

skilled in the art that the present invention may be practiced
without these specific details. In other instances, well-known
structures and devices are shown in block diagram form in
order to avoid unnecessarily obscuring the present inven-
tion.

Operational Context

The present invention relates to managing network
devices, such as routers and switches, using a client process
like a Web browser and a server process like a Web server.
The invention is illustrated in the context of managing
network devices in an [P PBX, but it can be implemented on
any network that supports the client-server model.

FIG. 1Ais a block diagram that illustrates an overview of
a control network for network devices in which a web
resource formed according to an embodiment may be
deployed. A PBX 150 includes one or more circuit cards,
151, 152, 153, 154 and 1585, interceding between a back-
plane 158 and a bank of telephones 159. The telephones 159
also are indirectly communicatively coupled to control net-
work 125, through connections that are omitted in FIG. 1A
for clarity. Each circuit card is a network device made up of
one or more components. For example, network card 155 is
a router with network modules 155a, 155b. For example,
router 155b includes switch 155¢ and switch 155d. As used
here, the term network device covers any network hardware
unit, hardware card, component or subcomponent that can
be separately queried or configured.

The operation of the network devices in the PBX 150 are
controlled by configuration settings for the various devices
that are determined by the software through a separate
control network 125. Control network 125 may be, for
example, an IP network. Connected to the control network
125 is a computer device running a network management
application. For example, in FIG. 1A, the Microsoft Win-
dows 2000 platform 130 serves as a computer device
running a network management application. In one
arrangement, the network management application is a
server process that can be accessed from a client process
executing on any computing device connected to the control
network 125. For example, the client process may be Web
browser 122 executing on client machine 120 such as a
personal computer. In this case, it is common for the network
management application to comprise a network manage-

5 ment Web resource 138 that a Web server 132 invokes in

response to a request from Web browser 122. In some
implementations, the control network 125 is the Internet to
provide a network administrator with global access to net-
work management functions.

A platform comprises hardware components including a
processor, and operating system software for interacting
with the hardware components. A UNIX platform utilizes a
UNIX operating system. The host of Web server 132 maybe
a UNIX platform.

When the Web server 132 is hosted on a Windows 2000
platform, a network management Web resource cannot use
a scripting language for UNIX platforms. Instead, the net-
work management Web resource must utilize a scripting
language compatible with Windows 2000. To provide cross
platform portability, Java can be employed on any platform
for which a Java virtual machine has been written and is
executing. If a Java virtual machine is available for the
platform chosen to host the Web server, then a network
management Web resource written in Java can be carried to,
and used on, the platform. However, the cost of this cross
platform portability is increased consumption of computa-
tional resources and slower execution speed.

WellcomeMat Exhibit 2038
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Therefore, to utilize the efficiency of a scripting language
native to a certain platform, it is desirable to build the
network management Web resource 138 in the native script-
ing language, such as Active Server Pages (ASP) for the
Windows 2000 platform 130. Thus, the network manage-
ment Web resource 138 is written in a platform-dependent
scripting language.

Every scripting language has some disadvantages. First,
the statements are in a high level language understood by
humans and must be converted to a series of machine
executable instructions, such as by using an interpreter
process. This conversion of scripting language statements
consumes computational resources and clock cycles.
Second, the statements are in plain view to any user con-
nected to the control network who knows the Universal
Resource Locator (URL) or other address of the network
management Web resource 138. This makes it easy for such
a user to discover the business logic and infer equipment
details that the manufacturer of the network devices may
wish to protect.

In addition, because ASP for Windows 2000 has only
recently enabled development of a network management
Web resource, much network device configuration software
already available and tested does not use ASP. It is costly for
suppliers of network devices to rewrite programs that pro-
vide the desired functionality into a new language and test
the new software to obtain the level of robustness and
reliability already attained by the existing software. In
particular, it is expected to be costly to write ASP code that
is device-centric.

To protect the business logic and technological details
possessed by the supplier of network devices, and to reuse
reliable and robust software already on hand, according to
one embodiment, binary code of existing software is used,
such as the dynamic link libraries (DLL) for network device
configuration. A DLL contains binary object code, which
uses platform-dependent instructions and relative memory
addressing. At run-time, ie., dynamically, an application
identifies the DLL files it needs, links them together, and
converts them to executable code using absolute memory
addresses, which can be executed directly by the one or
more processors in the platform. In FIG. 1A, the use of
existing binary code is represented by the device configu-
ration DLL 136. The device configuration DLL 136 contains
logic for generating commands that can be processed by the
network device operating system executing on the compo-
nents and subcomponents of the network cards in the IP
PBX 150.

For example, Cisco Systems, Inc. has developed a Con-
figMaker application using many functions stored as
dynamic link library (DLL) files. The ConfigMaker DLLs
make up a powerful collection of functions for controlling
the network devices, such as PBX cards 151-155. This
control is exercised by issuing commands understood by
10§ and sending those commands to the pertinent subcom-
ponents using the address of the subcomponents on the
control network 125. Because these DLLs have been used in
prior applications, they are well tested and reliable. A new
application based on these DLLs is expected to be much
more reliable than an application written anew in the same
time.

For the network management Web resource 138 to utilize
the device configuration DLL 136, an interface is needed
between the scripting language in the network management
Web resource and the binary module that holds the DLL.
Several platforms support a standard binary interface that
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can be used by a scripting language. Windows 2000 plat-
forms support a component object model (COM) interface.
In FIG. 1A, the network management Web resource 138
utilizes the COM interface 134 to deploy the methods in the
device configuration DLL 136. Other binary interfaces also
may be used.

The arrangement depicted in FIG. 1A provides the advan-
tages of a device dependent scripting language in the net-
work management Web resource 138, the security of binary
modules for business logic and technology details in the
device configuration DLL 136, the reuse of robust methods,
such as device-centric methods, developed for other network
applications also in the device configuration DLL 136, and
the ease of using an a public standard binary interface as in
the COM interface 134.

Structural Overview of a Web Resource Template

Techniques of the disclosed embodiments are directed to
developing network management Web resources, such as
network management Web resource 138, that use a device-
dependent scripting language and reuse robust binary mod-
ules. In one aspect, the techniques employ a template to
develop a network management Web resource.

FIG. 1B is a block diagram that illustrates a web resource
template according to an embodiment. As shown in FIG. 1B,
this embodiment of a network management Web resource
138a, for Windows 2000 platform 130, comprises a template
160, written primarily in the device dependent scripting
language ASP, and an application-specific graphical user
interface (GUI). According to one embodiment, the template
160 is written by one party expert in control of the network
devices and is delivered to a developer for storage on the
developer’s machine and used in building a network man-
agement Web resource for a particular application. In this

° embodiment, the application-specific GUI, 170 is generated

by the developer and inserted into the template 160 to
produce the network management Web resource 138a.

In this design, the template contains variable definitions
and assignments, and method definitions and calls, which
are common to many network management Web resources.

In FIG. 1B, rectangles inside the network management
Web resource 138a represent the structure of the Web
resource in terms of blocks of code that share some property,
as in a Venn diagram. These rectangles do not imply a
particular order for statements or a relative number of
statements.

As shown in FIG. 1B, the template 160 includes scripting
language statements comprising variable definitions 161,
scripting language statements that involve calls to the stan-
dard binary interface (COM calls 162), scripting language
statements that define standard network management meth-
ods 164, and scripting language statements that call the
standard network management methods 166.

The illustrated embodiment of the application-specific
GUI 170 include statements that describe a form 175, and
statements that call the standard management methods, as
indicated by the overlap of the rectangle representing state-
ments 166 with the rectangle representing the GUI 170.

The development of new network Web resources, such as
network management Web resource 1384, is facilitated by
the template 160. Much of the code is already available in
the template 160, and the developer for the application may
concentrate on the application-specific GUI 170. A variety

5 of functions needed for the application-specific GUI 170 are

already defined in the standard management methods defi-
nition statements 164.
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Functional Overview of a Web Resource Template

The statements 161, 162, 164, 166 in the template 160
cause the Web server to perform a variety of functions that
are described next in response to a request from a client
process for the Web resource. FIG. 2A is a block diagram
that illustrates high level methods performed by a Web
server based on statements in embodiment 200 of a network
management web resource including template 160.

The statements in the network management Web resource
200 are segregated into a header block 202 and a body block
204. The header block 202 includes statements in block 210
that define common server-side network management func-
tions and variables using the platform-dependent standard
binary interface for at least some of the management func-
tions. These definitions are made primarily using the
platform-dependent scripting language.

The header block 202 also includes statements 230 that
cause the Web server to initialize (begin building) a page to
send to a requesting client process. These statements also are
primarily in the platform-dependent scripting language, such
as ASP, and are described in more detail below. For Web
resources that requires some client-side functions, for
example to verify that a user has made entries into required
input fields, the client-side script 246 defining the function
is included in the header block 202. Since the client platform
where the client process is executing may be different than
the platform of the Web server, the script for the client-side
functions may be in a different scripting language. In the
embodiment depicted in FIG. 2A, client-side script 246 is
included in the header block 202. In one embodiment, the
client-side script 246 is JavaScript for use on a client
platform with a JavaScript-enabled browser.

In body block 204 of network management Web resource
200, the message received from the client requesting the
network management Web resource is first processed in
block 250. In block 250, the type of request is determined.
In block 260, initial processing dependent on the type of
request is performed. Block 260 includes calls to the stan-
dard network management methods to obtain the status of
one or more network devices, or to reconfigure one or more
network devices.

In the application-specific block 280, components of the
graphical user interface are produced for including on the
page returned to the client. For network management, the
information included on the page is expected to include, at
least in part, information obtained from the network devices
using the standard methods defined in block 210 and calls in
block 260. In step 290, the application-specific network
management GUI is sent the client in response to the client’s
request.

According to this embodiment, the template includes all
blocks of statements except block 280. A template so defined
greatly facilitates the development of application-specific
network management Web resources by automatically and
consistently providing statements to perform a wide range of
common network management steps.

Using Consistent Forms in Graphical User Interface
(GUID)

According to one embodiment, the functionality per-
formed in block 260 is greatly enhanced, and the complexity
of code for block 280 is considerably reduced, if the
developer providing application-specific code for block 280
uses different methods for receiving data returned from the
client in response to the GUI generated.
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One data return method should be used for obtaining
information about a network device (getting operations), and
a different data return method should be used for configuring
the network device (setting operations). In this way a single,
scripting-language file can handle both getting and setting
operations regarding the network devices. Added advantages
of using different data return methods are that consistent
forms can be used for both getting and setting operations on
network devices.

For example, an HTML form is used as the GUI in one
embodiment. In this embodiment, information about a par-
ticular network device is associated with one or more input
data fields of the HTML form. An HTML form includes the
specified input fields and a submit button. Input fields and
associated data are sent to a script as pairs, each pair made
up of a keyword and a value. An HTML form also includes
a “METHOD?” attribute that specifies a method of returning
data and an “ACTION” attribute that specifies the script to
which the data are directed. HTML supports two values for
the METHOD attribute; “GET” and “POST,” and in ASP,
there are five built-in server-side objects (Server, Request,
Response, Application and Session). When the GET method
is used, the Request.QueryString interface with a variable
name is used to obtain a value. When the POST method is
used, the Request.Form interface with a variable name is
used to obtain a value.

According to this embodiment, a consistent form is used
for getting and setting network device properties that has the
same input fields and the same script name as the value for
the ACTION attribute. The script name is the name of the
file containing the network management Web resource. The
only difference between the forms is the data return method.
One re method is used for setting network device properties,
and a different return method is used for getting network
device properties. In the preferred embodiment, the GET
method is used for getting network device properties; and
the POST method is used for setting network device prop-
erties. In this embodiment, it is an advantage to use the
POST method for setting network device properties, because
potentially every property of the device may have a value to
pass to the Web resource. There is no limit on a number of
characters that can be passed in the standard input stream;
while there is often a limit on the number of characters that
can be passed in the HTML GET method. When getting
network device properties, on the other hand, those values
come from querying the network devices themselves and are
not passed from the client process. Therefore no harm results
from having too many input fields to fit in the Request.Que-
ryString environmental variable during getting operations.

In another embodiment using consistent forms for getting
and setting network device properties, a unique reference to
a network device is included as a hidden field in the HTML
form. A hidden field is not displayed to the user but is
returned with the data to the script. In the preferred
embodiments, each network device is identified by a unique
reference obtained through one of the standard network
management methods that invokes one of the methods of the
device configuration DLL through the standard binary inter-
face. By passing the unique reference to a network device as
a hidden field, the reference is available for processing the
information returned in the form, but the user is not exposed
to the unique reference. This is an advantage because, on the
one hand, the unique reference may be unintelligible to the
user, and, on the other hand, it is not desirable that the user
change the value during set operations. The input fields
appropriate for one network device identified by the original
unique reference are not necessarily relevant to a different
network device indicated by a modified unique reference.
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Using Standard Variables and Methods in a Web
Resource Template

The standard variables and network management methods
are described in this section. FIG. 2B is a flowchart that
illustrates an embodiment 210a of a method for performing
step 210 of FIG. 2A.

In step 212, platform-dependent binary modules are gen-
erated to perform low-level network device management
functions. For example, these binary modules accept input

w
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ten readily that perform device-centric operations. Such
device-centric operations are difficult to program using a
scripting language alone.

In step 216, the platform dependent scripting language
statements that open the COM interface and create the COM
objects based on the network management DLLs are written
as part of the template. In addition, other common network
management methods are written in the device dependent
scripting language.

. : . 10 For example, routines are written in ASP for determining
and, bflsed in part on that input, gene.rate commands m the user login identifications and associated privileges. For
operating system of the network dev1ges. If information is example, it is determined whether the user is allowed to run
returped frorg one of the network devices, output based on this application because the user qualifies as a manager or
that 'm.formall'on may.be produced by the binary modules network administrator.
receiving the 11.1f0rm.atlon. Lower-levelnetwork device man- 15 Aq 4 further example, error-handling methods are written
agement functions include: in ASP or Visual Basic script (VBScript) to check if there are

querying each network device for its network address; any error messages. If so, the error message is displayed in
querying each network device for a list of its components; a standard section on the page being generated for the client.
handling an event sent by a network device (such as As a further example, routines are written in a platform-
notification of component failure, notification of a 20 dependent scripting language to generate a page title for the
backdoor change in hardware, notification of traffic page being generated for the client. Common page title
reaching a threshold value, and system log events, generation provides a consistent look and feel across several
among others); Web resources, and also provides navigation cues to the user
querying each network device for its own attributes and ~ Of the client process as the user drills down into the
values; 25 hierarchy of network devices.
changing a value of an attribute for a network device; A,S a.turlher examplfz, routines are written in JavaScrlpF to
. . . verify input on the client-side. This simplifies verification
forming a software object representing each network ithout revealing too much business logic. Only simple
device; w1 . & N gic. Lnly simp
. . checking is expected to be performed on the client-side. For
generating a unique reference number for each network 35 example, client-side checking is used to determine whether
device; a field is empty that must be filled.
building a hierarchy of objects representing the network; As another example of common network management
and methods, routines in ASP are written to perform server-side
storing state information regarding past values for a verification, and to define page level variables. Page level
attributes of a network device. 35 variables are used to temporarily store network device
In the illustrated embodiment, these binary modules are properties between user input forms, and calls to the device-
dynamic link libraries used by existing network manage- centric methods in the DLLs.
ment applications. The functions performed by these binary With respect to the COM interface, for example, the
modules are device-centric, not database centric. That is, common network management methods are written in ASP
these methods communicate directly with the network 40 to use the COM interface to perform the following:
device to obtain its current status and changed. settings. instantiate top level objects;
The.se methods do not rf:ly on a database to obtal.n current assign values to variables;
settings of network devices. These methods provide infor- : . .
mation that is typically more up-to-date than information generate unique references for network devices;
obtained from a database. 45 determine hierarchy of objects;
In step 214, platform dependent binary modules are obtain values of network device properties;
registered with the platform dependent standard binary set values for network device properties;
interface so t.hat the b@na.ry modules can be emplqyed using pass commands of the network device operating system
statements in a scripting language. In the illustrated directly through to the network device;
embodiment, the platform is Windows 2000, the standard 50 . .
binary interface is the component object model (COM) redirect thf.: Web server 1o a new page lf. a_backdoor
interface specificd by Microsoft Corp. COM supports change, i.e., a manual hardware change, is found; and
interoperability and reusability of objects by allowing devel- synchronize values of network device properties (for
opers to build systems on reusable components from differ- example, last write attempted by several client pro-
ent sources that communicate via COM. COM defines an 55 cesses wins, as in telnet protocols).
application programmlr.lg.mterta(?e (APD) to aHOW creation Placing Standard Variables and Methods in Include
of components for use in integrating custom applications or .
. . . Files
to allow diverse components to interact. In order to interact,
components must adhere to a binary structure specified by In step 217, many of the platform-dependent script state-
Microsoft. As long as components adhere to this binary 60 ments that define the common variables and common net-
structure, components written different languages can inter- work management methods are stored in one or more
operate. The COM objects are registered with a component include files. In this embodiment, in step 218, references to
database on the platform. the include files are stored in the template portion of the
After registration, the network management DLLs are network management Web resource. This arrangement
treated as COM objects. Access to them can be obtained 65 offers the advantage that Web resources based on this

through a COM CreateObject method. Using the COM
interface, therefore, platform-dependent scripts can be writ-

template generate pages using script obtained from the
include files. Since these include files are common among
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many network management Web resources generated from
the same template, all the Web resources can be updated
simply by updating the script in the include files.

In this embodiment, the references to the include files in

12

GET method, according to the illustrated embodiment. In
step 244, the form is generated with a return data method of
GET and a unique reference for the default device in a
hidden variable.

the template perform the function of the block 210 in FIG. 5 . .
2A to define common network management functions and Processing a Submitted Form
variables. FIG. 2D is a flowchart that illustrates embodiments 250a
Initializing Page with Standard Variables and ;rllé zgga E}fl methods for performing sicps 250 and 260 c.)f
. 2A. The processing depends on whether the user is
Methods 10 getting or setting the network device properties. The tem-
FIG. 2C is a flowchart that illustrates an embodiment plate provides the ASP statements for the Web resource in
230a of a method for performing step 230 of FIG. 2A to code block 250 to determine which way the requests is to be
provide code used by the Web server to initialize a page processed, and in step 260 to do standard getting and setting
requested by a client process. processing.
In step 231, the include files referenced in code block 21 15" In the illustrated embodiment, a consistent form is sent to
0 are loaded into memory by the Web server. In step 232, the the client process for display to the user for both getting and
common network management functions are called to deter- setting network device properties. Both forms have input
mine whether the session is valid and the user has the fields associated with the configurable properties of the
necessary privilege to view the network management page. network device, and both indicate in the ACTION attribute
Step 233 represents the branch to step 234 if the session is 20 that the current network management Web resource is the
invalid or the user lacks the necessary privilege. In step 234, script that receives the return data. The forms differ in that
the client process is redirected to another page, such as a data for getting network device properties is returned by the
page to deny access, or prompting the user to login again. GET method in the ASP built-in Request.QueryString. Data
If the session is valid and the user has the necessary . for setting network device properties is returned by the
privilege, then control passes to step 236. In step 236, the POST method in the standard input stream.
script directs the Web server to call one or more of the If both the standard input stream and the Request.Que-
common network management functions to detect the net- ryString collection object are empty, then the script is not
work devices, and to instantiate a hierarchy of associated being executed in response to submitting a prior form. This
objects and device identifications, and to obtain values of embodiment of the script is not designed to handle this case,
constants for the standard binary interface. After these calls, so an error message is produced. In step 251 of FIG. 2D, it
unique references to the network devices used by the page is determined whether the user requests the current script as
are available. For the first network management page at least the result of selecting a submit button on a prior form. This
one unique reference to one of the network devices must be check is performed by checking whether at least one of the
supplied by the Web resource based on a query to the .. Request.Form and the Request.QueryString is not empty. If
network devices themselves. Later pages may have a unique ~ both are empty, then the user request is not the result of
reference to a network device passed to the page as a selecting a submit button on a prior form, and control passes
parameter of the URL passed to the Web server. to step 252 where an error message is generated and sent to
Step 237 represents the branch to step 238 if there is an the client process for display to the user.
error in detecting the hierarchy of network devices and 4,  If the user requests is based on pressing a submit button
unique reference numbers. In step 238, an error message is of a prior form, then control passes to step 252 to determine
sent for display at the client process, or the client process is which type of form was submitted. If the environmental
redirected to another page. variable Request.QueryString is not empty, then the request
If the network devices are successfully detected and Is in response to submitting a form with the GET method.
uniquely referenced, control passes to step 240. In step 240, 45 According to the illustrated embodiment, such a form is used
common network management functions are used to gener- for getting network device properties, and control passes to
ate a page title and a page expiration time. Also initial values step 278. In another embodiment, this determination is made
are assigned to the page level variables. Some of the values based on whether a different variable is empty. The variable
are based on information retrieved from the network devices checked depends upon the data return method used by the
during step 238. These page level variables may be used by so application-specific GUI developed outside the template.
the application-specific GUI executed later in the script. In Thus, this portion of the template described in step 250a is
step246, the client side-script, such as the JavaScript, if any, different in other embodiments with different return methods
is loaded by the Web server for passing to the client process for the GUL
with the page being generated. In step 278, standard processing is performed based on
At some point the user is presented with a form for getting 55 calls to the common network management functions. The
or setting the properties of a particular network device. The standard processing includes extracting the unique reference
particular network device is identified internally by its (device ID) from a hidden field in the Request.QueryString
Xunique reference that was obtained during step 236. Before variable and sending a query to the network device so
the user can set the properties of a network device, the user identified to return values of the network devices properties.
must first obtain the present values of the network device 60 The return values are stored temporarily in the page level
properties. The system maintains one top-level composite variables reserved for them. Control then passes to step 280
device object that contains a list of all devices known to the to use the values in the page level variables to populate the
system. The first time a form is presented to the user for next application-specific GUI presented to the client process
describing the properties of a particular network device, by for display to the user.
default the first device in the list of the composite device 65  If the environmental variable Request.QueryString is

object is selected and used in the form. Otherwise, the form
is nearly blank and the return data method should indicate a

empty, then the request is in response to submitting a form
with the POST method. According to the illustrated
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embodiment, such a form is used for setting network device
properties, and control passes to step 262.

In step 262, the standard processing includes extracting
the unique reference device ID from the hidden field in the
standard Request.Form.

In step 264, the standard network management methods
are used to perform serverside verification of the data. If the
data cannot pass verification, then control passes to step 266
which generates and displays an error message. If the data

w
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resource is stored on a platform connected to a control
network. The network management Web resource is then
available for use by a Web server to respond to request from
a Web based client process also on the control network.

Hardware Overview

FIG. 4 is a block diagram that illustrates a computer
system 400 upon which an embodiment of the invention
may be implemented. Computer system 400 includes a bus

do pass server-side verification, then control passes to step 19 402 or other communication mechanism for communicating
268 to continue processing. information, and a processor 404 coupled with bus 402 for

In step 268, one or more of the common network man- processing information. Computer system 400 also includes
agement functions are called to set the network device a main memory 406, such as a random access memory
properties of the object referenced by the unique device 1D, 15 (“RAM”) or other dynal.nic storage dev.ice, coupled to bus
representing the network device. The verified data in the 402 for storing information and instructions to be executed
Request.Form are assigned to the page level variables asso- by processor 404. Main memory 406 also may be used for
ciated with the corresponding properties. Then calls are storing temporary variables or other intermediate informa-
made to the standard network management functions that tion during execution of instructions to be executed by
reconfigure network device properties based on the values in 5o Processor 404. Computer system 400 further includes a read
the page level variables. For example, as represented by step only memory (*ROM”) 408 or other static storage device
270, the common network management function will call a coupled to bus 402 for storing static information and instruc-
device centric-method from t he DLL through the COM tions for processor 404. A storage device 410, such as a
interface, and the device-centric method will generate and magnetic disk or optical disk, is provided and coupled to bus
deliver a command in the network device operating system. 25 402 for storing information and instructions.

In some embodiments, during step 268, the values already in Computer system 400 may be coupled via bus 402 to a
the page level variables are compared to the data returning display 412, such as a cathode ray tube (“CRT”), for
in the data stream to identify those properties that are being displaying information to a computer user. An input device
changed. Then the standard set function and the resulting 414, including alphanumeric and other keys, is coupled to
device operating system command a re employed only for , bus 402 for communicating information and command
the changed properties. selections to processor 404. Another type of user input

In some circumstances, the network device will respond device is cursor control 416, such as a mouse, a trackball, or
requesting a valid login password. One of the methods will cursor direction keys for communicating direction informa-
provide the login password to complete the process, if tion and command selections to processor 404 and for
possible. Control than passes to step 280. 55 controlling cursor movement on display 412. This input

In step 280, the application-specific GUI statements can device .typlcally has two degrees 9f freedom in two axes, a
use the values in the page level variables to populate the ﬁrst. axis (¢.g., X) and .a.seco.nd axis (e.g., y), that allows the
input fields of the form and send a form back to the client device to specify positions in a plane.
process. In this way, the user at the client process can edit the The invention is related to the use of computer system 400
form to tweak the configuration of the particular device. 40 for developing platform-dependent device-centric network

The processing done in step 280 is not controlled by the management applications. According to one e.rnbodil.nent of
statements in the template, but instead are controlled by the invention, netwod‘ device configuration is pr0v1ded.by
statements written by a user of the template and inserted into computer system 400 in response to prc.)cessor.404 executing
the resulting network management Web resource. one or more sequences of one or more instructions conlalped

45 1n main memory 406. Such instructions may be read into
Building and Using a Web Resource Template main memory 406 from another computer-readable medium,
. . . such as storage device 410. Execution of the sequences of

FIG. 3 1$ a.ﬂowchart. that illustrates a high level method instructions contained in main memory 406 causes processor
300 for building and using a web resource template accord- 404 to perform the process steps described herein. In alter-
ing to an embodiment. 50 native embodiments, hard-wired circuitry may be used in

In step 310, a template builder assembles the binary  place of or in combination with software instructions to
objects, such as DLLs, with device-centric methods, and implement the invention. Thus, embodiments of the inven-
registers them with a standard binary interface, such as the tion are not limited to any specific combination of hardware
COM interface. circuitry and software.

In step 320, the template builder defines and calls standard ss  The term “computer-readable medium” as used herein
network management methods and page level variable defi- refers to any medium that participates in providing instruc-
nitions at least in part using statements of a platform- tions to processor 404 for execution. Such a medium may
dependent scripting language, such as ASP, and calls to a take many forms, including but not limited to, non-volatile
standard binary interface, such as COM. In this media, volatile media, and transmission media. Non-volatile
embodiment, many of the statements are distributed among ¢y media includes, for example, optical or magnetic disks, such
one or more include files. References to the include files are as storage device 410. Volatile media includes dynamic
inserted in the template. A code block location is indicated memory, such as main memory 406. Transmission media
where statements producing an application-specific GUI includes coaxial cables, copper wire and fiber optics, includ-
should be inserted into the template. ing the wires that comprise bus 402. Transmission media can

In step 330, the template is presented to an applications 65 also take the form of acoustic or light waves, such as those

developer for generating and inserting statements to prosduce
an application-specific GUL In step 340, the resulting Web

generated during radio-wave and infra-red data communi-
cations.
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Common forms of computer-readable media include, for
example, a floppy disk, a flexible disk, hard disk, magnetic
tape, or any other magnetic medium, a CD-ROM, any other
optical medium, punchcards, papertape, any other physical
medium with patterns of holes, a RAM, a PROM, and
EPROM, a FLASH-EPROM, any other memory chip or
cartridge, a carrier wave as described hereinafter, or any
other medium from which a computer can read.

Various forms of computer readable media may be
involved in carrying one or more sequences of one or more
instructions to processor 404 for execution. For example, the
instructions may initially be carried on a magnetic disk of a
remote computer. The remote computer can load the instruc-
tions into its dynamic memory and send the instructions over
a telephone line using a modem. A modem local to computer
system 400 can receive the data on the telephone line and
use an infra-red transmitter to convert the data to an infra-red
signal. An infra-red detector can receive the data carried in
the infra-red signal and appropriate circuitry can place the
data on bus 402. Bus 402 carries the data to main memory
406, from which processor 404 retrieves and executes the
instructions. The instructions received by main memory 406
may optionally be stored on storage device 410 either before
or after execution by processor 404.

Computer system 400 also includes a communication
interface 418 coupled to bus 402. Communication interface
418 provides a two-way data communication coupling to a
network link 420 that is connected to a local network 422.
For example, communication interface 418 may be an
integrated services digital network (“ISDN”) card or a
modem to provide a data communication connection to a
corresponding type of telephone line. As another example,
communication interface 418 may be a local area network
(“LAN”) card to provide a data communication connection
to a compatible LAN. Wireless links may also be imple-
mented. In any such implementation, communication inter-
face 418 sends and receives electrical, electromagnetic or
optical signals that carry digital data streams representing
various types of information.

Network link 420 typically provides data communication
through one or more networks to other data devices. For
example, network link 420 may provide a connection
through local network 422 to a host computer 424 or to data
equipment operated by an Internet Service Provider (“ISP”)
426. ISP 426 in turn provides data communication services
through the world wide packet data communication network
now commonly referred to as the “Internet” 428. Local
network 422 and Internet 428 both use electrical, electro-
magnetic or optical signals that carry digital data streams.
The signals through the various networks and the signals on
network link 420 and through communication interface 418,
which carry the digital data to and from computer system
400, are exemplary forms of carrier waves transporting the
information.

Computer system 400 can send messages and receive
data, including program code, through the network(s), net-
work link 420 and communication interface 418. In the
Internet example, a server 430 might transmit a requested
code for an application program through Internet 428, ISP
426, local network 422 and communication interface 418. In
accordance with the invention, one such downloaded appli-
cation provides for client-side verification as described
herein.

The received code may be executed by processor 404 as
it is received, and/or stored in storage device 410, or other
non-volatile storage for later execution. In this manner,
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computer system 400 may obtain application code in the
form of a carrier wave.

Conclusions

5 In the foregoing specification, the invention has been
described with reference to specific embodiments thereof. It
will, however, be evident that various modifications and
changes may be made thereto without departing from the
broader spirit and scope of the invention. The specification
and drawings are, accordingly, to be regarded in an illus-
trative rather than a restrictive sense.

What is claimed is:

1. A method of configuring network devices comprising:

creating, and storing a single script file comprising state-

ments in a scripting language, the statements providing
instructions for obtaining information about a state of a
particular network device and instructions for changing
the state of the particular network device;

preparing a page for sending to a client process from a

server, the page comprising a form having a plurality of
input fields and a submit button;
associating with the form one of a first submit method for
obtaining information about a state of a particular
network device, and a second submit method for
changing the state of the particular network device;

associating the submit button on the form with the single
script file regardless of which one of the first submit
method and the second submit method is associated
with the form;

sending the page to the client process; and

in response to activation of the submit button in the client

process, executing routines to operate on the particular
network device based on a submit method associated
with the form.

2. A method as recited in claim 1 wherein the form
includes a bidden variable having a value for uniquely
identifying the particular network device.

3. A method as recited in claim 1, wherein said executing
routines to operate

on the particular network device comprises,

determining whether a first variable for data input
associated with the first submit method is empty, and
if it is determined that the first variable is not empty,
then
executing get routines to obtain information about
the state of the particular network device, and
assigning values for the plurality of input fields
based on the information about the state of the
particular network device; and
wherein the method further comprises sending the page to
the client process including the form with the second
submit method after said assigning.

4. A method as recited in claim 3, wherein said executing
routines to operate on the particular network device further
comprising:

if it is determined that the first variable is empty, then:

obtaining current values of the plurality of input fields

from a second variable associated with the second
submit method; and

executing set routines to change the state of the particular

network device based on the current values of the
plurality of input fields.

5. A method as recited in claim 1, wherein:

the first submit method is a form get method returning

values of the plurality of input fields in a first environ-
mental variable; and
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the second submit method is a form post method returning
values of the plurality of input fields in a second
environmental variable.

6. A method as recited in claim 1, wherein:

18

said executing routines to operate on the particular net-
work device further comprising:

if it is determine that the first variable is empty, then:
obtaining current values of the plurality of input fields

the second submit method is a form get method returning 5 from a sccond variable associated with the second
values of the plurality of input fields in a first environ- submit method: and
mental variable; and ) > .

the first submit method is a form post method returning executing set routines to change the state of the particular
values of the plurality of input fields in a second ne[wo.rk dCYICC based on the current values of the
environmental variable. 10 plurality of input fields. ) o .

7. A method as recited in claim 5, wherein the page is a 3. A computer- readable m.edlum as.recned m claim 10
Hypertext Markup Language (HTML) page; the first envi- Wherel.n the fprm 1.nc1udes a hldd.en variable havmg.a value
ronmental variable is a “Request.QueryString”; and the for uniquely identifying the part.lcular net\york.dewc.e.
second environmental variable is a Request.Form. 14. Acompuler-readable medium as recited in claim 10,

8. A method as recited in claim 1, wherein the steps of 15 wherein:
preparing a page and executing routines are performed by a the first submit method is a form get method returning
processor configured based on the statements of a scripting values of the plurality of input fields in a first environ-
language in the single script file. mental variable; and

9. A method as recited in claim 1, wherein the second the second submit method is a form post method returning
submit method includes at least: 20 values of the plurality of input fields in a second

changing the state of the particular network device; and environmental variable.

obtaining the information about the state of the particular 15. A computer-readable medium as recited in claim 10,

network device. wherein:

10. A computer-readable medium carrying one or more the second submit method is a form get method returning
sequences of instructions for configuring network devices, 25 values of the plurality of input fields in a first environ-
which instructions, when executed by one or more mental variable; and
processors, cause the one or more processors to carry out a the first submit method is a form post method returning
method comprising: values of the plurality of input fields in a second

creating and storing a single script file comprising state- environmental variable.

ments in a scripting language, the statements providing 3°  16. A computer-readable medium as recited in claim 15,
instructions for obtaining information about a state of a wherein the page is a Hypertext Markup Language (HTML)
particular network device and instructions for changing page; the first environmental variable is a “Request.Que-
the state of the particular network device; ryString”; and the second environmental variable is a
preparing a page for sending to a client process from a __ Request.Form.
server, the page comprising a form having a plurality of ¥ 17.A computer-readable medium as recited in claim 10,
input fields and a submit button; wherein the steps of preparing a page and executing routines
associating with the form one of a first submit method for are performed by a processor configured based on the
obtaining information about a state of a particular statements of a scripting language in the single script file.
network device, and a second submit method for 0 18. A computer-readable medium as recited in claim 10,
changing the state of the par[icu]ar network device; wherein the second submit method includes at least:
associating the submit button on the form with the single changing the state of the particular network device; and
script file regardless of which one of the first submit obtaining the information about the state of the particular
method and the second submit method is associated network device.
with the form; 45 19. An apparatus for configuring network devices, the
sending the page to the client process; and apparatus comprising:
in response to activation of the submit button in the client means for creating and storing a single script file com-
process, executing routines to operate on the particular prising statements in a scripting language, the state-
network device based on a submit method associated ments providing instructions for obtaining information
with the form. 50 about a state of a particular network device and instruc-

11. A computer-readable medium as recited in claim 10, tions for changing the state of the particular network
wherein the method further comprises: device;

during said exef:uling routines to operate on the particular means for preparing a page for sending to a client process

network device, ) . from a server, the page comprising a form having a
deterrmr.nng Whelher a first vgrlable fqr data input 55 plurality of input fields and a submit button;
associated with the first submit method is empty, and L . .
if it is determined that the first variable is not empty, means for assoclating Wuh the form one of a first submit
then mell.lod for obtaining .mformatlon about a state of a
executing get routines to obtain information about parllcular.ne[work device, and a §ec0nd submit melhod
the state of the particular network device, and o0 for changing t.he. state of the Partlcular network dev1c.e;
assigning values for the plurality of input fields means for associating the submit buttoq on the form with
based on the information about the state of the the single script file regardless of which one of the first
particular network device; and sgbmit rgelhod and the second submit method is asso-
sending the page to the client process including the form ciated with the form;
with the second submit method after said assigning. 65  means for sending the page to the client process; and

12. A computer-readable medium as recited in claim 11
wherein

means for executing routines to operate on the particular
network device, in response to activation of the submit
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button in the client process based on a submit method
associated with the form.
20. A method of configuring network devices comprising:

creating and storing a single script file comprising state-
ments in a scripting language, the statements providing
instructions for obtaining information about a state of a
particular network device and instructions for changing
the state of the particular network device;

a client process receiving from a server, a page compris-
ing a form having a plurality of input ficlds and a
submit button;

receiving user input;
activating the submit button in response to the user input;

in response to the activating, sending a signal associated
with the user input to the server;

the client press receiving from the server the page having
information in the plurality of input ficlds;

wherein the form is associated with one of a first submit
method for obtaining the information about a state of a
particular network device, and a second submit method
for changing the state of the particular network device,
based on the user input;

wherein the submit button on the form is associated with
the single script file regardless of which one of the first
submit method and the second submit method is asso-
ciated with the form; and

wherein the information is obtained by executing routines
to operate on the particular network device based on a
submit method associated with the form.

21. An apparatus for configuring network devices:

a network interface; and

one or more processors connected to the network

interface, the one or more processors configured for at

least performing a method comprising:

creating and storing a singe script file comprising
statements in a scripting language, the statements
providing instructions for obtaining information
about a state of a particular network device and
instructions for changing the state of the particular
network device;

preparing a page for sending to a client process from a
server, the page comprising a form having a plurality
of input fields and a submit button;

associating with the form one of a first submit method
for obtaining information about a state of a particular
network device, and a second submit method for
changing the state of the particular network device;

associating the submit button on the form with the
single script file regardless of which one of the first
submit method and the second submit method is
associated with the form;

sending the page to the client process; and

in response to activation of the submit button in the
client process, executing routines to operate on the
particular network device based on a submit method
associated with the form.

22. A network comprising:

the apparatus of claim 21; and
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the network devices, when the network devices are com-

municatively coupled to the apparatus.

23. An apparatus as recited in claim 21 wherein the form
includes a hidden variable having a value for uniquely
identifying the particular network device.

24. An apparatus as recited in claim 21, wherein said
method further comprises:

determining whether a first variable for data input asso-
ciated with the first submit method is empty, and

if it is determined that the first variable is not empty, then
executing get routines to obtain information about the
state of the particular network device, and
assigning values for the plurality of input fields based
on the information about the state of the particular
network device; and

wherein the method further comprises sending the page to
the client process including the form with the second
submit method after said assigning.
25. An apparatus as recited in claim 24, wherein said
executing routines to operate on the particular network
device further comprising:

if it is determined that the first variable is empty, then:

obtaining current values of the plurality of input fields
from a second variable associated with the second
submit method; ane

executing set routines to change the state of the particular
network device based on the current values of the
plurality of input fields.

26. An apparatus as recited in claim 21, wherein:

the first submit method is a form get method returning
values of the plurality of input fields in a first environ-
mental variable; and

the second submit method is a form post method returning
values of the plurality of input fields in a second
environmental variable.

27. An apparatus as recited in claim 26, wherein the page
is a Hypertext Markup Language (HTML) page; the first
environmental variable is a “Request.QueryString”; and the
second environmental variable is a Request.Form.

28. An apparatus as recited in claim 21, wherein:

the second submit method is a form get method returning

values of the plurality of input fields in a first environ-
mental variable; and

the first submit method is a form post method returning

values of the plurality of input fields in a second
environmental variable.

29. An apparatus as recited in claim 21, wherein the steps
of preparing a page and executing routines are performed by
a processor configured based on the statements of a scripting
language in the single script file.

30. An apparatus as recited in claim 21, wherein the
second submit method includes at least:

changing the state of the particular network device; and

obtaining the information about the state of the particular
network device.
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INVENTOR(S) : Chunguang (Chris) Liu et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is
hereby corrected as shown below:

Column 16,
Line 14, delete “creating,” and insert -- creating --.
Line 36, delete “bidden” and insert -- hidden --.

Column 18
Line 3, delete “determine” and insert -- determined --.

Column 19,
Line 17, delete “press” and insert -- process --.

Column 20
Line 1, delete “when” and insert -- wherein --.
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