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Behind every successful web transaction lurks the Hypertext Transfer Protocol (HTTP),

the language by which web clients and servers exchange documents and information.
HTTP is commonly known as the workhorse behind the browsers we use every day to
access our company intranets, locate out-of-print books, or research census information.
But HTTP is used for far more than browsing the Web: the simplicity and ubiquity of HTTP also
have made it the choice protocol for many other networked applications, most notably through
web services such as SOAP and XML-RPC.

As the title suggests, HTTP: The Definitive Gutide explains the HTTP protocol: how it works and
how to use it to develop web-based applications. However, this book is not just about HTTP;

it’s also about all the other core Internet technologies that HTTP depends on to work effectively.
Although HTTP is at the center of the book, the essence of HTTP: The Definitive Guide is in
understanding how the Web works and how to apply that knowledge to web programming and
administration. The book explains the technical workings, motivations, performance considerations,
and objectives of HTTP and the technologies around which it revolves.

HTTP: The Definitive Guiide is the bible for the HTTP protocol and related web technologies.
Topics covered include:

e HTTP methods, headers, and status codes

s  Optimizing proxies and caches

e Strategies for designing web robots and crawlers

* Cookies, authentication, and Secure HTTP

e Internationalization and content negotiation

e Redirection and load-balancing strategies

Written by experts with years of practical experience, this book uses clear, concise language and a
plethora of detailed illustrations to help readers visualize what goes on behind the scenes, providing
a complete understanding of the story behind each query on the Web.

All web programmers, administrators, and application developers need to be familiar with HTTP

in order to work effectively. There are many books that explain how to use the Web, but this is the
book that explains how the Web works.
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Request message

PUT /product-list.txt HTTP/1.1
Host: www.joes-hardware.com
Content-type: text/plain
Content-length: 34

Updated product list coming soon!

Joe Response message www.joes-hardware.com Server updates/creates
resource “/product-list.txt”
HTTP/1.1 201 Created and writes it to its disk.

Location: http://www.joes-hardware.com/product-list.txt
Content-Type: text/plain
Context-Length: 47

http://www.joes-hardware.com/product-list.txt

Figure 3-9. PUT example

The semantics of the PUT method are for the server to take the body of the request
and either use it to create a new document named by the requested URL or, if that
URL already exists, use the body to replace it.

Because PUT allows you to change content, many web servers require you to log in
with a password before you can perform a PUT. You can read more about password
authentication in Chapter 12.

POST

The POST method was designed to send input data to the server.” In practice, it is
often used to support HTML forms. The data from a filled-in form typically is sent to
the server, which then marshals it off to where it needs to go (e.g., to a server gateway
program, which then processes it). Figure 3-10 shows a client making an HTTP
request—sending form data to a server—with the POST method.

TRACE

When a client makes a request, that request may have to travel through firewalls,
proxies, gateways, or other applications. Each of these has the opportunity to mod-
ify the original HTTP request. The TRACE method allows clients to see how its
request looks when it finally makes it to the server.

A TRACE request initiates a “loopback” diagnostic at the destination server. The
server at the final leg of the trip bounces back a TRACE response, with the virgin

* POST is used to send data to a server. PUT is used to deposit data into a resource on the server (e.g., a file).

Methods | 55
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Request message

POST /inventory-check.cgi HTTP/1.1
Host: www.joes-hardware.com
Content-type: text/plain

Content-length: 1i/
item=bandsaw 2647

=| Browser sticks data in entity

TN

Response message VES!
Client HTTP/1.1 200 OK www.joes-hardware.com
Content-type: text/plain \
Context-length: 37 "
tem= bandsaw 2647
The bandsaw model 2647 is in stock! \
(Gl program
Inventory check
i Inventory |
i list

Figure 3-10. POST example

request message it received in the body of its response. A client can then see how, or
if, its original message was munged or modified along the request/response chain of
any intervening HTTP applications (see Figure 3-11).

The TRACE method is used primarily for diagnostics; i.e., verifying that requests are
going through the request/response chain as intended. It’s also a good tool for see-
ing the effects of proxies and other applications on your requests.

As good as TRACE is for diagnostics, it does have the drawback of assuming that
intervening applications will treat different types of requests (different methods—
GET, HEAD, POST, etc.) the same. Many HTTP applications do different things
depending on the method—for example, a proxy might pass a POST request directly
to the server but attempt to send a GET request to another HTTP application (such
as a web cache). TRACE does not provide a mechanism to distinguish methods.
Generally, intervening applications make the call as to how they process a TRACE
request.

56 | Chapter3: HTTP Messages
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contains a file named index.html (or index.htm), the server will return the contents of

that file.

In the Apache web server, you can configure the set of filenames that will be inter-
preted as default directory files using the Directorylndex configuration directive. The
DirectoryIndex directive lists all filenames that serve as directory index files, in pre-
ferred order. The following configuration line causes Apache to search a directory for
any of the listed files in response to a directory URL request:

DirectoryIndex index.html index.htm home.html home.htm index.cgi

If no default index file is present when a user requests a directory URI, and if direc-
tory indexes are not disabled, many web servers automatically return an HTML file
listing the files in that directory, and the sizes and modification dates of each file,
including URI links to each file. This file listing can be convenient, but it also allows
nosy people to find files on a web server that they might not normally find.

You can disable the automatic generation of directory index files with the Apache
directive:

Options -Indexes

Dynamic Content Resource Mapping

Web servers also can map URIs to dynamic resources—that is, to programs that gen-
erate content on demand (Figure 5-11). In fact, a whole class of web servers called
application servers connect web servers to sophisticated backend applications. The
web server needs to be able to tell when a resource is a dynamic resource, where the
dynamic content generator program is located, and how to run the program. Most
web servers provide basic mechanisms to identify and map dynamic resources.

Apache lets you map URI pathname components into executable program directo-
ries. When a server receives a request for a URI with an executable path compo-
nent, it attempts to execute a program in a corresponding server directory. For
example, the following Apache configuration directive specifies that all URIs whose
paths begin with /cgi-bin/ should execute corresponding programs found in the
directory /usr/local/etc/httpd/cgi-programs/:

ScriptAlias /cgi-bin/ /usr/local/etc/httpd/cgi-programs/

Apache also lets you mark executable files with a special file extension. This way,
executable scripts can be placed in any directory. The following Apache configura-
tion directive specifies that all web resources ending in .cgi should be executed:

AddHandler cgi-script .cgi

CGl is an early, simple, and popular interface for executing server-side applications.
Modern application servers have more powerful and efficient server-side dynamic
content support, including Microsoft’s Active Server Pages and Java servlets.

Step 4: Mapping and Accessing Resources | 123
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