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(57 ABSTRACT

Embodiments presented herein generally relate to a novel
mobile device containing a near field communication (NFC)
component. In embodiments, the mobile device includes a
payment user interface device. The payment user interface
device may be a button on a keypad or may be an icon on a
user interface. In embodiments, only after activating, by
depressing or selecting, the payment user interface device can
allow a user to use the NFC component. In embodiments, the
NFC component is powered off until the activation of the
payment user interface device.
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MOBILE PAYMENT ADOPTION BY ADDING
A DEDICATED PAYMENT BUTTON TO
MOBILE DEVICE FORM FACTORS

BACKGROUND

[0001] Consumers are now able to pay for merchandise or
services using near field communication (NFC) devices. Gen-
erally, the NFC devices allow the consumer to pass the NFC
device over a sensor and complete an electronic payment
automatically. An example of the NFC device is the Master-
Card PayPass™.

[0002] Unfortunately, at least some of these NFC devices
are susceptible to security problems. The NFC devices gen-
erally interface with the sensors automatically. As such, the
NFC device passes sensitive information, such as a credit card
number, to the point-of-sale device automatically. It is pos-
sible that a nefarious person with the correct equipment may
spoof the NFC device to have the NFC device pass sensitive
information unknowingly and at a discreet distance to the
device holder.

[0003] Itisinlight ofthese and other considerations that the
present application is being presented.

BRIEF SUMMARY

[0004] Embodiments presented herein generally relate to a
novel mobile device containing a near field communication
(NFC) component. In embodiments, the mobile device
includes a payment user interface device. The payment user
interface device may be a button on a keypad or may be an
icon on a user interface. In embodiments, only after activat-
ing, by depressing or selecting, the payment user interface
device can allow a user to use the NFC component. In
embodiments, the NFC component is power off until the
activation of the payment user interface device.

[0005] This summary is not meant to limit the claims in any
manner. Rather, this summary provides only a few of the
possible embodiments. And these embodiments are not
meant to define the scope of the application, but, rather, the
claims attached hereto define the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The embodiments of the present disclosure are
described in conjunction with the appended figures:

[0007] FIG. 1 is a diagram of an embodiment of a mobile
device having a payment user interface device;

[0008] FIG. 2 is a block diagram of an embodiment of a
hardware system for a mobile device comprising a payment
user interface device;

[0009] FIG. 3 is a block diagram of an embodiment of a
software system for a mobile device comprising a payment
user interface device;

[0010] FIG. 4 is a flow diagram of an embodiment of a
method for processing a transaction using a mobile device
comprising a payment user interface device;

[0011] FIG. § is a flow diagram of an embodiment of a
method for processing a transaction using a mobile device
comprising a payment user interface device; and
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[0012] FIG. 6 is a block diagram of an embodiment of a
computer system operable as a mobile device comprising a
payment user interface device.

DETAILED DESCRIPTION

[0013] Embodiments presented herein relate to a mobile
device having a novel user interface device to complete pay-
ment of a transaction using the mobile device. In embodi-
ments, a payment button on the mobile device is actuated to
start a mobile wallet application and activate a near field
communication (NFC) component. The mobile wallet appli-
cation completes the transaction through the NFC compo-
nent. Without actuating the payment button, the mobile
device, in embodiments, is prevented from transferring infor-
mation using the NFC component.

[0014] An embodiment of a mobile device 100 having a
payment button 104 is shown in FIG. 1. The mobile device
100, in embodiments, is a device for communicating infor-
mation to and from the mobile device and/or user. Examples
of mobile devices can include cell phones, personal digital
assistants, laptop computers, etc. In embodiments, the mobile
device 100 comprises an NFC component for communicating
with NFC payment sensors and a user interface 102.

[0015] The mobile device user interface 102, in embodi-
ments, includes one or more user interface devices that dis-
play information to the user on one or more displays 106
and/or receives selections from a user on one or more user
interface selection devices 108. In embodiments, the user
interface devices 108 are icons or other images presented on
a display that allow the user to select the devices using a
touch-screen display. For example, the user interface of the
iphone® oftered by Apple Inc. In alternative embodiments,
the user interface devices 108 are physical buttons or keys on
a keypad, for example, the numbered keys on the keypad of a
mobile phone.

[0016] The payment button or payment user interface
device 104 can be one or more user interface devices. The user
can select the payment user interface device 104 to complete
a transaction using an NFC component. Thus, the payment
user interface device 104 provides the user control over when
the NFC component is used or transfers information.

[0017] An embodiment of the hardware of a mobile device
202 having a payment user interface device 104 (FIG. 1) is
shown in FIG. 2. In embodiments, the mobile device 202
communicates in a retail environment 200 with an NFC sen-
sor application 204. The NFC sensor application 204 can be a
radio frequency identification device (RFID) or other type
device that can send and receive information associated with
a transaction. For example, the NFC sensor application 204
can be the Felica contactless smart card platform oftered by
Sony®.

[0018] Inembodiments, the mobile device 202 includes an
NFC component 206. The NFC component 206 may be any
circuit or device for communicating with the NFC sensor
application 204. Forexample, the NFC component 206 can be
the PN531 transmission module offered by NXP Semicon-
ductors, Eindhoven, Netherlands. In embodiments, the NFC
component 206 is an active device that is only powered by
activating a switch 218. The switch 218 may be a physical
switch, as shown in FIG. 2, or another type of switch to
control the powering of the NFC component 206. In embodi-
ments, the mobile device 202 is brought into proximity with
the NFC sensor application 204 to communicatively couple
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the NFC component 206 and the NFC sensor application 204.
Proximity may be defined by the NFC system being used and
is known in the art.

[0019] The mobile device 202 can also include a processor
208. The processor 208 is any processor or circuit, either in
hardware, software, or hardware and software, that controls
the functions of the mobile device 202. For example, the
processor 208 is an Intel PXA8OOF cellular processor. The
processor 208 communicates with the NFC component 206.
In embodiments, components communicate with each other
through the exchange of information either through a wired
medium or a wireless interface. One skilled in the art will
recognize methods of facilitating communications between
components, such as circuit connections.

[0020] In embodiments, the mobile device 202 also
includes a user interface 210. The user interface 210 com-
prises any hardware or software operable to present informa-
tion to a user on a display of the mobile device 202 or receive
selections of user interface devices by the user. The user
interface 210 can communicate with the processor 208 to
send signals indicative of selections of user interface devices
to the processor 208. In embodiments, the processor 208 can
create signals to be rendered by the user interface 210 on a
display.

[0021] The mobile device 202 may also include a storage
medium, as explained in conjunction with FIG. 6. The storage
medium can include a database or other data store that stores
mobile wallet information 216. Mobile wallet information
216 can include one or more items of information for com-
pleting a transaction using the NFC component 206. In
embodiments, the mobile wallet information 216 comprises a
mobile wallet application 214. The mobile wallet application
214 can include software operable to receive and/or translate
signals received by the NFC component 206, store, retrieve,
and manipulate mobile wallet information 2186, translate and/
or send information to the NFC component 206 for commu-
nication to the NFC sensor application 204.

[0022] In operation, the user, in embodiments, initiates a
transaction. The mobile device 202 is presented in proximity
to the NFC sensor application 204 to complete payment of the
transaction using the mobile device 202. However, the NFC
component 206 does not complete the transaction automati-
cally. Rather, in embodiments, the user completes an action
212 using a user interface device, such as selecting a payment
button 104 (FIG. 1). The action 212 is received by the user
interface 210. In embodiments, the user interface 210 signals
the processor 208 that the user desires to pay for a transaction
using the NFC component 206. The processor 208 activates
the switch 218 to power on the NFC component 206. The
NFC component 206 then begins communication with the
NFC sensor application 204. In embodiments, the processor
208 also executes the mobile wallet application 214 to com-
plete the transaction. In alternative embodiments, the user
interface 210 directly activates the switch 218 and sends a
signal to the processor 208 to initiate the mobile wallet appli-
cation 214. The NFC component 206 then completes the
transaction and powers oft.

[0023] Anembodiments ofamobile device 302 having one
or more components is shown in FIG. 3. In embodiments, the
components represent one or more software modules or
applications. The one or more software applications may be
executed in the processor 208 (FIG. 2), the user interface 210
(FIG. 2), and/or the NFC component 206 (FIG. 2). The
mobile device 302, in embodiments, comprises an operating
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system 308, a mobile wallet application 306, an NFC appli-
cation 304, a user interface application 310, and/or a database
312.

[0024] The user interface 310 can receive signals from the
user interface 210 (FIG. 2) and can render displays for the
user on the user interface 210 (FIG. 2). In embodiments, the
user interface application 310 receives a payment activation
signal 318 from the user selecting a user interface device 104
(FIG. 1). The user interface application 310 can recognize the
signal as the payment activation signal 318 and send a signal
to the operating system 308 that the user wants to complete a
payment. In alternative embodiments, the user interface
application 310 sends a signal to the mobile wallet application
306 signaling that the user wants to complete a payment. In
further embodiments, the mobile wallet application 306 com-
municates or receives information from the user through the
user interface 310.

[0025] The operating system 308, in embodiments, is the
software that controls one or more other applications and
provides access to hardware components. In embodiments,
the operating system 308 initializes, instantiates, and/or con-
figures the mobile wallet application 306, the user interface
310, and or the NFC application 304. The operating system
308 can receive a signal from the user interface 310 associated
with a payment activation 318. In response to the signal, the
operating system 308 can execute the NFC application 304
and/or the mobile wallet application 306. As such, no infor-
mation can be passed by either the NFC application 304 or the
mobile wallet application 306 without the user providing the
payment activation 318. In other embodiments, either the
NFC application 304 or the mobile walletapplication 306 is
already active, and the operating system 308 executes the
other application.

[0026] TheNFC application 304 may be any software com-
ponent or data used to communicate paymentdata 314 to an
NFC sensor application 316. In embodiments, the NFC appli-
cation 304 executes in a processor or other hardware of the
NFC component206 (FIG. 2). The NFC application 304 may
be under the control of the operating system 308. Communi-
cation between the NFC application 304 and the mobile wal-
let application 306 can provide the payment data 314
exchanged between the NFC sensor application 316 and the
NFC application 304.

[0027] The NFC sensor application 316 can be any soft-
ware executed in the NFC sensor application 204 (FIG. 2).
The NFC sensor application 316 may include one or more
software components for exchanging payment data 314 used
to complete a transaction with the mobile device 302. In
embodiments, the NFC sensor application 316 includes a
payment system at a point-of-sale terminal that completes a
financial transaction for goods or services.

[0028] In embodiments, the mobile wallet application 306
is software that completes the financial transaction with the
NFC sensor application 316 through the NFC application
304. The mobile wallet application 306 can store or extract
mobile wallet database 312 from a mobile wallet database
312, which may be stored in a storage medium of the mobile
device 302. The mobile walletdatabase 312 can include infor-
mation about the user (the user’s name, address, phone num-
ber,email address, etc.), informationaboutpayment types for
the user (credit card numbers, expiration dates, stored value
accounts, gift card numbers, checking account numbers,
other account information), security information (passwords,
login credentials, etc.), and/or any other information needed
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to transact business with the NFC sensorapplication 316. The
mobile wallet application 306 can manage the information in
the mobile wallet database 312, allowing the user to add,
change, and/or delete the data through the user interface 310.
Further, the user may need to login to the mobile wallet
application 306 by providing information, for example, a
login identification and a password, which the mobile wallet
application 306 can compare to the information in the mobile
wallet database 312.

[0029] An embodiment of a method 400 for completing a
transaction with a mobile device is shown in FIG. 4. In
embodiments, the method 400 generally begins with a
START operation 402 and terminates with an END operation
414. The steps shown in the method 400 may be executed in
a computer system as a set of computer executable instruc-
tions. While a logical order is shown in FIG. 4, the steps
shown or described can, in some circumstances, be executed
in a different order than presented herein.

[0030] Receive operation 404 receives a selection of a pay-
ment user interface device 104 (FIG. 1). For example, the user
selects a payment button 104 (FIG. 1) (whether a physical
button or an icon on a touch screen). The user interface
component 210 (FIG. 2), in embodiments, receives a signal in
response to the user selecting the payment button 104 (FIG.
1). In embodiments, the user interface software 310 (FIG. 3)
of the user interface component 210 (FIG. 2) receives the
signal and recognizes the signal is for the payment button 104
(FIG. 1).

[0031] Start operation 406 starts the mobile wallet applica-
tion, for example, mobile wallet application 306 (FIG. 3). In
embodiments, the user interface application 310 (FIG. 3)
sends a signal to the operating system 308 (FIG. 3) that the
user desires to complete a payment transaction. The operating
system 308 (FIG. 3) initializes and executes the mobile wallet
application 306 (FIG. 3). In embodiments, the operating sys-
tem 308 (FIG. 3) executes in the processor 208 (FIG. 2),
which retrieves the mobile wallet application 214 (FIG. 2)
from the mobile wallet database 216 (FIG. 2) to start the
mobile wallet application 214 (FIG. 2).

[0032] Start operation 408 starts the NFC application, for
example, NFC application 304 (FIG. 3). In embodiments, the
user interface application 310 (FIG. 3) sends a signal to the
operating system 308 (FIG. 3) that the user desires to com-
plete a payment transaction. The operating system 308 (FIG.
3) initializes and executes the NFC application 304 (FIG. 3).
In embodiments, the operating system 308 (FIG. 3) executes
in the processor 208 (FIG. 2). The operating system 308 (FIG.
3) directs the processor 208 (FIG. 2) to send a signal to the
switch 218 (FIG. 2) to power on the NFC component 206
(FIG. 2). After the NFC component 206 (FIG. 2) is powered,
the operating system 308 (FIG. 3) can initialize and execute
the NFC application 304 (FIG. 3). In alternative embodi-
ments, the user interface component 210 (FIG. 2) can send a
signal to the switch 218 (FIG. 2) to power on the NFC com-
ponent 206 (FIG. 2).

[0033] Process operation 410 processes the transaction. In
embodiments, the NFC component 206 (FIG. 2) interfaces
with an NFC sensor application 204 (FIG. 2) after being
powered. The NFC sensor application 204 (FIG. 2) can
request one or more items of information to complete the
transaction, for example, a credit card number or other infor-
mation from a payment account. The NFC application 304
executing either in the processor 208 (FIG. 2) or in the NFC
component 206 (FIG. 2) requests the information from the
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mobile wallet application 306 (FIG. 3). In embodiments, the
mobile wallet application 306 (FIG. 3) retrieves the one or
more items of information from the mobile wallet database
312 (FIG. 3). The mobile wallet application 306 (FIG. 3) can
send the information back to the NFC application 304 (FIG.
3) for transmission to the NFC sensor application 316 (FIG.
3). After the necessary information is exchanged, the pay-
ment transaction is complete.

[0034] Stop operation 412 shuts down the NFC application
304 (FIG. 3) and the NFC component 206 (FIG. 2). In
embodiments, the operating system 308 (FIG. 3) monitors the
transaction to completion. In response to the completed trans-
action, the operating system 308 (FIG. 3) closes the NFC
application 304 (FIG. 3). The operating system 308 (FIG. 3)
may then instruct the processor to send one or more bits,
bytes, or portions of information to the NFC component 206
(FIG. 2) to erase or write over any information stored in the
memory of the NFC component 206 (FIG. 2). For example,
the processor 208 (FIG. 2) may make five writes of random 1
and 0 bits to the memory of the NFC component 206 (FIG. 2).
In embodiments, after the flushing of the NFC component
206 (FIG. 2) memory, the operating system 208 (FIG. 2) may
then send a second signal to the switch 218 (FIG. 2) to power
off the NFC component 206 (FIG. 2).

[0035] Another embodiment of a method 500 for complet-
ing a transaction with a mobile device is shown in FIG. §. In
embodiments, the method S00 generally begins with a
START operation 502 and terminates with an END operation
518. The steps shown in the method 500 may be executed in
a computer system as a set of computer executable instruc-
tions. While a logical order is shown in FIG. 5, the steps
shown or described can, in some circumstances, be executed
in a different order than presented herein.

[0036] Receive operation 504 receives a signal from an
NFC sensor, for example, NFC sensor application 204 (FIG.
2). In embodiments, the NFC component 206 (FIG. 2) may be
able to recognize an initial signal from the NFC sensor appli-
cation 204 (FIG. 2) without sending or receiving any infor-
mation. For example, the NFC component 206 (FIG. 2) may
be initially powered by an induction loop powered by the
NFC sensor application 204 (FIG. 2).

[0037] Start operation 506 starts the mobile wallet applica-
tion, for example, mobile wallet application 306 (FIG. 3). In
embodiments, the operating system 208 (FIG. 2) responds to
the initial signal received by the NFC component 206 (FIG. 2)
by starting the mobile wallet application 306 (FIG. 3). The
mobile wallet application 306 (FIG. 3) may then interface
with the user regarding the pending transaction initiated by
the NFC component 206 (FIG. 2). However, the NFC appli-
cation 304 (FIG. 3) may not yet be initialized to prevent the
mobile wallet application 306 (FIG. 3) from sending any
information to the NFC sensor application 204 (FIG. 2).
[0038] Signal operation 508 signals the user of the pending
transaction. In embodiments, the mobile wallet application
306 (FIG. 3) sends a signal or information to the user interface
application 310 (FIG. 3) to render a display or provide a
warning to the user through the user interface 210 (FIG. 2).
The user interface 210 (FIG. 2) provides the signal to the user.
The mobile device 202 (FIG. 2) then waits for a response for
apredetermined period of time. If no response is received, the
transaction with the NFC sensor application 204 (FIG. 2) is
cancelled.

[0039] Determine operation 510 determines if the payment
button 104 (FIG. 1) is activated. If the payment button 104
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(FIG. 1) is not activated in response to the user interface
signal, the method flows NO to stop NFC application 516. If
the payment button 104 (FIG. 1) is activated in response to the
user interface signal, the method flows YES to login operation
512. In embodiments, the user actuates the payment button
104 (FIG. 1) by selecting the user interface device 104 (FIG.
1). The user interface application 310 (FIG. 3) sends a signal
to the operating system 308 (FIG. 3) that the user desires to
complete the payment transaction. In embodiments, the oper-
ating system 308 (FIG. 3) executes in the processor 208 (FIG.
2) to start the NFC application 304 (FIG. 3).

[0040] Login operation 512 logs the user into the mobile
wallet application 306 (FIG. 3). Before data is sent to the NFC
sensor application 204 (FIG. 2), the user logs into the mobile
wallet application 306 (FIG. 3). In embodiments, the user
provides security credentials (login name, password, etc.)
into the user interface 210 (FIG. 2). The user interface appli-
cation 310 (FIG. 3) forwards the credentials to the mobile
wallet application 306 (FIG. 3). The mobile wallet applica-
tion 306 (FIG. 3) can compare the credentials with informa-
tion stored in the mobile wallet database 312 (FIG. 3) to
authenticate theuser. Thus, activating the payment button 104
(FIG. 1) can initiate a security login.

[0041] Process operation 514 processes the transaction.
After the activation of the payment button 104 (FIG. 1), the
NFC component 206 (FIG. 2) interfaces with an NFC sensor
application 204 (FIG. 2). The NFC sensor application 204
(FIG. 2) can request one or more items of information to
complete the transaction, forexample, a creditcardnumberor
other information from a payment account. The NFC appli-
cation 304 (FIG. 3) executing either in the processor 208
(FIG. 2) or in the NFC component 206 (FIG. 2) requests the
information from the mobile wallet application 306 (FIG. 3).
In embodiments, the mobile wallet application 306 (FIG. 3)
retrieves the one or more items of information from the
mobile wallet database 312 (FIG. 3). In embodiments, the
mobile wallet application 306 (FIG. 3) may require one or
more items of information from the user. The mobile wallet
application 306 (FIG. 3) can send information to the user
interface application 310 (FIG. 3) to render the requests on a
display of the user interface device 210 (FIG. 2). The user
may be able to scroll or manipulate the display using the
payment button 104 (FIG. 1). In further embodiments, the
user may make selections of information in the display of the
user interface device 210 (FIG. 2) with the payment button
104 (FIG. 1). As such, the payment button 104 (FIG. 1)
functions as a novel and new interface device dedicated to
interacting with the mobile wallet application 306 (FIG. 3).
The mobile wallet application 306 (FIG. 3) can send the
information back to the NFC application 304 (FIG. 3) for
transmission to the NFC sensor application 316 (FIG. 3).
After the necessary information is exchanged, the payment
transaction is complete.

[0042] Stop operation 516 shuts down the NFC application
304 (FIG. 3) and the NFC component 206 (FIG. 2). In
embodiments, the operating system 308 (FIG. 3) monitors the
transaction to completion. In response to the completed trans-
action, the operating system 308 (FIG. 3) closes the NFC
application 304 (FIG. 3). The operating system 308 (FIG. 3)
may then instruct the processor to send one or more bits,
bytes, or portions of information to the NFC component 206
(FIG. 2) to erase or write over any information stored in the
memory of the NFC component 206 (FIG. 2). For example,
the processor 208 (FIG. 2) may make five writes of random 1
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and 0 bits to the memory of the NFC component 206 (FIG. 2).
In embodiments, after the flushing of the NFC component
206 (FIG. 2) memory, the operating system 208 (FIG. 2) may
then send a second signal to the switch 218 (FIG. 2) to power
off the NFC component 206 (FIG. 2). In other embodiments,
the user selects the payment button 104 (FIG. 1) a second time
to shut down the NFC application 304 (FIG. 3).

[0043] Anembodiment of a computer system 600 operable
to function as one or more components or systems described
herein, such as the mobile device 202 (FIG. 2) is shown in
FIG. 6. In embodiments, the computer system 600 comprises
a processor 602 for executing one or more instructions in
software stored on computer-readable medium, such as
memory 604 or storage device(s) 608. The instructions may
perform a method, such as methods described in conjunction
with FIGS. 4 and §. The processor 602 may be the same or
similar to processor 208 (FIG. 2). The computer system, in
embodiments, also includes Input/Output (I/O) devices or
components 606. The 1/0 components 606 can include net-
work interface cards, routers, hardware for communicating
with peripherals (e.g., printers, monitors, etc.), software driv-
ers, NFC components, or any other hardware or software
needed to receive or send information as described herein.
[0044] The computer system 600 can also comprise soft-
ware elements located within the working memory 604,
including an operating system (the same or similar to operat-
ing system 308 (FIG. 3)) and/or other code, such as one or
more application programs, which may comprise computer
programs as described herein, and/or may be designed to
implement methods and/or configure systems, as described
herein. Merely by way of example, one or more procedures
described with respect to the method(s) discussed above
might be implemented as code and/or instructions executable
by a computer (and/or a processor within a computer).
[0045] A set of these instructions and/or code might be
stored on a computer-readable storage medium, such as the
storage device(s) 608 described above. In some cases, the
storage medium might be incorporated within a computer
system, such as the database 216 (FIG. 2). In other embodi-
ments, the storage medium might be separate from the com-
puter system (i.e., a removable medium, such as a compact
disc, etc.), and/or provided in an installation package, such
that the storage medium can be used to program a general
purpose computer with the instructions/code stored thereon.
These instructions might take the form of executable code,
which is executable by the computer system 600 and/or might
take the form of source and/or installable code, which, upon
compilation and/or installation on the computer system 600
(e.g., using any of a variety of generally available compilers,
installation programs, compression/decompression utilities,
etc.) then takes the form of executable code.

[0046] Another embodiment of a method 700 for complet-
ing a transaction with a mobile device is shown in FIG. 7. In
embodiments, the method 700 generally begins with a
START operation 702 and terminates with an END operation
718. The steps shown in the method 700 may be executed in
a computer system as a set of computer executable instruc-
tions. While a logical order is shown in FIG. 7, the steps
shown or described can, in some circumstances, be executed
in a different order than presented herein.

[0047] Receive operation 704 receives a signal from an
NFC sensor, for example, NFC sensor application 204 (FIG.
2). In embodiments, the NFC component 206 (FIG. 2) may be
able to recognize an initial signal from the NFC sensor appli-
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cation 204 (FIG. 2) without sending or receiving any infor-
mation. For example, the NFC component 206 (FIG. 2) may
be initially powered by an induction loop powered by the
NFC sensor application 204 (FIG. 2).

[0048] Signal operation 706 signals the user of the pending
transaction. In embodiments, the operating system 308 (FIG.
3) sends a signal or information to the user interface applica-
tion 310 (FIG. 3) to render a display or provide a warning to
the user through the user interface 210 (FIG. 2). The user
interface 210 (FIG. 2) provides the signal to the user. The
mobile device 202 (FIG. 2) then waits for a response for a
predetermined period of time. If no response is received, the
transaction with the NFC sensor application 204 (FIG. 2) is
cancelled.

[0049] Determine operation 708 determines if the payment
button 104 (FIG. 1) is activated. If the payment button 104
(FIG. 1) is not activated in response to the user interface
signal, the method flows NO to terminate the operation 718. If
the payment button 104 (FIG. 1) is activated in response to the
user interface signal, the method flows YES to login operation
712. In embodiments, the user actuates the payment button
104 (FIG. 1) by selecting the user interface device 104 (FIG.
1). The user interface application 310 (FIG. 3) sends a signal
to the operating system 308 (FIG. 3) that the user desires to
complete the payment transaction. In embodiments, the oper-
ating system 308 (FIG. 3) executes in the processor 208 (FIG.
2) to start the NFC application 304 (FIG. 3).

[0050] In response to the activation of the payment button
104 (FIG. 1), start operation 710 starts the mobile wallet
application, for example, mobile wallet application 306 (FIG.
3). In embodiments, the operating system 208 (FIG. 2)
responds to the activation of the payment button 104 (FIG. 1)
by starting the mobile wallet application 306 (FIG. 3). The
mobile wallet application 306 (FIG. 3) may then interface
with the user regarding the pending transaction initiated by
the NFC component 206 (FIG. 2). However, the NFC appli-
cation 304 (FIG. 3) may not yet be initialized to prevent the
mobile wallet application 306 (FIG. 3) from sending any
information to the NFC sensor application 204 (FIG. 2).
Having the mobile wallet application 306 initiated only after
the activation of the payment button 104 (FIG. 1), prevents
any payment data from being transferred but allows non-
payment NFC communication to continue. Further, someone
trying to access mobile payment data without authorization is
prevented access without action by the user.

[0051] Login operation 712 logs the user into the mobile
wallet application 306 (FIG. 3). Before data is sent to the NFC
sensor application 204 (FIG. 2), the user logs into the mobile
wallet application 306 (FIG. 3). In embodiments, the user
provides security credentials (login name, password, etc.)
into the user interface 210 (FIG. 2). The user interface appli-
cation 310 (FIG. 3) forwards the credentials to the mobile
wallet application 306 (FIG. 3). The mobile wallet applica-
tion 306 (FIG. 3) can compare the credentials with informa-
tion stored in the mobile wallet database 312 (FIG. 3) to
authenticate the user. Thus, activating the payment button 104
(FIG. 1) can initiate a security login.

[0052] Process operation 714 processes the transaction.
After the activation of the payment button 104 (FIG. 1), the
NFC component 206 (FIG. 2) interfaces with an NFC sensor
application 204 (FIG. 2). The NFC sensor application 204
(FIG. 2) can request one or more items of information to
complete the transaction, forexample, a credit card number or
other information from a payment account. The NFC appli-
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cation 304 (FIG. 3) executing either in the processor 208
(FIG. 2) or in the NFC component 206 (FIG. 2) requests the
information from the mobile wallet application 306 (FIG. 3).
In embodiments, the mobile wallet application 306 (FIG. 3)
retrieves the one or more items of information from the
mobile wallet database 312 (FIG. 3). In embodiments, the
mobile wallet application 306 (FIG. 3) may require one or
more items of information from the user. The mobile wallet
application 306 (FIG. 3) can send information to the user
interface application 310 (FIG. 3) to render the requests on a
display of the user interface device 210 (FIG. 2). The user
may be able to scroll or manipulate the display using the
payment button 104 (FIG. 1). In further embodiments, the
user may make selections of information in the display of the
user interface device 210 (FIG. 2) with the payment button
104 (FIG. 1). As such, the payment button 104 (FIG. 1)
functions as a novel and new interface device dedicated to
interacting with the mobile wallet application 306 (FIG. 3).
The mobile wallet application 306 (FIG. 3) can send the
information back to the NFC application 304 (FIG. 3) for
transmission to the NFC sensor application 316 (FIG. 3).
After the necessary information is exchanged, the payment
transaction is complete.

[0053] Stop operation 716 shuts down the NFC application
304 (FIG. 3) and the NFC component 206 (FIG. 2). In
embodiments, the operating system 308 (FIG. 3) monitors the
transaction to completion. Inresponse to the completed trans-
action, the operating system 308 (FIG. 3) closes the NFC
application 304 (FIG. 3). The operating system 308 (FIG. 3)
may then instruct the processor to send one or more bits,
bytes, or portions of information to the NFC component 206
(FIG. 2) to erase or write over any information stored in the
memory of the NFC component 206 (FIG. 2). For example,
the processor 208 (FIG. 2) may make five writes of random 1
and 0 bits to the memory of the NFC component 206 (FIG. 2).
In embodiments, after the flushing of the NFC component
206 (FIG. 2) memory, the operating system 208 (FIG. 2) may
then send a second signal to the switch 218 (FIG. 2) to power
off the NFC component 206 (FIG. 2). In other embodiments,
the user selects the payment button 104 (FI1G. 1) a second time
to shut down the NFC application 304 (FIG. 3).

[0054] While various aspects of embodiments of the dis-
closure have been summarized above, the following detailed
description illustrates exemplary embodiments in further
detail to enable one of'skill in the art to practice the disclosure.
In the following description, for the purposes of explanation,
numerous specific details are set forth in order to provide a
thorough understanding of the present disclosure. It will be
apparent, however, to one skilled in the art that the present
disclosure may be practiced without some of these specific
details. In other instances, well-known structures and devices
are shown in block diagram form. Several embodiments of
the disclosure are described below, and while various features
are ascribed to different embodiments, it should be appreci-
ated that the features described with respect to one embodi-
ment may be incorporated with another embodiment as well.
By the same token, however, no single feature or features of
any described embodiment should be considered essential to
the disclosure, as other embodiments of the disclosure may
omit such features.

[0055] Specific details are given in the above description to
provide a thorough understanding of the embodiments. How-
ever, it will be understood by one of ordinary skill in the art
that the embodiments may be practiced without these specific
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details. For example, circuits may be shown in block dia-
grams in order not to obscure the embodiments in unneces-
sary detail. In other instances, well-known circuits, pro-
cesses, algorithms, structures, and techniques may be shown
without unnecessary detail in order to avoid obscuring the
embodiments. A computing system may be used to execute
any of the tasks or operations described herein. In embodi-
ments, a computing system includes memory and a processor
and is operable to execute computer-executable instructions
stored on a computer-readable medium that define processes
or operations described herein.

[0056] Also, it is noted that the embodiments may be
described as a process which is depicted as a flowchart, a flow
diagram, a data flow diagram, a structure diagram, or a block
diagram. Although a flowchart may describe the operations as
a sequential process, many of the operations can be per-
formed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when
its operations are completed, but could have additional steps
not included in the figure. A process may correspond to a
method, a function, a procedure, a subroutine, a subprogram,
etc. When a process corresponds to a function, its termination
corresponds to a return of the function to the calling function
or the main function.

[0057] Furthermore, embodiments may be implemented by
hardware, software, firnware, middleware, microcode, hard-
ware description languages, or any combination thereof.
When implemented in software, firmware, middleware or
microcode, the program code or code segments to perform the
necessary tasks may be stored in a machine-readable medium
such as a storage medium. A processor(s) 600 may perform
the necessary tasks. A code segment may represent a proce-
dure, a function, a subprogram, a program, a routine, a sub-
routine, a module, an object, a software package, a class, or
any combination of instructions, data structures, or program
statements. A code segment may be coupled to another code
segment or a hardware circuit by passing and/or receiving
information, data, arguments, parameters, or memory con-
tents. Information, arguments, parameters, data, etc., may be
passed, forwarded, or transmitted via any suitable means
including memory sharing, message passing, token passing,
network transmission, etc.

[0058] Inlight ofthe above description, a number of advan-
tages of the present disclosure are readily apparent. For
example, the mobile device 202 (FIG. 2) is functionally
unable to transfer sensitive payment or user data to an NFC
sensor application 204 (FIG. 2) without activation of the
payment button 104 (FIG. 1). In one embodiment, the NFC
communication chip orcomponent 206 (FIG. 2) of the mobile
device 202 (FIG. 2) is not powered without activation of the
payment button 104 (FIG. 1). In other embodiments, one or
more of the mobile wallet application 306 (FIG. 3) or the NFC
application 304 (FIG. 3) may not be active without activation
of the payment button 104 (FIG. 1). Further, the user may be
required to login to the mobile wallet application 306 (FIG. 3)
after selecting the payment button 104 (FIG. 1). One skilled in
the art will recognize that the order of how components are
powered or applications are started is interchangeable. Fur-
ther, one or more interventions may be available to impede the
communication of the NFC component 206 (FIG. 2) before
the activation of the payment button 104 (FIG. 1). Regardless,
the user regains control over the function of the NFC compo-
nent 206 (FIG. 2) with the payment button 104 (FIG. 1).
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[0059] A number of variations and modifications of the
disclosure can also be used. For example, a payment button
may also be placed on the NFC sensor application 204 (FIG.
2). As such, only after both payment buttons are activated will
atransaction occur. This modification will further protect the
user as any signal from an NFC source will be ignored and
transactions will only occur after deliberate effort by the
consumer. Further, the mobile device may contain a separate
payment system (including a separate processor, memory,
etc.). The entire system may be powered off until the user
activates the payment button 104 (FIG. 1). Thus, there would
be no means of inadvertently sending sensitive information
with the mobile wallet application 306 (FIG. 3).

[0060] It will be apparent to those skilled in the art that
substantial variations may be made in accordance with spe-
cific requirements. For example, customized hardware might
also be used, and/or particular elements might be imple-
mented in hardware, software (including portable software,
such as applets, etc.), or both. Further, connection to other
computing devices such as network input/output devices may
be employed. While the principles of the disclosure have been
described above in connection with specific apparatuses and
methods, it is to be clearly understood that this description is
made only by way of example and not as limitation on the
scope of the disclosure.

What is claimed is:

1. A method for processing a transaction with a mobile
device, the method comprising:

receiving a selection signal of a payment user interface

device on the mobile device, wherein the selection sig-
nal indicates the user desires to complete the transaction
using a near field communication (NFC) component,
wherein the mobile device is in proximity to an NFC
sensor; and

in response to the selection signal, processing the transac-

tion between the NFC component in the mobile device
and the NFC sensor.

2. The method as described in claim 1, further comprising
exchanging one or more items of sensitive information
between the NFC component and the NFC sensor.

3. The method as described in claim 1, further comprising:

completing the transaction; and

shutting down the NFC component.

4. The method as described in claim 3, wherein shutting
down the NFC component comprises:

flushing the memory of the NFC component; and

powering off the NFC component.

5. The method as described in claim 1, further comprising:

starting a mobile wallet application, wherein the mobile

wallet application completes the transaction with an
NFC sensor application executed on the NFC sensor;
and

starting an NFC application, the NFC application operable

to communicate information from the mobile wallet
application to the NFC sensor.

6. The method as described in claim 5, wherein the mobile
wallet application retrieves the one or more items of sensitive
information from a mobile wallet datastore.

7. The method as described in claim 5, wherein the mobile
wallet application requests information from the user via the
userinterfacedeviceand the userprovides a selection with the
payment user interface device.
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8. The method as described in claim 1, further comprising:

receiving a signal from the NFC sensor at the NFC com-
ponent;

in response to the signal, starting a mobile wallet applica-
tion;

sending a signal to the user interface of the mobile device
informing a user of the pending transaction; and

in response to sending the signal, receiving the activation
of the payment user interface device.

9. The method as described in claim 8, further comprising
receiving security credentials from the user before complet-
ing the transaction.

10. The method as described in claim 1, further comprising
sending a signal to a switch to power on the NFC component.

11. A mobile device comprising:

a processor;

an NFC component in communication with the processor,
the NFC component operable to communicate one or
more items of sensitive information to an NFC sensor to
complete a transaction;

a user interface in communication with the processor, the
user interface comprising a payment user interface
device, the user interface operable to send a signal to the
processor indicating the payment user interface device
was selected by a user; and

a switch in communication with the processor and the NFC
component, the switch operable to provide power to the
NFC component when activated by the processor, the
processor activating the switch in response to the signal
from the user interface.

12. The mobile device as described in claim 11, wherein
the NFC component is powered off until the switch is acti-
vated.

13. The mobile device as described in claim 11, wherein
the processor executes a mobile wallet application in
response to the signal from the user interface.

14. The mobile device as described in claim 13, further
comprising a mobile wallet database, wherein the mobile
wallet application retrieves the one or more items of sensitive
information from the mobile wallet database and sends the
one or more items of sensitive information to the NFC com-
ponent to communicate the one or more items of sensitive
information to the NFC sensor to complete the transaction.
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15. The mobile device as described in claim 13, wherein
the user selects the payment user interface device to provide
aselectionto the user interface and the user interface operable
to send the selection to the mobile wallet application.

16. The mobile device as described in claim 11, wherein
the user interface sends a second signal to the switch to power
on the NFC component.

17. A computer-readable medium having stored thereon
one or more instructions for a method executable by a com-
puter system for completing a transaction using an NFC com-
ponent, the instructions comprising:

instructions for providing an NFC application;

instructions for receiving a first signal from an NFC sensor

with the NFC application;

instructions for starting a mobile wallet application in

response to the first signal;

instructions for sending, in response to the first signal, a

second signal to a user interface to prompt a user about
a pending transaction;
instructions for determining if the user activated a payment
user interface device in response to the second signal;
if the user activated the payment user interface device,
instructions for receiving, from the user, a login into the
mobile wallet application;
instructions for processing the pending transaction with the
mobile wallet application and the NFC application; and
if the user does not activate the payment user interface
device, instructions for stopping the NFC application.

18. The computer-readable medium as defined in claim 17,
further comprising after processing the transaction, shutting
down the NFC application.

19. The computer-readable medium as defined in claim 18,

wherein shutting down the NFC application comprises:

instructions for flushing the memory of an NFC compo-
nent; and

instructions for stopping the execution of the NFC appli-
cation.

20. The computer-readable medium as defined in claim 18,

wherein shutting down the NFC application comprises pow-

ering oft an NFC component.

* * * * *
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