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using a mobile phone as a relay. The systems and methods 
receive transaction information associated with a transaction 
at a mobile communication device from a merchant. They 
send the transaction information with the mobile communi­
cation device to an issuer associated with the mobile commu­
nication device. The issuer thereafter sends an authorization 
response message to the merchant. 
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PAYMENT TRANSACTION USING MOBILE 
PHONE AS RELAY 

2 
the merchant. The phone also has a processor in communica­
tion with the computer readable medium. 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

Another embodiment is directed to a method that receives 
transaction information associated with a transaction from a 

5 mobile communication device wherein mobile communica-

This patent application claims priority to U.S. Provisional 
Application No. 60/982,682 filed Oct. 25, 2007, entitled 
"Mobile Phone Payment System and Method," which is 
hereby incorporated by reference in its entirety for all pur- 10 

poses. 

BACKGROUND 

Identity theft and identity fraud have become increasingly 
15 

tion device receives the transaction information from a mer­
chant. The method also sends the transaction information to 
an issuer associated with the mobile communication device, 
wherein the issuer thereafter sends an authorization response 
message to the merchant. 

Another embodiment is directed to a computer readable 
medium comprising code for receiving transaction informa­
tion associated with a transaction from a mobile communica­
tion device, wherein the mobile communication device 
received the transaction information from a merchant. The 
computer readable medium also has code for sending the 
transaction information to an issuer associated with the 
mobile communication device, wherein the issuer thereafter 
sends an authorization response message to the merchant. 

serious problem as devices for engaging in financial transac­
tions have increased in number. These fraudulent activities 
have become very costly to consumers, merchants, financial 
institutions, and others. 

Prior systems provide various fraud deterrent techniques. 
For example, some systems ensure that payment devices are 
only used by authorized cardholders. As another example, 
some systems encrypt communications with identity infor­
mation. 

20 Another embodiment is directed to a server computer having 
the above-described computer readable medium. 

25 

These fraud deterrent systems can still be improved. For 
example, consumers in prior systems typically provide their 
identity information to the merchant at a point-of sale termi­
nal to authenticate themselves. The identity information is 
typically forwarded through a series of entities to authorize 30 

and process the transaction. At any point along this line of 
communication, identity information can be stolen or used 
fraudulently. For example, a wireless transmitter can be 
implanted in a point of sale terminal that records PINs and 
account numbers, and sends them back to an identity thief to 35 

be used fraudulently. 
Embodiments of this disclosure address these and other 

problems. 

These and other embodiments of the invention are 
described in further detail below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of an exemplary system for 
conducting a payment transaction using a mobile phone as a 
relay, in accordance with an embodiment of the disclosure. 

FIG. 2 is a schematic drawing of an exemplary mobile 
communication device in the form of a mobile phone, in 
accordance with an embodiment of the disclosure. 

FIG. 3 is a block diagram of the basic components that may 
reside in an exemplary access device, in accordance with an 
embodiment of the disclosure. 

FIG. 4 is a flowchart illustrating a method of processing a 
payment transaction using a mobile communication device as 
a relay, in accordance with an embodiment of the disclosure. 

SUMMARY 
FIG. SA is an illustration depicting an exemplary display 

40 on an access device at merchant, in accordance with an 
embodiment of the disclosure. 

Embodiments of the invention relate to methods and sys­
tems for conducting payment transactions using a mobile 
communication device (e.g., mobile phone) as a relay. 

An embodiment of the disclosure is directed to a method 45 

that receives transaction information associated with a trans­
action at a mobile communication device from a merchant. 
The method also sends the transaction information with the 
mobile communication device to an issuer associated with the 
mobile communication device. The issuer thereafter sends an 50 

authorization response message to the merchant. 

FIG. SB is an illustration depicting an exemplary display 
on a mobile communication device, in accordance with an 
embodiment of the disclosure. 

FIG. 6 shows a block diagram of subsystems that may be 
present in computer apparatuses that are used in system, 
according to embodiments of the invention. 

DETAILED DESCRIPTION 

Embodiments of the invention are directed to a method and 
a system for conducting payment transactions using a mobile 
phone or other mobile communication device as a relay. In 
some embodiments, a consumer selects items for a purchase 
at a merchant. The merchant enters information about the 
items into an access device (e.g., a point-of-sale terminal). 
The merchant sends the transaction information to consum­
er's mobile communication device (e.g., mobile phone). The 
mo bile communication device relays the transaction informa-

Another embodiment is directed to a computer readable 
medium having code for receiving transaction information 
associated with a transaction at a mobile communication 
device from a merchant. The computer readable medium also 55 

has code for sending the transaction information with the 
mobile communication device to an issuer associated with the 
mobile communication device. The issuer thereafter sends an 
authorization response message to the merchant. Another 
embodiment is directed to a server computer having the 
above-described computer readable medium. 

60 tion to the issuer of a consumer's account for authorization. 

Another embodiment is directed to a phone having a com­
puter readable medium comprising code for receiving trans­
action information associated with a transaction from a mer­
chant and code for sending the transaction information to an 65 

issuer associated with the mobile communication device. The 
issuer thereafter sends an authorization response message to 

The issuer sends a message authorizing the transaction to the 
merchant to complete the transaction. 

Certain embodiments of the invention may provide one or 
more advantages to consumers, merchants, issuers, and oth­
ers. An advantage to a consumer is that his identification 
information is more secure. Since the consumer can commu­
nicate the transaction and identification information directly 

IPR2024-00731 
APPLE EX1015 Page 9



US 8,219,490 B2 
3 

to the payment processing network through his mobile com­
munication device, the access device ( e.g., point of sale ter­
minal) no longer requires the identification information to 
conduct the transaction. Thus, the consumer does not need to 
provide his identification information to the access device, 
which eliminates the problem of identity theft at the access 
device. In many cases, identity theft can occur when the 
access device is located at a fraudulent merchant or when the 
access device itself is unauthorized, because it was placed at 
a legitimate merchant by an unauthorized person. Further, a 
direct line of communication from the consumer to the pay­
ment processing network is easier to protect and thus more 
secure. For example, the mobile communication device can 
include a secure chip with encryption software. Since the 
payment processing network communicates directly with the 
mobile communication device, the payment processing net­
work can provide frequent and timely updates of encryption 
software to the mobile communication device. Thus, the con­
sumer's identity information is more secure in this system. 

4 
System 10 includes a consumer 20 in operative communica­
tion with a mobile communication device 30 (e.g. a mobile 
phone). System 10 also includes a merchant 40 having an 
access device 42 ( e.g., a point-of-sale terminal) with a display 

5 44. Mobile communication device 30 is also in communica­
tion with merchant 40 to receive transaction information from 
the access device 42. System 10 also includes an acquirer 50 
( e.g., a bank) associated with merchant 40. 

System 10 also includes a payment processing network 60 
10 having a server computer 60(a) with a computer readable 

medium 60(b) and a database 60(c) in communication with 
the server computer 60(a). System 10 also includes an issuer 
70 having an account with consumer 20. Issuer 70 has a server 
computer 70(a) with a CRM 70(b) and a database 70(c) 

15 communicating with server computer 70(a). Issuer 70 is in 
communication with payment processing network 60. 
Acquirer 50 is in communication with payment processing 
network 60 and merchant 50 to receive authorization for the 

Another advantage to a consumer is that the consumer has 20 

more control over his identity information and over the trans­
action in general. In prior systems, the consumer had to pro­
vide his identity information (e.g., a PAN or personal account 
number) to the access device ( e.g., the point of sale terminal) 

transaction and forward it to merchant 40. In system 10, 
mobile communication device 30 is also in direct communi­
cation with payment processing network 60 in order to send 
transaction information and other information to payment 
processing network 60 and issuer 70. 

As used herein, "transaction information" can refer to any 
suitable information related to the transaction. Some 
examples of suitable information include a list of the items in 
the transaction, a description of the items, item identifiers 
( e.g., stock keeping units or SKU s ), the merchant ID, access 
device ID (e.g., POS terminal ID), prices of the items being 

in order to conduct a transaction. In this system, the mobile 25 

communication device has much of the functionality of an 
access device. The mobile communication device can be used 
to initiate, authorize, and/or terminate the transaction. Since 
the consumer is in control of the mobile communication 
device, the consumer decides when to conduct the transaction 
and to whom he will provide his identity information. Thus, 
control of the transaction and identity information is given 
back to the consumer. 

An advantage to merchants and issuers is that these meth­
ods and systems are easier to secure and can prevent monetary 
losses due to identity theft. As discussed above, these systems 
are inherently more secure and thus should reduce fraud and 
money lost to fraud. Further, the issuer can save money by 
concentrating their fraud deterrent efforts on protecting infor­
mation communicated between the payment processing net­
work and the mobile communication device. 

An advantage to the payment processing network is that the 
network can more easily secure the communications to the 
consumer. As discussed above, the mobile communication 
device can include a secure chip with encryption software 
which is frequently updated by the payment processing net­
work. Also, the encryption algorithms can be more complex 
since communications are not sent through a series of other 
entities. 

30 purchased, the total number of items, the total amount of the 
transaction, electronic signature from merchant 40, a trans­
action code, and other suitable information related to the 
transaction. A transaction code is associated with a specific 
transaction and an be used to identify other transaction infor-

35 mation. For example, the transaction code can be used to link 
the transaction information from the mobile communication 
device 30 to the payment information (e.g., a BIN) from the 
mobile communication device 30 to complete the transaction. 

Consumer 20 may be an individual, or an organization such 
40 as a business that is capable of using mobile communication 

device 30 to conduct a transaction such as a purchase of goods 
and/or services. Consumer 20 has an account with issuer 70 
that is associated with mobile communication device 30. 

Mobile communication device 30 refers to any suitable 
45 wireless device that allows consumer 20 to conduct transac­

tions with merchant 40 and communicate information with 

Another advantage to the payment processing network is 50 

that the payment processing network can develop a more 
sophisticated transaction process since it has a more detailed 
account of the transaction. The mobile communication device 
can receive greater detail about the transaction and relay it to 
the payment processing network. With increased informa- 55 

tion, the payment processing network has the opportunity to 
develop new and more sophisticated techniques of processing 
transactions. 

other entities such as payment processing network 60. Some 
examples of suitable devices include cellular or wireless 
phones, personal digital assistants (PDAs), pagers, portable 
computers, and the like. Suitable mobile communication 
devices can be hand-held and compact so that they can fit into 
a consumer's wallet and/or pocket ( e.g., pocket-sized). 

Mobile communication device 30 communicates informa­
tion to other system entities in any suitable form. Some 
examples of suitable forms include a short message service 
(SMS) message such as a text message, a multimedia media 
message (MMS), a phone call, a voice message, a voicemail 
message, an instant messaging (IM) message, an email mes­
sage, etc. In some cases, the system entity receiving the mes-Certain embodiments of the invention may include none, 

some, or all of the above technical advantages. One or more 
other technical advantages may be readily apparent to one 
skilled in the art from the figures, descriptions, and claims 
included herein. 
I. Exemplary System with Mobile Phone as a Relay 

FIG. 1 is a block diagram of an exemplary system 10 for 
conducting a payment transaction using a mobile phone as a 
relay, in accordance with an embodiment of the disclosure. 

60 sage ( e.g., payment processing network 60) may require a 
PIN before authorizing the transmission for security pur­
poses. Consumer 20 enters the PIN into mobile communicat­
ing device 30 or other device communicating with the entity. 
The PIN is then sent to the entity. Once the entity verifies the 

65 PIN, the requesting entity will authorize the transmission of 
the message. For example, to send a SMS message to pay­
ment processing network 60, payment processing network 60 

IPR2024-00731 
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may request a PIN, receive and verify a valid PIN before 
allowing transmission of the SMS message. 

In some embodiments, mobile communication device 30 
may include specialized software to allow it to interact 
directly other system entities. For example, mobile commu- 5 

nication device 30 may include translation software that 
translates transaction information received from access 
device 42 into a form that can be understood, processed, and 
transmitted by payment processing network 60. 

In embodiments of the invention, an issuer may be associ- 10 

ated with the mobile communication device in any suitable 
manner. For example, the issuer may have an account that is 
linked to the phone number in the mobile communication 
device. In another example, the issuer may have a virtual 
payment card that is stored on the mobile communication 15 

device. 
Merchant 40 refers to any suitable entity that conducts 

transactions with consumer 20 using mobile communication 
device 30. Some examples of merchants 40 include a depart­
ment store, a gas station, a drug store, a grocery store, or other 20 

suitable business. Merchant 40 may use any suitable method 
to conduct the transaction. For example, merchant 40 may use 
an e-commerce business to allow the transaction to be con­
ducted by merchant 40 through the Internet. 

Access device 42 refers to any suitable device for commu- 25 

nicating with merchant 40 and for interacting with mobile 
communication device 30 and/or a payment card. Examples 
of suitable devices include point of sale (POS) devices, cel­
lular phones, PDAs, personal computers (PCs), tablet PCs, 
handheld specialized readers, set-top boxes, electronic cash 30 

registers (ECRs), automated teller machines (ATMs), virtual 
cash registers (VCRs), kiosks, security systems, access sys­
tems, and the like. Access device 42 may use any suitable 
contact or contactless mode of operation to communicate data 
to and from mobile communication device 30. For example, 35 

access device 42 can use a wireless communication mode 
including near field communication such as Bluetooth, infra­
red, etc. 

Acquirer 50 refers to any suitable entity that has an account 
with merchant 40. For example, acquirer 50 may be a bank 40 

that operates a bank account for merchant 40. 
The payment processing network 60 may include data 

processing subsystems, networks, and operations used to sup­
port and deliver authorization services, exception file ser­
vices, and clearing and settlement services. An exemplary 45 

payment processing network 60 may include VisaNet™. Pay­
ment processing networks such as VisaNet™ are able to 
process credit card transactions, debit card transactions, and 
other types of commercial transactions. VisaNet™, in par­
ticular, includes a VIP system (Visa Integrated Payments 50 

system) which processes authorization requests and a Base II 
system which performs clearing and settlement services. 

Payment processing network 60 includes a server com­
puter 60(a). Server computer 60(a) refers to a powerful com­
puter or cluster of computers. For example, the server com- 55 

puter 60( a) can be a large mainframe, a minicomputer cluster, 
or a group of servers functioning as a unit. In one example, 
server computer 60( a) may be a database server coupled to a 
Web server (not shown). Payment processing network 60 may 
use any suitable wired or wireless network, including the 60 

Internet. 

6 
ated with a transaction from a mobile communication device, 
wherein the mobile communication device received the trans­
action information from a merchant; and code for sending the 
transaction information to an issuer associated with the 
mobile communication device. 

Payment processing network 60 also includes a database 
60(c) coupled to the server computer 60(a). Database 60(c) 
refers to any hardware, software, firmware, or combination of 
the preceding for storing and facilitating retrieval ofinforma­
tion. Database 60(c) may use any of a variety of data struc­
tures, arrangements, and compilations to store and facilitate 
retrieval of information. Database 60(c) may store any suit­
able data. In one embodiment, database 60(c) includes data 
that links information associated with the mobile communi-
cation device 30 (e.g., phone number) to account numbers 
and other information of consumer 20. Database 60(c) also 
includes data that links consumer data (e.g., account num­
bers) to issuers 70. 

Issuer 70 refers to any suitable entity that can approve a 
transaction, and may optionally open and maintain an account 
associated with consumer 20. Some examples of issuers may 
be a bank, a business entity such as a retail store, or a gov­
ernmental entity. In many cases, issuer 70 may also issue a 
payment card to consumer 20. In some embodiments, issuer 
70 may also be the acquirer 50. 

Issuer 70 includes a server computer 70(a). Server com­
puter 70(a) refers to a powerful computer or cluster of com­
puters. For example, server computer 70(a) can be a large 
mainframe, a minicomputer cluster, or a group of servers 
functioning as a unit. In one example, server computer 70( a) 
may be a database server coupled to a Web server (not shown). 
Server computer 70( a) includes a computer readable medium 
(CRM) 70( b ). CRM 70(b) comprises code for performing the 
functions of server computer 70(a). Server computer 70(a) 
may also include a processor (not shown). 

Issuer 70 also includes a database 70(c) coupled to the 
server computer 70(a). Database 70(c) refers to any hard­
ware, software, firmware, or combination of the preceding for 
storing and facilitating retrieval of information. Database 
70(c) may use any of a variety of data structures, arrange­
ments, and compilations to store and facilitate retrieval of 
information. Database 70(c) may store any suitable data. 
Issuer 70 may use any suitable wired or wireless network, 
including the Internet. 

In a typical purchase transaction, consumer 20 selects 
items (e.g., products and/or services) to purchase from mer­
chant 40. A list of the items in the transaction, the total amount 
of the transaction, and a merchant ID along with other trans­
action information is shown on display 44 of access device 
42. 

Consumer 20 initiates the transaction. For example, con­
sumer 20 can request that merchant 40 process the transaction 
and merchant 40 can in response activate access device 42 to 
initiate the transaction. As another example, consumer 20 
may interact his mo bile communication device 3 0 with access 
device 42 at merchant 40 to initiate the transaction. 

Once the transaction is initiated, access device 42 sends the 
transaction information to mobile communication device 30 
using a contactless or contact-based mode. In some cases, 
mobile communication device 30 may need to translate the 
transaction information into a form that is compatible for use 
by payment processing network 60. Server computer 60(a) includes a computer readable 

medium (CRM) 60(b). CRM 60(b) comprises code for per­
forming the functions of server computer 60( a). Server com­
puter 60(a) may also include a processor (not shown). In some 
embodiments, the computer readable medium 60(b) may 
comprise code for receiving transaction information associ-

Mobile communication device 30 relays the transaction 
information along with other information ( e.g., a phone num-

65 ber) associated with the mobile communication 30 to server 
computer 60(a) of payment processing network 60. In some 
cases, server computer 60( a) of payment processing network 
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60 will not receive the transmission of information until the 
consumer 20 sends a PIN and the PIN is verified. Server 
computer 60( a) uses the PIN to authenticate the consumer 20. 

8 
the issuer 70. Server computer 60(a) sends an authorization 
response message to acquirer 50. Acquirer 50 forwards the 
authorization response message to merchant 40 which for­
ward it to consumer 20. Server computer 60( a) may also send Server computer 60( a) of payment processing network 60 

processes the information received from mobile communica­
tion device 30. For example, server computer 60(a) processes 
the information to determine an account number and issuer 
associated with consumer 20. For example, server computer 
60(a) in payment processing network 60 retrieves data from 
database 60(c) that links the information associated with the 
mobile communication device 30 ( e.g., phone number) to the 
account number and other consumer information. Server 
computer 60(a) uses this data to determine the consumer 
information (e.g., account number) from the phone number. 
Server computer 60( a) also retrieves data from database 60( c) 
that links the consumer data such as account number to the 
issuer 70. Server computer 60(a) uses this data to determine 
the issuer 70 associated with the consumer 20. 

5 a message to issuer 70 indicating that the transaction has been 
authorized on their behalf and including other suitable infor­
mation required by the issuer 70 to process the transaction. 

At the end of the day, a normal clearing and settlement 
process can be conducted. A clearing process is a process of 

10 exchanging financial details between merchant 40 and issuer 
70 to facilitate posting to a consumer's account and recon­
ciliation of the consumer's settlement position. Clearing and 
settlement can occur simultaneously. 

In another embodiment, mobile communication device 30 
15 relays the transaction information and information associated 

with the mobile communication device 30 directly to the 
issuer 70. The information may be sent in any suitable form 
such as an authorization request message. In this embodi-

In other embodiments, the consumer information such as 
the account number can be stored on mobile communication 20 

ment, the issuer 70 determines whether to authorize or decline 
the transaction based on the information received from 
mobile communication device 30. If the issuer 70 requires 
more information from consumer 20 to decide whether to 
authorize or decline, issuer 70 may send a request message for 
more information to consumer 20 through mo bile communi-

device 30. In these embodiments, mobile communication 
device 30 relays the consumer information with the account 
number to the server computer 60( a) of payment processing 
network 60. In other embodiments, mobile communication 
device 30 relays one or more account numbers and other 
information of consumer 20 to server computer 60(a) of 
payment processing network 60. 

25 cation device 30. Once issuer 70 decides whether to authorize 

The payment processing network now has information 
about the consumer 20 holding the mobile communication 
device 30, the issuer 70 having an account associated with the 30 

mobile communication device 30, the merchant 50 based on 
the merchant ID or access device ID, and the transaction. 
Server computer 60(a) sends the information in an authori­
zation request message to issuer 70. Issuer 70 processes the 
authorization request message and determines whether to 35 

authorize or decline the transaction. 
Once issuer 70 decides whether to authorize or decline the 

transaction, issuer 70 sends an authorization response mes­
sage to server computer 60(a) indicating that the transaction 

or decline the transaction, issuer 70 sends an authorization 
request message to consumer 30 or to merchant 40 through 
acquirer 50. 

In yet another embodiment, server computer 60(a) of pay­
ment processing network 60 may send the authorization 
response message directly to the mobile communication 
device 30 operated by the consumer 20 instead of to the 
merchant's access device 42. The consumer 20 can provide 
the authorization response message to the access device 42 to 
merchant 40 using the mobile communication device 30. For 
example, consumer 20 may cause the mobile communication 
device 30 to pass by a contactless reader of access device 42 
so that the access device 42 can read the authorization 
response message from mobile communication device 30. 

In one embodiment, merchant 40 may be an ecommerce 
business that sells its products and/or services on a website. 
The website is provided by a server computer operated by 
merchant 40 or another entity on behalf of merchant 40. 
Consumer 20 select items on the website for purchase. Once 
consumer 20 selects the items, transaction information such 
as a transaction amount and transaction code is provided to 
consumer 20. Consumer 20 enters the transaction informa­
tion into the mobile communication device 30. Consumer 20 
uses the mobile communication device 30 to relay the trans­
action information and payment information in a message to 
the payment processing network 60. Merchant 40 sends the 
transaction information in a message to payment processing 
network 60. Payment processing network 60 matches the 
message from the merchant 40 to the message from the 

is authorized (or is declined). The issuer 70 may decline the 40 

transaction for a variety of reasons ( e.g., insufficient funds, 
risky transaction, etc.). Server computer 60(a) sends the 
authorization response message to acquirer 50. Acquirer 50 
forwards the authorization response message to merchant 40. 
After merchant 40 receives the authorization response mes- 45 

sage, access device 42 at merchant 40 may provide the autho­
rization response message to consumer 20. The authorization 
response message may be displayed on display 44 of access 
device 42 or may be printed on a receipt. In some cases, server 
computer 60( a) of payment processing network 60 sends the 50 

authorization response message directly to consumer 20. For 
example, the authorization response message may be sent 
from the payment processing network 60 directly to the 
mobile communication device 30 without being sent through 
the acquirer 50. 

In some cases, payment processing network 60 can autho­
rize the transaction on behalf of issuer 70. In these cases, 
server computer 60(a) of payment processing network 60 
processes the information received from mobile communica­
tion device 30. After processing, server computer 60(a) of 60 

payment processing network 60 has information about the 
consumer 20 holding the mobile communication device 30, 
the issuer 70 having an account associated with the mobile 
communication device 30, the merchant 50 based on the 
merchant ID or access device ID, and the transaction. With 65 

this information, server computer 60(a) can determine 
whether to authorize or decline the transaction on behalf of 

55 mobile communication device 30 using the transaction infor­
mation (e.g., a transaction code). Payment processing net­
work 60 processes the transaction based on the transaction 
information from the merchant 40 and the payment informa-
tion from the consumer 30. In this embodiment, merchant 40 
does not receive payment information of consumer 20. 

In one embodiment, consumer 20 can also request emer­
gency cards from payment processing network 60 using their 
mobile communication device 30. For example, consumer 20 
may have lost their payment card. Consumer 20 can use their 
mobile communication device 30 to send a message with a 
request for a replacement card to server computer 60(a) of 
payment processing network 60 to forward to issuer 70 or 
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send a message with the request directly to issuer 70. In 
response, a replacement card or new account information 
may be sent to mobile communication device 30 or a replace­
ment card may be mailed to consumer 20. 

Modifications, additions, or omissions may be made to 5 

system 10 without departing from the scope of the disclosure. 
The components of system 10 may be integrated or separated 
according to particular needs. For example, although separate 
functional blocks are shown for an issuer, payment process­
ing network, and acquirer, some entities perform all of these 10 

functions and may be included in embodiments of invention. 
Moreover, the operations of system 10 may be performed by 
more, fewer, or other system modules. Additionally, opera­
tions of system 10 may be performed using any suitable logic 
comprising software, hardware, other logic, or any suitable 15 

combination of the preceding. 
II. Exemplary Mobile Communication Device 

FIG. 2 is a schematic drawing of an exemplary mobile 
communication device 30 in the form of a mobile phone, in 
accordance with an embodiment of the disclosure. The exem- 20 

10 
of communicating and transferring data and/or control 
instructions via both cellular network and near field commu­
nications capability. 

The mobile communication device 30 may also include a 
processor 34 ( e.g., a microprocessor) for processing the func­
tions of the mobile communication device 30 and a display 35 
to allow a consumer to see phone numbers and other infor­
mation and messages. The mobile communication device 30 
may further include input elements 36 to allow a consumer to 
input information into the device, a speaker 37 to allow the 
consumer to hear voice communication, music, etc., and a 
microphone 38 to allow the consumer to transmit her voice 
through the mobile communication device 30. The mobile 
communication device 30 may also include an antenna 39 for 
wireless data transfer (e.g., data transmission). 

Although FIG. 2 shows a number of components, mobile 
communication device 30 according to embodiments of the 
invention may comprise any suitable combination or subset 
of such components. 
III. Exemplary Access Device 

FIG. 3 is a block diagram of the basic components that may 
reside in an exemplary access device 42, in accordance with 
an embodiment of the disclosure.An exemplary access device 
53 may comprise a processor 42(a). It may also comprise a 

plary mobile communication device 30 comprises a computer 
readable medium (CRM) 31 and a body 32. Computer read­
able medium 31 may be present within body 32, or may be 
detachable from it. Body 32 may be in the form a plastic 
substrate, housing, or other structure. Computer readable 
medium 31 may be a memory that stores data and may be in 
any suitable form including a magnetic stripe, a memory chip, 
etc. The memory preferably stores information such as finan­
cial information, transit information ( e.g., as in a subway or 
train pass), access information ( e.g., as in access badges), etc. 
Financial information may include information such as bank 
account information, bank identification number (BIN), 
credit or debit card number information, account balance 
information, expiration date, consumer information such as 
name, date of birth, etc. Any of this information may be 
transmitted by mobile communication device 30. 

25 computer readable medium 42(b), keypad 42(c), a mobile 
communication device reader 42(d), an output device 42(e), 
and a network interface 42(1), all operatively coupled to the 
processor 42(a). A housing may house one or more of these 
components. Exemplary mobile communication device read-

30 ers can include RF (radio frequency) antennas, magnetic 
stripe readers, etc. that interact with the mobile communica­
tion device 30. Suitable output devices may include display 
44, other displays, and audio output devices. Exemplary com­
puter readable media may include one or more memory chips, 

35 disk drives, etc. 
IV. Exemplary Method of Processing a Payment Transaction 
Using a Mobile Communication Device (e.g., a Mobile 
Phone) as a Relay 

Computer readable medium, or memory, may further com­
prise any suitable code. In some embodiments, computer 
readable medium, or memory, comprises: a) code for receiv­
ing information from access device 42; b) code for sending 
information to an issuer 70; c) code for sending information to 
payment processing network 60; d) code for receiving infor­
mation from payment processing network 60; and/ore) code 
for receiving information from issuer 70. 

FIG. 4 is a flowchart illustrating a method of processing a 
40 payment transaction using a mobile communication device as 

a relay, in accordance with an embodiment of the disclosure. 
The method begins by mobile communication device 30 

receiving transaction information from merchant 40 (step 
100). Consumer 20 may interact the mobile communication 

45 device 30 with access device 42 at merchant 40 to initiate the The exemplary mobile communication device 30 also 
includes a contactless element 33, which is typically imple­
mented in the form of a semiconductor chip ( or other data 
storage element) with an associated wireless transfer (e.g., 
data transmission) element, such as an antenna. Contactless 
element 33 is associated with ( e.g., embedded within) mobile 50 

communication device 30 and data or control instructions 
transmitted via a cellular network may be applied to contact­
less element 33 by means of a contactless element interface 
(not shown). The contactless element interface functions to 
permit the exchange of data and/or control instructions 55 

between the mobile device circuitry (and hence the cellular 
network) and an optional contactless element 33. 

Contactless element 33 is capable of transferring and 
receiving data using a near field communications ("NFC") 
capability (or near field communications medium) typically 60 

in accordance with a standardized protocol or data transfer 
mechanism (e.g., ISO 14443/NFC). Near field communica­
tions capability is a short-range communications capability, 
such as RFID, Bluetooth™, infra-red, or other data transfer 
capability that can be used to exchange data between the 65 

mobile communication device 30 and an interrogation 
device. Thus, the mobile communication device 30 is capable 

transmission of the transaction information. In some cases, 
the information may be sent in the form of a message to 
mobile communication device 30. 

In one embodiment, mobile communication device 30 
receives the information from merchant 40 by reading the 
information from display 44 on access device 42. Mobile 
communication device 30 can have any suitable device for 
reading the information from display 44. For example, mobile 
communication device 30 may have a camera which takes a 
picture image of display 44. Mobile communication device 
30 or payment processing network 60 may have optical char­
acter recognition software that converts the image into trans­
action data. In another example, mobile communication 
device 30 may have a bar code reader that reads bar codes 
from display 44 to determine transaction information. 

Consumer 20 operates mobile communication device 30 to 
communicate a request to transmit transaction information to 
payment processing network 60 along with information about 
the mobile communication device 30 ( e.g., a phone number). 
In the illustrated embodiment, payment processing network 
60 requires a PIN before allowing information to be received 
at payment processing network 60. Consumer 20 enters a PIN 
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into mobile communication device 30 or another device in 
communication with payment processing network 60 (step 
105). Payment processing network 60 authenticates con­
sumer 20 with the PIN and the information about the mobile 
communication device 30 and authorizes the transmission of 5 

transaction information. 

12 
nication device 30 along with transaction information such as 
the amount of the transaction and a merchant ID or POS 
terminal ID. Mobile communication device 30 forwards this 
information directly to payment processing network 60 or 
through merchant 40 and acquirer 50 back to payment pro­
cessing network 60. This information can be used to process 
the transaction. 

In another embodiment where access device 42 receives 
After receiving authorization to send the transmission, 

mobile communication device 30 sends an authorization 
request message to payment processing network 60 with the 
transaction information and information associated with the 
mobile communication device 30 (step 110). In the illustrated 
embodiment, payment processing network 60 either: a) 
authorizes the transaction on behalf of issuer 70, or b) for­
wards the authorization request message to issuer 70 to autho­
rize the transaction. 

information from consumer 20, access device 42 receives 
10 information from mobile communication device 30 when 

consumer 20 interacts the mobile communication device 30 
with access device 42. For example, consumer 20 may initiate 
a transaction by causing the mobile communication device 30 
to pass by a contactless reader of the access device 42 so that 

If issuer 70 is authorizing the transaction, payment pro­
cessing network 60 forwards the authorization request mes­
sage to issuer 70 (step 120). Issuer 70 processes the authori­
zation request message to determine whether to authorize or 
decline the transaction (step 130). Once issuer 70 decides 
whether to authorize or decline the transaction, issuer 70 
sends an authorization response message to payment process­
ing network 60 indicating that the transaction is authorized 

15 the access device 42 can read information from mobile com­
munication device 30. Some information that could be 
received includes an identifier such as a verification value, 
phone number, or SIM card number from the mobile commu­
nication device 30. Access device 42 sends this information 

20 back to the mobile communication device 30 along with 
transaction information such as the amount of the transaction 
and a merchant ID or POS terminal ID. Mobile communica­
tion device 30 forwards this information directly to payment 

( or is declined) (step 140). processing network 60 or through merchant 40 and acquirer 
50 back to payment processing network 60. This information 
can be used to authenticate the transaction since it indicates 
that the mobile communication device 30 and access device 
42 were interacting during the transaction. 

In one embodiment, merchant 40 may sign the transaction 

If payment processing network 60 is authorizing the trans- 25 

action, payment processing network 60 processes the autho­
rization request message to determine whether to authorize or 
decline the transaction (step 150). Payment processing net­
work 60 determines whether more information is required to 
make the decision to authorize or decline (step 160). 

If more information is required, payment processing net­
work 60, communicates a request for more information to 
mobile communication device 30 and receives a response 
with new information from consumer 20 through mobile 
communication device 30 (step 170). The payment process- 35 

ing network 60 processes the new information from consumer 

30 or otherwise create an electronic signature. The electronic 
signature is sent along with other transaction information to 
mobile communication device 30. The electronic signature 
may be used to authorize the transaction. 

20 (step 150). 

In many embodiments of the disclosure, merchant 30 does 
not need to receive any payment information or other identity 
information from consumer 30. In one exemplary embodi­
ment, merchant 40 generates transaction information includ­
ing the items in the transaction and including a transaction 
code associated with the transaction. The transaction can be 

If payment processing network 60 can make the decision to 
authorize or decline and does not need more information from 
consumer 20, payment processing network 60 sends an 
authorization response message to acquirer 50 indicated that 
the transaction is authorized (or declined) (step 180). 
Acquirer 50 forwards the authorization response message to 
merchant 40 (step 190) and the method ends (step 200). 

40 of any suitable type such as a mail order, phone transaction, or 
in-store purchase. Mobile communication device 30 receives 
the transaction code from the merchant 30. The transaction 
code can be provided to mo bile communication device 3 0 via 

In some embodiments, access device 42 receives informa- 45 

tion from consumer 20. In one case, access device 42 may 
receive information directly from consumer 20 such as iden­
tification information from an identification card (e.g., driv­
er's license) to authenticate the consumer to the merchant 40. 
In another case, access device 42 may receive information 50 

from consumer 20 through a payment card interacting with 
access device 42. In yet another case, access device 42 may 
receive information from consumer 20 through a mo bile com­
munication device 30 interacting with access device 42. 

In one embodiment where access device 42 receives infor- 55 

the access device 42, through a phone call, through the Inter­
net, or by other suitable method. Consumer 20 sends the 
transaction code (which may be in alphanumeric form) and 
payment information to server computer 60( a) of payment 
processing network 60 using mobile communication device 
3 0. The transaction code may be permanent or temporary. The 
latter is desirable, since they temporary codes can be reused 
and are oflittle value if they are intercepted. Merchant 30 also 
sends the transaction information including the items in the 
transaction and the transaction code to payment processing 
network 60. Server computer 60(a) of payment processing 
network 60 can link the transaction information regarding the 
items in the transaction from merchant 30 to the payment 
information ( e.g., a BIN) associated with the mobile commu­
nication device 30. Then, the server computer 60(a) may 
forward the combined information to the issuer 70 as previ-

mation from consumer 20, access device 42 receives infor­
mation from a payment card when consumer 20 initiates a 
transaction with merchant 49 using a payment card. For 
example, consumer 20 may swipe the payment card through 
an appropriate slot of a cardreader of access device 42 so that 
the access device 42 can read information from the payment 
card. The information received by access device 42 from the 
payment card can include any suitable type of information 
related to payment cards such as an account number, issuer 
name, consumer name, and other information related to the 
payment card. The information may be encrypted. Access 
device 42 sends this information back to the mobile commu-

60 ously described. 
Modifications, additions, or omissions may be made to the 

method without departing from the scope of the disclosure. 
The method may include more, fewer, or other steps. Addi­
tionally, steps may be performed in any suitable order without 

65 departing from the scope of the disclosure. 
V. Exemplary Displays on Access Device and Mobile Com­
munication Device 
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FIG. SA is an illustration depicting an exemplary display 
44 on an access device 42 at merchant 40, in accordance with 
an embodiment of the disclosure. Display 44 includes a mer­
chant ID at the top of the display associated with merchant 40. 
Payment processing network 60 and/or issuer 70 can use 5 

merchant ID to identify merchant 40. Display 44 also 
includes a list of four items, the prices associated with each 
item, and the SKU number associated with each item. In 
addition, display 44 also includes the total amount of the 
transaction. Any of this information may pass from the access 10 

device 42 to the mobile communication device as described 
above. 

14 
A computer readable medium according to an embodiment 

of the invention may comprise code for performing any of the 
functions described above. For example, the previously 
described server computers 60(a), 70(b) may comprise a 
computer readable medium comprising code for receiving 
transaction information associated with a transaction from a 
mobile communication device, wherein the mobile commu­
nication device received the transaction information from a 
merchant; and code for sending the transaction information to 
an issuer associated with the mobile communication device. 

It should be understood that the present invention as 
described above can be implemented in the form of control 
logic using computer software in a modular or integrated 
manner. Based on the disclosure and teachings provided 

Other embodiments of display may include other suitable 
information associated with the transaction or merchant 40. 
Some examples of other suitable information include an 
access device ID. 

15 herein, a person of ordinary skill in the art will know and 
appreciate other ways and/or methods to implement the 
present invention using hardware and a combination of hard­
ware and software. 

In addition, other embodiments of display 40 may display 
transaction information and other information in other ways. 
For example, a portion of the transaction information on 
display 44 may be represented by bar codes. The bar codes 20 

can be read by a bar code reader. As another example, a 
portion of the transaction information on display 44 may be 
graphics. 

FIG. 5B is an illustration depicting an exemplary display 
35 on a mobile communication device 30, in accordance with 25 

an embodiment of the disclosure. Display 35 includes a por­
tion of the transaction information sent from the exemplary 
access device 42 in FIG. SA. Display 35 includes the list of 
four items, the prices associated with each item, and the total 
amount of the transaction. Display 35 also includes a request 30 

for a PIN number. In this embodiment, payment processing 
network 60 requires that consumer 20 enter a PIN before the 
transmission of the transaction information shown on display 
35 will be received by payment processing network 60. 

Any of the software components or functions described in 
this application, may be implemented as software code to be 
executed by a processor using any suitable computer lan­
guage such as, for example, Java, C++ or Perl using, for 
example, conventional or object-oriented techniques. The 
software code may be stored as a series of instructions, or 
commands on a computer readable medium, such as a random 
access memory (RAM), a read only memory (ROM), a mag-
netic medium such as a hard-drive or a floppy disk, or an 
optical medium such as a CD-ROM. Any such computer 
readable medium may reside on or within a single computa­
tional apparatus, and may be present on or within different 
computational apparatuses within a system or network. 

A recitation of"a", "an" or "the" is intended to mean "one 
or more" unless specifically indicated to the contrary. 

The above description is illustrative and is not restrictive. 
VII. Computer Apparatuses 

FIG. 6 shows a block diagram of subsystems that may be 
present in computer apparatuses that are used in system 10, 
according to embodiments of the invention. For example, 
server computers 60(a) and 70(a) may use any suitable com­
bination of components in FIG. 6. 

35 Many variations of the disclosure will become apparent to 
those skilled in the art upon review of the disclosure. The 
scope of the disclosure should, therefore, be determined not 
with reference to the above description, but instead should be 
determined with reference to the pending claims along with 

40 their full scope or equivalents. 
The various participants and elements in the previously 

described Figures may operate using one or more computer 
apparatuses to facilitate the functions described herein. Any 
of the elements in the Figures may use any suitable number of 
subsystems to facilitate the functions described herein. 45 

Examples of such subsystems or components are shown in a 
FIG. 6. The subsystems shown in FIG. 6 are interconnected 
via a system bus 575. Additional subsystems such as a printer 
57 4, keyboard 578, fixed disk 579 ( or other memory compris­
ing computer readable media), monitor 576, which is coupled 50 

to display adapter 582, and others are shown. Peripherals and 
input/output (I/O) devices, which couple to I/O controller 
571, can be connected to the computer system by any number 
of means known in the art, such as serial port 577. For 
example, serial port 577 or external interface 581 can be used 55 

to connect the computer apparatus to a wide area network 
such as the Internet, a mouse input device, or a scanner. The 
interconnection via system bus allows the central processor 
573 to communicate with each subsystem and to control the 
execution of instructions from system memory 572 or the 60 

fixed disk 579, as well as the exchange of information 
between subsystems. The system memory 572 and/or the 
fixed disk 579 may embody a computer readable medium. 
Any of these elements may be present in the previously 
described features. For example, the previously described 65 

directory server and access control server may have one or 
more of these components shown in FIG. 6. 

One or more features from any embodiment may be com­
bined with one or more features of any other embodiment 
without departing from the scope of the disclosure. 

All patents, patent applications, publications, and descrip­
tions mentioned above are herein incorporated by reference in 
their entirety for all purposes. None is admitted to be prior art. 

What is claimed is: 
1. A method comprising: 
receiving transaction information associated with a trans­

action at a mobile communication device from a mer­
chant; and 

sending the transaction information from the mobile com-
munication device to an issuer associated with the 
mobile communication device, wherein sending the 
transaction information from the mobile communica­
tion device to the issuer includes sending the transaction 
information to a payment processing network, wherein 
the payment processing network, not the merchant net­
work, generates an authorization request message 
including at least some of the transaction information 
and sends the authorization request message to the 
issuer, wherein the issuer thereafter sends an authoriza­
tion response message to the merchant. 

2. The method of claim 1, further comprising: 
receiving a PIN from a consumer; and 
in response to receiving the PIN, sending a request to the 

merchant for the transaction information. 
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3. The method of claim 1, wherein the merchant is an 
e-commerce business. 

16 
10. The method of claim 8, wherein the merchant is an 

e-commerce business. 
4. The method of claim 1, wherein receiving transaction 

information associated with the transaction comprises read­
ing the transaction information from a display on an access 
device using a camera. 

11. The method of claim 8, wherein the mobile communi­
cation device received the transaction information associated 

5 with the transaction by reading the transaction information 
from a display on an access device using a camera. 

5. A non-transitory computer readable medium, compris­
ing code, executable by a processor, for implementing a 
method comprising: 

receiving transaction information associated with a trans- 10 

action at a mobile communication device from an access 
device at a merchant; and 

sending the transaction information from the mobile com­
munication device to an issuer associated with the 

15 
mobile communication device, wherein the sending the 
transaction information from the mobile communica­
tion device to the issuer includes sending the transaction 
information to a payment processing network, wherein 
the payment processing network, not the merchant net- 20 

work, generates an authorization request message 
including at least some of the transaction information 
and sends the authorization request message to the 
issuer, wherein the issuer thereafter sends an authoriza­
tion response message to the merchant. 25 

6. A phone, comprising: 
a computer readable medium comprising code, executable 

by a processor, for implementing a method comprising 
receiving transaction information associated with a trans­

action from a merchant and sending the transaction 30 

information to an issuer associated with the mobile com-
munication device, wherein sending the transaction 
information from the mobile communication device to 
the issuer includes sending the transaction information 
to a payment processing network, wherein the payment 35 

processing network, not the merchant network, gener­
ates an authorization request message including at least 
some of the transaction information and sends the autho-
rization request message to the issuer, wherein the issuer 
thereafter sends an authorization response message to 40 

the merchant; and 
the processor in communication with the computer read­

able medium. 
7. The phone of claim 6, further comprising a display 

showing at least some of the transaction information. 
8. A method comprising: 
receiving transaction information associated with a trans­

action from a mobile communication device, wherein 
the mobile communication device received the transac­
tion information from a merchant; 

45 

50 

12. A non-transitory computer readable medium, compris­
ing code, executable by a processor, for implementing a 
method comprising: 

receiving transaction information associated with a trans­
action from a mobile communication device, wherein 
the mobile communication device received the transac­
tion information from a merchant; 

sending the transaction information to an issuer associated 
with the mobile communication device, wherein send­
ing the transaction information to the issuer includes 
sending the transaction information to a payment pro­
cessing network, wherein the payment processing net­
work, not the merchant network, generates an authori-
zation request message including at least some of the 
transaction information and sends the authorization 
request message to the issuer; receiving an authorization 
response message from the issuer; and sending the 
authorization response message to the merchant. 

13. A server computer comprising a non-transitory com­
puter readable medium comprising code, executable by a 
processor, for implementing a method comprising: 

receiving transaction information associated with a trans­
action from a mobile communication device, wherein 
the mobile communication device received the transac­
tion information from a merchant; 

sending the transaction information to an issuer associated 
with the mobile communication device, wherein the 
sending the transaction information to the issuer 
includes sending the transaction information to a pay­
ment processing network, wherein the payment process-
ing network, not the merchant network, generates an 
authorization request message including at least some of 
the transaction information and sends the authorization 
request message to the issuer; receiving an authorization 
response message from the issuer; and sending the 
authorization response message to the merchant. 

14. A method comprising: 
receiving transaction information associated with a trans­

action at a mobile communication device from a mer­
chant; 

translating the transaction information into a form that is 
compatible with a payment processing network, 
wherein the payment processing network, not the mer­
chant network, is in communication with an issuer; and 

sending the translated transaction information from the 
mobile communication device to the payment process­
ing network, wherein the issuer thereafter sends an 
authorization response message to the merchant. 

15. The method of claim 14, further comprising: 
receiving a PIN from a consumer; and 
in response to receiving the PIN, sending a request to the 

merchant for the transaction information. 

sending the transaction information to an issuer associated 
with the mobile communication device, wherein send­
ing the transaction information to the issuer includes 
sending the transaction information to a payment pro­
cessing network, wherein the payment processing net- 55 

work, not the merchant network, generates an authori­
zation request message including at least some of the 
transaction information and sends the authorization 
request message to the issuer; receiving an authorization 
response message from the issuer; and 

16. The method of claim 14, wherein the merchant is an 
60 e-commerce business. 

sending the authorization response message to the mer-
chant. 

9. The method of claim 8, further comprising: 
receiving a PIN from a consumer; and 
in response to receiving the PIN, sending a request from the 65 

mobile communication device to the merchant for the 
transaction information. 

17. The method of claim 14, wherein receiving transaction 
information associated with the transaction comprises read­
ing the transaction information from a display on an access 
device using a camera. 

18. A non-transitory computer readable medium, compris­
ing code, executable by a processor, for implementing a 
method comprising: 
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receiving transaction information associated with a trans­
action at a mobile communication device from a mer­
chant; 

translating the transaction information into a form that is 
compatible with a payment processing network, 
wherein the payment processing network, not the mer­
chant network, is in communication with an issuer; and 

sending the translated transaction information from the 
mobile communication device to the payment process­
ing network, wherein the issuer thereafter sends an 
authorization response message to the merchant. 

19. A phone, comprising: a processor; 

a computer readable medium comprising code executable 
by the processor, for implementing a method comprising 
receiving transaction information associated with a 
transaction at a mobile communication device from a 

18 
payment processing network, wherein the issuer there­
after sends an authorization response message to the 
merchant. 

20. The phone of claim 19, further comprising a display 
5 showing at least some of the transaction information coupled 

to the processor. 
21. The method of claim 1, wherein the issuer sends an 

authorization response message to the merchant. 
22. The method of claim 21, wherein the sending of trans­

action information to the issuer from the mobile communica­
lO tion device uses SMS or MMS. 

23. The method of claim 21, wherein the merchant displays 
the authorization response message on a display of an access 
device. 

24. The method of claim 1, wherein an account is linked to 
15 a phone number associated with the mobile communication 

device. 
25. The phone of claim 6, further comprising: 

merchant, translating the transaction information into a 
form that is compatible with a payment processing net- 20 
work, wherein the payment processing network, not the 
merchant network, is in communication with an issuer, 
and sending the translated transaction information to the 

sending account information to the issuer, wherein the 
account information identifies an account associated 
with a consumer at the issuer and wherein the phone 
does not send account information to the merchant. 

* * * * * 
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