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Correspondence Address/Fee Address Change
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The following fields have been set to Customer Number 56436 on 02/26/2015
« Correspondence Address
« Maintenance Fee Address

The address of record for Customer Number 56436 is:
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
10/822,048 11/24/2009 7623518 200313930-1 2246
22879 7590 11/04/2009

HEWLETT-PACKARD COMPANY
Intellectual Property Administration
3404 E. Harmony Road

Mail Stop 35

FORT COLLINS, CO 80528

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 952 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Robert L. Faulk JR., Roseville, CA;

IR103 (Rev. 10/09)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

22879 7590 07/28/2009 I EXAMINER |
HEWLETT PACKARD COMPANY HALIYUR, VENKATESH N
P O BOX 272400, 3404 E. HARMONY ROAD | ART UNIT PAPER NUMBER |

INTELLECTUAL PROPERTY ADMINISTRATION

FORT COLLINS, CO 80527-2400 2

DATE MAILED: 07/28/2009

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/822,048 04/08/2004 Robert L. Faulk JR. 200313930-1 2246
TITLE OF INVENTION: DYNAMIC ACCESS CONTROL LISTS

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1510 $300 $0 $1810 10/28/2009

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

DUE.
HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (f required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
ingicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

22879 7590 07/28/2009
Certificate of Mailing or Transmission
HEWLETT PACKARD COMPANY I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
P O BOX 272400, 3404 E. HARMONY ROAD addressed to the Mail Stop ISSUE FEE address above, or being facsimile
INTELLECTUAL PROPERTY ADMINISTRATION transmitted to the USPTO (571) 273-2885, on the date indicated below.

FORT COLLINS, CO 80527-2400

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
10/822,048 04/08/2004 Robert L. Faulk JR. 200313930-1 2246
TITLE OF INVENTION: DYNAMIC ACCESS CONTROL LISTS
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1510 $300 $0 $1810 10/28/2009
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
HALIYUR, VENKATESHN 2419 370-392000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CFR 1.363). .
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached.

(2) the name of a single firm (having as a member a 2

[J "Fee Address"” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[J Advance Order - #of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. e Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will va.g de ending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,%.o.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO. |
10/822,048 04/08/2004 Robert L. Faulk JR. 200313930-1 2246
22879 7590 07/28/2009 I EXAMINER |
HEWLETT PACKARD COMPANY HALIYUR, VENKATESH N
P O BOX 272400, 3404 E. HARMONY ROAD | ART UNIT PAPER NUMBER |

INTELLECTUAL PROPERTY ADMINISTRATION

FORT COLLINS, CO 80527-2400 2

DATE MAILED: 07/28/2009

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 817 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 817 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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Application No. Applicant(s)

3 . 10/822,048 FAULK, ROBERT L.
NOtlce OfA”OWélblIlty Examiner Art Unit
VENKATESH HALIYUR 2419

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to 05/04/2009.

2. X The allowed claim(s) is/are 1-3,5-9 and 11,13-25.

3. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[J Al b)[JSome* c)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies notreceived: __
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will resultin ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [[] to Paper No./Mail Date _____.
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [X] Notice of References Cited (PTO-892) 5. [ Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date .
3. [] Information Disclosure Statements (PTO/SB/08), 7. Examiner's Amendment/Comment
Paper No./Mail Date
4. [] Examiner's Comment Regarding Requirement for Deposit 8. [X] Examiner's Statement of Reasons for Allowance
of Biological Material
9. [0 other .
/Venkatesh Haliyur/ /Ayaz R. Sheikh/
Examiner, Art Unit 2419 Supervisory Patent Examiner, Art Unit 2419
U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20090716

Ex.1002
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Application/Control Number: 10/822,048 Page 2
Art Unit: 2419

EXAMINER'S AMENDMENT

1. An examiner's amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.

Authorization for this examiner's amendment was given in a telephone interview

with Julia Church Dierker (Reg No: 33,368) on 07/17/2009.

The application has been amended as follows:

In claims:

Claim 1, line 5,

convertingviaanetwork switeh—atleastenre-of: L]} converting, in a

network switch, at least one of:

Claim 1, lines 22-23,

I o vi iteh- st §
each-of-the-operations-of converting-developing, in the network switch, the

access conftrol list from each of the operations of converting.

2. The following is an examiner's statement of reasons for allowance:

Claims 1-3, 5-9, 11, 13-25 are allowed over prior art.

Ex.1002
CISCO SYSTEMS, INC. / Page 9 of 205



Application/Control Number: 10/822,048 Page 3
Art Unit: 2419

Claims 4, 10, 12 are canceled.

The prior art fails to teach and render obvious the features as claimed in

independent claims,

In claim 1:

“detecting login packets being communicated over the network;
determining a MAC address from the login packets;

detecting server message block login packets being communicated
over the network;

determining an |IP address from the server message block login
packets; and developing records in the access control list using the
obtained IP address for the respective user name;

DNS names into corresponding IP addresses according to data in
the enhanced access control list; and

physical addresses into IP addresses according to data in the
enhanced access control list; and

developing, in the network switch, the access control list from each

of the operations of converting.”

In claim 9:

Ex.1002
CISCO SYSTEMS, INC. / Page 10 of 205



Application/Control Number: 10/822,048 Page 4
Art Unit: 2419

“‘mapping user names to IP addresses, wherein mapping user
names to IP addresses comprises:

detecting server message block login packets being communicated
over the network; and

determining an IP address from the server message block login
packets;

mapping user names to physical addresses;
mapping physical addresses to IP addresses;
mapping unknown IP addresses to physical addresses;
mapping unknown IP addresses to DNS names; and
applying rules set forth in the enhanced access control list relating to
controlling access of a user to the addresses determined by the

operations of mapping to ,generate the access control list.”

In claim 18:

“a memory circuit coupled to the forwarding circuit, the memory
circuit operable to store packets and operable to store an enhanced
access control list and a dynamic access control list; and

a processor coupled to the forwarding circuit and to the memory
circuit, the processor operable to define the specific packets detected by
the forwarding circuit and operable to process the specific packets stored

in the memory circuit using the enhanced access control list to generate
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the dynamic access control list and store the dynamic access control list in
the memory circuit, and further operable to provide the specific packets to
the processor port of the forwarding circuit after processing the

packets. “

In claim 22:

“a memory circuit coupled to the forwarding circuit, the memory
circuit operable to store packets and operable to store an enhanced
access control list and a dynamic access control list; and

a processor coupled to the forwarding circuit and to the memory
circuit, the processor operable to define the specific packets detected by
the forwarding circuit and operable to process the specific packets stored
in the memory circuit using the enhanced access control list to generate
the dynamic access control list and store the dynamic access control list in
the memory circuit, and further operable to provide the specific packets to
the processor port of the forwarding circuit after processing the
packets; and a plurality of hosts, each host coupled to a respective port of
the network switch.”

Any comments considered necessary by applicant must be
submitted no later than the payment of the issue fee and, to avoid
processing delays, should preferably accompany the issue fee. Such

submissions should be clearly labeled “Comments on Statement of
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Reasons for Allowance.”

3. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Venkatesh Haliyur whose telephone number is 571-272-
8616. The examiner can normally be reached on Monday thru Friday 8:30AM to
4:30PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

Nenkatesh Haliyur/
Examiner, Art Unit 2419
/Ayaz R. Sheikh/

Supervisory Patent Examiner, Art Unit 2419

Ex.1002
CISCO SYSTEMS, INC. / Page 13 of 205



Application/Control No.

Applicant(s)/Patent Under
Reexamination

10/822,048 FAULK, ROBERT L.
Notice of References Cited _ .
Examiner Art Unit
VENKATESH HALIYUR 2419 Page 1 of 1
U.S. PATENT DOCUMENTS
Country Boteumborind Code | MNLYYY Name Classification
A | US-6,697,330 02-2004 Melvin et al. 370/235
B | US-2007/0183416 08-2007 Gooch et al. 370/389
c | US-2007/0211626 09-2007 Gooch et al. 370/229
D | US-
E | US-
F | US-
G | US-
H | US-
| us-
J | Us-
K | US-
L | US-
M | US-
FOREIGN PATENT DOCUMENTS
Document Number Date —
Country Code-Number-Kind Code MM-YYYY Country Name Classification
N
(0]
P
Q
R
S
T
NON-PATENT DOCUMENTS
Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
u
\Y
w
X

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

Notice of References Cited

Part of Paper No. 20090716

Ex.1002

CISCO SYSTEMS, INC. / Page 14 of 205




Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 10822048 FAULK, ROBERT L.
LTI
VENKATESH HALIYUR 2419
4 Rejected - Cancelled N | Non-Elected A Appeal
= Allowed + Restricted | Interference 0] Objected
[J claims renumbered in the same order as presented by applicant O cpa O TD. O R.1.47
CLAIM DATE
Final Original |07/17/2009
1 1 =
2 2 =
3 3 =
4
4 5 =
5 6 =
6 7 =
7 8 =
8 9 =
10
9 1 =
12
10 13 =
11 14 =
12 15 =
13 16 =
14 17 =
15 18 =
16 19 =
17 20 =
18 21 =
19 22 =
20 23 =
21 24 =
22 25 =

U.S. Patent and Trademark Office

Part of Paper No. : 20090716

Ex.1002

CISCO SYSTEMS, INC. / Page 15 of 205



Search Notes

Application/Control No.

Applicant(s)/Patent Under
Reexamination

10822048 FAULK, ROBERT L.
Examiner Art Unit
VENKATESH HALIYUR 2419
SEARCHED
Class Subclass Date Examiner
370 352-431 7/17/2009 VH
709 225-250 7/17/2009 VH
709 152 7/17/2009 VH
SEARCH NOTES
Search Notes Date Examiner
EAST(Class/subclass updated) 7/17/2009 VH
EAST(Text search updated) 7/17/2009 VH
NPL search performed 7/17/2009 VH
Inventor search performed 7/17/2009 VH
Reviewed allowable subject matter with Ayaz 7/17/2009 VH
INTERFERENCE SEARCH
Class Subclass Date Examiner
370 352,391,392,396,401,431 7/17/2009 VH
709 225,232,250 7/17/2009 VH
713 152 7/17/2009 VH
Interference search performed 7/17/2009 VH

U.S. Patent and Trademark Office

Part of Paper No. : 20090716

Ex.1002

CISCO SYSTEMS, INC. / Page 16 of 205



Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

10822048 FAULK, ROBERT L.
Wm “ “ Examiner Art Unit
VENKATESH HALIYUR 2419
ORIGINAL INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
370 392 H 4 L 12/ 28 (2006.01.01)
G 6 | F 15 /173 (2006.01.01)
CROSS REFERENCE(S)
H 4 (L 29/ 06 (2006.01.01)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
370 352 391 396 401 431
709 225 232 250
713 152
O Claims renumbered in the same order as presented by applicant O CPA O T.D. O RA1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 1 14 17
2 2 15 18
3 3 16 19
4 17 20
4 5 18 21
5 6 19 22
6 7 20 23
7 8 21 24
8 9 22 25
10
9 "
12
10 13
11 14
12 15
13 16
/VENKATESH HALIYUR/
Examiner.Art Unit 2419 07/20/2009 Total Claims Allowed:
22
(Assistant Examiner) (Date)
/AYAZ R SHEIKH/
Supervisory Patent Examiner.Art Unit 2419 07/21/2009 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 9 2

U.S. Patent and Trademark Office

Part of Paper No. 20090716

Ex.1002

CISCO SYSTEMS, INC. / Page 17 of 205



EAST Search History

EAST Search History

EAST Search History (Prior Art)

Search Query

Default
Operator

Plurals

Time Stamp

(enhanced adj2 access adj2 list)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:08

i 2

(enhanced adj2 access adj?2 list) and
(dynamic adj2 access adj?2 list)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:09

iLe 1

(enhanced adj2 access adj2 list) and
(dynamic adj2 access adj?2 list).clm.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:10

iL7 507

Faulk.in.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:10

s 121

7 and Robert

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:11

9 5

8 and (access adj2 list)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:11

iL10 115420

370/352,391,392396,401,431.ccls.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;

IBM_TDB

OR

ON

2009/07/17
19:15

AL 8104

file:///Cl/Documents%20and %20Settings/vhaliyur/My %20D...2048/EASTSearchHistory.10822048_AccessibleVersion.htm (1 of 3)7/17/2009 7:27:50 PM

709/225,232,250.ccls.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:16

Ex.1002

CISCO SYSTEMS, INC. / Page 18 of 205



EAST Search History

12

288

713/152.ccls.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:16

43

23545

10 or 11 or 12

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:16

L4

13 and (enhanced adj2 access adj2 list)
same (dynamic adj2 access adj2 list).clm.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:16

iL1s

13 and (enhanced adj2 access adj2 list)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:16

16

20834

370/352,391,392,396,401,431.ccls.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
[BM_TDB

OR

ON

2009/07/17
19:17

L7

28903

16 or 11 or 12

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:17

iL18

17 and (enhanced adj2 access adj2 list)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:17

iL19

52326

370/352-431.ccls.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:26

il20

36514

709/225-250.ccls.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;

IBM_TDB

OR

ON

2009/07/17
19:26

iL21

file:///Cl/Documents%20and %20Settings/vhaliyur/My %20D...2048/EASTSearchHistory.10822048_AccessibleVersion.htm (2 of 3)7/17/2009 7:27:50 PM

85399

19 or 20

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/17
19:27

Ex.1002

CISCO SYSTEMS, INC. / Page 19 of 205



EAST Search History

22

§21 and (enhanced adj2 access adj2 list)

{US-PGPUB; OR {ON
{USPAT; *
{USOCR; FPRS;

\EPO; JPC;

{DERWENT;

1BM_TDB

12009/07/17
119:27

7/17/2009 7:27:47 PM
C:\ Documents and Settings\ vhaliyur\ My Documents\ EAST\ Workspaces\ 10822048.wsp

file:///Cl/Documents%20and %20Settings/vhaliyur/My %20D...2048/EAS TS earchHistory.10822048_AccessibleVersion.htm (3 of 3)7/17/2009 7:27:50 PM

Ex.1002
CISCO SYSTEMS, INC. / Page 20 of 205



Our Reference: 200313930-1 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Robert L. Faulk Jr.

Serial Number: 10/822,048

Filing Date: April 8, 2004

Confirmation Number: 2246

Examiner/Group Art Unit: Venkatesh N. Haliyur/2419

Title: DYNAMIC ACCESS CONTROL LISTS
AMENDMENT

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

The non-final Office Action dated February 4, 2009 has been received and
carefully reviewed. Please revise the above-identified patent application as indicated
below. Entry of this Amendment is respectfully requested.
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Page 2 of 9

In the claims:

1. (Currently amended) A method of developing an access control list,
comprising:

developing an enhanced access control list including data related to at least one
of user names, DNS names, Windows domain names, and physical addresses;

converting, via a network switch, at least one of:[[,]]

user names into corresponding IP and physical addresses according to

data in the enhanced access control list, wherein converting user names into

corresponding IP _and physical addresses according to data in the enhanced access

confrol list includes:

detecting login packets being communicated over the network;

determining a MAC address from the login packets;

detecting server message block login packets being communicated

over the network;

determining an IP address from the server message block login
packets; and

developing records in the access control list using the obtained IP

address for the respective user name;
DNS names into corresponding IP addresses according to data in the

enhanced access control list; and
physical addresses into IP addresses according to data in the enhanced
access control list; and

developing, via the network switch, the access control list from each of the

operations of converting.

2. (Original) The method of claim 1 further comprising storing the user names
and corresponding IP addresses in a mapping state database that defines current

relationships among user names, DNS names, domain names, and physical addresses.

Ex.1002
CISCO SYSTEMS, INC. / Page 22 of 205



Appln. S.N. 10/822,048

Response dated May 4, 2009

Reply to Office Action of February 4, 2009
Docket No. 200313930-1

Page 3 of 9

3. (Original) The method of claim 1 wherein each physical address comprises a
MAC address.

4. (Cancelled)

5. (Original) The method of claim 1 wherein converting DNS names into
corresponding IP addresses according to data in the enhanced access control list
comprises:

detecting packets having an unknown source IP address;

generating a DNS name query using the source |IP address;

receiving a DNS name associated with the IP address responsive to the query;
and

developing records in the access control list using the obtained IP address for the
respective DNS name.

6. (Original) The method of claim 5 further comprising occasionally generating
new DNS name queries for the source IP address and thereafter repeating the

operations of receiving and developing to update the access control list.

7. (Original) The method of claim 5 further comprising occasionally receiving the
DNS name associated with the IP address and thereafter repeating the operation of
developing to update the access control list.

8. (Original) The method of claim 1 wherein converting physical addresses into
IP addresses according to data in the enhanced access control list comprises:

monitoring DHCP packets communicated over the network;

obtaining an IP address assigned to a particular physical address from the
monitored DHCP packets; and
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developing records in the access control list using the obtained IP address
assigned to a respective physical address.

9. (Currently amended) A method of controlling access of a user to a network
including a plurality of hosts coupled together through a network switch, the method
comprising:

storing in the network switch an enhanced access control list containing data
related to at least one of user names, DNS names, Windows domain names, and
physical addresses; and

generating a dynamic access control list from the enhanced access control list,
the dynamic access control list containing a plurality of IP addresses that restrict access

of the user to the network, wherein generating the dynamic access control list
COMPprises:

mapping user names to IP addresses, wherein mapping user names to IP

addresses comprises:

detecting server message block login packets being communicated

over the network; and

determining an IP_address from the server message block login

packets:;
mapping user names to physical addresses;

mapping physical addresses to IP addresses;

mapping unknown IP addresses to physical addresses;

mapping unknown IP addresses to DNS names; and

applying rules set forth in _the enhanced access control list relating to

controlling access of a user to the addresses determined by the operations of

mapping to generate the access control list.

10. (Cancelled)
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11. (Currently amended) The method of claim [[10]] 9 wherein the physical
addresses comprise MAC addresses.

12. (Cancelled)

13. (Currently amended) The method of claim [[10]] @ wherein mapping user
names to physical addresses comprises:

detecting login packets being communicated over the network; and

determining a MAC address from the login packets.

14. (Currently amended) The method of claim [[10]] 9 wherein mapping unknown
IP addresses to DNS names comprises:

detecting packets having an unknown source IP address;

generating a DNS name query using the source IP address; and

receiving a DNS name associated with the IP address responsive to the query.

15. (Original) The method of claim 14 further comprising occasionally generating
new DNS name queries for the source IP address and thereafter repeating the

operations of generating and receiving.

16. (Currently amended) The method of claim [[10]] 9 wherein mapping unknown
IP addresses to physical addresses comprises detecting packets having an unknown

source IP address.

17. (Currently amended) The method of claim [[10]] 9 wherein mapping physical
addresses to IP addresses comprises:

monitoring DHCP packets communicated over the network; and

obtaining an IP address assigned to a particular physical address from the
monitored DHCP packets.
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18. (Original) A network switching circuit, comprising:

a forwarding circuit operable to detect specific received packets and to provide
the specific packets on a processor port, and further operable to receive packets on one
of a plurality of ports including the processor port and to forward each received packet
to a port corresponding to a destination address contained in the packet subject to
access restrictions contained in a dynamic access control list;

a memory circuit coupled to the forwarding circuit, the memory circuit operable to
store packets and operable to store an enhanced access control list and a dynamic
access control list; and

a processor coupled to the forwarding circuit and to the memory circuit, the
processor operable to define the specific packets detected by the forwarding circuit and
operable to process the specific packets stored in the memory circuit using the
enhanced access control list to generate the dynamic access control list and store the
dynamic access control list in the memory circuit, and further operable to provide the
specific packets to the processor port of the forwarding circuit after processing the

packets.

19. (Original) The network switch of claim 18 wherein the processor further
comprises a direct memory access controller coupled between the forwarding engine

and the memory.

20. (Original) The network switch of claim 18 wherein the switch comprises an

Ethernet switch and wherein the packets comprise Ethernet packets.

21. (Original) The network switch of claim 18 wherein the enhanced access
control list comprises user names, DNS names, Windows domain names, and physical

addresses.
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22. (Original) A computer network, comprising:

a network switch, including,

a forwarding circuit operable to detect specific received packets and to
provide the specific packets on a processor port, and further operable to receive
packets on one of a plurality of ports including the processor port and to forward each
received packet to a port corresponding to a destination address contained in the
packet subject to access restrictions contained in a dynamic access control list;
a memory circuit coupled to the forwarding circuit, the memory circuit operable to store
packets and operable to store an enhanced access control list and a dynamic access
control list; and

a processor coupled to the forwarding circuit and to the memory circuit, the
processor operable to define the specific packets detected by the forwarding circuit and
operable to process the specific packets stored in the memory circuit using the
enhanced access control list to generate the dynamic access control list and store the
dynamic access control list in the memory circuit, and further operable to provide the
specific packets to the processor port of the forwarding circuit after processing the
packets; and

a plurality of hosts, each host coupled to a respective port of the network switch.

23. (Original) The computer network of claim 22 wherein at least some of the

hosts comprise personal computer systems.

24. (Original) The computer network of claim 22 wherein the network comprises
an Ethernet network, and wherein the switch comprises an Ethernet switch and the

packets comprise Ethernet packets.

25. (Original) The computer network of claim 22 wherein the enhanced access
control list comprises user names, DNS names, Windows domain names, and physical

addresses.
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REMARKS

The Office Action of February 4, 2009 has been received and carefully reviewed.
It is submitted that all bases of rejection and objection are traversed and overcome.
Claims 1-3, 5-9, 11 and 13-25 remain in the application. Claims 4, 10 and 12 have
been cancelled without prejudice herein. Claims 18-25 are allowed. Reconsideration of
claims 1-3, 5-9, 11 and 13-17 is respectfully requested.

Claim(s) 1-8 stand rejected under 35 U.S.C. 101 as not falling within one of the
four statutory categories of invention. The Examiner states that, while the claims recite
a series of steps or acts to be performed, a statutory "process" under 35 U.S.C. 101
must (1) be tied to particular machine, or (2) transform underlying subject matter (such
as an article or material) to a different state or thing. The Examiner further states that
the instant claims are neither positively tied to a particular machine that accomplishes
the claimed method steps nor transform underlying subject matter, and therefore do not
qualify as a statutory process.

Applicant has amended claim 1 herein to recite that the converting and
developing steps are each accomplished via the network switch. It is submitted that this
overcomes the section 101 rejection in that the steps are tied to a particular machine.
Further, it is submitted that this revision is fully supported by the application as filed, at
least at paragraphs [013] and [022].

Claims 4 and 12 stand objected to as being dependent upon a rejected base
claim, but would be allowable if rewritten in independent form including all of the
limitations of the base claim and any intervening claims. The subject matter of claim 4
has been incorporated into claim 1; and the subject matter of claims 10 and 12 has
been incorporated into claim 9. As such, it is submitted that claims 1 and 9, as well as
all claims depending ultimately therefrom, are now in condition for allowance.

Applicant again notes with appreciation the Examiner’s indication that claims 18-
25 are allowed.
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In summary, claims 1-3, 5-9, 11 and 13-25 remain in the application. It is
submitted that Applicant’s invention as set forth in these claims is in a condition suitable
for allowance.

Further and favorable consideration is requested. If the Examiner believes it
would expedite prosecution of the above-identified application, the Examiner is cordially

invited to contact Applicant’s Attorney at the below-listed telephone number.

Respectfully submitted,
DIERKER & ASSOCIATES, P.C.
{Julia Church Dierker/

Julia Church Dierker
Attorney for Applicant
Registration No. 33368
(248) 649-9900, ext. 25
juliad@troypatent.com

3331 West Big Beaver Rd., Suite 109
Troy, Michigan 48084-2813

Dated: May 4, 2009

JCDI/jc

Ex.1002
CISCO SYSTEMS, INC. / Page 29 of 205



Electronic Acknowledgement Receipt

EFS ID: 5274411
Application Number: 10822048
International Application Number:
Confirmation Number: 2246

Title of Invention:

Dynamic access control lists

First Named Inventor/Applicant Name:

Robert L. Faulk

Customer Number:

22879

Filer:

Julia C. Dierker

Filer Authorized By:

Attorney Docket Number: 200313930-1
Receipt Date: 04-MAY-2009
Filing Date: 08-APR-2004
Time Stamp: 20:37:47

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document

Document Description
Number P

File Size(Bytes)/

File Name Message Digest

Multi
Part /.zip

Pages
(if appl.)

1 Miscellaneous Incoming Letter

26357
HPC414A_200313930-1_Amen

dTrans.pdf

7284¢55609b55d5401a0e28620a69d5 14a

no

Warnings:

Information:

Ex.1002
CISCO SYSTEMS, INC. / Page 30 of 205




25138
2 Fee Worksheet (PTO-875) HPC414A_200313930-1_FeeW no 1
orksheet.pdf
7c¢70dc4841060d89a8f9f580b890ce8a40ff:
Seb
Warnings:
Information:
65119
3 HPC414A_200313930-1_Reply_| as 9
to_2-4-09_OA.pdf y
abbdaf2437345e691551477b2205918ce31
158b9
Multipart Description/PDF files in .zip description
Document Description Start End
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Claims 2 7
Applicant Arguments/Remarks Made in an Amendment 8 9

Warnings:

Information:

Total Files Size (in bytes){ 116614

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Ex.1002
CISCO SYSTEMS, INC. / Page 31 of 205




HEWLETT-PACKARD COMPANY
Intellectual Property Administration
P.O. Box 272400

Fort Collins, Colorado 80527-2400

Inventor(s): Robert L. Faulk, Jr.
Application No.: 18/822 048
Filing Date: Aprit 8, 2004

Title: DYNAMIC ACCESS CONTROL LISTS

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

PATENT APPLICATION

ATTORNEY DOCKET NO. 2003138381

Confirmation No.: 2248
Examiner: Yenkatesh N. Haliyur

Group Art Unit: 24193

TRANSMITTAL LETTER FOR RESPONSE/AMENDMENT

Transmitted herewith is/are the following in the above-identified application:

Response/Amendment
[ ] New fee as calculated below
No additional fee

[] Petition to extend time to respond
[ ] Supplemental Declaration

[ | Other Fee$
CLAIMS AS AMENDED BY OTHER THAN A SMALL ENTITY
(1 (2) (3) (4) () (6) {7)
FOR CLAIMS REMAINING | NUMBER HIGHEST NUMBER PRESENT RATE ADDITIONAL
AFTER AMENDMENT | EXTRA | PREVIOUSLY PAID FOR| EXTRA FEES
TOTAL
CLAIMS 22 MINUS 75 = 0 | X $52( ¢ 0
INDEP.
CLAIMS 4 MINUS 4 = 0 | X 8220|¢ 0
] FIRST PRESENTATION OF A MULTIPLE DEPENDENT CLAIM + 5300 $ 0
EXTENSION 1st Month 2nd Month 3rd Month 4th Month
FEE ] $130 [ $490 [] $1110 L] $1730 $ 0
OTHER FEES| $
TOTAL ADDITIONAL FEE FOR THIS AMENDMENT | $ 0

Charge $ § to Deposit Account 08-2025. At any time during the pendency of this application, please charge any fees
required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25. Additionally charge any fees to
Deposit Account 08-2025 under 37 CFR 1.16 through 1.21 inclusive, and any other sections in Title 37 of the Code of Federal
Regulations that may regulate fees. A duplicate copy of this sheet is enclosed.

Rev 10/08 (E-TransAmd)

Respectfully submitted,

Robert L. Faulk, Jr.

By: /dulia Church Dierker/
Julia Church Dierker
Attorney/Agent for Applicant(s)
Reg No.: 33368
Date : May 4, 2009
Telephone : {248} 543-3800

Ex.1002
CISCO SYSTEMS, INC. / Page 32 of 205



HEWLETT-PACKARD COMPANY
Intellectual Property Administration
P.O. Box 272400

Fort Collins, Colorado 80527-2400

Inventor(s): Robert L. Faulk, Jr.
Application No.: 18/822 048
Filing Date: Aprit 8, 2004

Title: DYNAMIC ACCESS CONTROL LISTS

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

PATENT APPLICATION

ATTORNEY DOCKET NO. 2003138381

Confirmation No.: 2248
Examiner: Yenkatesh N. Haliyur

Group Art Unit: 24193

TRANSMITTAL LETTER FOR RESPONSE/AMENDMENT

Transmitted herewith is/are the following in the above-identified application:

Response/Amendment
[ ] New fee as calculated below
No additional fee

[] Petition to extend time to respond
[ ] Supplemental Declaration

[ | Other Fee$
CLAIMS AS AMENDED BY OTHER THAN A SMALL ENTITY
(1 (2) (3) (4) () (6) {7)
FOR CLAIMS REMAINING | NUMBER HIGHEST NUMBER PRESENT RATE ADDITIONAL
AFTER AMENDMENT | EXTRA | PREVIOUSLY PAID FOR| EXTRA FEES
TOTAL
CLAIMS 22 MINUS 75 = 0 | X $52( ¢ 0
INDEP.
CLAIMS 4 MINUS 4 = 0 | X 8220|¢ 0
] FIRST PRESENTATION OF A MULTIPLE DEPENDENT CLAIM + 5300 $ 0
EXTENSION 1st Month 2nd Month 3rd Month 4th Month
FEE ] $130 [ $490 [] $1110 L] $1730 $ 0
OTHER FEES| $
TOTAL ADDITIONAL FEE FOR THIS AMENDMENT | $ 0

Charge $ § to Deposit Account 08-2025. At any time during the pendency of this application, please charge any fees
required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25. Additionally charge any fees to
Deposit Account 08-2025 under 37 CFR 1.16 through 1.21 inclusive, and any other sections in Title 37 of the Code of Federal
Regulations that may regulate fees. A duplicate copy of this sheet is enclosed.

Rev 10/08 (E-TransAmd)

Respectfully submitted,

Robert L. Faulk, Jr.

By: /dulia Church Dierker/
Julia Church Dierker
Attorney/Agent for Applicant(s)
Reg No.: 33368
Date : May 4, 2009
Telephone : {248} 543-3800

Ex.1002
CISCO SYSTEMS, INC. / Page 33 of 205



PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

Legal Instrument Examiner:

/SONYA HILLIARD/

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Filing Date
Substitute for Form PTO-875 10/822,048 04/08/2004 | [ 7o be maileq
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALLENTITY [] ©R SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a). (b). o (c))
[] sEARCH FEE
(37 CFR1.16(k). (i) or (m) N/A N/A N/A N/A
D EXAMINATION FEE
(37 CFR118(0), (B} or (4) N/A N/A N/A N/A
(T3?TC/-\F|;??_1%I('I\;I)S minus20= | * X$ = ORI xs =
INDEPENDENT CLAIMS . N _ _
(37 CFR 1.16(h) minus 3 = xX$ = Xs =
If the specification and drawings exceed 100
O sheets of paper, the application size fee due
A3F7’Fg_,:l(éA1T1lgN SIZE FEE is $250 ($125 for small entity) for each
( 166s) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
= 05/04/2009 | prrer PREVIOUSLY EXTRA RATE ®) | Fep ®) RATE (5) FEE ($)
E AMENDMENT PAE FOR
s ;r?et(?)ly (37 CFR « 29 Minus | = 25 -0 X$ = OR | x $52= 0
[a)
z e 4 Minus | =4 =0 x$ = OR || x s220= 0
<§( |:| Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL 0
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE®) | reE (3 RATE (3) FEE ($)
— AMENDMENT PAID FOR
5 | o erem * Minus | * = x$ = orR | xs =
= | et Minus | +» - xs = or [xs =
E |:| Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

Ex.1002

CISCO SYSTEMS, INC. / Page 34 of 205



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O.Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
10/822,048 04/08/2004 Robert L. Faulk JR. 200313930-1 2246
22879 7590 02/04/2009
HEWLETT PACKARD COMPANY | EXAMINER |
P O BOX 272400, 3404 E. HARMONY ROAD HALIYUR, VENKATESH N
INTELLECTUAL PROPERTY ADMINISTRATION
FORT COLLINS, CO 80527-2400 | ART ONIT | parsNvBER |

2419
| NOTIFICATION DATE | DELIVERY MODE |
02/04/2009 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

JERRY.SHORMA @HP.COM
mkraft@hp.com
ipa.mail@hp.com

PTOL-90A (Rev. 04/07)

Ex.1002
CISCO SYSTEMS, INC. / Page 35 of 205



Application No. Applicant(s)
10/822,048 FAULK, ROBERT L.

Office Action Summary Examiner Art Unit
VENKATESH HALIYUR 2419

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 01/09/2009.
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 1-25 is/are pending in the application.
4a) Of the above claim(s) _____ is/are withdrawn from consideration.
5)X Claim(s) 18-25 is/are allowed.
6)X Claim(s) 1-11 and 13-17 is/are rejected.
)X Claim(s) 12 is/are objected to.
8)] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 04/08/2004 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAIl b)[]Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2[] Certified copies of the priority documents have been received in Application No. ______
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [[] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date . 6) ] other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20090121

Ex.1002
CISCO SYSTEMS, INC. / Page 36 of 205



Application/Control Number: 10/822,048 Page 2
Art Unit: 2419

DETAILED ACTION

Response to Amendment

1. The amendment filed on 01/09/2009 has been considered for claims 1-25 and is
effective to overcome Droms in view of Donaldson references for claims 1-17. However
a new ground(s) of rejection has been made in view of Droms and a newly found Green
et al reference and therefore the rejection communicated via previous office action has

been withdrawn. Rejection follows.

2. Claims 1- 25 is pending in the application.

Claim Rejections - 35 USC § 101

3. 35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the
conditions and requirements of this title.

Claim(s) 1-8 are rejected under 35 U.S.C. 101 as not falling within one of
the four statutory categories of invention. While the claims recite a series of
steps or acts to be performed, a statutory “process” under 35 U.S.C. 101 must
(1) be tied to particular machine, or (2) transform underlying subject matter (such

as an article or material) to a different state or thing. See In re Bilski, 88 USPQ2d
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1385, 1391 (Fed. Cir. 2008). The instant claims are neither positively tied to a
particular machine that accomplishes the claimed method steps nor transform
underlying subject matter, and therefore do not qualify as a statutory process.

The method including steps as recited in claims 1-8 is broad enough that
the claim could be completely performed mentally, verbally or without a machine
nor is any transformation apparent. Therefore appropriate corrections are

required to claims 1-8.

Claim Rejections - 35 USC § 103

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

5 Claims 1-3, 5-11, 13-17 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Droms et al [US Pat: 7,143,435] in view of Green et al [US Pub:
2004/0193918].

Regarding claim 1, Droms et al in the invention of “Method and Apparatus for
Registering Auto-Configured Network Addresses Based on Connection Authentication”
disclosed a method of developing an access control list, comprising: developing an

enhanced access control list (item 146 of Fig 1) including data related to at least one of
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user names (user groups), DNS names (URL), Windows domain names (domain
names), and physical addresses (col 8, lines 30-62); Droms disclosed maintaining
hosts/clients IP addresses corresponding to the domain names in ACL translated by the
domain name server (col 9, lines 1-27, col 12, lines 50-67, col 13, lines 1-24) and a
map of IP address to physical address (MAC) for physical connection in DHCP server
(col 10, lines 16-32, col 12, lines 21-32) and Droms further suggested these
functionalities can be executed on the same host in one or more processors (col 9,
lines 28-33). Therefore it would have been obvious to combine the functions from
multiple tables into an enhanced ACL in the gateway (item 146 of Fig 1) for converting
DNS names into corresponding IP and physical addresses (MAC address) according to
data in the enhanced access control list. Droms disclosed developing the access control
list from each of the operations of converting (col 6, lines 13-67, col 7, lines 1-9, col 9,
lines 9-27), but fails to disclose converting at least one of user names into
corresponding IP address. However, Green et al in the invention of “Apparatus and
Method for Network Vulnerability Detection and Compliance Assessment” disclosed a
method for converting user names into corresponding IP addresses (determine the IP
address from DNS, para 0065).

Therefore it would have been obvious for one of the ordinary skill in the art at the
time the invention of made to include the method of converting user names into
corresponding IP address as taught by Green et al in the system of Droms et al to

covert user names and physical addresses into IP addresses. One is motivated as such
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in order to determine an IP address with minimum latency to route an information

packet based on user name and physical address.

Regarding claim 2, Droms et al disclosed storing the user names and
corresponding IP addresses in a mapping state database that defines current
relationships among user names (col 7, lines 24-35), DNS names, domain names (col

12, lines 21-32), and physical addresses (col 11, lines 20-28, col 16, lines 1-19).

Regarding claims 3, 11, Droms et al disclosed that each physical address
comprises a MAC address (col 10, lines 16-23, col 16, lines 1-19).

Regarding claim 13, Droms et al disclosed mapping user names into
physical addresses comprises: detecting login packets (authentication, user ID and
password) being communicated over the network; determining a MAC address from
the login packets (col 2, lines 17-37, col 12, lines 50-67);

Regarding claims 5-6,14, Droms et al disclosed converting DNS names into
corresponding IP addresses according to data in the enhanced access control list
comprises: detecting packets having an unknown source IP address (col 9, lines 14-
24); generating a DNS name query using the source IP address (col 9, lines 24-27);
receiving a DNS name associated with the IP address responsive to the query; and
developing records in the access control list using the obtained IP address for the
respective DNS name (col 8, lines 30-62) and occasionally generating new DNS name
queries for the source IP address and thereafter repeating the operations of receiving
and developing to update the access control list (col 12, lines 21-33).. (col 12, lines

50-67);
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Regarding claims 7, 15, Droms et al disclosed occasionally receiving the DNS
name associated with the IP address and thereafter repeating the operation of
developing to update the access control list (col 12, lines 66-67, col 13, lines 1-9).

Regarding claims 8,17, Droms et al disclosed converting physical addresses
into IP addresses according to data in the enhanced access control list comprises:
monitoring DHCP packets communicated over the network (col 13, lines 10-15);
obtaining an IP address assigned to a particular physical address from the monitored
DHCP packets (col 11, lines 20-24); and developing records in the access control list
using the obtained IP address assigned to a respective physical address (col 11, lines
25-36). Droms disclosed maintaining hosts/clients IP addresses corresponding to the
domain names in ACL translated by the domain name server (col 9, lines 1-27, col 12,
lines 50-67, col 13, lines 1-24) and a map of IP address to physical address (MAC) for
physical connection in DHCP server (col 10, lines 16-32, col 12, lines 21-32) and
Droms further suggested these functionalities can be executed on the same host in one
or more processors (col 9, lines 28-33). Therefore it would have been obvious to
combine the functions from multiple tables into an enhanced ACL in the gateway (item
146 of Fig 1) for converting DNS names into corresponding IP and physical addresses
(MAC address) according to data in the enhanced access control list.

Regarding claims 9-10, Droms et al disclosed a method of controlling access of a
user to a network including a plurality of hosts coupled together through a network
switch (item 102 of Fig 1), the method comprising: storing in the network switch an

enhanced access control list containing data related to at least one of user names (user
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groups, col 7, lines 24-35), DNS names (URL), Windows domain names (domain
names), and physical addresses (col 9, lines 14-17, col 11, lines 20-28, col 12, lines
28-31, lines 50-67, col 13, lines 1-24); and generating a dynamic access control list
from the enhanced access control list, the dynamic access control list containing a
plurality of IP addresses that restrict access of the user to the network (col 16, lines 21-
32) and mapping user names to physical addresses; mapping physical addresses to IP
addresses (col 10, lines 16-32); mapping unknown IP addresses to physical
addresses; and mapping unknown IP addresses to DNS names (col 8, lines 30-62, col
11, lines 3-10); and applying rules set forth in the enhanced access control list relating
to controlling access of a user to the addresses determined by the operations of
mapping to generate the access control list (col 6, lines 13-67, col 7, lines 1-9, col 9,
lines 9-27), Droms disclosed maintaining hosts/clients known and unknown IP
addresses corresponding to the domain names in ACL translated by the domain name
server (col 9, lines 1-27, col 12, lines 50-67, col 13, lines 1-24) and a map of known
and unknown IP address to physical address (MAC) for physical connection in DHCP
server (col 10, lines 16-32, col 11, lines 3-10, col 12, lines 21-32) and Droms further
suggested these functionalities can be executed on the same host in one or more
processors (col 9, lines 28-33). Therefore it would have been obvious to combine the
functions from multiple tables into an enhanced ACL in the gateway (item 146 of Fig 1)
for converting DNS names into corresponding IP and physical addresses (MAC
address) according to data in the enhanced access control list and generating the

dynamic access control list, but Droms fails to disclose the feature of mapping user
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names to IP addresses. However, Green et al disclosed a method for converting user
names into corresponding IP addresses (determine the IP address from DNS, para
0065).

Therefore it would have been obvious for one of the ordinary skill in the art at the
time the invention of made to include the method of converting user names into
corresponding IP address as taught by Green et al in the system of Droms et al to
covert user names and physical addresses into IP addresses. One is motivated as such
in order to determine an IP address with minimum latency to route an information
packet based on user name and physical address.

Regarding claims 16, Droms et al disclosed mapping unknown |IP addresses to
physical addresses comprises detecting packets having an unknown source IP address

(col 13, lines 1-18).

Response to Arguments

6. Applicant’s argument, see remarks, filed on 01/09/2009, with respect to rejection

of claims 1-17 have been fully considered and are persuasive for claims 1-17. Therefore

the rejection communicated via previous office action In view of Droms and Donaldson

for claims 1-17 has been withdrawn. However a new ground(s) of rejection has been

made in this office action in view of Droms and a newly found Green et al reference.
With respect to applicant’'s argument that Droms fail to teach enhanced or

dynamic access control list as claimed in claims 1 and 9, however the examiner
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respectfully disagrees as Droms disclosed generating or developing access control lists
to support both IPv4 and enhanced IPv6 internet protocol and performing AAA functions
with RADIU and DHCP servers for automatic configuration of hosts, clients or users in
the network (col 6, lines 13-67, col 7, lines 1-9, col 9, lines 9-27) and these dynamic
configuration of access control lists is well known in the art and therefore the response

to arguments over Droms is maintained in this office action.

With respect to applicant’s argument for claims 1, 9 dependent claims, that
Droms does not teach or suggest storing in the network switch enhanced access control
list including data related to at least one of user names, DNS names, Windows domain
names, and physical addresses. However, the examiner respectfully disagrees and
points applicants to the reference, where Droms disclosed a method where gateway
(item 145 of Fig 1) which stores and maintains the access control list checks the source
IP address in the message sent by the host via the network switch (item 102 of Fig 1)
and further disclosed a method for checking the message for user names (user
identification) and URL (domain names) by the DNS to process the request from host

(col 12, lines 50-67, col 13, lines 1-24, Figs 1-2).

With respect to applicant’s argument for independent claims 1, 9 and dependent
claims, that Droms does not teach or suggest a method of developing an access control
list, however, the examiner respectfully disagrees and points applicants to reference,
where Droms disclosed a method for maintaining the access list and further disclosed
adding IP addresses to the list for controlling the access (col 13, lines 1-24) to process

the requests from hosts.
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With respect to applicant’s argument for independent claims 1, 9 and dependent
claims, that Droms does not teach or suggest converting user names into corresponding
IP and physical addresses according to data in the enhanced access control list.
However, the examiner respectfully disagrees and points applicants to reference, where
Droms disclosed mapping (converting) physical address (MAC) and logical addresses
(IP) for identifying the source and destination address of the request and response
messages that is processed by the gateway (col 15, lines 60-67, col 16, lines 1-61). It is
also well known in the art that such mapping of physical to logical address (or vice-
versa) to convert physical to logical address in access lists to route the response

messages during authentication and authorization process.

Allowable Subject Matter

7. a) Claims 18-25 are allowed over prior art.
The prior art fails to teach and render obvious the limitations for a network

switching circuit as claimed in claims 18 and 22:

“provide the specific packets on a processor port, and further operable to
receive packets on one of a plurality of ports including the processor port and to
forward each received packet to a port corresponding to a destination address
contained in the packet subject to access restrictions contained in a dynamic

access control list; a memory circuit coupled to the forwarding circuit, the
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memory circuit operable to store packets and operable to store an enhanced

access control list and a dynamic access control list;”

Claims 4, 12 are objected to as being dependent upon a rejected base
claim, but would be allowable if rewritten in independent form including all of the
limitations of the base claim and any intervening claims.

The prior art fails to teach and render obvious the limitations of claims
4,12 for developing an access control list, wherein converting user names into
corresponding IP and physical addresses according to data in the enhanced
access control list comprises: detecting login packets being communicated over
the network; determining a MAC address from the login packets; detecting server
message block login packets being communicated over the network; determining
an IP address from the server message block login packets; and developing
records in the access control list using the obtained IP address for the respective
user name.

However for claim 4, the rejection made under 35 U.S.C 101 in this office

action for claims 1-8 must be overcome in order for the allowability of claim 4.

Conclusion

8. Any inquiry concerning this communication or earlier communications should be

directed to the attention to Venkatesh Haliyur whose phone number is 571-272-8616.

The examiner can normally be reached on Monday-Friday from 9:00AM to 5:00 PM. If
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attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Edan Orgad can be reached @ (571)-272-7884. Any inquiry of a general
nature or relating to the status of this application or proceeding should be directed to the

group receptionist whose telephone number is (571)-272-2600 or fax to 571-273-8300.

9 Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For

more information about the PAIR system, see http://pair-direct.uspte.gov. Should you

have questions on access to the Private PAIR system, contact the Electronic Business

Center (EBC) at 866-217-9197(toll-free).

/Venkatesh Haliyur/

Examiner, Art Unit 2419

/Daniel J. Ryman/
Supervisory Patent Examiner, Art Unit 2419
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Our Reference: 200313930-1 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Robert L. Faulk Jr.

Serial Number: 10/822,048

Filing Date: April 8, 2004

Confirmation Number: 2246

Examiner/Group Art Unit: Venkatesh N. Haliyur/2419

Title: DYNAMIC ACCESS CONTROL LISTS

RESPONSE PURSUANT TO 37 C.F.R. § 1.116

Mail Stop AF
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

The Final Office Action dated October 17, 2008 has been received and carefully
reviewed. Please revise the above-identified patent application as indicated below.
Entry of this Amendment is respectfully requested.
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In the claims:
1. (Original) A method of developing an access control list, comprising:
developing an enhanced access control list including data related to at least one
of user names, DNS names, Windows domain names, and physical addresses;
converting at least one of,
user names into corresponding IP and physical addresses according to
data in the enhanced access control list;
DNS names into corresponding IP addresses according to data in the
enhanced access control list; and
physical addresses into |IP addresses according to data in the enhanced
access control list; and

developing the access control list from each of the operations of converting.

2. (Original) The method of claim 1 further comprising storing the user names
and corresponding IP addresses in a mapping state database that defines current

relationships among user names, DNS names, domain names, and physical addresses.

3. (Original) The method of claim 1 wherein each physical address comprises a
MAC address.

4. (Previously Presented) The method of claim 1 wherein converting user names
into corresponding IP and physical addresses according to data in the enhanced access
control list comprises:

detecting login packets being communicated over the network;

determining a MAC address from the login packets;

detecting server message block login packets being communicated over the
network;

determining an IP address from the server message block login packets; and
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developing records in the access control list using the obtained IP address for the

respective user name.

5. (Original) The method of claim 1 wherein converting DNS names into
corresponding IP addresses according to data in the enhanced access control list
comprises:

detecting packets having an unknown source IP address;

generating a DNS name query using the source IP address;

receiving a DNS name associated with the IP address responsive to the query;
and

developing records in the access control list using the obtained IP address for the
respective DNS name.

6. (Original) The method of claim 5 further comprising occasionally generating
new DNS name queries for the source IP address and thereafter repeating the

operations of receiving and developing to update the access control list.

7. (Original) The method of claim 5 further comprising occasionally receiving the
DNS name associated with the IP address and thereafter repeating the operation of
developing to update the access control list.

8. (Original) The method of claim 1 wherein converting physical addresses into
IP addresses according to data in the enhanced access control list comprises:

monitoring DHCP packets communicated over the network;

obtaining an IP address assigned to a particular physical address from the
monitored DHCP packets; and

developing records in the access control list using the obtained IP address

assigned to a respective physical address.
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9. (Original) A method of controlling access of a user to a network including a
plurality of hosts coupled together through a network switch, the method comprising:

storing in the network switch an enhanced access control list containing data
related to at least one of user names, DNS names, Windows domain names, and
physical addresses; and

generating a dynamic access control list from the enhanced access control list,
the dynamic access control list containing a plurality of IP addresses that restrict access
of the user to the network.

10. (Previously Presented) The method of claim 9 wherein generating the
dynamic access control list comprises:

mapping user names to IP addresses;

mapping user names to physical addresses;

mapping physical addresses to IP addresses;

mapping unknown IP addresses to physical addresses;

mapping unknown IP addresses to DNS names; and

applying rules set forth in the enhanced access control list relating to controlling
access of a user to the addresses determined by the operations of mapping to generate
the access control list.

11. (Original) The method of claim 10 wherein the physical addresses comprise
MAC addresses.

12. (Original) The method of claim 10 wherein mapping user names to IP
addresses comprises:

detecting server message block login packets being communicated over the
network; and

determining an IP address from the server message block login packets.
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13. (Previously Presented) The method of claim 10 wherein mapping user
names to physical addresses comprises:

detecting login packets being communicated over the network; and

determining a MAC address from the login packets.

14. (Original) The method of claim 10 wherein mapping unknown IP addresses
to DNS names comprises:

detecting packets having an unknown source IP address;

generating a DNS name query using the source IP address; and

receiving a DNS name associated with the |P address responsive to the query.

15. (Original) The method of claim 14 further comprising occasionally generating
new DNS name queries for the source IP address and thereafter repeating the

operations of generating and receiving.

16. (Original) The method of claim 10 wherein mapping unknown IP addresses
to physical addresses comprises detecting packets having an unknown source IP

address.

17. (Previously Presented) The method of claim 10 wherein mapping physical
addresses to IP addresses comprises:

monitoring DHCP packets communicated over the network; and

obtaining an IP address assigned to a particular physical address from the
monitored DHCP packets.

18. (Original) A network switching circuit, comprising:
a forwarding circuit operable to detect specific received packets and to provide
the specific packets on a processor port, and further operable to receive packets on one

of a plurality of ports including the processor port and to forward each received packet
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to a port corresponding to a destination address contained in the packet subject to
access restrictions contained in a dynamic access control list;

a memory circuit coupled to the forwarding circuit, the memory circuit operable to
store packets and operable to store an enhanced access control list and a dynamic
access control list; and

a processor coupled to the forwarding circuit and to the memory circuit, the
processor operable to define the specific packets detected by the forwarding circuit and
operable to process the specific packets stored in the memory circuit using the
enhanced access control list to generate the dynamic access control list and store the
dynamic access control list in the memory circuit, and further operable to provide the
specific packets to the processor port of the forwarding circuit after processing the

packets.

19. (Original) The network switch of claim 18 wherein the processor further
comprises a direct memory access controller coupled between the forwarding engine

and the memory.

20. (Original) The network switch of claim 18 wherein the switch comprises an
Ethernet switch and wherein the packets comprise Ethernet packets.

21. (Original) The network switch of claim 18 wherein the enhanced access
control list comprises user names, DNS names, Windows domain names, and physical

addresses.

22. (Original) A computer network, comprising:
a network switch, including,
a forwarding circuit operable to detect specific received packets and to
provide the specific packets on a processor port, and further operable to receive

packets on one of a plurality of ports including the processor port and to forward each
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received packet to a port corresponding to a destination address contained in the
packet subject to access restrictions contained in a dynamic access control list;
a memory circuit coupled to the forwarding circuit, the memory circuit operable to store
packets and operable to store an enhanced access control list and a dynamic access
control list; and

a processor coupled to the forwarding circuit and to the memory circuit, the
processor operable to define the specific packets detected by the forwarding circuit and
operable to process the specific packets stored in the memory circuit using the
enhanced access control list to generate the dynamic access control list and store the
dynamic access control list in the memory circuit, and further operable to provide the
specific packets to the processor port of the forwarding circuit after processing the
packets; and

a plurality of hosts, each host coupled to a respective port of the network switch.

23. (Original) The computer network of claim 22 wherein at least some of the

hosts comprise personal computer systems.

24. (Original) The computer network of claim 22 wherein the network comprises
an Ethernet network, and wherein the switch comprises an Ethernet switch and the
packets comprise Ethernet packets.

25. (Original) The computer network of claim 22 wherein the enhanced access
control list comprises user names, DNS names, Windows domain names, and physical

addresses.

Ex.1002
CISCO SYSTEMS, INC. / Page 59 of 205



Appln. S.N. 10/822,048

Response dated January 9, 2009

Reply to Final Office Action of October 17, 2008
Docket No. 200313930-1

Page 8 of 12

REMARKS

The Final Office Action of October 17, 2008 has been received and carefully
reviewed. It is submitted that all bases of rejection are traversed and overcome.
Claims 1-25 remain in the application. Claims 18-25 are allowed. Reconsideration of
claims 1-17 is respectfully requested.

Claim 17 was identified as “currently amended” in Applicant’'s amendment filed
December 21, 2007, and the word “and” was therein added after the penultimate
paragraph. Claim 17 was identified as “previously presented” in the amendment filed
June 18, 2008, however, the word “and” was inadvertently omitted from claim 17 in that
listing of claims. The word “and” has been correctly added back into claim 17 in the
listing of claims herein.

Claims 1-17 stand rejected under 35 U.S.C. 103(a) as being unpatentable over
Droms et al. (U.S. Patent No. 7,143,435) in view of Donaldson (U.S. Patent No.
7,249,175). The Examiner considered Applicant’s arguments and provided a response.
Applicant respectfully submits that the Examiner’s response reveals a misunderstanding
of Applicant’s arguments and claims. Applicant is providing the following to assist the
Examiner in understanding why his invention as claimed is patentably distinguished
over the cited art.

The Examiner states that Droms “...further disclosed a method for checking the
message for user names (user identification) and URL (domain names) by the DNS to
process the request from host (col 12, lines 50-67, col 13, lines 1-24, Figs 1-2).”
Applicant acknowledges that Droms uses a DNS to check a requested URL (including a
domain name) and “finds an IP address that is associated with the name, if any.” (Col.
12, lines 53 — 59.) Droms provides an illustration which restricts access to the outside
internet by using DHCP to configure certain hosts to use a DNS that does not have
external IP addresses. However, Applicant submits that using DHCP to cause hosts to
refer to a particular DNS is not the same as “converting ...DNS names into
corresponding IP addresses according to data in the enhanced access control list” as

stated in Applicant’s claim 1.
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At least one difference can be illustrated by comparing how Droms and Applicant
will process an attempt by a user who is not authorized to access an undesirable host
(as is known in the art, a “host” may be a Web page, and may also include hosts which
are not web-related, e.g., database servers). Droms will cause a particular DNS (i.e. a
DNS having only local DNS names and addresses) to convert the DNS name of the
requested undesirable host into a corresponding IP address, and if the DNS has no
corresponding IP address, an error message is returned. (See Col. 12, lines 55 — 65.)
In sharp contrast, Applicant has disclosed using an Enhanced Access Control List
including DNS names that a particular user is prevented from accessing. In Applicant’s
method as recited in the pending claims, the undesirable host’'s DNS name in the
Enhanced Access Control List is converted by the DNS to a corresponding IP address.
The corresponding IP address is added to the access control list (claim 1) or the
dynamic access control list (claim 9). The access control list or dynamic access control
list, is used (for example by a router) to prevent communication between the user and
the undesirable host. This comparison has shown that, unlike Droms, Applicant
“converts ... DNS names into corresponding IP addresses according to data in the
enhanced access control list.”

The Examiner’s response to Applicant’s argument that Droms does not teach or
suggest a method of developing an access control list is accepted because Droms does
update an access control list. However, Applicant maintains that Droms’ updating of an
access control list as referenced by the Examiner (Col. 13, lines 1-24) does not
anticipate or render obvious Applicant’s method for developing an access control list as
stated in claim 1. Droms discloses a different method. In particular, Droms does not
reference an enhanced access control list when developing Droms’ access control list.

Further, Applicant respectfully disagrees with the Examiner’s response to
Applicant’s argument that Droms does not teach or suggest converting user names into
corresponding IP and physical addresses according to data in the enhanced access
control list. Applicant acknowledges that Droms checks the “user and user group

associated with the IP address” information that is stored in map 114 in the DHCP
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server (Droms Col. 13, lines 10-13). However, Applicant submits that checking user/IP
address relationships in the data structure stored in the DHCP server is not the same as

“converting ... user names into corresponding IP and physical addresses according to

data in the enhanced access control list” as stated in claim 1. At least one difference is

that Droms’ map 114 is not an “enhanced access control list” as disclosed by Applicant.
Droms’ map 114 is not an access control list at all, and thus it cannot be an enhanced
access control list. In order to be an access control list, Droms’ map 114 would have to
contain a list of devices authorized or denied access to a network — but that is not the
case. Droms mentions an access control list 146 on the gateway host 142, and another
in the AAA server 132. But Droms does not state or imply that map 114 is an access
control list, furthermore, map 114 is not an enhanced access control list. Therefore,
Droms does not anticipate or render obvious “converting ... user names into
corresponding IP and physical addresses according to data in the enhanced access
control list” as stated in Applicant’s claim 1.

The Examiner states that, regarding claims 9 and 10, Droms fails to disclose
mapping user names to IP addresses. However, the Examiner states that Donaldson
discloses a method for converting user names into corresponding IP addresses. The
Examiner then concludes that it would have been obvious for one of the ordinary skill in
the art at the time the invention was made to include the method of converting user
names into corresponding IP address as taught by Donaldson in the system of Droms et
al. to covert user names and physical addresses into IP addresses. The Examiner
states that one is motivated as such in order to determine an IP address with minimum
latency to route an information packet based on user name and physical address.

Regarding the Examiner’s remarks relating to Applicant’s argument that
Donaldson does not teach or suggest converting user names into corresponding IP and
physical addresses according to data in the enhanced access control list — Applicant
respectfully submits that the Examiner’s remarks do not address Applicant’s argument.
Applicant’'s argument was in regard to converting user names, but the Examiner’s

response pertained to “mapping physical LAN interface (physical address) to logical
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interfaces (IP address)” and vice versa (Col. 13, lines 18-49). Assuming that the
Examiner inadvertently omitted a clarifying part of the remark, Applicant notes that
(within the reference supplied by the Examiner) there is a reference to translating a
‘name” to an IP address at Col. 13, lines 28 -29. However, Applicant respectfully points
out that the “name” refers to the “name of the proxy server from the MX record.” (Col.
13, lines 27 — 28.) This “name” is not a “user name” as disclosed by Applicant. One of
ordinary skill in the art would know that the name of a proxy server in an MX record is a
“host name,” which is not a “user name” as disclosed by Applicant.

The Examiner added a remark that Donaldson discloses “a method for
dynamically updating and storing the IP addresses in access list for performing access
verification during the address lookup process (col 9, lines 4-18, co[l] 19, lines 37-54).”
Applicant respectfully submits that the reference is clearly distinguishable from
Applicant’s invention as recited in claim 9 and does not supply the deficiency in Droms.
Applicant acknowledges that Donaldson updates a list of IP addresses used as an
access list, but the updates are based on Active Filtering tests (Col. 9, line 18) not
“generating a dynamic access control list from the enhanced access control list...” as

recited in Applicant’s claim 9.

Further, it is submitted that if one skilled in the art were to combine Droms with
Donaldson in the manner suggested by the Examiner, such combination would render
an updated access control list based on Active Filtering that is missing at least (not
including the numerous deficiencies in Droms pointed out by Applicant in previous
responses): 1) generating a dynamic access control list from the enhanced access
control list; and 2) converting user names into corresponding IP and physical addresses
according to data in the enhanced access control list.

Thus, it is submitted that Applicant’s invention as defined in independent claims 1
and 9, as well as in the claims depending ultimately therefrom, is not anticipated, taught
or rendered obvious by Droms or Donaldson, either alone or in combination, and

patentably defines over the art of record.
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Applicant notes with appreciation the Examiner’s indication that claims 18 — 25
are allowed.

In summary, claims 1-25 remain in the application. It is submitted that
Applicant’s invention as set forth in these claims is in a condition suitable for allowance.

Further and favorable consideration is requested. If the Examiner believes it
would expedite prosecution of the above-identified application, the Examiner is cordially
invited to contact Applicant’s Attorney at the below-listed telephone number.

Respectfully submitted,
DIERKER & ASSOCIATES, P.C.
{Julia Church Dierker/

Julia Church Dierker
Attorney for Applicant
Registration No. 33368
(248) 649-9900, ext. 25
juliad@troypatent.com

3331 West Big Beaver Rd., Suite 109
Troy, Michigan 48084-2813

Dated: January 9, 2009

JCD/JBD
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Application No. Applicant(s)
10/822,048 FAULK, ROBERT L.

Office Action Summary Examiner Art Unit
VENKATESH HALIYUR 2419

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 18 June 2008.
2a)X] This action is FINAL. 2b)[] This action is non-final.
3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 1-25 is/are pending in the application.
4a) Of the above claim(s) _____ is/are withdrawn from consideration.
5)X Claim(s) 18-25 is/are allowed.
6)X] Claim(s) 1-17 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[_] The drawing(s) filed on isfare: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAIl b)[]Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2[] Certified copies of the priority documents have been received in Application No. ______
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [[] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date . 6) ] other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20081003
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DETAILED ACTION

Response to Amendment

1. The amendment filed on 06/18/2008 has been considered for claims 1-25 but is
ineffective to overcome Droms et al, Donaldson and Fan et al references for claims 1-

17. Rejection follows.

2. Claims 1- 25 is pending in the application.

Claim Rejections - 35 USC § 103

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

4. Claims 1-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Droms et al [US Pat: 7,143,435] in view of Donaldson [US Pat: 7,249,175].

Regarding claim 1, Droms et al in the invention of “Method and Apparatus for
Registering Auto-Configured Network Addresses Based on Connection Authentication”

disclosed a method of developing an access control list, comprising: developing an
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enhanced access control list (item 146 of Fig 1) including data related to at least one of
user names (user groups), DNS names (URL), Windows domain names (domain
names), and physical addresses (col 8, lines 30-62); DNS names into corresponding
IP addresses according to data in the enhanced access control list (col 9, lines 1-27,
col 12, lines 50-67, col 13, lines 1-24); and physical addresses (MAC address) into IP
addresses according to data in the enhanced access control list (col 10, lines 16-32,
col 12, lines 21-32); and developing the access control list from each of the operations
of converting (col 9, lines 14-27), but fails to disclose converting at least one of user
names into corresponding IP address. However, Donaldson in the invention of “Method
and System for Blocking E-Mail having a Nonexistent Sender Address” disclosed a
method for converting user names into corresponding IP addresses (convert physical
interface to logical interface, col 13, lines 25-49).

Therefore it would have been obvious for one of the ordinary skill in the art at the
time the invention of made to include the method of converting user names into
corresponding IP address as taught by Donaldson in the system of Droms et al to covert
user names and physical addresses into IP addresses. One is motivated as such in
order to determine an IP address with minimum latency to route an information packet

based on user name and physical address.

Regarding claim 2, Droms et al disclosed storing the user names and
corresponding IP addresses in a mapping state database that defines current
relationships among user names (col 7, lines 24-35), DNS names, domain names (col

12, lines 21-32), and physical addresses (col 11, lines 20-28, col 16, lines 1-19).
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Regarding claims 3, 11, Droms et al disclosed that each physical address
comprises a MAC address (col 10, lines 16-23, col 16, lines 1-19).

Regarding claims 4, 13, Droms et al disclosed that converting user names into
corresponding IP and physical addresses according to data in the enhanced
access control list comprises: detecting login packets (authentication, user ID and
password) being communicated over the network; determining a MAC address from
the login packets (col 2, lines 17-25); detecting server message block login packets
being communicated over the network (col 2, lines 25-37); and determining an IP
address from the server message block login packets; and developing records in the
access control list using the obtained IP address for the respective user name (col 2,
lines 38-52, col 8, lines 30-62).

Regarding claims 5-6,13-14, Droms et al disclosed converting DNS names into
corresponding IP addresses according to data in the enhanced access control list
comprises: detecting packets having an unknown source IP address (col 9, lines 14-
24); generating a DNS name query using the source IP address (col 9, lines 24-27);
receiving a DNS name associated with the IP address responsive to the query; and
developing records in the access control list using the obtained IP address for the
respective DNS name (col 8, lines 30-62) and occasionally generating new DNS name
queries for the source IP address and thereafter repeating the operations of receiving

and developing to update the access control list (col 12, lines 21-33)..
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Regarding claims 7, 15, Droms et al disclosed occasionally receiving the DNS
name associated with the IP address and thereafter repeating the operation of
developing to update the access control list (col 12, lines 66-67, col 13, lines 1-9).

Regarding claims 8,17, Droms et al disclosed converting physical addresses
into IP addresses according to data in the enhanced access control list comprises:
monitoring DHCP packets communicated over the network (col 13, lines 10-15);
obtaining an IP address assigned to a particular physical address from the monitored
DHCP packets (col 11, lines 20-24); and developing records in the access control list
using the obtained IP address assigned to a respective physical address (col 11, lines
25-36).

Regarding claims 9-10, Droms et al disclosed a method of controlling access of a
user to a network including a plurality of hosts coupled together through a network
switch (item 102 of Fig 1), the method comprising: storing in the network switch an
enhanced access control list containing data related to at least one of user names (user
groups, col 7, lines 24-35), DNS names (URL), Windows domain names (domain
names), and physical addresses (col 9, lines 14-17, col 11, lines 20-28, col 12, lines
28-31, lines 50-67, col 13, lines 1-24); and generating a dynamic access control list
from the enhanced access control list, the dynamic access control list containing a
plurality of IP addresses that restrict access of the user to the network (col 16, lines 21-
32) and mapping user names to physical addresses; mapping physical addresses to IP
addresses (col 10, lines 16-32); mapping unknown IP addresses to physical

addresses; and mapping unknown IP addresses to DNS names (col 8, lines 30-62);
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and applying rules set forth in the enhanced access control list relating to controlling
access of a user to the addresses determined by the operations of mapping to generate
the access control list (col 9, lines 9-27), but fails to disclose mapping user names to IP
addresses.

However, Donaldson disclosed a method for converting user names into
corresponding IP addresses (Fig 8, col 13, lines 17-33).

Therefore it would have been obvious for one of the ordinary skill in the art at the
time the invention of made to include the method of converting user names into
corresponding IP address as taught by Donaldson in the system of Droms et al to covert
user names and physical addresses into IP addresses. One is motivated as such in
order to determine an IP address with minimum latency to route an information packet
based on user name and physical address.

Regarding claims 12, 16, Droms et al disclosed that the mapping user names to
IP addresses comprises: detecting server message block login packets being
communicated over the network (col 12, lines 50-67); and determining an IP address
from the server message block login packets and mapping unknown IP addresses to
physical addresses comprises detecting packets having an unknown source IP address

(col 13, lines 1-18).

Response to Arguments
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6. Applicant’s argument, see remarks, filed on 06/18/2008, with respect to rejection

of claims 1-17 have been fully considered and is not persuasive for claims 1-17.

With respect to applicant’s argument for claims 1, 9 dependent claims, that
Droms does not teach or suggest storing in the network switch enhanced access control
list including data related to at least one of user names, DNS names, Windows domain
names, and physical addresses. However, the examiner respectfully disagrees and
points applicants to the reference, where Droms disclosed a method where gateway
(item 145 of Fig 1) which stores and maintains the access control list checks the source
IP address in the message sent by the host via the network switch (item 102 of Fig 1)
and further disclosed a method for checking the message for user names (user
identification) and URL (domain names) by the DNS to process the request from host

(col 12, lines 50-67, col 13, lines 1-24, Figs 1-2).

With respect to applicant’s argument for independent claims 1, 9 and dependent
claims, that Droms does not teach or suggest a method of developing an access control
list, however, the examiner respectfully disagrees and points applicants to reference,
where Droms disclosed a method for maintaining the access list and further disclosed
adding IP addresses to the list for controlling the access (col 13, lines 1-24) to process

the requests from hosts.

With respect to applicant’s argument for independent claims 1, 9 and dependent
claims, that Droms does not teach or suggest converting user names into corresponding

IP and physical addresses according to data in the enhanced access control list.
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However, the examiner respectfully disagrees and points applicants to reference, where
Droms disclosed mapping (converting) physical address (MAC) and logical addresses
(IP) for identifying the source and destination address of the request and response
messages that is processed by the gateway (col 15, lines 60-67, col 16, lines 1-61). It is
also well known in the art that such mapping of physical to logical address (or vice-
versa) to convert physical to logical address in access lists to route the response

messages during authentication and authorization process.

With respect to applicant’s argument for independent claims 1, 9 and dependent
claims that Donaldson does not teach or suggest converting user names into
corresponding IP and physical addresses according to data in the enhanced access
control list. However, the examiner respectfully disagrees and points applicants to
reference, where Donaldson discloses a method of mapping physical LAN interface
(physical address) to logical interfaces (IP address) and physical to logical address (or
vice-versa) mapping by the router (col 13, lines 18-49). Also Donaldson further
disclosed a method for dynamically updating and storing the IP addresses in access list
for performing access verification during the address lookup process (col 9, lines 4-18,

co 19, lines 37-54).

With respect to applicant’s arguments for claims 18-25, the examiner agrees with
the applicant's argument that the claims 18-25 are allowable as prior art fails to teach
the claim limitation where forwarding circuit is operable to process the specific packets
stored in the memory circuit using the enhanced access control list to generate the

dynamic access control list and store the dynamic access control list in the memory
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circuit, and therefore the allowability for claims 18-25 is indicated in this office action

below.

Allowable Subject Matter

7. a) Claims 18-25 are allowed over prior art.
The prior art fails to teach and render obvious the limitations for a network

switching circuit as claimed in claims 18 and 22:

“provide the specific packets on a processor port, and further operable to
receive packets on one of a plurality of ports including the processor port and to
forward each received packet to a port corresponding to a destination address
contained in the packet subject to access restrictions contained in a dynamic
access control list; a memory circuit coupled to the forwarding circuit, the
memory circuit operable to store packets and operable to store an enhanced

access control list and a dynamic access control list;”

Conclusion

8. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not
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mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.

9. Any inquiry concerning this communication or earlier communications should be
directed to the attention to Venkatesh Haliyur whose phone number is 571-272-8616.
The examiner can normally be reached on Monday-Friday from 9:00AM to 5:00 PM. If
attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Edan Orgad can be reached @ (571)-272-7884. Any inquiry of a general
nature or relating to the status of this application or proceeding should be directed to the

group receptionist whose telephone number is (571)-272-2600 or fax to 571-273-8300.

10. Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For

more information about the PAIR system, see hitg://pair-direct. uspto.gov. Should you

have questions on access to the Private PAIR system, contact the Electronic Business

Center (EBC) at 866-217-9197(toll-free).
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Nenkatesh Haliyur/

Examiner, Art Unit 2419

/Edan Orgad/

Supervisory Patent Examiner, Art Unit 2419
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Confirmation No: 2246

Filing Date: April 8, 2004

For:  DYNAMIC ACCESS
CONTROL LISTS

RESPONSE TO OFFICE ACTION MAILED ON MARCH 18, 2008

To:  Mail Stop Amendment
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P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir,

This response to the Office Action mailed March 18, 2008, includes:

Listing of the claims beginning on page 2; and

Remarks beginning on page 9.
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In the Claims

1. (Original) A method of developing an access control list, comprising:
developing an enhanced access control list including data related to at least one of
user names, DNS names, Windows domain names, and physical addresses;
converting at least one of,
user names into corresponding IP and physical addresses according to data
in the enhanced access control list;
DNS names into corresponding IP addresses according to data in the
enhanced access control list; and

physical addresses into IP addresses according to data in the enhanced

access control list; and

developing the access control list from each of the operations of converting.

2. (Original) The method of claim 1 further comprising storing the user names and
corresponding IP addresses in a mapping state database that defines current relationships

among user names, DNS names, domain names, and physical addresses.

3. (Original) The method of claim 1 wherein each physical address comprises a

MAC address.

4. (Previously Presented) The method of claim 1 wherein converting user names
into corresponding IP and physical addresses according to data in the enhanced access
control list comprises:

detecting login packets being communicated over the network;

determining a MAC address from the login packets;
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detecting server message block login packets being communicated over the
network;
determining an IP address from the server message block login packets; and

developing records in the access control list using the obtained IP address for the

respective user name.

5. (Original) The method of claim 1 wherein converting DNS names into
corresponding IP addresses according to data in the enhanced access control list
comprises:

detecting packets having an unknown source IP address;

generating a DNS name query using the source |IP address;

receiving a DNS name associated with the IP address responsive to the query; and

developing records in the access control list using the obtained IP address for the

respective DNS name.

6. (Original) The method of claim 5 further comprising occasionally generating new
DNS name queries for the source IP address and thereafter repeating the operations of

receiving and developing to update the access control list.

7. (Original) The method of claim 5 further comprising occasionally receiving the
DNS name associated with the |IP address and thereafter repeating the operation of

developing to update the access control list.

8. (Original) The method of claim 1 wherein converting physical addresses into IP
addresses according to data in the enhanced access control list comprises:
monitoring DHCP packets communicated over the network;

obtaining an IP address assigned to a particular physical address from the
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monitored DHCP packets; and
developing records in the access control list using the obtained IP address assigned

to a respective physical address.

9. (Original) A method of controlling access of a user to a network including a
plurality of hosts coupled together through a network switch, the method comprising:

storing in the network switch an enhanced access control list containing data related
to at least one of user names, DNS names, Windows domain names, and physical
addresses; and

generating a dynamic access control list from the enhanced access control list, the
dynamic access control list containing a plurality of IP addresses that restrict access of the

user to the network.

10. (Previously Presented) The method of claim 9 wherein generating the dynamic
access control list comprises:

mapping user names to IP addresses;

mapping user names to physical addresses;

mapping physical addresses to |P addresses;

mapping unknown IP addresses to physical addresses;

mapping unknown IP addresses to DNS names; and

applying rules set forth in the enhanced access control list relating to controlling
access of a user to the addresses determined by the operations of mapping to generate

the access control list.

11. (Original) The method of claim 10 wherein the physical addresses comprise

MAC addresses.
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12. (Original) The method of claim 10 wherein mapping user names to IP
addresses comprises:

detecting server message block login packets being communicated over the
network; and

determining an IP address from the server message block login packets.

13. (Previously Presented) The method of claim 10 wherein mapping user names
to physical addresses comprises:
detecting login packets being communicated over the network; and

determining a MAC address from the login packets.

14. (Original) The method of claim 10 wherein mapping unknown IP addresses to
DNS names comprises:

detecting packets having an unknown source IP address;

generating a DNS name query using the source |IP address; and

receiving a DNS name associated with the |P address responsive to the query.

15. (Original) The method of claim 14 further comprising occasionally generating
new DNS name queries for the source IP address and thereafter repeating the operations

of generating and receiving.

16. (Original) The method of claim 10 wherein mapping unknown |IP addresses to

physical addresses comprises detecting packets having an unknown source |IP address.

Ul
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17. (Previously Presented) The method of claim 10 wherein mapping physical
addresses to |IP addresses comprises:

monitoring DHCP packets communicated over the network;

obtaining an IP address assigned to a particular physical address from the

monitored DHCP packets.

18. (Original) A network switching circuit, comprising:

a forwarding circuit operable to detect specific received packets and to provide the
specific packets on a processor port, and further operable to receive packets on one of a
plurality of ports including the processor port and to forward each received packet to a port
corresponding to a destination address contained in the packet subject to access
restrictions contained in a dynamic access control list;

a memory circuit coupled to the forwarding circuit, the memory circuit operable to

store packets and operable to store an enhanced access control list and a dynamic access

control list; and

a processor coupled to the forwarding circuit and to the memory circuit, the
processor operable to define the specific packets detected by the forwarding circuit and
operable to process the specific packets stored in the memory circuit using the enhanced
access control list to generate the dynamic access control list and store the dynamic
access control list in the memory circuit, and further operable to provide the specific

packets to the processor port of the forwarding circuit after processing the packets.

19. (Original) The network switch of claim 18 wherein the processor further
comprises a direct memory access controller coupled between the forwarding engine and

the memory.
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20. (Original) The network switch of claim 18 wherein the switch comprises an

Ethernet switch and wherein the packets comprise Ethernet packets.

21. (Original) The network switch of claim 18 wherein the enhanced access control

list comprises user names, DNS names, Windows domain names, and physical addresses.

22. (Original) A computer network, comprising:

a network switch, including,

a forwarding circuit operable to detect specific received packets and to
provide the specific packets on a processor port, and further operable to receive packets
on one of a plurality of ports including the processor port and to forward each received
packet to a port corresponding to a destination address contained in the packet subject to
access restrictions contained in a dynamiic access control list;
a memory circuit coupled to the forwarding circuit, the memory circuit operable to store
packets and operable to store an enhanced access control list and a dynamic access
control list; and

a processor coupled to the forwarding circuit and to the memory circuit, the
processor operable to define the specific packets detected by the forwarding circuit and
operable to process the specific packets stored in the memory circuit using the enhanced
access control list to generate the dynamic access control list and store the dynamic
access control list in the memory circuit, and further operable to provide the specific
packets to the processor port of the forwarding circuit after processing the packets; and

a plurality of hosts, each host coupled to a respective port of the network switch.

23. (Original) The computer network of claim 22 wherein at least some of the hosts

comprise personal computer systems.
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24. (Original) The computer network of claim 22 wherein the network comprises an
Ethernet network, and wherein the switch comprises an Ethernet switch and the packets

comprise Ethernet packets.

25. (Original) The computer network of claim 22 wherein the enhanced access
control list comprises user names, DNS names, Windows domain names, and physical

addresses.

Ex.1002
CISCO SYSTEMS, INC. / Page 95 of 205



Appl. No. 10/822,048

REMARKS

Claims 1-25 were pending in the above-identified application when last examined.

Claims 1-25 are presented for reconsideration and allowance.

Claim Rejection under 35 U.S.C. § 103

Claims 1-17 stand rejected under 35 U.S.C. 103(a) as being unpatentable over
Droms et al. (U.S. Patent 7,143,435) in view of Donaldson (US Patent 7,249,175).
Applicant respectfully traverses. The currently pending claims are not obvious in

view of the cited references for at least the reasons set forth below. Reexamination and

reconsideration are requested.

The Invention of Claim 1

Claim 1 is independent and is printed as follows for convenience:

"A method of developing an access control list, comprising:
developing an enhanced access control list including data related to at least
one of user names, DNS names, Windows domain names, and physical addresses;
converting at least one of,
user names into corresponding IP and physical addresses according
to data in the enhanced access control list;
DNS names into corresponding IP addresses according to data in the

enhanced access control list; and
physical addresses into |IP addresses according to data in the enhanced

access control list; and

developing the access control list from each of the operations of converting."

(Claim 1, emphasis added)
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At least the above highlighted features are not disclosed or suggested by Droms or
Donaldson either individually or in combination and would not have been obvious to a

person with ordinary skill in the art having the cited references before him.

Droms et al.
Droms does not teach or suggest a method of developing an access control list.
Droms is not directed to a method of developing an access control list. Droms discloses
a gateway with a standard access control list and a DHCPvG6 server that stores information
about auto-configured IPv6 addresses. (See, e.g., col.8, line 44-col. 9, line 27) For

example:

“‘According to the illustrated embodiment, the DHCPv6 server 113 registers
auto-configured IPv6 addresses in response to DHCP information request
(INFORM) messages. The DHCPvG6 server 113 performs the registration by storing
a data structure herein called a map 114. Map 114 associates an IPv6 address
supplied in the INFORM message by the host with authentication or authorization
information, or both, supplied in the INFORM message by a DHCPv6 relay agent
in an intermediate device connected to the host. Conventional DHCP does not
require or suggest that the DHCPv6 server 113 obtain authentication or
authorization information from a DHCP relay agent. Conventional DHCP does not
require or suggest that the DHCPV6 server 113 store or use the map 114.

In addition, in some embodiments, the DHCPv6 server 113 also stores one or more
data structures that associate other configuration information with authentication or
authorization information, or both.”

(Droms col. 8, lines 49-66, emphasis added)

‘“The gateway maintains an access control list 146 of IP addresses in one or
more data structures. Only a client operating on a host having an IP address
included in the access control list 146 is allowed by the gateway 145 to
exchange data packets over the Internet 150. If a request to access the
Internet comes from a host with an address unknown to the gateway 145, the
gateway 145 may request user identification information associated with that

10
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address from the DHCP server host 112 based on information in the map 114.
The gateway 145 also may obtain authorization information such as an access
control list from the AAA server 132. The gateway 145 is one example of a
network serverin which the service provided depends on registering an auto-
configured logical network address.”

(Droms col. 9, lines 14-27)

Droms does notteach or suggestan enhanced access control listincluding data
related to at least one of user names, DNS names, Windows domain names, and
physical addresses. Droms’ gateway 145, which contains an access control list 146,
relies on the registration of auto-registered IPv6 addresses in the DHCPv6 server 113
when a request is received by the gateway 145 from a host with an address not on the list
of IP addresses in the access control list 146. Thus, Droms includes a traditional access
control list containing IP addresses, but does not disclose an enhanced control list. There
is no suggestion in Droms that an enhanced access control list is generated containing
more information than a list of IP addresses. Rather, Droms discloses a standard access
control list in a gateway and a data structure containing additional information in a separate
DHCPv6 server. If Droms disclosed an enhanced control list, there would be no need for
the gateway 145 to query the DHCPv6 server when an unknown IP address is detected.
It is noted that DHCP servers typically do not control network access and do not contain
access control lists, they merely assign network parameters such as IP addresses to other
devices on the network. They are typically not used for security. Similarly, the data
structure or map contained in Droms’ DHCPvV6 server is not an access control list or an
enhanced control list. It does not contain a list of all devices authorized to access a
network, and is not used to control access.

Droms does not teach or suggest converting user names into corresponding IP
and physical addresses according to data in the enhanced access control list.
Droms does not disclose what information about auto-registered IPv6 addresses is

registered by the DHCPvV6 server, specifying only “authentication or authorization

11
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information”. (See, e.g., col. 8, line 565) Droms therefore does not disclose converting
user names and physical addresses into |IP addresses, particularly according to data in an

enhanced access control list.

Donaldson
Donaldson does not teach or suggest converting user names into corresponding

IP and physical addresses according to data in the enhanced access control list.

Donaldson is not directed to a method of developing an access control list. Donaldson
discloses a system and method for filtering undesirable e-mail with forged nonexistent
sender addresses in real time without sending a message to that sender (See Abstract).
Donaldson teaches that when a remote host attempts to send mail to a user at a local
network, the remote host gets the name of the proxy server from the MX record, translates
the name into an IP address (See, e.g., col. 13, lines 26-29). Donaldson does not teach
or suggest converting user names into corresponding IP and physical addresses according

to data in the enhanced access control list.

Applicant therefore believes that claim 1 is allowable over the cited references at
least because neither Droms nor Donaldson either individually or in combination disclose
an enhanced access control list, and converting information from the enhanced access
control list to develop an access control list.  Applicant respectfully requests
reconsideration.

Dependent claims 2-8 depend ultimately upon independent claim 1 which is
allowable over the cited art as discussed above. These dependent claims are likewise in
condition for allowance at least because they depend on an allowable independent claim.
Dependent claims 2-8 are also allowable, on further independent grounds, in that they
recite particular features which, when combined with the elements of the independent

claim, are also not disclosed or suggested in the cited references.

12
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The Invention of Claim 9

Claim 9 is independent and is printed as follows for convenience:

"A method of controlling access of a user to a network including a plurality of hosts
coupled together through a network switch, the method comprising:

storing in the network switch an enhanced access control list containing data
related to at least one of user names, DNS names, Windows domain names, and
physical addresses; and

generating a dynamic access control list from the enhanced access control list, the
dynamic access control list containing a plurality of IP addresses that restrict access of the
user to the network."

(Claim 9, emphasis added)

Applicant repeats the arguments for allowability set forth above with respect to
claim 1, but specifically directed to the method set forth in claim 9. Droms does not
disclose or suggest storing in the network switch an enhanced access control list
containing data related to at least one of user names, DNS names, Windows domain
names, and physical addresses. Droms’ gateway contains a conventional access control
list as discussed above, which relies on queries to a DHCPv6 server to handle queries from
hosts with IP addresses not in the access control list. Droms’ switch 102 does contain an
authenticator 105 that stores “authentication and authorization data”. The content of this
information is unspecified except to indicate that it includes a user class. (See, e.g., col.
14, lines 43 and 67). The switch 102 does not contain an enhanced access control list
from which a dynamic access control list is generated. Rather, the authenticator and a
DHCP relay process in Droms’ switch 102 communicate with an external authentication
server (AAA server) in order to configure a DHCP server external to the switch 102. (See

claim 29)

13
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Applicant therefore believes that claim 9 is allowable over the cited references at
least because neither Droms nor Donaldson either individually or in combination disclose
storing in the network switch an enhanced access control list containing data
related to at least one of user names, DNS names, Windows domain names, and
physical addresses. Applicant respectfully requests reconsideration.

Dependent claims 10-17 depend upon independent claim 9 which is allowable over
the cited art as discussed above. These dependent claims are likewise in condition for
allowance at least because they depend on an allowable independent claim. Dependent
claims 10-17 are also allowable, on further independent grounds, in that they recite
particular features which, when combined with the elements of the independent claim, are

also not disclosed or suggested in the cited references.

Claims 18-25 stand rejected under 35 U.S.C. 103(a) as being unpatentable over
Droms et al. (U.S. Patent 7,143,435) in view of Fan et al. (US Patent 6,219,706).
Applicant respectfully traverses. The currently pending claims are not obvious in

view of the cited references for at least the reasons set forth below. Reexamination and

reconsideration are requested.

The Invention of Claim 18

Claim 18 is independent and is printed as follows for convenience:

"A network switching circuit, comprising:

a forwarding circuit operable to detect specific received packets and to provide the
specific packets on a processor port, and further operable to receive packets on one of a
plurality of ports including the processor port and to forward each received packet to a port
corresponding to a destination address contained in the packet subject to access

restrictions contained in a dynamic access control list;

14

Ex.1002
CISCO SYSTEMS, INC. / Page 101 of 205



Appl. No. 10/822,048

a memory circuit coupled to the forwarding circuit, the memory circuit operable to
store packets and operable to store an enhanced access control list and a dynamic
access control list; and

a processor coupled to the forwarding circuit and to the memory circuit, the
processor operable to define the specific packets detected by the forwarding circuit and
operable to process the specific packets stored in the memory circuit using the
enhanced access control list to generate the dynamic access control list and store
the dynamic access control listin the memory circuit, and further operable to provide
the specific packets to the processor port of the forwarding circuit after processing the
packets."

(Claim 18, emphasis added)

Applicant repeats the arguments for allowability set forth above with respect to
claim 1, but specifically directed to the network switching circuit set forth in claim 18.
Droms does not disclose or suggest a memory circuit in a network switching circuit that is
operable to store an enhanced access control listand a dynamic access control list.
Droms also does not disclose or suggest a processor in a network switching circuit that
processes specific packets stored in the memory circuitusing the enhanced access
control list to generate the dynamic access control list .

Applicant therefore believes that claim 18 is allowable over the cited references at
least because neither Droms nor Fan either in individually or in combination disclose an
enhanced access control list, and converting information from the enhanced access control
list to develop a dynamic access control list.  Applicant respectfully requests
reconsideration.

Dependent claims 19-21 depend upon independent claim 18 which is allowable over
the cited art as discussed above. These dependent claims are likewise in condition for

allowance at least because they depend on an allowable independent claim. Dependent

15
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claims 19-21 are also allowable, on further independent grounds, in that they recite
particular features which, when combined with the elements of the independent claim, are

also not disclosed or suggested in the cited references.

The Invention of Claim 22

Claim 22 is independent and is printed as follows for convenience:

"A computer network, comprising:

a network switch, including,

a forwarding circuit operable to detect specific received packets and to provide the
specific packets on a processor port, and further operable to receive packets on one
of a plurality of ports including the processor port and to forward each received
packet to a port corresponding to a destination address contained in the packet
subject to access restrictions contained in a dynamic access control list;

a memory circuit coupled to the forwarding circuit, the memory circuit operable to
store packets and operable to store an enhanced access control list and a
dynamic access control list; and

a processor coupled to the forwarding circuit and to the memory circuit, the
processor operable to define the specific packets detected by the forwarding circuit
and operable to process the specific packets stored in the memory circuit
using the enhanced access control list to generate the dynamic access
control list and store the dynamic access control list in the memory circuit,
and further operable to provide the specific packets to the processor port of the
forwarding circuit after processing the packets; and

a plurality of hosts, each host coupled to a respective port of the network switch."

(Claim 22, emphasis added)

16
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Applicant repeats the arguments for allowability set forth above with respect to
claim 1, but specifically directed to the computer network set forth in claim 22. Droms does
not disclose or suggest a memory circuit operable to store packets and operable to
store an enhanced access control listand a dynamic access control list. Droms also
does not disclose or suggest a processor operable to process the specific packets
stored in the memory circuit using the enhanced access control list to generate the
dynamic access control list and store the dynamic access control listin the memory
circuit.

Applicant therefore believes that claim 22 is allowable over the cited references at
least because neither Droms nor Fan either individually or in combination disclose an
enhanced access control list, and converting information from the enhanced access control
list to develop a dynamic access control list.  Applicant respectfully requests

reconsideration.

Dependent claims 23-25 depend upon independent claim 22 which is allowable over
the cited art as discussed above. These dependent claims are likewise in condition for
allowance at least because they depend on an allowable independent claim. Dependent
claims 23-25 are also allowable, on further independent grounds, in that they recite
particular features which, when combined with the elements of the independent claim, are

also not disclosed or suggested in the cited references.

17
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In view of the above, all of the claims are believed to be in condition for allowance,

and the Applicant respectfully requests that a timely Notice of Allowance be issued.

Respectfully submitted,
KLAAS, LAW, O'MEARA & MALKIN, P.C.

By:  /John Pessetto/
John R. Pessetto, Esq.
Registration No. 48,369
1999 Broadway, Suite 2225
Denver, CO 80202
(303) 298-9888
Fax: (303) 297-2266

18
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DETAILED ACTION

Response to Amendment

1. The amendment filed on 12/21/2007 has been considered and is effective to
overcome Droms et al. reference. Therefore the rejection of claims 1-25 communicated
via office action of 09/12/2007 has been withdrawn. However a new ground(s) of
rejection has been made in this office action in view of Droms et al and newly found

references Donaldson and Fan et al. Rejection follows.

2. Claims 1- 25 is pending in the application.

Claim Rejections - 35 USC § 103

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

4. Claims 1-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Droms et al [US Pat: 7,143,435] in view of Donaldson [US Pat: 7,249,175].
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Regarding claim 1, Droms et al in the invention of “Method and Apparatus for
Registering Auto-Configured Network Addresses Based on Connection Authentication”
disclosed a method of developing an access control list, comprising: developing an
enhanced access control list (item 146 of Fig 1) including data related to at least one of
user names (user groups), DNS names, Windows domain names, and physical
addresses (col 8, lines 30-62); DNS names into corresponding IP addresses according
to data in the enhanced access control list (col 9, lines 1-27); and physical addresses
(MAC address) into IP addresses according to data in the enhanced access control list
(col 10, lines 16-32, col 12, lines 21-32); and developing the access control list from
each of the operations of converting (col 9, lines 14-27), but fails to disclose converting
at least one of user names into corresponding IP address. However, Donaldson in the
invention of “Method and System for Blocking E-Mail having a Nonexistent Sender
Address” disclosed a method for converting user names into corresponding IP
addresses (Fig 8, col 13, lines 17-33).

Therefore it would have been obvious for one of the ordinary skill in the art at the
time the invention of made to include the method of converting user names into
corresponding IP address as taught by Donaldson in the system of Droms et al to covert
user names and physical addresses into IP addresses. One is motivated as such in
order to determine an IP address with minimum latency to route an information packet
based on user name and physical address.

Regarding claim 2, Droms et al disclosed storing the user names and

corresponding IP addresses in a mapping state database that defines current
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relationships among user names (col 7, lines 24-35), DNS names, domain names (col
12, lines 21-32), and physical addresses (col 11, lines 20-28).

Regarding claims 3, 11, Droms et al disclosed that each physical address
comprises a MAC address (col 10, lines 16-23).

Regarding claims 4, 13, Droms et al disclosed that converting user names into
corresponding IP and physical addresses according to data in the enhanced
access control list comprises: detecting login packets (authentication, user ID and
password) being communicated over the network; determining a MAC address from
the login packets (col 2, lines 17-25); detecting server message block login packets
being communicated over the network (col 2, lines 25-37); and determining an IP
address from the server message block login packets; and developing records in the
access control list using the obtained IP address for the respective user name (col 2,
lines 38-52, col 8, lines 30-62).

Regarding claims 5-6,13-14, Droms et al disclosed converting DNS names into
corresponding IP addresses according to data in the enhanced access control list
comprises: detecting packets having an unknown source IP address (col 9, lines 14-
24); generating a DNS name query using the source IP address (col 9, lines 24-27);
receiving a DNS name associated with the IP address responsive to the query; and
developing records in the access control list using the obtained IP address for the
respective DNS name (col 8, lines 30-62) and occasionally generating new DNS name
queries for the source IP address and thereafter repeating the operations of receiving

and developing to update the access control list (col 12, lines 21-33)..
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Regarding claims 7, 15, Droms et al disclosed occasionally receiving the DNS
name associated with the IP address and thereafter repeating the operation of
developing to update the access control list (col 12, lines 66-67, col 13,lines 1-9).

Regarding claims 8,17, Droms et al disclosed converting physical addresses
into IP addresses according to data in the enhanced access control list comprises:
monitoring DHCP packets communicated over the network (col 13,lines 10-15);
obtaining an IP address assigned to a particular physical address from the monitored
DHCP packets (col 11, lines 20-24); and developing records in the access control list
using the obtained IP address assigned to a respective physical address (col 11, lines
25-36).

Regarding claims 9-10, Droms et al disclosed a method of controlling access of a
user to a network including a plurality of hosts coupled together through a network
switch (item 102 of Fig 1), the method comprising: storing in the network switch an
enhanced access control list containing data related to at least one of user names (user
groups, col 7, lines 24-35), DNS names, Windows domain names, and physical
addresses (col 11, lines 20-28, col 12, lines 28-31); and generating a dynamic access
control list from the enhanced access control list, the dynamic access control list
containing a plurality of IP addresses that restrict access of the user to the network (col
16, lines 21-32) and mapping user names to physical addresses; mapping physical
addresses to IP addresses (col 10, lines 16-32); mapping unknown IP addresses to
physical addresses; and mapping unknown IP addresses to DNS names (col 8, lines

30-62); and applying rules set forth in the enhanced access control list relating to
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controlling access of a user to the addresses determined by the operations of mapping
to generate the access control list (col 9, lines 9-27), but fails to disclose mapping user
names to |IP addresses.

However, Donaldson disclosed a method for converting user names into
corresponding IP addresses (Fig 8, col 13, lines 17-33).

Therefore it would have been obvious for one of the ordinary skill in the art at the
time the invention of made to include the method of converting user names into
corresponding IP address as taught by Donaldson in the system of Droms et al to covert
user names and physical addresses into IP addresses. One is motivated as such in
order to determine an IP address with minimum latency to route an information packet
based on user name and physical address.

Regarding claims 12, 16, Droms et al disclosed that the mapping user names to
IP addresses comprises: detecting server message block login packets being
communicated over the network (col 12, lines 50-67); and determining an IP address
from the server message block login packets and mapping unknown IP addresses to
physical addresses comprises detecting packets having an unknown source IP address

(col 13, lines 1-18).

5. Claims 18-25 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Droms et al [US Pat: 7,143,435] in view of Fan et al [US Pat: 6,219,706].

Regarding claims 18, 22, Droms et al disclosed a network switching circuit (Figs

1-2,6), comprising: a forwarding circuit (item 103 of Fig 1) operable to detect specific
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received packets and to provide the specific packets on a processor port (item 104a of
Figs 1,6, col 7, lines 10-25, col 17, lines 5-27), and further operable to receive packets
on one of a plurality of ports including the processor port (items 104 of Fig 1) and to
forward each received packet to a port corresponding to a destination address
contained in the packet subject to access restrictions contained in a dynamic access
control list (col 9, lines 9-23); a memory circuit (item 606 of Fig 6) coupled to the
forwarding circuit (item 142 of Fig 1, col 9, lines 9-28), the memory circuit operable to
store packets and operable to store an enhanced access control list and a dynamic
access control list; and a processor (item 604 of Fig 6) coupled to the forwarding circuit
and to the memory circuit (col 7, lines 25-64) the processor operable to define the
specific packets detected by the forwarding circuit and operable to process the specific
packets stored in the memory circuit using the enhanced access control list to generate
the dynamic access control list (col 10, lines 28-57), but fails to disclose storing the
dynamic access control list in the memory circuit, and further operable to provide the
specific packets to the processor port of the forwarding circuit after processing the
packets. However, Fan et al in the invention of “Access Control for Networks” disclosed
a method to storing, updating and generating the dynamic access control list (ACL, col
13, lines 11-25) in the memory circuit (item 261 of Fig 2) based up on the type of
application and protocol (col 2, lines 51-65) to provide specific packets to the processor
port (item 263 of Fig 2) of the forwarding circuit after processing the packets (col 6,

lines 1-10, Fig 2).
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Therefore it would have been obvious for one of the ordinary skill in the art at the
time the invention of made to include the method of storing, updating and generating the
dynamic access control list in the memory circuit based up on the type of application
and protocol to provide specific packets to the processor port of the forwarding circuit
after processing the packets as taught by Fan et al in the system of Droms et al store
the dynamic access control list in the memory circuit, and further operable to provide the
specific packets to the processor port of the forwarding circuit after processing the
packets. One is motivated as such in order to store, update and generate dynamic
access control list in the memory circuit based up on the type of application to forward
specific packets to the processor to efficiently process and route packets to destination
ports.

Regarding claims 12, 16, Droms et al disclosed that the mapping user names to
IP addresses comprises: detecting server message block login packets being
communicated over the network (col 12, lines 50-67); and determining an IP address
from the server message block login packets and mapping unknown IP addresses to
physical addresses comprises detecting packets having an unknown source IP address
(col 13, lines 1-18).

Regarding claim 19, Droms et al disclosed that the processor further comprises a
direct memory access controller coupled between the forwarding engine and the
memory (col 10, lines 40-57).

Regarding claims 20, 24, Droms et al disclosed the switch comprises an Ethernet

switch and wherein the packets comprise Ethernet packets (col 6, lines 41-45).
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Regarding claims 21, 25, Droms et al disclosed wherein the enhanced access
control list comprises user names (col 7, lines 24-35, col 8, lines 30-62), DNS names
(col 12, lines 21-32), Windows domain names, and physical addresses (col 11, lines
20-28).

Regarding claim 23, Droms et al disclosed at least some of the hosts comprise

personal computer systems (col 6, lines 5-10, Fig 6).

Response to Arguments

6. Applicant’s argument, see remarks, filed on 12/21/2007, with respect to rejection
of claims 1-25 have been fully considered and are persuasive. Therefore the rejection

of claims 1-25 communicated via office action of 09/12/2007 has been withdrawn.

Conclusion

7. Any inquiry concerning this communication or earlier communications should be
directed to the attention to Venkatesh Haliyur whose phone number is 571-272-8616.
The examiner can normally be reached on Monday-Friday from 9:00AM to 5:00 PM. If
attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Edan Orgad can be reached @ (571)-272-7884. Any inquiry of a general
nature or relating to the status of this application or proceeding should be directed to the

group receptionist whose telephone number is (571)-272-2600 or fax to 571-273-8300.
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8. Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For

more information about the PAIR system, see hitp://pair-direct.uspto.gov. Should you

have questions on access to the Private PAIR system, contact the Electronic Business

Center (EBC) at 866-217-9197(toll-free).

Nenkatesh Haliyur/

Examiner, Art Unit 2619

/Edan Orgad/

Supervisory Patent Examiner, Art Unit 2619
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:

Robert L. Faulk Jr.
Examiner: Venkatesh N. Haliyur
Attorney Docket 200313930-1
Group Art Unit: 2616
Serial No. 10/822,048
Confirmation No: 2246
Filing Date: April 8, 2004

For: DYNAMIC ACCESS
CONTROL LISTS

N N L N

RESPONSE

To: Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
In response to the Office Action of September 12, 2007,
please amend the above-identified application as follows.

Amendments to the claims begin on page 2 of this paper.

Remarks begin on page 9 of this paper.
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In the Claims

1. (Original) A method of developing an access control list,
comprising:
developing an enhanced access control list including data
related to at least one of user names, DNS names, Windows
domain names, and physical addresses;
converting at least one of,
user names into corresponding IP and physical
addresses according to data in the enhanced access control
list;
DNS names into corresponding IP addresses according
to data in the enhanced access control list; and
physical addresses into IP addresses according to
data in the enhanced access control list; and
developing the access control list from each of the

operations of converting.

2. (Original) The method of claim 1 further comprising
storing the user names and corresponding IP addresses in a
mapping state database that defines current relationships
among user names, DNS names, domain names, and physical

addresses.

3. (Original) The method of claim 1 wherein each physical

address comprises a MAC address.

4., (Currently amended) The method of claim 1 wherein
converting user names into corresponding IP and physical
addresses according to data in the enhanced access control
list comprises:

detecting 862+t login packets being communicated over

the network;
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determining a MAC address from the 862+ = login packets;

detecting server message block login packets being
communicated over the network; =rct

determining an IP address from the server message block
login packets; and

developing records in the access control list using the

obtained IP address for the respective user name.

5. (Original) The method of claim 1 wherein converting DNS
names into corresponding IP addresses according to data in the
enhanced access control list comprises:
detecting packets having an unknown source IP address;
generating a DNS name query using the source IP address;
receiving a DNS name associated with the IP address
responsive to the query; and
developing records in the access control list using the

obtained IP address for the respective DNS name.

6. (Original) The method of claim 5 further comprising
occasionally generating new DNS name gqueries for the source IP
address and thereafter repeating the operations of receiving

and developing to update the access control list.

7. (Original) The method of claim 5 further comprising
occasionally receiving the DNS name associated with the IP
address and thereafter repeating the operation of developing

to update the access control 1list.

8. (Original) The method of claim 1 wherein converting
physical addresses into IP addresses according to data in the
enhanced access control list comprises:

monitoring DHCP packets communicated over the network;

obtaining an IP address assigned to a particular physical
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address from the monitored DHCP packets; and
developing records in the access control list using the

obtained IP address assigned to a respective physical address.

9. (Original) A method of controlling access of a user to a
network including a plurality of hosts coupled together
through a network switch, the method comprising:

storing in the network switch an enhanced access control
list containing data related to at least one of user names,
DNS names, Windows domain names, and physical addresses; and

generating a dynamic access control list from the
enhanced access control list, the dynamic access control list
containing a plurality of IP addresses that restrict access of

the user to the network.

10. (Currently amended) The method of claim 9 wherein
generating the dynamic access control list comprises:

mapping user names to IP addresses;

mapping user names to physical addresses;

mapping physical addresses to IP addresses;

mapping unknown IP addresses to physical addresses; =nc

mapping unknown IP addresses to DNS names; and

applying rules set forth in the enhanced access control
list relating to controlling access of a user to the addresses
determined by the operations of mapping to generate the access

control list.

11. (Original) The method of claim 10 wherein the physical

addresses comprise MAC addresses.

12. (Original) The method of claim 10 wherein mapping user
names to IP addresses comprises:

detecting server message block login packets being
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communicated over the network; and
determining an IP address from the server message block

login packets.

13. (Currently amended) The method of claim 10 wherein
mapping user names to physical addresses comprises:

detecting 862-%Fx login packets being communicated over
the network; and

determining a MAC address from the 862+Fx login packets.

14. (Original) The method of claim 10 wherein mapping unknown
IP addresses to DNS names comprises:

detecting packets having an unknown source IP address;

generating a DNS name query using the source IP address;
and

receiving a DNS name associated with the IP address

responsive to the query.

15. (Original) The method of claim 14 further comprising
occasionally generating new DNS name gqueries for the source IP
address and thereafter repeating the operations of generating

and receiving.

16. (Original) The method of claim 10 wherein mapping unknown
IP addresses to physical addresses comprises detecting packets

having an unknown source IP address.

17. (Currently amended) The method of claim 10 wherein
mapping physical addresses to IP addresses comprises:

monitoring DHCP packets communicated over the network;
and

obtaining an IP address assigned to a particular physical

address from the monitored DHCP packets.
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18. (Original) A network switching circuit, comprising:

a forwarding circuit operable to detect specific received
packets and to provide the specific packets on a processor
port, and further operable to receive packets on one of a
plurality of ports including the processor port and to forward
each received packet to a port corresponding to a destination
address contained in the packet subject to access restrictions
contained in a dynamic access control list;

a memory circuit coupled to the forwarding circuit, the
memory circuit operable to store packets and operable to store
an enhanced access control list and a dynamic access control
list; and

a processor coupled to the forwarding circuit and to the
memory circuit, the processor operable to define the specific
packets detected by the forwarding circuit and operable to
process the specific packets stored in the memory circuit
using the enhanced access control list to generate the dynamic
access control list and store the dynamic access control list
in the memory circuit, and further operable to provide the
specific packets to the processor port of the forwarding

circuit after processing the packets.

19. (Original) The network switch of claim 18 wherein the
processor further comprises a direct memory access controller

coupled between the forwarding engine and the memory.

20. (Original) The network switch of claim 18 wherein the
switch comprises an Ethernet switch and wherein the packets

comprise Ethernet packets.

21. (Original) The network switch of claim 18 wherein the
enhanced access control list comprises user names, DNS names,

Windows domain names, and physical addresses.
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22. (Original) A computer network, comprising:
a network switch, including,

a forwarding circuit operable to detect specific
received packets and to provide the specific packets on a
processor port, and further operable to receive packets
on one of a plurality of ports including the processor
port and to forward each received packet to a port
corresponding to a destination address contained in the
packet subject to access restrictions contained in a
dynamic access control list;

a memory circuit coupled to the forwarding circuit,
the memory circuit operable to store packets and operable
to store an enhanced access control list and a dynamic
access control list; and

a processor coupled to the forwarding circuit and to
the memory circuit, the processor operable to define the
specific packets detected by the forwarding circuit and
operable to process the specific packets stored in the
memory circuit using the enhanced access control list to
generate the dynamic access control list and store the
dynamic access control list in the memory circuit, and
further operable to provide the specific packets to the
processor port of the forwarding circuit after processing
the packets; and
a plurality of hosts, each host coupled to a respective

port of the network switch.

23. (Original) The computer network of claim 22 wherein at

least some of the hosts comprise personal computer systems.

24. (Original) The computer network of claim 22 wherein the
network comprises an Ethernet network, and wherein the switch

comprises an Ethernet switch and the packets comprise Ethernet
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packets.

25. (Original) The computer network of claim 22 wherein the
enhanced access control list comprises user names, DNS names,

Windows domain names, and physical addresses.
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REMARIEKS

Claims 4, 10, 13 and 17 have been amended. Claims 1-3,
5-9, 11-12, 14-16 and 18-25 stand as originally filed.

Claims 1-25 were considered in the Office Action. Claims
4 and 13 stand rejected under 35 U.S.C. 112, second paragraph,
as being indefinite for reciting an 802.1x login packet but
failing to specify a type of message according to the IEEE
802.1x protocol in which login packets are sent. Claims 4 and
13 have been amended to recite a generic login packet.
Applicant believes that these claims, as amended, are clear
and definite and satisfy the requirements of 35 U.S.C. 112,
second paragraph.

Claims 1-25 stand rejected under 35 U.S.C. 102(e) as
being anticipated by Droms et al., U.S. Patent 7,143,435.

Applicant believes that the currently pending claims are
not anticipated by or obvious over the cited references for at
least the reasons set forth below and respectfully reqguests

reconsideration.

The Invention of Claim 1

The cited references do not disclose or suggest:

"A method of developing an access control 1list,
comprising:

developing an enhanced access control list including data
related to at least one of user names, DNS names, Windows
domain names, and physical addresses;

converting at least one of,

user names into corresponding IP and physical

addresses according to data in the enhanced access control

list;
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DNS names into corresponding IP addresses according
to data in the enhanced access control list; and
pPhysical addresses into IP addresses according to
data in the enhanced access control list; and
developing the access control list from each of the
operations of converting."

(Claim 1, emphasis added)

At least the above highlighted features are not
anticipated or suggested by the cited references and would not
have been obvious to a person with ordinary skill in the art
having the cited references. Droms is not directed to a
method of developing an access control list. Droms discloses
a gateway with a standard access control list and a DHCPvV6
server that stores information about auto-configured IPv6
addresses. (See, e.g., col. 8, line 44 - col. 9, line 27) For

example:

“According to the illustrated embodiment, the DHCPv6
server 113 registers auto—-configured IPv6 addresses in
response to DHCP information request (INFORM) messages.
The DHCPv6 server 113 performs the registration by
storing a data structure herein called a map 114. Map 114
associates an IPv6 address supplied in the INFORM message
by the host with authentication or authorization
information, or both, supplied in the INFORM message by a
DHCPv6 relay agent in an intermediate device connected to
the host. Conventional DHCP does not require or suggest
that the DHCPv6 server 113 obtain authentication or
authorization information from a DHCP relay agent.
Conventional DHCP does not require or suggest that the
DHCPv6 server 113 store or use the map 114.

In addition, in some embodiments, the DHCPv6 server 113
also stores one or more data structures that associate
other configuration information with authentication or
authorization information, or both.”

(Droms col. 8, lines 49-66, emphasis added)

10

Ex.1002
CISCO SYSTEMS, INC. / Page 136 of 205



10

15

20

25

30

35

Appl. No. 10/822,048

“The gateway maintains an access control list 146 of IP
addresses in one or more data structures. Only a client
operating on a host having an IP address included in the
access control list 146 is allowed by the gateway 145 to
exchange data packets over the Internet 150. If a request
to access the Internet comes from a host with an address
unknown to the gateway 145, the gateway 145 may request
user identification information associated with that
address from the DHCP server host 112 based on
information in the map 114. The gateway 145 also may
obtain authorization information such as an access
control list from the AAA server 132. The gateway 145 is
one example of a network server in which the service
provided depends on registering an auto-configured
logical network address.”

(Droms col. 9, lines 14-27)

Droms’ gateway 145, which contains an access control list
146, relies on the registration of auto-registered IPv6
addresses in the DHCPv6 server 113 when a request is received
by the gateway 145 from a host with an address not on the list
of IP addresses in the access control list 146. Thus, Droms
includes a traditional access control list containing IP
addresses, but does not disclose an enhanced control list.
There is no suggestion in Droms that an enhanced access
control list is generated containing more information than a
list of IP addresses. Rather, Droms discloses a standard
access control list in a gateway and a data structure
containing additional information in a separate DHCPv6 server.
If Droms disclosed an enhanced control list, there would be no
need for the gateway 145 to query the DHCPv6 server when an
unknown IP address is detected. It is noted that DHCP servers
typically do not control network access and do not contain
access control lists, they merely assign network parameters
such as IP addresses to other devices on the network. They
are typically not used for security. Similarly, the data

structure or map contained in Droms’ DHCPv6 server is not an

11
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access control list or an enhanced control list. It does not
contain a list of all devices authorized to access a network,
and is not used to control access. Furthermore, Droms does
not disclose what information about auto-registered IPv6
addresses is registered by the DHCPv6 server, specifying only
“authentication or authorization information”. (See, e.g.,
col. 8, line 55) Droms therefore does not disclose converting
user names and physical addresses into IP addresses,
particularly according to data in an enhanced access control
list.

Applicant therefore believes that claim 1 is allowable
over the cited references at least because Droms does not
disclose an enhanced access control list, and converting
information from the enhanced access control list to develop
an access control list. Applicant respectfully regquests
reconsideration.

Dependent claims 2-8 depend ultimately upon independent
claim 1 which is allowable over the cited art as discussed
above. These dependent claims are likewise in condition for
allowance at least because they depend on an allowable
independent claim. However, dependent claims 2-8 are
independently allowable at least in that they recite
particular features which, when combined with the elements of
the independent claim, are also not disclosed or suggested in

the cited references.

The Invention of Claim 9

The cited references do not disclose or suggest:
"A method of controlling access of a user to a network

including a plurality of hosts coupled together through a

network switch, the method comprising:

12
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storing in the network switch an enhanced access control
list containing data related to at least one of user names,
DNS names, Windows domain names, and physical addresses; and

generating a dynamic access control list from the
enhanced access control 1list, the dynamic access control list
containing a plurality of IP addresses that restrict access of
the user to the network."”

(Claim 9, emphasis added)

Applicant repeats the arguments for allowability set
forth above with respect to claim 1, but specifically directed
to the method set forth in claim 9. Droms does not disclose
or suggest storing an enhanced access control list in a
network switch. Droms’ gateway contains a conventional access
control list as discussed above, which relies on queries to a
DHCPv6 server to handle queries from hosts with IP addresses
not in the access control list. Droms’ switch 102 does
contain an authenticator 105 that stores “authentication and
authorization data”. The content of this information is
unspecified except to indicate that it includes a user class.
(See, e.g., col. 14, lines 43 and 67). The switch 102 does
not contain an enhanced access control list from which a
dynamic access control list is generated. Rather, the
authenticator and a DHCP relay process in Droms’ switch 102
communicate with an external authentication server (AAA
server) in order to configure a DHCP server external to the
switch 102. (See claim 29)

Dependent claims 10-17 depend upon independent claim 9
which is allowable over the cited art as discussed above.
These dependent claims are likewise in condition for allowance
at least because they depend on an allowable independent
claim. However, dependent claims 10-17 are independently

allowable at least in that they recite particular features

13
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which, when combined with the elements of the independent
claim, are also not disclosed or suggested in the cited

references.

The Invention of Claim 18

The cited references do not disclose or suggest:

"A network switching circuit, comprising:

a forwarding circuit operable to detect specific received
packets and to provide the specific packets on a processor
port, and further operable to receive packets on one of a
plurality of ports including the processor port and to forward
each received packet to a port corresponding to a destination
address contained in the packet subject to access restrictions
contained in a dynamic access control list;

a memory circuit coupled to the forwarding circuit, the
memory circuit operable to store packets and operable to store
an enhanced access control list and a dynamic access control
list; and

a processor coupled to the forwarding circuit and to the
memory circuit, the processor operable to define the specific
packets detected by the forwarding circuit and operable to
process the specific packets stored in the memory circuit
using the enhanced access control list to generate the dynamic
access control list and store the dynamic access control list
in the memory circuit, and further operable to provide the
specific packets to the processor port of the forwarding
circuit after processing the packets.”

(Claim 18, emphasis added)

Applicant repeats the arguments for allowability set

forth above with respect to claim 1, but specifically directed

14
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to the network switching circuit set forth in claim 18. Droms
does not disclose or suggest a network switching circuit that
forwards packets based on access restrictions in a dynamic
access control list. Droms also does not disclose or suggest
a memory circuit in a network switching circuit that stores an
enhanced access control list and a dynamic access control
list. Droms also does not disclose or suggest a processor in
a network switching circuit that processes packets using an
enhanced access control list in the switching circuit to
generate a dynamic access control list.

Dependent claims 19-21 depend upon independent claim 18
which is allowable over the cited art as discussed above.
These dependent claims are likewise in condition for allowance
at least because they depend on an allowable independent
claim. However, dependent claims 19-21 are independently
allowable at least in that they recite particular features
which, when combined with the elements of the independent
claim, are also not disclosed or suggested in the cited

references.

The Invention of Claim 22

The cited references do not disclose or suggest:

"A computer network, comprising:
a network switch, including,

a forwarding circuit operable to detect specific
received packets and to provide the specific packets on a
processor port, and further operable to receive packets
on one of a plurality of ports including the processor
port and to forward each received packet to a port
corresponding to a destination address contained in the

packet subject to access restrictions contained in a

15
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dynamic access control list;

a memory circuit coupled to the forwarding circuit,
the memory circuit operable to store packets and operable
to store an enhanced access control list and a dynamic
access control list; and

a processor coupled to the forwarding circuit and to
the memory circuit, the processor operable to define the
specific packets detected by the forwarding circuit and
operable to process the specific packets stored in the
memory circuit using the enhanced access control list to
generate the dynamic access control list and store the
dynamic access control list in the memory circuit, and
further operable to provide the specific packets to the
processor port of the forwarding circuit after processing
the packets; and
a plurality of hosts, each host coupled to a respective

port of the network switch."”

(Claim 22, emphasis added)

Applicant repeats the arguments for allowability set
forth above with respect to claim 1, but specifically directed
to the computer network set forth in claim 22. Droms does not
disclose or suggest a network switch that forwards packets
based on access restrictions in a dynamic access control list.
Droms also does not disclose or suggest a memory circuit in a
network switch that stores an enhanced access control list and
a dynamic access control list. Droms also does not disclose
or suggest a processor in a network switch that processes
packets using an enhanced access control list in the switching
circuit to generate a dynamic access control list.

Dependent claims 23-25 depend upon independent claim 22
which is allowable over the cited art as discussed above.

These dependent claims are likewise in condition for allowance

16
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at least because they depend on an allowable independent

claim. However, dependent claims 23-25 are independently

allowable at least in that they recite particular features

which, when combined with the elements of the independent

claim, are also not disclosed or suggested in the cited

references.

In view of the above,

be in condition for allowance,

all of the claims are believed to

and the Applicants respectfully

request that a timely Notice of Allowance be issued.

By:

Respectfully submitted,
KLAAS, LAW, O'MEARA & MALKIN, P.C.

Guy K.

Clinger

Guy K. Clinger, Esg.
Registration No. 42,422
1999 Broadway, Suite 2225

80202

(303) 298-9888

Denver,
Fax: (303)
17

297-2266
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Status

1) Responsive to communication(s) filed on 27 August 2007.
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)[O Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O0.G. 213.

Disposition of Claims

4 Claim(s) 1-25 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5)J Claim(s) ___is/are allowed.
6)[X] Claim(s) 1-25 is/are rejected.
7)(J Claim(s) _____is/are objected to.
8)[] Claim(s) _____are subject to restriction and/or election requwement

Application Papers

9)[[] The specification is objected to by the Examiner.
10)(J The drawing(s) filed on isfare: a)[] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)lJ Al b)(] Some * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.1 Certified copies of the priority documents have been received in Application No. ___
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
. application from the International Bureau (PCT Rule 17.2(a)). '
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IX] Notice of References Cited (PTO-892) 4) [ Interview Summary (PTO-413)

2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. .

| 3y [J information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Apphcatlon

Paper No(s)/Mail Date . 6) D Other: ___
U.S. Patent and Trademark Office . ]
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20070827
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DETAILED ACTION
1. Claims 1- 25 is pending in the application.
Claim Rejections - 35 USC § 112

2. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly:
claiming the subject matter which the applicant regards as his invention.

3. Claims 4.13; is rejected undér 35 U.S.C. 112, second paragraph, as being
indefinite for failing to particularly point out and distinctly claim the subject matter which
applicant regards as the invention. Reference to “802.1x login packets” in claims 4,'13 is
indefinite because it refers to a generic IEEE 802.1X protocol message and does not
specify a type of message accérding to the IEEE 802.1X protocol in which login packets
are sent, hence the limitation fails to particularly point out and distinctly claim the subject
matter whic;h applicant regards as the invention. Appropriate cérrection is required to

these claims.
Claim Rejections - 35 USC § 102

4, The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -
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(e) the invention was described in (1) an application for patent, published under section 122(b), by another
filed in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United States
and was published under Article 21(2) of such treaty in the English language.

5. Claims 1-25 are rejected under 35 U.S.C. 102(e) as beingi anticipated by Droms
et al [US Pat: 7,143,435]. o

Regarding cIainﬁ 1, Droms et al in the invention of “Method and Apparatus for
Registering Auto-Configured Network Addresses Based on Connection Authentication”
disclosed a method of deyeloping an access control list (item 146 of Fig 1), comprising:
developing an enhanced access control list including data related to at least one of user
names (user Qroups), DNS names, Windows domain names, and physjcal addresses
(col 9, Iines'1-27); converting at least one of, user names into corresponding IP and
physical addresses according to data in the enhanced access control list; DNS names
into corresponding IP‘addresses (MAC) according to data in the enhanced access
control list (col 12, lines 21-32); and physical addresses into IP addresses according to
data in the enhanced access control list; and developing the access control list from
each of the operations of converting (col 9, lines 14-27, col 10, lines 16-23).

Regarding claim 2, Droms et al disclosed storing the user names and
corresponding IP addresses in a r‘napping state database that defines current
re-lationships among user names (col 7, lines 24-35), DNS names, domain names (col
12, lines 21-32), and physical addresses (col 11, lines 20-28).

Regarding claims 3,11, Droms et al disclosed that each physical address

comprises a MAC address (col 10, lines 16-23).
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Regarding claims 4,13, Droms et al disclosed that converting user names into
corresponding IP and physical addresses according to data in the enhanced
access control list comprises: detecting 802.1x login packets (authentication, user ID
and password) being communicated over the network; determining a MAC address
from the 802.1x Ibgin packets (col 2, lines 17-25); detecting server message blockA
login packets being communicated over the network (col 2, lines 25-37); and
determining an IP address from the server message Block login packets; and
developing records in the access control list using the obtained IP address for the
respective user name (col 2, lines 38;52).

Regarding claims 5-6,13-14, Droms et al disclosed converting DNS names into
corresponding IP addresses according to data in the enhanced access control list
comprises: detecting packets having an unknown source IP address (col 9, lines 14-
' 24); generating a DNS name query using the source IP address (col 9, lines 24-27);
receiving a DNS name associated with the |P address responsive to tﬁe query; and
developing records in the access control list usihg the obtained IP address for the
" respective DNS name and occasionally generéiing new DNS name queries for the
source IP address and thereafter repeating the operations of receiving and developing
| to' update the access control list (col 12, lines 21-33)..

Regarding claims 7,15, Droms et al discloéed occasionally receiving the DNS
name associated with thé IP address and thereafter repeating the operation of

developing to update the access control list (col 12, lines 66-67,col 13,lines 1-9).
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Regarding claims 8,17, Droms et.al_disclose'd converting physical addresses
into IP addresses according to data in the enhanced access control list comprises:
monitoring DHCP packets communicated over the network (col 13,Iines 10-15);
obtaining an IP address assigned to a particular physical address from the monitored
DHCP packets (col 11, lines 20-24); and developing récords in the access control list
using the obtained IP address assigned to a respective physical address (col 11, lines
25-36).

Regarding claim 9, Droms et al disclosed a method of controlling access of a
user to a network including a plurality of hosts coUpIed togethér through a network
" switch (item 102 of Fig 1), the method comprising: storing in the network switch an
enhanced access control list containing data related to at least pné of user names (col
7, lines 24-35), DNS names, Windows domain names, and physical addresses (col 11,

lines 20-28); and generating a dynamic access control list from the enhanced access
control list, the dynamic‘access control list containing a plurality of IP addresses that
restrict access of the user to the network (col 16, Iings 21-32).

Regarding claim 10, Droms et al disclgsed generating the dynamic access
control list comprises: mapping user names to IP addresses (col 12, lines 28-31),
mapping user namés to physical addresses; mapping physical addresses to IP
addresses (col 10, lines 16-30); mapping unknown IP addresses to physical
_addresses; and mapping unknown IP addresses to DNS names; and applying rules set

forth in the enhanced access control list relating to controlling access of a userto the
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“addresses determined by the operations of mapping to generate the access control list
(col 9, Iines.9-27). |
~Regarding claims 12,16, Droms et al disclpsed that the mapping user names to IP
addresses corhprises: detecting‘ server message block login packets being
cémmunicated over the network (col 12, lines 50-67); and determining an IP address
from the server message block login packets and mapping unknown IP addresses to
physical addresses comprises detecting packets having an unknown source IP address
(col 13, lines 1-18). |
kRegarding claims18, 22, Droms et al disclosed a network switching circuit (Figs 1-

2,6, col 17, lines 5-27), comprising: a forwarding circuit (item 103 of Fig 1) operable to
detect specific received packets and to provide the specific packets on a processor port
(col 7, lines 10.-24), and further operable to receive packets on one of a plurality of
ports including the processor port and to forward each received packet to a port
correspondihg to a destination ‘address contained in the packet subject to access
restrictions contained in a dynamic access control list (col 9, lines 9-23); a memory
circuit (item 606 of Fig 6) coupled to the forwarding circuit, the memory circuit opérable
to store packeté and operable to store an enhanced access control list and a dynamic
access control list; and a processor (item 604 of Fig 6) coupled to the forwarding circuit
and to the memory circuit (col 7, lines 25-35), the processor operable tQ define the
specific packets détecfed by the forwardiﬁg circuit and operable to process the specific
packets stored in the memofy circuit qsing the enhanced access control list to generate

the dynamic access control list (col 7, lines 36-64) and store the dynamic access
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control list in the memory circuit, and further operable to provide the specific packets to
the bro_cessor port of the fon&afding circuit after brocessing the packets.(col 9, lines 28-
67). |

Regarding claim 19, Droms et al disclosed that the processor further comprises a
direct merﬁory access controller coupled between the forwarding engine and the
memory (col 10, lines 40-57). |

Regarding clairﬁs 20,24, Droms et al disclosed the switch comprises an Ethernet
switch and wherein the packets comprise Ethernet packets (col 6, lines 41-45).

| Regarding claims 21,25, Droms et al disclosed wherein the enhanced access
control list comprises user names (col 7, lines 24-35), DNS names (col 12, lines 21-
32), Windows domain names, and physical addresses (col 11, lines 20-28).

Regarding claim 23, Droms et al disclosed at least some of the hosts comprise-

personal computer systems (col 6, lines 5-10, Fig 6).
Conclusion

6. Any inquiry concerning this communication or earlier communications should be
directed to the attention to Venkatesh Haliyur whose phone number is 571-272-8616.
The examiner can normally be reached on Monday-Friday from 9:VOOAM to 5:00 PM. If
attempts to reach the examiner by telephone afe unsuccessful, tlhe examiner's

supervisor, Edan Orgad can be reached @ (571)-272-7884. Any inquiry of a general
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nature 6r’ relating to the status of this application or proceeding should be directed to the

group recebtionist whose telephone number is (571)-272-2600 or fax to 571-273-8300.

7. Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status

_information for unpublished applications is available through Private PAIR only. For

more information about the PAIR system, see http:/pair-direct.uspto.gov. Should you
have questions on access to the Private PAIR system, contact the Electronic Business

Center (EBC) at 866-217-9197(toll-free).

Venkatesh Haliyur EDAN B. ORGAD
SUPERVISORY PATENT EXAMINER

Paterit Examiner /{/U ' “/y
'(/(1"/07/;1)}07 | | @;// Yooy
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DYNAMIC ACCESS CONTROL LISTS

BACKGROUND OF THE INVENTION

[001] In an Ethernet local area network (LAN), computers or hosts are attached
to the network and each host is uniquely identified by a physical address which is
designated a media access control (MAC) address in an Ethernet network. The
MAC address of each host is typically hardwired into an Ethernet network interface
card in the host. The network interface card in each host transmits and receives
Ethernet packets to communicate with the other hosts in the network. Each
Ethernet packet includes an address segment including the MAC address of the
host to receive the packet (destination MAC address) along with the MAC address
of the host sending the packet (source MAC address), and further includes a data
segment, as will be understood by those skilled in the art. The MAC address of
each host is utilized by Ethernet switches in the network to receive and forward
Ethernet packets between hosts. More specifically, a switch receives an Ethernet
packet from a source host, examines the destination MAC address portion of the
packet to determine where to forward the packet, and forwards the packet to the
host corresponding to the destination MAC address.

[002] In many situations, an Ethernet network must communicate with hosts
outside the network and in different types of networks. For example, a user of a
host in an Ethernet network may want to access various Web sites and Web pages
contained on the Internet. To communicate with other types of networks, the host
utilizes the Internet Protocol (IP) which allows hosts in many different types of
networks to communicate with each other through IP packets. Within the Ethernet
network, each host must be assigned an IP address by a network administrator for
the purpose of communicating with computers outside the network via the Internet
Protocol. Devices known as routers operate to forward IP packets from one
network to another utilizing the IP addresses contained in the IP packets being

communicated.

[003] A router typically includes an access control list (ACL) to restrict or define
the hosts with which a given host is allowed to communicate. For example, in an

Ethernet network within a company, the hosts of employees may be restricted from
1
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communicating with certain Web sites. In this way, access control lists are utilized
as a tool for network security to define or control the hosts and other objects, such
as files and directories, with which a given host can communicate. For example, IP
packets from a particular IP network or a particular Web site may be restricted from
being received by hosts in the Ethernet network. In this situation, the access
control list on the router would contain a field indicating that packets from the IP
address corresponding to this Web site are to be denied, meaning that any such
packets received by the router will not be forward to the intended host in the
Ethernet network. IP packets include source and destination IP addresses, with the
source IP address corresponding to the IP address of the host that sent the packet
and the destination IP address corresponding to the host that is to receive the
packet.

[004] In an Ethernet network, there are two ways for a network administrator to
assign IP addresses to hosts in the network. First, the network administrator can
manually enter an IP address into a configuration file that is stored on each host.
With large networks, this approach is typically not practical due to the amount of
time it would take to configure all the hosts. As a result, the second approach that
may be used is the configuration of a dynamic host configuration protocol (DHCP)
server. The DHCP server operates to automatically assign IP addresses to hosts
requesting an IP address instead of requiring the network administrator to manually
assign such addresses. Typically, the DHCP server has a pool of available IP
addresses that are assigned to requesting hosts as needed. When using a DHCP
server to automatically assign |IP addresses, the IP address for a given Ethernet
host can change depending on the available IP addresses in the pool at the time
the host requests the IP address. The use of a static ACL on a router to control
access for a given Ethernet host does not work when a DHCP server is utilized
since the IP address of the host is not static but changes over time. As a result, the
static ACL. having a set IP address for a given host does not allow the ACL to
control access for that host when an IP address assigned to the host by the DHCP
server is different than the IP address contained in the ACL.
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[005] In an Ethernet network, a user must typically log onto a host in the
network to gain access to the network and other host coupled to the network. This
is typically done through a centralized authentication server which authenticates the
credentials of a particular user. For example, in a Microsoft Windows environment
a Windows NT Domain Login is utilized to authenticate the credentials of a user
before allowing that user access to the network via his host. A domain defines a
group of computers and devices on a network that are administered as a unit with
common rules and procedures, and a user provides a Windows NT Domain Login
in the form of a user name and password to gain access to or log into the network.
Another example is the login procedure utilized where an IEEE 802.11 wireless
device wants to communicate with an Ethernet network. In this situation, the
wireless device communicates login information to an Ethernet switch that also
functions as an access point for the device to access the network, and the switch,
in turn, communicates with a remote access and dial-in user service (RADIUS)
server to verify the credentials of the user.

[006] In some networks, there is no login procedure and user information is
inferred directly from the MAC address of the host. Note that as used herein, the
term host includes any type of electronic device that may be coupled to the
network, such as a computer system, IP telephone, or personal digital assistant
(PDA). For example, if a user "John Doe" has an IP telephone that begins sending
Ethernet packets to the Ethernet network, then this IP telephone will be recognized
using John Doe's Ethernet MAC address assigned to the telephone. A network
administrator must configure the network in advance to define the MAC address for
the IP telephone as a valid address within the network. Note that a user may log
into the network on a number of different hosts and thus can have multiple MAC
and IP addresses that will change as the user logs onto the network through
different hosts. In many situations, access to resources within the network would
ideally be restricted based upon user information regardless of the host through
which the user is attempting to access the network.

[007] In a network that communicates through the IP protocol, hosts are
identified not only by their IP address but also by a “domain name” that is utilized

3
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instead of the IP address. As will be appreciated by those skilled in the art, a
domain name such as “www.hp.com” may be registered with Internet domain name
registration authorities to provide a plain English name that is easily remembered
and recognized by users. Domain name system (DNS) servers contained in the
Internet convert the domain name into a corresponding IP address which allows a
host to communicate with a desired host corresponding to that IP address. There
may be multiple IP addresses associated with a single domain name, and thus
once again the use of a conventional ACL based upon a single IP address will not
adequately restrict communication between a source host and destination host
unless the ACL includes all such IP addresses. In the following description, the
term “DNS name” will be used to refer to the domain name utilized by DNS servers
and having an associated IP address, and the term “domain name” will be used to
refer to groups of hosts in an Ethernet network that are administered as a unit such
as a Windows NT domain name. Although the above examples are described with
reference to an Ethernet network, the concepts of principles of the present
invention may be applied to other types of networks, as will be appreciated by
those skilled in the art.

[008] There is a need for access control lists that allows access of hosts in a
computer network such as an Ethernet network to be restricted or controlled based
upon user names, MAC addresses, domain names, and DNS names instead of
merely IP address information.

SUMMARY OF THE INVENTION

[009] According to one aspect of the present invention, a method controls
access of a user to a network including a plurality of hosts coupled together through
a network switch. The method includes storing in the network switch an enhanced
access control list containing data related to at least one of user names, DNS
names, domain names, and physical addresses. A dynamic access control list is
generated from the enhanced access control list, with the dynamic access control
list containing a plurality of IP addresses that restrict access of the user to the
network.
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BRIEF DESCRIPTION OF THE DRAWINGS

[010] FIG. 1 is a functional block diagram of an Ethernet network including an
Ethernet switch that utilizes a dynamic access controtl list to restrict the access of

computers in the network according to one embodiment of the present invention.

[011] FIG. 2 is a functional flow diagram illustrating the process executed by
the Ethernet switch of FIG. 1 in generating a dynamic access control list according
to one embodiment of the present invention.

[012] FIG. 3 is more detailed functional block diagram of the Ethernet switch of
FIG. 1 according to one embodiment of the present invention.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[013] FIG. 1 is a functional block diagram of an Ethernet network 700 including
an Ethernet switch 702 that utilizes a dynamic access control list 704 to restrict the
access of users to hosts 7106a-n in the network according to one embodiment of the
preseht invention. In operatioh, the switch 702 generates the dynamic access
control list 104 containing IP addresses currently being utilized by various users of
the network 100, and utilizes the dynamic access control list to restrict the access
of such users to hosts 106a-n in the network. In generating the dynamic access
control list, the switch 702 utilizes an enhanced access control list 108 containing 1P
address, user name, DNS name, Windows domain name, and MAC address
information for the users and hosts 106a-n of the network 100. The switch 7102
uses the information contained in the enhanced access control list 708 to determine
current IP addresses for users accessing the network 700 and for hosts 7106a-n
requesting such IP address, and then stores the determined IP addresses in the
dynamic access control list 704 to control the access of users and hosts to the
network based upon the IP addresses in the dynamic access control list, as will be
explained in more detail below.

[014] In this way, the switch 702 allows user access to the network 700 to be
controlled regardless of the host 706a-n through which the user is accessing the

5
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network and allows access to be controlled based upon IP address, user name,
DNS name, Windows domain name, and/or MAC address information instead of
merely static IP address information. Moreover, the switch 702 can be utilized in
networks 700 containing a DHCP server (not shown) that dynamically allocates IP
addresses to the hosts 106a-n since the dynamic access control list 104 will
contain the current IP address assigned to each host by the DHCP server.

[015] In the following description, certain details are set forth in conjunction
with the described embodiments of the present invention to provide a sufficient
understanding of the invention. One skilled in the art will appreciate, however, that
the invention may be practiced without these particular details. Furthermore, one
skilled in the art will appreciate that the example embodiments described below do
not limit the scope of the present invention, and will also understand that various
modifications, equivalents, and combinations of the disclosed embodiments and
components of such embodiments are within the scope of the present invention.
Embodiments including fewer than all the components of any of the respective
described embodiments may also be within the scope of the present invention
although not expressly described in detail below. Finally, the operation of well
known components and/or processes has not been shown or described in detail
below to avoid unnecessarily obscuring the present invention.

[016] In the network 700, the hosts 706a-n are coupled to ports P1-PN,
respectively, of the Ethernet switch 702, and the switch forwards Ethernet packets
from a source host (a host sending a packet) to a destination host (a host to which
the packet is directed). More specifically, the switch 102 examines the destination
MAC address portion of each received Ethernet packet and forwards the packet to
the host 106a-n corresponding to the destination MAC address. This corresponds
to the conventional operation of an Ethernet switch. In addition to the conventional
operation of forwarding and receiving Ethernet packets, the switch 7102 also
determines whether each Ethernet packet is from a new host 106a-n on the port
P1-PN. If the source MAC address of the new host is not in an address table of the
switch 702, or is in the address table on a different port, the switch will recognize
the new source MAC address.
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[017] The switch 7102 also determines whether each Ethernet packet from a
host 106a-n is a “login packet.” Login packets are sent by a host 706a-n when a
user is first attempting to access the network 700 through that host. Login packets
convey the user name and password data for the user, and also includes the
source MAC address of the host 7106a-n the user is utilizing to access the network.
A login request will be directed to an authentication server, which is not expressly
shown in FIG. 1 but which corresponds to one of the hosts 706a-n. The switch 102
also detects the login acknowledge packets being returned from the authentication
server for the originating host 106a-n in response to the login request. The switch
102 determines whether the user has been granted access from the login
acknowledge packets, and if the user has been granted access the switch 7102
associates the user name with the MAC address of the host 7106a-n the user is
utilizing. The switch 102 stores this association as an entry or record in a mapping
state database 7170, with the record containing the user name and the MAC
address corresponding to the host 106a-n the user is currently using to access the
network 100.

[018] The switch 102 also detects all dynamic host configuration protocol
(DHCP) packets sent by any of the hosts 706a-n. A host 106a-n sends DHCP
packets to a DHCP server, which although not shown in FIG. 1, would correspond
to one of the hosts to thereby obtain an IP address when required, such as when
the host is going to access the Internet. The DHCP packets will contain a source
MAC address corresponding to the host 7106a-n that sent the DHCP packets and
thus the host that is requesting the IP address. The switch 702 then monitors the
return DHCP packets from the DHCP server sent in response to the DHCP
packets, and from these return DHCP packets determines the IP address assigned
to the host 106a-n requesting the IP address. At this point, the switch knows the IP
address assigned to a particular MAC address.

[019] Since prior to sending the DHCP packet the host 106a-n being used by
the user would have previously sent a login packet, the mapping state database
110 will at this point contain a record indicating a user name associated with the
MAC address of the host 106a-n that just requested the IP address. As a result,

7
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the switch 102 at this point has determined an IP address associated with a
particular MAC address which, in turn, is associated with a particular user. The
enhanced access control list 708 also includes rules or access privileges for each
user (i.e., user name), and the switch 702 applies these rules ’to generate a
corresponding entry or record in the dynamic access control list 704 for the user.
The switch 102 thereafter applies the dynamic access control list 104 to control the
access of the user to resources in the network 700, such as other hosts 706a-n,

files, directories, Web sites, and so on.

[020] As previously mentioned, the enhanced access control list 708 may
include DNS names. The switch 702 uses such DNS names to generate additional
IP address records in the dynamic access control list 704 to limit user access to
specific Web sites, for example, as will be explained in more detail below. Briefly,
the switch 7102 uses the DNS name in the enhanced access control list 708 to
obtain an IP address corresponding to the DNS name, and then utilizes this IP
address in the dynamic access control list 104 to restrict a users access to the IP
address corresponding to this DNS name. The same is true of Windows domain
names contained in the enhanced access control list 108, as will also be explained
in more detail below.

[021] The switch 702 utilizes any IP addresses contained in the enhanced
access control list 708 to generate corresponding entries in the dynamic access
control list 104. Also note that the enhanced access control list need not include all
of the indicated name and address information, but may include any
subcombination of these information elements depending on the needs of the
network 700. For example, the enhanced access control list 708 may include only

IP address, MAC address, and user name information elements.

[022] FIG. 2 is a functional flow diagram illustrating the process executed by
the Ethernet switch 102 of FIG. 1 in generating the dynamic access control list 104
according to one embodiment of the present invention. The dynamic access
control list 704, enhanced dynamic access control list 708, and mapping state
database 770 previously discussed with reference to FIG. 1 are shown in FIG. 2.

The overall process executed by the Ethernet switch 702 includes three
8
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subprocesses: 1) a user name monitoring and conversion subprocess 200; 2) a
DNS name monitoring and conversion subprocess 202; and 3) a DHCP monitoring
and MAC conversion subprocess 204. These subprocesses operate in
combination to apply the rules contained in the enhanced access control list 708 to
generate the mapping state database 170 and dynamic access control list 104, as

will now be described in more detail.

(023} In operation, the user name monitoring and conversion subprocess 200
converts user names into either MAC or IP addresses depending upon the manner
in which a user is attempting to log into the network 100. When a user is
attempting to log into the network 700 using a host 706 (FIG. 1) that communicates
through the IEEE 802.1x standard, the host being utilized by the user will
communicate login packets to the network 7100. The IEEE 802.1x standard defines
a group of communications protocols through which devices communicate with a
local area network such as the network 700, as will be appreciated by those skilled
in the art. The login packets will include a user name and password along with a
MAC address associated with the host 706 being utilized by the user. The
subprocess 200 monitors a login reply packet sent by the network 700 to the host
106 being utilized by the user in response to the login packet to determine whether
the user has been granted access to the network. When the subprocess 200
determines the user has been granted access, the subprocess associates the user
name from the login packets with the MAC address of the host 706 being utilized by
the user and stores this information as a record in the mapping state database 770.
In this way, the subprocess 200 maps user names to MAC addresses when a user
is accessing the network 700 with a host 106 that communicates via the IEEE
802.1x protocol. If the MAC address is new and thus not currently stored in the
mapping state database 7170, the subprocess 200 also supplies the MAC address
to the DHCP monitoring and MAC conversion subprocess 204 for determination of
the IP address associated with the new MAC address, as will be described in more
detail below. )

[024] The user name monitoring and conversion subprocess 200 also operates

to determine an IP address associated with a particular user name when a user is

9
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attempting to access the network 7100 using a Windows host 106. More specifically,
when hosts 706 in the network 700 run the Windows operating system, a Windows
domain controller, which corresponds to one of the hosts, is responsible for
granting or denying access of a user to the network. To access the network 100, a
host 106 being utilized by the user and the host functioning as the domain
controller communicate server message block (SMB) login packets. Each SMB
login packet includes a user nhame associated with the user and a computer name
associated with the host 106 being utilized by the user. In response to the SMB
login packet, the domain controller will supply a SMB login reply packet to the host
106 being utilized by the user, and this packet will include an IP address assigned
to the host being utilized by the user. This reply packet will also contain information
either granting or denying the user access to the network 7100. If the user is
granted access to the network 700, the subprocess 200 will associate the IP
address contained in the SMB login reply packet with the user name and apply the
rules from the enhanced access control list 708 for this user name to generate
corresponding records in the dynamic access control list 704. Note that if the
presently determined IP address associated with the user name is different from an
IP address for that user name previously stored in the dynamic access control list
104, both the new and the previous IP address(es) are stored for the user. This
allows one Enhanced ACL entry to be created for the user, which is applied to all of
the hosts 106 that the user has logged into, simultaneously.

[025] It should be noted that the user name data contained in a SMB login
packet is encrypted, and thus the subprocess 200 must have access to the
corresponding encryption key in order to decrypt this data and obtain the user
name. If the encryption key is not available, then the subprocess 200 could
associate the computer name contained in the SMB login packet, which is not
encrypted, with the IP address contained in the SMB login reply packet and store
this information in the mapping state database 770.

[026] The DNS name monitoring and conversion subprocess 202 operates to
determine DNS names corresponding to [P addresses contained in packets being
communicated over the network 100. More specifically, the subprocess 202

10
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detects all Ethernet packets being communicated through the switch 7102 (FIG. 1)
having a source IP address which does not yet exist in the mapping state database
110. As will be appreciated by those skilled in the art, all packets being
communicated over the network 100 are Ethernet packets when the network is an
Ethernet network. In this situation, however, IP packets are contained within these
Ethernet packets when the IP protocol is being utilized, with this nesting of packets
of a particular protocol within packets of another protocol typically being referred to
as a protocol stack, as will be understood by those skilled in the art. Accordingly,
the subprocess 202 can detect all unknown source IP addresses contained in
packets being communicated through the switch 7102.

[027] When the subprocess 202 detects an unknown source IP address, the
subprocess generates a reverse DNS lookup query containing the source IP
address, and sends this query to a DNS server. In response to the reverse DNS
lookup query, the DNS server determines a DNS name corresponding to the source
IP address and returns this DNS name to the switch 102. The subprocess 202 then
stores the DNS name associated with this particular source |IP address in the
mapping state database 7170 and applies the rules of the enhanced access control
list 108 to develop a corresponding record for the dynamic access control list 7104.
It should be noted that there may be multiple records in the enhanced access
control list 708 for a given DNS name. As a result, the subprocess 202 may
develop a number of corresponding records for the dynamic access control list 704.

[028] Over time new IP addresses may be assigned to particular DNS names
and for proper operation of the switch 7102 the subprocess 202 must detect any
such changes and properly update the dynamic access control list 704. This may
be accomplished by the subprocess 202 occasionally sending reverse DNS lookup
queries to the DNS server for each DNS name in the mapping state database 7110
and detecting any changes. Another approach is to have the DNS server
configured to automatically inform the subprocess 202 when a new IP address is
assigned to a given DNS name, enabling the subprocess to update the dynamic
access control list 704 as required.

11
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[029] The third subprocess executed by the switch 702 is the DHCP monitoring
and MAC conversion subprocess 204, which converts MAC addresses into
corresponding IP addresses. The subprocess 204 monitors DHCP return packets
from a DHCP server, which corresponds to one of the hosts 706 (FIG. 1), and from
these return packets determines the IP address assigned by the DHCP server to a
given MAC address. Recall, in response to a request from a given host 7106 the
DHCP server assigns an IP addresses to that host from a pool of available IP
addresses. Thus, the subprocess 204 need merely determine the assigned IP
address contained in the return packet for the destination MAC address of the
packet. The subprocess 204 stores a record of the IP address assigned to the
MAC address in the mapping state database 7170 and applies the rules of the
enhanced access control list 108 to generate a corresponding record in the
dynamic access control list 7104.

[030] If a prior IP address for the MAC address is already stored in the
mapping state database 170, this record is deleted and updated with the new IP
address and the dynamic access control list 704 updated accordingly. When MAC
addresses are staticélly assigned to the hosts 106, the subprocess 204 monitors
address resolution protocol (ARP) packets, where the ARP is a network protocol
used to convert IP addresses into physical addresses such as Ethernet addresses,
as will be understood by those skilled in the art. Each ARP packet will include the
IP and MAC address of the host 7106 sending the packet, and thus the subprocess
204 detects such packets to determine the IP address associated with each MAC
address and updates the mapping state database 7170 and dynamic access control
list 704 accordingly. Alternatively, packets with new source IP addresses can be
given to the CPU as was described in the DNS monitoring process. Through this
method, the the IP and MAC address of the host 706 sending the packet is
identified , and thus the subprocess 204 detects such packets to determine the IP
address associated with each MAC address and updates the mapping state
database 770 and dynamic access control list 704 accordingly

[031] During operation of the switch 102, it is possible that different user names
or MAC addresses may attempt to be mapped to the same IP address, which

12
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should not be allowed and would represent an error condition. For example,
assume a given host 106 has a MAC address “123456-123456" and has been
statically assigned an IP address of 192.168.0.1. Also assume there is a rule in the
enhanced access control list 708 for the MAC address 123456-123456. If there is
a separate rule contained in the enhanced access control list 108 for a user "John
Doe" and John Doe logs into the network using the host 106 corresponding to the
MAC address 123456-123456 then the user name and John Doe and the MAC
address 123456-123456 will mapped to the same IP address. This may not be a
problem, but if John Doe has different access privileges to resources in the network
100 then does the MAC address 123456-123456 then a conflict and thus an error
condition exists. For example, the access privileges of John Doe may be more
restrictive than those of the MAC address 123456-123456, and in this situation and
John Doe should not be provided access to the network 7100 with the less restrictive
access privileges associated with the MAC address.

[032] Such a conflict may be resolved by generating a "deny" record in the
dynamic access contro! list 704 for this IP address so that no packets are
communicated to or from the host 106 corresponding to the IP address.
Alternatively, the rule first encountered in the enhanced access control list 708
could be applied, such that if the rule for MAC address 123456-123456 appears in
the enhanced access control list prior to the rule for user name and John Doe, the
rule for the MAC address is utilized. In this way, as long as levels of access
privileges are taken into account when generating the enhanced access control list
108 such conflicts can be resolved without denying all packets to and from the
corresponding host 106. Furthermore, either of the above approaches could also
include sending an error notification to a system administrator to notify him or her of
the conflict.

[033] Over time, the IP address configuration changes will occur on the
network 100. For example, the administrator may reconfigure the DHCP server to
allocate a different pool of IP addresses, or the network administrator may
reconfigure hosts 706 with new static IP addresses. The DHCP server may
allocate a different address to a given user. These IP address configuration

13

Ex.1002
CISCO SYSTEMS, INC. / Page 187 of 205



10

15

20

25

30

PATENT APPLICATION
ATTORNEY DOCKET NoO.: 200313930-1

changes could appear as an error condition. To prevent this, stale data must be
purged from the mapping state database 170, and the associated entries in the
Dynamic ACL 704 should be deleted. Mapping state database 770 entries
populated via DHCP monitoring are deleted after a DHCP lease time expires, or
when DHCP packets are received from the DCHP server which give a previously
allocated |IP address to a new user. Mapping state database 170 entries populated
via ARP monitoring or IP source address change monitoring are deleted after an

administratively configured time. One day is a good default value for this timeout.

[034] FIG. 3 is more detailed functional block diagram of the Ethernet switch
102 of FIG. 1 according to one embodiment of the present invention. The Ethernet
switch 102 includes a switch forwarding engine 300 that examines Ethernet
packets received on one of a plurality of ports P1-PN from a host (not shown)
coupled to each port and forwards each received Ethernet packet to the proper
host through the corresponding port. A processor 302 in the switch 102 programs
the switch forwarding engine 300 to execute a desired set of rules to provide
selected Ethernet packets received by the forwarding engine to the processor. The
set of rules ensures that ihe processor 302 receives all packets necessary for the
proper generation of the dynamic access control list 104 (FIG. 2). In the
embodiment of FIG. 3, the switch forwarding engine 300 provides all IEEE 802.1x
login packets, Windows domain login packets, packets having unknown source IP
addresses, and DHCP packets as previously described to the processor 302 to

enable the processor execute the process previously described with reference to
FIG. 2.

[035] The switch 102 further includes a direct memory access (DMA) controller
304 that transfers the packets selected by the switch forwarding engine 300 to a
packet memory 306. The selected packets are stored in the packet memory 306
for processing by the processor 302. Also stored in either the packet memory 306
or memory in the processor 302 is the enhanced access control list 708 (FIG. 2)
along with required programming instructions for execution by the processor to
control the overall operation of the switch 702. To store a selected packet from the
switch forwarding engine 300, the processor 302 programs required registers in the
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DMA controller 304. The switch forwarding engine 300 then supplies the packet to
the DMA controller 304 which, in turn, stores the packet in the packet memory 306.
The processor 302 accesses the stored packets in the packet memory 306 along
with the stored enhanced access control list 708 (FIG. 2) to generate the dynamic
access control list 704 (FIG. 2). After the processor 302 processes a given packet
stored in the packet memory 306, the packet may need to be provided to the
intended destination host 106. To forward a packet stored in the packet memory
306 to the intended destination host 706, the processor 302 addresses the packet
memory to access the desired packet and programs required registers in the DMA
controller 304. In response to being programmed, the DMA controller 304 reads
the accessed packets from the packet memory 306 and supplies these packets to
the switch forwarding engine 300 which, in turn, forwards the packets to the
required destination host 706.

[036] One skilled in the art will understand that even though various
embodiments and advantages of the present invention have been set forth in the
foregoing description, the above disclosure is illustrative only, and changes may be
made in detail, and yet remain within the broad principles of the invention. For
example, many of the components described above may be implemented using
either digital or analog circuitry, or a combination of both, and also, where
appropriate, may be realized through software executing on suitable processing
circuitry. One skilled in the art will also appreciate that the functions performed by
the dynamic access control list 704, enhanced access control list 708, mapping
state database 770, subprocesses 200-204, and components 300-306 may be
combined to be performed by fewer elements or divided out and performed by
more elements, depending upon the specific application of the switch 7102 and
possibly other design considerations. Moreover, although the above embodiments
have been described for the Ethernet network 100, the concepts of principles of the
present invention may be applied to other types of networks, as will be appreciated
by those skilled in the art. Therefore, the present invention is to be limited only by
the appended claims.
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CLAIMS
What is claimed is:

1. A method of developing an access contro! list, comprising:
developing an enhanced access control list including data related to
at least one of user namés, DNS names, Windows domain names, and physical
addresses;
converting at least one of,
user names into corresponding IP and physical addresses
according to data in the enhanced access control list;
DNS names into corresponding IP addresses according to data
in the enhanced access control list; and
physical addresses into IP addresses according to data in the
enhanced access control list; and
developing the access control list from each of the operations of

converting.

2. The method of claim 1 further comprising storing the user
names and corresponding IP addresses in a mapping state database that defines
current relationships among user names, DNS names, domain names, and physical

addresses.

3. The method of claim 1 wherein each physical address
comprises a MAC address.

4. The method of claim 1 wherein converting user names into
corresponding IP and physical addresses according to data in the enhanced
access control list comprises:

detecting 802.1x login packets being communicated over the network;

determining a MAC address from the 802.1x login packets;

16
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detecting server message block login packets being communicated
over the network; and

determining an IP address from the server message block login
packets; and

developing records in the access control list using the obtained IP

address for the respective user name.

5. The method of claim 1 wherein converting DNS names into
corresponding IP addresses according to data in the enhanced access control list
comprises:

detecting packets having an unknown source IP address;

generating a DNS name query using the source IP address;

receiving a DNS name associated with the IP address responsive to
the query; and

developing records in the access control list using the obtained IP
address for the respective DNS name.

6. The method of claim 5 further comprising occasionally
generating new DNS name queries for the source IP address and thereafter
repeating the operations of receiving and developing to update the access control
list.

7. The method of claim 5 further comprising occasionally
receiving the DNS name associated with the IP address and thereafter repeating

the operation of developing to update the access control list.
8. The method of claim 1 wherein converting physical addresses

into IP addresses according to data in the enhanced access control list comprises:

monitoring DHCP packets communicated over the network;
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obtaining an IP address assigned to a particular physical address
from the monitored DHCP packets; and
developing records in the access control list using the obtained IP

address assigned to a respective physical address.

9. A method of controlling access of a user to a network including
a plurality of hosts coupled together through a network switch, the method
comprising:

storing in the network switch an enhanced access control list
containing data related to at least one of user names, DNS names, Windows
domain names, and physical addresses; and

generating a dynamic access control list from the enhanced access
control list, the dynamic access control list containing a plurality of IP addresses

that restrict access of the user to the network.

10.  The method of claim 9 wherein generating the dynamic access
control list comprises:

mapping user names to IP addresses;

mapping user names to physical addresses;

mapping physical addresses to IP addresses;

mapping unknown IP addresses to physical addresses; and

mapping unknown |IP addresses to DNS names; and

applying rules set forth in the enhanced access control list relating to
controlling access of a user to the addresses determined by the operations of

mapping to generate the access control list.

11. The method of claim 10 wherein the physical addresses
comprise MAC addresses.

18
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12. The method of claim 10 wherein mapping user names to IP
addresses comprises:

detecting server message block login packets being communicated
over the network; and

determining an IP address from the server message block login

packets.

13. The method of claim 10 wherein mapping user names to
physical addresses comprises:

detecting 802.1x login packets being communicated over the network;
and

determining a MAC address from the 802.1x login packets.

14. The method of claim 10 wherein mapping unknown IP
addresses to DNS names comprises:

detecting packets having an unknown source IP address;

generating a DNS name query using the source IP address; and

receiving a DNS namé associated with the IP address responsive to

the query.

15. The method of claim 14 further comprising occasionally
generating new DNS name queries for the source IP address and thereafter

repeating the operations of generating and receiving.
16. The method of claim 10 wherein mapping unknown IP

addresses to physical addresses comprises detecting packets having an unknown

source IP address.
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17. The method of claim 10 wherein mapping physical addresses
to IP addresses comprises:

monitoring DHCP packets communicated over the network;

obtaining an IP address assigned to a particular physical address
from the monitored DHCP packets.

18. A network switching circuit, comprising:

a forwarding circuit operable to detect specific received packets and
to provide the specific packets on a processor port, and further operable to receive
packets on one of a plurality of ports including the processor port and to forward
each received packet to a port corresponding to a destination address contained in
the packet subjéct to access restrictions contained in a dynamic access control list;

a memory circuit coupled to the forwarding circuit, the memory circuit
operable to store packets and operable to store an enhanced access control list
and a dynamic access control list; and

a processor coupled to the forwarding circuit and to the memory
circuit, the processor operable to define the specific packets detected by the
forwarding circuit and operable to process the specific packets stored in the
memory circuit using the enhanced access control list to generate the dynamic
access control list and store the dynamic access control list in the memory circuit,
and further operable to provide the specific packets to the processor port of the

forwarding circuit after processing the packets.
19. The network switch of claim 18 wherein the processor further
comprises a direct memory access controller coupled between the forwarding

engine and the memory.

20. The network switch of claim 18 wherein the switch comprises

an Ethernet switch and wherein the packets comprise Ethernet packets.
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21. The network switch of claim 18 wherein the enhanced access
control list comprises user names, DNS names, Windows domain names, and

physical addresses.

22. A computer network, comprising:
a network switch, including,

a forwarding circuit operable to detect specific received
packets and to provide the specific packets on a processor port, and further
operable to receive packets on one of a plurality of ports including the processor
port and to forward each received packet to a port corresponding to a destination
address contained in the packet subject to access restrictions contained in a
dynamic access control list;

a memory circuit coupled to the forwarding circuit, the memory
circuit operable to store packets and operable to store an enhanced access control
list and a dynamic access control list; and

a processor coupled to the forwarding circuit and to the
memory circuit, the processor operable to define the specific packets detected by
the forwarding circuit and operable to process the specific packets stored in the
memory circuit using the enhanced access control list to generate the dynamic
access control list and store the dynamic access control list in the memory circuit,
and further operable to provide the specific packets to the processor port of the
forwarding circuit after processing the packets; and

a plurality of hosts, each host coupled to a respective port of the

network switch.

23. The computer network of claim 22 wherein at least some of the

hosts comprise personal computer systems.
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24. The computer network of claim 22 wherein the network
comprises an Ethernet network,, and wherein the switch comprises an Ethernet

switch and the packets comprise Ethernet packets.
25. The computer network of claim 22 wherein the enhanced

access control list comprises user names, DNS names, Windows domain names,

and physical addresses.

22
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DYNAMIC ACCESS CONTROL LISTS

ABSTRACT OF THE DISCLOSURE

A method controls access of a user to a network including a plurality of hosts
coupled together through a network switch. The method includes storing in the
network switch an enhanced access control list containing data related to at least
one of user names, DNS names, domain names, and physical addresses. A
dynamic access control list is generated from the enhanced access control list, with
the dynamic access control list containing a plurality of IP addresses that restrict

access of the user to the network.
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TOTAL FILING FEE| $ 946
OTHER FEES $
TOTAL CHARGES TO DEPOSIT ACCOUNT $ 946
Charge $ 946 to Deposit Account 08-2025.

At any time during the penden of this
application, please charge any fees required or credit any over payment to Deposit Acggunt Q8-2025

pursuant to 37 CFR 1.25. Additionally please charge any fees to Deposit Account 08-2025 under 37
CFR 1.16 through 1.21 inclusive, and any other sections in Title 37-6f the
that may regulate fees. A duplicate copy of this sheet is enclosed.

"Express Mail” label no. ER394246255US

Respectfully sup
Date of Deposit 4/8/2004
I hereby certify that this is being deposited with the Ro
United States Postal Service "Express Mail Post
Office to Addressee” service under 37 CFR 1.10 on
the date indicated above arRd is addressed to: By
Commissioner  for ﬁ N VA °
2231341450. T YA

Attorney/Agent for Applicant(s)
Reg. No. 42,118

Date: 4/8/2004

Telephone No.: (425)455-5575

Rev 10/03 (TransNew) - Attach as First Page to Transmitted Papers -
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