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Conditional access (CA) is a service that allows broadcasters to restrict
certain programming products to certain viewers. The CA does this by
encrypting the broadcaster's programs. Consequently, the programs must
be decrypted at the receiving end before they can be decoded for viewing.

CA offers capabilities such as pay-per-view (PPV), interactive features such
as video-on-demand (VOD) and games, the ability to restrict access to
certain material (adult movies, for example) and the ability to direct
messages to specific set-top boxes (perhaps based on geographic region).
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To understand how CA is used, we first need to look at the data it encrypts.
Each individual program that a broadcaster provides is composed of many
elements, such as video, audio and text. In digital television, these Advertisement
elements are converted into digital form using the MPEG-2 codec. The
MPEG-2 data associated with each program are broken up into many
packets, and the sum total of these packets for each program is called the
program elementary stream (PES). The PES for each program is then
multiplexed together with those of other programs. This stream of
multiplexed programs is then broken up into 188-byte packets for
transmission, at which point it is called the digital video broadcast (DVB)
MPEG-2 transport stream (TS). The CA service can scramble the
programming data either at the PES level or the TS level. (For digital
terrestrial TV, however, the ATSC specifies that scrambling must take place
at the TS level.)

The set-top box

At the receiving end, it is the job of the set-top box (STB) to descramble the
CA encryption and decode the MPEG-2 data for viewing. Figure 1 is a block
diagram of a typical set-top box. The main areas of the STB that are
involved with conditional access are shown in yellow. The block labeled CA
might be a dedicated, embedded CA module, or it might be one of the
standard descramblers.
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Figure 1. In this block diagram of a typical set-top box, the main areas of
the STB that are involved with conditional access are shown in yellow.
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The tuner portion of the STB receives the incoming signal, demodulates it Advertisement
and sends the resulting data to the transport stream generator. This part of
the STB reconstitutes the transport stream, which contains many packets
of information. Each packet has associated with it (in its header) a program
identifier (PID). All packets with PID value hex 1 have not been encrypted
and are used by the demux processor to construct the conditional access
table (CAT). This table identifies all the PID values of the transport packets
containing the entitlement management messages (EMMs). The demux
processor also constructs the program map table (PMT) from non-
encrypted packets and gives the PID values of all the transport streams
associated with a particular program. Private data associated with the SPONSORED BY AMERICAN BAR @
program can also be included in this table — for example, the PID value of pesoTion

the packet containing the entitlement control message (ECM). The data

contained in these two messages (the EMM and the ECM) are vital in

descrambling the encrypted programming material.

It's Time to Renew

Figure 2 shows a DVB descrambling system. However, it should be noted
that the standards don't specify the smart-card electronics or algorithms.
Therefore, the system described here is a typical example. The EMM
acquired by the demux processor is related to the authorization of
services. It allows a particular set-top box, or a particular geographic
region, to access services. It contains the encrypted service key. Typically,
this key is changed every few months to discourage hackers. The encrypted
multi-session key, carried by the ECM, is related to particular programming
material. This key, once decrypted, actually becomes the control word that
is fed into the DVB descrambler, allowing the transport stream to be
descrambled so that the viewer can see a particular program or view the
programming material for a particular session. As Figure 2 shows, the
service key (EMM) is sent to the smart card, where it is decrypted with the
help of the user key held inside the smart card. The descrambled service
key is then used as the key to descramble the session key (ECM). This
descrambling yields the control word (CW). It is this CW that is the key to
the DVB transport-stream descrambler.

Figure 2. This block diagram shows a DVB descrambling system.
Middleware

With features such as video-on-demand (VOD) and games, the operating
systems or middleware selected are important to the overall functionality
of the system. The two main middleware programs being used today are
OpenTV (originally developed by Sun Microsystems and Thomson
MultiMedia) and Media Highways.

The future-proof promise

With the incorporation of the middleware, the overall solution came with
the promise of being future-proof. This means that as more features
become available on the STB silicon, the STB manufacturer need not
change his software. New middleware software versions are generally
needed to take advantage of the new features, but these operating
systems or middleware are interpreted script languages. Alternative
solutions, available from smaller, independent software houses, offer
cheaper, more-efficient options.
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Mark Massel works for STMicroelectronics in technical marketing and is
author of “Digital television, DVB-T COFDM and ATSC 8-VSB,” available
either atwww.digitalTVbooks.comor fromAmazon.com.
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