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DISTRIBUTED COMPUTING AND COMMUNICATIONS PROTOCOL

The present invention relates to a communications protocol
that is particularly useful in distributed computing and in

secure computing.

As 1s known, computing tasks can be distributed for execution
to remote computers via a network (usually the Internet).
Large tasks can be divided into smaller tasks which can be
distributed to different computers. Each task is distributed
over the network, and once executed the results are sent back
to one location and assembled into an overall results

dataset. This process is often called grid computing.

The process of grid computing often requires the transfer of
large data sets (e.g. 100’s of megabytes or even several

gigabytes or beyond) between computers.

Protocols for transferring datasets between computers are
known. One such is the file transfer protocol (FTP), which is
used for moving files. Another is the hypertext transfer
protocol (HTTP), which was developed to support the transfer
of HTML document and other files for viewing dynamically in
web browsers. These protocols are not suited to the needs of

grid computing.

One known improved protocol is called GridFTP. GridFTP
provides extensions to the FTP protocol. These include an
“extended block mode” in which data to be transferred is
divided into blocks which are distributed for transmission
amongst several TCP connections. GridFTP, like FTP, employs a
separate TCP connection as a control channel over which
commands to control the process are sent. This means that the
transfer process is particularly vulnerable to loss of the

control channel. Version 1 of the GridFTP protocol is
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described in a document entitled “GWD-R (Recommendation) Grid
FTP: Protocol Extensions to FTP for the Grid” of April 2003.
Version 2 is described in a document entitled GFD-R-P.047

GridFTP v2 Protocol Description” of May 2005.

For security GridFTP employs the “Grid Security
Infrastructure” from the Globus Project. GSI sites allow
remote users to have computing tasks performed at the site on
the basis of an X.509 proxy certificate which is issued by
the user thereof (i.e. not by a certificate authority) and
contains the user’s identity. A disadvantage of this system
is that the private key of the certificate is not stored in
encrypted form and so is vulnerable to access on the server
performing the requested work and to subsequent misuse. For
this reason such certificates are given a short lifetime of

hours or days.

The problems of GSI and GridFTP are discussed in FUJISTSU
Sci. Tech. J. 40,2,p282-294 (December 2004). This document
also describes the alternative UNICORE job management and
security system for grid computing. UNICORE uses its own
protocol for communication between the sites involved which
runs over SSL. In the Explicit Trust Delegation (ETD) variant
of UNICORE prposed in that document the security roles in the
system include user, endorser and consigner, all of which
have their identities established though the use of X.509
certificates issued by a certificate authority. Requests
(known as Abstract Job Objects) for work to be executed on a
server under the user’s identity are transmitted to the
server. These requests are signed either directly with the
user’s certificate or by an endorser, which is another entity
in the in the UNICORE system, usually a server, that is
permitted to make work requests on behalf of the user. (Such

permissions are stored in the UNICORE system’s authorisation
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database.) Where the transfer of a data file is required
various implementations of UNICORE use different protocols

but GridFTP is one of the options available.

The present invention, in one aspect, provides an improved
protocol for transferring large files, or other resources,
over a network, improving, for example, the efficiency and
speed with which they are transferred. The invention may be
used to transfer resources securely and in a second aspect
provides features useful to a security framework, e.g. for
job management and for the secure transfer of resources
between sites. In both aspects the invention is useful in

distributed computing.

According to the first aspect of the invention there is
provided method of transferring a resource over a network
between a first station and a second station, the method
comprising:

dividing the resource into a plurality of chunks,

providing a plurality of connections over the network
between the first and second stations, the connections being
open at the same time, and

sending the chunks between the first and second station,
at least one chunk being sent over each of the plurality of
connections,

wherein each chunk is sent over one of the connections
of the plurality by making a hypertext transfer protocol

(HTTP) request from the first station to the second station.

The first aspect of the invention also provides a resource
transfer client software component for transferring a
resource over a network between a first station and a second

station, comprising:
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a chunk divider arranged to divide the resource into a
plurality of chunks, and

a chunk allocator arranged to make requests to the
second station for the sending of the chunks between the
first and second station over the network, at least one chunk
being sent over each of a plurality of connections, the
connections being open at the same time,

wherein the chunk allocator is arranged to make for the
sending of each chunk a hypertext transfer protocol (HTTP)
request to send the chunk over one of the connections of the

plurality.

In one particular preferred form of the method of first
aspect of the invention the method comprises monitoring at
the second station to determine when the sending of the
chunks of the plurality remains in progress, and preventing
at least one type of concurrent access to the resource during
a period that the sending of the chunks of the plurality
remains in progress. Also the first aspect of the invention
provides a resource transfer server software component
comprising an HTTP server component, and a transactional
bracket monitor arranged to monitor for HTTP requests
occurring on a plurality of connections that are open at the
same time for the sending of different chunks of the same

resource.

According to the second aspect of the invention there is
provided a method of making, from a first station to a second
station, an HTTP request concerning a resource, comprising
providing the HTTP request with one or more additional
headers containing information identifying one or more
entities, and checking at the second station whether that
entity or combination of entities has permission to access

the resource or to execute a requested action.
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The second aspect of the invention also provides a resource
transfer client software component for transferring a
resource over a network between a first station and a second
station, comprising:

an HTTP client software component arranged to make an
HTTP request to the second station for the transferring of
the resource, and

an identity provider arranged to provide the HTTP
request with one or more additional headers containing

information identifying one or more entities.

The second aspect of the invention further provides a
resource transfer server component comprising:

an HTTP server component for receiving HTTP requests for
resources,

an identity retriever arranged to retrieve from an HTTP
request received by the HTTP server component information
identifying one or more entities that is contained in one or
more additional HTTP headers, and

a security system arranged to check whether that
identity or combination of identities has permission to
access the requested resource requested or to execute a

requested action.

Further preferred features of the invention are given in the

appended claims.



10

15

20

25

30

WO 2008/028508 PCT/EP2006/008710
6
Examples of the invention will now be described, with

reference to the accompanying drawings, of which:

FIGURE 1 is a block diagram of showing the principal
components of a preferred example of the data
transfer system of the present invention.

FIGURE 2 is a flow diagram showing the operation of the
data transfer system for both upload and download
operation.

FIGURE 3 is a network diagram showing various possible
ParHTTP connections.

FIGURE 4 shows an example of the data transfer system of
the invention being used to provide secure
transfers.

FIGURES 5A to 5E show various transfers and transactions
possible in the UNICORE distributed computing
system.

FIGURE 6 shows an example of the data transfer system of
the invention being used in a security framework.

FIGURE 7 shows an example of the data transfer system
using ordinary HTTP but with the additional
headers of the secure aspect of the invention.

FIGURE 8A and AB show an example of a ParHTTP request and the

response thereto.

Figure 1 shows a preferred example of the data transfer
system of the invention. The system comprises a server 100, a
client 200 and a communications network 300, in this case the
Internet, which allows data to be transmitted between the
server and the client. Here the relative designations
“client” and “server” have been given in relation to which
initiates transfer of data, i.e. the client initiates the
transfer. Nonetheless the system will transfer data in either

direction as requested by the client. In this example the
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server and clients are general purpose computers, however,

the invention is also applicable to dedicated computing

appliances.

The functions of the system are to transfer a resource either
(i) from the server to the client, or (ii) from the client to
to the server. In this preferred example both kinds of
transfer are supported by the system, but there may be
applications in which only one of those two transfers is
required and therefore in which only that one need be
provided. A resource is a sequence of data values (e.g.
bytes) to be transferred. The purpose of the data in the
resource transferred may be anything and is of no relevance
to the first aspect of the invention. The resource may be a
file in a file system, which file may be located on the
server or client but equally may be somewhere else. A
resource is however not limited to files but may be any other
data sequence, for example the output of a sensor or the

results output by some computation.

Note that Figure 1 shows both the source and target resources
(101 and 201 or 201 and 101 depending on the direction of
transfer). The target resource need not exist before the
transfer is begun; the target resource is created by the
transfer process and if it exists before the transfer is
begun then it is overwritten (either in its entirety, or
partially if that is desired). Alternatively the system can
be configured to fail if the target resource exists already.
In further alternatives the behaviour as to whether the
system overwrites or fails if the target resource exists
already is configured at the server and/or is specified in

the request from the client.
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In Figure 1 the resources are shown as being contained at
locations 102 and 202. In the case of files, for example,
these locations may be file stores. These file stores may be,
for example, on disc or in the working RAM. In the preferred
example they are on the server and client respectively, but
may be in other places to which the server and client
respectively have access. Note however that in some
applications the resources may not exist permanently in the
way that files do and that the resources may be created and
used (at either end of the transfer) only temporarily and
possibly they may only exist in part at any one time. Again
the precise nature of the resources is of no consequence to
the first aspect of the invention which is concerned only

with their transfer.

The functions of the system are provided by software
components on the server and the client. The client has a
“ParHTTP” resource transfer client component 203, which is
similar to a standard HTTP client component but has modified
functions, and the server 100 has, in this example, a

standard HTTP server component 103.

The standard HTTP server component 103 responds to HTTP
requests, from clients, for files (or more generally
resources) to be downloaded or uploaded in the usual known
way. Known HTTP servers can respond to multiple requests from
different client computers, or even from the same client
computers, and the HTTP server can service these multiple
requests simultaneously, as will be familiar from web servers
(which are the usual use of the HTTP protocol). However each
request serviced is independent and is generally for a
different file (or occasionally is an independent request for

the same file).
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The ParHTTP resource transfer client component 203 functions
similarly to a standard HTTP client in that it functions, on
each occasion that it is used, to retrieve (or send) a single
resource from (or to) a server. (Retrieving a resource is
alternatively termed downloading or pulling, and sending a
resource is alternatively termed uploading or pushing.)
However the client component 203 transforms that request into
plural requests for respective parts of that file. These
requests are serviced by plural HTTP connections 301 to the
server 100 that are set up for the purpose by the client
component 203. The client component uses each HTTP connection

to process one or more of those requests in turn.

Figure 2 is a flow diagram illustrating the operation of the
system of Figure 1 in detail for the case where a resource is
to be transferred from the client to the server (i.e. an
“upload” or “push” transfer), which is described first.
Figure 2 also serves to illustrate the transfer in the other

direction which has a similar process.

In a first step 401 the ParHTTP resource transfer client
component receives a request 207 (Figure 1) from an external

source to upload a resource from the client to the server.

The request is generatéd, for example, by an application
program or by the user entering a command at a command line
interface. The request is made using a function call exposed
by the resource transfer client component, e.g as part of an
API 212 - “application programmer’s interface” - or

otherwise.
In a second step 402 a chunk divider 204 of the client

component 203 determines the size of the resource requested

and divides the file into a plurality of chunks or blocks (an

10
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exemplary set of chunks is labelled A to K in Figure 1). In
the case of a file, the chunk divider 204 interrogates the
file system of the client computer 200 to determine the file
size. For other kinds of resources it uses a method
appropriate to that resource. Alternatively the file size is
included in the information provided in the external request

and the chunk divider uses that information.

In the preferred example these chunks are all equal in size,
but they may be of different sizes. BAlso in the preferred
example the division into chunks is done once at the
beginning of the procedure, but in more complicated

arrangements may be done dynamically.

The size of chunks depends on factors that are explained in
greater detail below. As is also explained below the number
of chunks is preferably above a minimum but thereafter is
less important than the size. These parameters 205 may, for
example, either be predetermined and stored in the chunk

divider, or be supplied in the external request 207.

Information on the number, size and position in the resource
201 of the chunks is then passed to a chunk allocator 208.
Note that these wvariables are not independent, so depending

on the implementation not all of them need to be passed.

In the next step 404 the chunk allocator retrieves a certain
number of the chunks from the resource 201 and initiates
respective HTTP transfer requests for them. To do this it
uses, in the preferred example, a standard HTTP client 210,
making one HTTP request 801 in respect of each chunk. The
request is made, in this example, using the HTTP PUT Request.
Each Request 801 specifies the same resource (which in HTTP

is specified by a URL - “Uniform Resource Locator”) for the

11
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target resource 101 but a different range from within that
resource, in particular in this example the same range that
the chunk has in the source resource 201. The standard HTTP
client 210 responds, as is known, to such a PUT Request by
creating a TCP socket 209 which in the process creates a
corresponding TCP socket 104 at the HTTP server 103. The
standard HTTP client 210 retrieves or receives the payload of
the PUT Request, namely the one of the chunks specified by
the range, from resource 201 and transfers that together with

the headers of the PUT Request to the HTTP server 103.

The ParHTTP resource transfer client (as with a standard HTTP
client) accepts external requests 207 to transfer, from the
client, data in RAM on the client machine or from the file
system e.g. on disc (which data may be located on the client
machine or on another machine e.g. in a network file share).
The ability to send data from RAM is of course useful for an
application program that wishes to send the results of its
calculations, or data captured from a sensor etc., to the

server without having to save it to disc first.

On receipt of such an HTTP PUT Request the HTTP server 103
responds by storing the chunk received therewith to its
corresponding position in the target resource 101. (How the
transferred data is actually “stored” again depends on the
nature of the resource - it may be stored to a file, it may
depend on how the server has been configured to treat HTTP
requests generally and it may depend on the URL specified in
the external request (as is known some URL’s cause
application programs to be executed which process the data
uploaded)). One of the standard, but rarely used, Headers of
HTTP is the Range Header and the chunk allocator 208 uses
this to specify the position and size of the chunk in the

target resource 101. In general the same position in the

12
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source and target resources is used, but the system also
allows external the request to specify that either the whole
all part of a source resource be transferred to the whole or
part of a target resource, and, other than where a whole
resource is transferred to a whole resource, the absolute
position of the chunks within the source and target resources
may be different (but the relative position of the chunks

within the source and target resources is maintained).

The standard HTTP server comprises a unit for a standard
function called here a resource mapper 106. The function of
this, as is known, is to translate the URL specified in the
PUT command received by the HTTP server 103 into a more
directly usable form. Most frequently this will be either the
path of a file in the file system (which file may be on the
server machine or may be located in another e.g. in a network
file share, and which path is determined in many web server
administration programs by establishing virtual directories),
or that of an application program 115, which may be for
example an ASP or PHP program, but the invention is suitable
for use with any other language. In the case of a file in the
file system the HTTP server 103 saves the chunk at the
appropriate position in the file. In the case of an
application program the chunk is passed to the application
program, which program, of course, should support receiving
its file of input data in chunks. Such application programs
may save the data chunk to RAM for their own processing or
even for passing to other programs which they call. Some
gateway applications (which exist for example for SMTP email
FTP) are able to send the data received immediately onwards
through an SMTP or FTP connection to a final destination and

could be implemented as an application program 107.

13



10

15

20

25

30

WO 2008/028508 PCT/EP2006/008710

13
Thus far the allocation of a single respective chunk to each
of a plural number of HTTP connections between the client 200
and the server 100 has been described. In a next step 405 of
the operation of ParHTTP resource transfer client 203 the
chunk allocator checks to see whether all the chunks in the
source resource have now been sent (i.e. the whole resource
has been sent). If so the method terminates 406. If not the
chunk allocator 208 monitors 407 the progress of the HTTP PUT
Requests and allocates additional chunks to the HTTP
connections 301. This monitoring is done by the standard HTTP
client 210 issuing a call-back or event when the chunk has
been sent, to which the chunk allocator 208 responds by
providing the HTTP connection 301 that has just finished
transmitting a chunk, assuming that that was successful, with

another chunk for transmission.

The HTTP connection is kept open for another chunk by
specifying the value “keep alive” for the “Connection” Header
in each HTTP Request (including both the initial and
subsequent ones for a particular HTTP connection), which
prevents the connection from being closed automatically once
a chunk has been sent and allows a subsequent PUT command for
a subsequent chunk to use the same HTTP connection with the
same TCP sockets at the client and server be used. This has
the advantage that an HTTP connection that sends data quickly
is re-used increasing the overall speed of the transfer of
the file. (Note that while in HTTP 1.1 “keep alive” is the
default behaviour, automatic closure of the connection is the
default in earlier versions of the HTTP standard, so the
“Connection” header is set to keep alive in order to ensure
correct operation whatever version of HTTP is implemented by
the standard HTTP client 210 and the standard HTTP server
103.) Each HTTP connection is closed after sending its final

chunk. In the preferred example this is done by the chunk

14
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allocator 208 determining which is the final chunk to be sent
over an HTTP connection and setting the Connection Header of
the HTTP PUT Request for that chunk to “Close” rather than
“Keep Alive”; however alternatively it could also be done by
allowing the connection to time out, but that is wasteful of
computer memory and processing power. (Note that if one of
the final chunks should need to be resent once the HTTP
connection has been closed in this manner the chunk allocator

simply creates a new HTTP connection for that resend.)

Alternatively the chunk allocator 208 could be arranged not
to use the keep alive command but this would result in each
chunk having its own HTTP connection created (because the
connection would close after sending its chunk) with the
result that the information concerning speedy HTTP
connections is not utilised, which is not preferred because
this would mean that each HTTP connection would send only a
single chunk, which would mean that the advantage of sending
further chunks down a connection that was proving to be fast
would be lost. Nonetheless some chunks would be sent faster

than others, providing some speed gain.

If the standard HTTP client 210 indicates in its call-back or
event that a chunk has not been sent successfully (provided
from the status code in the server’s HTTP Response to the PUT
Request) then the chunk allocator responds by rescheduling
the chunk for resending and, at some point, allocates that to
an available HTTP connection 301. To the extent that the
standard HTTP client indicates that part or parts of a chunk
has been successfully sent the chunk allocator responds by
defining the complementary unsent part or parts of the chunks

as chunks themselves and resends those chunks.

15
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The normal status code for a server Response to an HTTP PUT
request does not include information on partial successful
transfer of the payload of the HTTP PUT request. So the
ParHTTP client 203 when making its PUT Requests via the
standard HTTP client 210 specifies that the PUT Request
includes an instruction to the server to supply in the body
of its Response the server’s log of progress of processing
the PUT Request. The server then sends back items of the PUT
Response indicating progress as that is made, i.e. the server
sends back a single PUT Response but the lines of its body
are not sent all at one but only as progress is made. The
chunk allocator monitors these items arriving in the PUT
response and if the HTTP connection is broken for some
reason, or eventually the server returns a Response message
indicating a failure, the chunk allocator then has the

information needed to resend the relevant part of the chunk.

Some failure status codes indicate conditions that are such
that resending a chunk or part thereof will never succeed and
in those cases the ParHTTP returns a failure code to whatever

issued the external request 207.

Note that standard HTTP servers and standard client

components do not resend data in case of failure.

In summary, the method used in the preferred example by the
chunk allocator to allocate the chunks is to supply a new
chunk to each HTTP connection 301 as soon as it has sent the
previous one. Other methods of allocating the chunks would
nonetheless be possible but the method described above is

gquite efficient.

In the example of the system given above the chunk allocator

creates the number of parallel HTTP connections given as one

16
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of the arguments 205 of the external request transfer
request. Experiments have determined that in some network
conditions having only two HTTP connections operating to send
chunks at the same time gave the quickest transfer of a
resource. This is thought to be because while one HTTP
connection is stalled, for example, while a buffer somewhere
in the network or in the client or server clears (e.g. while
disc access is made), the other connection can utilise the
bandwidth, which generally is most limited at the connections
of the client station and the server station to the Internet.
Similar behaviour occurs for three or more connections
working in parallel. In another set of network conditions
fifteen HTTP connections operating was found to provide the

fastest transfer.

Another factor may be that some HTTP connections can be
faster or slower at transferring data over the network data.
Although in principle each IP packet should be routed
individually through the network some routers and traffic
management soffware may cause packets for a particular HTTP
connection to follow the same path or have a bandwidth

limitation.

As noted above the size of chunks is preset or is passed as
an argument in the external request. Preferably the chunk
size is not so large that its transfer is likely to fail
requiring it to be resent. For example a 5MB chunk is much

less likely to fail than one of 500MB.

Also the chunks should be small enough to provide enough in
number of them to allow the method of sending them via a
plural number of parallel HTTP streams to provide
transmission speed advantages. There is also the logical

minimum that each connection transfers at least one chunk.

17
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Sending exactly one chunk over each of two or more
connections operating at the same time provides a basic
advantage that any slow connection is not sending all the
data. Having at least one more chunk than the number of
parallel connections means that those additional chunk(s)
will generally be allocated to faster streams. There would
not appear to be an advantage to having the limit of a very
large number of tiny chunks since each chunk causes some

overhead in sending it.

The system transfers a resource (or part thereof if desired)
from the server to the client using the same method but with
the following differences. The transfer is still initiated by
a transfer request 207 being made to the ParHTTP resource
transfer client 203. In this case the chunk divider
determines 402 the file size by sending an HTTP HEAD request
to the HTTP server for the whole of the resource that has
been requested in the transfer request. This provides the
same function as the GET request but the server only returns
the header information, omitting the payload of the file
itself. This returned header information includes the file
size. (tcp sockets 105 and 213 for the HEAD request are
shown, in this example they are efficiently reused for the
chunk transfers - by using the “keep alive” header). If the
server indicates an error (e.g. an unknown resource) then
that is passed back to whatever called the ParHTTP resource
transfer component 203. The HEAD request is not performed in
the case that the external request specifies part of the

resource as the size of that will then be known.

The chunk allocator then proceeds in the same manner as
before to allocate both initial and additional chunks to the
plural HTTP connections. In this case, however, it instructs

the standard HTTP client 209 to make HTTP GET requests, to
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the server, that transfer the chunks from the source resource

101 at the server to the target resource 201 at the client.

During the sending of a particular chunk the chunk allocator
monitors the data received in the GET Response for progress
and if the Response fails at any point it notes the unsent
portions of the chunk and defines those as one or more
additional chunks which it later asks to be resent using one
or more additional GET Requests. (Compared to the uploading
function there is no need to request the server to send it

log of the transfer.)

Again the resource transferred may be a file from the file
system (whether on the server 100 or elsewhere - e.g. in a
network file share) or may be retrieved or generated by an
application program on the server identified by the URL given
in the external request given to the ParHTTP resource
transfer client 203. (Again that program might, for example

be written in ASP or PHP.)

The above described method of transferring files between a
client and server may used between any two stations on a
network. Indeed as shown in Figure 3, each server 100 may
establish ParHTTP connections 302 with multiple clients 200
(each connection being for, in general, the transfer of a
different file, which will generally be for the different
users or process etc.) and each client may establish plural
ParHTTP connections with multiple servers (again each
connection being for the transfer of a different file, either
for the same user or process etc. or for different ones).
Also possible is multiple ParHTTP connections between one
client server pair, which connections may be for the same
user/process (i.e. that of whatever makes the external

request to the ParHTTP resource transfer client) or different
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users/processes and these may be for the same file or

different files.

Further, each station may be, if desired, both a client and a
server (having both an HTTP server and the ParHTTP resource
transfer client installed) and be a client for one ParHTTP

transfer and server for another.

In the above examples of multiple concurrent ParHTTP
connections there may be problems if there are two concurrent
requests for the same file. For example if the same file is
being written by two different requests then some chunks
provided by one request may well be overwritten by ones of
the other, which is a result intended by neither of those
requests. In general two concurrent read requests are
“idempotent” i.e. not dangerous, but one read and one write
or two writes are. In principle those problems could be
ignored or perhaps usage patterns for a particular
application might be such that they would not occur. However,
in order to prevent those problems in other cases, the HTTP
server 103 is provided with a transactional bracket monitor
107. (Such a monitor is not part of standard HTTP server.)
This monitors the HTTP Requests and Responses on all the
connections 301 made to the HTTP server 103. From those it
identifies those belonging to the same ParHTTP request.
Preferably those having the same originating user, process,
originating station and URL are identified as belonging to
the same request; however other sets of information may be
sufficient in some cases. A transactional bracket is defined
to exist over the period of when any of those connections
belonging to the set identified as belonging to the same
ParHTTP request is open and the monitor 109 records the
existence of such a bracket for the period that it exists.

(It may be still possible for indistinguishable ParHTTP
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requests to be generated - e.g for the same user, process,
originating station and URL. How this is handled is left to
the originating process to handle; i.e. not to do it or to do

it in a sensible manner.)

Other methods of identifying a transactional bracket are also
possible. For example the ParHTTP resource transfer client
203 can be arranged to provide the first and last requests in
respect of a particular ParHTTP request with special headers
identifying them as such. However such an arrangement is not
preferred compared to the method described above of

monitoring the open connections.

Having identified the transactional bracket the transactional
bracket monitor then prevents concurrent access to the same
resource (i.e. preventing further access to a resource during
the transactional bracket of a first access to a resource) by
either or both of the following methods. (In the preferred
example safe idempotent concurrent accesses to the same

resources are not so prevented.)

First it signals 108 the HTTP server 103 to refuse further
requests for the same resource or it intercepts them and
queues them for processing once the transactional bracket is

over. Which it does is a matter of configuration.

Second it signals 108 any other transaction processing
service 109 relevant to the resource to prevent inconsistent
access. For example if the resource is a file and there is a
file locking service then it locks 110 the file during the
transactional bracket. This is useful against processes other
than the HTTP server 103 providing inconsistent access. It
may also in some circumstances duplicate the effects of the

first method of refusing or delaying other ParHTTP requests,
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since the HTTP server would encounter the effects of the
other transaction processing service e.g. file locking when

it tried to access the resource.

In the above example the HTTP connections 301 have been made
over TCP/IP. The ordinary HTTP protocol is in fact not
limited to using TCP/IP as its transport and since the
present invention uses HTTP requests it is similarly not
limited to using TCP/IP. Of course given the current state of
communications technology the use of TCP/IP is the most

likely for most applications.

The ParHTTP communications protocol described above has
advantages over the GridFTP protocol in that GridFTP being
based on FTP always uses a control channel. This makes
GridFTP wvulnerable to the loss of the control channel, which
is significant in applications such as grid computing where
very large files are transferred taking long periods and
increasing the risk of failure. In contrast HTTP, which is
used in the present is stateless so the loss of any one HTTP
connection does not cause the whole ParHTTP connection to
fail; the ParHTTP client simply responds by sending the
failed chunk again using one of the other HTTP connections in
use. (The chunk allocator may also be arranged to open one or
more further HTTP connections when one, or perhaps more, of

the HTTP connections has been lost.)

Another advantage is that of ease of implementation. HTTP,
which of course is used in the invention to transfer the data
chunks, already provides the (otherwise seldom used) Range
header which provides the invention with a simple mechanism
for retrieving, transferring and storing chunks of data. The
body portion of HTTP Requests are unstructured making it

simple for them to carry the chunk paylcad in that. In
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contrast GridFTP has to use the more complex block mode of
GridFTP and FTP request have a complex single line syntax
which has to be modified for GridFTP, whereas in ParHTTP the
standard HTTP request can be used without modification. (The
easily extensible multi-line syntax of HTTP is useful in the
second aspect of the invention as will become apparent from

the description of that below.)

The above protocol may be used for any purpose desired;
nonetheless it is especially useful in grid computing in
general, where large files are to be used. A second, secure,

example of the invention is described below.

In the second example of the invention shown in Figure 4 the
components are the same as those of Figure 1 except that the
ParHTTP resource transfer client 203 and server 103 use
secure connections for the connections 301’. Preferably this
is done using TLS (or its predecessor SSL). TLS is of course
a known technology for providing secure connections and so is
only described briefly here. In TLS (or SSL), as is known,
ordinary socket pairs at the client 200 and server 100 are
established first and then secure connections over these are
established resulting in the sockets becoming “secure
sockets” 104’ 209’ that can be used for secure data
transmission. For TLS the secure connection is established
using a public key infrastructure (PKI) and certificates
identifying the parties between whom the connection is
established. To establish the connection the parties provide
respective certificates containing their distinguished names

(in particular X.509 DN names).
In this example the ParHTTP resource transfer client 203

establishes the secure connection between the client-server

socket pairs using certificates for both the client and the
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server ends. (Here client and server are used with their
meanings for ParHTTP as was explained in respect of the first
example of the invention above.) Once the TLS secure socket
pair is established that establishes, as is known, the
identities of the parties at the server and client ends. For
the server the certificate used is generally a constant, it
simply identifies the server. (However if required different
certificates can be used on different occasions, e.g.
different certificates can be used where one server is used
to provide multiple virtual servers.) For the client it
identifies an entity related to the making of the ParHTTP
request and is, for many applications, preferably supplied by
that user or process in the external request 207 made to the
ParHTTP resource transfer client. Examples of the entity
identified are that of a user or the client station 200
itself. However if the identity supplied is constant then it
may be more convenient to supply the certificate as an
application setting or on creation of an instance of the
client component 203. The ParHTTP client 203 has an identity
provider 220 to provide the relevant identity information for
the securing of the sockets 209’ in accordance with the

external request or static identity settings.

The other benefit of using TLS is that the packets sent
between client and server are encrypted Although usual,
encryption of the packets sent between the network stations

is optional in both TLS and ParHTTP.

(This use of certificates identifying parties at both ends of
the connection contrasts for example with secure HTTP - which
is known as “HTTPS”- as that is commonly used, which is for
the purpose of web browsing of public websites, where only

the certificate of the server is used to secure the socket
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pairs and encrypt the traffic - the encryption in that case

being the main purpose.)

Figure 4 also shows a security system 113. As is known, the
resource mapper makes 106 of an HTTP server makes its
requests for access to resources at the server in the name of
a particular entity. Also as is known, the function of the
security system 113 is to monitor those access requests to
determine if that entity has permission to do that and
prevent access otherwise. The security system is, for
example, a file access permission system. The HTTP server
103’ is provided with an identity retriever 120 which obtains
from the secured sockets 104’ the identity used at the client
end 200 to secure the connections. In a simple example of the
operation of the example of Figure 4 the identity retriever
makes that available to the resource mapper 106 which is

arranged to make the accesses to resources at the server 100

" (or some location to which it has access) in the name of that

identity, which may be either directly in that name or by
mapping the identity to a local account on the server
machine. If the permission dces not exist for that identity
then the access to the resource is prevented and the HTTP
server sends back a message to the client 203 which in turn
informs whatever made the external request of the permission

failure.

More complex security frameworks, however, allow various
parties to be involved in allowing access to a particular
resource, execution of a task etc.. (An example involving

such a security framework, namely ETD, is given later.)
The secure version of ParHTTP provides, through the

establishment of secure sockets as described above, a means

of transferring one identity from the ParHTTP client to the
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server. ParHTTP also provides a second method of
communicating identities between the client 200 and the
server 100. This is also implemented in the example of Figure
4 but may be used irrespective of whether the connection is
secured. In this method the identity provider 220 adds to
each HTTP request 802 sent to the server (i.e. for each
chunk, and for PUT and GET) a header for each identity to be
transferred. The header is called in the request “X-parhttp-
<entity(i)>”, where <entity(i)> is a name particularising the
role of the i*P entity, i.e. party, involved in the requeét.
(In the later ETD example those roles are named “user”,
“endorser” etc., thus making the name of the header “X-
parhttp-user” etc.. The information contained in the
additional header for a party identifies the party but its
form depends on the security framework being implemented. If
the security framework employs PKI the header may well
contain the X.508 signature and distinguished name (DN) of
the party. In other security frameworks it could be a
username and password pair, Kerberos ticket, etc.. The header
content is binary data encoded in Base64 to meet the HTTP/1.1

requirement that headers are end encoded in US ASCII.

In some cases in will be convenient to use more than one
header for each party, each header containing a portion of
the identifying information of a party. For example a pair of
headers “X-parhttp-user-sig” and "“X-parhttp-user-dn” could
contain respectively the X.509 signature and distinguished
name for a particular entity if it was convenient for the
security system to use the information in that form to check

the permissions of that entity.

If secure sockets are used and if one of the identities is

transferred using the secure sockets method it is not
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essential to repeat that identity in the additional http

headers, but may be convenient nonetheless.

On receipt of each HTTP request 802 at the HTTP server 103’,
the HTTP server submits the chunk to be stored, or requests
that it is retrieved, generally as in the first example but
before that access is made the identity retriever 120
retrieves the identities from the HTTP request headers and
that, if any, transferred to the server as the sockets are
secured and provides those identities to the resource mapper
106 make the access. The security system 113 then checks
whether that combination of identities has permission to do
that (or if only a single identity is received whether that
has permission). Again if the permission does not exist the
HTTP server 103’ sends back a corresponding message to the
ParHTTP client, which responds in the same way as noted

before.

As noted above the ParHTTP protocol is useful in distributed
computing in general. It 1is further proposed that it should
be used in the UNICORE distributed job management and
security system. Figures 5A and 5B show some common transfers
that are used in the UNICORE distributed job management and

security system in its ETD security framework variant.

In Figure 5A a user 502 (having the name “Dave”) sends 503
data over a network from his workstation C 509 to a server A
504; this transfer is known as a “direct push”. Data from
server A is retrieved 505 by the user 502; this transfer is

known as a “direct pull”.
Figure 5B shows another example. The user 502 submits 506 a

request for a job to be done on server A, (which transfer is

a direct push). Although the data is to be processed on
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server A the raw data exists initially in this example on a

server E 507. Server A therefore makes a request to server E
for the raw data to be transferred 508 to it. The request is
made by server A on behalf of the user “Dave”. This transfer

is known as a “3" party pull”.

In this example the job also specifies that the results are
to be returned 510 to server E, which server A does on behalf

of user “Dave”, which transfer is called a “3* party push”.

In the existing versions of UNICORE these transfers are made
using, depending on the implementation, the UNICORE Protocol
layer (UPL), GridFTP, or some other protocol. In the present

invention the transfers are made using ParHTTP.

ParHTTP can be used in the UNICORE system (in either the ETD
or other variants) to transfer any resource (e.g. data or
results, or job requests) between stations. Figure 6 shows a
third example of the invention in which ParHTTP is used in
the ETD variant of UNICORE. This is generally as described
with reference to Figure 4. (The secure version of ParHTTP is
used as is preferred, but use of the unsecured version is

also possible.)

The UNICORE system needs only some modifications to use
ParHTTP. In the example of Figure 6 the ParHTTP mechanism for
transferring resources is used for both the transfer of data
and job requests, etc., i.e. it replaces both GridFTP, the
UNICORE Protocol Layer (UPL) etc..

Generally in UNICORE the communications between servers uses

secure sockets so this aspect requires no change.
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In the example of Figure 6 one UNICORE station 100 has a
UNICORE component 111, which provides the security and job
administration of the UNICORE system, and this is provided
with an HTTP server 103’. Another UNICORE station 200 is
provided with a UNICORE component 211. This station may also
be one providing security and job administration but here we
are only concerned with its sending of job requests and
issuing resource transfer requests to station 100. Station
200 may be for example, a UNICORE server (e.g. A and E in
Figures 5A and 5B) or a workstation where a user is working

(e.g. workstation C in Figures 5A and 5B).

When station 200 wishes to transfer a resource to or from, or
send (“consign”) a job request to, another UNICORE station it
makes a request 207 to its ParHTTP resource transfer client
203. UNICORE station 100 has an identity in the UNICORE
system and its certificate is used to secure the sockets 104’
at its end. If the station 200 has an identity in the UNCORE
system (e.g. because it is a UNICORE server) then that is
used to secure the sockets at its end. If it is a workstation
then the certificate of the user working at it is used to

secure the sockets 209’.

In the case of a UNICORE server being the station 200 the
identity used to secure the connections 209’ is a constant
and the at the ParHTTP client is preferably arranged to
obtain the station’s certificate from an application setting
or on creation of an instance of the Par HTTP client 203 by
the UNICORE component 211. In the case of a workstation it is
preferable for the ParHTTP client to be arranged to accept
the user certificate as an argument in the API calls 207 for
resource transfers. In ETD terminology the UNICORE server
station or user at the ParHTTP client end has the “consigner”

role i.e. the party who sends the request and in this example
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of the invention the consigner identity is passed through the

mechanism of securing the connections.

ETD also provides “user” and “endorser” roles. The user role
is the entity (usually a person) for whom the work or
transfer is being done. The endorser is the entity asking for
it to be carried out, which may be a person (i.e. the user)

or a UNICORE server station.

UNICORE has its own permission, or “authorisation”, database
112 in which the UNICORE component 111 checks for permissions
based these identities (as provided by the identity
retriever) and their roles before executing the job requested
or allowing the resource access requested. In the ETD variant
of UNICORE the permission to access a particular resource is
dependent on the “user” and “endorser” identities and not
generally on the “consigner” identity, rather the UNICORE
station generally trusts particular UNICORE server stations
and particular users to send it requests. In the example of
Figure 6 the UNCORE component 111 is arranged to check the
consigner identity to see whether the station 200, or the
user, that sent the request (as identified by the
establishment of the secure sockets) i1s allowed in general to

consign resource transfer and job requests to it.

In the example of Figure 6 the API 212 at the ParHTTP client
end provides calls for push and pull requests, which calls
have parameters for both the identities of the user and the
endorser of a request. In this example the X.509 certificates
are used as the identifying information. The chunk allocator
208’ is arranged to send both of those in the additional
headers of the HTTP requests 802. The two additional headers
are therefore called “X-parhttp-user” and “X-parhttp-

endorser”. In the case of direct pushes and pulls the user
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and endorser are the same and whatever is making the request
(which is UNICORE component 211 in the case of station 200
being a UNICORE server) simply supplies the same certificate
for both roles in the request 207 to the ParHTTP client API.
(Such additional headers are termed, in the official IETF
HTTP standard, “experimental”. The standard allows for their
inclusion and provides that they may exist and, for example,
that they should be relayed by proxy servers. Their

particular names and content are not controlled by the IETF.

Having checked the permissions the UNICORE component allows
requests for general resources to proceed via the resource

mapper 106 to access the resource 102.

The UNICORE component 211 in the terminology of Figure 4 a
security system 113 but the server may also have other
security systems controlling access to resources, for example
that of a file system. Again the resource mapper 106 is
arranged to make to make requests for the resource (e.g. to
file store 102) using the appropriate identities which then
are checked by that security system, which is shown in Figure

6 as item 113.

On the other hand, job requests arriving from another station
are intercepted by the UNCICORE component 111, which checks
the permission for permission to execute the job, again using
the identities (i) passed as additional header to the HTTP
PUT request transmitting the job request and (ii) by the
establishment of secure sockets. If there is permission the
UNCICORE component 111 schedules, queues, etc. the job for
execution. When a job is executed at the server 100 that is
done in the name of the “user” identity sent in an additional

header of the HTTP request that sent the job request. This is
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done either using that identity directly or by mapping it to

a local user account.

The execution of the job may, as we have seen, cause the
station 100 to issue requests to other stations and for that
purpose station 100 is provided with its own ParHTTP resource
transfer client (not shown in Figure 6). Thus as discussed
above in relation to Figure 3 a station may from time to

time act as a ParHTTP server or a ParHTTP client.

In the UNICORE system job requests are in the form of
“Abstract Job Objects” (AJO). These are transferred to a
UNICORE server (the station 100 in the example of Figure 6)
using a ParHTTP request with the AJO as the paylecad in the
body of the HTTP PUT request generated. In the example of
Figure 6 these job requests are signed for the various roles
of ETD in the manner described above. In distributed
computing the data to be processed is large and ParHTTP of
course provides an efficient method of transferring large
resources. Job requests are, however, normally much smaller.
Therefore for convenience of implementation the UNICORE
components are arranged in this example to transfer job

requests as a single chunk.

The UNICORE component recognises HTTP PUT requests containing
job requests as such, for example, by the use of a particular
URL in the HTTP PUT request that transfers them or by the

content type specified in the “Content-Type” header.

Figures 5C to 5E show various kinds of job request
transaction in the ETD variant of UNICORE proposed in the
cited paper from the Fujitsu Scientific and Technical

Journal. (Figures 5C to 5E are taken from that paper.) Again
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these transactions are supported by the Figure 6 example of

ParHTTP as noted below.

The Figures show stations on a network and connections
between them. The connections between them are secured using
Secure Sockets Layer (SSL) security using X.509 certificates
at either end verified by a certification authority. The
certificate used at the initiating end is identified with a
“T” symbol attached to the connection, which is either that
of the server at that end or that of the user) and the
certificate used at the other end is that of the server at
the other end. All the transactions concern the transfer of
requests for computing work to be done the stations labelled
“Server”, or “Server A” and “Server B”. These requests are
labelled “Job” and may include requests for component parts
of the work labelled “Sub Job”. The requests identify the
“user” under whose personality the work is to be executed at
the server. An exemplary user identity of is labelled as
“Dave” in the diagram. Each job is also “endorsed” either
with the user’s X.509 certificate or with that of one of the
stations as is explained further below. The signature is
shown as the starburst symbol and the broad arrow pointing to
some of these indicate the act of signing the work request.
The user and endorser signatures are passed between stations

in the additional HTTP headers of ParHTTP.

In Figure 5C the user, "“Dave” again, working at a
workstation, signs his own job request and passes, or
“consigns” in ETD terminology, this to the server over the
secure connection to UNICORE software component running on
the server. This checks in the UNICORE permission, or
“authorisation”, database that the user, Dave, has permission
to run the job on the server and if so causes it to be

executed.

33



10

15

20

25

30

WO 2008/028508 PCT/EP2006/008710
33

In Figure 5D the user, Dave, again working at the

workstation signs a job request as both the “user” and
“endorser” and similarly also a component sub-job request and
passes these to Server A using ParHTTP again passing those
signatures as additional HTTP headers. Server A forwards, or
“consigns”, the sub-job to Server B via a secure connection.
Servers A and B then check in the UNICORE authorisation
database that the user, Dave, as identified in the additional
headers has permission to run their respective jobs and cause

them to be executed.

In Figure 5E the user, Dave, working at a client station
contacts a job submission website at a portal station, using
an ordinary secure HTTP connection except that the user’s
certificate is provided to secure the connection in order to
inform the portal of the user’s identity. The portal trusting
the identity of Dave compiles a job request (again comprising
a main job and a sub job) using the user’s input to the web
pages of the website and then signs the job on behalf of the
user. The portal station then “consigns” the job requests to
Server A which then in turn “consigns” the sub job to Server
B. Servers A and B then both, before causing their respective
jobs to be executed, check in their respective UNICORE
authorisation databases both that the user has permission to
execute their respective jobs and that the Portal station has
permission to endorse the job requests on behalf of the user,
Dave. These checks are made using the identities transferred
in the additional HTTP headers. They also respectively check
that the Portal station and server A have permission to
consign job requests to them using the identities transferred

by securing the connections.
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The above examples have shown that ParHTTP can transfer
identities using two methods, namely though the establishment
of secure connections and through the addition of extra
headers to HTTP requests. Altough this has been in the
context of ETD and specifically ETD for UNICORE, ParHTTP can
be used to transfer identities in other security systems or
other applications generally. Further as the example of
sending a job request in only one chunk illustrates, the
parallel transmission of chunks over multiple connections
aspect of ParHTTP is not essential to the ParHTTP methods of
transferring the identities. These methods can be used in
ordinary HTTP requests and a security system at the server
can still use the identity information transferred to check
permissions for access to the resource etc. requested. Figure
7 shows such an arrangement where a standard HTTP client 210
is used to make a single HTTP request 900 with the additional
headers identifying one or more entities, with either one or

no party being identified by the securing of the connection.

To make the request he standard HTTP client generafes a
single TCP/IP connection 209-104, optionally securing it 104’
209’ using the connection. Optionally one entity is
identified by using its identity at the client end 300 in the

process of securing the connection.

The additional header(s) identifying one or more entities are
compiled by whatever requests 207’ the HTTP client to do that
and that then uses the standard functions of the HTTP client
210 to add them to the request. Alternatively a modified form
of standard HTTP client 203’ is provided having an identity
provider 220 to assist with the compilation of the additional
headers and their addition to the HTTP request. This is
responsive to external requests 207 made to an API 212 of the

modified client 203’. As in previous examples the identies
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may be provided in the arguments of the API calls or as

static values, for example retrieved from application

settings. The identity provider also, if desired, causes an

identity of an entity to be used at the client end in

securing the connection.

In this example multiple connections are not being used the
client 210 or 203" is arranged to provide a single connection

and a single HTTP request.

As with the earlier examples on reception of the HTTP request
803 the HTTP server 103’ examines the request and makes an
access to the requested resource 101 (e.g. a file 101 in a
file store 102 etc.) The server 103’ is provided with a
resource mapper 106 and an identity retriever 120 to provide
it with the identities from the additional headers in the
HTTP request (and optionally that used at the client end to
secure the connection) to the resource mapper so it can make
its access in the names of those. A security system 103 at
the server allows those accesses if those identities have the

relevant permissions.

Figures 8A shows the text of the headers of a typical ParHTTP
request, which shows both headers for transferring the
certificates and the range header. As noted above in some
embodiments of the invention either of those may be omitted.
The text of the Figure has some annotations in square

brackets; “[..]” indicates more similar data.

Figure 8B sows the response to the request. The data after
“Content-Type: application/octet-stream” is binary and has
been shown as random characters for the purpose of

illustration.
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CLAIMS:

1. A method of transferring a resource over a network between
a first station and a second station, the method comprising:

dividing the resource into a plurality of chunks,

providing a plurality of connections over the network
between the first and second stations, the connections being
open at the same time, and

sending the chunks between the first and second station,
at least one chunk being sent over each of the plurality of
connections,

wherein each chunk is sent over one of the connections
of the plurality by making a hypertext transfer protocol

(HTTP) request from the first station to the second station.

2. A method according to claim 1 wherein one or more of the
plurality of connections are each used to send two or more of
the chunks of the resource, each connection used to send two

or more chunks being kept open between those chunks.

3. A method according to claim 2 wherein, in response to a
connection having completed sending a chunk, another chunk,

if any remain, is sent via that connection.

4. A method according to any preceding claim wherein if the
sending of one of the chunks fails it is resent over one of

the connections.
S. A method according to any preceding claim wherein if the

sending of one of the chunks fails in part, the unsent parts

are resent over one or more of the connections.
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6. A method according to any preceding claim wherein the HTTP
request used to send a chunk utilises the HTTP Range header
to specify a range for the chunk within the resource to be

transferred.

7. A method according to any preceding claim wherein the
protocol used to send chunks is the secure version (HTTPS) of

the hypertext transfer protocol.

8. A method according to any preceding claim wherein the
resource is transferred from the first station to the second

station.

9. A method according to any preceding claim wherein the
resource is transferred from the second station to the first

station.

10. A method according to any preceding claim comprising
monitoring at the second station to determine when the

sending of the chunks of the plurality remains in progress.

11. A method according to claim 10 comprising preventing at
least one type of concurrent access to the resource during a
period that the sending of the chunks of the plurality

remains in progress.

12. A method according to claim 10 or claim 11 wherein the
monitoring comprises monitoring for when at least one of the
connections being used to send the chunks of the resource

remains open.
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13. A method according to claim 10 or claim 11 wherein the
first station sends via one or more of the connections
information indicative of when the chunks have all been sent
and the monitoring comprises monitoring comprises monitoring

for that information.

14. A method according to any preceding claim wherein the

resource is a file.

15. A method according to any preceding claim wherein the

resource is an ordered stream of data.

16. A method according to any preceding claim wherein the

resource is of a predetermined size.

17. A method according to any preceding claim wherein the
connections are secured in a manner identifying to the second

station an entity determined by the first station.

18. A method according to claim 17 wherein the connections

are secured using certificates.

19. A method according to claim 17 or claim 18 comprising
checking at the second station that the entity identified to
the first station has permission to access the resource or to

execute a requested action.

20. A method according to any one of claims 1 to 16
comprising providing the HTTP requests for transferring the
chunks with one or more additional headers containing
information identifying one or more entities, and checking at
the second station whether that entity or combination of
entities has permission to access the resource or to execute

a requested action.
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21. A method according to any one of claims 17 to 19
comprising providing the HTTP requests for transferring the
chunks with one or more additional headers containing
information identifying one or more entities, and checking at
the second station whether that or those entities and that
identified to the second station in the securing of the
connections have in combination permission to access the

resource or to execute a requested action.

22. The use of the method of transferring a resource as
claimed in any preceding claim to transfer job requests

between UNICORE stations.

23. The use of the method of transferring a resource as
claimed in any one of claims 1 to 21 to transfer resources to
be used in, or that are the results of, a distributed

computing task.

24. A resource transfer client software component for
transferring a resource over a network between a first
station and a second station, comprising:

a chunk divider arranged to divide the resource into a
plurality of chunks, and

a chunk allocator arranged to make requests to the
second station for the sending of the chunks between the
first and second station over the network, at least one chunk
being sent over each of a plurality of connections, the
connections being open at the same time,

wherein the chunk allocator is arranged to make for the
sending of each chunk a hypertext transfer protocol (HTTP)
request to send the chunk over one of the connections of the

plurality.
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25. A resource transfer client software component according
to claim 24 wherein the chunk allocator is arranged to
allocate the sending of two or more chunks over each of one
or more of the connections of the plurality, and to keep open
between those chunks each connection used to send two or more

chunks.

26. A resource transfer client software component according
to claim 25 wherein the chunk allocator is responsive to a
connection having completed sending a chunk to request that

another, if any remain, is sent over that connection.

27. A resource transfer client software component according
to any one of claims 24 to 26 wherein the chunk allocator is
responsive to the sending of one of the chunks failing to

request its resending over one of the connections.

28. A resource transfer client software component according
to any one of claims 24 to 27 wherein the chunk allocator is
responsive to the sending of one of the chunks failing in
part to request the resending of the unsent parts over one or

more of the connections.

29. A resource transfer client software component according
to any one of claims 24 to 28 wherein chunk allocator is
arranged to make each HTTP request used to send a chunk
utilising the HTTP Range header to specify a range for the

chunk within the resource to be transferred.

30. A resource transfer client software component according
to any one of claims 24 to 29 arranged to request the sending
of chunks using the secure version (HTTPS) of the hypertext

transfer protocol.
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31. A resource transfer client software component according

to any one of claims 24 to 30 wherein the chunk allocator is

arranged to make the HTTP requests to transfer the resource

from the first station to the second station.

32. A resource transfer client software component according
to any one of claims 24 to 28 wherein the chunk allocator is
arranged to make the HTTP requests to transfer the resource

from the second station to the first station.

33. A resource transfer client software component according
to any one of claims 24 to 32 arranged to secure the
connections used for the HTTP requests in a manner
identifying to the second station an entity determined by the

first station.

34. A resource transfer client software component according
to claim 33 arranged to secure the connections using

certificates.

35. A resource transfer client software component according
to any one of claims 24 to 34 comprising an identity provider
arranged to provide the HTTP requests for transferring the
chunks with one or more additional headers containing

information identifying one or more entities.

36. The use of resource transfer client software component
according to any one of claims 24 to 35 to transfer job

requests between UNICORE stations.

37. The use of resource transfer client software component
according to any one of claims 24 to 35 to transfer resources
to be used in, or that are the results of, a distributed

computing task.
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38. A resource transfer server software component comprising
an HTTP server componenf, and
a transactional bracket monitor arranged to monitor for
HTTP requests occurring on a plurality of connections that
are open at the same time for the sending of different chunks

of the same resource.

39. A resource transfer server software component according
to claim 38 wherein the transactional bracket monitor is
arranged to prevent at least one type of concurrent access to
the resource during a period that the sending of the chunks

of the plurality remains in progress.

40. A resource transfer server software component according
to claim 38 or claim 39 wherein the transactional bracket
monitor is arranged to monitor for when at least one of the
connections being used to send the chunks of the resource

remains open.

41. The use of resource transfer server software component
according to any one of claims 39 to 41 to transfer job

requests between UNICORE stations.

42. The use of resource transfer server software component
according to any one of claims 39 to 41 to transfer resources
to be used in, or that are the results of, a distributed

computing task.

43



WO 2008/028508 PCT/EP2006/008710
43

43. A method of making, from a first station to a second
station, an HTTP request concerning a resource, comprising
providing the HTTP request with one or more additional
headers containing information identifying one or more
entities, and checking at the second station whether that
entity or combination of entities has permission to access

the resource or to execute a requested action.

44, A method of making an HTTP request according to claim 43
comprising securing the connection over which the HTTP
request is made in a manner identifying to the second station
an entity determined by the first station, and wherein the
checking of permission at the second station is of whether
that entity in combination with that or those entities
identified to the second station in the additional header or
headers of the HTTP request have permission to access the

resource or to execute the requested action.

45. A method according to claim 44 wherein the connections

are secured using certificates.

46. A method according to claim 44 or claim 45 wherein the
entity identified in the securing of the connection is the

first station itself.

47. A method according to any one of claims 43 to 46 wherein
the, or a one of, the entities identified in the additional
headers of the HTTP request is a user for whom the resource

is being transferred or the action is being carried out.
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48. A method according to any one of claims 43 to 47 wherein
the, or a one of the, entities identified in the additional
headers of the HTTP request is an entity who is making the
request on behalf of a user for whom the resource is being

transferred or the action is being carried out.

49. The use of method of making an HTTP request according to
any one of claims 43 to 49 to transfer job requests between

UNICORE stations.

50. The use of method of making an HTTP request according to
any one of claims 43 to 49 to transfer resources to be used

in, or that are the results of, a distributed computing task.

51. A resource transfer client software component for
transferring a resource over a network between a first
station and a second station, comprising:

an HTTP client software component arranged to make an
HTTP request to the second station for the transferring of
the resource, and

an identity provider arranged to provide the HTTP
request with one or more additional headers containing

information identifying one or more entities.

52. A resource transfer client software component according
to claim 51 wherein the identity provider is arranged to
provide an identity of an entity to secure the connection
over which the HTTP request is made in a manner identifying

that entity to the second station.
53. A resource transfer client software component according

to claim 52 wherein identity provider is arranged to secure

the connection using certificates.
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54. A resource transfer client software component according
to claim 52 or claim 53 wherein identity provider is arranged
to secure the connection with the identity of the first

station itself.

55. A resource transfer client software component according
to any one of claims 51 to 54 wherein identity provider is
arranged to provide the HTTP request with ore or more
additional headers identifying a user for whom the resource

is being transferred or an action is being carried out.

56. A resource transfer client software component according
to any one of claims 51 to 55 wherein identity provider is
arranged to provide the HTTP request with one or more
additional headers identifying an entity who is making the
request on behalf of a user for whom the resource is being

transferred or an action is being carried out.

57. The use of resource transfer client software component
according to any one of claims 51 to 56 to transfer job

requests between UNICORE stations.

58. The use of resource transfer client software component
according to any one of claims 51 to 56 to transfer resources
to be used in, or that are the results of, a distributed

computing task.
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59. A resource transfer server component comprising:

an HTTP server component for receiving HTTP requests for
resources,

an identity retriever arranged to retrieve from an HTTP
request received by the HTTP server component information
identifying one or more entities that is contained in one or
more additional HTTP headers, and

a security system arranged to check whether that
identity or combination of identities has permission to
access the requested resource requested or to execute a

requested action.

60. A resource transfer server component according to claim
59 wherein for an HTTP request made over a secure connection
the identity retriever is arranged to retrieve an identity of
an entity used to secure the connection at the client end,
and

wherein the security system is arranged to check whether
that entity in combination with that or those entities
identified to the second station in the additional header or
headers of the HTTP request have permission to access the

resource or to execute the requested action.

6l. The use of resource transfer server software component
according to claim 59 or claim 60 to transfer job requests

between UNICORE stations.

62. The use of resource transfer server software component
according to claim 59 or claim 60 to transfer resources to be
used in, or that are the results of, a distributed computing

task.

63. A method according to any one of claims 1 to 21 and

according to any one of claims 43 to 48.
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64. A resource transfer
to any one of claims 24

claims 51 to 56.

65. A resource transfer
to any one of claims 38

claim 60.
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client software component according

to 35 and according to any one of

server software component according

to 40 and according to claim 59 or
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