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In computing, a handshake is a signal between two devices or programs, used to, e.g.,
authenticate, coordinate. An example is the handshaking between a hypervisor and an application
in a guest virtual machine.

In telecommunications, a handshake is an automated process of negotiation between two
participants (example "Alice and Bob") through the exchange of information that establishes the
protocols of a communication link at the start of the communication, before full communication
begins.[!] The handshaking process usually takes place in order to establish rules for
communication when a computer attempts to communicate with another device. Signals are
usually exchanged between two devices to establish a communication link. For example, when a
computer communicates with another device such as a modem, the two devices will signal each
other that they are switched on and ready to work, as well as to agree to which protocols are being
used.[2!]

Handshaking can negotiate parameters that are acceptable to equipment and systems at both
ends of the communication channel, including information transfer rate, coding alphabet, parity,
interrupt procedure, and other protocol or hardware features. Handshaking is a technique of
communication between two entities. However, within TCP/IP RFCs, the term "handshake" is
most commonly used to reference the TCP three-way handshake. For example, the term
"handshake" is not present in RFCs covering FTP or SMTP. One exception is Transport Layer
Security, TLS, setup, FTP RFC 4217. In place of the term "handshake", FTP RFC 3659 substitutes
the term "conversation" for the passing of commands.[31[4](5]

A simple handshaking protocol might only involve the receiver sending a message meaning "I
received your last message and I am ready for you to send me another one." A more complex
handshaking protocol might allow the sender to ask the receiver if it is ready to receive or for the
receiver to reply with a negative acknowledgement meaning "I did not receive your last message
correctly, please resend it" (e.g., if the data was corrupted en route).l6]

Handshaking facilitates connecting relatively heterogeneous systems or equipment over a
communication channel without the need for human intervention to set parameters.

Example

TCP three-way handshake

Establishing a normal TCP connection requires three separate steps:
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1. The first host
(Alice) sends

the second
host (Bob) a Client(Alice) Server(Bob)

Example of three way handshaking

"synchronize" (SYN) message with its own sequence number x, which Bob receives.
2. Bob replies with a synchronize-acknowledgment (SYN-ACK) message with its own
sequence number y and acknowledgement number = + 1, which Alice receives.
3. Alice replies with an acknowledgment (ACK) message with acknowledgement number
y + 1, which Bob receives and to which he doesn't need to reply.

In this setup, the synchronize messages act as service requests from one server to the
other, while the acknowledgement messages return to the requesting server to let it know
the message was received.

The reason for the client and server not using a default sequence number such as o for
establishing the connection is to protect against two incarnations of the same connection reusing
the same sequence number too soon, which means a segment from an earlier incarnation of a
connection might interfere with a later incarnation of the connection.

SMTP

The Simple Mail Transfer Protocol (SMTP) is the key Internet standard for email transmission. It
includes handshaking to negotiate authentication, encryption and maximum message size.

TLS handshake

When a Transport Layer Security (SSL or TLS) connection starts, the record encapsulates a
"control" protocol—the handshake messaging protocol (content type 22). This protocol is used to
exchange all the information required by both sides for the exchange of the actual application data
by TLS. It defines the messages formatting or containing this information and the order of their
exchange. These may vary according to the demands of the client and server—i.e., there are
several possible procedures to set up the connection. This initial exchange results in a successful
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TLS connection (both parties ready to transfer application data with TLS) or an alert message (as
specified below).

The protocol is used to negotiate the secure attributes of a session. (RFC 5246, p. 37)!7]

WPA2 wireless

The WPA2 standard for wireless uses a four-way handshake defined in IEEE 802.11i-2004.

Dial-up access modems

One classic example of handshaking is that of dial-up modems, which typically negotiate
communication parameters for a brief period when a connection is first established, and there
after use those parameters to provide optimal information transfer over the channel as a function
of its quality and capacity. The "squealing" (which is actually a sound that changes in pitch 100
times every second) noises made by some modems with speaker output immediately after a
connection is established are in fact the sounds of modems at both ends engaging in a
handshaking procedure; once the procedure is completed, the speaker might be silenced,
depending on the settings of operating system or the application controlling the modem.

Serial "Hardware Handshaking"

This frequently used term describes the use of RTS and CTS signals over a serial interconnection.
It is, however, not quite correct; it's not a true form of handshaking, and is better described as
flow control.

Mobile device charging

In mobile device chargers offering special quick-charge abilities to supported devices, the
charging process will switch up to a higher output voltage for increased power transfer. But this
could cause serious damage to an unsupported device or even result in a fire. It is therefore very
important for the device and charger to first perform a handshake to "agree" on mutually
supported charge parameters. If such a charger can't identify the connected device or determine
its compatibility, it will default to normal but much slower charge parameters within the USB
standard.
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Data Acquisition Using GPIB 383

Table 8.2 GPIB capabilities, their symbols and functional descriptions

Interface capability Description
Symbol Function

T Talker Capability of a device to talk.

TE Extended Talker Capability of a talker to extended addressing.

L Listener Capability of a device to listen.

LE Extended Listener Capability of a listener to extended addressing.

SH Source Handshake Capability of a device to send command or data byte (multiline
message) over GPIB using the three-wire handshake protocol.

AH Acceptor Handshake  Capability of a device to receive command or data bytes
(multiline message) from GPIB using the three-wire handshake
protocol.

RL Remote/Local Capability of the device to switch between response to its front
panel controls and response to commands sent over GPIB.

SR Service Request Capability of a device to assert service request to obtain service
from controller.

PP Parallel Poll Capability of device to indicate that it needs service when the
controller requests the status.

DC Device Clear Capability of a device to be reset.

DT Device Trigger Capability of a device to be triggered by a GPIB command to
perform a device dependent function.

C Controller Capability of a device to send addresses, universal commands
and addressed commands to other devices on the bus. It also
includes the capability of the device to conduct polling to
determine a device requesting a service.

E Drivers It describes the type of electrical bus drivers used in the device,

The IEEE-488 further defines subset of the above capabilities by a number appended to
the capability symbol. The standard recommends that the GPIB capabilities of a device be
symbolically marked near the GPIB connector on each device to indicate the interface
functions the device supports. For example, the symbolic code ‘SH1, LH1, T6, L4, SR1, RL1,
PPO, DC1, DTO0, CO, E2’ indicates that the device has the following GPIB capabilities.

(a) SH1 : Capability to transmit multiline messages across GPIB.

(b) LH1: Capability to receive multiline messages from GPIB.

(c) Té : Capability to become a talker when talk address with ATN asserted is sent by
controller on the bus. Capability to respond to serial poll. The device ceases to be a
talker when talk address of another device with ATN asserted is sent by the
controller on the bus. The device does not have the talk-only capability.

L4 : Capability to become a listener when a listen address with ATN asserted is sent
by controller on the bus. The device does not have the listen-only capability.

SR1 : Capability to assert SRQ line when the device requires a service.

RL1 : Capability to respond to both Go To Local (GTL) and Local Lock Out (LLO)

(d)

(e)
H

®
(h)

command messages.

PPO : Does not have the capability to parallel poll.
DC1 : Capability to respond to Device Clear (DCL) and Selected Device Clear (SDC)

command messages.
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Handshake Protocol

FIGURE 6.1 TLS Protocol stack.

TABLE 6.1  Security Parameters

Parameter Description

Session identifier This value is chosen by the server and is an arbitrary value to identify an active or resumable
session state.

Peer certificate This is the X509v3 [X509] certificate of the peer.

Compression method  The algorithm used to compress data prior to encryption,

Cipher spec This identifies the bulk encryption algorithm, the MAC algorithm, and any other specific
cryptographic attributes for both,

Master secret This is a 48-byte secret shared between the client and server,

Is resumable A flag indicating whether the session can be used to initiate new connections.

The shared secret is used to generate the key for the symmetric cryptography used in the Record
Protocol. However, of importance here is the high level of protection placed on the secret. During the
negotiation, because the secret is protected by asymmetric cryptography, it is not possible for an eaves-
dropping attacker to recover the secret. Second, the manner in which the negotiation occurs means any
attempt by an attacker to modify the communication will be detected. These features provide a high level
of security and assurance of the privacy and data integrity of the connection.

Additionally, the Handshake Protocol also provides other sub-protocols to assist in the operation of
the protected session. The entire protocol stack is presented in Figure 6.1. This chapter presents the
protocol stack and operation of a TLS session.

Understanding the TLS Handshake Protocol

The TLS Handshake Protocol allows two peers to agree upon security parameters for the TLS Record
layer, authenticate, initiate those negotiated security parameters, and report errors to each other.

During the session negotiation phase, the Handshake Protocol on each peer negotiates the security
parameters in Table 6.1.

Once the session is initiated, however, the application can request a change in the cryptographic
elements of the connection. The change is handled through the “change cipher spec protocol,” which
sends a message to the peer requesting a change to the cipher properties. The change itself is encrypted
with the current cipher values to ensure the request and associated information cannot be deciphered if
intercepted.

How the Protocol Works

For TLS to properly protect a session using cryptographic features, it must negotiate the cryptographic
parameters. Figure 6.2 illustrates establishing the session.

Upon initiating a TLS connection, the two nodes must establish a “handshake™ and negotiate the
session parameters. These parameters include the cryptographic values, optional authentication, and
generated shared secrets.

© 2006 by Tavlor & Francis Groun. LLC



FIGURE 6.2 Handshake setup.

The process breaks down as follows:

1. Each node exchanges a “hello™ message to communicate supported cryptographic algorithms,
select one that is mutually acceptable, exchange random values used for session initialization, and
finally to check to see if this is the resumption of a previous session.

2. Both nodes then exchange the needed cryptographic parameters to agree on a “pre-master” secret.

3. Both nodes exchange their certifications and appropriate cryptographic information to authenti-
cate.

4. Both nodes use the pre-master secret from Step 2 to generate a master value, which is then
exchanged.

5. Each node provides the agreed security parameters to the TLS record layer.

6. Verifies the other has calculated the same security parameters and the session was not tampered
with by an attacker.

While TLS was designed to minimize the opportunity an attacker has to defeat the system, it may be
possible according to RFC 2246 for an attacker to potentially get the two nodes to negotiate the lowest
level of agreed encryption. Some methods are described later in this chapter.

Regardless, the higher-level protocols should never assume the strongest protocol has been negotiated
and should ensure whatever requirements for the specific connection have been met. For example, 40-
bit encryption should never be used, unless the value of the information is sufficiently low as to be worth
the effort.

Dissecting the Handshake Protocol

When the client contacts the server to establish a connection, the client sends a client hello message to
the server. The server must respond with a server hello message or the connection fails. This is extremely
important, as the hello messages provide the security capabilities of the two nodes,

Specifically, the hello message provides the following security capabilities to the other node:

* TLS protocol version
* Session ID

* Available cipher suite
» Compression method

As mentioned, both nodes compute a random value I that is also exchanged in the hello message.

Exchanging the keys can involve up to four discrete messages. The server first sends its certificate,
provided the server is to be authenticated. If the certificate is only for signing, the server then sends its
public key to the client. The server then sends a “server done” message, indicating that it is waiting for
information from the client.



FIGURE 6.3 Handshake exchange.

TABLE 6.2  Supported Certificate Types

Key Type Description

RSA This is the RSA public key. which must support use of the key for encryption,

RSA_EXPORT This is an RSA public key with a length greater than 512 bits used only for signing. Alternatively,
it Is a key of 512 bits or less that is valid for either encryption or signing.

DHE_DSS DSS public key.

DHE_DSS_EXPORT  DSS public key.

DHE_RSA This is an RSA public key used for signing.

DHE_RSA_EXPORT  This is an RSA public key used for signing.

DH_DSS This is a Diffie-Hellman key. The algorithm used to sign the certificate should be DSS.

DH_RSA This is a Diffie-Hellman key. The algorithm used to sign the certificate should be RSA,

Note; Due to current restrictions documented in U.S, export laws, RSA values larger than 512 bits for key exchanges
cannot be exported from the United States,

The server can send a request to the client for authentication, whereby the client sends its certificate,
followed by the client’s public key and the “client done™ message. The client done message is sent using
the agreed-to algorithm, keys, and secrets. The server then responds with similar information and the
change to the new agreed-to cipher is complete. This exchange is illustrated in Figure 6.3. At this point,
the handshake between the two devices is complete and the session is ready to send application data in
the encrypted session.

Resuming an Existing Session

When the client and server agree to either duplicate an existing session to continue a previous session,
the handshake is marginally different. In this case, the client sends the “hello” message using the Session
ID to be resumed. If the server has a match for that session ID and is willing to re-establish the session,
it responds with a “hello” message using the same Session ID. Both the client and server then switch to
the previously negotiated and agreed-to session parameters and transmit “done” messages to the other.

If the server does not have a match for the Session ID, or is not willing to establish a session based on
the previous parameters, a full handshake must take place.

Certificates

The TLS Protocol is meant to be extensible and provide support in a wide variety of circumstances.
Consequently, the certificate types® in Table 6.2 are supported.



