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(57) ABSTRACT

A method, apparatus, and computer program product are
provided for determining a network interface to network
resource. An apparatus may comprise a processor configured
to receive a request for resolution of a domain name. The
processor may be further configured to access maintained
domain name suffix information. The maintained domain
name suffix information may comprise a plurality of domain
name suffix entries. The processor may additionally be con-
figured to search the maintained domain name suffix infor-
mation for one or more domain name suffix entries corre-
sponding to the domain name to determine one or more
network interfaces through which the domain name is acces-
sible. The processor may also be configured to select a net-
work interface for resolving the domain name into a network
address from the one or more determined network interfaces.
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METHODS, APPRATUSES, AND COMPUTER
PROGRAM PRODUCTS FOR DETERMINING
A NETWORK INTERFACE TO ACCESS A
NETWORK RESOURCE

TECHNOLOGICAL FIELD

[0001] Embodiments of the present invention relate gener-
ally to mobile communication technology and, more particu-
larly, relate to methods, apparatuses, and computer program
products for determining a network interface to access a
network resource.

BACKGROUND

[0002] The modern communications era has brought about
a tremendous expansion of wireline and wireless networks.
Computer networks, television networks, and telephony net-
works are experiencing an unprecedented technological
expansion, fueled by consumer demand. Wireless and mobile
networking technologies have addressed related consumer
demands, while providing more flexibility and immediacy of
information transfer.

[0003] Current and future networking technologies as well
as evolved computing devices making use of networking
technologies continue to facilitate ease of information trans-
fer and convenience to users. Many computing devices are
now configured to access network resources, such as, for
example, web pages, over a plurality of available network
interfaces. These network interfaces may include, for
example, cellular network interface, a wired Ethernet inter-
face, a wireless local access network interface, a virtual pri-
vate network tunnel interface, and/or the like. These available
network interfaces may interface with wireline or wireless
networks.

[0004] Some network resources, however, may not be
accessible through each available network interface. More-
over, even if a network resource is available through multiple
available network interfaces, one available network interface
may be better for accessing the network resource than others.
Unfortunately, applications, such as web browsers, used to
access network resources and/or applications used to control
access to network resources by other applications, such as
various operating system components, may not be configured
to determine an appropriate network interface for use to
access a network resource. These applications may be con-
figured to only use a predefined network interface or may
otherwise be configured to blindly cycle through available
network interfaces. Some applications may require user inter-
vention to switch a default network interface. However, this is
undesirable from a usability point of view as not only does it
impose a burden on the user, but the user may not know which
network interface to use.

[0005] Accordingly, it may be advantageous to provide
computing device users with methods, apparatuses, and com-
puter program products for determining a network interface
to access a network resource.

BRIEF SUMMARY OF SOME EXAMPLES OF
THE INVENTION

[0006] A method, apparatus, and computer program prod-
uct are therefore provided for determining a network interface
to access a network resource. In this regard, a method, appa-
ratus, and computer program product may be provided that
may provide several advantages to a user of a computing
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device. Embodiments of the invention may provide for main-
taining domain name suffix information, which may indicate
what domain names may be accessed and/or resolved over a
network interface, which cannot be resolved over a network
interface, and/or a preference level to which the network
interface is preferred for accessing and/or resolving a domain
name. Accordingly, an appropriate network interface may be
selected for resolving a domain name and connecting to the
associated network address. Selection of an appropriate net-
work address may result in fewer errors that would otherwise
result from attempting to resolve a domain name over a net-
work interface through which the domain name cannot be
resolved. Accordingly, users of host devices, such as a user of
a web browser, may benefit from experiencing fewer connec-
tivity errors from failed attempts to resolve domain names.
Further, in some embodiments, a network interface may be
selected according to defined priority levels, which may take
into account trust level, speed, and/or cost of available net-
work interfaces when selecting a network interface. Accord-
ingly, end users may benefit from embodiments that select a
secure and/or efficient network interface.

[0007] In a first exemplary embodiment, a method is pro-
vided, which may include receiving a request for resolution of
a domain name. The method may further include accessing
maintained domain name suffix information. The maintained
domain name suffix information may comprise a plurality of
domain name suffix entries. Each domain name suffix entry
may comprise a domain name suffix and may indicate acces-
sibility of a domain name corresponding to the domain name
suffix over a network interface. The method may additionally
include searching the maintained domain name suffix infor-
mation for one or more domain name suffix entries corre-
sponding to the domain name to determine one or more net-
work interfaces through which the domain name is
accessible. The method may also include selecting a network
interface for resolving the domain name into a network
address from the one or more determined network interfaces.

[0008] Inanother exemplary embodiment, a computer pro-
gram product is provided. The computer program product
includes at least one computer-readable storage medium hav-
ing computer-readable program instructions stored therein.
The computer-readable program instructions may include a
plurality of program instructions. Although in this summary,
the program instructions are ordered, it will be appreciated
that this summary is provided merely for purposes of example
and the ordering is merely to facilitate summarizing the com-
puter program product. The example ordering in no way
limits the implementation of the associated computer pro-
gram instructions. The first program instruction is for receiv-
ing a request for resolution of a domain name. The second
program instruction is for accessing maintained domain name
suffix information. The maintained domain name suffix infor-
mation may comprise a plurality of domain name suffix
entries. Each domain name suffix entry may comprise a
domain name suffix and may indicate accessibility of a
domain name corresponding to the domain name suffix over
a network interface. The third program instruction is for
searching the maintained domain name suffix information for
one or more domain name suffix entries corresponding to the
domain name to determine one or more network interfaces
through which the domain name is accessible. The fourth
program instruction is for selecting a network interface for
resolving the domain name into a network address from the
one or more determined network interfaces.
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[0009] In another exemplary embodiment, an apparatus is
provided, which may include a processor configured to
receive a request for resolution of a domain name. The pro-
cessor may be further configured to access maintained
domain name suffix information. The maintained domain
name suffix information may comprise a plurality of domain
name suffix entries. Fach domain name suffix entry may
comprise a domain name suffix and may indicate accessibility
of'a domain name corresponding to the domain name suffix
over a network interface. The processor may additionally be
configured to search the maintained domain name suffix
information for one or more domain name suffix entries cor-
responding to the domain name to determine one or more
network interfaces through which the domain name is acces-
sible. The processor may also be configured to select a net-
work interface for resolving the domain name into a network
address from the one or more determined network interfaces.

[0010] In another exemplary embodiment, an apparatus is
provided that may include means for receiving a request for
resolution of a domain name. The apparatus may further
include means for accessing maintained domain name suffix
information. The maintained domain name suffix information
may comprise a plurality of domain name suffix entries. Each
domain name suffix entry may comprise a domain name
suffix and may indicate accessibility of a domain name cor-
responding to the domain name suffix over a network inter-
face. The apparatus may also include means for searching the
maintained domain name suffix information for one or more
domain name suffix entries corresponding to the domain
name to determine one or more network interfaces through
which the domain name is accessible. The apparatus may
additionally include means for selecting a network interface
for resolving the domain name into a network address from
the one or more determined network interfaces.

[0011] Inanother exemplary embodiment, a method is pro-
vided that may include maintaining domain name suffix
information. The maintained domain name suffix information
may comprise a plurality of domain name suffix entries. Each
domain name suffix entry may comprise a domain name
suffix and may indicate accessibility of a domain name cor-
responding to the domain name suffix over a network inter-
face. The method may further include sending a request for
domain name suffix information to a network management
entity. The method may additionally include receiving
domain name suffix information from the network manage-
ment entity. The method may also include updating the main-
tained domain name suffix information based at least in part
upon the received domain name suffix information.

[0012] Inanotherexemplary embodiment, a computer pro-
gram product is provided. The computer program product
includes at least one computer-readable storage medium hav-
ing computer-readable program instructions stored therein.
The computer-readable program instructions may include a
plurality of program instructions. Although in this summary,
the program instructions are ordered, it will be appreciated
that this summary is provided merely for purposes of example
and the ordering is merely to facilitate summarizing the com-
puter program product. The example ordering in no way
limits the implementation of the associated computer pro-
gram instructions. The first program instruction is for main-
taining domain name suffix information. The maintained
domain name suffix information may comprise a plurality of
domain name suffix entries. Each domain name suffix entry
may comprise a domain name suffix and may indicate acces-
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sibility of a domain name corresponding to the domain name
suffix over a network interface. The second program instruc-
tion is for sending a request for domain name suffix informa-
tion to a network management entity. The third program
instruction is for receiving domain name suffix information
from the network management entity. The fourth program
instruction is for updating the maintained domain name suffix
information based at least in part upon the received domain
name suffix information.

[0013] In another exemplary embodiment, an apparatus is
provided, which may include a processor configured to main-
tain domain name suffix information. The maintained domain
name suffix information may comprise a plurality of domain
name suffix entries. Each domain name suffix entry may
comprise a domain name suffix and may indicate accessibility
of'a domain name corresponding to the domain name suffix
over a network interface. The apparatus may be further con-
figured to send a request for domain name suffix information
to anetwork management entity. The apparatus may addition-
ally be configured to receive domain name suffix information
from the network management entity. The apparatus may also
be configured to update the maintained domain name suffix
information based at least in part upon the received domain
name suffix information.

[0014] The above summary is provided merely for pur-
poses of summarizing some example embodiments of the
invention so as to provide a basic understanding of some
aspects of the invention. Accordingly, it will be appreciated
that the above described example embodiments are merely
examples and should not be construed to narrow the scope or
spirit of the invention in any way. It will be appreciated that
the scope of the invention encompasses many potential
embodiments, some of which will be further described below,
in addition to those here summarized.

BRIEF DESCRIPTION OF THE DRAWING(S)

[0015] Having thus described embodiments of the inven-
tion in general terms, reference will now be made to the
accompanying drawings, which are not necessarily drawn to
scale, and wherein:

[0016] FIGS. 1-2 illustrate a computing device with mul-
tiple network interfaces, some of which provide exclusive
access to certain network resources;

[0017] FIG. 3 illustrates a block diagram of a system for
determining a network interface to access a network resource
according to an exemplary embodiment of the present inven-
tion;

[0018] FIG. 4 is a schematic block diagram of a mobile
terminal according to an exemplary embodiment of the
present invention;

[0019] FIG. 5 is a flowchart according to an exemplary
method for updating stored domain name suffix information,
such as may be stored in a short-term memory, according to an
exemplary embodiment of the present invention;

[0020] FIG. 6 is a flowchart according to an exemplary
method for determining a network interface to access a net-
work resource according to an exemplary embodiment of the
present invention;

[0021] FIG. 7 is a flowchart according to an exemplary
method for determining a network interface to access a net-
work resource after open network interfaces have failed
according to an exemplary embodiment of the present inven-
tion;
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[0022] FIG. 8 is a flowchart according to an exemplary
method for updating stored domain name suffix information,
such as may be stored in a long term memory, according to an
exemplary embodiment of the present invention;

[0023] FIG. 9 is a flowchart according to an exemplary
method for determining a network interface to access a net-
work resource using reverse domain name lookup according
to an exemplary embodiment of the present invention;
[0024] FIG. 10 is a flowchart according to an exemplary
method for determining a network interface to access a net-
work resource according to an exemplary embodiment of the
present invention; and

[0025] FIG. 11 is a flowchart according to an exemplary
method for obtaining and updating stored domain name suffix
information according to an exemplary embodiment of the
present invention.

DETAILED DESCRIPTION

[0026] Some embodiments of the present invention will
now be described more fully hereinafter with reference to the
accompanying drawings, in which some, but not all embodi-
ments of the invention are shown. Indeed, the invention may
be embodied in many different forms and should not be
construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure
will satisfy applicable legal requirements. Like reference
numerals refer to like elements throughout.

[0027] As used herein, a “network interface” refers to a
communication interface embodied on a computing device
for accessing a network resource over a network connection.
A “network resource” may comprise any computing device
that may be accessed over a network, data that may be
accessed from a networked computing device, and/or the like.
The network interface may be embodied in hardware, soft-
ware, firmware, or some combination thereof and thus may
comprise a physical hardware interface or a virtual software
interface. A network interface may be configured to provide
access to a wireline network connection, wireless network
connection, or some combination thereof

[0028] A “network address™ as used herein refers to a logi-
cal network layer address uniquely identifying a computing
device on a network that may be used to send data to and/or
receive data from the computing device over the network.
From time to time, an Internet Protocol (IP) address will be
used as an example of a network address. It will be appreci-
ated, however, that where the term IP address is used, itis used
merely for purposes of providing an illustrative example and
accordingly other types of network addresses may be substi-
tuted within the scope of the invention.

[0029] A “domain name” as used herein refers to a name for
anetwork resource, such as, for example, a server, web page,
and/or the like, that may be correlated with a network address
and thus resolved, or translated, to a network address so that
the network resource referred to by the domain name may be
accessed. In this regard, a domain name may provide a simple
user-friendly reference to a network resource, e.g., www.
nokia.com, in lieu of a full network address that may have a
greater complexity, e.g., 147.243.3.83. From time to time,
domain names in accordance with Internet Uniform Resource
Locator (URL) conventions, e.g., www.nokia.com, will be
used as an example of a domain name. It will be appreciated,
however, that where such URLs are used, it is used merely for
purposes of providing an illustrative example and accord-
ingly other types of domain names may be substituted within
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the scope of the invention. Sometimes the term “fully quali-
fied domain name (FQDN)” will be used herein and refers to
an unambiguous domain name that specifies the exact loca-
tion in a domain name system’s tree hierarchy through to a top
level domain and finally to a root domain (e.g., “www.nokia.
com” rather than simply “nokia.com”).

[0030] As used herein, a “domain name suffix” refers to a
portion of a domain name and may include wildcard charac-
ters, such as, for example, an “*”, substituted for omitted
portions of the domain name. Examples of domain name
suffixes include “*.corporation.com”, “*.intranet.corpora-
tion.com”, and “*.*”. In this regard, a domain name suffix
may correspond to one or more domain names that include the
domain name suffix.

[0031] A “network management entity” as used herein
refers to a computing device configured to manage access to
anetwork by a host device. In this regard, a network manage-
ment entity may be regarded as a network resource. In some
embodiments, a network management entity may be config-
ured to resolve a domain name into a network address. In this
regard, a network management entity may be configured to
receive a resolution request comprising a domain name from
a host device, look up the domain name in a database to
determine a corresponding network address, and provide the
determined network address to the host device. Sometimes,
the term domain name system (DNS) or DNS server will be
used as an example of a network management entity. It will be
appreciated, however, that where DNS and/or DNS server are
used, it is used merely for purposes of providing an illustra-
tive example and accordingly other types of network man-
agement entities may be substituted within the scope of the
invention.

[0032] In some embodiments, a network management
entity may be configured to assign a network address to a host
device that the host device may use to access a network
resource over a network. Sometimes, the term dynamic host
configuration protocol (DHCP) server will be used as an
example of such an embodiment of a network management
entity. It will be appreciated, however, that where DHCP
server is used, it is used merely for purposes of providing an
illustrative example and accordingly other types of network
management entities may be substituted within the scope of
the invention.

[0033] Referring now to FIG. 1, which is illustrative of a
problem that may be solved by embodiments of the present
invention, FIG. 1 illustrates a computing device with multiple
network interfaces, some of which provide exclusive access
to certain network resources. In this regard, the computing
device 102 may be a mobile terminal comprising a plurality of
network interfaces. A first network interface may be the vir-
tual private network (VPN) tunnel 104. A second network
interface may be a wireless network interface through the
wireless local area network (WLAN) 106. A third network
interface may be cellular network interface through the cel-
Iular network 108. The VPN tunnel 104 may provide access to
the corporate intranet service 110 over the corporate intranet
116 and a web service 112 over the internet 118, but may not
provide access to the internet service provider (ISP) intranet
service 114 over the ISP intranet 120. The WLAN 106 may
provide access to the web service 112 over the internet 118,
but may not provide access to the corporate intranet service
110 or the ISP intranet service 114. The cellular network 108
may provide access to the ISP intranet service 114 over the
ISP intranet 120 and the web service 112 over the internet
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118, but may not provide access to the corporate intranet
service 110. Even those network interfaces providing access
to multiple types of network resources may not be the best
available network interface for accessing all of the network
resources available over the network interface. For example,
the cellular network interface 108, may not provide optimum
access to the web service 112 compared to the WLAN inter-
face 106, which may provide faster and/or cheaper access.
Accordingly, a problem for the computing device 102 that
may be addressed by embodiments of the present invention is
determining which available network interface to use to
access a network resource.

[0034] FIG. 2 illustrates another problem that may be
solved by embodiments of the present invention. In this
regard, a network management entity may be accessed
through each network interface, e.g., the corporate DNS
server 122 over the VPN tunnel 104, the WLAN DNS server
124 over the WLAN interface 106, and the ISP DNS server
126 over the cellular network interface 108. However, each of
the network management entities may be configured to
resolve only certain domain names. For example, the corpo-
rate DNS 122 may know only internet domain names and
internal corporate domain names. The WLAN DNS 124 may
know only internet domain names. The ISP DNS 126 may
know only internet names and internal ISP domain names. In
this regard, FIG. 2 illustrates a concept referred to as split
horizon DNS wherein certain domain names may be trans-
lated into a network address only by a certain DNS server.
Accordingly, a problem for the computing device 102 that
may be addressed by embodiments of the present invention is
determining which network management entity and thus
which available network interface to use to resolve a domain
name so that the computing device 102 may access a network
resource.

[0035] The problems illustrated in FIGS. 1 and 2 may be
addressed by the system of FIG. 3, which illustrates a block
diagram of a system 300 for determining a network interface
to access a network resource according to an exemplary
embodiment of the present invention. As used herein, “exem-
plary” merely means an example and as such represents one
example embodiment for the invention and should not be
construed to narrow the scope or spirit of the invention in any
way. It will be appreciated that the scope of the invention
encompasses many potential embodiments in addition to
those illustrated and described herein. As such, while FIG. 3
illustrates one example of a configuration of a system for
determining a network interface to access a network resource,
numerous other configurations may also be used to imple-
ment embodiments of the present invention.

[0036] Referring now to FIG. 3, the system 300 may
include a host device 302, such as the computing device 102
of FIGS. 1 and 2, comprising a plurality of network interfaces,
numbered 1 through n, which may be used by the host device
302 to access network resources. Each network interface may
provide access to various network resources (not illustrated
for purposes of simplification of the system 300) as well as a
network management entity 304 (e.g., network management
entities 1 through n) through a network access 306 associated
with the respective network interface (e.g., Network Access
for Network Interface 1 through Network Access for Network
Interface n). The network access 306 for each respective
interface may comprise a wireline network, wireless network,
or some combination thereof. In some embodiments, the net-
work access 306 may comprise a virtual network interface,
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such as may facilitate a virtual private network tunnel. The
host device 302 may be embodied as any computing device,
mobile or fixed, and accordingly may be embodied as a
server, desktop computer, laptop computer, mobile terminal,
mobile computer, mobile phone, mobile communication
device, game device, digital camera/camcorder, audio/video
player, television device, radio receiver, digital video
recorder, positioning device, any combination thereof, and/or
the like. In an exemplary embodiment, the host device 302
may be embodied as a mobile terminal, such as that illustrated
in F1G. 4

[0037] Inthisregard, FIG. 4 illustrates a block diagram of a
mobile terminal 10 representative of one embodiment of a
host device 302 in accordance with embodiments of the
present invention. It should be understood, however, that the
mobile terminal illustrated and hereinafter described is
merely illustrative of one type of host device 302 that may
benefit from embodiments ofthe present invention and, there-
fore, should not be taken to limit the scope of the present
invention. While several embodiments of the electronic
device are illustrated and will be hereinafter described for
purposes of example, other types of electronic devices, such
as mobile telephones, mobile computers, portable digital
assistants (PDAs), pagers, laptop computers, desktop com-
puters, gaming devices, televisions, and other types of elec-
tronic systems, may employ embodiments of the present
invention.

[0038] As shown, the mobile terminal 10 may include an
antenna 12 (or multiple antennas 12) in communication with
a transmitter 14 and a receiver 16. The mobile terminal may
also include a controller 20 or other processor(s) that provides
signals to and receives signals from the transmitter and
receiver, respectively. These signals may include signaling
information in accordance with an air interface standard of an
applicable cellular system, and/or any number of different
wireless networking techniques, comprising but not limited
to Wireless-Fidelity (Wi-Fi), wireless local access network
(WLAN) techniques such as Institute of Electrical and Elec-
tronics Engineers (IEEE) 802.11, and/or the like. In addition,
these signals may include speech data, user generated data,
user requested data, and/or the like. In this regard, the mobile
terminal may be capable of operating with one or more air
interface standards, communication protocols, modulation
types, access types, and/or the like. More particularly, the
mobile terminal may be capable of operating in accordance
with various first generation (1G), second generation (2G),
2.5G, third-generation (3G) communication protocols,
fourth-generation (4G) communication protocols, and/or the
like. For example, the mobile terminal may be capable of
operating in accordance with 2G wireless communication
protocols IS-136 (Time Division Multiple Access (TDMA)),
Global System for Mobile communications (GSM), IS-95
(Code Division Multiple Access (CDMA)), and/or the like.
Also, for example, the mobile terminal may be capable of
operating in accordance with 2.5G wireless communication
protocols General Packet Radio Service (GPRS), Enhanced
Data GSM Environment (EDGE), and/or the like. Further, for
example, the mobile terminal may be capable of operating in
accordance with 3G wireless communication protocols such
as Universal Mobile Telecommunications System (UMTS),
Code Division Multiple Access 2000 (CDMA2000), Wide-
band Code Division Multiple Access (WCDMA), Time Divi-
sion-Synchronous Code Division Multiple Access (TD-
SCDMA), and/or the like. The mobile terminal may be
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additionally capable of operating in accordance with 3.9G
wireless communication protocols such as Long Term Evo-
Iution (LTE) or Evolved Universal Terrestrial Radio Access
Network (E-UTRAN) and/or the like. Additionally, for
example, the mobile terminal may be capable of operating in
accordance with fourth-generation (4G) wireless communi-
cation protocols and/or the like as well as similar wireless
communication protocols that may be developed in the
future.

[0039] Some Narrow-band Advanced Mobile Phone Sys-
tem (NAMPS), as well as Total Access Communication Sys-
tem (TACS), mobile terminals may also benefit from embodi-
ments ofthis invention, as should dual or higher mode phones
(e.g., digital/analog or TDMA/CDMA/analog phones). Addi-
tionally, the mobile terminal 10 may be capable of operating
according to Wireless Fidelity (Wi-Fi) protocols.

[0040] It is understood that the controller 20 may comprise
circuitry for implementing audio/video and logic functions of
the mobile terminal 10. For example, the controller 20 may
comprise a digital signal processor device, a microprocessor
device, an analog-to-digital converter, a digital-to-analog
converter, and/or the like. Control and signal processing func-
tions of the mobile terminal may be allocated between these
devices according to their respective capabilities. The con-
troller may additionally comprise an internal voice coder
(VC) 204, an internal data modem (DM) 205, and/or the like.
Further, the controller may comprise functionality to operate
one or more software programs, which may be stored in
memory. For example, the controller 20 may be capable of
operating a connectivity program, such as a web browser. The
connectivity program may allow the mobile terminal 10 to
transmit and receive web content, such as location-based
content, according to a protocol, such as Wireless Application
Protocol (WAP), hypertext transter protocol (HTTP), and/or
the like. The mobile terminal 10 may be capable of using a
Transmission Control Protocol/Internet Protocol (TCP/IP) to
transmit and receive web content across the internet or other
networks.

[0041] The mobile terminal 10 may also comprise a user
interface including, for example, an earphone or speaker 24,
a ringer 22, a microphone 26, a display 28, a user input
interface, and/or the like, which may be operationally
coupled to the controller 20. As used herein, “operationally
coupled” may include any number or combination of inter-
vening elements (including no intervening elements) such
that operationally coupled connections may be direct or indi-
rect and in some instances may merely encompass a func-
tional relationship between components. Although not
shown, the mobile terminal may comprise a battery for pow-
ering various circuits related to the mobile terminal, for
example, a circuit to provide mechanical vibration as a detect-
able output. The user input interface may comprise devices
allowing the mobile terminal to receive data, such as a keypad
30, a touch display (not shown), a joystick (not shown),
and/or other input device. In embodiments including a key-
pad, the keypad may comprise numeric (0-9) and related keys
(#, *), and/or other keys for operating the mobile terminal.

[0042] AsshowninFIG. 4, the mobile terminal 10 may also
include one or more means for sharing and/or obtaining data.
For example, the mobile terminal may comprise a short-range
radio frequency (RF) transceiver and/or interrogator 64 so
data may be shared with and/or obtained from electronic
devices in accordance with RF techniques. The mobile ter-
minal may comprise other short-range transceivers, such as,
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for example, an infrared (IR) transceiver 66, a Bluetooth™
(BT) transceiver 68 operating using Bluetooth™ brand wire-
less technology developed by the Bluetooth™ Special Inter-
est Group, a wireless universal serial bus (USB) transceiver
70 and/or the like. The Bluetooth transceiver 68 may be
capable of operating according to ultra-low power Bluetooth
technology (e.g., Wibree™) radio standards. In this regard,
the mobile terminal 10 and, in particular, the short-range
transceiver may be capable of transmitting data to and/or
receiving data from electronic devices within a proximity of
the mobile terminal, such as within 10 meters, for example.
Although not shown, the mobile terminal may be capable of
transmitting and/or receiving data from electronic devices
according to various wireless networking techniques, includ-
ing Wireless Fidelity (Wi-Fi), WLAN techniques such as
IEEE 802.11 techniques, and/or the like.

[0043] The mobile terminal 10 may comprise memory,
such as a subscriber identity module (SIM) 38, a removable
user identity module (R-UIM), and/or the like, which may
store information elements related to a mobile subscriber. In
addition to the SIM, the mobile terminal may comprise other
removable and/or fixed memory. The mobile terminal 10 may
include volatile memory 40 and/or non-volatile memory 42.
For example, volatile memory 40 may include Random
Access Memory (RAM) including dynamic and/or static
RAM, on-chip or off-chip cache memory, and/or the like.
Non-volatile memory 42, which may be embedded and/or
removable, may include, for example, read-only memory,
flash memory, magnetic storage devices (e.g., hard disks,
floppy disk drives, magnetic tape, etc.), optical disc drives
and/or media, non-volatile random access memory
(NVRAM), and/or the like. Like volatile memory 40 non-
volatile memory 42 may include a cache area for temporary
storage of data. The memories may store one or more soft-
ware programs, instructions, pieces of information, data, and/
or the like which may be used by the mobile terminal for
performing functions of the mobile terminal. For example,
the memories may comprise an identifier, such as an interna-
tional mobile equipment identification (IMEI) code, capable
of uniquely identifying the mobile terminal 10.

[0044] Returning to FIG. 3, the host device is not limited to
being embodied as a mobile terminal 10 and as previously
described, may be embodied as any computing device,
mobile or fixed. Each network management entity 304 may
comprise a computing device configured as previously
described. In an exemplary embodiment, each network man-
agement entity 304 may further be configured to store domain
name suffix information indicating the accessibility of vari-
ous network resources that may be accessed through the
network on which the particular network management entity
304 resides and/or whether domain names corresponding to
the stored domain name suffixes may be resolved by the
particular network management entity 304. Each network
management entity 304 may further be configured to provide
the stored domain name suffix information to a host device
302. In some embodiments, each network management entity
304 may be configured to provide the stored domain name
suffix information to the host device 302 in response to a
request for domain name suffix information received from the
host device 302. For example, network management entities
304 may be configured to provide the stored domain name
suffix information in a DHCP option. In an exemplary
embodiment, the DHCP option may be a newly defined
option or may be an existing option that may be extended to
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provide the additional domain name suffix information. For
example, option number 119, Domain Search Option, for
DHCP/IP version 4, and/or option number 24, Domain
Search List Option, for DHCP/IP version 6, may be extended
for this purpose. Existing DHCP options, such as, for
example, DHCP/IP version 4 option number 119 or DHCP/IP
version 6 option number 24, may also be utilized without
modification, although the existing options may not provide
as much information as may be provided by new or extended
options. Additionally or alternatively, a network management
entity 304 may be configured to broadcast the stored domain
name suffix information, such as periodically, to a host device
302.

[0045] Referring again to the host device 302, the host
device 302 may include various means, such as a processor
310, memory 312, communication interface 314, user inter-
face 316, and network interface determination (NID) unit 318
for performing the various functions herein described. These
means of the host device 302 as described herein may be
embodied as, for example, hardware elements (e.g., a suitably
programmed processor, combinational logic circuit, and/or
the like), computer code (e.g., software or firmware) embod-
ied on a computer-readable medium (e.g. memory 312) thatis
executable by a suitably configured processing device (e.g.,
the processor 310), or some combination thereof The proces-
sor 310 may, for example, be embodied as various means
including a microprocessor, a coprocessor, a controller, or
various other processing elements including integrated cir-
cuits such as, for example, an ASIC (application specific
integrated circuit) or FPGA (field programmable gate array).
In an exemplary embodiment, the processor 310 may be
configured to execute instructions stored in the memory 312
or otherwise accessible to the processor 310. Although illus-
trated in FIG. 3 as a single processor, the processor 310 may
comprise a plurality of processors.

[0046] The memory 312 may include, for example, volatile
and/or non-volatile memory. The memory 312 may be con-
figured to store information, data, applications, instructions,
orthe like for enabling the host device 302 to carry out various
functions in accordance with exemplary embodiments of the
present invention. For example, the memory 312 may be
configured to buffer input data for processing by the proces-
sor 310. Additionally or alternatively, the memory 312 may
be configured to store instructions for execution by the pro-
cessor 310. The memory 312 may comprise one or more
databases that store information in the form of static and/or
dynamic information. In this regard, the memory 312 may
store, for example, domain name suffix information, data
about available network interfaces, priority levels associated
with domain name suffix entries and/or with network inter-
faces, and/or the like. In an exemplary embodiment, the
memory 312 may comprise a long-term memory and/or a
short term cache. Data may be temporarily loaded into the
short term cache for quick access when needed. This stored
information may be stored and/or used by the NID unit 318
during the course of performing its functionalities.

[0047] Thecommunication interface 314 may be embodied
as any device or means embodied in hardware, software,
firmware, or a combination thereof that is configured to
receive and/or transmit data from/to a remote device, such as
a network management entity 304 over a network. In this
regard, the communication interface 314 may comprise one
or more network interfaces. In one embodiment, the commu-
nication interface 314 may be at least partially embodied as or
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otherwise controlled by the processor 310. The communica-
tion interface 314 may include, for example, an antenna, a
transmitter, a receiver, a transceiver and/or supporting hard-
ware or software for enabling communications with other
entities of the system 300. The communication interface 314
may be configured to receive and/or transmit data using any
protocol that may be used for communications between com-
puting devices of the system 300. The communication inter-
face 314 may additionally be in communication with the
memory 312, user interface 316, and/or NID unit 318, such as
via a bus.

[0048] The user interface 316 may be in communication
with the processor 310 to receive an indication of a user input
and/or to provide an audible, visual, mechanical, or other
output to the user. As such, the user interface 316 may include,
for example, a keyboard, a mouse, a joystick, a display, a
touch screen display, a microphone, a speaker, and/or other
input/output mechanisms. However, in an embodiment
wherein the host device 302 is embodied as a server, elements
of the user interface may be reduced or even eliminated. The
user interface 316 may further be in communication with the
memory 312, communication interface 316, and/or NID unit
318, such as via a bus.

[0049] The NID unit 318 may be embodied as various
means, such as hardware, software, firmware, or some com-
bination thereof and, in one embodiment, may be embodied
as or otherwise controlled by the processor 310. In embodi-
ments where the NID unit 318 is embodied separately from
the processor 310, the NID unit 318 may be in communica-
tion with the processor 310. The NID unit 318 may be con-
figured to maintain domain name suffix information, such as
may be stored in the memory 312. The maintained domain
name suffix information may be also be stored remotely from
the host device 302, such as in memory of a remote network
device. The maintained domain name suffix information may
comprise a plurality of domain name suffix entries. Each
domain name suffix entry may comprise a domain name
suffix and may indicate accessibility of a domain name cor-
responding to the domain name suffix over a network inter-
face. In this regard, each domain name suffix entry may be
associated with a particular network interface and may indi-
cate whether a network management entity 304 accessible
over the network interface may resolve a domain name cor-
responding to the domain name suffix of the domain name
suffix entry and/or accessibility of a domain name corre-
sponding to the domain name suffix over the network inter-
face. The domain name suffix in a domain name suffix entry
may implicitly indicate accessibility of a domain name cor-
responding to the domain name suffix in that the presence of
the entry indicates a network interface through which the
domain name suffix is accessible. For example, the domain
name suffix entry comprising the domain name suffix “*.*” in
association with a network interface may indicate that all
domain names that the network management entity 304 is
aware of may be resolved and/or accessed via the network
interface. In another example, the domain name suffix entry
comprising the domain name suffix “*.corporation.com” in
association with a network interface may indicate that all
domain names that the network management entity 304 is
aware of ending in “.corporation.com” may be resolved and/
or accessed via the network interface. Additionally or alter-
natively, a domain name suffix entry may explicitly indicate
accessibility of a domain name corresponding to the domain
name suffix. In this regard, each domain name suffix entry
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may comprise associated accessibility information. For
example, the accessibility information may indicate that a
domain name corresponding to the associated domain name
suffix is accessible over the network interface, is not acces-
sible over the network interface, a preference level (e.g., a
priority level) to which the network interface is preferred for
accessing a domain name corresponding to the domain name
suffix, and/or the like. The maintained domain name suffix
information may be stored, for example, in a database. How-
ever, it will be appreciated that other storage structures are
possible, and thus where “domain name suffix database” is
used herein, it is merely for purposes of example of one
storage and organization methodology for maintaining
domain name suffix information.

[0050] The NID unit 318 may be configured to receive
domain name suffix information associated with a network
interface, which may comprise one or more domain name
suffixes. The received domain name suffix information may
further comprise accessibility information associated with
each domain name suffix. This domain name suffix informa-
tion may be received from a variety of sources, including, for
example, from a network management entity 304, through
static entry by a user of the host device 302, through network
access specific means (e.g., Third Generation Partnership
Project bearer activation signaling standards for a cellular
network interface), through peer-to-peer communications
with other computing devices, through operator provisioning
, from auniform integrated circuit card, in an e-mail, in a short
message service message, and/or the like. The NID unit 318
may receive domain name suffix information from a network
management entity 304 in response to a request sent to the
network management entity 304 by the NID unit 318. The
request may comprise, for example, a request for a DHCP
option. The received domain name suffix information may be
included in a DHCP option, such as, for example, a domain
search option or domain search list option. The NID unit 318
may be configured to request domain name suffix information
from a network management entity 304 periodically. In some
embodiments, the NID unit 318 may be configured to request
domain name suffix information from a network management
entity 304 associated with a particular network interface
when the network interface is added to and/or activated on the
host device 302. The NID unit 318 may additionally or alter-
natively be configured to receive domain name suffix infor-
mation from a network management entity 304 when it is
broadcast or otherwise advertised by the network manage-
ment entity 304.

[0051] The NID unit 318 may be configured to update the
domain name suffix database with the received domain name
suffix information. In this regard, for each domain name
suffix and associated accessibility information received from
a network management entity 304, the NID unit 318 may be
configured to determine whether there is an existing entry for
the received domain name suffix. If there is no existing entry
for the received domain name suffix, then the NID unit 318
may be configured to add a new entry comprising the received
domain name suffix and any associated accessibility informa-
tion. If, however, there are one or more existing entries for the
received domain name suffix, the NID unit 318 may further
determine whether there is an existing entry for the received
domain name suffix corresponding to the network interface
through which the received domain name suffix was received.
If there is such an existing entry, then the NID unit 318 may
update the existing entry. If, however, there is no such existing
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entry and thus all existing entries for the received domain
name sutfix correspond to other network interfaces, the NID
unit 318 may add a new entry to the domain name suffix
database comprising the received domain name suffix and any
associated accessibility information. The NID unit 318 may
further be configured to prioritize all entries for the received
domain name suffix by associating a priority level with each
entry. The priority level may indicate a degree to which the
particular network interface is preferred for use to access a
domain name corresponding to the domain name suffix.

[0052] Inanexemplary embodiment, the NID unit318 may
be configured to receive a request for resolution of a domain
name. This request may be received from an application
embodied on the host device 302 that may be executed by the
processor 310. For example, a request may be generated by a
web browser application when a user enters a domain name
into the navigation bar of the web browser. The NID unit 318
may be configured to search the domain name suffix database
for one or more domain name suffix entries corresponding to
the domain name. The NID unit 318 may further be config-
ured to determine one or more network interfaces through
which the domain name is accessible and/or a network inter-
face through which a network management entity 304
capable of resolving the domain name may be accessed based
at least in part upon the accessibility information associated
with each determined domain name suffix entry.

[0053] The NID unit 318 may be configured to select a
network interface for resolving the domain name into a net-
work address from the one or more determined network inter-
faces. If there is only one determined network interface (e.g.,
only one domain name suffix entry with associated accessi-
bility information indicating that the domain name is acces-
sible), then the NID unit 318 may accordingly select that
network interface. If, however, there are multiple determined
network interfaces, the NID unit 318 may be configured to
select among them. One criteria that may be used to filter the
determined network interfaces is to determine which of the
determined network interfaces are available. In this regard, an
available network interface need not be currently open or
otherwise active, but a network access corresponding to the
network interface must be currently accessible such that the
network interface may be opened and used. Accordingly, a
network interface corresponding to an out of range network
access point may not be an available network interface. The
NID unit 318 may further be configured to filter the deter-
mined network interfaces to select a network interface
through a variety of policies, such as most recently used
network interface, a default network interface, preference for
a currently open network interface, a predefined network
interface preference or priority hierarchy, and/or the like.

[0054] Inanexemplary embodiment, the NID unit 318 may
be configured to select a network interface from the one or
more determined network interfaces based at least in part
upon a preference level or priority level associated with the
respective domain name suffix entries and/or with the respec-
tive network interfaces. The priority level may comprise an
indication a trust level associated with a network interface,
speed of a network interface, cost of using a network inter-
face, an accessibility level indicated in a domain name suffix
entry, and/or the like. For example, the accessibility informa-
tion associated with a domain name suffix may indicate that a
certain network interface is particularly good for accessing
domain names corresponding to a certain suffix. Accordingly,
the NID unit 318 may be configured to prioritize that network
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interface for corresponding domain names. Trust level may
be a factor in prioritization based upon the security level of a
network interface. For example, a VPN network interface
may be more trusted than an unknown WLAN network inter-
face and thus may have a higher associated priority level
based upon trust. However, certain WLANSs (e.g., password
secured WLANS, employer controlled WLANS, etc) may be
known and designated as trusted network interfaces. Speed
and cost may also be factors in the priority level. For example,
a WLAN network interface may have a faster data transfer
rate and provide a lower cost per unit of access time and/or
unit of data transferred than a cellular network interface and
thus may have a higher associated priority level based upon
speed and cost.

[0055] In some embodiments, the NID unit 318 may be
configured to select a network interface as described above
only if resolution of the domain name fails on a default or
otherwise preferred network interface. Further, in another
scenario, if the NID unit 318 does not determine any domain
name suffix entries in the domain name suffix database cor-
responding to the domain name for which a resolution request
was received, then the NID unit 318 may be configured to
select a default network interface or to select a network inter-
face through internal default prioritization hierarchy, which
may be defined through any of the priority level preferences
described above (e.g., trust, speed, cost, and/or the like).
[0056] The NID unit 318 may be configured to perform a
reverse domain name lookup, such as, for example, when a
request for a connection to a network address is received. The
NID unit 318 may be configured to search for the network
address in a DNS cache, such as may be stored in the memory
312, for the host device 302. If the NID unit 318 finds the
network address in the DNS cache, the NID unit 318 may
determine the corresponding domain name and may then
search the domain name suffix database for a corresponding
domain name suffix and select an appropriate network inter-
face according to any of the methods discussed above.
[0057] Inanexemplary embodiment, the NID unit318 may
be configured to update the domain name suffix database by
removing stale domain name suffix entries. For example, the
entries may be cleared according to various criteria that may
reflect or otherwise approximate the validity or trustworthi-
ness of database entries. For example, domain name suffix
entries may be cleared upon reboot of the host device 302.
Domain name suffix entries may be deleted after a predefined
time period. The NID unit 318 may be configured to delete
domain name suffix entries for network interfaces for which
resolution of a corresponding domain name and/or access to
a network resource addressed by a corresponding domain
name failed. In still another example, the NID unit 318 may
be configured to remove a domain name suffix entry previ-
ously received from a network management entity 304 if the
same network management entity 304 does not advertise that
particular domain name suffix. In this regard, the NID unit
318 may assume, for example, that the network management
entity 304 no longer provides access to or ability to resolve
domain names corresponding to that domain name suffix.
[0058] Each network management entity 304 may include
various means, such as a processor 320, memory 322, com-
munication interface 324, and domain name suffix informa-
tion provision (DNSIP) unit 318 for performing the various
functions herein described. These means of the network man-
agement entity 304 as described herein may be embodied as,
for example, hardware elements (e.g., a suitably programmed

20

Sep. 15,2011

processor, combinational logic circuit, and/or the like), com-
puter code (e.g., software or firmware) embodied on a com-
puter-readable medium (e.g. memory 322) that is executable
by a suitably configured processing device (e.g., the proces-
sor 320), or some combination thereof. The processor 320
may, for example, be embodied as various means including a
microprocessor, a coprocessor, a controller, or various other
processing elements including integrated circuits such as, for
example, an ASIC (application specific integrated circuit) or
FPGA (field programmable gate array). In an exemplary
embodiment, the processor 320 may be configured to execute
instructions stored in the memory 322 or otherwise accessible
to the processor 320. Although illustrated in FIG. 3 as a single
processor, the processor 320 may comprise a plurality of
processors, such as a multiprocessor system. The multiple
processors may be embodied in a single computing device or
may be distributed across a plurality of computing devices,
such as, for example, a server cluster or rack of blade servers.

[0059] The memory 322 may include, for example, volatile
and/or non-volatile memory. The memory 322 may be con-
figured to store information, data, applications, instructions,
orthe like for enabling the network management entity 304 to
carry out various functions in accordance with exemplary
embodiments of the present invention. For example, the
memory 322 may be configured to buffer input data for pro-
cessing by the processor 320. Additionally or alternatively,
the memory 322 may be configured to store instructions for
execution by the processor 320. The memory 322 may com-
prise one or more databases that store information in the form
of static and/or dynamic information. In this regard, the
memory 322 may store, for example, domain name suffix
information. This stored information may be stored and/or
used by the DNSIP unit 326 during the course of performing
its functionalities.

[0060] Thecommunication interface 324 may be embodied
as any device or means embodied in hardware, software,
firmware, or a combination thereof that is configured to
receive and/or transmit data from/to a remote device, such as
a host device 302 over a network. In one embodiment, the
communication interface 324 may be at least partially
embodied as or otherwise controlled by the processor 320.
The communication interface 324 may include, for example,
an antenna, a transmitter, a receiver, a transceiver and/or
supporting hardware or software for enabling communica-
tions with other entities of the system 300. The communica-
tion interface 324 may be configured to receive and/or trans-
mit data using any protocol that may be used for
communications between computing devices of the system
300. The communication interface 324 may additionally be in
communication with the memory 322 and/or DNSIP unit 326,
such as via a bus.

[0061] The DNSIP unit 326 may be embodied as various
means, such as hardware, software, firmware, or some com-
bination thereof and, in one embodiment, may be embodied
as or otherwise controlled by the processor 320. In embodi-
ments where the DNSIP unit 326 is embodied separately from
the processor 320, the DNSIP unit 326 may be in communi-
cation with the processor 320. The DNSIP unit 326 may be
configured to determine, receive, and/or store domain name
suffix information indicating domain names that may be
resolved by the network management entity 304 and/or may
be accessed through a network interface on which the net-
work management entity 304 resides. In this regard, the
DNSIP unit 326 may be configured to implement any of the
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functionality attributed to the network management entity
304. Accordingly, the DNSIP unit 326 may be configured to
receive a request for domain name suffix information from a
computing device of the system 300, such as, a host device
302, access domain name suffix information stored in the
memory 322, and may provide domain name suffix informa-
tion to the requesting device in response to receipt of the
request. For example, the DNSIP unit 326 may be configured
to receive a DHCP option request and may provide domain
name suffix information to the requesting device in a DHCP
option response, such as, for example, a domain search option
or domain search list option. Additionally or alternatively, the
DNSIP unit 326 may be configured to broadcast the stored
domain name suffix information, such as periodically, to a
host device 302.

[0062] FIGS. 5-11 are flowcharts of systems, methods, and
computer program products according to exemplary embodi-
ments of the invention. It will be understood that each block
or step of the flowcharts, and combinations of blocks in the
flowcharts, may be implemented by various means, such as
hardware, firmware, and/or software including one or more
computer program instructions. For example, one or more of
the procedures described above may be embodied by com-
puter program instructions. In this regard, the computer pro-
gram instructions which embody the procedures described
above may be stored by a memory device of a mobile termi-
nal, server, or other computing device and executed by a
processor in the computing device. In some embodiments, the
computer program instructions which embody the proce-
dures described above may be stored by memory devices of a
plurality of computing devices. As will be appreciated, any
such computer program instructions may be loaded onto a
computer or other programmable apparatus to produce a
machine, such that the instructions which execute on the
computer or other programmable apparatus create means for
implementing the functions specified in the flowchart block
(s) or step(s). These computer program instructions may also
be stored in a computer-readable memory that can direct a
computer or other programmable apparatus to function in a
particular manner, such that the instructions stored in the
computer-readable memory produce an article of manufac-
ture including instruction means which implement the func-
tion specified in the flowchart block(s) or step(s). The com-
puter program instructions may also be loaded onto a
computer or other programmable apparatus to cause a series
of operational steps to be performed on the computer or other
programmable apparatus to produce a computer-imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide steps
for implementing the functions specified in the flowchart
block(s) or step(s).

[0063] Accordingly, blocks or steps of the flowcharts sup-
port combinations of means for performing the specified
functions, combinations of steps for performing the specified
functions and program instruction means for performing the
specified functions. It will also be understood that one or
more blocks or steps of the flowcharts, and combinations of
blocks or steps in the flowcharts, may be implemented by
special purpose hardware-based computer systems which
perform the specified functions or steps, or combinations of
special purpose hardware and computer instructions.

[0064] In this regard, one exemplary method for updating
stored domain name suffix information, such as may be stored
in a short term memory (e.g., a short-term cache), according
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to an exemplary embodiment of the present invention is illus-
trated in FIG. 5. The method may include the NID unit 318
opening a first network interface, at operation 510. Operation
520 may comprise the NID unit 318 requesting DHCP search
list options from one or more DHCP servers, e.g., network
management entities 304, accessible over the network inter-
face. Operation 530 may comprise the NID unit 318 checking
whether received domain name suffix exists in the domain
name suffix database by searching the domain name suffix
database, which may be stored in memory 312. Based upon
the search, the NID unit 318 may determine whether there
was an existing suffix corresponding to the received suffix, at
operation 540. If there was, then the NID unit 318 may pri-
oritize the new and old suffixes and add a new domain name
suffix entry to the domain name suffix database, at operation
550. If not, the NID unit 318 may add the new domain name
suffix to the domain name suffix database, at operation 560.
Operation 570 may comprise the NID unit 318 waiting for a
network interface event (e.g., opening a network interface,
closing a network interface, and/or the like). If a network
interface is opened, the method may return to operation 520.
If, however, an open network interface is closed, the method
may, in some embodiments, include the NID unit 318 option-
ally removing domain name suffixes form the database that
are related to the closed interface, at operation 580. In such
embodiments, operation 580 may provide for ensuring that
the domain name suffix database includes fresh, valid entries
for each network interface. In still other embodiments, how-
ever, operation 580 may comprise the NID unit 318 only
removing the network interface related domain name suffix
entries from a short term cache comprising a subset of entries
of the domain name suffix database. This cache may only
include entries for currently open network interfaces and thus
may reduce memory usage and search time when looking up
a domain name in the domain name suffix database to deter-
mine a corresponding domain name suffix.

[0065] FIG. 6 illustrates a flowchart according to an exem-
plary method for determining a network interface to access a
network resource according to an exemplary embodiment of
the present invention. The method may include the NID unit
318 receiving a DNS resolution request for a fully qualified
domain name (FQDN), at operation 600. Operation 605 may
comprise the NID unit 318 searching the domain name suffix
database for a domain name suffix entry corresponding to the
FQDN. The NID unit 318 may determine whether a corre-
sponding suffix(es) was found, at operation 610, and if so,
may determine one or more network interfaces through which
the domain name is accessible.

[0066] Ifacorresponding domain name suffix entry was not
found, the NID unit may select a remaining available network
interface having highest default priority order, at operation
615. Operation 620 may comprise the NID unit 318 sending
a DNS query to a network management entity 304 over the
selected network interface. Operation 625 may comprise the
NID unit 318 determining whether a successful (e.g., non-
error) response was received. If so, the NID unit 318 may
store (e.g., in a DNS cache stored in memory 312) informa-
tion regarding the network interface from which the response
was received, so that when the host device 302 later connects
to the resolved address, the NID unit 318 may select the
correct source address and network interface, at operation
630. Operation 635 may comprise the NID unit 318 returning
resolved IP address(es) to the requestor. If, a successful
response was not received at operation 625, Operation 640
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may comprise the NID unit 318 determining whether there is
a remaining interface over which a DNS query has not been
send and, if so, returning to operation 615. If all available
network interfaces have been exhausted without receiving a
successful response, the NID unit 318 may return a failure
message to the requestor, at operation 645.

[0067] If, on the other hand, a corresponding domain name
suffix entry was found at operation 610, operation 650 may
comprise the NID unit 318 sending a query to a DNS server of
highest priority network interface over which the domain
nameis accessible. Operation 655 may comprise the NID unit
determining whether a successful response was received. If
s0, then the NID unit may execute operations 630 and 635 as
described above. If not, the NID unit may determine whether
there are domain name suffix entries corresponding to the
FQDN having associated network interfaces not yet tried, at
operation 660. If so, the method may return to operation 650
where a query may be sent over the next highest priority
interface. If not, the method may proceed to Operation 615
and proceed as described above to select a remaining network
interface having highest default priority. If all available net-
work interfaces have been exhausted without receiving a suc-
cessful response, the NID unit 318 may return a failure mes-
sage to the requestor, at operation 645.

[0068] FIG. 7 illustrates a flowchart according to an exem-
plary method for determining a network interface to access a
network resource after open network interfaces, such as may
have been tried in the method of FIG. 6, have failed according
to an exemplary embodiment of the present invention. In such
an embodiment, the domain name suffix database searched in
the method of FIG. 6 may comprise a short term cache includ-
ing only domain name suffix entries for currently open inter-
faces. Accordingly, operation 710 may comprise the NID unit
318 searching a domain name suffix database stored in a
long-term memory, such as in memory 312, which may
include domain name suffix entries associated with network
interfaces not currently opened. Operation 720 may include
the NID unit 318 determining whether a corresponding
domain name suffix entry was found, and if so, determining
one or more network interfaces through which the domain
name is accessible. If a corresponding domain name suffix
entry was not found, the NID unit 318 may return an error, at
operation 730. If a corresponding entry was found, then
Operation 740 may comprise the NID unit 318 determining
whether any of the network(s) corresponding to the network
interface(s) associated with the found domain name suffix(es)
is available. If so, then the NID unit 318 may open a new
network interface corresponding to an available network, at
operation 750. Operation 760 may comprise the NID unit 318
sending a DNS query for resolution of the FQDN to a DNS
server of the newly opened network interface. Operation 770
may comprise the NID unit 318 determining whether a suc-
cessful response was received. If so, the NID unit 318 may
return the received IP address to the requestor, at operation
780. If a successful response was not received, the method
may return to operation 740 where the NID unit 318 may
determine whether there is a remaining network interface
available.

[0069] FIG. 8 illustrates a flowchart according to an exem-
plary method for updating stored domain name suffix infor-
mation, such as may be stored in a long term memory, accord-
ing to an exemplary embodiment of the present invention. The
method may include identifying a new network interface, at
Operation 800. In this regard, the new network interface may
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be identified, for example, by dynamically finding a new
network access, provision of a new network access (e.g., by a
network operator), or through manual configuration by a user
of'the host device 302. Operation 810 may comprise the NID
unit 318 storing any static configuration information for using
the network interface in long-term memory, such as in
memory 312. The configuration information may be stored in
priority order. Operation 820 may comprise the NID unit 318
opening the new network interface. The NID unit 318 may
receive domain name suffix information during activation of
the network interface and may accordingly store that received
information in the domain name suffix database, at operation
830. Operation 840 may comprise the NID unit 318 sending
a DHCP search list option request to a network management
entity 304, such as a DHCP server, over the network interface
s0 as to request domain name suffix information for the net-
work interface. Operation 850 may comprise the NID unit
318 receiving domain name suffix information and storing the
received information in the domain name suffix database. The
NID unit 318 may then optionally determine whether the
network interface is currently needed, at operation 860. If the
network interface is currently needed, then the network inter-
face may be used, at operation 870, but if the network inter-
face is not currently needed, the NID unit 318 may close the
network interface, at operation 880.

[0070] FIG. 9 illustrates a flowchart according to an exem-
plary method for determining a network interface to access a
network resource using reverse domain name lookup accord-
ing to an exemplary embodiment of the present invention. The
method may include receiving a connection request for a
network address, such as an IP address, at operation 900.
Operation 910 may comprise the NID unit 318 performing a
reverse lookup for the IP address in the host device’s DNS
cache, which may be stored in memory 312, to determine a
FQDN corresponding to the IP address. Operation 920 may
comprise the NID unit 318 determining whether the reverse
lookup was successful in determining the FQDN correspond-
ing to the IP address. If the reverse lookup was successful, the
NID unit 318 may search the domain name suftix database for
a domain name suffix entry corresponding to the FQDN and
determine a network interface over which the requested IP
address is accessible, at operation 930. Operation 940 may
comprise the NID unit 318 determining whether any corre-
sponding domain name suffix entries were found. If corre-
sponding domain name suffix entries were found, the NID
unit 318 may select the highest priority domain name suffix
entry and open the corresponding network interface, at opera-
tion 950. Operation 950 may be repeated in priority order for
each domain name suffix entry until a successful connection
is achieved. If, corresponding domain name entries were not
found, the NID unit may select the network interface of high-
est priority according to any configured or default priority
policies of the host 102, at operation 960.

[0071] If, on the other hand, at operation 920, the NID unit
determines that the DNS reverse lookup was not successful,
the NID unit 318 may select a network interface, such as
according to default priority policies ofthe host 102, and send
areverse DNS query to a DNS server of the selected network
interface, at operation 970. Operation 970 may be repeated
until a successful response to the reverse DNS query is
received (or until all available network interfaces have been
exhausted). Operation 980 may comprise the NID unit 318
determining whether a successful response was received from
any network interface. If a successtul response was received,
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the method may proceed to operation 930. If a successtul
response was not received, the method may proceed to opera-
tion 960 where a connection to the IP address may be
attempted over a network interface selected according to any
configured or default priority policies of the host 102.
[0072] FIG.101llustrates a flowchartaccording to an exem-
plary method for determining a network interface to access a
network resource according to an exemplary embodiment of
the present invention. The method may include the NID unit
318 receiving a request for resolution of a domain name at
operation 1000. Operation 1010 may comprise the NID unit
318 maintaining domain name suffix information. The main-
tained domain name suffix information may comprise a
domain name suffix database and may comprise a plurality of
domain name suffix entries. Each domain name suffix entry
may comprise a domain name suffix and may indicate acces-
sibility of a domain name corresponding to the domain name
suffix over a network interface. The maintained domain name
suffix information may be stored locally to the host device
302, such as in memory 312, or may be stored in memory of
a remote device. The NID unit 318 may then search the
maintained domain name suffix information for one or more
domain name suffix entries corresponding to the domain
name to determine one or more network interfaces through
which the domain name is accessible, at operation 1020.
Operation 1030 may comprise the NID unit 318 selecting a
network interface for resolving the domain name into a net-
work address from the one or more determined network inter-
faces.

[0073] FIG.11illustrates a flowchart according to an exem-
plary method for obtaining and updating stored domain name
suffix information according to an exemplary embodiment of
the present invention. The method may include the NID unit
318 maintaining domain name suffix information, at opera-
tion 1100. The maintained domain name suffix information
may comprise a plurality of domain name suffix entries and
each domain name suffix entry may comprise a domain name
suffix and indicate accessibility of a domain name corre-
sponding to the domain name suffix over a network interface.
Operation 1110 may comprise the NID unit 318 sending a
request for domain name suffix information to a network
management entity 304. The NID unit 318 may then receive
domain name suffix information from the network manage-
ment entity 304, at operation 1120. Operation 1130 may
comprise the NID unit 318 updating the maintained domain
name suffix information based at least in part upon the
received domain name suffix information.

[0074] The above described functions may be carried out in
many ways. For example, any suitable means for carrying out
each of the functions described above may be employed to
carry out embodiments of the invention. In one embodiment,
asuitably configured processor may provide all or a portion of
the elements of the invention. In another embodiment, all or a
portion of the elements of the invention may be configured by
and operate under control of a computer program product.
The computer program product for performing the methods
of embodiments of the invention includes a computer-read-
able storage medium, such as the non-volatile storage
medium, and computer-readable program code portions, such
as a series of computer instructions, embodied in the com-
puter-readable storage medium.

[0075] As such, then, some embodiments of the invention
may provide several advantages to a user of a computing
device, such as a mobile terminal 10. Embodiments of the
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invention may provide for maintaining domain name suffix
information, which may indicate what domain names may be
accessed and/or resolved over a network interface, which
cannot be resolved over a network interface, and/or a prefer-
ence level to which the network interface is preferred for
accessing and/or resolving a domain name. Accordingly, an
appropriate network interface may be selected for resolving a
domain name and connecting to the associated network
address. Selection of an appropriate network address may
result in fewer errors that would otherwise result from
attempting to resolve a domain name over a network interface
through which the domain name cannot be resolved. Accord-
ingly, users of host devices, such as a user of a web browser,
may benefit from experiencing fewer connectivity errors
from failed attempts to resolve domain names. Further, in
some embodiments, a network interface may be selected
according to defined priority levels, which may take into
account trust level, speed, and/or cost of available network
interfaces when selecting a network interface. Accordingly,
end users may benefit from embodiments that select a secure
and/or efficient network interface.

[0076] Many modifications and other embodiments of the
inventions set forth herein will come to mind to one skilled in
the art to which these inventions pertain having the benefit of
the teachings presented in the foregoing descriptions and the
associated drawings. Therefore, it is to be understood that the
embodiments of the invention are not to be limited to the
specific embodiments disclosed and that modifications and
other embodiments are intended to be included within the
scope of the appended claims. Moreover, although the fore-
going descriptions and the associated drawings describe
exemplary embodiments in the context of certain exemplary
combinations of elements and/or functions, it should be
appreciated that different combinations of elements and/or
functions may be provided by alternative embodiments with-
out departing from the scope of the appended claims. In this
regard, for example, different combinations of elements and/
or functions than those explicitly described above are also
contemplated as may be set forth in some of the appended
claims. Although specific terms are employed herein, they are
used in a generic and descriptive sense only and not for
purposes of limitation.

1.-34. (canceled)

35. A method comprising:

receiving a request for resolution of a domain name;

accessing maintained domain name suffix information,
wherein the maintained domain name suffix information
comprises a plurality of domain name suffix entries,
each domain name suffix entry comprising a domain
name suffix and indicating accessibility of a domain
name corresponding to the domain name suffix over a
network interface;

searching the maintained domain name suffix information
for one or more domain name suffix entries correspond-
ing to the domain name to determine one or more net-
work interfaces through which the domain name is
accessible; and

selecting a network interface for resolving the domain
name into a network address from the one or more deter-
mined network interfaces.

36. A method according to claim 35, further comprising:

receiving a domain name suffix; and

updating the maintained domain name suffix information.



US 2011/0225284 Al

37. A method according to claim 36, wherein updating the
maintained domain name suffix information comprises:

adding a new entry to the maintained domain name suffix
information comprising the received domain name suf-
fix;

determining whether there is an existing entry for the
received domain name suffix; and

prioritizing the existing entry and the new entry by associ-
ating a first priority level with the existing entry and a
second priority level with the new entry if there is an
existing entry for the received domain name suffix.

38. A method according to claim 36, wherein receiving a

domain name suffix comprises:

sending a dynamic host configuration protocol request for
an option comprising domain name suffix information to
a network management entity; and

receiving a dynamic host configuration protocol option
response from the network management entity, the
response comprising a domain name suffix and indicat-
ing accessibility of a domain name corresponding to the
domain name suffix over a network interface.

39. A method according to claim 35, wherein a domain
name suffix entry indicates one or more of a domain name
corresponding to the domain name suffix is accessible over a
network interface, a domain name corresponding to the
domain name suffix is not accessible over the network inter-
face, or a preference level to which the network interface is
preferred for accessing a domain name corresponding to the
domain name suffix.

40. A method according to claim 35, wherein selecting a
network interface further comprises selecting a network inter-
face based at least in part upon a priority level associated with
one or more of the determined one or more network inter-
faces.

41. A method according to claim 35, further comprising:

determining whether the selected network interface is
open; and

opening the selected network interface if the selected net-
work interface is not open.

42. A computer program product comprising at least one
computer-readable storage medium having computer-read-
able program instructions stored therein, the computer-read-
able program instructions comprising:

aprogram instruction for receiving a request for resolution
of a domain name;

a program instruction for accessing maintained domain
name suffix information, wherein the maintained
domain name suffix information comprises a plurality of
domain name suffix entries, each domain name suffix
entry comprising a domain name suffix and indicating
accessibility of a domain name corresponding to the
domain name suffix over a network interface;

aprogram instruction for searching the maintained domain
name suffix information for one or more domain name
suffix entries corresponding to the domain name to
determine one or more network interfaces through
which the domain name is accessible; and

a program instruction for selecting a network interface for
resolving the domain name into a network address from
the one or more determined network interfaces.

43. An apparatus comprising a processor configured to:

receive a request for resolution of a domain name;

access maintained domain name suffix information,
wherein the maintained domain name suffix information
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comprises a plurality of domain name suffix entries,
each domain name suffix entry comprising a domain
name suffix and indicating accessibility of a domain
name corresponding to the domain name suffix over a
network interface;

search the maintained domain name suffix information for

one or more domain name suffix entries corresponding
to the domain name to determine one or more network
interfaces through which the domain name is accessible;
and

select a network interface for resolving the domain name

into a network address from the one or more determined
network interfaces.

44. An apparatus according to claim 43, wherein the pro-
cessor is further configured to:

receive a domain name suffix; and

update the maintained domain name suffix information.

45. An apparatus according to claim 44, wherein the pro-
cessor is configured to receive a domain name suffix by
receiving the domain name suffix from a network manage-
ment entity over a network interface.

46. An apparatus according to claim 44, wherein the pro-
cessor is configured to update the maintained domain name
suffix information by:

adding a new entry to the maintained domain name suffix

information comprising the received domain name suf-
fix;

determining whether there is an existing entry for the

received domain name suffix; and

prioritizing the existing entry and the new entry by associ-

ating a first priority level with the existing entry and a
second priority level with the new entry if there is an
existing entry for the received domain name suffix.
47. An apparatus according to claim 44, wherein the pro-
cessor is configured to receive a domain name suffix by:
sending a dynamic host configuration protocol request for
an option comprising domain name suffix information to
a network management entity; and

receiving a dynamic host configuration protocol option
response from the network management entity, the
response comprising a domain name suffix and indicat-
ing accessibility of a domain name corresponding to the
domain name suffix over a network interface.

48. An apparatus according to claim 43, wherein a domain
name suffix entry indicates one or more of a domain name
corresponding to the domain name suffix is accessible over a
network interface, a domain name corresponding to the
domain name suffix is not accessible over the network inter-
face, or a preference level to which the network interface is
preferred for accessing a domain name corresponding to the
domain name suffix.

49. An apparatus according to claim 43, wherein the pro-
cessor is further configured to select a network interface by
selecting a network interface based at least in part upon a
priority level associated with one or more of the determined
one or more network interfaces.

50. An apparatus according to claim 49, wherein the prior-
ity level comprises an indication of one or more of a trust level
associated with a network interface, speed of a network inter-
face, or cost of using a network interface.

51. An apparatus according to claim 43, wherein the pro-
cessor is further configured to:

determine whether the selected network interface is open;

and
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open the selected network interface if the selected network
interface is not open.

52. A method comprising:

maintaining domain name suffix information, wherein the
maintained domain name suffix information comprises a
plurality of domain name suffix entries, each domain
name suffix entry comprising a domain name suffix and
indicating accessibility of a domain name correspond-
ing to the domain name suffix over a network interface;

sending a request for domain name suffix information to a

network management entity;

receiving domain name suffix information from the net-

work management entity; and

updating the maintained domain name suffix information

based at least in part upon the received domain name
suffix information.

53. A computer program product comprising at least one
computer-readable storage medium having computer-read-
able program instructions stored therein, the computer-read-
able program instructions comprising:

aprogram instruction for maintaining domain name suffix

information, wherein the maintained domain name suf-
fix information comprises a plurality of domain name
suffix entries, each domain name suffix entry compris-
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ing a domain name suffix and indicating accessibility of
adomain name corresponding to the domain name suffix
over a network interface;

a program instruction for sending a request for domain
name suffix information to a network management
entity;

a program instruction for receiving domain name suffix
information from the network management entity; and

a program instruction for updating the maintained domain
name suffix information based at least in part upon the
received domain name suffix information.

54. An apparatus comprising a processor configured to:

maintain domain name suffix information, wherein the
maintained domain name suffix information comprises a
plurality of domain name suffix entries, each domain
name suffix entry comprising a domain name suffix and
indicating accessibility of a domain name correspond-
ing to the domain name suffix over a network interface;

send a request for domain name suffix information to a
network management entity;

receive domain name suffix information from the network
management entity; and

update the maintained domain name suffix information
based at least in part upon 15 the received domain name
suffix information.





