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Attachment E – U.S. Patent No. 9,171,268 (“the ’268 Patent”) 
 

Toyota’s User Profile technology provides users of Toyota’s vehicles (including Toyota and Lexus-branded vehicles) the ability to 
customize their driving experience, with each user profile tailored to the user’s individual preferences and settings, such as 
personalized navigation and music streaming preferences, vehicle setting preferences, radio preferences, as well as vehicle and 
notification settings.  See Toyota, Support Home, Toyota App User Profile Overview, at https://support.toyota.com/s/article/Toyota-
App-User-Profi-10735?language=en_US.   

Toyota Connected Services technology – whether offered in conjunction with User Profile technology or as a standalone service – also 
includes the ability to transfer user profiles between vehicles using cloud services via a digital device (e.g., smartphone, smartwatch, 
digital assistant) application.  As Toyota advertises, Connected Services technology, such as Remote Connect and Drive Connect, also 
a user to remotely access a User Profile, change User Profile settings, and customize User Profile settings for a vehicle. See Toyota, 
Audio Multimedia and Connected Services, at https://www.toyota.com/connected-services/; see also Lexus, Privacy Rights, at 
https://www.lexus.com/privacy (Lexus Connected Services is a division of Toyota Motor Sales USA, Inc.). 

The Accused Instrumentalities include servers used to support or implement Toyota’s Connected Services technology (references to 
which include the Lexus-branded equivalent), such as Remote Connect and Drive Connect, which are included as a trial subscription 
service plan to all or some Connected Services as part of the purchase price of select vehicles, as well as Connected Services 
Subscription Plans with User Profile capability, such as the Music Lover, Go Anywhere, and Premium subscription plans, and 
including those set forth in the cover pleading accompanying this claim chart (including as may be amended). See, e.g., Toyota 
Support Home, Subscription Plans, at https://support.toyota.com/s/article/Subscription-Plans?language=en_US. Based on Toyota’s 
marketing materials and sales information, a subscription is included and/or activated automatically when a vehicle is initially sold.  

The Accused Instrumentalities include Toyota’s servers that are used to support or implement Toyota’s collection, use, dissemination 
and sale of User Profile data, which (1) Toyota itself uses to provide, offer to sell, and sell other Toyota services and products, (2) 
Toyota shares with third parties, (3) Toyota sells to third parties, and (4) Toyota itself uses to create its Mobility Services Platform 
feature (“MSPF” or “MSP”).  Examples include Toyota’s sales of User Profile data to third parties who offer services to the user 
and/or for their own marketing purposes, Toyota’s sharing of profile data with third parties who offer their services to the user and/or 
for their own marketing purposes, Toyota’s sharing of profile data for targeted advertising, and Toyota’s own use of User Profile data 
to offer or sell additional services and products to the user.  See Toyota, Your Privacy Rights (October 24, 2023), at 
https://www.toyota.com/support/privacy-notice/;   For example, Toyota shares User Profile data to insurance companies, enabling 
such third-party insurers to make sales offers to user.  See Toyota Pressroom, Toyota Expands Partnership with Connected Analytic 
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Services, at https://pressroom.toyota.com/toyota-expands-partnership-with-connected-analytic-services/.  Toyota’s use, sharing, and 
sale of User Profile data further includes the sharing and sale of User Profile data for third party service providers, such as rental car 
companies, car-sharing companies, mobile retailers, etc. and is further used to create Toyota’s Mobility Services Platform.  See United 
States Securities and Exchange Commission, Toyota Motor Corporation, Form 20-F (June 30, 2023), at 
https://app.quotemedia.com/data/downloadFiling?webmasterId=90423&ref=317596090&type=PDF&symbol=TOYOF&cdn=01303c
2712e9b793c3df5155e787e8e1&companyName=Toyota+Motor+Corporation&formType=20-
F&formDescription=Annual+and+transition+report+of+foreign+private+issuers+%5BSections+13+or+15%28d%29%5D&dateFiled=
2023-06-30;  and see Automotive Logistics, Channel[]ing Big Data into Connected Services at Toyota (April 10, 2019), at 
https://www.automotivelogistics.media/digital-technology/channelling-big-data-into-connected-services-at-toyota/37898.article. 

The Accused Instrumentalities include Toyota’s servers that are used to implement Rent a Toyota, wherein Toyota’s use of User 
Profile data enables Toyota’s provision of services and sales to “Rent a Toyota” customers.  See Toyota, Rent a Toyota, FAQ (2023), 
at https://www.toyota.com/rental/faq.html. For example, when a user registers a User Profile with Toyota, the Toyota app dashboard 
advertises to the user the ability to add a vehicle or rent a Toyota vehicle.  See Toyota Audio & Connected Services Support, Home, 
BZ4X, 2023, Support Topics, Toyota User Profile, How to Create Your Profile, at 
https://connectedtechnologiestoyota.com/toyota/feature/Toyota%20App/c0dafef0-1bde-11ec-b8cc-7df09d7dbdc2?model=&year=null; 
see also Toyota Audio & Connected Services Support, Home, BZ4X, 2023, Support Topics, Toyota User Profile, at 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/52ba95c0-3376-11ec-bd3d-
9d7b70ae271f?model=bZ4X&year=2023; see Lexus, Connected Technology Support, Home, UX 250H, 2024, Support Topics, User 
Profile, How to Create a User Profile?, at https://lexusconnectedtechnologysupport.com/lexus/feature/User%20Profile/6ba8b100-
0929-11ed-a686-85aa58672a6c?model=UX%20250H&year=2024.  Toyota’s Rent a Toyota service uses User Profile data from Rent 
a Toyota customers, inter alia, “to provide Connected Services and for internal research and data analysis.”  Toyota Rent a Toyota 
further uses User Profile data for “navigation assistance and to activate remote services.”  See Toyota, Rent a Toyota, FAQ (2023). 

While this chart principally identifies information related to Toyota branding, substantially similar (or identical) features are included 
in relation to Lexus-branded vehicles, with documentation that largely mirrors the Toyota-branded ones, indicating they are equivalent 
in relevant respects.  For example, 2024 Lexus vehicles are advertised as having “User Profiles enabl[ing] the driver’s personalized 
settings and experience can be kept securely in the cloud and accessed on the go in other Lexus Interface equipped vehicles.”  See 
Lexus Pressroom, What’s New: 2024 Lexus NX 250/ 350/ 350h/ 450h+ (March 15, 2023), at https://pressroom.lexus.com/whats-new-
2024-lexus-nx-250-350-350h-450h/; see also Lexus Pressroom, Intuitive Technology Added to 2023 Lexus LS 500, 500h with Lexus 
Interface Integration (November 15, 2022), at https://pressroom.lexus.com/intuitive-technology-added-to-2023-lexus-ls-500-500h-
with-lexus-interface-integration/.  Additionally, instructional videos for the Lexus Interface Multimedia System are substantially the 
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same as the Toyota Multimedia System videos identified and cited herein.  See Toyota USA, How to: User Profiles on Toyota’s New 
Audio Multimedia System / Toyota (November 17, 2021), at https://www.youtube.com/watch?v=lBS6mlpArFQ; and see Lexus 
Interface: App Registration (2023), at https://www.lexus.com/My-Lexus/resources/video-detail-page/interface/remote-start-remote-
connect. 

The Toyota User Profile is stored on the cloud, supported by Toyota data center servers, making the profile portable from vehicle to 
vehicle, and accessible to the user from the Toyota App.  See Toyota Newsroom, Toyota Motor North America Introduces Next-
Generation Multimedia System To Deliver Best In-Car User Experience (June 11, 2021), at https://pressroom.toyota.com/toyota-
motor-north-america-introduces-next-generation-multimedia-system-to-deliver-best-in-car-user-experience/; see also Toyota Audio & 
Connected Services Support, Home/  BZ4X / 2023 / Support Topics / Toyota User Profile, at 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/52cdcfa0-3376-11ec-bd3d-
9d7b70ae271f?model=bZ4X&year=2023. 

Toyota’s User Profile functionality is achieved using vehicle-embedded hardware devices, including a Toyota factory-installed data 
communication module (“DCM”) and a Toyota factory-installed telematics system.  See Toyota Connected Services Terms of Use, 
Effective March 7, 2023, at 2, at https://www.toyota.com/privacyvts/images/doc/Toyota%20-
%20Connected%20Services%20Terms%20of%20Use.pdf; see Toyota Putting Software First in Global, Connected-Car 
Architecture—Toyota tags its North American team to lead its worldwide connectivity efforts, using a whole-cloth in-house data 
approach to monetize convenience (November 9, 2021), at 
https://www.mobilityengineeringtech.com/component/content/article/ae/stories/news/45165; see also Lexus Connect, FAQ, What is a 
DCM?, at https://faq.lexus-connect.com/11104-en/; and see Lexus, Support Home, What is Lexus Service Connect? (September 24, 
2022), at https://support.lexus.com/s/article/What-is-Lexus-Service-9420. 

The DCM is an embedded cellular device which enables wireless/GPS technology and allows Toyota to collect data from the user and 
the user’s vehicle.  See Toyota Connected Services Terms of Use, Effective March 7, 2023, at 2.  The telematics system uses digital 
wireless telecommunications technology and GPS technology to enable Toyota Connected Services and Toyota-installed software via 
third party wireless networks, satellites, and related infrastructure.  See id. at 2, 8; and see Toyota, 2023 Highlander Owner’s Manual, 
Audio & Multimedia, Connected Services, Connected Services overview, Types of functions, at 
https://www.toyota.com/owners/resources/warranty-owners-manuals.highlander.2023.digital.om0e147u.ibo1649038197243; see also 
Toyota, 2023 Highlander Owner’s Manual, Audio & Multimedia, Connected Services, Connected Services overview, Functional 
overview, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander.2023.digital.om0e147u.fgi1649038197149. 
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Toyota User Profile technology also includes the ability to change or customize settings and perform other functions via a smartphone 
(or other comparable device) application.   
 
Toyota instructs and encourages customers to utilize infringing Toyota User Profile technology, including through user manuals and 
instructional videos.  Toyota also instructs, encourages, and provides assistance to other entitles (e.g., on information and belief, rental 
car companies, fleet managers, hospitality) to activate and utilize infringing Toyota User Profile technology.   
 
Toyota places the Accused Instrumentalities in communication with Toyota Connected Services and Toyota Mobility Intelligence 
Platform (including a server/cloud infrastructure) to enable User Profile and Connected Services technologies and related products and 
services, including permissions, usage conditions, analytics, notifications, and the like. 
   
The asserted claims include elements that are implemented, at least in part, by proprietary and specialized electronics, firmware and 
software in the Accused Instrumentalities. The precise designs, processes and algorithms used in them are held in secret, at least in 
part, and are not publicly available in their entirety. An analysis of Toyota’s and third-parties’ documentation and/or source code may 
be necessary to fully describe all infringing features and functionalities of the Accused Instrumentalities. Accordingly, Plaintiff 
reserves the right to supplement these contentions, including as discovery progresses, in view of any non-infringement arguments 
Toyota may make (e.g., to allege infringement under the doctrine of equivalents), in view of the Court’s final claim construction in 
this action and in connection with expert reports. 

Claim 10 Toyota Accused Instrumentalities 

10[Pre] 
10. A method, 
comprising, 

 
The Accused Instrumentalities include all servers1 that are associated with implementing any connected 
service for Toyota and Lexus.  Whether Toyota or Lexus-branded, the accused functionalities of the 
Toyota Accused Instrumentalities operate in the same manner for purposes of this patent.  Product 
documentation reflects the interchangeability of the Accused Instrumentalities as between Toyota and 
Lexus brands.2  

 
1 A “server” or “servers,” whether used in the singular or plural in the charts herein, applies to one server or multiple servers. 
2 See, e.g., Lexus Support, https://support.lexus.com/s/article/If-I-own-a-Lexus-and-10451; Lexus Support, https://support.toyota.com/s/article/If-I-own-a-
Toyota-and-10534?language=en_US; Lexus, Privacy Rights, https://www.lexus.com/privacy; Lexus Connect Services Privacy Statement, 
https://www.lexus.com/privacyvts. 
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Claim 10 Toyota Accused Instrumentalities 

 
To the extent the preamble is limiting, the Accused Instrumentalities perform the method of claim 10.  
 
Whether or not this preamble is considered to be limiting, the Toyota Accused Instrumentalities are 
configured to perform the method of claim 1, including by a server of a cloud system configured to 
interface with vehicles to enable access to User Profiles.  For example, Toyota Accused Instrumentalities 
with Connected Services3 are configured to communicate with a server of Remote Connect or Drive 
Connect services to enable access to User Profiles. 
 
 
For example, Toyota, through the manufacture, offer of sale, and sale of vehicles equipped with hardware 
and software enabling User Profile functionality, as well as Toyota applications, e.g. the Toyota app, and 
supporting infrastructure, e.g. cloud servers, performs the recited method for setting and transferring user 
profiles to vehicles as set forth in claim 10.  See, e.g., Toyota Newsroom, Innovation, Toyota Motor North 
America Introduces Next-Generation Multimedia System to Deliver Best In-Car User Experience, at 
https://pressroom.toyota.com/toyota-motor-north-america-introduces-next-generation-multimedia-system-
to-deliver-best-in-car-user-experience/: 
 

 
 

3 Toyota Connected Services include User Profile capability, such as Remote Connect and Drive Connect.  Toyota provides User Profile access to users who 
agree to Toyota’s provision of Connected Services and Terms of Use, for example, via a Trial Service Plan or Standard Service Plan.  Such Connected Services 
are included as a trial subscription service plan to all or some Connected Services as part of the purchase price of select vehicles, as well as Connected Services 
Subscription Plans with User Profile capability, such as the Music Lover, Go Anywhere, and Premium subscription plans.  See, e.g., Toyota Support Home, 
Subscription Plans, at https://support.toyota.com/s/article/Subscription-Plans?language=en_US.   
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Claim 10 Toyota Accused Instrumentalities 

… 

 
 
See also Lexus Connected Technology, User Profiles, at https://www.lexus.com/My-
Lexus/resources/connected-technology#connected_technology_connect_more_interface: 
 

 
 
 
Using the Toyota app, users of connected Toyota vehicles can link a User Profile associated with the 
registered name of the user to a vehicle.  Toyota enables users to customize settings for their User Profile, 
for example, the Toyota app prompts the user to enter requested personal data and select preferred settings, 
such as audio preferences, cloud navigation preferences, and vehicle settings, which may vary by vehicle. 
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Claim 10 Toyota Accused Instrumentalities 

Toyota stores the User Profile data on cloud servers.  A user can access the Toyota app to associate their 
User Profile(s) with a Toyota vehicle and/or rent a Toyota vehicle, and through its vehicle hardware and 
software, which enable communication with a Toyota server, Toyota makes the User Profile portable from 
vehicle to vehicle.  See Toyota Newsroom, Toyota Motor North America Introduces Next-Generation 
Multimedia System To Deliver Best In-Car User Experience, at https://pressroom.toyota.com/toyota-
motor-north-america-introduces-next-generation-multimedia-system-to-deliver-best-in-car-user-
experience/; see also 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/52cdc
fa0-3376-11ec-bd3d-9d7b70ae271f?model=bZ4X&year=2023. 
 
Toyota uses the vehicle’s factory installed telematics system and factory-installed data communication 
module (“DCM”) to communicate stored User Profile data among Toyota’s server, the multimedia system 
of the User Profile-associated vehicle, and a linked identification device, such as a smart phone or smart 
key.  See Toyota Connected Services Terms of Use, Effective March 7, 2023, at 2, at 
https://www.toyota.com/privacyvts/images/doc/Toyota%20-
%20Connected%20Services%20Terms%20of%20Use.pdf.  The DCM is an embedded cellular device 
which enables wireless/GPS technology and allows Toyota to collect data from the user and the user’s 
vehicle.  See id.  The telematics system uses digital wireless telecommunications technology and GPS 
technology to enable Toyota Connected Services and Toyota-installed software via third party wireless 
networks, satellites, and related infrastructure.  See id. at 2, 8; and see Toyota, 2023 Highlander Owner’s 
Manual, Audio & Multimedia, Connected Services, Connected Services overview, Types of functions, at 
https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander.2023.digital.om0e147u.ibo1649038197243: 
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Claim 10 Toyota Accused Instrumentalities 

 

 
See also Toyota, 2023 Highlander Owner’s Manual, Audio & Multimedia, Connected Services, Connected 
Services overview, Functional overview, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander.2023.digital.om0e147u.fgi1649038197149: 
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Claim 10 Toyota Accused Instrumentalities 

 

 

The Accused Instrumentalities practice the method of claim 10 by providing Toyota Connected Services 
with User Profile capability, such as Remote Connect and Drive Connect.  Toyota provides User Profile 
access to users who agree to Toyota’s provision of Connected Services and Terms of Use, for example, via 
a Trial Service Plan or Standard Service Plan.  Such Connected Services are included as a trial subscription 
service plan to all or some Connected Services as part of the purchase price of select vehicles, as well as 
Connected Services Subscription Plans with User Profile capability, such as the Music Lover, Go 
Anywhere, and Premium subscription plans.  See, e.g., Toyota Support Home, Subscription Plans, at 
https://support.toyota.com/s/article/Subscription-Plans?language=en_US; see also Lexus Support Home, 
Subscription Plans, at https://support.lexus.com/s/article/Subscription-Plans-L. 
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Claim 10 Toyota Accused Instrumentalities 

 
 

See Toyota, 2023 Highlander, Owner’s Manual and Warranties, Audio & Multimedia, Connected Services, 
Connected services overview, Before using the function, at 
https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander.2023.digital.om0e147u.ars1649038197258. 
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Claim 10 Toyota Accused Instrumentalities 

 
… 
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Claim 10 Toyota Accused Instrumentalities 

 
See Toyota, Support Home, Toyota App User Profile Overview, at 
https://support.toyota.com/s/article/Toyota-App-User-Profi-10735?language=en_US. 
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Claim 10 Toyota Accused Instrumentalities 

See Toyota, Support Home, Toyota App User Profile Eligibility, at 
https://support.toyota.com/s/article/Toyota-App-User-Profi-10736?language=en_US. 

 
See Toyota Audio & Connected Services Support, Home, BZ4X, 2023, Support Topics, Toyota User 
Profile, How to Create Your Profile, at 
https://connectedtechnologiestoyota.com/toyota/feature/Toyota%20App/c0dafef0-1bde-11ec-b8cc-
7df09d7dbdc2?model=&year=null; see id.: 
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Claim 10 Toyota Accused Instrumentalities 

 
And see id.: 
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Claim 10 Toyota Accused Instrumentalities 
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Claim 10 Toyota Accused Instrumentalities 

 

 

See Toyota Connected Services Terms of Use, Effective March 7, 2023, at 2, at 
https://www.toyota.com/privacyvts/images/doc/Toyota%20-
%20Connected%20Services%20Terms%20of%20Use.pdf; and see, e.g., Toyota, 2023 Audio Multimedia 
& Connected Services, Feature Applicability, at https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY23_Connected_Services_and_Audio_Multimedia_features-Applicability.pdf: 
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Claim 10 Toyota Accused Instrumentalities 

 

 

Additionally, Toyota performs the method of claim 10 through Toyota’s servers that are used to implement 
Toyota’s collection of User Profile data, which (1) Toyota itself uses to provide, offer to sell, and sell other 
Toyota services and products, (2) Toyota shares with third parties, (3) Toyota sells to third parties, and (4) 
Toyota itself uses to create its Mobility Services Platform feature (“MSPF” or “MSP”).  Examples include 
Toyota’s sales of User Profile data to third parties who offer services to the user and/or for their own 
marketing purposes, Toyota’s sharing of profile data with third parties who offer their services to the user 
and/or for their own marketing purposes, Toyota’s sharing of profile data for targeted advertising, and 
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Claim 10 Toyota Accused Instrumentalities 

Toyota’s own use of User Profile data to offer or sell additional services and products to the user.  See 
Toyota, Your Privacy Rights, at https://www.toyota.com/support/privacy-notice/. 
 

For example, Toyota Connected advertises itself as a company which uses “big data collected from 
vehicles and analyzed on a cloud platform” to “humanize the driving experience by providing 
customers secure, seamless and contextual services, elevating the customer experience while benefiting 
dealers, distributors, and partners”:  

 

 
 

See Toyota Connected, Toyota Connected Leverages Twilio to Build A Faster and More Responsive 
‘Drivelink’ Experience, at https://toyotaconnected.com/insights/drivelink-experience. 
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Claim 10 Toyota Accused Instrumentalities 

Toyota utilizes Connected Services to collect data from connected vehicles, and Toyota creates “new 
value” for the company by utilizing these data to deliver additional Toyota products and services and 
promote collaborations with third party service providers.  So significant is the value of data collected from 
connected vehicles, “Toyota is working towards having all of its vehicles become connected vehicles”: 

 

… 

 

See United States Securities and Exchange Commission, Toyota Motor Corporation, Form 20-F, June 30, 
2023, at 
https://app.quotemedia.com/data/downloadFiling?webmasterId=90423&ref=317596090&type=PDF&sym
bol=TOYOF&cdn=01303c2712e9b793c3df5155e787e8e1&companyName=Toyota+Motor+Corporation&
formType=20-
F&formDescription=Annual+and+transition+report+of+foreign+private+issuers+%5BSections+13+or+15
%28d%29%5D&dateFiled=2023-06-30. 

Toyota’s use, sharing, and sale of User Profile data includes the sharing and sale of User Profile data 
with/to third party service providers, such as insurance companies, rental car companies, car-sharing 
companies, mobile retailers, etc.  Moreover, Toyota’s collection, use and transfer of User Profile data is 
used to create Toyota’s Mobility Services Platform, as depicted in the graphic below. 
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Claim 10 Toyota Accused Instrumentalities 

 

See  IEEE, Connected & Autonomous Vehicles, Toyota establishes a Mobility Services Platform and 
announces collaboration with a car-sharing company, at https://site.ieee.org/connected-
vehicles/2016/10/31/toyota-establishes-mobility-services-platform-announces-collaboration-car-sharing-
company/. 

Toyota operates “its cloud data center for big data collected from connected cars” and is developing “new 
mobility services that utilize integrated vehicle connectivity and big data”: 
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Claim 10 Toyota Accused Instrumentalities 

 
… 

 
… 

 
 

See RCR Wireless News, Toyota Connected and NTT Data to collaborate on mobility service business, 
April 2020, at https://www.rcrwireless.com/20200408/news/toyota-connected-ntt-data-collaborate-
mobility-service-business.   

Toyota’s “ingestion” and “analytics” of data from connected vehicles, including User Profile data, enables 
Toyota to “create the Mobility Service Platform[,]” which “enables in turn other services”: 
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Claim 10 Toyota Accused Instrumentalities 

 

 

See Automotive Logistics, Channel[]ing Big Data into Connected Services at Toyota, at 
https://www.automotivelogistics.media/digital-technology/channelling-big-data-into-connected-services-
at-toyota/37898.article. 

For example, Toyota’s collection of User Profile data is used by Toyota to offer additional Toyota 
services, such as Navigation services.   

 

See Toyota Privacy Notice, Connected Services, Intro, at https://www.toyota.com/privacyvts/.   
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Claim 10 Toyota Accused Instrumentalities 

As another example, Toyota shares User Profile data with insurance companies, enabling such third-party 
insurers to make sales offers to users. 

 

 

See Toyota Pressroom, Toyota Expands Partnership with Connected Analytic Services, at 
https://pressroom.toyota.com/toyota-expands-partnership-with-connected-analytic-services/. 

 

Toyota further performs the method of claim 10 through Toyota’s servers that are used to implement 
Toyota’s Rent a Toyota service and platform, wherein Toyota’s collection and transfer of User Profile data 
enable Toyota’s provision of services and sales to “Rent a Toyota” customers.  For example, when a user 
registers a User Profile with Toyota, the Toyota app dashboard advertises to the user the ability to add a 
vehicle or “Rent a Toyota” vehicle: 
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Claim 10 Toyota Accused Instrumentalities 

 
See Toyota Audio & Connected Services Support, Home, BZ4X, 2023, Support Topics, Toyota User 
Profile, How to Create Your Profile, at 
https://connectedtechnologiestoyota.com/toyota/feature/Toyota%20App/c0dafef0-1bde-11ec-b8cc-
7df09d7dbdc2?model=&year=null; see also Toyota Audio & Connected Services Support, Home, BZ4X, 
2023, Support Topics, Toyota User Profile, at 
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Claim 10 Toyota Accused Instrumentalities 

https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/52ba9
5c0-3376-11ec-bd3d-9d7b70ae271f?model=bZ4X&year=2023. 

Toyota’s Rent a Toyota service uses User Profile data from Rent a Toyota customers, inter alia, “to 
provide Connected Services and for internal research and data analysis.”  Toyota Rent a Toyota further 
uses User Profile data for “navigation assistance and to activate remote services.” 
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Claim 10 Toyota Accused Instrumentalities 

 

See Toyota, Rent a Toyota, FAQ, at https://www.toyota.com/rental/faq.html. 
 
Further information regarding this limitation, including details of its operation are expected to be found in 
non-public technical documents, including source code related to the operation of the vehicle electronics, 
as may be further informed by source code concerning the operation of Toyota/Lexus servers responsible 
for aspects of the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise 
modify these contentions in response to non-public documents, including source code, provided in this 
matter. 
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Claim 10 Toyota Accused Instrumentalities 

10[a] 
receiving, at a 
server, information 
for a user profile 
of a user, the user 
profile defining 
one or more 
settings that are 
preferred to be set 
in vehicles if the 
vehicles support 
the settings; 

 
See claim 10[pre], above. 
 
The Accused Instrumentalities receive information for a user profile of a user.   
 
For example, as described above, Toyota provides a Toyota app for users to register and specify user-
profile settings for a vehicle associated with a User Profile, such as music preferences, weather alerts, etc.; 
Toyota stores the User Profile data to a cloud server; Toyota receives content, such as Apple Music and 
weather alerts from content service providers, at a Toyota server; Toyota transmits user profile-defined 
content, as specified by the User Profile, to a vehicle associated with the User Profile. Using the Toyota 
app, communication is relayed between the vehicle’s multimedia system, Toyota’s server and the 
applicable content provider(s).  Toyota’s connected vehicle’s embedded hardware and software enable 
communication among the Toyota app, the user profile-associated vehicle’s multimedia system, Toyota’s 
server and the content providers, allowing the vehicle to apply User Profile settings in the vehicle 
according to the user defined content. 
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Claim 10 Toyota Accused Instrumentalities 
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Claim 10 Toyota Accused Instrumentalities 

 
 
See Toyota, 2022 Corolla Cross, Manuals and Warranties, Audio & Multimedia, Connected Services, 
Connected Services overview, Type A: Function achieved by using a smartphone or DCM, at 
https://www.toyota.com/owners/resources/warranty-owners-manuals.corolla-
cross.2022.digital.om0a012u.ch07se010402; and see, e.g., Toyota, 2022 Highlander Hybrid, Manuals and 
Warranties, Audio & Multimedia, Connected Services, Connected Services overview, Type A: Function 
achieved by using a smartphone or DCM, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander-hv.2022.digital.om0e140u.ch09se010402. 
 
Toyota makes and sells vehicles with factory installed multimedia system hardware and software, which 
includes an on-board DCM.  The DCM enables wireless/GPS technology and allows for the collection of 
data from the user and the user’s vehicle.  By default, the DCM is on/active when the vehicle is delivered 
to the customer and will remain on/active and continue to collect data from the user and the user’s vehicle 
until the customer contacts Toyota and requests deactivation.  See, e.g.:  
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Toyota Connected Services Terms of Use, Effective March 7, 2023, at 1-2, at 
https://www.toyota.com/privacyvts/images/doc/Toyota%20-
%20Connected%20Services%20Terms%20of%20Use.pdf; see id. at 2: 
 

 
 
Toyota advertises that its vehicles with Connected Services functionality “carry onboard technologies to 
process complex road data.”  The data is processed via edge computing or “via cloud computing through 
an online server”: 
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See Toyota Connected, Case Study, Living on the Edge, Dreaming on a cloud, and the Big Idea of Big 
Data: How Toyota Connected is using Data to Make Smarter Cars, at 
https://www.toyotaconnected.com/insights/living-on-the-edge. 
 
Toyota stores User Profile data on cloud servers, so that “even if a profile is deleted in the vehicle, it is not 
deleted from the cloud.”  Toyota uses the Toyota app as a platform in which the user defines settings for a 
User Profile and identifies an associated vehicle, enabling Toyota to receive the User Profile data at the 
cloud server, then transfer the User Profile data to the associated vehicle.  See, e.g.: 
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… 
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See Toyota, bZ4X 2023 Multimedia Owner’s Manual, p. 48, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM42D77U/pdf/OM42D77U.pdf 
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Id. at 49; and see id. at 55: 
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The Accused Instrumentalities receive information for a user profile of a user, the user profile defines one 
or more settings that are preferred to be set in vehicles if the vehicles support the settings.  Toyota provides 
various settings options to be set in vehicles, which may vary by vehicle, and which may be selected by the 
user during user profile registration on the Toyota app.  Examples of user profile defined settings include 
audio settings, cloud navigation settings, and vehicle preferences.  See, e.g.: 

… 
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See Toyota, Audio & Connected Services Support, Home, BZ4X, 2023, Support Topics, Toyota User 
Profile, 
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https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/52cdc
fa0-3376-11ec-bd3d-9d7b70ae271f?model=bZ4X&year=2023. 
 
See also: 
 

 
 
See Toyota, Support Home, What are the key features of a User Profile?, at 
https://support.toyota.com/s/article/What-are-the-key-features-of-a-User-Profile?language=en_US. 
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The Accused Instrumentalities receive information for a user profile of a user, the user profile defines one 
or more settings that are preferred to be set in vehicles if the vehicles support the settings.  For example, 
Toyota advertises that its User Profile “service may vary by vehicle.”  Toyota instructs customers “to 
review their vehicle’s features and capabilities within the Toyota app” or by “refer[ring] to [their] Owner’s 
Manual.” 
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See Toyota, Support Home, Toyota App User Profile Eligibility, at 
https://support.toyota.com/s/article/Toyota-App-User-Profi-10736?language=en_US; see also Lexus, 

Page 39 of 158



40 
 

Claim 10 Toyota Accused Instrumentalities 

Support Home, Which Vehicles are Equipped with a User Profile Feature, at 
https://support.lexus.com/s/article/Which-vehicles-are-eq-10869: 
 

 
 
For example, Toyota advertises that it collects the user’s in-vehicle preferences if the vehicle is equipped 
with the ability to create and save user profiles.   
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See Toyota, Privacy Notice, Connected Services, Collect & Use, Profile Data, at 
https://www.toyota.com/privacyvts/; see also Lexus, Privacy Notice, Connected Services, Collect & Use, 
at https://www.lexus.com/privacyvts/. 
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See also Toyota, 2024 Audio Multimedia & Connected Services, Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY24_Connected_Services_and_Audio_Multimedia_features-Applicability.pdf 
(identifying connected services and features available for select 2024 vehicles); 
see Toyota 2023 Audio Multimedia & Connected Services, Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY23_Connected_Services_and_Audio_Multimedia_features-Applicability.pdf 
(identifying connected services and features available for select 2023 vehicles); and see Toyota 2022 
Connected Services & Audio Multimedia Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY22_Connected_Services_and_Audio_Multimedia_Feature_Applicability.pdf 
(identifying connected services and features available for select 2022 vehicles). 
 
Further information regarding this limitation, including details of its operation are expected to be found in 
non-public technical documents, including source code related to the operation of the vehicle electronics, 
as may be further informed by source code concerning the operation of Toyota/Lexus servers responsible 
for aspects of the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise 
modify these contentions in response to non-public documents, including source code, provided in this 
matter. 
 

10[b] 
identifying a 
selected vehicle 
for applying the 
user profile, the 
selected vehicle 
having a plurality 
of settable settings, 
the selected 
vehicle being one 
of a plurality of 

 
See claim 10[pre] and claim 10[a], above. 
 
The Accused Instrumentalities identify a selected vehicle for applying the user profile. 
 
Toyota provides multiple methods for identifying a selected vehicle for applying the User Profile.  For 
example, the connected vehicle has embedded hardware and software, including an on-board 
communication module, (e.g., a DCM), which is by default on/active to collect, transmit, and relay user-
identifying data, via a Bluetooth-connected handheld device, such as a smartphone or a tablet, smart key, 
or via manual login, to the Accused Instrumentalities for identifying a selected vehicle in order to apply a 
User Profile to a selected vehicle: 
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vehicles identified 
as available by the 
server; 

 

 
 
See Toyota Newsroom, Toyota Motor North America Introduces Next-Generation Multimedia System To 
Deliver Best In-Car User Experience, at https://pressroom.toyota.com/toyota-motor-north-america-
introduces-next-generation-multimedia-system-to-deliver-best-in-car-user-experience/; see also Lexus, 
Connected Technology Support, Internal Home, Support Topics, Lexus App, at 
https://connectedtechnologieslexus.com/lexus/feature/Lexusapp/80777110-051b-11ec-bb1d-
63676d325770?model=&year=null: 
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See Toyota Connected Services Terms of Use, Effective March 7, 2023, at 1-2, at 
https://www.toyota.com/privacyvts/images/doc/Toyota%20-
%20Connected%20Services%20Terms%20of%20Use.pdf. 
 
For example, a User Profile may be applied to a vehicle identified and selected as registered with the User 
Profile after the user enters a PIN, which is confirmed by the vehicle communication module’s 
communications with the Accused Instrumentalities.  As another example, if a user links a preferred 
identification device with their User Profile, Toyota uses vehicle embedded hardware and software to relay 
communications between the device and the server, using device identifier data assigned to a user’s device 
to identify and select the vehicle associated with the User Profile, and thereafter apply the User Profile to 
that vehicle.  See, e.g.: 
 

 
 
See Toyota, Support Home, Toyota App User Profile Overview, at 
https://support.toyota.com/s/article/Toyota-App-User-Profi-10735?language=en_US; see Lexus Support 
Home, How Can I Add My User Profile to a Vehicle?, at  
https://support.lexus.com/s/article/How-can-I-add-my-User-Profile-to-a-vehicle; see also Toyota, Privacy 
Notice, Connected Services, at https://www.toyota.com/support/privacy-notice/: 
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As another example, a user can link a smart key to their User Profile, according to Toyota’s instructions, 
and Toyota uses the vehicle’s embedded hardware and software, configured to relay communications with 
the smart key and the Accused Instrumentalities, to apply a User Profile to the user profile associated 
vehicle. 
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See Toyota, Support Home, Toyota App User Profile Overview, at 
https://support.toyota.com/s/article/Toyota-App-User-Profi-10735?language=en_US; see also Lexus, 
Support Home, How can I add My User Profile to a Vehicle?, at https://support.lexus.com/s/article/How-
can-I-add-my-User-Profile-to-a-vehicle: 
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The Accused Instrumentalities identify the selected vehicle for applying the user profile, the selected 
vehicle having a plurality of settable settings. 
 
For example, Toyota’s User Profile functionality includes the selected vehicle having up to three User 
Profiles, wherein each profile of the three user profiles may be tailored to the user’s individual setting 
preferences.   
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See Toyota, Support Home, Toyota App User Profile Overview, at 
https://support.toyota.com/s/article/Toyota-App-User-Profi-10735?language=en_US. 
 
Toyota’s User Profile functionality allows for three User Profiles per vehicle, wherein each of the three 
users can customize their own “driving positions, multimedia settings, and other vehicle settings,” 
including different settings allowable for the primary driver. 
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… 
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See Toyota, bZ4X 2023 Multimedia Owner’s Manual, p. 48, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM42D77U/pdf/OM42D77U.pdf 
 

 
 
Id. at 49; and see id. at 55: 
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See also Lexus, Connectivity, Multimedia FAQ, What is a User Profile?, at 
https://www.lexus.com.au/connectivity/apple-carplay-and-android-auto-support: 
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Toyota’s User Profile functionality allows a primary driver to customize their User Profile to receive 
“vehicle health reports, manage services, and more,” whereas the additional two User Profiles for a vehicle 
cannot have these settings. 
 
 

 
 

See Toyota, Support, How To: User Profiles on Toyota’s New Audio Multimedia System, at 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/fc9a2
440-4959-11ec-99e3-59782dff31a1?model=bZ4X&year=2023; see also Lexus Connected Technology 
Support, Home, UX 250H, 2024, Support Topics, User Profile, What is a User Profile?, at 
https://lexusconnectedtechnologysupport.com/lexus/feature/User%20Profile/6bc07ec0-0929-11ed-a686-
85aa58672a6c?model=UX%20250H&year=2024: 
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The Accused Instrumentalities identify the selected vehicle for applying the user profile, the selected 
vehicle having a plurality of settable settings, the selected vehicle being one of a plurality of vehicles 
identified as available by the server (e.g., one of the vehicles recognized by the server).   
 
A User Profile stored to Toyota’s server can include a user profile-associated vehicle, for example 
identified by vehicle identification number (“VIN”).  Toyota’s server, storing the User Profile data, 
including the user profile-associated vehicle, identifies the user profile-associated vehicle and selects said 
vehicle to apply a User Profile to the vehicle. 
 

 
 
See Toyota, Support Home, How do I add a vehicle to my My Toyota account?, at 
https://support.toyota.com/s/article/How-do-I-add-a-vehicl-7598?language=en_US. 
 
Toyota’s User Profile functionality allows for User Profile data to be stored to the Toyota server, as 
opposed to locally saved to the vehicle’s multimedia system. 
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See Toyota, Support Home, Toyota App User Profile key Features Breakdown, at 
https://support.toyota.com/s/article/Toyota-App-User-Profi-10737?language=en_US. 
 
Toyota’s User Profile functionality includes the Toyota server identifying and selecting a user profile-
associated vehicle on which to load a User Profile, for example, where the user linked the vehicle to the 
User Profile via the Toyota app. 
 

 
 
See Toyota, bZ4X 2023 Multimedia Owner’s Manual, p. 48, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM42D77U/pdf/OM42D77U.pdf 
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Id. at 49. 
 
Additionally, the Toyota vehicle’s embedded hardware and software enable communication between the 
vehicle and Toyota’s server to verify user-identifying data, for example, via a Bluetooth-connected 
handheld device, such as a smartphone or a tablet, smart key, or via manual login, in order to identify and 
select the appropriate user profile-associated vehicle among a plurality of vehicles available to the server.  
Toyota’s connected vehicles, embedded with a DCM and telematics system, can detect Multiple Toyota 
User Profiles if there are other Toyota app users in the vehicle’s vicinity, however, through 
communications with the server, for example, verification of a PIN or linked identification device, the 
server selects the user profile-associated vehicle on which to apply the User Profile.   
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See Toyota Audio & Connected Services Support, Home, BZ4X, 2023, Support Topics, Toyota User 
Profile, How to Create Your Profile, at 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20App/af779a10-bbf7-11ec-
9c26-bda36a4d479f?model=&year=null. 
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Toyota’s multimedia system, including embedded DCM hardware to communicate with Toyota servers, 
and identification device(s), enables Toyota servers to identify and select user profile-associated vehicles 
on which to apply User Profile data to the user profile-associated vehicle.  See, e.g.: 
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See Toyota, 2022 Corolla Cross, Manuals and Warranties, Audio & Multimedia, Connected Services, 
Connected Services overview, Type A: Function achieved by using a smartphone or DCM, at 
https://www.toyota.com/owners/resources/warranty-owners-manuals.corolla-
cross.2022.digital.om0a012u.ch07se010402; and see, e.g., Toyota, 2022 Highlander Hybrid, Manuals and 
Warranties, Audio & Multimedia, Connected Services, Connected Services overview, Type A: Function 
achieved by using a smartphone or DCM, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander-hv.2022.digital.om0e140u.ch09se010402. 
 

Further information regarding this limitation, including details of its operation are expected to be found in 
non-public technical documents, including source code related to the operation of the vehicle electronics, 
as may be further informed by source code concerning the operation of Toyota/Lexus servers responsible 
for aspects of the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise 
modify these contentions in response to non-public documents, including source code, provided in this 
matter. 
 

10[c] 
determining, by 
the server, 
applicable settings 
for the selected 
vehicle, the 
applicable settings 
being settings that 
are preferred to be 
set as identified 
from the user 
profile and are 
compatible with 
settings that are 

 
See claim 10[pre] and claim 10[a]-[b], above. 
 
 
The Accused Instrumentalities determine applicable settings for the selected vehicle.   
 
For example, Toyota stores User Profile data, including User Profile settings to the Accused 
Instrumentalities (e.g., in the cloud), and the user profile settings are loaded from the cloud to a user 
profile-associated vehicle.   
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settable in the 
selected vehicle; 
and 

 
 
See Toyota, bZ4X 2023 Multimedia Owner’s Manual, p. 48, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM42D77U/pdf/OM42D77U.pdf.   
 
When a user changes the vehicle settings, for example by accessing the Toyota app, Toyota’s server 
updates the User Profile and further updates the settings for the user profile-associated vehicle. 
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Id. at 49.  As described above, Toyota’s connected vehicles include embedded hardware and software 
enabling communications among the vehicle’s multimedia system, Toyota’s server, and the identification 
device(s) linked to the User Profile.  See, e.g.: 
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See Toyota, 2022 Corolla Cross, Manuals and Warranties, Audio & Multimedia, Connected Services, 
Connected Services overview, Type A: Function achieved by using a smartphone or DCM, at 
https://www.toyota.com/owners/resources/warranty-owners-manuals.corolla-
cross.2022.digital.om0a012u.ch07se010402; and see, e.g., Toyota, 2022 Highlander Hybrid, Manuals and 
Warranties, Audio & Multimedia, Connected Services, Connected Services overview, Type A: Function 
achieved by using a smartphone or DCM, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander-hv.2022.digital.om0e140u.ch09se010402. 
 
 
Toyota performs the method of claim 10, including determining, by the server, applicable settings for the 
selected vehicle, the applicable settings being settings that are preferred to be set as identified from the 
user profile and are compatible with settings that are settable in the selected vehicle. 
 
The applicable settings for the selected vehicle are settings that are preferred to be set as identified from 
the User Profile.  Examples of user profile preferred settings include audio settings, cloud navigation 
settings, and vehicle preferences.  See, e.g.: 
 

 
                             … 
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See Toyota, Audio & Connected Services Support, Home, BZ4X, 2023, Support Topics, Toyota User 
Profile, at 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/52cdc
fa0-3376-11ec-bd3d-9d7b70ae271f?model=bZ4X&year=2023; see also Lexus, Connected Technology 
Support, Home UX 250H, 2024, Support Topics, User Profile, What is a User Profile?, at 
https://lexusconnectedtechnologysupport.com/lexus/feature/User%20Profile/6bc07ec0-0929-11ed-a686-
85aa58672a6c?model=UX%20250H&year=2024: 
 

 
… 
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Toyota vehicles have varying features and capabilities, thus the preferred settings must be compatible with 
the user profile-associated vehicle before Toyota’s server applies user profile settings in the vehicle. 
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See Toyota, Support Home, What are the key features of a User Profile?, at 
https://support.toyota.com/s/article/What-are-the-key-features-of-a-User-Profile?language=en_US. 
 
Using vehicle identifying data associated with the User Profile, for example the vehicle’s VIN or model 
and year, a Toyota server can determine which settings that are preferred to be set as identified from the 
User Profile are compatible with settings that are settable in the selected vehicle.  See, e.g., Toyota, 2024 
Audio Multimedia & Connected Services, Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
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multimedia/pdf/new/MY24_Connected_Services_and_Audio_Multimedia_features-Applicability.pdf 
(identifying connected services and features available for select 2024 vehicles); 
see Toyota 2023 Audio Multimedia & Connected Services, Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY23_Connected_Services_and_Audio_Multimedia_features-Applicability.pdf 
(identifying connected services and features available for select 2023 vehicles); and see Toyota 2022 
Connected Services & Audio Multimedia Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY22_Connected_Services_and_Audio_Multimedia_Feature_Applicability.pdf 
(identifying connected services and features available for select 2022 vehicles). 
 
Further information regarding this limitation, including details of its operation are expected to be found in 
non-public technical documents, including source code related to the operation of the vehicle electronics, 
as may be further informed by source code concerning the operation of Toyota/Lexus servers responsible 
for aspects of the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise 
modify these contentions in response to non-public documents, including source code, provided in this 
matter. 
 

10[d] 
sending, by the 
server, the 
applicable settings 
for programming 
to the selected 
vehicle, wherein 
the applicable 
settings are 
programmed on 
the selected 
vehicle after 
receipt by the 

 
See claim 10[pre] and claim 10[a]-[c], above. 
 
The Accused Instrumentalities send the applicable settings for programming to the selected vehicle. 
 
Toyota stores User Profile data, including User Profile settings, in the cloud, and Toyota’s server sends the 
applicable settings to Toyota’s vehicles, including, e.g., a user profile-associated vehicle.   
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selected vehicle 
over a wireless 
connection, 
wherein the 
method is 
executed by the 
server, the server 
including a 
processor; 

 
 
See Toyota, bZ4X 2023 Multimedia Owner’s Manual, p. 48, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM42D77U/pdf/OM42D77U.pdf; see also id. at 49: 
 

 
 
Toyota performs the method of claim 10, including sending, by the server, the applicable settings for 
programming to the selected vehicle, wherein the applicable settings are programmed on the selected 
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vehicle after receipt by the selected vehicle over a wireless connection, wherein the method is executed by 
the server, the server including a processor. 
 
As described above, Toyota’s connected vehicles include embedded hardware and software enabling 
communications, over a wireless connection, among the vehicle’s multimedia system, Toyota’s server, and 
the identification device(s) linked to the User Profile.  See, e.g.: 
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See Toyota, 2022 Corolla Cross, Manuals and Warranties, Audio & Multimedia, Connected Services, 
Connected Services overview, Type A: Function achieved by using a smartphone or DCM, at 
https://www.toyota.com/owners/resources/warranty-owners-manuals.corolla-
cross.2022.digital.om0a012u.ch07se010402; and see, e.g., Toyota, 2022 Highlander Hybrid, Manuals and 
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Warranties, Audio & Multimedia, Connected Services, Connected Services overview, Type A: Function 
achieved by using a smartphone or DCM, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander-hv.2022.digital.om0e140u.ch09se010402. 

 
For example, Toyota stores User Profile data, e.g., User Profile personalized settings and preferences, to a 
cloud server, and by a wireless connection between an identification device associated with the User 
Profile and the vehicle’s embedded DCM and telematics system, the applicable User Profile settings are 
received by and programmed on the vehicle. 
 

 
Additionally, Toyota’s cloud server includes processor. 
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… 

 
… 
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See Toyota Connected, Case Study, Living on the Edge, Dreaming on a cloud, and the Big Idea of Big 
Data: How Toyota Connected is using Data to Make Smarter Cars, at 
https://www.toyotaconnected.com/insights/living-on-the-edge; 
see also https://www.toyota.com/support/privacy-notice/ (describing, for privacy disclosure, processing of 
user data and purpose of processing). 
 
Further information regarding this limitation, including details of its operation are expected to be found in 
non-public technical documents, including source code related to the operation of the vehicle electronics, 
as may be further informed by source code concerning the operation of Toyota/Lexus servers responsible 
for aspects of the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise 
modify these contentions in response to non-public documents, including source code, provided in this 
matter. 
 

10[e] 
wherein the 
selected vehicle 
includes vehicle 
electronics for 
applying the 

 
See claim 10[pre] and claim 10[a]-[d], above, 
 
The selected vehicle includes vehicle electronics for applying the programming to cause the applicable 
settings to be activated on the selected vehicle and communication circuitry for communicating via the 
wireless connection. 
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programming to 
cause the 
applicable settings 
to be activated on 
the selected 
vehicle and 
communication 
circuitry for 
communicating via 
the wireless 
connection. 

Toyota uses the vehicle’s factory installed telematics system and factory-installed DCM to communicate 
stored User Profile data among Toyota’s server, the multimedia system of the User Profile-associated 
vehicle, and a linked identification device, such as a smart phone or smart key.  See Toyota Connected 
Services Terms of Use, Effective March 7, 2023, at 2, at 
https://www.toyota.com/privacyvts/images/doc/Toyota%20-
%20Connected%20Services%20Terms%20of%20Use.pdf.   
 
The DCM is an embedded cellular device which enables wireless/GPS technology and allows Toyota to 
collect data from the user and the user’s vehicle.  See id.  The telematics system uses digital wireless 
telecommunications technology and GPS technology to enable Toyota Connected Services and Toyota-
installed software via third party wireless networks, satellites, and related infrastructure.  See id. at 2, 8; 
and see Toyota, 2023 Highlander Owner’s Manual, Audio & Multimedia, Connected Services, Connected 
Services overview, Types of functions, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander.2023.digital.om0e147u.ibo1649038197243: 
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See also Toyota, 2023 Highlander Owner’s Manual, Audio & Multimedia, Connected Services, Connected 
Services overview, Functional overview, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander.2023.digital.om0e147u.fgi1649038197149: 
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By default, the DCM is on/active when the vehicle is delivered to the customer and will remain on/active 
and continue to collect data from the user and the user’s vehicle until the customer contacts Toyota and 
requests deactivation.  See, e.g.:  
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Toyota Connected Services Terms of Use, Effective March 7, 2023, at 1-2, at 
https://www.toyota.com/privacyvts/images/doc/Toyota%20-
%20Connected%20Services%20Terms%20of%20Use.pdf; see id. at 2: 
 

 
 
Toyota advertises that its vehicles with Connected Services functionality “carry onboard technologies to 
process complex road data.”  See, e.g.: 
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See Toyota Connected, Case Study, Living on the Edge, Dreaming on a cloud, and the Big Idea of Big 
Data: How Toyota Connected is using Data to Make Smarter Cars, at 
https://www.toyotaconnected.com/insights/living-on-the-edge. 
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See Toyota, 2022 Corolla Cross, Manuals and Warranties, Audio & Multimedia, Connected Services, 
Connected Services overview, Type A: Function achieved by using a smartphone or DCM, at 
https://www.toyota.com/owners/resources/warranty-owners-manuals.corolla-
cross.2022.digital.om0a012u.ch07se010402; and see, e.g., Toyota, 2022 Highlander Hybrid, Manuals and 
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Warranties, Audio & Multimedia, Connected Services, Connected Services overview, Type A: Function 
achieved by using a smartphone or DCM, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander-hv.2022.digital.om0e140u.ch09se010402. 
 
Further information regarding this limitation, including details of its operation are expected to be found in 
non-public technical documents, including source code related to the operation of the vehicle electronics, 
as may be further informed by source code concerning the operation of Toyota/Lexus servers responsible 
for aspects of the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise 
modify these contentions in response to non-public documents, including source code, provided in this 
matter. 
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11.  The method of 
claim 10, wherein 
sending the 
applicable settings 
to the vehicle 
includes, sending 
the applicable 
settings directly to 
the vehicle 
electronics of the 
selected vehicle, or 
sending the 
applicable settings 
to a computing 
device for 
subsequent 
transfer to the 
selected vehicle. 

 
See claim 10, above. 
 
Sending the applicable settings to the vehicle includes, sending the applicable settings directly to the vehicle 
electronics of the selected vehicle, or sending the applicable settings to a computing device for subsequent 
transfer to the selected vehicle.   
 
For example, Toyota provides multiple methods for identifying a selected vehicle for applying the User Profile 
settings to a user profile-associated vehicle.  For example, the connected vehicle has embedded hardware and 
software, including, e.g., an on-board communication module, a DCM, which is by default on/active to collect, 
transmit, and relay user-identifying data, via a Bluetooth-connected handheld device, such as a smartphone or 
a tablet, smart key, or via manual login, to apply a User Profile to a selected vehicle: 
 

 
 
See Toyota Newsroom, Toyota Motor North America Introduces Next-Generation Multimedia System To 
Deliver Best In-Car User Experience, at https://pressroom.toyota.com/toyota-motor-north-america-introduces-
next-generation-multimedia-system-to-deliver-best-in-car-user-experience/. 
 
As another example, Toyota may apply a User Profile to a vehicle identified and selected as registered with 
the User Profile after the user enters a PIN, which is confirmed by the vehicle communication module’s 
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communications with a Toyota server.  Alternatively, as described above, if a user links a preferred 
identification device with their User Profile, Toyota uses vehicle embedded hardware and software to relay 
communications between the device and the server, using device identifier data assigned to a user’s device to 
identify and select the vehicle associated with the User Profile, and thereafter apply the User Profile to that 
vehicle.  See, e.g.: 
 

 
 
See Toyota, Support Home, Toyota App User Profile Overview, at https://support.toyota.com/s/article/Toyota-
App-User-Profi-10735?language=en_US; see also Toyota, Privacy Notice, Connected Services, at 
https://www.toyota.com/support/privacy-notice/: 
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As another example, a user can link a smart key to their User Profile, according to Toyota’s instructions, and 
Toyota uses the vehicle’s embedded hardware and software, configured to relay communications with the 
smart key and the Toyota server, to apply a User Profile to the user profile-associated vehicle. 
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See Toyota, Support Home, Toyota App User Profile Overview, at https://support.toyota.com/s/article/Toyota-
App-User-Profi-10735?language=en_US. 
 
Further information regarding this limitation, including details of its operation are expected to be found in 
non-public technical documents, including source code related to the operation of the vehicle electronics, as 
may be further informed by source code concerning the operation of Toyota/Lexus servers responsible for 
aspects of the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify 
these contentions in response to non-public documents, including source code, provided in this matter. 
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12.  The method of 
claim 10, further 
comprising, 
examining setting 
modifications over 
a period of time 
that defines a 
history use; 
generating learned 
settings by 
analyzing the 
history of use; and 
sending the 
learned settings to 
the user profile for 
use or transfer to 
the selected 
vehicle. 

 
See claim 10, above. 
 
The Accused Instrumentalities examine setting modifications over a period of time that defines a history use; 
generating learned settings by analyzing the history of use; and sending the learned settings to the user profile 
for use or transfer to the selected vehicle. 
 
As shown below, for example, user profile settings are “automatically saved to the current profile when they 
are changed[,]” “[r]egistered profiles are saved in the cloud[,]” “[b]y using the Toyota app and linking to a 
Toyota account, a profile can be loaded from the cloud in any vehicle[,]” and “changing some multimedia 
settings automatically updates the profile saved at the cloud and a screen notifying the driver that the profile 
has been updated appears.”   
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Toyota, Mirai 2023 Multimedia Owner’s Manual, at 50-51, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM62112U/pdf/OM62112U.pdf 
 
The Accused Instrumentalities examine setting modifications over a period of time that defines a history of 
use, generating learned settings by analyzing the history of use, and sending the learned settings to the user 
profile for use or transfer to the selected vehicle. As an example, Toyota’s Intelligent Assistant relies on 
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machine learning artificial intelligence to process commands using the inputs and changes made to the systems 
of the vehicle, including user profile settings, to learn behavior associated with such inputs and changes, and 
deliver “a smart, personalized experience” for the user.  As instructed in the video below, for example, 
Toyota’s “Intelligent Assistant goes a step further than Toyota’s standard voice assistant feature by relying on 
machine learning AI for a smart, personalized experience. …For example, Intelligent Assistant works great 
with cloud navigation. …Intelligent Assistant can also be used for music. …If you’re curious about what’s 
playing, just ask ‘what track is playing?’ And if it’s a song you love, you can say, ‘play more music like this.’”    
 

 
 
https://www.youtube.com/watch?app=desktop&v=kiPysxvkmoU 
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Toyota’s Intelligent Assistant “utilize[es] learned user data stored in the cloud” and “cloud content is 
constantly kept up-to-date in the Toyota server,” and “changing some multimedia settings automatically 
updates the profile saved at the cloud and a screen notifying the driver that the profile has been updated 
appears.”   
 

 
 
Toyota, Mirai 2023 Multimedia Owner’s Manual, at 39, 50-51, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM62112U/pdf/OM62112U.pdf 
 
 
Further information regarding this limitation, including details of its operation are expected to be found in 
non-public technical documents, including source code related to the operation of the vehicle electronics, as 
may be further informed by source code concerning the operation of Toyota/Lexus servers responsible for 
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aspects of the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify 
these contentions in response to non-public documents, including source code, provided in this matter. 
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13.  The method of 
claim 10, wherein 
the plurality of 
settable settings of 
the selected 
vehicle are 
predefined for 
specific types of 
vehicles associated 
with automobile 
makers or 
automobile 
models; wherein 
the settable 
settings include 
one or more of 
radio settings, or 
user interface 
settings, or 
temperature 
settings for 
particular times of 
day, or 
temperature 
settings, or air 
settings, or display 
settings, or speed 
settings, or 
internet settings, 
or pairing settings, 
or remote access 

 
See claim 10, above. 
 
The plurality of settable settings of the selected vehicle are predefined for specific types of vehicles associated 
with automobile makers or automobile models; wherein the settable settings include one or more of radio 
settings, or user interface settings, or temperature settings for particular times of day, or temperature settings, 
or air settings, or display settings, or speed settings, or internet settings, or pairing settings, or remote access 
settings, or home control settings, or audio settings, or entertainment settings,  or mapping settings, or heating 
settings, or payment settings, or sub-user settings, or key fob settings, or user ID settings, or biometric settings, 
fingerprint settings, or eye scan settings, or role settings, or administrator settings, or login settings, or calendar 
settings, or location based settings, or tracking settings, or vehicle mode settings, or operational settings, or 
combinations of two or more settings, or learned settings from user historical use, or seat settings, or automatic 
payment settings, or combinations of two or more thereof. 
 
As shown below, for example, Toyota advertises that its User Profile “service may vary by vehicle.”  Toyota 
instructs customers “to review their vehicle’s features and capabilities within the Toyota app” or by 
“refer[ring] to [their] Owner’s Manual.” 
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settings, or home 
control settings, or 
audio settings, or 
entertainment 
settings, or 
mapping settings, 
or heating settings, 
or payment 
settings, or sub-
user settings, or 
key fob settings, 
or user ID settings, 
or biometric 
settings, or 
fingerprint 
settings, or eye 
scan settings, or 
role settings, or 
administrator 
settings, or login 
settings, or 
calendar settings, 
or location based 
settings, or 
tracking settings, 
or vehicle mode 
settings, or 
operational 
settings, or 
combinations of 
two or more 
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settings, or learned 
settings from user 
historical use, or 
seat settings, or 
automatic payment 
settings, or 
combinations of 
two or more 
thereof. 

See Toyota, Support Home, Toyota App User Profile Eligibility, at https://support.toyota.com/s/article/Toyota-
App-User-Profi-10736?language=en_US; see also Lexus, Support Home, Which Vehicles are Equipped with a 
User Profile Feature, at https://support.lexus.com/s/article/Which-vehicles-are-eq-10869: 
 

 
 
A plurality of settable settings of the selected vehicle that are predefined for specific types of vehicles 
associated with automobile models.  Examples of settable settings include radio settings, temperature settings, 
display settings, and audio settings.  See, e.g.: 
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                             … 
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See Toyota, Audio & Connected Services Support, Home, BZ4X, 2023, Support Topics, Toyota User Profile, 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/52cdcfa0-
3376-11ec-bd3d-9d7b70ae271f?model=bZ4X&year=2023. 
 
See also: 
 

 
 
See Toyota, Support Home, What are the key features of a User Profile?, at 
https://support.toyota.com/s/article/What-are-the-key-features-of-a-User-Profile?language=en_US. 
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Further information regarding this limitation, including details of its operation are expected to be found in non-
public technical documents, including source code related to the operation of the vehicle electronics, as may be 
further informed by source code concerning the operation of Toyota/Lexus servers responsible for aspects of 
the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify these 
contentions in response to non-public documents, including source code, provided in this matter. 
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14.  The method of 
claim 10, wherein 
the determining of 
the applicable 
settings for the 
selected vehicle 
includes 
performing a 
mapping between 
settings associated 
with the user 
profile and settings 
obtained from an 
automobile 
database, wherein 
the user profile is 
deactivated on the 
selected vehicle 
when use of the 
vehicle is 
discontinued or 
when the user 
profile is switched 
to a new user 
profile or when the 
user profile is 
turned off or 
removed from the 
vehicle, and 
wherein upon 
deactivating 

 
See claim 10, above. 
 
The determining of the applicable settings for the selected vehicle includes performing a mapping between 
settings associated with the user profile and settings obtained from an automobile database, wherein the user 
profile is deactivated on the selected vehicle when use of the vehicle is discontinued or when the user profile is 
switched to a new user profile or when the user profile is turned off or removed from the vehicle, and wherein 
upon deactivating settings of the selected vehicle are returned to a neutral setting. 
 
As shown below, for example, Toyota’s User Profile functionality allows each of the three users per registered 
account to customize their own “driving positions, multimedia settings, and other vehicle settings,” including 
different settings allowable for the primary driver. 
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settings of the 
selected vehicle 
are returned to a 
neutral setting. 

 
 
See Toyota, bZ4X 2023 Multimedia Owner’s Manual, p. 48, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM42D77U/pdf/OM42D77U.pdf 
 
The user profile can be deactivated on the selected vehicle after determining the applicable settings for the 
selected vehicle, performing a mapping between settings associated with the user profile and settings obtained 
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from an automobile database.  For example, as shown below, the user who is “registered as the owner can 
delete all drivers registered in the vehicle. Drivers who are not the vehicle owner cannot delete the owner’s 
profile.”  
 

 
 
Id. at 49; see also Toyota, Support, Can I delete my User Profile?, at https://support.toyota.com/s/article/Can-
I-delete-my-User-Profile?language=en_US: 
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As shown below, for example, a user can also delete a prior driver’s user profile. 
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Toyota, Support, How do I delete a prior driver’s User Profile?, at https://support.toyota.com/s/article/How-
do-I-delete-a-pri-10889?language=en_US 
 
When a profile is deleted or deactivated, the settings of the vehicle are returned to a neutral setting (e.g., a 
default setting). 
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Toyota, Support, How do I delete a prior driver’s User Profile?, at https://support.toyota.com/s/article/How-
do-I-delete-a-pri-10889?language=en_US 
 
 
Further information regarding this limitation, including details of its operation are expected to be found in 
non-public technical documents, including source code related to the operation of the vehicle electronics, as 
may be further informed by source code concerning the operation of Toyota/Lexus servers responsible for 
aspects of the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify 
these contentions in response to non-public documents, including source code, provided in this matter. 
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15. The method of 
claim 10, wherein 
the applicable 
settings for the 
selected vehicle 
are saved or stored 
in association to 
the user profile, 
the method further 
includes 
determining 
applicable settings 
for one or more 
other selected 
vehicles and 
saving said 
applicable settings 
for two or more 
vehicles. 

See, claim 10, above. 
 
The applicable settings for the selected vehicle are saved or stored in association to the user profile, the 
method further includes determining applicable settings for one or more other selected vehicles and saving 
said applicable settings for two or more vehicles.  
 
For example, Toyota stores User Profile data, including User Profile settings, in the cloud, and Toyota enables 
the user profile settings to be loaded “from the cloud in any vehicle.”   
 

 
 
See Toyota, bZ4X 2023 Multimedia Owner’s Manual, p. 48, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM42D77U/pdf/OM42D77U.pdf.   
 
When a user changes the vehicle settings, for example by accessing the Toyota app, Toyota’s server updates 
the User Profile and further updates the settings for the user profile-associated vehicles. 
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Id. at 49.  As described above, Toyota’s connected vehicles include embedded hardware and software enabling 
communications among the vehicle’s multimedia system, Toyota’s server, and the identification device(s) 
linked to the User Profile.  See, e.g.: 
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See Toyota, 2022 Corolla Cross, Manuals and Warranties, Audio & Multimedia, Connected Services, 
Connected Services overview, Type A: Function achieved by using a smartphone or DCM, at 
https://www.toyota.com/owners/resources/warranty-owners-manuals.corolla-
cross.2022.digital.om0a012u.ch07se010402; and see, e.g., Toyota, 2022 Highlander Hybrid, Manuals and 
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Warranties, Audio & Multimedia, Connected Services, Connected Services overview, Type A: Function 
achieved by using a smartphone or DCM, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander-hv.2022.digital.om0e140u.ch09se010402. 
 
Toyota vehicles have varying features and capabilities, thus the preferred settings must be compatible with the 
user profile-associated vehicle before Toyota’s server applies user profile settings in the vehicle. 
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See Toyota, Support Home, What are the key features of a User Profile?, at 
https://support.toyota.com/s/article/What-are-the-key-features-of-a-User-Profile?language=en_US. 
 
Using vehicle identifying data associated with the User Profile, for example the vehicle’s VIN or model and 
year, a Toyota server can determine which settings that are preferred to be set as identified from the User 
Profile are compatible with settings that are settable in the selected vehicle.  See, e.g., Toyota, 2024 Audio 
Multimedia & Connected Services, Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY24_Connected_Services_and_Audio_Multimedia_features-Applicability.pdf 
(identifying connected services and features available for select 2024 vehicles); 
see Toyota 2023 Audio Multimedia & Connected Services, Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY23_Connected_Services_and_Audio_Multimedia_features-Applicability.pdf 
(identifying connected services and features available for select 2023 vehicles); and see Toyota 2022 
Connected Services & Audio Multimedia Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY22_Connected_Services_and_Audio_Multimedia_Feature_Applicability.pdf 
(identifying connected services and features available for select 2022 vehicles). 
 
Toyota’s User Profile functionality enables the user to identify User Profile settings for more two or more 
vehicles.  See, e.g.: 
 

 

Page 108 of 158



109 
 

Claim 15 Toyota Accused Instrumentalities 

Toyota, Toyota Support Home, How do I add a vehicle to My Toyota account?, at 
https://support.toyota.com/s/article/How-do-I-add-a-vehicl-7598?language=en_US. 
 
Further information regarding this limitation, including details of its operation are expected to be found in 
non-public technical documents, including source code related to the operation of the vehicle electronics, as 
may be further informed by source code concerning the operation of Toyota/Lexus servers responsible for 
aspects of the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify 
these contentions in response to non-public documents, including source code, provided in this matter. 
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16. The method of claim 
10, further comprising, 
verifying the user as 
associated with the user 
profile using one or 
more biometric 
evaluation systems, 
which include one or 
more of image 
detection, or face 
detection, or voice 
detection, or finger print 
detection, or password 
detection, or 
combinations thereof. 

See claim 10, above. 
 
The Accused Instrumentalities verify the user as associated with the user profile using one or more 
biometric evaluation systems, which include one or more of image detection, or face detection, or voice 
detection, or finger print detection, or password detection, or combinations thereof. 
 
For example, a user’s access to a Toyota User Profile as a user associated with the user profile, may be 
verified using Toyota’s face detection services.  Toyota’s Face Identification feature can use the user’s 
“facial geometric features and profile data to verify [the user’s] identity and load [the user’s] saved user 
profile on the vehicle.”   
 

 
 
See Toyota Privacy Notice, Connected Services, Intro, at https://www.toyota.com/privacyvts/; see also 
Lexus Connected Services Privacy Notice, at 
https://www.lexus.com/privacyvts/images/doc/Lexus%20Privacy%20Notice.Connected%20Services.pdf. 
 
Toyota’s “Face Identification service takes and stores a facial scan which is then linked to the driver’s 
profile in the vehicle in order to load the driver’s settings in the vehicle”: 
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See Toyota Privacy Notice, Agreement, Terms of Use, at https://www.toyota.com/privacyvts/. 
 
Further information regarding this limitation, including details of its operation are expected to be found 
in non-public technical documents, including source code related to the operation of the vehicle 
electronics, as may be further informed by source code concerning the operation of Toyota/Lexus servers 
responsible for aspects of the User Profile technology.  Plaintiff reserves the right to supplement, amend, 
or otherwise modify these contentions in response to non-public documents, including source code, 
provided in this matter. 
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17. The method of 
claim 10, further 
comprising, 
associating one or 
more sub-user 
accounts to the 
user profile, the 
sub-user accounts 
having predefined 
privileges for the 
selected vehicle to 
enable or restrict 
settings or 
function of the 
selected vehicle. 

See claim 10, above. 
 
The Accused instrumentalities associate one or more sub-user accounts to the user profile, the sub-user 
accounts having predefined privileges for the selected vehicle to enable or restrict settings or function of the 
selected vehicle. 
 
As shown below, for example, Toyota enables a user to “save a total of three (3) User profiles to a vehicle, one 
(1) Primary Driver & two (2) additional User Profiles. Each tailored with their individual preferences.”   
 

 
 
Lexus Connected Technology Support, Home, UX 250H, 2024, Support Topics, User Profile, What is a User 
Profile?, at https://lexusconnectedtechnologysupport.com/lexus/feature/User%20Profile/6bc07ec0-0929-11ed-
a686-85aa58672a6c?model=UX%20250H&year=2024 
 
Toyota associates the “Primary Driver” user profile account as having different privileges than the two 
additional User Profile sub-user accounts.  As an example, Toyota’s User Profile functionality allows a 
primary driver to customize their User Profile to receive “vehicle health reports, manage services, and more,” 
whereas the additional two User Profiles for a vehicle cannot have these settings. 
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See Toyota, Support, How To: User Profiles on Toyota’s New Audio Multimedia System, at 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/fc9a2440-
4959-11ec-99e3-59782dff31a1?model=bZ4X&year=2023; see also Lexus Connected Technology Support, 
Home, UX 250H, 2024, Support Topics, User Profile, What is a User Profile?, at 
https://lexusconnectedtechnologysupport.com/lexus/feature/User%20Profile/6bc07ec0-0929-11ed-a686-
85aa58672a6c?model=UX%20250H&year=2024: 
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Toyota’s User Profile functionality allows each of the three users to customize their own “driving positions, 
multimedia settings, and other vehicle settings,” including different settings allowable for the primary driver. 
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See Toyota, bZ4X 2023 Multimedia Owner’s Manual, p. 48, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM42D77U/pdf/OM42D77U.pdf 
 
Also, as shown below, Toyota’s User Profile functionality restricts privileges for the sub-users, as only the 
user “registered as the owner can delete all drivers registered in the vehicle. Drivers who are not the vehicle 
owner cannot delete the owner’s profile.”  
 

 
 
Id. at 49. 
 
As shown below, for example, Toyota’s User Profile functionality restricts the sub-users’ privileges, as “[o]nly 
the Primary Driver can share and change Remote Connect access to another user.”   
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Toyota, Can I share my Remote Connect with another driver?, at https://support.toyota.com/s/article/Can-I-
share-my-Remote-10703?language=en_US. 
 
 
Further information regarding this limitation, including details of its operation are expected to be found in non-
public technical documents, including source code related to the operation of the vehicle electronics, as may be 
further informed by source code concerning the operation of Toyota/Lexus servers responsible for aspects of 
the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify these 
contentions in response to non-public documents, including source code, provided in this matter. 
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18.  The method 
of claim 10, 
wherein the 
selected vehicle is 
a private vehicle 
or a shared vehicle 
associated with a 
car sharing 
system, if the 
vehicle is 
associated with a 
car sharing 
system, the 
settable settings of 
the selected 
vehicle can be 
enabled or 
disabled using an 
administrator 
account of the car 
sharing system, or 
if the vehicle is a 
private vehicle, 
the settable 
settings of the 
selected vehicle 
can be enabled or 
disabled using an 
administrator 
account that can 
define one or more 

 
See claim 10, above. 
 
The selected vehicle is a private vehicle or a shared vehicle associated with a car sharing system, if the vehicle 
is associated with a car sharing system, the settable settings of the selected vehicle can be enabled or disabled 
using an administrator account of the car sharing system, or if the vehicle is a private vehicle, the settable 
settings of the selected vehicle can be enabled or disabled using an administrator account that can define one or 
more sub-user accounts with the same or varying privileges for use of the selected vehicle, the user profile 
being accessible via a computer having Internet access to the server. 
 
As shown below, the settable settings of the selected vehicle can be enabled or disabled using a registered user 
profile account in which the primary user can define one or more sub-user accounts with the same or varying 
privileges for use of the selected vehicle, the user profile being accessible via a computer having Internet 
access to the server.  Toyota enables a user to “save a total of three (3) User profiles to a vehicle, one (1) 
Primary Driver & two (2) additional User Profiles. Each tailored with their individual preferences.”   
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sub-user accounts 
with the same or 
varying privileges 
for use of the 
selected vehicle, 
the user profile 
being accessible 
via a computer 
having Internet 
access to the 
server. 

Lexus Connected Technology Support, Home, UX 250H, 2024, Support Topics, User Profile, What is a User 
Profile?, at https://lexusconnectedtechnologysupport.com/lexus/feature/User%20Profile/6bc07ec0-0929-11ed-
a686-85aa58672a6c?model=UX%20250H&year=2024 
 
Toyota associates the “Primary Driver” user profile account as having different privileges than the two 
additional User Profile sub-user accounts.  As an example, Toyota’s User Profile functionality allows a 
primary driver to customize their User Profile to receive “vehicle health reports, manage services, and more,” 
whereas the additional two User Profiles for a vehicle cannot have these settings. 
 

 
 

See Toyota, Support, How To: User Profiles on Toyota’s New Audio Multimedia System, at 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/fc9a2440-
4959-11ec-99e3-59782dff31a1?model=bZ4X&year=2023; see also Lexus Connected Technology Support, 
Home, UX 250H, 2024, Support Topics, User Profile, What is a User Profile?, at 
https://lexusconnectedtechnologysupport.com/lexus/feature/User%20Profile/6bc07ec0-0929-11ed-a686-
85aa58672a6c?model=UX%20250H&year=2024: 
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Toyota’s User Profile functionality allows each of the three users to customize their own “driving positions, 
multimedia settings, and other vehicle settings,” including different settings allowable for the primary driver. 
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See Toyota, bZ4X 2023 Multimedia Owner’s Manual, p. 48, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM42D77U/pdf/OM42D77U.pdf 
 
Also, as shown below, Toyota’s User Profile functionality restricts privileges for the sub-users, as only the 
user “registered as the owner can delete all drivers registered in the vehicle. Drivers who are not the vehicle 
owner cannot delete the owner’s profile.”  
 

 
 
Id. at 49. 
 
As shown below, for example, Toyota’s User Profile functionality restricts the sub-users’ privileges, as “[o]nly 
the Primary Driver can share and change Remote Connect access to another user.”   
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Toyota, Can I share my Remote Connect with another driver?, at https://support.toyota.com/s/article/Can-I-
share-my-Remote-10703?language=en_US. 
 
 
Further information regarding this limitation, including details of its operation are expected to be found in non-
public technical documents, including source code related to the operation of the vehicle electronics, as may be 
further informed by source code concerning the operation of Toyota/Lexus servers responsible for aspects of 
the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify these 
contentions in response to non-public documents, including source code, provided in this matter. 
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19.  The method 
of claim 18, 
wherein particular 
sub-user accounts 
enable access to 
specific 
information 
concerning the 
selected vehicle, 
the information 
including one or 
more of vehicle 
sensors, vehicle 
electronics, 
vehicle 
mechanics, engine 
control, vehicle 
diagnostics, or 
combinations 
thereof, wherein 
said particular 
sub-user accounts 
are accessible over 
the Internet for 
viewing or control 
using a password. 

 
See claim 18, above. 
 
Toyota performs the method of claim 18, wherein particular sub-user accounts enable access to specific 
information concerning the selected vehicle, the information including one or more of vehicle sensors, vehicle 
electronics, vehicle mechanics, engine control, vehicle diagnostics, or combinations thereof, wherein said 
particular sub-user accounts are accessible over the Internet for viewing or control using a password. 
 
As shown below, for example, Toyota’s User Profile functionality allows a sub-user account, e.g. the primary 
driver, to customize their User Profile to receive “vehicle health reports, manage services, and more,” whereas 
the additional two sub-user accounts for a vehicle cannot have these settings. 
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See Toyota, Support, How To: User Profiles on Toyota’s New Audio Multimedia System, at 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/fc9a2440-
4959-11ec-99e3-59782dff31a1?model=bZ4X&year=2023; see also Lexus Connected Technology Support, 
Home, UX 250H, 2024, Support Topics, User Profile, What is a User Profile?, at 
https://lexusconnectedtechnologysupport.com/lexus/feature/User%20Profile/6bc07ec0-0929-11ed-a686-
85aa58672a6c?model=UX%20250H&year=2024: 
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As shown below, a user can change personalized user profile settings within the Toyota app, accessible over 
the Internet for viewing or control using a password.  
 

 
 
Toyota, Support Home, How do I change my User Profile settings?, at 
https://support.toyota.com/s/article/How-do-I-change-my-User-Profile-settings?language=en_US.   
 
For example, in the instructional video below, Toyota allows access to user profile settings within the Toyota 
app using a password. 
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Toyota, How To: User Profiles on Toyota’s New Audio Multimedia System - Toyota, at 
https://www.youtube.com/watch?v=lBS6mlpArFQ 
 
 
Further information regarding this limitation, including details of its operation are expected to be found in non-
public technical documents, including source code related to the operation of the vehicle electronics, as may be 
further informed by source code concerning the operation of Toyota/Lexus servers responsible for aspects of 
the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify these 
contentions in response to non-public documents, including source code, provided in this matter. 
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20 [pre] 
A method for 
managing a user 
profile of a vehicle 
via a cloud 
processing system 
being accessible 
over the Internet 
and wherein the 
vehicle is provided 
with wireless 
communication 
logic for 
connecting to the 
Internet for 
accessing the 
cloud processing 
system, 
comprising: 
 
 

 
For claim 20, the Accused Instrumentalities include the Toyota Accused Vehicle Instrumentalities identified in 
the cover pleading. The Toyota Accused Vehicle Instrumentalities communicate with Toyota’s servers4 that 
are associated with implementing connected services for the Toyota Accused Vehicle Instrumentalities.  
Whether Toyota or Lexus-branded, the accused functionalities operate in the same manner for purposes of this 
patent.  Product documentation reflects the interchangeability of the Accused Instrumentalities as between 
Toyota and Lexus brands.5  
 
To the extent the preamble is limiting, Toyota performs a method for managing a user profile of a vehicle via a 
cloud processing system being accessible over the Internet and wherein the vehicle is provided with wireless 
communication logic for connecting to the Internet for accessing the cloud processing system. 
 
As an example, as shown below, Toyota’s method for managing a user profile of a vehicle via a cloud 
processing system includes a multimedia system with a “voice interface designed to use advanced graphics to 
distinguish between listening and processing states, and the appearance matches the new and improved 
capability of cloud processing.”  Toyota’s voice assistant allows users to interact with the multimedia system, 
“[c]ombining a hybrid developed structure of in-house Toyota Connected engineered machine learning with a 
cloud-based platform featuring up to date content[.]” 
 

 
4 A “server” or “servers,” whether used in the singular or plural in the charts herein, applies to one server or multiple servers. 
5 See, e.g., Lexus Support, https://support.lexus.com/s/article/If-I-own-a-Lexus-and-10451; Lexus Support, https://support.toyota.com/s/article/If-I-own-a-
Toyota-and-10534?language=en_US; Lexus, Privacy Rights, https://www.lexus.com/privacy; Lexus Connect Services Privacy Statement, 
https://www.lexus.com/privacyvts. 
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… 
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Toyota Newsroom, Toyota Motor North America Introduces Next-Generation Multimedia System to Deliver 
Best In-Car User Experience (June 11, 2021), at https://pressroom.toyota.com/toyota-motor-north-america-
introduces-next-generation-multimedia-system-to-deliver-best-in-car-user-experience/ 
 
Toyota’s management of a user profile of a vehicle via a cloud processing system being accessible over the 
Internet includes a vehicle provided with wireless communication logic for connecting to the Internet for 
accessing the cloud processing system.  As shown below, for example, a user can access the User Profile 
feature through the vehicle’s multimedia system, enabling access to the user’s “personalized settings and 
experience, from preferred media or radio station to climate settings in some models[.]” 
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Toyota stores the User Profile data on cloud servers.  A user can access the Toyota app to associate their User 
Profile(s) with a Toyota vehicle and/or rent a Toyota vehicle, and through its vehicle hardware and software, 
which enable communication with Toyota cloud, Toyota provides a method for managing a User Profile of a 
vehicle via a cloud processing system that is accessible over the Internet.  See Toyota Newsroom, Toyota 
Motor North America Introduces Next-Generation Multimedia System To Deliver Best In-Car User 
Experience, at https://pressroom.toyota.com/toyota-motor-north-america-introduces-next-generation-
multimedia-system-to-deliver-best-in-car-user-experience/; see also 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/52cdcfa0-
3376-11ec-bd3d-9d7b70ae271f?model=bZ4X&year=2023. 
 
Toyota uses the vehicle’s factory installed telematics system and factory-installed data communication module 
(e.g., a “DCM”) to communicate stored User Profile data among Toyota’s cloud processing system, the 
multimedia system of the User Profile-associated vehicle, and a linked identification device, such as a smart 
phone or smart key.  See Toyota Connected Services Terms of Use, Effective March 7, 2023, at 2, at 
https://www.toyota.com/privacyvts/images/doc/Toyota%20-
%20Connected%20Services%20Terms%20of%20Use.pdf.  The DCM is an embedded cellular device which 
enables wireless/GPS technology and allows Toyota to collect data from the user and the user’s vehicle.  See 
id.  The telematics system uses digital wireless telecommunications technology and GPS technology to enable 
Toyota Connected Services and Toyota-installed software via third party wireless networks, satellites, and 
related infrastructure.  See id. at 2, 8; and see Toyota, 2023 Highlander Owner’s Manual, Audio & 
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Multimedia, Connected Services, Connected Services overview, Types of functions, at 
https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander.2023.digital.om0e147u.ibo1649038197243: 
 

 

 
See also Toyota, 2023 Highlander Owner’s Manual, Audio & Multimedia, Connected Services, Connected 
Services overview, Functional overview, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander.2023.digital.om0e147u.fgi1649038197149: 
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For example, as described above (see, e.g., claim 10, above), Toyota provides a Toyota app for users to 
register and specify user-profile settings for a vehicle associated with a User Profile, such as music 
preferences, weather alerts, etc.; Toyota stores the User Profile data to a cloud server; Toyota receives content, 
such as Apple Music and weather alerts from content service providers, at a Toyota server; Toyota transmits 
user profile-defined content, as specified by the User Profile, to a vehicle associated with the User Profile. 
Using the Toyota app, communication is relayed between the vehicle’s multimedia system, Toyota’s server 
and the applicable content provider(s).  Toyota’s connected vehicle’s embedded hardware and software enable 
communication among the Toyota app, the user profile-associated vehicle’s multimedia system, Toyota’s 
server and the content providers, allowing the vehicle to apply User Profile settings in the vehicle according to 
the user defined content. 
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See Toyota, 2022 Corolla Cross, Manuals and Warranties, Audio & Multimedia, Connected Services, 
Connected Services overview, Type A: Function achieved by using a smartphone or DCM, at 
https://www.toyota.com/owners/resources/warranty-owners-manuals.corolla-
cross.2022.digital.om0a012u.ch07se010402; and see, e.g., Toyota, 2022 Highlander Hybrid, Manuals and 
Warranties, Audio & Multimedia, Connected Services, Connected Services overview, Type A: Function 
achieved by using a smartphone or DCM, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander-hv.2022.digital.om0e140u.ch09se010402. 
 
Whether or not this preamble is considered to be limiting, the Toyota manages a user profile of a vehicle via a 
cloud processing system that is accessible over the Internet and wherein the vehicle is provided with wireless 
communication logic for connecting to the Internet for accessing the cloud processing system.  For example, 
Toyota cloud servers are configured to save, update, allow access to, and process changes to User Profile 
settings, and to communicate with a User Profile associated vehicle (e.g., Toyota Accused Vehicle 
Instrumentality) with wireless communication logic for connecting to the Internet for accessing the cloud 
processing system, such as the above-described telematics system and factory-installed data communication 
module. 
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Further information regarding this limitation, including details of its operation are expected to be found in non-
public technical documents, including source code related to the operation of the vehicle electronics, as may be 
further informed by source code concerning the operation of Toyota/Lexus servers responsible for aspects of 
the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify these 
contentions in response to non-public documents, including source code, provided in this matter. 
 

20[a] 
accessing the 
cloud processing 
system by the 
vehicle, the user 
profile having user 
settings for the 
vehicle, wherein 
certain of the user 
settings are 
determined to be 
compatible for use 
with the vehicle; 

 
See claim 20[pre], above. 
 
The Accused Toyota Vehicle Instrumentalities access the cloud processing system, the user profile having user 
settings for the vehicle, wherein certain of the user settings are determined to be compatible for use with the 
vehicle. 
 
As shown below, for example, Toyota advertises that its User Profile “service may vary by vehicle.”  Toyota 
instructs customers “to review their vehicle’s features and capabilities within the Toyota app” or by 
“refer[ring] to [their] Owner’s Manual.” 
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See Toyota, Support Home, Toyota App User Profile Eligibility, at https://support.toyota.com/s/article/Toyota-
App-User-Profi-10736?language=en_US; see also Lexus, Support Home, Which Vehicles are Equipped with a 
User Profile Feature, at https://support.lexus.com/s/article/Which-vehicles-are-eq-10869: 
 

 
 
For example, Toyota advertises that it collects the user’s in-vehicle preferences if the vehicle is equipped with 
the ability to create and save user profiles.   
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See Toyota, Privacy Notice, Connected Services, Collect & Use, Profile Data, at 
https://www.toyota.com/privacyvts/; see also Lexus, Privacy Notice, Connected Services, Collect & Use, at 
https://www.lexus.com/privacyvts/. 
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See also Toyota, 2024 Audio Multimedia & Connected Services, Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY24_Connected_Services_and_Audio_Multimedia_features-Applicability.pdf 
(identifying connected services and features available for select 2024 vehicles); 
see Toyota 2023 Audio Multimedia & Connected Services, Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY23_Connected_Services_and_Audio_Multimedia_features-Applicability.pdf 
(identifying connected services and features available for select 2023 vehicles); and see Toyota 2022 
Connected Services & Audio Multimedia Feature Applicability, at 
https://www.toyota.com/content/dam/toyota/audio-
multimedia/pdf/new/MY22_Connected_Services_and_Audio_Multimedia_Feature_Applicability.pdf 
(identifying connected services and features available for select 2022 vehicles). 
 
 
Further information regarding this limitation, including details of its operation are expected to be found in non-
public technical documents, including source code related to the operation of the vehicle electronics, as may be 
further informed by source code concerning the operation of Toyota/Lexus servers responsible for aspects of 
the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify these 
contentions in response to non-public documents, including source code, provided in this matter. 
 

20[b] 
communicating to 
the cloud 
processing system 
by the vehicle, 
changes to user 
settings, the cloud 
processing system 
processing the 
changes and other 
changes to the user 

 
See claim 20[pre] and 20[a], above. 
 
The Accused Toyota Vehicle Instrumentalities communicate to the cloud processing system by the vehicle, 
changes to user settings, the cloud processing system processing the changes and other changes to the user 
settings to learn behavior associated with the changes to the user settings.   
 
As shown below, for example, Toyota configures the vehicle’s multimedia system to communicate to the 
cloud processing system changes to user settings, including “multimedia settings like navigation, audio and 
volume,” and “[c]hanging some multimedia settings automatically updates the profile saved at the cloud[.]” 
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settings to learn 
behavior 
associated with the 
changes to the user 
settings; and 

 
 
See Toyota, Mirai 2023 Multimedia Owner’s Manual, at 50-51, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM62112U/pdf/OM62112U.pdf 
 
Toyota Connected’s machine learning models in the cloud process user commands, user profile settings and 
changes to user settings to learn behavior associated with the changes to the user settings.   
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See Toyota Newsroom, Toyota’s New In-House Intelligent Assistant Learns Voice Commands and Gets 
Smarter Over Time, at https://pressroom.toyota.com/toyotas-new-in-house-intelligent-assistant-learns-voice-
commands-and-gets-smarter-over-time/ 
 
Toyota’s Intelligent Assistant relies on machine learning artificial intelligence to process commands using the 
inputs and changes made to the systems of the vehicle, such as navigation and music, to learn behavior 
associated with such inputs and changes, and deliver “a smart, personalized experience” for the user.  As 
instructed in the video below, Toyota’s “Intelligent Assistant goes a step further than Toyota’s standard voice 
assistant feature by relying on machine learning AI for a smart, personalized experience. …For example, 
Intelligent Assistant works great with cloud navigation. …Intelligent Assistant can also be used for music. …If 
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you’re curious about what’s playing, just ask ‘what track is playing?’ And if it’s a song you love, you can say, 
‘play more music like this.’”    
 

 
 
https://www.youtube.com/watch?app=desktop&v=kiPysxvkmoU 
 
Further information regarding this limitation, including details of its operation are expected to be found in non-
public technical documents, including source code related to the operation of the vehicle electronics, as may be 
further informed by source code concerning the operation of Toyota/Lexus servers responsible for aspects of 
the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify these 
contentions in response to non-public documents, including source code, provided in this matter. 
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20[c] 
receiving by the 
vehicle, from time 
to time, automatic 
changes to the user 
settings of the 
vehicle, wherein a 
repeat pattern of 
the changes is 
qualified as 
learned behavior 
before the 
automatic changes 
are sent to the 
vehicle for 
programming on 
the vehicle, 
wherein the user 
profile is 
configured to be 
updated to account 
for the automatic 
changes made to 
the user settings of 
the vehicle,  

 
See claim 20[pre], 20[a]-20[b], above. 
 
Toyota performs the method of claim 20, including receiving by the Accused Toyota Vehicle 
Instrumentalities, from time to time, automatic changes to the user settings of the vehicle, wherein a pattern of 
the changes is qualified as learned behavior before the automatic changes are sent to the vehicle for 
programming on the vehicle, wherein the user profile is configured to be updated to account for the automatic 
changes made to the user settings of the vehicle. 
 
As shown below, for example, user profile settings, like navigation, audio and volume, are “automatically 
saved to the current profile when they are changed[,]” “[r]egistered profiles are saved in the cloud[,]” “[b]y 
using the Toyota app and linking to a Toyota account, a profile can be loaded from the cloud in any vehicle[,]” 
and “changing some multimedia settings automatically updates the profile saved at the cloud and a screen 
notifying the driver that the profile has been updated appears.”  
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Toyota, Mirai 2023 Multimedia Owner’s Manual, at 50-51, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM62112U/pdf/OM62112U.pdf 
 
As described above, Toyota’s Intelligent Assistant relies on machine learning artificial intelligence to process 
commands using the inputs and changes made to the systems of the vehicle, including user profile settings 
such as navigation and music, to learn behavior associated with such inputs and changes, and deliver “a smart, 
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personalized experience” for the user.  As instructed in the video below, for example, Toyota’s “Intelligent 
Assistant goes a step further than Toyota’s standard voice assistant feature by relying on machine learning AI 
for a smart, personalized experience. …For example, Intelligent Assistant works great with cloud navigation. 
…Intelligent Assistant can also be used for music. …If you’re curious about what’s playing, just ask ‘what 
track is playing?’ And if it’s a song you love, you can say, ‘play more music like this.’”    
 

 
 
https://www.youtube.com/watch?app=desktop&v=kiPysxvkmoU 
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Toyota’s user profile functionality is configured such that a repeat pattern of the changes to the user profile is 
qualified as learned behavior before the automatic changes are sent to the vehicle for programming on the 
vehicle, wherein the user profile is configured to be updated to account for the automatic changes made to the 
user settings of the vehicle.  As shown below, for example, Toyota’s Intelligent Assistant “utilize[es] learned 
user data stored in the cloud” and “cloud content is constantly kept up-to-date in the Toyota server[.]” 
 

 
 
Toyota, Mirai 2023 Multimedia Owner’s Manual, at 39, at 
https://assets.sia.toyota.com/publications/en/omnav-s/OM62112U/pdf/OM62112U.pdf 
 
Further information regarding this limitation, including details of its operation are expected to be found in non-
public technical documents, including source code related to the operation of the vehicle electronics, as may be 
further informed by source code concerning the operation of Toyota/Lexus servers responsible for aspects of 
the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify these 
contentions in response to non-public documents, including source code, provided in this matter. 
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20[d] 
wherein 
electronics of the 
vehicle enable 
connection of the 
vehicle to the 
Internet for 
enabling the 
accessing of the 
user profile, the 
communicating of 
changes and the 
receiving of the 
automatic 
changes, to and 
from, the cloud 
processing system, 
wherein the cloud 
processing system 
is accessible by 
vehicles having 
predefined access 
credentials, the 
method being 
executable by a 
processor; 

 
See claim 20[pre], 20[a]-20[c], above. 
 
The electronics of the Accused Toyota Vehicle Instrumentalities enable connection of the vehicle to the 
internet for enabling the accessing of the user profile, the communicating of changes and the receiving of the 
automatic changes, to and from, the cloud processing system, wherein the cloud processing system is 
accessible by vehicles having predefined access credentials, the method being executable by a processor. 
 
As shown below, for example, Toyota uses the vehicle’s factory installed telematics system and factory-
installed data communication module (e.g., a “DCM”) to enable connection of the vehicle to the internet for 
enabling the accessing of the user profile, the communicating of changes and the receiving of the automatic 
changes, to and from, the cloud processing system.  See Toyota Connected Services Terms of Use, Effective 
March 7, 2023, at 2, at https://www.toyota.com/privacyvts/images/doc/Toyota%20-
%20Connected%20Services%20Terms%20of%20Use.pdf.  The DCM is an embedded cellular device which 
enables wireless/GPS technology and allows Toyota’s cloud processing system to be accessible by vehicles 
having predefined access credentials.  See id.  The telematics system uses digital wireless telecommunications 
technology and GPS technology to enable Toyota Connected Services and Toyota-installed software via third 
party wireless networks, satellites, and related infrastructure.  See id. at 2, 8; and see Toyota, 2023 Highlander 
Owner’s Manual, Audio & Multimedia, Connected Services, Connected Services overview, Types of 
functions, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander.2023.digital.om0e147u.ibo1649038197243: 
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See also Toyota, 2023 Highlander Owner’s Manual, Audio & Multimedia, Connected Services, Connected 
Services overview, Functional overview, at https://www.toyota.com/owners/resources/warranty-owners-
manuals.highlander.2023.digital.om0e147u.fgi1649038197149: 

Page 152 of 158



153 
 

Claim 20 Toyota Accused Instrumentalities 

 
 
As shown below, Toyota’s cloud processing system is accessible by vehicles having predefined access 
credentials, for example, a User Profile may be applied to a vehicle identified and selected as registered with 
the User Profile after the user enters a PIN, which is confirmed by the vehicle communication module’s 
communications with a Toyota server.  As another example, if a user links a preferred identification device 
with their User Profile, Toyota uses vehicle embedded hardware and software to relay communications 
between the device and the server, using device identifier data assigned to a user’s device to identify and select 
the vehicle associated with the User Profile, and thereafter apply the User Profile to that vehicle.  See, e.g.: 
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See Toyota, Support Home, Toyota App User Profile Overview, at https://support.toyota.com/s/article/Toyota-
App-User-Profi-10735?language=en_US; see Lexus Support Home, How Can I Add My User Profile to a 
Vehicle?, at  
https://support.lexus.com/s/article/How-can-I-add-my-User-Profile-to-a-vehicle; see also Toyota, Privacy 
Notice, Connected Services, at https://www.toyota.com/support/privacy-notice/: 
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Further information regarding this limitation, including details of its operation are expected to be found in non-
public technical documents, including source code related to the operation of the vehicle electronics, as may be 
further informed by source code concerning the operation of Toyota/Lexus servers responsible for aspects of 
the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify these 
contentions in response to non-public documents, including source code, provided in this matter. 
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20[e] 
wherein user 
settings for the 
user profile 
include one or 
more of radio 
settings, or user 
interface settings, 
or temperature 
settings, or air 
settings, or display 
settings, or speed 
settings, or 
internet settings, 
or pairing settings, 
or remote access 
settings, or home 
control settings, or 
audio settings, or 
entertainment 
settings, or map 
data settings, or 
heating settings, or 
payment settings, 
or sub-user 
settings, or key 
fob settings, or 
user ID settings, or 
biometric settings, 
or fingerprint 
settings, or eye 

 
See claim 20[pre], 20[a]-20[d], above. 
 
User settings for the user profile include one or more of radio settings, or user interface settings, or 
temperature settings, or air settings, or display settings, or internet settings, or pairing settings, or remote 
access settings, or home control settings, or audio settings, or entertainment settings, or map data settings, or 
heating settings, or payment settings, or sub-user settings, or key fob settings, or biometric settings, or 
fingerprint settings, or eye scan settings, or role settings, or administrator settings, or login settings, or location 
based settings, or tracking settings, or calendar settings, or vehicle mode settings, or operational settings, or 
combinations of two or more settings, or learned settings from user said learned behavior, or seat settings, or 
automatic payment settings, or combinations of two or more thereof. 
 
As shown below, for example, Toyota provides various settings options for the cloud-stored user profile 
settings, which may be selected by the user during user profile registration on the Toyota app, or changed after 
registration.  Examples of user settings for the user profile include radio settings, temperature settings, display 
settings, and seat settings.  See, e.g.: 
 

 
                             … 
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scan settings, or 
role settings, or 
administrator 
settings, or login 
settings, or 
location based 
settings, or 
tracking settings, 
or calendar 
settings, or vehicle 
mode settings, or 
operational 
settings, or 
combinations of 
two or more 
settings, or learned 
settings from user 
said learned 
behavior, or seat 
settings, or 
automatic payment 
settings, or 
combinations of 
two or more 
thereof.  
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See Toyota, Audio & Connected Services Support, Home, BZ4X, 2023, Support Topics, Toyota User Profile, 
https://toyotaaudioandconnectedservicessupport.com/toyota/feature/Toyota%20User%20Profile%20/52cdcfa0-
3376-11ec-bd3d-9d7b70ae271f?model=bZ4X&year=2023. 
 
 
Further information regarding this limitation, including details of its operation are expected to be found in non-
public technical documents, including source code related to the operation of the vehicle electronics, as may be 
further informed by source code concerning the operation of Toyota/Lexus servers responsible for aspects of 
the User Profile technology.  Plaintiff reserves the right to supplement, amend, or otherwise modify these 
contentions in response to non-public documents, including source code, provided in this matter. 
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