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I. INTRODUCTION

The claims of U.S. Patent No. 10,375,222 (the “’222 patent”) are directed to
an analyte sensor system, such as a continuous glucose monitor (“CGM”), that
remotely communicates with a display device to show the sensor system’s output.
The sensor system wirelessly transmits private, personal information about a
person’s health to the display device, requiring the information to be encrypted
before transmission. To do so, the 222 patent relies on standard authentication and
out-of-band pairing sequences between wireless devices that: (1) use a first wireless
link to set up a second, authenticated and encrypted wireless link; and (2) transmit
the person’s health data using that second link, unless the second link was not
successfully established.

The Examiner recognized this standard, well-known technology, repeatedly
rejecting proposed claims directed to this two-step pairing sequence. In response,
DexCom amended its claims to recite triggering and displaying “one or more alerts”
on the display based on the underlying data, and the ’222 patent issued. But
triggering and displaying alerts based on analyte data was well-known in the analyte
monitoring art prior to the 2016 effective filing date of the *222 patent, including in
Patent Owner’s prior patents, some of which were not disclosed to the Office. Indeed,
it was a well-known benefit of CGM systems to alert the patient to dangerously high

or low glucose levels in real time, so the patient can take corrective action in a timely



manner.

Abbott Diabetes Care Inc. (“Petitioner”) petitions for inter partes review
seeking cancellation of claims 14-16, 18-20 (“Challenged Claims”) of the ’222
patent, assigned to DexCom, Inc. (“DexCom” or “Patent Owner”).

II. STANDING, MANDATORY NOTICES, AND FEE
AUTHORIZATION

A.  Grounds for Standing

Pursuant to 37 C.F.R. § 42.104 (a), Petitioner certifies that the *222 patent is
available for inter partes review and that Petitioner is not barred or estopped from
requesting inter partes review based on the grounds identified in this petition.

B. Real Party in Interest

Petitioner certifies that the real parties-in-interest of this Petition are Abbott
Diabetes Care Inc., Abbott Diabetes Care Sales Corp., and Abbott Laboratories.
Abbott Diabetes Care Inc. is the Petitioner. Abbott Diabetes Care Inc. is directly
owned by Abbott Laboratories. Abbott Diabetes Care Inc. directly owns Abbott
Diabetes Care Sales Corp.

C. Related Matters

The 222 patent is asserted against Abbott Diabetes Care Inc. and Abbott
Diabetes Care Sales Corp. as a counterclaim for infringement in Abbott Diabetes
Care Inc. et al v. DexCom, Inc., No. 1:23-cv-00239 (D. Del). DexCom asserted

the ’222 patent in its Answer, Affirmative Defenses, and Counterclaims,



electronically served on Petitioner Abbott Diabetes Care Inc. on May 12, 2023, and
hand-served on Abbott Diabetes Care Sales Corp. on May 15, 2023. Petitioner
asserts that the *222 patent is not infringed.

D. Lead and Back-Up Counsel

Petitioner designates the following counsel:

Lead Counsel Back-Up Counsel
Scott C. Weidenfeller (Reg. No. 54,531) | Peter P. Chen (Reg. No. 39,631)
sweidenfeller@cov.com pchen@cov.com
Postal and Hand-Delivery Address: Postal and Hand-Delivery Address:
Covington & Burling LLP Covington & Burling LLP
One CityCenter, 850 Tenth Street NW | 3000 ElI Camino Real
Washington, DC 20001 5 Palo Alto Square, 10" Floor
Telephone: (202) 662-5923 Palo Alto, CA 94306
Facsimile: (202) 778-5923 Telephone: (650) 632-4700

Facsimile: (202) 662-6291

David A. Garr (Reg. No. 74,932)
dgarr@cov.com

Postal and Hand-Delivery Address:

Covington & Burling LLP

One CityCenter, 850 Tenth Street NW

Washington, DC 20001

Telephone: (202) 662-5250

Facsimile: (202) 778-5250

Pursuant to 37 C.F.R. § 42.10 (b), Petitioner has filed a power of attorney with
the above designation of counsel.

E. Service Information

Please address correspondence to counsel at the address above. Petitioner

consents to electronic service to: Abbott-IPR@cov.com and the email addresses



listed above. Service information is provided in the designation of counsel above.

F. Fee Authorization

This Petition 1s accompanied by the fees set forth in 37 C.F.R. § 42.15(a).
Please charge or credit Deposit Account No. 60-3160 with any shortage or
overpayment of fees associated with this Petition and any other fees incurred by

Petitioner.

III. SUMMARY OF CHALLENGE

Petitioner challenges claims 14-16, 18-20 of the *222 patent and requests that
these claims be found unpatentable in view of the following references:

(1) U.S. Pub. 2014/0313052A1 (“Yarger”) (Ex-1005);

(2) U.S. Pub. 2015/0207796A1 (“Love”) (Ex-1006);

(3) U.S. Pub. 2015/0123810A1 (“Hernandez-Rosas”) (Ex-1007);

(4) U.S. Pub. 2010/0045425A1 (*“Chivallier”) (Ex-1008);

Petitioner asserts the following grounds of unpatentability under 35 U.S.C.

§§ 102 and 103 (AIA):

Statutory Challenged
Basis Claims
1 Yarger in view of Love § 103 14-16, 18-20

Ground Reference(s)

2 Hernandez-Rosas in view of Chivallier § 103 14-16, 18-20

In support of the proposed grounds, this Petition is accompanied by the

declaration of Dr. Kiaei (Ex-1003), an expert in the field of wireless communication
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for medical devices.

IV. THE °222 PATENT
A. Overview of the °222 Patent

Due to the small form factor of the on-skin sensor electronics assembly in a
continuous glucose monitoring system, power efficiency is a consideration.
According to the ’222 patent, “to conserve battery life or to increase the efficiency
associated with the transmission of glucose and other analyte data, transmissions
may, for example, need to be intermittent,” which “can introduce reliability issues.”
Ex-1001 at 1:61-65. Therefore, “[i]n some cases, reliability is thus sacrificed for
battery life in conventional sensor systems.” /d. at 1:66-67. The *222 patent purports
to improve reliability and battery life in “conventional sensor systems” by providing
“a method for wireless communication of analyte data” that “establish[es] a first
connection between an analyte sensor system and display device,” and involves
“exchanging information related to authentication” and “transmitting an encrypted
analyte value to the display device.” Id. at 2:1-15.

The *222 patent describes, as of the effective filing date, the conventional and
well-known method of wirelessly transmitting encrypted data using encryption keys
to securely share patient data from an on-body device to a reader.

B.  Prosecution History

The ’222 patent was filed as U.S. Patent Application No. 15/651,310 on July

17, 2017, claiming priority to a provisional application dated July 20, 2016. The
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initial claim was directed to authentication and encryption, without alerts and alarms.

WHAT IS CLAIMED IS:

14. A method for wireless communication of analyte data, the method comprising:
during a first interval, using a first wireless protocol to perform an exchange of
information related to authentication information with a display device; and
during a second interval, bypassing the exchange of information related to
authentication by using a second wireless protocol to transmit an encrypted analyte value
to the display device, wherein the encrypted analyte value has been generated using the
information related to authentication, and wherein the first wireless protocol is different

than the second wireless protocol.

Ex 1002 at 221-222.

Over a period of several years, the Examiner repeatedly rejected the claims
over U.S. Pub. 2013/0331036A1 (“Baker”) in view of various combinations of U.S.
Pub. 2003/0050009A1, U.S. Pub. 2016/0048827A1, U.S. Pub. 2016/0066129A1,
U.S. Pub. 2015/0087232A1, and U.S. Pub. 2016/0250490A1, with the Examiner
stating that Baker taught the first protocol (NFC), second protocol (Bluetooth), and
the authentication/bypass-related limitations; and stating that other cited references
taught the additional limitations directed to encryption, a continuous analyte sensor,
and not initiating transmission of analyte values if authentication was not performed.
Id. at 231-243, 269-283, 337-351. On April 24, 2019, DexCom amended the claims

to recite for the first time, limitations directed to triggering and displaying alerts:



AMENDMENTS TO THE CLAIMS

14. (Currently Amended) A method for wireless communication of analyte data, the
method comprising:
measuring a-evel-ef analyte values in a host using a continuous analyte sensor of
an analyte sensor system;
during a first interval, using a first wireless protocol to perform an exchange of
information related to authentication tfesmaten with a display device; and

performing a determination_whether one or more alerts indicative of a medical

condition of the host is to be triggered based on the measured analyte data:

triggering at least one alert and providing a notification on the display device

when the determination indicates that the at least one alert is to triggered indicative of the

medical condition of the host:

during a second interval, bypassing the exchange of information related to
authentication by using a second wircless protocol to transmit an encrypted analyte value
to the display device. wherein the encrypted analyte value has been generated using the
information related to authentication, and wherein the first wireless protocol is different

than the second wireless protocol, and set neither initiating transmission of analyte values

to the display device nor providing a notification on_the display device when the

information_related to H—the—determinaton—indieates—that—the authentication was not

performed cxchanged during the first interval.

Id. at 358-369. The Examiner then issued a Notice of Allowance and the 222 patent
issued on August 6, 2019. Id. at 393-394; 433-434.

C. Challenged Claim Listing
1. Claim 14

14[Pre] A method for wireless communication of analyte data, the method

comprising

14[a] measuring analyte values in a host using a continuous analyte sensor
of an analyte sensor system;

14[b] during a first interval, using a first wireless protocol to perform an
exchange of information related to authentication with a display
device;

14[c] performing a determination whether one or more alerts indicative of a

medical condition of the host is to be triggered based on the measured
analyte data;

14[d] triggering at least one alert and providing a notification on the display
device when the determination indicates that the at least one alert is to




[be] triggered indicative of the medical condition of the host;!

14[e]

during a second interval, bypassing the exchange of information
related to authentication by using a second wireless protocol to
transmit an encrypted analyte value to the display device,

14[f]

wherein the encrypted analyte value has been generated using the
information related to authentication, and

14[g]

wherein the first wireless protocol is different than the second wireless
protocol, and

14[h]

neither initiating transmission of analyte values to the display device
nor providing a notification on the display device when the
information related to authentication was not exchanged during the
first interval.

2. Claim 15

15[a]

The method of claim 14, wherein the first wireless protocol is selected
from the group consisting of: WiFi communication, Near Field
Communication (NFC) and Bluetooth Low Energy (BLE)
communication;

15[b]

and wherein the second wireless protocol is selected from a group
consisting of: WiFi communication, NFC and BLE communication.

3. Claim 16

16[a]

The method of claim 14, wherein the analyte sensor system is a
continuous glucose sensor system and

16[b]

the information related to authentication comprises an application key.

! Petitioner interprets this claim element to recite “that the at least one alert is to

[be] triggered indicative of the medical condition of the host” consistent with the

language of claim element 14[c].




4. Claim 18

18[Pre]

An analyte sensor system configured for wireless communication of
analyte data, the analyte sensor system comprising:

18[a]

a continuous analyte sensor configured to measure analyte values in a
host;

18[b]

a transceiver configured to transmit and receive wireless signals; and

18[c]

a processor operatively coupled to the analyte sensor and the
transceiver and configured to cause the analyte sensor system to:

18[d]

during a first interval, establish a first connection between the analyte
sensor system and a display device;

18]

during the first connection, exchange information related to
authentication between the analyte sensor system and the display
device;

18[f]

perform a first determination whether authentication was performed
during the first interval;

18[g]

perform a second determination whether one or more alerts indicative
of a medical condition of the host is to be triggered based on the
measured analyte data;

18[h]

trigger at least one alert and provide a notification on the display
device when the second determination indicates that the at least one
alert is to triggered indicative of the medical condition of the host; and

18[i]

during a second interval, transmit an encrypted analyte value to the
display device, when the first determination indicates that the
authentication was performed during the first interval, and

18[3]

neither initiate transmission of analyte values to the display device if
nor provide a notification on the display device when the first
determination indicates that the authentication was not performed
during the first interval.

5. Claim 19

19[a]

The analyte sensor system of claim 18, wherein the processor is further
configured to cause the analyte sensor system to: during the second
interval, establish a second connection between the analyte sensor
system and the display device; and

19[b]

during the second connection, bypass the exchange of the information

_9.




| related to authentication.

6. Claim 20
20[a] The analyte sensor system of claim 19, wherein the analyte sensor
system is a continuous glucose sensor system, and
20[b] the information related to authentication comprises an application key
20[c] wherein the processor is further configured to cause the analyte sensor

system to use the application key to encrypt an analyte value including
a glucose value measured by the continuous analyte sensor to generate
the encrypted analyte value including an encrypted glucose value, and
20[d] wherein the use of the application key allows the analyte sensor system
to bypass the exchange.

D. Effective Filing Date Of The °222 Patent

The application for the *222 patent, U.S. App. 15/651,310, was filed on July
17,2017, claiming priority to U.S. Provisional App. 62/364,771, which was filed on
July 20, 2016. Ex-1001 at Cover. For purposes of this Petition only, Petitioner
applies the July 20, 2016 date of the *771 Provisional Application as the effective
filing date for the Challenged Claims. Because the earliest possible effective filing
date for the Challenged Claims is July 20, 2016, Petitioner applies AIA law.

V. LEVEL OF ORDINARY SKILL IN THE ART

A POSITA as of the claimed priority date would have had a Bachelor’s degree
in biomedical engineering, electrical or computer engineering, computer science, or
a related or equivalent field and two or more years of experience researching,

developing, designing and/or evaluating (or supervising the same) in wireless
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communication related to medical devices or equivalent experience. A person with
less or different education but more relevant practical experience, or vice versa, may
also meet this standard. The prior art also evidences the level of skill in the art.

VI. CLAIM CONSTRUCTION

In IPR proceedings, claims are construed in accordance with their “ordinary
and customary meaning” in light of the specification. 37 C.F.R. § 42.100(b); see
Phillips v. AWH Corp., 415 F.3d 1303, 1312-13 (Fed. Cir. 2005). For purposes of
this petition, other than as discussed below, Petitioner does not believe that any
specialized constructions are necessary. Petitioner also reserves the right to dispute
in a different forum whether the Challenged Claims meet the requirements under 35
U.S.C. §§ 101 or 112.

A. “information related to authentication” and “application key”

The °222 patent claims make clear that the “information related to
authentication” can comprise an “application key.” Ex-1001 at claim 16. The 222
patent states that the “application key” can comprise a random number. /d. at 61:62-
63 (“The application key may be a random number in some cases”), 62:15-16
(similar). The 222 patent further states that the “application key” can include a
challenge and hash value. /d. at 61:67-62:4 (“In other cases, the actual application
key is not exchanged, but by exchanging the challenge and hash values, the

application key can be derived respectively by the analyte sensor system 708 and

-11 -



display device 710.”). Thus, for purposes of this Petition, the claim terms
“information related to authentication” and “application key” both at least
encompass (i) a random number and (i1) an exchange of challenge and hash values,
related to identification of the sensor device or the display device.

VII. OVERVIEW OF THE PRIOR ART
A.  Yarger (Ex-1005)
U.S. Pub. 2014/0313052A1, titled “Near Field Telemetry Link for Passing a

Shared Secret to Establish a Secure Radio Frequency Communication Link in a
Physiological Condition Monitoring System” to Yarger et al. (“Yarger”), was filed
on December 14, 2012, and published on October 23, 2014. Ex-1005 at Cover.
Accordingly, Yarger qualifies as prior art to the *222 patent under at least 35 U.S.C.
§§ 102(a)(1) and (a)(2) (AIA). Yarger was not of record during prosecution of
the ’222 patent.

Yarger discloses methods for securely transmitting encrypted analyte values
over an authenticated wireless communication link between an analyte sensor
system such as a CGM and a condition meter that acts as a display device. For
example, Yarger discloses:

A physiological condition monitoring system (e.g., a continuous
glucose monitoring system) includes a physiological condition meter
and a physiological condition sensor. The physiological condition

meter and the physiological condition sensor are be [sic] placed in

-12 -



proximity to exchange a secret key using a near field wireless link,
which is used to encrypt data to secure a radio frequency (RF) wireless

channel.

Ex-1005 at Abstract. Yarger further discloses that authentication of the wireless
communication link can be achieved by “exchanging a secret key” via NFC

communication? and that “data is encrypted using the secret key.” Id. at [0006].

400

‘\' Start

405’\‘{ Place Sensor in Proximity with Meter I

'

Receive Instruction to Setup Secure
Channel Between Sensor and Meter

415
o

Yes
420*’\| Generate and Transmit Secret Key I

v

Setup Secure Channel Between Meter and
425~""] Glucose Based on Secret Key

Y

430~— Transmit Data Between Sensor and
Meter via Secure Channel

410

End -

FIG. 4

2 The use of NFC for pairing and setup of a separate Bluetooth link was well
known in the industry, as evidenced by a 2014 application note from the NFC
Forum (an international standards body) stating that “NFC can simplify the process
of authenticated pairing between two Bluetooth devices by exchanging

authentication information over an NFC link.” Ex-1009 at 7.

-13 -



Id. at Fig. 4.

Yarger further discloses that “[a]fter both the glucose meter and glucose
sensor have identical secret keys, the glucose sensor and glucose meter setup a
secure wireless channel that is different from the NFC link.” Id. at [0036]. In addition,
Yarger discloses that the device may “verify that the secret key was successfully
received before transmission of glucose measurement data over the secure wireless
link.” 1d.

B. Love (Ex-1006)
U.S. Pub. 2015/0207796A1, titled “Systems, devices, and methods for

authentication in an analyte monitoring environment” to Love et al. (“Love”), was
filed on December 17, 2014 and published on July 23, 2015. Ex-1006 at Cover.
Accordingly, Love qualifies as prior art to the *222 patent under at least 35 U.S.C.
§§ 102(a)(1) and (a)(2) (AIA). The patent that issued from Love was cited in an IDS
during prosecution of the ’222 patent, but the Examiner never cited Love in any
rejection during prosecution of the *222 patent.

Love is directed to the authentication of devices within analyte monitoring
systems, which can include a sensor device as well as a reader/display device for
communicating with the sensor device. Ex-1006 at Abstract. The reader/display
device “can be configured to output alarms, alert notifications, glucose values, etc.,

which may be visual, audible, tactile, or any combination thereof.” Id. at [0070].

- 14 -



Accordingly, “the information may be utilized by the user to determine any
necessary corrective actions to ensure the analyte level remains within an acceptable
and/or clinically safe range.” Id. at [0078].

C. Hernandez-Rosas (Ex-1007)

U.S. Pub. 2015/0123810A1, titled “Systems and Methods for a Continuous
Monitoring of Analyte Values” to Hernandez-Rosas et al. (“Hernandez-Rosas”), and
assigned to DexCom, was filed on November 5, 2014 and published on May 7, 2015.
Ex-1007 at Cover. Accordingly, Hernandez-Rosas qualifies as prior art to the 222
patent under at least 35 U.S.C. §§ 102(a)(1) and (a)(2) (AIA). Hernandez-Rosas was
not of record during prosecution of the *222 patent.

Hernandez-Rosas is directed to systems and methods for secure wireless
communication of continuous glucose data between an analyte sensor system and a
display device. Ex-1007 at Abstract. The method includes storing identification
information associated with a transceiver of the analyte sensor system,
authenticating the transceiver based on the identification information and
transferring data to the transceiver. /d. at [0007]. Hernandez-Rosas further discloses
that “[dJuring the first wireless communication session 410, an authentication

procedure needs to be performed as part of a data connection process 414.” Id. at

[0149].
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Hernandez-Rosas further discloses alerts, including “a hypoglycemic alert

[that] may include alert conditions indicating a minimum glucose level.” Id. at
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[0107]. These alerts may be transmitted to a display device. /d. at [0106].

D.  Chivallier (Ex-1008)

U.S. Pub. 2010/0045425A1, titled “Data Transmission of Sensors” to
Chivallier et al. (“Chivallier”), was filed on August 21, 2008 and published on
February 25, 2010. Ex-1008 at Cover. Accordingly, Chivallier qualifies as prior art
to the ’222 patent under at least 35 U.S.C. §§ 102(a)(1) and (a)(2) (AIA). Chivallier
was not of record during prosecution of the *222 patent.

Chivallier is directed to a method for data transmission between a sensor
module and a display device, using a security key to authenticate the sensor module.
Ex-1008 at Abstract. The sensor system, according to Chivallier, uses a wireless
connectivity module to provide wireless connection of the sensor with another
device, using Near Field Communication or other wireless protocols. Ex-1008 at

[0016]-[0017].
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Pairing | — 504

Data Transmission | — 506
Fig. 4

Further, Chivallier discloses that “the bio-sensor can effectively provide an
alert if the analysis provides a critical result for the health of the patient.” Ex-1008
at [0002].

VIII. THE ASSERTED GROUNDS OF INVALIDITY

A.  Ground 1: The Challenged Claims Are Rendered Obvious By
Yarger In View Of Love

Yarger discloses a CGM system where a secret key is exchanged via a
wireless NFC link and encrypted analyte data is transmitted over a second, different
wireless link. Love discloses receiving encrypted analyte data over a wireless link
and comparing it to threshold values in order to trigger notifications on a
reader/display device. The combination of Yarger and Love renders the challenged
claims obvious, as explained in more detail below and as supported by Ex-1003,

964-152.
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1. A POSITA Would Have Been Motivated to Combine
Yarger and Love and Would Have Reasonably Expected
Success in Doing So.

Yarger describes a CGM system that uses a near-field communication (NFC)
channel to exchange a secret key between a glucose sensor device and a display
device, and, after validating that exchange, using a second wireless link to transmit
encrypted glucose measurement data from the sensor to the display device. Ex-1005
at Abstract, [0006], Fig. 4, [0032]-[0037]. Yarger discloses that its CGM system can
be used to monitor for “physiological conditions,” such as glycemic conditions, e.g.,
as part of a “diabetes management system.” Id. at Abstract, [0053]. A POSITA
would thus have understood the importance of notifying the user of changes in their
glucose levels and alerting them if they are approaching clinically significant levels.
Ex-1003 at 9965-67; see also id. at [0053] (noting the system can additionally be
used in combination to monitor for urgent critical conditions such as arrhythmia,
heart failure, and seizures, among others).

Love discloses a CGM system in which a display device receives encrypted
data over a wireless link, decrypts it, and determines whether to display an alert or
alarm to the user “based on a determined rate of glucose change, programmed
clinically significant glucose threshold levels (e.g., hyperglycemic and/or
hypoglycemic levels), and current analyte level ...” Ex-1006 at [0078]. Love

discloses that its system can be used with a number of different reader devices and
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wireless protocols. See, id. at [0018] (“A number of communication protocols can
be used with the embodiments described herein.”), [0019] (“A number of types of
reader devices can be used with the embodiments described herein.”). Love thus
does not limit the types of wireless links it can be used with, nor does it limit the
particular structure of the display/reader devices its notifications and alarms could
be used with. Ex-1003 at 968.

A POSITA would have been motivated to adopt the notifications and alarms
of the reader device (i.e., display device) in Love in the CGM system of Yarger in
order to achieve Yarger’s stated goal of providing for monitoring of glucose levels,
including clinically significant conditions, in particular as part of a “diabetes
management system.” Ex-1003 at 9970-72; Ex-1005 at [0053]. A POSITA would
have had a reasonable expectation of success with adopting the notifications and
alarms of Love in the CGM system of Yarger. Ex-1003 at §73. Yarger’s CGM meter
device has a display that already displays glucose levels. Ex-1005 at Fig. 2. Adding
Love’s notifications and alarms functionality to Yarger’s CGM meter device would
simply require adding additional logic to the meter’s programming to compare the
current glucose levels against clinically significant thresholds, something a POSITA
was well-equipped to do. Ex-1003 at 73.

Yarger and Love are analogous art because they are both related to aspects of

securely communicating analyte measurements over wireless links in CGM systems.

-20 -



Ex-1003 at 969; Ex-1005 at Abstract; Ex-1006 at Abstract; see In re Bigio, 381 F.3d
1320, 1325-27 (Fed. Cir. 2004).

2. Independent Claim 14

The combination of Yarger and Love renders obvious claim 14 as a whole, as
explained below and as supported by Ex-1003, q974-104.

a) 14[Pre] “A method for wireless communication of
analyte data, the method comprising”

To the extent the preamble is limiting, Yarger discloses a method for wireless
communication of analyte data, specifically glucose data, using a CGM system:
“Generally, the CGM system 100 comprises a glucose meter 105 and a glucose
sensor 110. In operation, the glucose meter 105 and the glucose sensor 110
communicate by a radio frequency (RF) wireless link.” Ex-1005. At [0016]; see also
id. at Abstract, [0001], [0006] (describing the CGM system “transmitting
measurement data to the physiological condition meter from a physiological
condition sensor via a secure wireless link™), [0017] (referring to an “analyte such
as glucose”).

b) 14[a] “measuring analyte values in a host using a
continuous analyte sensor of an analyte sensor system;’”’

Yarger discloses measuring analyte values, such as glucose, in a CGM system
100 that: “comprises a glucose meter 105 and a glucose sensor 110.” Ex-1005 at
[0017]; see also id. at Abstract, [0001] (describing “a continuous glucose monitoring

system”), [0003] (“A continuous glucose monitor (CGM) is an electronic system
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that measures and displays glucose level in a user’s body.”).

c) 14[b] “during a first interval, using a first wireless
protocol to perform an exchange of information related
to authentication with a display device,”’

Yarger discloses using a first wireless protocol (i.e., near field communication
or NFC) to perform pairing, including an exchange of information related to
authentication with a CGM’s glucose meter (i.e., a display device), during a first
interval. Specifically, Yarger discloses a “near field telemetry link for passing a
shared secret to establish a secure radio frequency communication link in a
physiological condition monitoring system (e.g., continuous glucose monitoring
system).” Ex-1005 at [0014]; see also id. at [0018], [0022]-[0023], [0032]-[0033],
[0035].

Yarger discloses that its CGM meter device 105 comprises a display 120/214:

105

202 2(%4 200 210

RF Receiver |—* Controller |<+— Interface Unit

NFC Transceiver Display Driver
S 212
208 206
=]
214
FIG. 2

Id. at Fig. 1 (annotated), Fig. 2 (annotated), [0017] (“meter 105 includes any suitable

-22 -



display 120 to provide graphical and/or textual information to the user, such as the
user’s current glucose level.””), [0027] (similar for display 214).

As depicted in Fig. 4, Yarger discloses that one of the CGM sensor or CGM
meter generates a pseudo-random “secret key” and transmits it to the other device

over an NFC link in step 420 (annotated below):

400

\ Start

405'\4 Place Sensor in Proximity with Meter I

'

Receive Instruction to Setup Secure
Channel Between Sensor and Meter

first interval

o

Sensor Good? Bd

Generate and Transmit Secret Key

Y
Setup Secure Channel Between Meter and

425~ Glucose Based on Secret Key
430~ Transmit Data Between Sensor and
Meter via Secure Channel
End

In the event that the sensor succeeds in the determination at block 415,
the example process 400 generates a secret key and transmits the
secret key over the NFC link so that both the glucose sensor and the
glucose meter share the same secret key at step 420. In one example,
the secret key is generated by any suitable random process for securing
a wireless link. For example, the example process 400 may implement
a cryptographically secure pseudorandom number generator to

generate a 128-bit secret key.

Id. at Fig. 4 (annotated), [0035]. This is also reflected in, for example, Fig. 8, which
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depicts an embodiment where the CGM meter (i.e., the display device) transmits the

secret key to the CGM sensor.

135 110
Glucose Meter Setup Channel
802
first interval e ey 506
md
( Glucose Sensor )")

Transmit Test Data Over Secure Channel

¢

Verlfy Secret Key ) 808
812
Acknowledge )

810

Transmit Data Over Secure Channel

814

FIG. 8

Id. at Fig. 8 (annotated), [0046]-[0047]; see also id. at Figs. 5-7. Yarger further
discloses that this “pairing” operation allows the meter/display device 105 and the
sensor device 110 to exchange “cryptographic keys and identifying information” via

the NFC link.

The pairing operation mentioned above allows the durable device(s)

105 and consumable devices 110 to exchange cryptographic keys and
identifying information that ensures that subsequent communication
between the devices 110 and 105 is secure. The pairing operation itself,
however, is vulnerable to attack. If the pairing is compromised, the
security of subsequent operations may also be compromised. By using
an inductive coupling link to perform certain steps of the pairing

operation, however, the security of the transaction is greatly increased
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because of the unlikelihood of the short-range, relatively nonstandard

inductive coupling transmission being correctly received and decoded.

Id. at [0051]; see also id. at [0050] (inductive coupling link used “in lieu of the
normal RF link ... for the purpose of initial synchronization and pairing.”).

VI.AThe claimed “information related to authentication” at least encompasses
a random number related to identification of the sensor device or the display device,
as explained above in Section VI.A. Yarger’s secret key can be a random number,
id. at [0035], and the initial “pairing” operation involves an exchange of this secret
key and “identifying information,” id. at [0051]. Thus, the exchange of the secret
key and “identifying information” permits the display device to identify the sensor
device. Ex-1003 at 9482. Accordingly, the exchange of the “secret key” and
“identifying information” corresponds to the claimed “information related to
authentication.” Similarly, the time period during which Yarger’s CGM sensor and
CGM meter devices exchange the secret key and identifying information via the
NFC link, 1.e., Step 420 of Fig. 4 (one example of which is depicted in step 804 of
Fig. 8), corresponds to the claimed “first interval.” Finally, Yarger’s NFC link used
to exchange the secret key corresponds to the claimed “first wireless protocol.”

d) 14[c] “performing a determination whether one or more

alerts indicative of a medical condition of the host is to
be triggered based on the measured analyte data;”

Yarger discloses that its CGM system is used for monitoring “physiological
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conditions,” i.e., medical conditions, as part of a “diabetes management system.”
Ex-1005 at Abstract, [0001], [0053]. While Yarger does not explicitly state that its
CGM system determines whether one or more alerts indicative of a medical
condition of the host is to be triggered based on the measured analyte data, Love
explicitly teaches determining if alarms or alert notifications should be triggered in
a CGM system based on measured glucose values received over an encrypted

wireless link:

136 135 134
TS Y ki
. 1374 4
! 128132
3 mghdlf
100 120 \ \("T/[3I
645 Y ,’@’.__, 126
e =
‘ ~-139
141

140 142

Trusted Computer System
180

Registration Database

FIG. 1

For example, based on a determined rate of glucose change,
programmed clinically significant glucose threshold levels (e.g.,

hyperglycemic and/or hypoglycemic levels), and current analyte level
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derived by an in vivo analyte sensor, an algorithm stored on a computer
readable medium of system 100 can be used to determine the time it
will take to reach a clinically significant level and can be used to
output a notification in advance of reaching the clinically significant
level, e.g., 30 minutes before a clinically significant level is anticipated,
and/or 20 minutes, and/or 10 minutes, and/or 5 minutes, and/or 3
minutes, and/or 1 minute, and so on, with outputs increasing in intensity

or the like.

Ex-1006 at Fig. 1, [0078]; see also id. at [0063], [0070], [0098].

In the Yarger-Love combination, the display device in the CGM system that
was involved in the exchange of information related to authentication would also
determine whether an alert indicative of a medical condition, i.e., predicted low or
high glucose levels, should be triggered.

e) 14/d] “triggering at least one alert and providing a
notification on the display device when the determination

indicates that the at least one alert is to [be] triggered
indicative of the medical condition of the host;”’

Love explicitly teaches triggering alarms or alert notifications based on a
determination that indicates at least one alert is to be triggered: “In certain
embodiments, reader device 120 can be configured to output alarms, alert
notifications, glucose values, etc., which may be visual, audible, tactile, or any
combination thereof.” Ex-1006 at [0070]; see also id. at [0078], [0098].

In the Yarger-Love combination, the device in the CGM system that
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determined whether an alert indicative of a medical condition, i.e., predicted low or
high glucose levels, triggers at least one alert and provides a notification of the alert
on the display device.
/) 14[e] “during a second interval, bypassing the exchange
of information related to authentication by using a

second wireless protocol to transmit an encrypted
analyte value to the display device,”

Yarger discloses bypassing the exchange of the secret key and identifying
information (i.e., the information related to authentication) during a second interval
by using a second wireless protocol (i.e., Bluetooth, ZigBee, or other wireless
protocol) to transmit an encrypted analyte value to a display device:

[A]n example glucose meter and an example glucose sensor of the
CGM system are placed in proximity to exchange a secret key using a
near field wireless link, which is used to pair the devices and encrypt
data to secure a radio frequency (RF) wireless channel between the

sensor and the monitor.

Ex-1005 at [0014]; see also id. at Abstract. For example, as depicted in Fig. 4, Yarger
discloses that the secret key exchanged in the first interval is used to setup a different
secure wireless channel between the meter and sensor, with the sensor transmitting
encrypted measurement data via the secure wireless channel in step 430 (annotated

below):
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400

\ Start

405—\4 Place Sensor in Proximity with Meter I

'

Receive Instruction to Setup Secure
40— Channel Between Sensor and Meter
415
.
Yes
420-/\( Generate and Transmit Secret Key I
second interval i

Setup Secure Channel Between Meter and

\ ﬁ/‘ Glucose Based on Secret Key

430 Transmit Data Between Sensor and
Meter via Secure Channel

End

FIG. 4

After both the glucose meter and the glucose sensor have identical
secret keys, the glucose sensor and glucose meter setup a secure
wireless channel that is different from the NFC link (e.g., Bluetooth®
low power, ZigBee®, a custom wireless link, etc). In particular, the
glucose meter and glucose sensor transmit data over the wireless
channel that is encrypted using any suitable encryption algorithm
(e.g., advanced encryption standard, data encryption standard, etc.)
using the secret key, thereby forming a secure wireless link. . . . The
receiving device will decrypt the received information using the secret
key and verify that the decryption is successful using the error check

information.

Id. at Fig. 4 (annotated), [0036]-[0037]. This is also reflected in, for example, Fig. 8,
which depicts an embodiment where, once the secret key and identifying information
is exchanged during a first interval, data is thereafter transmitted via the secure

channel.
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105

Glucose Meter
802 1

Receive Instruction )

110

Setup Channel

Meter Transmits Secret Key

5
804

806

(o )~

Transmit Test Data Over Secure Channel

810

Verfy Secret Key )

Acknowledge

812

{

808

second interval e

Transmit Data Over Secure Channel H.I
p

FIG. 8

1
814

Id. at Fig. 8 (annotated), [0047]; see also id. at Figs. 5-7.

The time period during which Yarger’s CGM sensor transmits encrypted
analyte data to the meter via the secure wireless channel, i.e., Step 430 of Fig. 4 (one
example of which is depicted in step 814 of Fig. 8), corresponds to the claimed
“second interval.” Similarly, Yarger’s secure wireless channel that is different from

the NFC link (e.g., Bluetooth® low power, ZigBee®, a custom wireless link, etc.)

corresponds to the claimed “second wireless protocol.”

Furthermore, Yarger explicitly discloses that the “exchange of information
related to authentication” is bypassed during the second interval, because “once

transmitted, there generally is no need to exchange the secret key again.” Ex-1005

at [0035].
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g) 14][f] “wherein the encrypted analyte value has been
oenerated using the information related to
authentication, and”’

Yarger discloses that the secret key exchanged between the sensor and meter
(i.e., part of the information related to authentication) is used to generate the
encrypted analyte value, “[T]he glucose sensor 110 uses the secret key to encrypt
data that is transmitted to the glucose meter 105....” Ex-1005 at [0016]; see also id.
at [0036] (“the glucose meter and glucose sensor transmit data over the wireless
channel that is encrypted ... using the secret key.”).

h) 14[g] “wherein the first wireless protocol is different
than the second wireless protocol, and”

Yarger discloses that the wireless protocol used to exchange the secret key
and identifying information (i.e., NFC) is different from the secure RF wireless
protocol used for transmission of data (e.g. Bluetooth Low Energy, ZigBee, etc.):

After both the glucose meter and the glucose sensor have identical
secret keys, the glucose sensor and glucose meter setup a secure
wireless channel that is different from the NFC link (e.g., Bluetooth®

low power, ZigBee®, a custom wireless link, etc).

Ex-1005 at [0036]; see also id. at [0016], [0018].

i) 14[h] “neither initiating transmission of analyte values
to the display device nor providing a notification on _the
display device when the information related to
authentication was not exchanged during the first
interval.”

Yarger discloses that the CGM sensor does not transmit glucose data to the
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CGM meter (i.e., display device) if the secret key (i.e., the information related to
authentication) was not successfully exchanged during the first interval. For example,
Yarger requires the secret key to be exchanged before the secure channel can be

setup:

400

\ Start

405\/{ Place Sensor in Proximity with Meter I

'

Receive Instruction to Setup Secure

40— Channel Between Sensor and Meter
415
-
Yes
420‘/\( Generate and Transmit Secret Key |
Setup Secure Channel Between Meter and
425~—" Glucose Based on Secret Key
430~ Transmit Data Between Sensor and
Meter via Secure Channel
End

FIG. 4

After both the glucose meter and the glucose sensor have identical
secret keys, the glucose sensor and glucose meter setup a secure
wireless channel that is different from the NFC link (e.g., Bluetooth®
low power, ZigBee®, a custom wireless link, etc). . . . In another
example, the CGM system 100 may verify that the secret key was
successfully received before transmission of glucose measurement data

over the secure wireless link.

Ex-1005 at Fig. 4, [0036]; see also id. at Figs. 5-8, [0039]-[0047]. Yarger further
discloses with respect to Fig. 8 that if the secret key was not successfully exchanged

(determined by verifying and acknowledging test data), then the method will return
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to the step 804 rather than continue on to the transmission of analyte data:

105 110

Glucose Meter Setup Channel
802 1

Receive [nstruction )

Meter Transmits Secret Key

5
804

( Glucose Sensor

_ Transmit Test Data Over Secure Channel

810

Verfy Secret Key ) 808
812
Acknowledge !

Transmit Data Over Secure Channel

814

FIG. 8

FIG. 8 illustrates another CGM system 100 that verifies successful
reception of the secret key. At step 802, the glucose meter 105 receives
an instruction to setup a secure wireless link with the glucose sensor
110. In response, the glucose meter 105 generates and transmits a secret
key to the glucose sensor 110 at step 804. The glucose sensor 110 stores
the secret key at step 806 to initiate setup the secure wireless link.

Initially, the glucose sensor 110 transmits test data to the glucose meter

105 at step 808. . ..

In response to receiving the test data, the glucose meter 105 decrypts
the test data and determines if the test data was successfully received
at step 810. . . . In the event that the glucose meter 105 does not verify
the secret key at 810, the sequence of communication would return to
step 804 until the secret key is successfully determined to be received

by the glucose sensor 110.
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Id. at Fig. 8, [0046]-[0047].

A POSITA would understand that Yarger’s disclosure describing how the
glucose data is not sent over the secure wireless link unless the secret key was first
successfully exchanged discloses that the CGM meter (i.e., the display device)
would not display any notifications or alerts because the display device must first
receive analyte data before making any determinations to display alerts or
notifications based on analyte data. Ex-1003 at §101.

As discussed above with respect to claim elements 14[c] and 14[d], Yarger
discloses that its CGM system is used for monitoring physiological conditions as
part of a “diabetes management system,” with Love explicitly disclosing a CGM
system that displays alerts or alarms on a display device in response to determining
that the user should be alerted based on measured glucose data received via an
encrypted channel. See, supra, claims 14[c] and 14[d]. As with Yarger, Love
discloses that the sensor control device in its CGM system will not transmit
encrypted analyte data if the exchange of digital signature information (i.e.,

information related to authentication) was not successful.
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FIG. 8B

At 814, reader device 120 establishes a connection with sensor control

device 102 over communication path 140 (see, e.g., FIG. 1). While (or

after) establishing the connection, at 816, reader device 120 is provided

with digital signature 703 by sensor control device 102. Then, at 818,

reader device 120 uses public key 604, which was previously stored in

the memory of reader device 120, or was previously retrieved from the

manufacturer (e.g., over the internet from trusted computer system 180),

in a signature verifying algorithm to reduce digital signature 703 and

obtain the serial number and random number contained therein.
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If it is determined that the serial number is not valid, either through
receipt of the authentication result from trusted computer system 180
or through a local determination at reader device 120, then, at 827
reader device 120 displays a message to the user indicating the same

and ceases operation with the subject sensor control device 120.

Ex-1006 at Fig. 8B (annotated), [0151]-[0155]. Love not only discloses that the
information related to authentication is exchanged in a first interval, but also
discloses that the information related to authentication must be validated before the
sensor and reader device will transmit and display glucose data. Ex-1003 at q102.

Accordingly, Love discloses that the glucose data is not transmitted if the
information related to authentication was not successfully exchanged. /d. 4103.
Because Love discloses that the alarms and alerts shown to the user are based on,
inter alia, the current analyte levels (Ex-1006 at [0078]), Love’s reader device would
not display any alerts or notifications to the user based on measured glucose values
without first receiving the current glucose levels.

Accordingly, a POSITA would have understood that, in the Yarger-Love
combination, the sensor device would not initiate transmission of analyte values to
the reader, nor would the reader provide a notification on a display, if the secret key

(i.e., information related to authentication) was not exchanged during the first

interval. Ex-1003 at 4104.
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3. Claim 15
Claim 15 depends from claim 14. As explained above the combination of
Yarger and Love renders obvious claim 14 as a whole. See, supra, claim 14. The
combination of Yarger and Love further renders obvious claim 15 as a whole, as
explained below and as supported by Ex-1003, q9105-109.
a) 15/a] “wherein the first wireless protocol is selected
from the group consisting of: WiFi communication, Near

Field Communication (NFC) and Bluetooth Low Energy
(BLE) communication; and’’

Yarger discloses that the first wireless protocol used to perform an exchange
of information related to authentication with a display device during a first interval
is “near field communication (NFC).” Ex-1005 at [0018]; see also id. at [0023]
(discussing pairing via “NFC communication”), [0050]. The NFC transceivers 206,

306 are depicted below in the Fig. 2 (CGM meter 105) and Fig. 3 (CGM sensor 110).

105 first wireless protocol
110

202 204 200 210
302 304 300 310

RF Receiver Contr Interface Unit Ll S 8 2
RF Trénsmitter (=  Controller [+ Sensor

NFC Transceiver Display Driver l
') 212
208 206 ’,é NFC Transceiver Filament
Display

214 5

308 306 115

FIG. 2 FIG. 3

Id. at Figs. 2-3 (annotated), [0026], [0029].
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b) 15/b] “wherein the second wireless protocol is selected
from a group consisting of: WiFi communication, NFC
and BLE communication.”’

Yarger discloses that the second wireless protocol used to transmit encrypted
analyte data is different from the NFC link used to exchange the secret key and can
be any number of suitable protocols, including but not limited to ZigBee, Bluetooth
low energy (BLE), and 802.11 (Wi-Fi). Ex-1005 at [0031]; see also id. at [0036] (RF
link is “different from the NFC link”). The separate RF transceivers 204, 304 are

depicted below in Fig. 2 (CGM meter 105) and Fig. 3 (CGM sensor 110).

second wireless protocol
105
J

110
202 204 210
Ll \ ¢ 0 302 j 304 “~ 300 310
RF Receiver Controller H Interface Unit l’l \ 8 2

RF Transmitter Il— Controller |+ Sensor

212

208 206 /J ) NFC Transceiver Filament
Display
214 S S

308 306 115

FIG. 2 FIG. 3

Id. at Figs. 2-3 (annotated).

4. Claim 16

Claim 16 depends from claim 14. As explained above the combination of
Yarger and Love renders obvious claim 14 as a whole. See, supra, claim 14. The
combination of Yarger and Love further renders obvious claim 16 as a whole, as

explained below and as supported by Ex-1003, §9q110-114.
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a) 16/a] “wherein the analyte sensor system is a continuous
glucose sensor system and”’

Yarger discloses that its system i1s a CGM system: “A physiological condition
monitoring system (e.g., a continuous glucose monitoring system) includes a
physiological condition meter and a physiological condition sensor.” Ex-1005 at
Abstract; see also id. at [0001], [0014], [0053].

b) 16/b] “the information related to authentication
comprises an application key.”

As explained above in claim 14[b], Yarger discloses that during an initial
pairing process, the CGM and display devices exchange information related to
authentication that includes a secret key, which can comprise a 128 bit
“pseudorandom” number, and “identifying information.” See, supra, claim 14[b].
As explained above in Section VI.A, the claimed “application key” at least
encompasses a random number. Accordingly, Yarger discloses the information
related to authentication comprises an application key.

5. Independent Claim 18
The combination of Yarger and Love renders obvious claim 18 as a whole ,
as explained below and as supported by Ex-1003, 99115-138.
a) 18[Pre] “An analyte sensor system configured for

wireless communication of analyte data, the analyte
sensor system comprising:”’

To the extent the preamble is limiting, Yarger discloses a system for wireless

communication of analyte data. See, supra, claim 14[Pre].
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b) 18/a] “a continuous analyte sensor configured to
measure analyte values in a host;”

See, supra, claim 14[a].

c) 18/b] “a transceiver configured to transmit and receive
wireless signals; and”

Yarger discloses that both the CGM sensor and CGM meter contain multiple
transceivers configured to transmit and receive wireless signals, including NFC
transceivers (annotated below in blue) for exchanging a secret key and separate RF

transceivers for communicating encrypted analyte data (annotated below in green).

105

202 204 200 210
3 2 302 304 H 300 310

RF Receiver Controller H Interface Unit

; LE RF Transmitter Controller [+ Sensor

208 206 ) ,é NFC Transceive Filament
Display

308 306 115

FIG. 3

Ex-1005 at Fig 2 (meter 105, annotated), Fig. 3 (sensor 110, annotated), [0025]-
[0031]. While Figures 2 and 3 depict the RF Receiver 204 and RF Transmitter 304,
Yarger discloses that these may also be “RF transceiver[s] for duplex

communication.” Id. at [0031].

d) 18/c] “a processor operatively coupled to the analyte
sensor and the transceiver and conficured to cause the
analyte sensor system to:”’

Yarger discloses that both the CGM sensor and CGM meter contain
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controllers (annotated below in red) operably coupled to the analyte sensor and
transceivers, and discloses that these controllers may be, for example,

MiCroprocessors.

105

110

202 204 200 210
V4 302 304 H 300 310
Controller }- Interface Unit Ll S 2 2
S

RF Transmitter Controller Sensor
et — oo I
212—f
208 206 ) ’,é NFC Transceiver Filament
Display

214"

5

308 306 115

FIG. 2 FIG. 3

Ex-1005 at Fig 2 (meter 105, annotated), Fig. 3 (sensor 110, annotated), [0025]
(“controller 200 ... is implemented by any suitable device to control the operation
of the glucose meter 105 (e.g., a microcontroller, a microprocessor, an application
specific integrated circuit, a functional programmable gate array, etc.).”), [0028]
(similar for sensor 110); see generally, id. at [0025]-[0031].

The controller 200 in the CGM meter 105 controls the operation of the CGM
meter 105 and is configured to cause the CGM meter 105 to exchange the secret key
with the sensor 110, receive encrypted analyte data from sensor 110, and to control
the display. Id. at [0025]-[0027]. Similarly, the controller 300 in the CGM sensor
110 controls the operation of the sensor and is configured to cause the CGM sensor
to exchange the secret key with the CGM meter 105, receive measurements from the

glucose sensor, and transmit encrypted analyte data. /d. at [0028]-[0030]. A POSITA
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would thus understand that the controllers 200, 300 in Yarger are configured to cause
the analyte sensor system to perform the functions discussed below in claim

elements 18[d]-18[j]. Ex-1003 at q124.

e) 18/d] “during a first interval, establish a first connection
between the analyte sensor system and a display device,;”’

As explained above in claim 14[b], Yarger discloses using a first wireless
protocol (i.e., NFC) to perform an exchange of information related to authentication
with a glucose meter (i.e., a display device) during a first interval. See, supra, claim
14[b]. The NFC connection corresponds to the “first connection.”

9 18/e] “during the first connection, exchange information

related to authentication between the analyte sensor
system and the display device;”’

As explained above in claim 14[b], Yarger discloses using a first wireless
protocol (i.e., NFC) to exchange a secret key (i.e., the claimed information related
to authentication) between a glucose sensor and a glucose meter with a display to
pair the glucose sensor and glucose meter. See, supra, claim 14[b].

g) 18/f] “perform a first determination whether
authentication was performed during the first interval;”’

As explained above in claim 14[h], Yarger discloses a determination of
whether the secret key was successfully exchanged during the first interval based on
exchange of test data using the secret key. See, supra, claim 14[h]. The determination
of whether the secret key was successfully exchanged corresponds to the “first

determination whether authentication was performed during the first interval.”
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h) 18/g] “perform a second determination whether one or
more alerts indicative of a medical condition of the host
is to be trigoered based on the measured analyte data;’’

See, supra, claim 14[c].

i) 18[h] “trigger at least one alert and provide a
notification on the display device when the second
determination indicates that the at least one alert is to
triggered indicative of the medical condition of the host;
and”

See, supra, claim 14[d].

J) 18[i] “during a second interval, transmit an encrypted
analyte value to the display device, when the first
determination indicates that the authentication was
performed during the first interval, and”

See, supra, claim 14[e].

k) 18/j] ‘“neither initiate transmission of analyte values to
the display device if nor provide a notification on the
display device when the first determination indicates that
the authentication was not performed during the first
interval.”

See, supra, claim 14[h].

6. Claim 19

Claim 19 depends from claim 18. As explained above the combination of
Yarger and Love renders obvious claim 18 as a whole. See, supra, claim 18. The
combination of Yarger and Love further renders obvious claim 19 as a whole, as
explained below and as supported by Ex-1003, 4/139-143.

a) 19/a] “wherein the processor is further configured to
cause the analyte sensor system to.: during the second
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interval, establish a second connection between the
analyte sensor system and the display device; and’

As explained above in claim 14[e], Yarger discloses using a second wireless
protocol (e.g., BLE, Wi-Fi, ZigBee) to communicate the encrypted analyte data
during a second interval. See, supra, claim 14[e]. The RF connection (whether BLE,
Wi-Fi, ZigBee, or other protocol) corresponds to the “second connection.”

b) 19/b] “during the second connection, bypass the
exchange of the information related to authentication.”

See, supra, claim 14[e].

7. Claim 20

Claim 20 depends from claim 19. As explained above the combination of
Yarger and Love renders obvious claim 19 as a whole. See, supra, claim 19. The
combination of Yarger and Love further renders obvious claim 20 as a whole, as

explained below and as supported by Ex-1003, q4/144-152.

a)  20[a] “wherein the analyte sensor system is a continuous
glucose sensor system, and”’

See, supra, claim 16[a].

b)  20[b] “the information related to authentication
comprises an application key”

See, supra, claim 16[b].

c) 20/[c] “wherein the processor is further configured to
cause the analyte sensor system to use the application
key to encrypt an analyte value including a glucose value
measured by the continuous analyte sensor to generate
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the encrypted analyte value including an encrypted
olucose value, and’”

Yarger discloses that the secret key exchanged between the sensor and meter
(i.e., the application key) is used to encrypt the analyte data for transmission. See,
supra, claim 14[f].

d) 20/[d] “wherein the use of the application key allows the
analyte sensor system to bypass the exchange.”

See, supra, claim 14[e].

B. Ground 2: The Challenged Claims Are Rendered Obvious By
Hernandez-Rosas In View Of Chivallier

Hernandez-Rosas discloses (1) a wireless CGM system that exchanges
information related to authentication prior to transmission of encrypted analyte
values and (2) that the display device can display notifications to a user based on the
received analyte levels. Chivallier discloses exchanging the information related to
authentication via a different wireless protocol from the protocol used to
communicate the encrypted analyte values. The combination of Hernandez-Rosas
and Chivallier renders the challenged claims obvious, as explained in more detail
below and as supported by Ex-1003, 99153-248.

1. A POSITA Would Have Been Motivated to Combine Hernandez-

Rosas and Chivallier and Would Have Reasonably Expected Success
in Doing So.

Hernandez-Rosas describes a CGM system with secure communication of

glucose data between a sensor device and a display device (e.g. a mobile device),
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including an authentication procedure to authenticate the sensor device and mobile
device. Ex-1007 at Abstract. Hernandez-Rosas discloses that authentication is
“required for communication between the sensor electronics module and the display
device.” Id. at [0119]. Hernandez-Rosas further discloses that once authentication
has occurred, the sensor device and display device may exchange information
relating to encryption. Id. at [0150]. A POSITA would have understood that a
successful authentication and encryption scheme would prevent an eavesdropper or
man-in-the-middle from determining the encryption key, otherwise an unauthorized
device might be able to mimic the authentication steps. Ex-1003 at 9154-155. A
POSITA would thus have understood the importance of ensuring that the wireless
link used to transmit the authentication information and encryption information is
secure from eavesdropping. Id. at §155.

Chivallier discloses a method for data transmission between a sensor device
and a mobile device with an authentication step for establishing a secure wireless
communication link. Ex-1008 at Abstract, [0004]-[0005]. Chivallier further
discloses that to initiate the authentication process, a mobile phone is brought into
“close proximity” with a sensor device, and a private key is transmitted from the
sensor device to the mobile device via an NFC link. /d. at [0017]-[0020], [0028].
Chivallier’s mobile device then uses a public key corresponding to the sensor’s

private key to recognize and authenticate the sensor. Id. at [0029].
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After authentication has succeeded, Chivallier’s sensor and mobile device
communicate via a different communication protocol, such as Bluetooth, ZigBee,
ultra-wide band or other appropriate protocol, with the sensor data being encrypted
using the private key transmitted via the short range NFC link. /d. at [0016], [0030]-
[0031]. A POSITA would have understood that the range of an NFC communication
is on the order of a few centimeters. Ex-1003 at 4933, 157. Therefore, a POSITA
would have understood that the use of the NFC link in Chivallier to exchange the
private key is effective to prevent eavesdroppers from intercepting the private key
used to encrypt the data sent on a different wireless link. /d.

A POSITA would have been motivated to adopt Chivallier’s use of the short-
range NFC link to exchange information related to authentication in the CGM
system of Hernandez-Rosas in order to achieve Hernandez-Rosas’s stated goal of
providing for authentication in order to prevent the risk of eavesdropping that can
occur with other wireless links. Ex-1003 at §9158-161. A POSITA would have a
reasonable expectation of success of adopting the NFC link of Chivallier for the
initial exchange of authentication information in addition to a separate wireless link
in the CGM system of Hernandez-Rosas because NFC transmitters and receivers
were well-known as of the effective filing date of the *222 patent and it would have
been within the skill of a POSITA to incorporate these transceivers to the CGM

system of Hernandez-Rosas with its existing wireless transceivers. /d. at 162; see,
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e.g., Ex-1008 at Fig. 2 (CGM system with NFC transmitter/receivers and separate
discrete wireless connectivity modules); Ex-1005 at Figs. 2, 3 (CGM system with
separate NFC transmitter/receiver and RF transmitter/receiver).

Hernandez-Rosas and Chivallier are analogous art because they are both
related to aspects of securely authenticating a sensor device and a display device,
and of securely communicating sensor measurements over wireless links. Ex-1003
at 9158; Ex-1007 at Abstract, Ex-1008 at Abstract; see In re Bigio, 381 F.3d at 1325-
217.

2. Independent Claim 14

The combination of Hernandez-Rosas and Chivallier renders obvious claim
14 as a whole, as explained below and as supported by Ex-1003, 99163-198.

a) 14[Pre] “A method for wireless communication of analyte data, the
method comprising”

To the extent the preamble is limiting, Hernandez-Rosas discloses a method

for wireless communication of analyte data.
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In a first aspect, a method for a wireless data communication between

an analyte sensor system and a mobile device capable of wirelessly

receiving analyte values from the analyte sensor system is provided.

Ex-1007 at Fig. 1, [0007]; see also id. at Abstract, [0124]-[0127].

Wireless communication protocols may be used to transmit and receive

data between the sensor system 8 and the display device 110, 120, 130,
140.

Id. at [0140].

b) 14[a] “measuring analyte values in a host using a continuous analyte
sensor of an analyte sensor system;”

Hernandez-Rosas discloses a CGM system that measures analyte values using
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a “continuous analyte sensor.”

100
N\

FIG. 1

FIG. 1 is a diagram depicting an exemplary continuous analyte
monitoring system 100 including an analyte sensor system 8 and a
plurality of display devices 110, 120, 130, 140 according to certain
aspects of the present disclosure. The analyte sensor system 8 includes
a sensor electronics module 12 and a continuous analyte sensor 10

associated with the sensor electronics module 12.

Ex-1007 at Fig. 1, [0124]; see also id. at [0104], [0125], [0130] (“analyte sensor 10

of FIG. 1 comprises a continuous glucose sensor”), Fig. 3.
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c) 14[b] “during a first interval, using a first wireless protocol to

perform an exchange of information related to authentication with a

display device,”’

Hernandez-Rosas discloses performing an exchange of information related to

display device during a first interval:

authentication via a challenge-and-response protocol between a CGM sensor and a
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Ex-1007 at Fig. 3 (annotated).

In certain embodiments, one or more display devices comprise built-in

authentication mechanisms, wherein authentication is required for

communication between the sensor electronics module and the display

device. In some embodiments, to authenticate the data communication

between the sensor electronics module and display devices, a

challenge-response protocol, such as a password authentication is

provided, where the challenge is a request for the password and the
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valid response is the correct password, such that pairing of the sensor

electronics module with the display devices can be accomplished by the

user and/or manufacturer via the password.

Id. at [0119], see also id. at [0144], Fig. 4, [0147]-[0150]. For example, Hernandez-
Rosas discloses in Figure 4 a first wireless communication session 410 (annotated

in blue) involving an exchange of information related to authentication during a first

data connection process 414:
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first
interval

After an advertisement signal is successfully received by a display

device 110, 120, 130, 140, the display device and the analyte sensor

system 8 engage in a first data connection process 414. During the first

data connection process 414, the display device requests a challenge

value from the analyte sensor system 8 and the analyte sensor system 8
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sends the change value to the display device in response. Upon
receiving the challenge value, the display device calculates a hash
value based on the challenge value and the identification information
associated with the analyte sensor system 8 and/or the transceiver 316
and sends the hash value to the transceiver 316. The transceiver 316
receives the hash value from the display device 110, 120, 130, 140,
decodes the identification information from the hash value, and verifies
that the received identification information matches identification
information associated with the sensor system 8 and/or transceiver
316 previously stored in the memory 318 of the analyte sensor system
8, such as during manufacturing of the sensor system 8. Upon
verification, the transceiver 316 sends a signal confirming a
successful authentication to the display device 110, 120, 130, 140.
Once authenticated, the analyte sensor system 8 and display device 110,
120, 130, 140 may exchange information to determine how data will be
exchanged (e.g., a specific frequency, time slot assignment, encryption,

etc.).

Ex-1007 at Fig. 4 (annotated), [0150]; see also id. at [0148].
Notably, the “first data connection process 414” in Fig. 4 from Hernandez-
Rosas (assigned to DexCom) is nearly identical to “authentication procedure 705¢”

of Fig. 7A in the 222 patent, as depicted below:

_54 -



’222 patent Hernandez-Rosas

10 8 110, 120, 130, 140 —,
700 708 —| Analyte Sensor 10— A
Sat Display Deviee Analyte S
: ?I‘ (Master) f dndoine Display Device
(St (asten) (Slave)
|
T o T T —_
| T At | Advertisement >
i 1050 Transceiver : . : 12
. 4
1 [ '>1
3 1L
T nection | 1
N 7956 est Challenge Value
o P | |
; E 3 - [ Send Chalienge Value
1 ¥ T Establish Channel & | >: a4 1410
Request Challenge Value 1 208 Active Establi | sﬁ G i
1 1 Zeko Data connection nd Hash Value
Tiaterrat T Send C hallenge \ alue > / ! !
Authenticution i 1 205¢ Timerval |
1 §
/ I<} Send Hash Value ! :
i i :< Request Data 1 e
f [ Sead Auth fon Confirmatio m > | |
i it [ Send Data —/
, Terminats D#ta Connecton s | :>l
Data T Deactive Transceiver n
715 Transmission : 7054 Inacte x 2 x
o Y { Send Data > il T R I i > —
Close Data ,.b I - Transceiver | . 1
Tinuctive Comn.& /NG > ~J | . [ 422
Deactivate TRX, 7 24 : : Il>'
7 07 | : i i I
. . . | |
. . FIG 7 A . ‘< RequestData |
. Thctive Establish Data | | }424 420
Tinerval Comtecion Grant Data Connect l
|
| 1
P Request Data ]
| | }426
[ Send Data >
Close Dafa Connection & | | -
Deactivate Transceiver | !
ﬁrst Tinactive ~ ~U
l N N
o 1 |
interval - e ™
Transceiver f 1
I |
1 1
! > FIG. 4

Compare Ex-1001 at Fig. 7A (annotated), 60:42-61:15, with Ex-1007 at Fig. 4
(annotated), [0150]. Accordingly, the first data connection process 414 in
Hernandez-Rosas corresponds to the claimed “first interval” in the *222 patent.
Hernandez-Rosas further discloses that the wireless data communication
utilizes any of “Wi-Fi1, Bluetooth, and Bluetooth low energy (BLE)” protocols. Ex-
1007 at [0160]; see also id. at [0016], [0052]. Accordingly, the Wi-Fi, Bluetooth, or
Bluetooth Low Energy protocols correspond to the claimed “first wireless protocol.”

Likewise, Chivallier discloses an authentication process 502 that occurs in a

- 55 -



first interval before a pairing process 504:

Identification ._— 500
_-502
Authentication — 5 first
interval
4
Pairing L — 50
Data Transmission —— 506
Fig. 4

The authentication process uses a dual key handling secure process with
a private and public key encryption through the well-known RSA
encryption algorithm with digital signatures and certificates. The
authentication process can occur between the sensor module 202 and
the mobile device 300. The process may use the sensor private key
stored in the SE 209 of the sensor module 202 and the public key stored
in the SE 309 of the NFC tag reader 308 to enable authentication. The
public key in the SE 309 is used to recognize and authenticate the
private key of sensor 202 by means of the certificates. At the end of the
mutual authentication process, if there is a matching between the
private stored key in the NEC [sic] tag 209 of the sensor module 202
and the public stored key in the NFC tag reader 308, the sensor
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module 202 is fully authenticated as being the sensor module 202
compatible with the mobile device 300.

Ex-1008 at Fig. 4 (annotated), [0029].

d) 14/c] “performing a determination whether one or more alerts
indicative of a medical condition of the host is to be triggered based
on the measured analyte data;”

Hernandez-Rosas discloses that the system makes a determination of whether
to trigger one or more alerts indicative of a medical condition of a host (e.g.
hypoglycemia) based on the measured analyte data.

In certain embodiments, one or more alerts are associated with a sensor
electronics module. For example, each alert may include one or more
alert conditions that indicate when the respective alert has been
triggered. For example, a hypoglycemic alert may include alert

conditions indicating a minimum glucose level.

Ex-1007 at [0107]; see also [0108]-[0109].

In some embodiments, dynamic and intelligent estimation defermines
a possibility of the patient avoiding clinical risk, based on the analyte
concentration, the rate of change, and other aspects of the dynamic and
intelligent estimative algorithms. If there is minimal or no possibility

of avoiding the clinical risk, a clinical risk alert will be triggered.

Id. at [0110]; see also [0112].

e) 14/d] “triggering at least one alert and providing a notification on
the display device when the determination indicates that the at least
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one alert is to [be] triggered indicative of the medical condition of the
host;”

Hernandez-Rosas discloses triggering alarms or alert notifications on the
display device based on a determination that indicates at least one alert is to be
triggered:

In certain embodiments, each of the alerts is associated with one or
more actions that are to be performed in response to triggering of the
alert. Alert actions may include, for example, activating an alarm,
such as displaying information on a display of the sensor electronics
module or activating an audible or vibratory alarm coupled to the sensor
electronics module, and/or transmitting data to one or more display

devices external to the sensor electronics module.

Ex-1007 at [0108]; see also id. at [0107], [0109].

In some embodiments, the sensor electronics module is configured to
provide one or a plurality of different alarms via the sensor
electronics module and/or via transmission of a data package indicating
an alarm should be initiated by one or a plurality of display devices (e.g.,
sequentially and/or simultaneously). . . . In some embodiments, the
sensor electronics module determines which of the one or more alarms
to trigger based on one or more alerts that are triggered. For example,
when an alert trigger indicates severe hypoglycemia, the sensor
electronics module can perform multiple actions, such as activating
an alarm on the sensor electronics module, transmitting a data

package to a monitoring device indicating activation of an alarm on the

- 58 -



display, and transmitting a data package as a text message to a care

provider.

Ex-1007 at [0112].

f) 14[e] “during a second interval, bypassing the exchange of
information related to authentication by using a second wireless
protocol to transmit an encrypted analyte value to the display
device,”’

Hernandez-Rosas discloses bypassing the exchange of information related to
authentication in order to wirelessly transmit encrypted analyte values to a display
device during a second interval.

As will be further described below, there may be a process for initially
establishing communication between a display device 110, 120, 130,
140 and the sensor electronics module when it is first used or re-
activated (e.g., the battery is replaced). Once the display device 110,
120, 130, 140 and sensor electronics module have established
communication, the display device 110, 120, 130, 140 and sensor
electronics module may periodically and/or continuously be in
communication over the life of several sensors 312 until, for example,
the battery needs to be replaced. Each time a sensor 312 is replaced, a

new sensor session may be established.

Ex-1007 at [0144]; see also id. at [0147]-[0152]. For example, Hernandez-Rosas
discloses in Fig. 4 a second wireless communication session 420 involving a second
data connection process 424 and second data communication process 426 that

bypasses the exchange of authentication information in first data connection process

- 59 -



414 of first wireless communication session 410:
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After an inactive time or period Tiacive, @ second wireless
communication session 420 starts when the transceiver 316 (and the

transceiver 338) powers up again, begins transmitting a second series
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of advertisement signals 422, engages in a second data connection
process 424 and a second data communication process 426 with the
transceiver 338 of the display device 110, 120, 130, 140 as shown in
FIG. 4. Unlike the first data connection process 414, however, the

second data connection process 424 does not _involve an

authentication because the analyte sensor system 8 and the display

device 110, 120, 130, 140 have been successfully paired or bonded

during the first wireless communication session 410 as described

above.

Ex-1007 at Fig. 4 (annotated), [0152].

As with the first interval, the “second data connection process 424 and
“second data communication process 426 portion of second communication session
420 in Fig. 4 from Hernandez-Rosas (assigned to DexCom) are nearly identical to
second connection operation 735b and data transmission operation 735d of Fig. 7C

in the ’222 patent, as depicted below:
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8 110,120, 130, 140 —

Display Device
(Slave)

T —
Activale 1 Advertisement >
Tanscever | " |
| . | 412
| . I
[ :>
I I
| |
|

—K Request Challenge Value
|

—
10 I | 1 Send Challenge Value >: L 410
704 g — y .S 0 — Estabilsh Channel &
70 Analyte Seasor Display Device | | Thens eeramigl H 414
) System Data connection Send Hash Value 1
i {(Master)
(Slave) | I
72 [
i q
7 I
/ . 5 i
[

second interval

Compare Ex-1001 at Fig. 7C (annotated) , 64:59-66, with Ex-1007 at Fig. 4
(annotated), [0152]. Accordingly, the second data connection process 424 and
second data communication process 426 in Hernandez-Rosas corresponds to the
claimed “second interval.”

Hernandez-Rosas further discloses that the wireless data communication
utilizes any of “WiFi, Bluetooth and Bluetooth low energy (BLE)” protocols. Ex-
1007 at [0160]; see also id. at [0016], [0052]. Accordingly, the Wi-Fi, Bluetooth, or

Bluetooth Low Energy protocols correspond to the claimed ‘“second wireless
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protocol.”

To the extent this claim limitation requires the first and second wireless
protocols to be different protocols, Hernandez-Rosas does not explicitly state that
the wireless protocol used during the first interval and second interval are different
protocols, although it allows for such situations (e.g., Wi-Fi and Bluetooth).
However, Chivallier explicitly discloses this and the combination of Hernandez-
Rosas and Chivallier render obvious the claim as a whole. See, infra, claim element
14[g].

Furthermore, Hernandez-Rosas discloses that the wireless data
communication in the second interval may be encrypted. Id. at [0150] (explaining
that “the analyte sensor system 8 and display device 110, 120, 130, 140 may
exchange information to determine how data will be exchanged (e.g., a specific
frequency, time slot assignment, encryption, etc.)”’). Chivallier also discloses
encrypted data communication in a second data transmission interval 506 after

authentication 502:
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Identification |— 500
Authentication L — 502
Pairing — 504
Data Transmission | — 506 - second
“ interval
Fig. 4

Ex-1008 at Fig. 4 (annotated). Chivallier explains that after “the identification step
500, the authentication step 502 and the pairing step 504 have been completed
successfully, the transmission of stored data can occur as indicated in step 506. The
stored data are encrypted using the private key stored in the SE 210 of the sensor
module 202.” Id. at [0031].

In the Hernandez-Rosas-Chivallier combination, the CGM sensor and display
device use a first wireless protocol to exchange the information related to
authentication and subsequently use a different, second wireless protocol to transmit
encrypted analyte data (e.g., the first wireless protocol is NFC while the second

wireless protocol is Bluetooth).
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g) 14[f] “wherein the encrypted analyte value has been generated using
the information related to authentication, and”

Hernandez-Rosas further discloses that the wireless data communication,
including the communication of the analyte values, may be encrypted. Ex-1007 at
[0150].

While Hernandez-Rosas does not explicitly state that the analyte values
transmitted in the data connections of Fig. 4 are encrypted using the information
related to authentication, Hernandez-Rosas discloses, with respect to Fig. 11, that
the sensor can transmit “encoded” analyte values such that decoding the encoded
analyte value uses “a key or code that can be generated by the use of the
identification information associated with the analyte sensor system 1010.” Id. at
[0200]. A POSITA would understand that this disclosure is referring to the
encryption of the analyte values because of the reference to using the “key” to
decode the analyte values. Ex-1003 at 9188. Thus, Hernandez-Rosas suggests
encrypting the analyte values using the information related to authentication.

Furthermore, Chivallier explicitly discloses that “data concerning the user
health parameters” are first encrypted using the public and private encryption keys
exchanged in an authentication step prior to transmission of analyte data:

The authentication process uses a dual key handling secure process with
a private and public key encryption through the well-known RSA
encryption algorithm with digital signatures and certificates. The

authentication process can occur between the sensor module 202 and
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the mobile device 300. The process may use the sensor private key
stored in the SE 209 of the sensor module 202 and the public key stored
in the SE 309 of the NFC tag reader 308 to enable authentication. The
public key in the SE 309 is used to recognize and authenticate the
private key of sensor 202 by means of the certificates. At the end of the
mutual authentication process, if there is a matching between the
private stored key in the NEC tag 209 of the sensor module 202 and the
public stored key in the NFC tag reader 308, the sensor module 202 is
fully authenticated as being the sensor module 202 compatible with the
mobile device 300. Thereafter any communication between the sensor
202 and mobile device 300, in accordance with the private and public
keys, will be encrypted so all data will only be readable by the sensor
202 and device 300.

Ex-1008 at [0029].

In the Hernandez-Rosas-Chivallier combination, the CGM sensor and display

device use a first wireless protocol to exchange the information related to
authentication, where the information related to authentication is subsequently used

to encrypt the analyte data for secure communication to the sensor device over a

second wireless protocol.

h) 14[g] “wherein the first wireless protocol is different than the second

wireless protocol, and”

As noted in claims 14[b] and 14[e], Hernandez-Rosas discloses that the

wireless data communication may utilize any number of protocols, including Wi-Fi,

Bluetooth, and Bluetooth Low Energy protocols. Ex-1007 at [0160]. However,
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Hernandez-Rosas does not explicitly recite that the wireless protocol used during the
first interval and second interval are different protocols, although it allows for such
situations (e.g., Wi-Fi and Bluetooth).

Chivallier explicitly teaches a CGM system where an exchange of information
related to authentication occurs via NFC, while the wireless communication of
health information occurs via a separate wireless module that can be Bluetooth,

ZigBee, ultra-wide band, or “any other appropriate means”:
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The sensor 204 connects to a wireless connectivity module 206. The
connection between the sensor 204 and the module 206 can be a
Bluetooth™ connection, a ZigBee™ connection, an ultra-wide band

connection or any other appropriate means. ...
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The wireless connectivity module 206 also connects to a tag 208. The
tag 208 is a Near Field Communication (NFC) contactless tag. The tag
208 is a passive label, which comprises specific data. In the present
invention, data relates to the sensor device 102 and also to the health
parameters measured on the user 100 with the sensor 204. The data
stored in the tag 208 can be read using a NFC module through Radio
Frequency Identification (RFID) in combination with a
corresponding NFC contactless tag reader. The tag reader belongs to
another device such as the mobile device 300. The tag 208 includes a

secure element (SE) 210 and a non-volatile memory (NVM) 212.

Ex-1008 at Fig. 2, [0016]-[0017].

In the Hernandez-Rosas-Chivallier combination, the CGM sensor and display

device use a first wireless protocol to exchange the information related to
authentication and subsequently use a different, second wireless protocol to transmit

encrypted analyte data to the display device (e.g., the first wireless protocol is NFC,

while the second wireless protocol is Bluetooth).

i) 14[h] “neither initiating transmission of analyte values to the display

device nor providing a notification on the display device when the

information related to authentication was not exchanged during the

first interval.”

Hernandez-Rosas discloses that authentication is “required” prior to

communicating data between the sensor and the display device:

In certain embodiments, one or more display devices comprise built-in

authentication mechanisms, wherein authentication is required for
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communication between the sensor electronics module and the

display device.

Ex-1007 at [0119]; see also id. at [0149] (“an authentication procedure needs to be
performed as part of a data connection process 414.”), [0150] (“Once authenticated,
the analyte sensor system 8 and display device 110, 120, 130, 140 may exchange
information.”).

A POSITA would have understood that Hernandez-Rosas’s disclosure
describing how the analyte data is not sent over the wireless connection unless the
sensor and display device have been authenticated discloses that the display device
would not display any notifications or alerts because the display device must first
receive analyte data before making any determinations to display alerts or
notifications based on analyte data. Ex-1003 at §197.

Similarly, Chivallier also discloses that data is “only transmitted after
authentication” in order to provide a high-level of security for the user data:

One of the particular advantages of the present invention is the fact that
the sensor has stored thereon a private encryption key which is used to
authenticate the sensor with a receiver (i.e., mobile device). Also the
private encryption key ensures that all data that “leaves” the patient or
user is encrypted. Before authentication all data is stored on the
sensor and is only transmitted after authentication. This provides a
very high level of security for the user data. This is essential for patient

confidentially [sic] and medical/patient acceptance of wireless
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communication as a means for transmitting medical and other private

data.

Ex-1008 at [0034]. Chivallier further discloses that the system can “provide an alert
if the analysis [of the transmitted data] provides a critical result for the health of the
patient.” Id. at [0002]. Because Chivallier discloses that the alerts shown to the user
are based on an analysis of the data transmitted by the sensor (id.), and because
Chivallier teaches that the sensor data is not transmitted to the mobile device without
authentication, Chivallier discloses neither initiating transmission of analyte values
to the display device nor providing a notification on the display device when the

information related to authentication was not exchanged during the first interval.

3. Claim 15

Claim 15 depends from claim 14. As explained above the combination of
Hernandez-Rosas and Chivallier renders obvious claim 14 as a whole. See, supra,
claim 14. The combination of Hernandez-Rosas and Chivallier further renders
obvious claim 15 as a whole, as explained below and as supported by Ex-1003,

€9199-205.

a) 15/a] “wherein the first wireless protocol is selected from the group
consisting of- WiFi communication, Near Field Communication
(NFC) and Bluetooth Low Enerey (BLE) communication; and’”

As noted in claim 14[g], Hernandez-Rosas discloses that the wireless data
communication may utilize any number of protocols, including Wi-Fi, Bluetooth,

and Bluetooth Low Energy protocols.
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Chivallier explicitly teaches a CGM system where the “first wireless protocol”

used for the exchange of information related to authentication is NFC:
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The wireless connectivity module 206 also connects to a tag 208. The
tag 208 is a Near Field Communication (NFC) contactless tag. The tag
208 is a passive label, which comprises specific data. In the present
invention, data relates to the sensor device 102 and also to the health
parameters measured on the user 100 with the sensor 204. The data
stored in the tag 208 can be read using a NFC module through Radio
Frequency Identification (RFID) in combination with a
corresponding NFC contactless tag reader. The tag reader belongs to
another device such as the mobile device 300. The tag 208 includes a

secure element (SE) 210 and a non-volatile memory (NVM) 212.
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Ex-1008 at Fig. 2, [0017].

b) 15[b] “wherein the second wireless protocol is selected from a group

consisting of: WiFi communication, NFC and BLE communication.

»

As noted in claim 14[g], Hernandez-Rosas discloses that the wireless data

communication may utilize any number of protocols, including Wi-Fi, Bluetooth,

and Bluetooth Low Energy.

Chivallier

explicitly teaches

a CGM

system where

the wireless

communication of health information occurs using Bluetooth, ZigBee, ultra-wide

band, or “any other appropriate means”:
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The sensor 204 connects to a wireless connectivity module 206. The

connection between the sensor 204 and the module 206 can be a
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Bluetooth™ connection, a ZigBee™ connection, an ultra-wide band
connection or any other appropriate means. The module 206 is a
communication module typically having an ultra-low power
requirement. The module 206 may connect to another wireless
connectivity module located in another device such as the mobile
device 300. Thus, the module 206 allows wireless connection of the

sensor 204 with another device.

Ex-1008 at Fig. 2, [0016].

4. Claim 16

Claim 16 depends from claim 14. As explained above the combination of
Hernandez-Rosas and Chivallier renders obvious claim 14 as a whole. See, supra,
claim 14. The combination of Hernandez-Rosas and Chivallier further renders
obvious claim 16 as a whole, as explained below and as supported by Ex-1003,

9206-210.

a) 16/a] “wherein the analyte sensor system is a continuous glucose
sensor system and "’

Hernandez-Rosas discloses that its system is a CGM system.

In some embodiments, a system is provided for continuous
measurement of an analyte in a host that includes: a continuous
analyte sensor configured to continuously measure a concentration of
the analyte in the host and a sensor electronics module physically

connected to the continuous analyte sensor during sensor use.

Ex-1007 at [0104].
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FIG. 1

FIG. 1 is a diagram depicting an exemplary continuous analyte
monitoring system 100 including an analyte sensor system 8 and a
plurality of display devices 110, 120, 130, 140 according to certain
aspects of the present disclosure. The analyte sensor system 8 includes
a sensor electronics module 12 and a continuous analyte sensor 10

associated with the sensor electronics module 12.

Id. at [0124], Fig. 1; see also id. at [0125].

b) 16/b] “the information related to authentication comprises an
application key.”

As explained above in claim 14[b], Hernandez-Rosas discloses that during the

authentication process the sensor and control device exchange a “challenge value”
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and a “hash value based on the challenge value and the identification information
associated with the analyte sensor.” See, supra, claim 14[b]. As explained above in
Section VI.A, the claimed “application key” at least encompasses an exchange of
challenge and hash values used to identify the sensor device or the display device.
Accordingly, Hernandez-Rosas discloses the information related to authentication
comprises an application key.

5. Independent Claim 18
The combination of Hernandez-Rosas and Chivallier renders obvious claim
18 obvious as a whole, as explained below and as supported by Ex-1003, 99211-235.
a) 18[Pre] “An analyte sensor system configured for wireless

communication of analyte data, the analyte sensor system
comprising:”’

To the extent the preamble is limiting, Hernandez-Rosas discloses a CGM
system for wireless communication of analyte data. See, supra, claim 14[Pre].

b) 18[a] “a continuous analyte sensor configured to measure analyte
values in a host;”

See, supra, claim 14[a].

c) 18/b] “a transceiver configured to transmit and receive wireless
signals; and”

Hernandez-Rosas discloses a CGM with the sensor 8 and display devices 110,
120, etc. each having a transceiver configured to transmit and receive wireless

signals.

-75 -



transceiver

o~ 110, 120, 130, 140

334
8 ? s
P /— Memory |
318 —T
R 30
Memory A 338 — 332
e T { P | Processor/ L Disniay |
310 | 314 316 v P & | Microcontroller | | ol
T Sensor | | — i )
Measurement -1 \ Toeesso 1 Transceiver ‘ b ""’6
i Circuit | | dicrocontrolier | ES— i Real Time |
DR — | Clock |
| o 320 S
- e
| Sensor Real Time

. Clock

FIG. 3

Ex-1007 at Fig. 3 (annotated); see also id. at [0139] (“The processor may be further
coupled to a radio unit or transceiver 316”), [0142] (“The display device 110, 120,
130, 140 may further include a radio unit or transceiver 338 for receiving sensor
data and for sending requests, instructions, and data to the analyte sensor system 8.”).

d) 18/c] “a processor operatively coupled to the analyte sensor and the
transceiver and configured to cause the analyte sensor system to.”’

Hernandez-Rosas discloses that both the sensor and the display device contain
processors (annotated below in red) operably coupled to the analyte sensor and

transceivers.
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Ex-1007 at Fig 3 (annotated).

The analyte sensor system 8 may include an analyte sensor 312 (also
designated 10 in FIG. 1) coupled to a sensor measurement circuit 310
for processing and managing sensor data. The sensor measurement
circuit 310 may be coupled to a processor 314 (part of item 12 in FIG.
1). In some embodiments, the processor 314 may perform part or all of
the functions of the sensor measurement circuit 310 for obtaining and
processing sensor measurement values from the sensor 312. The
processor may be further coupled to a radio unit or transceiver 316 (part
ofitem 12 in FIG. 1) for sending sensor data and receiving requests and
commands from an external device, such as the display device 110, 120,
130, 140, which is used to display or otherwise provide the sensor data

to a user.
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1d. at [0139]; see also id. at [0142] (“The display device 110, 120, 130, 140 may be
used for alerting and providing sensor information to a user, and may include a
processor 330 for processing and managing sensor data. ... The instructions may be
executed by the processor 330 to control and manage the transceiver 338.”).

The processor 330 in the display device(s) controls the operation of the display
device and is configured to cause the display device to exchange the information
related to authentication with the sensor device, authenticate the sensor device,
receive encrypted analyte data from the sensor, and to control the display. Ex-1007
at [0142]. Similarly, the controller 314 in the CGM sensor 8 controls the operation
of the sensor and is configured to cause the sensor to exchange the authentication
information with the display device, receive measurements from the glucose sensor,
and transmit encrypted analyte data to the display device. /d. at [0139]. A POSITA
would thus understand that the processors 330, 314 in Hernandez-Rosas are
configured to cause the CGM system to perform the functions discussed below in
claim elements 18[d]-18[j]. Ex-1003 at 9220.

e) 18/d] “during a first interval, establish a first connection between the
analyte sensor system and a display device;”

As explained above in claim 14[b], Hernandez-Rosas discloses establishing a
first connection during a first interval for exchanging information related to

authentication between a sensor and a display device. See, supra, claim 14[b].
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f) 18/e] “during the first connection, exchange information related to
authentication between the analyte sensor system and the display
device;”

As explained above in claim 14[b], Hernandez-Rosas discloses exchanging
information related to authentication with a display device during a first interval. See,
supra, claim 14[b].

g) 18/f] “perform a first determination whether authentication was
performed during the first interval;”

As explained above in claim 14[h], Hernandez-Rosas discloses that
authentication is “required” prior to communicating data between the sensor and the

display device. See, supra, claim 14[h]. Hernandez-Rosas further discloses that the

3

sensor ‘“verifies” the received identification from the display device and, if
successfully verified, sends a signal confirming the authentication to the display
device.

The transceiver 316 receives the hash value from the display device 110,
120, 130, 140, decodes the identification information from the hash
value, and verifies that the received identification information
matches identification information associated with the sensor system
8 and/or transceiver 316 previously stored in the memory 318 of the
analyte sensor system 8, such as during manufacturing of the sensor
system 8. Upon verification, the transceiver 316 sends a signal

confirming a successful authentication to the display device 110, 120,

130, 140.

Ex-1007 at [0150], Fig. 4. The verification of the authentication information
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corresponds to the claimed “first determination whether authentication was
performed during the first interval.”

Similarly, as explained above in claim 14[h], Chivallier also discloses that
data is “only transmitted after authentication” in order to provide a high-level of
security for the user data. See, supra, claim 14[h]. The determination of whether the
sensor and mobile device have successfully performed authentication prior to
transmitting user data also corresponds to the claimed “first determination whether
authentication was performed during the first interval.”

h) 18[g] “perform a second determination whether one or more alerts

indicative of a medical condition of the host is to be triggered based
on the measured analyte data;”

See, supra, claim 14][c].

i) 18[h] “trigger at least one alert and provide a notification on the
display device when the second determination indicates that the at
least one alert is to trieggered indicative of the medical condition of the
host; and’”’

See, supra, claim 14[d].

j) 18[i] “during a second interval, transmit an encrypted analyte value
to the display device, when the first determination indicates that the
authentication was performed during the first interval, and”

See, supra, claim 14[e].

k) 18/j] “neither initiate transmission of analyte values to the display
device if nor provide a notification on _the display device when the first
determination indicates that the authentication was not performed
during the first interval.”

See, supra, claim 14[h].
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6. Claim 19
Claim 19 depends from claim 18. As explained above, the combination of
Hernandez-Rosas and Chivallier renders obvious claim 18 as a whole. See, supra,
claim 18. The combination of Hernandez-Rosas and Chivallier further renders
obvious claim 19 as a whole, as explained below and as supported by Ex-1003,
19236-240.
a) 19/a] “wherein the processor is further configured to cause the
analyte sensor system to. during the second interval, establish a

second connection between the analyte sensor system and the display
device; and”

As explained above in claim 14[e], Hernandez-Rosas discloses establishing a
second connection between the sensor and display device during a second interval.
See, supra, claim 14[e].

b) 19/b] “during the second connection, bypass the exchange of the
information related to authentication.”

See, supra, claim 14[e].

7. Claim 20

Claim 20 depends from claim 19. As explained above, the combination of
Hernandez-Rosas and Chivallier renders obvious claim 19 as a whole. See, supra,
claim 19. The combination of Hernandez-Rosas and Chivallier further renders
obvious claim 20 as a whole, as explained below and as supported by Ex-1003,

19241-248.
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a) 20[a] “wherein the analyte sensor system is a continuous glucose
sensor system, and”’

See, supra, claim 16[a].

b) 20[b] “the information related to authentication comprises an
application key”

See, supra, claim 16[b].

c) 20[c] “wherein the processor is further configured to cause the
analyte sensor system to use the application key to encrypt an analyte
value including a glucose value measured by the continuous analyte
sensor to generate the encrypted analyte value including an encrypted
glucose value, and”

As explained in claim 14[b], Hernandez-Rosas discloses that the “hash” value
exchanged during the first interval is “based on the challenge value and the
identification information associated with the analyte sensor system 8,” and as
explained in claim 16[b] this hash value of the challenge value and identification
information corresponds to the “application key.” See, supra, claims 14[b], 16[b].
Hernandez-Rosas discloses that this information relating to identification can be
used to encrypt the analyte data in a CGM system. See, supra, claim 14[f].
Accordingly, Hernandez-Rosas discloses or suggests the processor is configured to
encrypt analyte values using the application key including a glucose value measured
by the continuous analyte sensor to generate the encrypted analyte value including

an encrypted glucose value.
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d) 20[d] “wherein the use of the application key allows the analyte
sensor system to bypass the exchange.”

See, supra, claim 14[e].

IX. THE BOARD SHOULD NOT USE ITS DISCRETION TO DENY
INSTITUTION

A.  314(a)

No other petitions have been filed against the *222 patent and thus the General
Plastic factors do not weigh against institution. Under Apple Inc. v. Fintiv, Inc.,
IPR2020-0019, Paper 11 (P.T.A.B. Mar. 20, 2020) (precedential), the district court
litigation is still in an early stage, and trial on issues including the validity of the *222
patent is scheduled to occur in July 2026, many months after the Board’s likely 2025
due date for a final written decision if trial is instituted. See Abbott Diabetes Care
Inc. et al v. DexCom, Inc., No. 1:23-cv-00239, Dkt. 54 (D. Del. Sept. 19, 2023)
(Scheduling Order). The other Fintiv factors would not justify denying institution.
The district court’s claim construction process is just underway as of the filing of
this Petition. By the time of institution, fact discovery may still be ongoing, but
expert discovery and pre-trial motions will not have begun.

Discretionary denial is further inappropriate here because this Petition
presents compelling evidence of unpatentability. The references cited herein disclose
all of the elements of the Challenged Claims. Thus, the Fintiv factors should not be

applied to this proceeding.
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B.  325(d)

The Board should likewise not deny institution under § 325(d) because
neither prong of the two-part Advanced Bionics framework is satisfied. See
Advanced Bionics, LLC v. Med-EIl Elektromedizinische Gerdte GmbH, IPR2019-
01469, Paper 6 at 8 (P.T.A.B. Feb. 13, 2020) (precedential). Under that framework,
when evaluating discretionary denial arguments under §325(d), the Board looks to
“(1) whether the same or substantially the same art previously was presented to the
Office or whether the same or substantially the same arguments previously were
presented to the Office; and (2) if either condition of first part of the framework is
satisfied, whether the petitioner has demonstrated that the Office erred in a manner
material to the patentability of challenged claims.” /d.

In applying this test, the PTAB considers the “Becton, Dickinson” factors,
Becton, Dickinson & Co. v. B. Braun Melsungen AG, IPR2017-01586, Paper 8
(P.T.A.B. Dec. 15, 2017) (precedential as to § III.C.5, first paragraph) (“Becton,
Dickinson”). Among these are factor (c), “the extent to which the asserted art was
evaluated during examination, including whether the prior art was the basis for
rejection,” Becton, Dickinson, Paper No. 8 at 17-18; see also Edwards Life
Sciences Corp. v. Colibri Heartinvalve, LLC, IPR2020-01649, Paper 8 at 20-21
(P.T.A.B. Mar. 26, 2021) (declining to exercise discretionary denial where prior art

references were not substantively considered during prosecution).
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Here, the first part of the Advanced Bionics test is not satisfied. Yarger,
Hernandez-Rosas, and Chivallier were not of record during prosecution of the ’222
patent and are not cumulative of art relied upon by the Examiner. Accordingly,
none of the grounds above were considered by the Examiner. Furthermore, while
the issued patent version of Love was listed in an IDS, it was not cited in any
rejection, and there is no evidence that the Examiner considered Love in
combination with Yarger as applied in this Petition.

Even if the Board considers the second Advanced Bionics prong, the merits of
this Petition reflect the examiner’s errors in a manner material to the patentability of
the Challenged Claims. While the Examiner initialed the IDS listing Love, the
Examiner did not rely on Love in any rejection of any claim. Furthermore, under
Becton, Dickinson factor (f), Petitioner has presented new arguments and evidence
that were unavailable to the examiner, who overlooked or did not appreciate the
materiality of the references described herein as relating to the Challenged Claims.
In particular, as Petitioner explained above, Love teaches the alarms limitations
added at the end of prosecution, after which the Examiner allowed the claims. The
Board has routinely instituted inter partes review in similar circumstances. See, e.g.,
STMicroelecs., Inc. v. Trustees of Purdue Univ., IPR2022-00309, Paper 14 at 12—13
(P.T.A.B. July 6, 2022) (finding that petitioner demonstrated examiner erred by not

appreciating that reference on IDS disclosed features recited in the challenged claims,
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as demonstrated by petitioner’s unpatentability grounds).

X. CONCLUSION

Petitioner respectfully requests institution of inter partes review and

cancellation of the challenged claims of the *222 patent.
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