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The Revision History is shown in the “Appendix” on page 55[Vol. 0].
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Web Site
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Disclaimer and Copyright Notice

The copyright in these specifications is owned by the Promoter Members of 
Bluetooth SIG, Inc. (“Bluetooth SIG”). Use of these specifications and any 
related intellectual property (collectively, the “Specification”), is governed by the 
Promoters Membership Agreement among the Promoter Members and Blue-
tooth SIG (the “Promoters Agreement”), certain membership agreements 
between Bluetooth SIG and its Adopter and Associate Members (the “Member-
ship Agreements”) and the Bluetooth Specification Early Adopters Agreements 
(“1.2 Early Adopters Agreements”) among Early Adopter members of the unin-
corporated Bluetooth special interest group and the Promoter Members (the 
“Early Adopters Agreement”). Certain rights and obligations of the Promoter 
Members under the Early Adopters Agreements have been assigned to Blue-
tooth SIG by the Promoter Members.

Use of the Specification by anyone who is not a member of Bluetooth SIG or a 
party to an Early Adopters Agreement (each such person or party, a “Mem-
ber”), is prohibited. The legal rights and obligations of each Member are gov-
erned by their applicable Membership Agreement, Early Adopters Agreement 
or Promoters Agreement. No license, express or implied, by estoppel or other-
wise, to any intellectual property rights are granted herein.

Any use of the Specification not in compliance with the terms of the applicable 
Membership Agreement, Early Adopters Agreement or Promoters Agreement 
is prohibited and any such prohibited use may result in termination of the appli-
cable Membership Agreement or Early Adopters Agreement and other liability 
permitted by the applicable agreement or by applicable law to Bluetooth SIG or 
any of its members for patent, copyright and/or trademark infringement.
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THE SPECIFICATION IS PROVIDED “AS IS” WITH NO WARRANTIES 
WHATSOEVER, INCLUDING ANY WARRANTY OF MERCHANTABILITY, 
NONINFRINGEMENT, FITNESS FOR ANY PARTICULAR PURPOSE, 
SATISFACTORY QUALITY, OR REASONABLE SKILL OR CARE, OR ANY 
WARRANTY ARISING OUT OF ANY COURSE OF DEALING, USAGE, TRADE 
PRACTICE, PROPOSAL, SPECIFICATION OR SAMPLE.

Each Member hereby acknowledges that products equipped with the Bluetooth®

technology (“Bluetooth® Products”) may be subject to various regulatory controls 
under the laws and regulations of various governments worldwide. Such laws 
and regulatory controls may govern, among other things, the combination, 
operation, use, implementation and distribution of Bluetooth® Products. 
Examples of such laws and regulatory controls include, but are not limited to, 
airline regulatory controls, telecommunications regulations, technology transfer 
controls and health and safety regulations. Each Member is solely responsible 
for the compliance by their Bluetooth® Products with any such laws and 
regulations and for obtaining any and all required authorizations, permits, or 
licenses for their Bluetooth® Products related to such regulations within the 
applicable jurisdictions. Each Member acknowledges that nothing in the 
Specification provides any information or assistance in connection with securing 
such compliance, authorizations or licenses. NOTHING IN THE 
SPECIFICATION CREATES ANY WARRANTIES, EITHER EXPRESS OR 
IMPLIED, REGARDING SUCH LAWS OR REGULATIONS.

ALL LIABILITY, INCLUDING LIABILITY FOR INFRINGEMENT OF ANY 
INTELLECTUAL PROPERTY RIGHTS OR FOR NONCOMPLIANCE WITH 
LAWS, RELATING TO USE OF THE SPECIFICATION IS EXPRESSLY 
DISCLAIMED. BY USE OF THE SPECIFICATION, EACH MEMBER 
EXPRESSLY WAIVES ANY CLAIM AGAINST BLUETOOTH SIG AND ITS 
PROMOTER MEMBERS RELATED TO USE OF THE SPECIFICATION.

Bluetooth SIG reserves the right to adopt any changes or alterations to the 
Specification as it deems necessary or appropriate. 

Copyright © 1999 - 2010

Ericsson AB,
Lenovo,
Intel Corporation,
Microsoft Corporation,
Motorola, Inc.,
Nokia Corporation,
Toshiba Corporation

*Third-party brands and names are the property of their respective owners.
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Master Table of Contents

THE BLUETOOTH SPECIFICATION MASTER TABLE OF 
CONTENTS

In the following Master Table of Contents: 

• The TOC for each Volume starts at the top of a page. 

• The Volume number in black is followed by the Volume name in red.

Note:  Each Volume is a self contained book which is published and updated 
separately and is equipped with a TOC of its own. However, this Master TOC is 
also revised as soon as any of the other Volumes are updated.

• A Volume contains one or more Parts (A, B, etc.); each Part can be viewed 
independently and has its own TOC.

Red or blue text on the following pages indicates hypertext links that take you 
directly to the indicated section, on condition that you have access to a com-
plete specification.
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5  SECURITY OVERVIEW

5.1   BR/EDR SECURE SIMPLE PAIRING

The primary goal of Secure Simple Pairing is to simplify the pairing procedure 
for the user. Secondary goals are to maintain or improve the security in Blue-
tooth wireless technology. Since high levels of security and ease-of-use are 
often at opposite ends of the spectrum in many technologies and products, 
much care has been taken to maximize security while minimizing complexity 
from the end user's point of view. 

5.1.1 Security Goals

Secure Simple Pairing has two security goals: protection against passive 
eavesdropping and protection against man-in-the-middle (MITM) attacks 
(active eavesdropping). It is a goal of Secure Simple Pairing to exceed the 
maximum security level provided by the use of a 16 alphanumeric PIN with the 
pairing algorithm used in Bluetooth Core Specification version 2.0 + EDR and 
earlier versions. Note that many Bluetooth devices compliant with Bluetooth 
Core Specification 2.0 + EDR and earlier versions use a 4-digit PIN or a fixed 
PIN of commonly known values significantly limiting the security on the link. 

5.1.2 Passive Eavesdropping Protection

A strong link key coupled with a strong encryption algorithm is necessary to 
give the user protection against passive eavesdropping. The strength of the 
link key is based on the amount of entropy (or randomness) in its generation 
process which would not be known by an attacker. Using legacy pairing, the 
only source of entropy is the PIN which, in many use cases, is typically four 
digits either selected by the user or fixed for a given product. Therefore, if the 
pairing procedure and one authentication exchange is recorded one can run an 
exhaustive search to find the PIN in a very short amount of time on commonly 
available computing hardware. With Secure Simple Pairing, the recording 
attack becomes much harder as the attacker must have solved a hard problem 
in public key cryptography in order to derive the link key from the recorded 
information. This protection is independent of the length of the passkey or other 
numeric values that the user must handle. Secure Simple Pairing gives the 
same resistance against the recording and passive eavesdropping attacks 
even when the user is not required to do anything.

Secure Simple Pairing uses Elliptic Curve Diffie Hellman (ECDH) public key 
cryptography as a means to thwart passive eavesdropping attacks. ECDH pro-
vides a very high degree of strength against passive eavesdropping attacks but 
it may be subject to MITM attacks, which however, are much harder to perform 
in practice than the passive eavesdropping attack (see Section 5.1.3, “Man-In-
The-Middle Protection,” on page 86).

Abbott Ex. 1015 - 39/134



30 June 2010 Security Overview

BLUETOOTH SPECIFICATION Version 4.0 [Vol 1] page 86 of 140

Architecture

Using the security protocols in the Bluetooth Core Specification version 2.0 + 
EDR and earlier with a 16 numeric digit PIN achieves about 53 bits of entropy 
whereas a 16 character alphanumeric, case sensitive PIN yields about 95 bits 
of entropy when the entire 62 character set is used ([0, … 9, 'A', … 'Z', 'a', … 
'z']). Secure Simple Pairing has approximately 95 bits of entropy using the 
FIPS approved P192 elliptic curve which is at least as good as the entropy in 
Bluetooth Core Specification 2.0 + EDR and earlier using a 16 character, 
alphanumeric, case sensitive PIN. Secure Simple Pairing, therefore, exceeds 
the security requirements of the Bluetooth SIM Access Profile (SAP) which is 
the profile with the most stringent security requirements. ECDH cryptography 
was selected over standard Diffie Hellman (often referred to as DH76) since it 
is computationally less complex and less likely to exceed the low computational 
capacity in common Bluetooth Controllers.

5.1.3 Man-In-The-Middle Protection

A man-in-the-middle (MITM) attack occurs when a user wants to connect two 
devices but instead of connecting directly with each other they unknowingly 
connect to a third (attacking) device that plays the role of the device they are 
attempting to pair with. The third device then relays information between the 
two devices giving the illusion that they are directly connected. The attacking 
device may even eavesdrop on communication between the two devices 
(known as active eavesdropping) and is able to insert and modify information 
on the connection. In this type of attack, all of the information exchanged 
between the two devices are compromised and the attacker may inject com-
mands and information into each of the devices thus potentially damaging the 
function of the devices. Devices falling victim to the attack are capable of com-
municating only when the attacker is present. If the attacker is not active or out 
range, the two victim devices will not be able to communicate directly with each 
other and the user will notice it.

To prevent MITM attacks, Secure Simple Pairing offers two user assisted 
numeric methods: numerical comparison or passkey entry. If Secure Simple 
Pairing would use 16 decimal digit numbers, then the usability would be the 
same as using legacy pairing with 16 decimal digit PIN. The chance for a MITM 

to succeed inserting its own link keys in this case is a 1 in 1016 = 253 pairing 
instances, which is an unnecessarily low probability. 

Secure Simple Pairing protects the user from MITM attacks with a goal of offer-
ing a 1 in 1,000,000 chance that a MITM could mount a successful attack. The 
strength of the MITM protections was selected to minimize the user impact by 
using a six digit number for numerical comparison and Passkey entry. This 
level of MITM protection was selected since, in most cases, users can be 
alerted to the potential presence of a MITM attacker when the connection pro-
cess fails as a result of a failed MITM attack. While most users feel that pro-
vided that they have not compromised their passkey, a 4-digit key is sufficient 
for authentication (i.e. bank card PIN codes), the use of six digits allows Secure 
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Simple Pairing to be FIPS compliant and this was deemed to have little per-
ceivable usability impact.

5.1.4 Association Models

Secure Simple Pairing uses four association models referred to as Numeric 
Comparison, Just Works, Out Of Band, and Passkey Entry. Each of these 
association models are described in more detail in the following sections.

The association model used is deterministic based on the I/O capabilities of the 
two devices.

5.1.4.1  Numeric Comparison

The Numeric Comparison association model is designed for scenarios where 
both devices are capable of displaying a six digit number and both are capable 
of having the user enter "yes" or "no". A good example of this model is the cell 
phone / PC scenario.

The user is shown a six digit number (from "000000" to "999999") on both dis-
plays and then asked whether the numbers are the same on both devices. If 
"yes" is entered on both devices, the pairing is successful.

The numeric comparison serves two purposes. First, since many devices do 
not have unique names, it provides confirmation to the user that the correct 
devices are connected with each other. Second, the numeric comparison pro-
vides protection against MITM attacks (see Section 5.1.3 on page 86).

Note that there is a significant difference from a cryptographic point of view 
between Numeric Comparison and the PIN entry model used by Bluetooth 
Core Specification and earlier versions. In the Numeric Comparison associa-
tion model, the six digit number is an artifact of the security algorithm and not 
an input to it, as is the case in the Bluetooth security model. Knowing the dis-
played number is of no benefit in decrypting the encoded data exchanged 
between the two devices.

5.1.4.2  Just Works

The Just Works association model is primarily designed for scenarios where at 
least one of the devices does not have a display capable of displaying a six 
digit number nor does it have a keyboard capable of entering six decimal digits. 
A good example of this model is the cell phone/mono headset scenario where 
most headsets do not have a display.

The Just Works association model uses the Numeric Comparison protocol but 
the user is never shown a number and the application may simply ask the user 
to accept the connection (exact implementation is up to the end product manu-
facturer).
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The Just Works association model provides the same protection as the 
Numeric Comparison association model against passive eavesdropping but 
offers no protection against the MITM attack. 

When compared against today's experience of a headset with a fixed PIN, the 
security level of the Just Works association model is considerably higher since 
a high degree of protection against passive eavesdropping is realized.

5.1.4.3  Out of Band

The Out of Band (OOB) association model is primarily designed for scenarios 
where an Out of Band mechanism is used to both discover the devices as well 
as to exchange or transfer cryptographic numbers used in the pairing process. 
In order to be effective from a security point of view, the Out of Band channel 
should provide different properties in terms of security compared to the Blue-
tooth radio channel. The Out of Band channel should be resistant to MITM 
attacks. If it is not, security may be compromised during authentication.

The user's experience differs a bit depending on the Out of Band mechanism. 
As an example, with a Near Field Communication (NFC) solution, the user(s) 
will initially touch the two devices together, and is given the option to pair the 
first device with the other device. If "yes" is entered, the pairing is successful. 
This is a single touch experience where the exchanged information is used in 
both devices. The information exchanged includes discovery information (such 
as the Bluetooth Device Address) as well as cryptographic information. One of 
the devices will use a Bluetooth Device Address to establish a connection with 
the other device. The rest of the exchanged information is used during authen-
tication.

The OOB mechanism may be implemented as either read only or read/write. If 
one side is read only, a one-way authentication is performed. If both sides are 
read/write, a two-way authentication is performed. 

The OOB protocol is selected only when the pairing process has been acti-
vated by previous OOB exchange of information and one (or both) of the 
device(s) gives OOB as the IO capabilities. The protocol uses the information 
which has been exchanged and simply asks the user to confirm connection.

The OOB association model supports any OOB mechanism where crypto-
graphic information and the Bluetooth Device Address can be exchanged. The 
OOB association model does not support a solution where the user has acti-
vated a Bluetooth connection and would like to use OOB for authentication 
only.

5.1.4.4  Passkey Entry

The Passkey Entry association model is primarily designed for the scenario 
where one device has input capability but does not have the capability to dis-
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play six digits and the other device has output capabilities. A good example of 
this model is the PC and keyboard scenario.

The user is shown a six digit number (from "000000" to "999999") on the 
device with a display, and is then asked to enter the number on the other 
device. If the value entered on the second device is correct, the pairing is suc-
cessful. Note that there is a significant difference from a cryptographic point of 
view between Passkey Entry and the PIN entry model used by Bluetooth Core 
Specification 2.0 + EDR and earlier versions. In the Passkey Entry association 
model, the six digit number is independent of the security algorithm and not an 
input to it, as is the case in the 2.0 + EDR security model. Knowing the entered 
number is of no benefit in decrypting the encoded data exchanged between the 
two devices.

5.1.4.5  Association Model Overview

The following diagram shows Secure Simple Pairing from the point of view of 
the technology used for discovery and then the different association possibili-
ties.

Figure 5.1: Secure Simple Pairing Association Models

5.2   LE SECURITY

Bluetooth LE has some differences in security aspects with respect to BR/EDR 
security features such as Secure Simple Pairing. The association models are 
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similar to Secure Simple Pairing from the user perspective and have the same 
names but have differences in the quality of the protection provided.

The overall goal of keeping the cost of the Controller and the complexity of a 
slave device to a minimum was used in making compromises on security capa-
bilities in LE.

5.2.1 Association Models

Bluetooth LE uses three association models referred to as Just Works, Out of 
Band and Passkey Entry. Bluetooth LE does not have an equivalent of Numeric 
Comparison. Each of these association models is similar to Secure Simple 
Pairing with the following exceptions.

• Just Works and Passkey Entry do not provide any passive eavesdropping 
protection. This is because Secure Simple Pairing uses Elliptic Curve Diffie-
Hellman and LE does not.

The use of each association model is based on the I/O capabilities of the 
devices in a similar manner as Secure Simple Pairing.

5.2.2 Key Generation

Key generation in Bluetooth LE is performed by the Host on each LE device 
independent of any other LE device. Note: Key generation in BR/EDR is per-
formed in the Controller. By performing key generation in the Host, the key 
generation algorithms can be upgraded without the need to change the Con-
troller.

Bluetooth LE uses multiple keys, each for a specific purpose, as follows:

• Confidentiality of data and device authentication

• Authentication of unencrypted data

• Device Identity

In LE a single link key is generated by combining contributions from each 
device into a link key used during pairing. In BR/EDR key generation is per-
formed in the Controller.

5.2.3 Encryption

Encryption in Bluetooth LE uses AES-CCM cryptography. Like BR/EDR, in LE 
encryption is performed in the Controller.

5.2.4 Signed Data

Bluetooth LE supports the ability to send authenticated data over an unen-
crypted ATT bearer between two devices with a trusted relationship. This is 
accomplished by signing the data with a Connection Signature Resolving Key 
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(CSRK). The sending devices places a signature after the Data PDU. The 
receiving verifies the signature and if the signature is verified the Data PDU is 
assumed to come from the trusted source. The signature is composed of a 
Message Authentication Code generated by the signing algorithm and a coun-
ter. The counter is used to protect against a replay attack and is incremented 
on each signed Data PDU sent.

5.2.5 Privacy Feature

Bluetooth LE supports a feature that reduces the ability to track a LE device 
over a period of time by changing the Bluetooth device address on a frequent 
basis. The privacy feature is not used in the GAP discovery mode and proce-
dures but it is used when supported during connection mode and connection 
procedures.

In order for devices using the privacy feature to reconnect to known devices, 
the device addresses used when the privacy feature is enabled, private 
address, must be resolvable to the other devices’ identity. The private address 
is generated using the device’s identity key exchanged during the bonding pro-
cedure. Use of the private address for reconnection is limited to use cases 
where filtering of devices disabled. Disabling device filtering may increase the 
power consumption of the device since the host will need to process all device 
requests. Situations where the device filtering is disabled should only be used 
for limited periods of time to minimize the power consumption in this mode.

The privacy feature also defines a reconnection address which allows for 
bonded device to reconnect while also filtering devices to known devices. The 
reconnect address is exchanged between the two devices at each connection. 
Since reconnect addresses only change between connections, device filtering 
can be used to minimize processing of excessive requests.

5.3   AMP SECURITY

AMP security does not change the user experience because it utilizes the 
same Secure Simple Pairing association models that were introduced in the 
Bluetooth 2.1 + EDR Core Specification. From the user's point of view, all 
radios are "paired" in one process.

AMP security starts during the Secure Simple Pairing process. The link key for 
BR/EDR is generated during Phase 4 of Secure Simple Pairing. A 256-bit 
Generic AMP Link Key (GAMP_LK) is generated from the BR/EDR Link Key. 
The Generic AMP Link Key is stored in the security database alongside the 
BR/EDR Link Key once pairing has completed.

AMP security does not affect the BR/EDR Link Key so backwards compatibility 
is maintained for devices that support the Generic AMP feature with devices 
that do not.
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When an AMP is used for the first time, a dedicated AMP key is created by the 
AMP Manager for that AMP type using the new Secure Simple Pairing function 
h2 and a KeyID for the AMP type. The length of the Dedicated AMP Link Key 
depends on the AMP Type. If the Pair-wise Master key already exists due to a 
previous connection the AMP link key is not created and the stored key is 
reused.

The Dedicated AMP Link Key is sent to the PAL during the Physical Link cre-
ation process. Each PAL is responsible for using the Dedicated AMP Link Key 
during the security phase of the physical link establishment process. Note that 
a Dedicated AMP link key is used for multiple sessions over the same AMP.

Each time a dedicated AMP key is successfully created, the Generic AMP Link 
Key is updated. This is performed using the h2 function with KeyID "gamp."
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1  SECURITY OVERVIEW

Bluetooth wireless technology provides peer-to-peer communications over 
short distances. In order to provide usage protection and information confiden-
tiality, the system provides security measures both at the application layer and 
the link layer. These measures are designed to be appropriate for a peer envi-
ronment. This means that in each device, the authentication and encryption 
routines are implemented in the same way. Four different entities are used for 
maintaining security at the link layer: a Bluetooth device address, two secret 
keys, and a pseudo-random number that shall be regenerated for each new 
transaction. The four entities and their sizes are summarized in Table 1.1.

The Bluetooth device address (BD_ADDR) is the 48-bit address. The 
BD_ADDR can be obtained via user interactions, or, automatically, via an 
inquiry routine by a device.

The secret keys are derived during initialization and are never disclosed. The 
encryption key is derived from the authentication key during the authentication
process. For the authentication algorithm, the size of the key used is always 
128 bits. For the encryption algorithm, the key size may vary between 1 and 16 
octets (8 - 128 bits). The size of the encryption key is configurable for two rea-
sons. The first has to do with the many different requirements imposed on cryp-
tographic algorithms in different countries  both with respect to export 
regulations and official attitudes towards privacy in general. The second reason 
is to facilitate a future upgrade path for the security without the need of a costly 
redesign of the algorithms and encryption hardware; increasing the effective 
key size is the simplest way to combat increased computing power at the oppo-
nent side. 

The encryption key is entirely different from the authentication key (even 
though the latter is used when creating the former, as is described in Section 
6.4 on page 1091). Each time encryption is activated, a new encryption key 
shall be generated. Thus, the lifetime of the encryption key does not necessar-
ily correspond to the lifetime of the authentication key.

It is anticipated that the authentication key will be more static in its nature than 
the encryption key  once established, the particular application running on the 
device decides when, or if, to change it. To underline the fundamental impor-

Entity Size

BD_ADDR 48 bits

Private user key, authentication 128 bits

Private user key, encryption

configurable length (byte-wise)

8-128 bits

RAND 128 bits

Table 1.1:  Entities used in authentication and encryption procedures.
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tance of the authentication key to a specific link, it is often referred to as the link 
key. 

The RAND is a pseudo-random number which can be derived from a random 
or pseudo-random process in the device. This is not a static parameter and will 
change frequently.

In the remainder of this chapter, the terms user and application are used inter-
changeably to designate the entity that is at either side.

1.1   PAUSING ENCRYPTION AND ROLE SWITCH

To perform a role switch on a connection encryption must be disabled or 
paused as the encryption is based off the master's clock and Bluetooth address 
information. Unfortunately, if the role switch is required, and encryption is 
turned off, the device on the other end of the link will not be aware of the rea-
son for disabling encryption, and can therefore take two possible actions: send 
clear text data, or disconnect. Neither of these possible actions is desirable. 
When performing a role switch on an encrypted link, the role switch shall be 
performed as a single operation where possible. If this is not possible because 
the other device does not support the encryption pause feature, then when a 
device wishes to have an encrypted link, and encryption is disabled, then the 
device should not send any user data, and should not disconnect. If both 
devices support the encryption pause feature, then this procedure shall be 
used.

1.2   CHANGE CONNECTION LINK KEYS

It is possible to perform a change of connection link keys while a link is 
encrypted, but it is not possible to use the new link keys until encryption has 
been stopped and then restarted. As with role switches, disabling encryption 
and then re-enabling it again can cause user data to be sent in the clear or a 
disconnection to occur. The use of encryption pausing prevents this problem 
from occurring. On devices that do not support the encryption pause feature, 
when a device wishes to have an encrypted link, and encryption is disabled, 
then the device should not send any data, and should not disconnect. If both 
devices support the encryption pause feature, then this procedure shall be 
used.

1.3   PERIODICALLY REFRESHING ENCRYPTION KEYS

If both devices support the encryption pause feature, then the encryption keys 

shall be refreshed by the Link Manager at least once every 228 Bluetooth
Clocks (about 23.3 hours) if it is not refreshed by the Host or the remote Link 
Manager. To refresh an encryption key, the Host maybe use the Change Con-
nection Link Key procedure or request an encryption key refresh. If the encryp-
tion key has not been refreshed before going stale, a device may disconnect 
the link.
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2  RANDOM NUMBER GENERATION

Each device has a pseudo-random number generator. Pseudo-random num-
bers are used for many purposes within the security functions  for instance, 
for the challenge-response scheme, for generating authentication and encryp-
tion keys, nonces used in Simple Pairing, for Passkeys used in authentication. 

A device shall use a pseudo random number generator compliant with 
[FIPS PUB 140-2] (http://csrc.nist.gov/publications/fips/fips140-2/
fips1402annexc.pdf)

An example of a possible random generator is provided in [FIPS PUB 186-2] 
Appendix 3.1 (http://csrc.nist.gov/publications/fips/archives/fips186-2/fips186-
2-change1.pdf), which can be used by replacing SHA-1 function with the SHA-
256 function 

The device shall use a seed with at least the minimum entropy required by the 
pseudo random number generator.

The random number generator shall be tested against the [FIPS SP800-22] 
(http://csrc.nist.gov/publications/nistpubs/800-22-rev1/SP800-22rev1.pdf). This 
encompasses the verification of the following statistical tests performed on the 
output of the PRNG as specified by the [FIPS SP800-22]:

1. The Frequency (Monobit) Test

2. Frequency Test within a Block

3. The Runs Test

4. Test for the Longest-Run-of-Ones in a Block

5. The Binary Matrix Rank Test

6. The Discrete Fourier Transform (Spectral) Test

7. The Non-overlapping Template Matching Test

8. The Overlapping Template Matching Test

9. Maurer's "Universal Statistical" Test

10. The Lempel-Ziv Compression Test

11. The Linear Complexity Test

12. The Serial Test

13. The Approximate Entropy Test

14. The Cumulative Sums (Cusums) Test

15. The Random Excursions Test

16. The Random Excursions Variant Test

These tests are part of standard statistical mathematical packages. Some test 
suites, like the Diehard test suite can be used to verify the compliance. Alterna-
tively, other tools, such as the DieHarder (http://www.phy.duke.edu/~rgb/Gen-
eral/rand_rate.php) or the available NIST tools (http://csrc.nist.gov/groups/ST/

1 2L
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toolkit/random_number.html) and the corresponding recommendations (http://
csrc.nist.gov/publications/nistpubs/800-22-rev1/SP800-22rev1.pdf) may also 
be used.
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3  KEY MANAGEMENT

It is important that the encryption key size within a specific device cannot be set 
by the user  this should be a factory preset entity. In order to prevent the user 
from over-riding the permitted key size, the Bluetooth baseband processing 
shall not accept an encryption key given from higher software layers. When-
ever a new encryption key is required, it shall be created as defined in Section 
6.4 on page 1091.

Changing a link key shall also be done through the defined baseband proce-
dures. Depending on what kind of link key it is, different approaches are 
required. The details are found in Section 3.2.7 on page 1069.

3.1   KEY TYPES

The link key is a 128-bit random number which is shared between two or more 
parties and is the base for all security transactions between these parties. The 
link key itself is used in the authentication routine. Moreover, the link key is 
used as one of the parameters when the encryption key is derived.

In the following, a session is defined as the time interval for which the device is 
a member of a particular piconet. Thus, the session terminates when the 
device disconnects from the piconet.

The link keys are either semi-permanent or temporary. A semi-permanent link 
key may be stored in non-volatile memory and may be used after the current 
session is terminated. Consequently, once a semi-permanent link key is 
defined, it may be used in the authentication of several subsequent connec-
tions between the devices sharing it. The designation semi-permanent is justi-
fied by the possibility of changing it. How to do this is described in Section 3.2.7 
on page 1069.

The lifetime of a temporary link key is limited by the lifetime of the current ses-
sion  it shall not be reused in a later session. Typically, in a point-to-multipoint 
configuration where the same information is to be distributed securely to sev-
eral recipients, a common encryption key is useful. To achieve this, a special 
link key (denoted master key) may temporarily replace the current link keys. 
The details of this procedure are found in Section 3.2.6 on page 1069.

In the following, the current link key is the link key in use at the current moment. 
It can be semi-permanent or temporary. Thus, the current link key is used for all 
authentications and all generation of encryption keys in the on-going connec-
tion (session).
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In order to accommodate different types of applications, four types of link keys 
have been defined:

• the combination key KAB

• the unit key KA

• the temporary key Kmaster

• the initialization key Kinit

Note: the use of unit keys is deprecated since it is implicitly insecure.

In addition to these keys there is an encryption key, denoted Kc. This key is 
derived from the current link key. Whenever encryption is activated by an LM 
command, the encryption key shall be changed automatically. The purpose of 
separating the authentication key and encryption key is to facilitate the use of a 
shorter encryption key without weakening the strength of the authentication 
procedure. There are no governmental restrictions on the strength of authenti-
cation algorithms. However, in some countries, such restrictions exist on the 
strength of encryption algorithms.

The combination key KAB and the unit key KA are functionally indistinguishable;
the difference is in the way they are generated. The unit key KA is generated in, 
and therefore dependent on, a single device A. The unit key shall be generated 
once at installation of the device; thereafter, it is very rarely changed. The com-
bination key is derived from information in both devices A and B, and is there-
fore always dependent on two devices. The combination key is derived for 
each new combination of two devices. 

It depends on the application or the device whether a unit key or a combination 
key is used. Devices which have little memory to store keys, or are installed in 
equipment that will be accessible to a large group of users, should use their 
own unit key. In that case, they only have to store a single key. Applications 
that require a higher security level should use the combination keys. These 
applications will require more memory since a combination key for each link to 
a different device has to be stored.

The master key, Kmaster, shall only be used during the current session. It shall 
only replace the original link key temporarily. For example, this may be utilized 
when a master wants to reach more than two devices simultaneously using the 
same encryption key, see Section 3.2.6 on page 1069.

The initialization key, Kinit, shall be used as the link key during the initialization 
process when no combination or unit keys have been defined and exchanged 
yet or when a link key has been lost. The initialization key protects the transfer of 
initialization parameters. The key is derived from a random number, an L-octet 
PIN code, and a BD_ADDR. This key shall only be used during initialization.
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The PIN may be a fixed number provided with the device (for example when 
there is no user interface as in a PSTN plug). Alternatively, the PIN can be 
selected by the user, and then entered in both devices that are to be matched. 
The latter procedure should be used when both devices have a user interface, 
for example a phone and a laptop. Entering a PIN in both devices is more 
secure than using a fixed PIN in one of the devices, and should be used when-
ever possible. Even if a fixed PIN is used, it shall be possible to change the 
PIN; this is in order to prevent re-initialization by users who once obtained the 
PIN. If no PIN is available, a default value of zero may be used. The length of 
this default PIN is one byte, PIN (default) = 0x00. This default PIN may be pro-
vided by the host. 

For many applications the PIN code will be a relatively short string of numbers. 
Typically, it may consist of only four decimal digits. Even though this gives suffi-
cient security in many cases, there exist countless other, more sensitive, situa-
tions where this is not reliable enough. Therefore, the PIN code may be chosen 
to be any length from 1 to 16 octets. For the longer lengths, the devices 
exchanging PIN codes may not use mechanical (i.e. human) interaction, but 
rather may use software at the application layer. For example, this can be a Dif-
fie-Hellman key agreement, where the exchanged key is passed on to the  

generation process in both devices, just as in the case of a shorter PIN code.

3.2   KEY GENERATION AND INITIALIZATION

The link keys must be generated and distributed among the devices in order to 
be used in the authentication procedure. Since the link keys shall be secret, 
they shall not be obtainable through an inquiry routine in the same way as the 
Bluetooth device addresses. The exchange of the keys takes place during an 
initialization phase which shall be carried out separately for each two devices 
that are using authentication and encryption. The initialization procedures con-
sist of the following five parts:

• generation of an initialization key

• generation of link key

• link key exchange

• authentication

• generation of encryption key in each device (optional)

After the initialization procedure, the devices can proceed to communicate, or 
the link can be disconnected. If encryption is implemented, the E0 algorithm
shall be used with the proper encryption key derived from the current link key. 
For any new connection established between devices A and B, they should use 
the common link key for authentication, instead of once more deriving Kinit from 
the PIN. A new encryption key derived from that particular link key shall be cre-
ated next time encryption is activated. 

If no link key is available, the LM shall automatically start an initialization proce-
dure.

Kinit
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3.2.1  Generation of initialization key, 

A link key is used temporarily during initialization, the initialization key . 

This key shall be derived by the  algorithm from a BD_ADDR, a PIN code, 

the length of the PIN (in octets), and a random number IN_RAND. The principle 
is depicted in Figure 6.4 on page 1091. The 128-bit output from  shall be 

used for key exchange during the generation of a link key. When the devices 
have performed the link key exchange, the initialization key shall be discarded.

When the initialization key is generated, the PIN is augmented with the 
BD_ADDR. If one device has a fixed PIN the BD_ADDR of the other device 
shall be used. If both devices have a variable PIN the BD_ADDR of the device 
that received IN_RAND shall be used. If both devices have a fixed PIN they 
cannot be paired. Since the maximum length of the PIN used in the algorithm 
cannot exceed 16 octets, it is possible that not all octets of BD_ADDR will be 
used. This procedure ensures that  depends on the identity of the device 

with a variable PIN. A fraudulent device may try to test a large number of PINs 
by claiming another BD_ADDR each time. It is the application’s responsibility 
to take countermeasures against this threat. If the device address is kept fixed, 
the waiting interval before the next try may be increased exponentially (see 
Section 5.1 on page 1084).

The details of the  algorithm can be found in Section 6.3 on page 1089.

3.2.2  Authentication

The authentication procedure shall be carried out as described in Section 5 on 
page 1082. During each authentication, a new AU_RANDA shall be issued.

Mutual authentication is achieved by first performing the authentication proce-
dure in one direction and then immediately performing the authentication pro-
cedure in the opposite direction. 

As a side effect of a successful authentication procedure an auxiliary parame-
ter, the Authenticated Ciphering Offset (ACO), will be computed. The ACO 
shall be used for ciphering key generation as described in Section 3.2.5 on 
page 1068.

The claimant/verifier status is determined by the LM. 

3.2.3  Generation of a unit key

A unit key  shall be generated when the device is in operation for the first 

time; i.e. not during each initialization. The unit key shall be generated by the

algorithm as described in Section 6.3 on page 1089. Once created, the unit key 
should be stored in non-volatile memory and very rarely changed. If after initial-

Kinit

Kinit

E22

E22

Kinit

E22

KA

E21
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ization the unit key is changed, any previously initialized devices will possess a 
wrong link key. At initialization, the application must determine which of the two 
parties will provide the unit key as the link key. Typically, this will be the device 
with restricted memory capabilities, since this device only has to remember its 
own unit key. The unit key shall be transferred to the other party and then stored 
as the link key for that particular party. So, for example in Figure 3.1 on page 
1067, the unit key of device A, , is being used as the link key for the connec-

tion A-B; device A sends the unit key  to device B; device B will store  as 

the link key . For another initialization, for example with device C, device A 

will reuse its unit key , whereas device C stores it as . 

Figure 3.1:  Generation of unit key. When the unit key has been exchanged, the initialization key is 
discarded in both devices.

3.2.4  Generation of a combination key

To use a combination key, it is first generated during the initialization proce-
dure. The combination key is the combination of two numbers generated in 
device A and B, respectively. First, each device shall generate a random num-
ber, LK_RANDA and LK_RANDB. Then, utilizing  with the random number and 

their own BD_ADDRs, the two random numbers 

(EQ 1)

and

(EQ 2)

shall be created in device A and device B, respectively. These numbers consti-
tute the devices’ contribution to the combination key that is to be created. 
Then, the two random numbers LK_RANDA and LK_RANDB shall be exchanged 

securely by XORing with the current link key, . Thus, device A shall send 
 to device B, while device B shall send  to 

device A. If this is done during the initialization phase the link key .

When the random numbers  and  have been mutually 

exchanged, each device shall recalculate the other device’s contribution to the 
combination key. This is possible since each device knows the Bluetooth 
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device address of the other device. Thus, device A shall calculate (EQ 2) on 
page 1067 and device B shall calculate (EQ 1) on page 1067. After this, both 
devices shall combine the two numbers to generate the 128-bit link key. The 
combining operation is a simple bitwise modulo-2 addition (i.e. XOR). The 
result shall be stored in device A as the link key  and in device B as the link 

key . When both devices have derived the new combination key, a mutual 

authentication procedure shall be initiated to confirm the success of the trans-
action. The old link key shall be discarded after a successful exchange of a 
new combination key. The message flow between master and slave and the 
principle for creating the combination key is depicted in Figure 3.2 on page 
1068.

Figure 3.2:  Generating a combination key. The old link key (K) is discarded after the exchange of a 
new combination key has succeeded

3.2.5  Generating the encryption key

The encryption key, , is derived by algorithm  from the current link key, a 

96-bit Ciphering OFfset number (COF), and a 128-bit random number. The 
COF is determined in one of two ways. If the current link key is a master key, 
then COF shall be derived from the master BD_ADDR. Otherwise the value of 
COF shall be set to the value of ACO as computed during the authentication 

procedure. Therefore:1

(EQ 3)

There is an explicit call of  when the LM activates encryption. Consequently, 

the encryption key is automatically changed each time the device enters 

1.  denotes the concatenation of  and .

KAB

KBA
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LK_KA E21 LK_RANDA BD_ADDRA( )=
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encryption mode. The details of the key generating function  can be found in 

Section 6.4 on page 1091.

3.2.6  Point-to-multipoint configuration

It is possible for the master to use separate encryption keys for each slave in a 
point-to-multipoint configuration with ciphering activated. Then, if the applica-
tion requires more than one slave to listen to the same payload, each slave 
must be addressed individually. This can cause unwanted capacity loss for the 
piconet. Moreover, a slave might not be capable of switching between two or 
more encryption keys in real time (e.g., after looking at the LT_ADDR in the 
header). Thus, the master cannot use different encryption keys for broadcast 
messages and individually addressed traffic. Therefore, the master may tell 
several slave devices to use a common link key (and, hence, indirectly also to 
use a common encryption key) and may then broadcast the information 
encrypted. For many applications, this key is only of temporary interest. In the 
following discussion, this key is denoted by . 

The transfer of necessary parameters shall be protected by the routine 
described in Section 3.2.8 on page 1070. After the confirmation of successful 
reception in each slave, the master shall issue a command to the slaves to 
replace their respective current link key by the new (temporary) master key. 
Before encryption can be activated, the master shall also generate and distrib-
ute a common EN_RAND to all participating slaves. Using this random number 
and the newly derived master key, each slave shall generate a new encryption 
key. 

Note that the master must negotiate the encryption key length to use individu-
ally with each slave that will use the master key. If the master has already 
negotiated with some of these slaves, it has knowledge of the sizes that can be 
accepted. There may be situations where the permitted key lengths of some 
devices are incompatible. In that case, the master must exclude the limiting 
device from the group. 

When all slaves have received the necessary data, the master can communi-
cate information on the piconet securely using the encryption key derived from 
the new temporary link key. Each slave in possession of the master key can 
eavesdrop on all encrypted traffic, not only the traffic intended for itself. The 
master may tell all participants to fall back to their old link keys simultaneously. 

3.2.7  Modifying the link keys

A link key based on a unit key can be changed. The unit key is created once 
during first use. Typically, the link key should be changed rather than the unit 
key, as several devices may share the same unit key as link key (e.g. a printer 
whose unit key is distributed to all users using the printer’s unit key as link key). 
Changing the unit key will require re-initialization of all devices connecting. 

E3

Kmaster
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Changing the unit key can be justified in some circumstances, e.g. to deny 
access to all previously allowed devices. 

If the key change concerns combination keys, then the procedure is straightfor-
ward. The change procedure is identical to the procedure described in Figure
3.2 on page 1068, using the current value of the combination key as link key. 
This procedure can be carried out at any time after the authentication and 
encryption start. Since the combination key corresponds to a single link, it can 
be modified each time this link is established. This will improve the security of 
the system since then old keys lose their validity after each session. 

Starting up an entirely new initialization procedure is also possible. In that case, 
user interaction is necessary since a PIN will be required in the authentication 
and encryption procedures.

3.2.8  Generating a master key

The key-change routines described so far are semi-permanent. To create the 
master link key, which can replace the current link key during a session (see 
Section 3.2.6 on page 1069), other means are needed. First, the master shall 
create a new link key from two 128-bit random numbers, RAND1 and RAND2. 
This shall be done by

(EQ 4)

This key is a 128-bit random number. The reason for using the output of  

and not directly choosing a random number as the key, is to avoid possible 
problems with degraded randomness due to a poor implementation of the ran-
dom number generator within the device. 

Then, a third random number, RAND, shall be transmitted to the slave. Using 
 with the current link key and RAND as inputs, both the master and the 

slave shall compute a 128-bit overlay. The master shall send the bitwise XOR 
of the overlay and the new link key to the slave. The slave, who knows the 
overlay, shall recalculate . To confirm the success of this transaction, the 

devices shall perform a mutual authentication procedure using the new link 
key. This procedure shall then be repeated for each slave that receives the 
new link key. The ACO values from the authentications shall not replace the 
current ACO, as this ACO is needed to (re)compute a ciphering key when the 
master falls back to the previous (non-temporary) link key.

The master activates encryption by an LM command. Before activating encryp-
tion, the master shall ensure that all slaves receive the same random number, 
EN_RAND, since the encryption key is derived through the means of  indi-

vidually in all participating devices. Each slave shall compute a new encryption 
key as follows:

(EQ 5)

Kmaster E22 RAND1 RAND2 16( ).=

E22

E22

Kmaster

E3

KC E3 Kmaster EN_RAND, COF( )=
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where the value of COF shall be derived from the master’s BD_ADDR as spec-
ified by equation (EQ 3) on page 1068. The details of the encryption key gener-
ating function are described in Section 6.4 on page 1091. The message flow 
between the master and the slave when generating the master key is depicted 
in Figure 3.3. Note that in this case the ACO produced during the authentica-
tion is not used when computing the ciphering key.

Figure 3.3:  Master link key distribution and computation of the corresponding encryption key.
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4  ENCRYPTION

User information can be protected by encryption of the packet payload; the 
access code and the packet header shall never be encrypted. The encryption 
of the payload shall be carried out with a stream cipher called E0 that shall be 

re-synchronized for every payload. The overall principle is shown in Figure 4.1 
on page 1072.

The stream cipher system E0 shall consist of three parts: 

• the first part performs initialization (generation of the payload key). The pay-
load key generator shall combine the input bits in an appropriate order and 
shall shift them into the four LFSRs used in the key stream generator. 

• the second part generates the key stream bits and shall use a method 
derived from the summation stream cipher generator attributable to Massey 
and Rueppel. The second part is the main part of the cipher system, as it will 
also be used for initialization. 

• the third part performs encryption and decryption. 

The Massey and Rueppel method has been thoroughly investigated, and there 
exist good estimates of its strength with respect to presently known methods 
for cryptanalysis. Although the summation generator has weaknesses that can 
be used in correlation attacks, the high re-synchronization frequency will dis-
rupt such attacks.

Figure 4.1:  Stream ciphering for Bluetooth with E0.
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4.1   ENCRYPTION KEY SIZE NEGOTIATION

Each device implementing the baseband specification shall have a parameter 
defining the maximal allowed key length,  (number of octets in 

the key). For each application using encryption, a number  shall be defined 

indicating the smallest acceptable key size for that particular application. 
Before generating the encryption key, the devices involved shall negotiate to 
decide the key size to use. 

The master shall send a suggested value, , to the slave. Initially, the sug-

gested value shall be set to . If , and, the slave supports the 

suggested length, the slave shall acknowledge and this value shall be the 
length of the encryption key for this link. However, if both conditions are not ful-
filled, the slave shall send a new proposal, , to the master. This 

value shall be the largest among all supported lengths less than the previous 
master suggestion. Then, the master shall perform the corresponding test on 
the slave suggestion. This procedure shall be repeated until a key length 
agreement is reached, or, one device aborts the negotiation. An abort may be 
caused by lack of support for  and all smaller key lengths, or if  in 

one of the devices. In case of an abort link encryption cannot be employed. 

The possibility of a failure in setting up a secure link is an unavoidable conse-
quence of letting the application decide whether to accept or reject a suggested 
key size. However, this is a necessary precaution. Otherwise a fraudulent 
device could enforce a weak protection on a link by claiming a small maximum 
key size.

4.2   ENCRYPTION OF BROADCAST MESSAGES 

There may be three settings for the baseband regarding encryption: 

1. No encryption. 
This is the default setting. No messages are encrypted 

2. Point-to-point only encryption. 
Broadcast messages are not encrypted. This may be enabled either during 
the connection establishment procedure or after the connection has been 
established. 

3. Point-to-point and broadcast encryption. 
All messages are encrypted. This may be enabled after the connection has 
been established only. This setting should not be enabled unless all affected 
links share the same master link key as well as the same EN_RAND value, 
both used in generating the encryption key.
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4.3   ENCRYPTION CONCEPT

For the encryption routine, a stream cipher algorithm is used in which ciphering 
bits are bit-wise modulo-2 added to the data stream to be sent over the air 
interface. The payload is ciphered after the CRC bits are appended, but, prior 
to the FEC encoding.

Each packet payload shall be ciphered separately. The cipher algorithm  

uses the master Bluetooth device address (BD_ADDR), 26 bits of the master 
real-time clock (CLK 26-1) and the encryption key  as input, see Figure 4.2 

on page 1075 (where it is assumed that device A is the master). 

The encryption key KC is derived from the current link key, COF, and a random 
number, EN_RANDA (see Section 6.4 on page 1091). The random number 
shall be issued by the master before entering encryption mode. Note that 
EN_RANDA is publicly known since it is transmitted as plain text over the air.

Within the  algorithm, the encryption key  is modified into another key 

denoted . The maximum effective size of this key shall be factory preset 
and may be set to any multiple of eight between one and sixteen (8-128 bits). 
The procedure for deriving the key is described in Section 4.5 on page 1078.

The real-time clock is incremented for each slot. The  algorithm shall be re-

initialized at the start of each new packet (i.e. for Master-to-Slave as well as for 
Slave-to-Master transmission). By using CLK26-1 at least one bit is changed 
between two transmissions. Thus, a new keystream is generated after each re-
initialization. For packets covering more than a single slot, the Bluetooth clock 
as found in the first slot shall be used for the entire packet.

The encryption algorithm generates a binary keystream, , which shall 

be modulo-2 added to the data to be encrypted. The cipher is symmetric; 
decryption shall be performed in exactly the same way using the same key as 
used for encryption.

Broadcast traffic Individually addressed traffic

No encryption No encryption

No encryption Encryption, 

Encryption, Encryption, 

Table 4.1:  Possible encryption modes for a slave in possession of a master key.

Kmaster

Kmaster Kmaster

E0

KC

E0 KC

K C

E0

E0 Kcipher
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Figure 4.2:  Functional description of the encryption procedure

4.4   ENCRYPTION ALGORITHM

The system uses linear feedback shift registers (LFSRs) whose output is com-
bined by a simple finite state machine (called the summation combiner) with 16 
states. The output of this state machine is the key stream sequence, or, during 
initialization phase, the randomized initial start value. The algorithm uses an 
encryption key , a 48-bit Bluetooth address, the master clock bits CLK26-1,

and a 128-bit RAND value. Figure 4.3 on page 1076 shows the setup. 

There are four LFSRs (LFSR1,...,LFSR4) of lengths , , , 

and, , with feedback polynomials as specified in Table 4.2 on page 

1076. The total length of the registers is 128. These polynomials are all primi-
tive. The Hamming weight of all the feedback polynomials is chosen to be five 

 a reasonable trade-off between reducing the number of required XOR gates 
in the hardware implementation and obtaining good statistical properties of the 
generated sequences.

Device BDevice A (master) 

KC

L1 25= L2 31= L3 33=

L4 39=
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Figure 4.3:  Concept of the encryption engine.

Let  denote the  symbol of LFSRi. The value  is derived from the four-

tuple  using the following equation:

(EQ 6)

where the sum is over the integers. Thus  can take the values 0,1,2,3, or 4. 

The output of the summation generator is obtained by the following equations:

(EQ 7)

feedback weight

1 25 5

2 31 5

3 33 5

4 39 5

Table 4.2:  The four primitive feedback polynomials.

LFSR1

LFSR2

LFSR3

LFSR4

1
t

2
t

3
t

4
t

0
t

Encryption Stream t

Summation Combiner Logic

+

XOR

+ /2

2
1

3

2

2

3 2

T1

T2

blend

z-1

z-1

ct

ct+1

 st+1

yt

XOR

2

2

1
t

2
t

3
t

4
t

i Li fi t( )

t25 t20 t12 t8 1+ + + +

t31 t24 t16 t12 1+ + + +

t33 t28 t24 t4 1+ + + +

t39 t36 t28 t4 1+ + + +

xt
i tth yt

xt
1 xt

4

yt xt
i

i 1=

4

= ,

yt

zt xt
1 xt

2 xt
3 xt

4 ct
0 0 1 ,=
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(EQ 8)

(EQ 9)

where  and  are two different linear bijections over GF(4). Suppose 

GF(4) is generated by the irreducible polynomial , and let  be a zero 
of this polynomial in GF(4). The mappings and  are now defined as:

The elements of GF(4) can be written as binary vectors. This is summarized in 
Table 4.3.

Since the mappings are linear, they can be implemented using XOR gates; i.e.

4.4.1  The operation of the cipher

Figure 4.4 on page 1078 gives an overview of the operation in time. The 
encryption algorithm shall run through the initialization phase before the start of 
transmission or reception of a new packet. Thus, for multislot packets the 
cipher is initialized using the clock value of the first slot in the multislot 
sequence.

00 00 00

01 01 11

10 10 01

11 11 10

Table 4.3:  The mappings T1 and T2.

st 1+ st 1+
1 st 1+

0 yt ct+

2
-------------- 0 1 2 3 ,= =

ct 1+ ct 1+
1 ct 1+

0 st 1+ T1 ct T2 ct 1– ,= =

T1 . T2 .

x2 x 1+ +

T1 T2

T1: GF 4( ) GF 4( )

x x|

T2: GF 4( ) GF 4( )

x 1+ x.|

x T1 x T2 x

T1: x1 x0 x1 x0 ,|

T2: x1 x0 x0 x1 x0 .|
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Figure 4.4:  Overview of the operation of the encryption engine. Between each start of a packet (TX 
or RX), the LFSRs are re-initialized.

4.5   LFSR INITIALIZATION

The key stream generator is loaded with an initial value for the four LFSRs (in 
total 128 bits) and the 4 bits that specify the values of and . The 132 bit 

initial value is derived from four inputs by using the key stream generator. The 
input parameters are the key , a 128-bit random number RAND, a 48-bit 

Bluetooth device address, and the 26 master clock bits CLK26-1.

The effective length of the encryption key may vary between 8 and 128 bits. 
Note that the actual key length as obtained from  is 128 bits. Then, within , 

the key length may be reduced by a modulo operation between  and a poly-

nomial of desired degree. After reduction, the result is encoded with a block 
code in order to distribute the starting states more uniformly. The operation 
shall be as defined in (EQ 10) on page 1079.

When the encryption key has been created the LFSRs are loaded with their ini-
tial values. Then, 200 stream cipher bits are created by operating the genera-
tor. Of these bits, the last 128 are fed back into the key stream generator as an 
initial value of the four LFSRs. The values of  and  are kept. From this 

point on, when clocked the generator produces the encryption (decryption) 
sequence which is bitwise XORed to the transmitted (received) payload data.

In the following, octet i of a binary sequence  is . Bit 0 of  is the LSB. 
Then, the LSB of  corresponds to bit  of the sequence , the MSB of 

 is bit  of . For instance, bit 24 of the Bluetooth device address is 
the LSB of BD_ADDR[3].

The details of the initialization shall be as follows:

1. Create the encryption key to use from the 128-bit secret key  and 
the 128-bit publicly known EN_RAND. Let , be the 

clock cycles (time)

Init Encrypt/Decrypt Encrypt/DecryptInit

c0 c 1–

KC

E3 E0

KC

ct ct 1–

X X i X

X i 8i X

X i 8i 7+ X

KC
L 1 L 16
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effective key length in number of octets. The resulting encryption key 
is :

(EQ 10)

where  and . The polynomials 
are defined in Table 4.4.

2. Shift the 3 inputs , the Bluetooth device address, the clock, and 
the six-bit constant 111001 into the LFSRs. In total, 208 bits are 
shifted in:

a) Open all switches shown in Figure 4.5 on page 1080;

b) Arrange inputs bits as shown in Figure 4.5; Set the content of all 
shift register elements to zero. Set . 

c) Start shifting bits into the LFSRs. The rightmost bit at each level of 
Figure 4.5 is the first bit to enter the corresponding LFSR.

d) When the first input bit at level i reaches the rightmost position of 
LFSRi, close the switch of this LFSR.

e) At  (when the switch of LFSR4 is closed), reset both blend 
registers ; Up to this point, the content of  and 

 has been of no concern. However, their content will now be 
used in computing the output sequence.

f) From now on output symbols are generated. The remaining input 
bits are continuously shifted into their corresponding shift 
registers. When the last bit has been shifted in, the shift register is 
clocked with input = 0; 

Note: When finished, LFSR1 has effectively clocked 30 times 
with feedback closed, LFSR2 has clocked 24 times, LFSR3 has 
clocked 22 times, and LFSR4 has effectively clocked 16 times 
with feedback closed.

3. To mix initial data, continue to clock until 200 symbols have been 
produced with all switches closed ( );

4. Keep blend registers  and , make a parallel load of the last 128 
generated bits into the LFSRs according to Figure 4.6 at ;

After the parallel load in item 4, the blend register contents shall be updated for 
each subsequent clock. 

deg deg

1 [8] 00000000 00000000 00000000 0000011d [119] 00e275a0 abd218d4 cf928b9b bf6cb08f

2 [16] 00000000 00000000 00000000 0001003f [112] 0001e3f6 3d7659b3 7f18c258 cff6efef

3 [24] 00000000 00000000 00000000 010000db [104] 000001be f66c6c3a b1030a5a 1919808b

4 [32] 00000000 00000000 00000001 000000af [96] 00000001 6ab89969 de17467f d3736ad9

Table 4.4:  Polynomials used when creating K’c. . 
1

K'C

K'C x( ) g2
L

x( ) KC x( )  mod  g1
L

x( ) ,=

deg g1
L

x( )( ) 8L= deg g2
L

x( )( ) 128 8L–

K'C

t 0=

t 39=
c39 c39 1– 0= = ct

ct 1–

t 239=

ct ct 1–
t 240=

L g1
L

g2
L
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In Figure 4.5, all bits are shifted into the LFSRs, starting with the least signifi-
cant bit (LSB). For instance, from the third octet of the address, BD_ADDR[2], 
first BD_ADDR16 is entered, followed by BD_ADDR17, etc. Furthermore, CL0
corresponds to CLK1,..., CL25 corresponds to CLK26.

Note that the output symbols  are taken from the positions 24, 24, 

32, and 32 for LFSR1, LFSR2,LFSR3, and LFSR4, respectively (counting the 
leftmost position as number 1).

Figure 4.5:  Arranging the input to the LFSRs.

5 [40] 00000000 00000000 00000100 00000039 [88] 00000000 01630632 91da50ec 55715247

6 [48] 00000000 00000000 00010000 00000291 [77] 00000000 00002c93 52aa6cc0 54468311

7 [56] 00000000 00000000 01000000 00000095 [71] 00000000 000000b3 f7fffce2 79f3a073

8 [64] 00000000 00000001 00000000 0000001b [63] 00000000 00000000 a1ab815b c7ec8025

9 [72] 00000000 00000100 00000000 00000609 [49] 00000000 00000000 0002c980 11d8b04d

10 [80] 00000000 00010000 00000000 00000215 [42] 00000000 00000000 0000058e 24f9a4bb

11 [88] 00000000 01000000 00000000 0000013b [35] 00000000 00000000 0000000c a76024d7

12 [96] 00000001 00000000 00000000 000000dd [28] 00000000 00000000 00000000 1c9c26b9

13 [104] 00000100 00000000 00000000 0000049d [21] 00000000 00000000 00000000 0026d9e3

14 [112] 00010000 00000000 00000000 0000014f [14] 00000000 00000000 00000000 00004377

15 [120] 01000000 00000000 00000000 000000e7 [7] 00000000 00000000 00000000 00000089

16 [128] 1 00000000 00000000 00000000 00000000 [0] 00000000 00000000 00000000 00000001

1. All polynomials are in hexadecimal notation. The LSB is in the rightmost position.

deg deg

Table 4.4:  Polynomials used when creating K’c. . 
1

L g1
L

g2
L

xt
i

i 1 4=

= CLCL     ...CL[0]

= CLCL     ...CL[0]
L

U

3 0

7 4

CL
24

CL[0]
L

CL
25

U
CL[0]

X 4

X

X

X 1

2

3

0 0 1
16 24

24

36

8 12 20

12

24

24

32

32

28

284

4

t

t

t

t

Kc'[0]Kc'[4]Kc'[8]Kc'[12]CL[1]ADR[2]

Kc'[1]Kc'[5]Kc'[9]Kc'[13]ADR[0]ADR[3]

Kc'[2]Kc'[6]Kc'[10]Kc'[14]CL[2]ADR[4]

Kc'[11]Kc'[7] Kc'[3] 1 1 1Kc'[15]ADR[1]ADR[5]
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In Figure 4.6, the 128 binary output symbols Z0,..., Z127 are arranged in octets 
denoted Z[0],..., Z[15]. The LSB of Z[0] corresponds to the first of these sym-
bols, the MSB of Z[15] is the last output from the generator. These bits shall be 
loaded into the LFSRs according to the figure. It is a parallel load and no 
update of the blend registers is done. The first output symbol is generated at 
the same time. The octets shall be written into the registers with the LSB in the 
leftmost position (i.e. the opposite of before). For example, Z24 is loaded into 
position 1 of LFSR4.

Figure 4.6:  Distribution of the 128 last generated output symbols within the LFSRs.

4.6   KEY STREAM SEQUENCE

When the initialization is finished, the output from the summation combiner is 
used for encryption/decryption. The first bit to use shall be the one produced at 
the parallel load, i.e. at . The circuit shall be run for the entire length of 
the current payload. Then, before the reverse direction is started, the entire ini-
tialization process shall be repeated with updated values on the input parame-
ters.

Sample data of the encryption output sequence can be found in [Part G] Sec-
tion 1 on page 953. A necessary, but not sufficient, condition for all Bluetooth 
compliant implementations of encryption is to produce these encryption 
streams for identical initialization values. 
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5  AUTHENTICATION

Authentication uses a challenge-response scheme in which a claimant’s knowl-
edge of a secret key is checked through a 2-move protocol using symmetric 
secret keys. The latter implies that a correct claimant/verifier pair share the 
same secret key, for example K. In the challenge-response scheme the verifier 
challenges the claimant to authenticate a random input (the challenge), 
denoted by AU_RANDA, with an authentication code, denoted by , and 

return the result SRES to the verifier, see Figure 5.1 on page 1082. This figure 
also shows that the input to E1 consists of the tuple AU_RANDA and the Blue-

tooth device address (BD_ADDR) of the claimant. The use of this address pre-

vents a simple reflection attack1. The secret K shared by devices A and B is the 
current link key.

Figure 5.1:  Challenge-response for the Bluetooth.

The challenge-response scheme for symmetric keys is depicted in Figure 5.2 
on page 1083.

1. The reflection attack actually forms no threat because all service requests are dealt with on 
a FIFO bases. When preemption is introduced, this attack is potentially dangerous.

E1

E1 E1

AU_RANDA

BD_ADDRB

Link key

AU_RANDA

BD_ADDRB

SRES’

AU_RANDA

SRES

?
=

SRES

Verifier (Device A) Claimant (Device B)

Link key

SRES

ACO ACO
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Figure 5.2:  Challenge-response for symmetric key systems.

The verifier is not required to be the master. The application indicates which 
device has to be authenticated. Some applications only require a one-way 
authentication. However, some peer-to-peer communications, should use a 
mutual authentication in which each device is subsequently the challenger 
(verifier) in two authentication procedures. The LM shall process authentication 
preferences from the application to determine in which direction(s) the authen-
tication(s) takes place. For mutual authentication with the devices of Figure 5.1 
on page 1082, after device A has successfully authenticated device B, device 
B could authenticate device A by sending an AU_RANDB (different from the 
AU_RANDA that device A issued) to device A, and deriving the SRES and SRES’ 
from the new AU_RANDB, the address of device A, and the link key KAB.

If an authentication is successful the value of ACO as produced by  shall be 

retained.

Verifier
(User A)

Claimant
(User B, with identity IDB)

RAND

SRES
SRES E key IDB RAND, ,( )=

SRES' E key IDB RAND, ,( )=

Check:  SRES' SRES=

E1
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5.1   REPEATED ATTEMPTS

When the authentication attempt fails, a waiting interval shall pass before the 
verifier will initiate a new authentication attempt to the same claimant, or before 
it will respond to an authentication attempt initiated by a device claiming the 
same identity as the failed device. For each subsequent authentication failure, 
the waiting interval shall be increased exponentially. That is, after each failure, 
the waiting interval before a new attempt can be made, could be for example, 

twice as long as the waiting interval prior to the previous attempt1. The waiting 
interval shall be limited to a maximum. 

The maximum waiting interval depends on the implementation. The waiting 
time shall exponentially decrease to a minimum when no new failed attempts 
are made during a certain time period. This procedure prevents an intruder 
from repeating the authentication procedure with a large number of different 
keys.

To protect a device's private key, a device should implement a method to prevent 
an attacker from retrieving useful information about the device's private key using 
invalid public keys. For this purpose, a device can use one of the following meth-
ods:

• Change its private key after three failed attempts from any BD_ADDR and 
after 10 successful pairings from any BD_ADDR; or after a combination of 
these such that 3 successful pairings count as one failed pairing; or

• Verify that the received public keys from any BD_ADDR are on the correct 
curve; or

• Implement elliptic curve point addition and doubling using formulas that are 
valid only on the correct curve.

1. Another appropriate value larger than 1 may be used.
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6  THE AUTHENTICATION AND KEY-GENERATING 
FUNCTIONS

This section describes the algorithms used for authentication and key genera-
tion.

6.1   THE AUTHENTICATION FUNCTION E1

The authentication function  is a computationally secure authentication 

code . uses the encryption function SAFER+. The algorithm is an enhanced 

version of an existing 64-bit block cipher SAFER-SK128, and it is freely avail-
able. In the following discussion, the block cipher will be denoted as the func-
tion  which maps using a 128-bit key, a 128-bit input to a 128-bit output, i.e.

(EQ 11)

The details of  are given in the next section. The function  is constructed 

using  as follows

(EQ 12)

where , where  is a keyed hash 

function defined as1,

(EQ 13)

and where

(EQ 14)

is an expansion of the  octet word  into a 128-bit word. The function  is 

evaluated twice for each evaluation of . The key  for the second use of  

(actually ) is offset from  as follows2

1. The operator +16 denotes bytewise addition mod 256 of the 16 octets, and the operator 

denotes bytewise XORing of the 16 octets.

2. The constants are the largest primes below 257 for which 10 is a primitive root.

E1

E1

Ar

Ar: 0 1 128 0 1 128 0 1 128

k x t.|

Ar E1

Ar

E1: 0 1
128

0 1
128

0 1
48

0 1
32

0 1
96

K RAND address SRES ACO ,|

SRES Hash K RAND, address 6 0 3= Hash

Hash: 0 1 128 0 1 128 0 1 8 L 6 12 0 1 128

K I1 I2 L A'r K̃ E I2 L Ar K I1 16
I1 ,|

E: 0 1
8 L

6 12 0 1
8 16

X 0 L 1– L X i(mod L)   for i = 0...15 ,|

L X Ar

E1 K̃ Ar

A'r K
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(EQ 15)

A data flowchart of the computation of  is shown in Figure 6.1 on page 

1086 . is also used to deliver the parameter ACO (Authenticated Ciphering 

Offset) that is used in the generation of the ciphering key by , see equations 

(EQ 3) on page 1068 and (EQ 23) on page 1091. The value of ACO is formed 
by the octets 4 through 15 of the output of the hash function defined in (EQ 13) 
on page 1085:

. (EQ 16)

Figure 6.1:  Flow of data for the computation of E1.

K̃ 0 K 0 233+= mod 256, K̃ 1 K 1 229=

K̃ 2 K 2 223+= mod 256, K̃ 3 K 3 193=

K̃ 4 K 4 179+= mod 256, K̃ 5 K 5 167=

K̃ 6 K 6 149+= mod 256, K̃ 7 K 7 131=

K̃ 8 K 8 233= K̃ 9 K 9 229+= mod 256,

K̃ 10 K 10 223= K̃ 11 K 11 193+= mod 256,

K̃ 12 K 12 179= K̃ 13 K 13 167+= mod 256,

K̃ 14 K 14 149= K̃ 15 K 15 131+= mod 256.

E1

E1

E3

ACO Hash K RAND, address 6 4 15=

offset

RAND

E

32 96

SRES ACO

address

xor

add

xor :16 8-bit xor-ings

add: 16 8-bit additions mod 256

Ar

A'r

K

K̃

48

128

L 6=
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6.2   THE FUNCTIONS Ar AND A’r

The function  is identical to SAFER+. It consists of a set of 8 layers, (each 

layer is called a round) and a parallel mechanism for generating the sub keys 
, , which are the round keys to be used in each round. The 

function will produce a 128-bit result from a 128-bit random input string and a 
128-bit key. Besides the function , a slightly modified version referred to as 

 is used in which the input of round 1 is added to the input of round 3. This is 

done to make the modified version non-invertible and prevents the use of  

(especially in ) as an encryption function. See Figure 6.2 on page 1088 for 

details.

6.2.1  The round computations

The computations in each round are a composition of encryption with a round 
key, substitution, encryption with the next round key, and, finally, a Pseudo 
Hadamard Transform (PHT). The computations in a round shall be as shown in 
Figure 6.2 on page 1088. The sub keys for round  are denoted 

, , . After the last round  is applied identically 

to all previous odd numbered keys.

6.2.2  The substitution boxes “e” and “l”

In Figure 6.2 on page 1088 two boxes are shown, marked “e” and “l”. These 
boxes implement the same substitutions as are used in SAFER+; i.e. they 
implement

Their role, as in the SAFER+ algorithm, is to introduce non-linearity.

Ar

Kp j p 1 2 17=

Ar

A r

A r

E2x

r r 1 2 8=

K2r 1– j K2r j j 0 1 15= K17 j

e l : 0 255 0 255 ,

e : i 45i (mod 257)  (mod 256),|

l : i j s.t. i| e j( ).=
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Figure 6.2:  One round in Ar and A’r.

In Section 6.2, the permutation boxes show how input byte indices are mapped 
onto output byte indices. Thus, position 8 is mapped on position 0 (leftmost), 
position 11 is mapped on position 1, etc.

6.2.3  Key scheduling

In each round, 2 batches of 16 octet-wide keys are needed. These round keys 
are derived as specified by the key scheduling in SAFER+. Figure 6.3 on page 
1089 gives an overview of how the round keys  are determined. The bias 

vectors B2, B3, ..., B17 shall be computed according to following equation:

(EQ 17)

e e e e e e e el l l l l l l l

Kp j

Bp i 45 45
17p i 1+ +

 mod 257  mod 257  mod 256 ,  for i 0 15.= =
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Figure 6.3:  Key scheduling in Ar.

6.3   E2-KEY GENERATION FUNCTION FOR AUTHENTICATION

The key used for authentication shall be derived through the procedure that is 
shown in Figure 6.4 on page 1091. The figure shows two modes of operation 
for the algorithm. In the first mode,  produces a 128-bit kink key, , using a 

128-bit RAND value and a 48-bit address. This mode shall be utilized when 
creating unit keys and combination keys. In the second mode,  produces a 

128-bit link key, , using a 128-bit RAND value and an  octet user PIN. The 
second mode shall be used to create the initialization key, and also when a 
master key is to be generated. 

When the initialization key is generated, the PIN is augmented with the 
BD_ADDR, see Section 3.2.1 on page 1066 for which address to use. The 
augmentation shall always start with the least significant octet of the address 
immediately following the most significant octet of the PIN. Since the maximum 
length of the PIN used in the algorithm cannot exceed 16 octets, it is possible 
that not all octets of BD_ADDR will be used. 

...

E21 K

E22

K L
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This key generating algorithm again exploits the cryptographic function . for 

mode 1 (denoted ) is computed according to following equations:

(EQ 18)

where (for mode 1)

(EQ 19)

Let  be the number of octets in the user PIN. The augmenting is defined by 

(EQ 20)

Then, in mode 2,  (denoted ) is 

(EQ 21)

where

(EQ 22)

and  is the number of octets in PIN’.

E2

E21

E21: 0 1
128

0 1
48

0 1
128

RAND address A'r X Y( )|

X RAND 0 14 RAND 15 6=

Y address i (mod 6)

i 0=

15

=

L

PIN'
PIN 0 L 1– BD_ADDR 0 5 15 L–min ,

PIN 0 L 1– ,
=

L 16,

L 16,=

E2 E22

E22: 0 1
8L'

0 1
128

1 2 16 0 1
128

PIN' RAND, L A'r X Y( )|

X PIN' i (mod L')

i 0=

15

= ,

Y RAND 0 14 RAND 15 L' ,=

L' min 16 L 6+=
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Figure 6.4:  Key generating algorithmE2 and its two modes. Mode 1 is used for unit and 
combination keys, while mode 2 is used for Kinit and K master.

6.4   E3-KEY GENERATION FUNCTION FOR ENCRYPTION

The ciphering key used by  shall be generated by . The function  is 

constructed using as follows

(EQ 23)

where  is the hash function as defined by (EQ 13) on page 1085. The key 
length produced is 128 bits. However, before use within , the encryption key 

 is shortened to the correct encryption key length, as described in Section 

4.5 on page 1078. A block scheme of  is depicted in Figure 6.5.

The value of COF is determined as specified by equation (EQ 3) on page 1068.

Figure 6.5:  Generation of the encryption key

E22

RAND

PIN’

128

8L’

Key

128

E21

RAND

BD_ADDR

128

48

Key

128
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96
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K RAND COF Hash K RAND COF, 12|
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7  SECURE SIMPLE PAIRING

The Secure Simple Pairing security functions and procedures are described in 
this section. In addition, a cryptographic analysis of each procedure is pro-
vided.

There are five phases of Secure Simple Pairing: 

• Phase 1: Public key exchange

• Phase 2: Authentication Stage 1

• Phase 3: Authentication Stage 2

• Phase 4: Link key calculation

• Phase 5: LMP Authentication and Encryption

Phases 1, 3, 4 and 5 are the same for all protocols whereas phase 2 (Authenti-
cation Stage 1) is different depending on the protocol used. Distributed through 
these five phases are 13 steps.

p

Figure 7.1:  Simple Pairing Security Phases

The terminology used in the security sections is defined in Table 7.1:

Term Definition

Cx Commitment value from device X

Cxi ith commitment value from device X. Only used in the passkey 
entry protocol

Table 7.1:  Terminology

Initiating 
Device A

Non-initiating 
Device B

Authentication Stage 1

Authentication Stage 2

Public Key Exchange

Link Key Calculation

Step 1: Same for all protocols

Steps 2-8: Protocol dependent

Steps 9-11: Same for all protocols

Step 12: Same for all protocols

Encryption

Step 13: Same for all protocols
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7.1   PHASE 1: PUBLIC KEY EXCHANGE

Initially, each device generates its own Elliptic Curve Diffie-Hellman (ECDH) 
public-private key pair (step 1). This key pair needs to be generated only once 
per device and may be computed in advance of pairing. A device may, at any 
time, choose to discard its public-private key pair and generate a new one, 
although there is not a requirement to do so.

Pairing is initiated by the initiating device sending its public key to the receiving 
device (step 1a). The responding device replies with its own public key (step 
1b) These public keys are not regarded as secret although they may identify 
the devices. Note that steps 1a and 1b are the same in all three protocols.

DHKey Diffie Hellman key

Ex Check value from device X

f1( ) Used to generate the 128-bit commitment values Ca and Cb

f2( ) Used to compute the link key and possible other keys from the 
DHKey and random nonces

f3( ) Used to compute check values Ea and Eb in Authentication 
Stage 2

g( ) Used to compute numeric check values

h2( ) Used to compute Generic AMP and Dedicated AMP keys

IOcapA IO capabilities of device A

IOcapB IO capabilities of device B

LK Link Key

Nx Nonce (unique random value) from device X

Nxi ith nonce (unique random value) from device X. Only used in 
the passkey entry protocol

PKx Public Key of device X

rx Random value generated by device X

rxi Bit i of the random value rx. Only used in the passkey entry 
protocol

SKx Secret (Private) Key of device X

Vx Confirmation value on device X. Only used in the numeric 
compare protocol.

X BD_ADDR of device X

Term Definition

Table 7.1:  Terminology
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Figure 7.2:  Public Key Exchange Details

7.2   PHASE 2: AUTHENTICATION STAGE 1

Authentication Stage 1 has three different protocols: Numeric Comparison, 
Out-of-Band, and Passkey Entry. Note that there is not a separate protocol for 
the Just Works association model. This association model shares the Numeric 
Comparison protocol. 

The protocol is chosen based on the IO capabilities of the two devices.

Figure 7.3:  Authentication Stage 1 (High Level)

The three protocols are described in the following sections.

7.2.1  Authentication Stage 1: Numeric Comparison Protocol

The Numeric Comparison protocol provides limited protection against active 
"man-in-the-middle" (MITM) attacks as an active man-in-the-middle will suc-
ceed with a probability of 0.000001 on each iteration of the protocol. Provided 
that there is no MITM at the time the pairing is performed, the shared Link Key 
that is generated is computationally secure from even a passive eavesdropper 
that may have been present during the pairing. 

The sequence diagram of Authentication Stage 1 for the Numeric Comparison 
protocol from the cryptographic point of view is shown below:

Initiating 
Device A

Non-initiating 
Device B

1a. PKa

1b. PKb start computing DHKey
DHKey = P192 (SKb, PKa)

start computing DHKey
DHKey = P192 (SKa, PKb)

Public Key Exchange

Initiating 
Device A

Non-initiating 
Device B

Authentication Stage 1

Steps 2-8: Protocol dependent
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Figure 7.4:  Authentication Stage 1: Numeric Comparison Protocol Details 

After the public keys have been exchanged, each device selects a pseudo-ran-
dom 128-bit nonce (step 2). This value is used to prevent replay attacks and 
must be freshly generated with each instantiation of the pairing protocol. This 
value should be generated directly from a physical source of randomness or 
with a good pseudo-random generator seeded with a random value from a 
physical source.

Following this the responding device then computes a commitment to the two 
public keys that have been exchanged and its own nonce value (step 3c). This 
commitment is computed as a one-way function of these values and is trans-
mitted to the initiating device (step 4). The commitment prevents an attacker 
from changing these values at a later time.

The initiating and responding devices then exchange their respective nonce 
values (steps 5 and 6) and the initiating device confirms the commitment (step 
6a). A failure at this point indicates the presence of an attacker or other trans-
mission error and causes the protocol to abort. The protocol may be repeated 
with or without the generation of new public-private key pairs, but new nonces 
must be generated if the protocol is repeated.

Assuming that the commitment check succeeds, the two devices each com-
pute 6-digit confirmation values that are displayed to the user on their respec-
tive devices (steps 7a, 7b, and 8). The user is expected to check that these 6-

Initiating 
Device A

Non-initiating 
Device B

2b. Select random Nb

5. Na
6. Nb

7a. Va=g(PKa,PKb,Na,Nb) 7b. Vb=g(PKa,PKb,Na,Nb)

8. USER checks if Va=Vb and 
confirms on each end
(for no-display devices 

user confirms ‘ok’)

Authentication Stage 1:
NumericComparison

Proceed if user 
confirms ‘ok’

2a. Select random Na

3b. Set rb and ra to 0

3c. Compute commitment:
Cb=f1(PKb,PKa, Nb, 0)

4. Cb

6a. check  if  Cb=f1(PKb,PKa, Nb, 0)
If check fails , abort

3a. Set ra and rb to 0

Va and Vb are 6 digit numbers to be displayed on 
each side 

(for no-display devices numbers are NOT displayed )

Proceed if user 
confirms ‘ok’
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digit values match and to confirm if there is a match. If there is no match, the 
protocol aborts and, as before, new nonces must be generated if the protocol is 
to be repeated.

An active MITM must inject its own key material into this process to have any 
effect other than denial-of-service. A simple MITM attack will result in the two 6-
digit display values being different with probability 0.999999. A more sophisti-
cated attack may attempt to engineer the display values to match, but this is 
thwarted by the commitment sequence. If the attacker first exchanges nonces 
with the responding device, it must commit to the nonce that it will use with the 
initiating device before it sees the nonce from the initiating device. If the 
attacker first exchanges nonces with the initiating device, it must send a nonce 
to the responding device before seeing the nonce from the responding device. 
In each case, the attacker must commit to at least the second of its nonces 
before knowing the second nonce from the legitimate devices. It therefore can-
not choose its own nonces in such a way as to cause the display values to 
match.

7.2.2  Authentication Stage 1: Out of Band Protocol

The Out-of-Band protocol is used when authentication information has been 
received by at least one of the devices and indicated in the OOB Authentication 
Data Present parameter in the LMP IO capability exchange sequence. The 
mode in which the discovery of the peer device is first done in-band and then 
followed by the transmission of authentication parameters through OOB inter-
face is not supported. The sequence diagram for Authentication Stage 1 for 
Out of Band from the cryptographic point of view is shown below:

Abbott Ex. 1015 - 88/134



Secure Simple Pairing 30 June 2010

BLUETOOTH SPECIFICATION Version 4.0 [Vol 2] page 1097 of 1114

Security Specification

Figure 7.5:  Authentication Stage 1: Out of Band Details

Principle of operation: If both devices can transmit and/or receive data over 
an out-of-band channel, then mutual authentication will be based on the com-
mitments of the public keys (Ca and Cb) exchanged OOB in Authentication 
stage 1. If OOB communication is possible only in one direction (e.g., one 
device can only be read as e.g. is the case of a device equipped with a passive 
NFC tag), then authentication of the device receiving the OOB communication 
will be based on that device knowing a random number r sent via OOB. In this 
case, r must be secret: r can be created afresh every time, or access to the 
device sending r must be restricted. If r is not sent by a device, it is assumed to 
be 0 by the device receiving the OOB information in step 4a or 4b.

If the OOB communication cannot be tampered with (i.e. immune to a MITM 
attack), this association method is also not susceptible to MITM attack. Also, in 
the Out of Band protocol the size of authentication parameters (Ca, Cb and ra, 
rb) need not be restricted by what the user can comfortably read or type. For 
that reason the Out of Band protocol can be more secure than using the 
Numeric Comparison or Passkey Entry protocols. However, both devices need 
to have matching OOB interfaces.

Roles of A and B: The OOB Authentication Stage 1 protocol is symmetric with 
respect to the roles of A and B. It does not require that device A always will ini-

Initiating 
Device A

Non-initiating 
Device B

6b. Select random Nb

3b. Compute commitment 
Ca=f1(Pka,Pka,ra,0) and send 4a.

7. Na
8. Nb

Authentication Stage 1:
Out-Of-Band

6a. Select random Na

3b. Compute commitment 
Cb=f1(PKb,PKb,rb,0) and send 4b.

5a. If 4b received reset rb to the 
received value, and if 

Cb f1(PKb,PKb,rb,0) abort.
If 4b received and Device B’s IO 
capability does not indicate OOB 

authentication data present set set 
ra=0.

5b. If 4a received reset ra to the 
received value and if 

Ca f1(PKa,PKa,ra,0) abort.
If 4a received and Device A’s IO 
capability does not indicate OOB 
authentication data present set 

rb=0.

4b. B, rb, Cb

4a. A, ra, Ca

OR AND

2b. Set rb=rand, ra=02a. Set ra=rand, rb=0

OOB
Communication
A= bluetooth address of A

B = bluetooth address of B
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tiate pairing and it automatically resolves asymmetry in the OOB communica-
tion, e.g. in the case when one of the devices has an NFC tag and can only 
transmit OOB. 

Order of steps: The public key exchange must happen before the verification 
step 5. In the diagram the in-band public key exchange between the devices 
(step 1) is done before the OOB communication (step 4). But when the pairing 
is initiated by an OOB interface, public key exchange will happen after the 
OOB communication (step 1 will be between steps 4 and 5).

Values of ra and rb: Since the direction of the peer's OOB interface cannot be 
verified before the OOB communication takes place, a device should always 
generate and if possible transmit through its OOB interface a random number r 
to the peer. Each device applies the following rules locally to set the values of 
its own r and the value of the peer's r:

1. Initially, r of the device is set to a random number and r of the peer is 
set to 0 (step 2).

2. If a device has received OOB, it sets the peer's r value to what was 
sent by the peer (Step 5).

3. If the remote device's OOB Authentication Data parameter sent in the 
LMP IO capabilities exchange sequence is set to No OOB Data 
Received, it sets its own r value to 0 (Step 5) 

These rules ensure that when entering Authentication Stage 2, both A and B 
have the same values for ra and rb if OOB communication took place. 

7.2.3  Authentication Stage 1: Passkey Entry Protocol

The Passkey Entry protocol is used when LMP IO capability exchange 
sequence indicates that Passkey Entry shall be used. 

The sequence diagram for Authentication Stage 1 for Passkey Entry from the 
cryptographic point of view is shown in Figure 7.6.
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Figure 7.6:  Authentication Stage 1: Passkey Entry Details

The user inputs an identical Passkey into both devices. Alternately, the Pass-
key may be generated and displayed on one device, and the user then inputs it 
into the other (step 2). This short shared key will be the basis of the mutual 
authentication of the devices. Steps 3 through 8 are repeated k times for a k-bit 
Passkey --e.g., k=20 for a 6-digit Passkey (999999=0xF423F). 

In Steps 3-8, each side commits to each bit of the Passkey, using a long nonce 
(128 bits), and sending the hash of the nonce, the bit of the Passkey, and both 
public keys to the other party. The parties then take turns revealing their com-
mitments until the entire Passkey has been mutually disclosed. The first party 
to reveal a commitment for a given bit of the Passkey effectively reveals that bit 
of the Passkey in the process, but the other party then has to reveal the corre-
sponding commitment to show the same bit value for that bit of the Passkey, or 
else the first party will then abort the protocol, after which no more bits of the 
Passkey are revealed. 

This "gradual disclosure" prevents leakage of more than 1 bit of un-guessed 
Passkey information in the case of a MITM attack. A MITM attacker with only 
partial knowledge of the Passkey will only receive one incorrectly-guessed bit 
of the Passkey before the protocol fails. Hence, a MItM attacker who engages 

Initiating 
Device A

Non-initiating 
Device B

3b. Select random Nbi

7. Nai

5. Cai

8. Nbi

Authentication Stage 1:
Passkey Entry

3a. Select random Nai

2b. Inject secret rb; Set ra = rb

4b. Compute commitment :
Cbi=f1(PKb,PKa,Nbi,rbi)

Host

7a.check if  Cai=f1(PKa,PKb,Nai,rbi)
If check fails, abort

8a. check  if  Cbi=f1(PKb,Pka,Nbi,rai)
If check fails, abort

ra  = ra1 | ra2 | … ra20
rb  = rb1 | rb2 | … rb20

New random number is selected in 
each round

6. Cbi

Execute  20 times

4a. Compute commitment:
Cai=f1(PKa,PKb,Nai,rai)

2a. Inject secret ra; Set rb = ra
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first one side, then the other will only gain an advantage of at most two bits 
over a simple brute-force guesser which succeeds with probability 0.000001. 

The long nonce is included in the commitment hash to make it difficult to brute-
force even after the protocol has failed. The public Diffie-Hellman values are 
included to tie the Passkey protocol to the original ECDH key exchange, to pre-
vent a MItM from substituting the attacker's public key on both sides of the 
ECDH exchange in standard MItM fashion.

At the end of this stage, Na is set to Na20 and Nb is set to Nb20 for use in 
Authentication Stage 2.

7.3   PHASE 3: AUTHENTICATION STAGE 2

The second stage of authentication then confirms that both devices have suc-
cessfully completed the exchange. This stage is identical in all three protocols. 

Each device computes a new confirmation value that includes the previously 
exchanged values and the newly derived shared key (step 9). The initiating 
device then transmits its confirmation value which is checked by the respond-
ing device (step 10). If this check fails, it indicates that the initiating device has 
not confirmed the pairing, and the protocol must be aborted. The responding 
device then transmits its confirmation value which is checked by the initiating 
device (step 11). A failure indicates that the responding device has not con-
firmed the pairing and the protocol should abort.

Figure 7.7:  Authentication Stage 2

Initiating 
Device A

Non-initiating 
Device B

10b. check  

If check fails, abort

9a. compute  
Ea=f3(DHKey,Na,Nb,rb,IOcapA,A,B)

10. Ea

9b. compute  

Eb=f3(DHKey,Nb,Na,ra,IOcapB,B,A)
 If check fails , abort

11. Eb

“IOcapA” is the IO capability of A
“IOcapB” is the IO capability of B

A= bluetooth address of A
B = bluetooth address of B

Authentication Stage 2

Eb=f3(DHKey,Nb,Na,ra,IOcapB,B,A)

Ea=f3(DHKey,Na,Nb,rb,IOcapA,A,B)

11a. check
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7.4   PHASE 4: LINK KEY CALCULATION

Once both sides have confirmed the pairing, a link key is computed from the 
derived shared key and the publicly exchanged data (step 12). The nonces 
ensure the freshness of the key even if long-term ECDH values are used by 
both sides. This link key is used to maintain the pairing.

When computing the link key both parties shall input the parameters in the 
same order to ensure that both devices compute the same key: device A's 
parameters are those of the piconet master and device B's parameters are 
those of the piconet slave.

Figure 7.8:  Link Key Calculation

7.5   PHASE 5: LMP AUTHENTICATION AND ENCRYPTION 

The final phase in Simple Pairing is generating the encryption keys. This is the 
same as the final steps in legacy pairing.

7.6   ELLIPTIC CURVE DEFINITION

Simple Pairing uses the FIPS P-192 curve defined in [13]. Elliptic curves are 
specified by p, a, b and are of the form 

E: y2 = x3 + ax +b (mod p)

For each value of b a unique curve can be developed. In NIST P-192:

a = mod (-3, p)

b is defined and its method of generation can be verified by using 

SHA-1 (with a given seed s and using b2c = -27 (mod p))

The following parameters are given:

• The prime modulus p, order r, base point x-coordinate Gx, base point y-
coordinate Gy.

• The integers p and r are given in decimal form; bit strings and field elements 
are given in hex.
p = 6277101735386680763835789423207666416083908700390324961279

r = 6277101735386680763835789423176059013767194773182842284081

b = 64210519 e59c80e7 0fa7e9ab 72243049 feb8deec c146b9b1

Initiating 
Device A

Non-initiating 
Device B

12. Both parties compute link key
LK=f2(DHkey,Nmaster,Nslave,”btlk”, 
BD_ADDRmaster, BD_ADDRslave)

Link Key Calculation

Abbott Ex. 1015 - 93/134



30 June 2010 Secure Simple Pairing

BLUETOOTH SPECIFICATION Version 4.0 [Vol 2] page 1102 of 1114

Security Specification

Gx = 188da80e b03090f6 7cbf20eb 43a18800 f4ff0afd 82ff1012

Gy = 07192b95 ffc8da78 631011ed 6b24cdd5 73f977a1 1e794811

The function P192 is defined as follows. Given an integer u, 0 < u < r, and a 
point V on the curve E, the value P192(u,V) is computed as the x-coordinate of 

the uth multiple uV of the point V.

The private keys shall be between 1 and r/2, where r is the Order of the Abelian 

Group on the elliptic curve (e.g. between 1 and 2192/2).

7.7   CRYPTOGRAPHIC FUNCTION DEFINITIONS

In addition to computing the Elliptic Curve Diffie Hellman key, the Numeric 
Comparison, Out-of-Band and Passkey Entry protocols require four crypto-
graphic functions. These functions are known as f1, g, f2 and f3.

f1 is used to generate the 128-bit commitment values Ca and Cb

g is used to compute the 6-digit numeric check values

f2 is used to compute the link key and possible other keys from the DHKey 
and random nonces

f3 is used to compute check values Ea and Eb in Authentication Stage 2.

The basic building block for these functions is based on as it already exists in 
the key derivation function E3 (which is the same as E1 but with a larger input).

Inside the f1, g, f2, and f3 cryptographic functions, when a multi-octet integer 
input parameter is used as input to the SHA-256 and HMAC-SHA-256 func-
tions, the most significant octet of the integer parameter shall be the first octet 
of the stream and the least significant octet of the integer parameter shall be 
the last octet of the stream. The output of the f1, g, f2 and f3 cryptographic 
functions is a multi-octet integer where the first octet out of SHA-256 and 
HMAC-SHA-256 shall be the MSB and the last octet shall be the LSB of that 
parameter.

Inside the h2 cryptographic function, when a multi-octet integer input parame-
ter is used as input to the SHA-256 and HMAC-SHA-256 functions, the most 
significant octet of the integer parameter shall be the last octet of the stream 
and the least significant octet of the integer parameter shall be the first octet of 
the stream. The output of the h2 cryptographic function is a multi-octet integer 
where the first octet out of SHA-256 and HMAC-SHA-256 shall be the LSB and 
the last octet shall be the MSB of that parameter.

7.7.1  The Simple Pairing Commitment Function f1

The commitments are computed with function f1. The definition of the Simple 
Pairing commitment function makes use of the MAC function HMAC based on 
SHA-256x, which is denoted as HMAC-SHA-256X with 128-bit key X.
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The inputs to the Simple Pairing function f1 are:

U is 192 bits

V is 192 bits

X is 128 bits

Z is 8 bits

Z is zero (i.e. 8 bits of zeros) for Numeric Comparison and OOB protocol. In the 
Passkey protocol the most significant bit of Z is set equal to one and the least 
significant bit is made up from one bit of the passkey e.g. if passkey is '1' then 
Z = 0x81 and if the passkey is '0' then Z = 0x80. 

The output of the Simple Pairing f1 function is:

f1(U, V, X, Z) = HMAC-SHA-256X (U || V || Z) / 2128

The inputs to f1 are different depending on the different protocols.

where PKax denotes the x-coordinate of the public key PKa of A. Similarly, 
PKbx denotes the x-coordinate of the public key PKb of B. Nai is the nonce 

value of ith round. For each round Nai value is a new 128 bit number. Similarly, 
rai is one bit value of the passkey expanded to 8 bits (either 0x80 or 0x81).

7.7.2  The Simple Pairing Numeric Verification Function g

The Simple Pairing g function is defined as follows:

The inputs to the Simple Pairing function g are:

U is 192 bits

V is 192 bits

X is 128 bits

Y is 128 bits

The output of the Simple Pairing g function is:

g(U, V, X, Y) = SHA-256(U || V || X || Y) mod 232

The numeric verification value is taken as six least significant digits of the 32-bit 
integer g(PKax, PKbx, Na, Nb) where PKax denotes the x-coordinate of the 

Numeric Comparison Out-Of-Band Passkey Entry

Ca = f1(PKax, PKbx, Na, 0) Ca = f1(PKax, PKax, Ra, 
0)

Cai = f1(PKax, PKbx, Nai, rai)

Cb = f1(PKbx, PKax, Nb, 0) Cb = f1(PKbx, PKbx, Rb, 
0)

Cbi = f1(PKbx, PKax, Nbi, rbi)

Table 7.2:  Inputs to f1 for the different protocols
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public key PKa of A and PKbx denotes the x-coordinate of the public key PKb 
of B.

Output of SHA-256 is truncated to 32 bits by taking the least significant 32 bits 
of the output of SHA-256. This value is converted to decimal numeric value. 
The checksum used for numeric comparison is the least significant six digits. 

Compare Value = g (U, V, X, Y) mod 106

For example, if output = 0x 01 2e b7 2a then decimal value = 19838762 and 
the checksum used for numeric comparison is 838762.

7.7.3  The Simple Pairing Key Derivation Function f2

The definition of the Simple Pairing key derivation function makes use of the 
MAC function HMAC based on SHA-256, which is denoted as HMAC-SHA-
256W with 192-bit key W.

The inputs to the Simple Pairing function f2 are:

W is 192 bits

N1 is 128 bits

N2 is 128 bits

keyID is 32 bits

A1 is 48 bits

A2 is 48 bits

The string "btlk" is mapped into keyID using extended ASCII1 as follows:

keyID[0] = 0110 1011 (lsb)

keyID[1] = 0110 1100

keyID[2] = 0111 0100

keyID[3] = 0110 0010

KeyID = 0x62746c6b

The output of the Simple Pairing f2 function is:

f2(W, N1, N2, KeyID, A1, A2) = HMAC-SHA-256W (N1 || N2|| KeyID || A1|| A2) / 2128

The output of f2 is taken as the 128 most significant (leftmost) bits of the output 
of HMAC-SHA-256.

1. ISO/IEC 8859-1
(see www.iso.org)
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The link key is then calculated as:

LK = f2(DHKey, N_master, N_slave, "btlk", BD_ADDR_master, BD_ADDR_slave)

7.7.4  The Simple Pairing Check Function f3

The definition of the Simple Pairing f3 check function makes use of the MAC 
function HMAC based on SHA-256, which is denoted as HMAC-SHA-256W
with 192-bit key W.

The inputs to the Simple Pairing function f3 are

W is 192 bits

N1 is 128 bits

N2 is 128 bits

R is 128 bits

IOcap is 24 bits

A1 is 48 bits

A2 is 48 bits

IOcap is three octets with the most significant octet as the Authentication 
Requirements parameter, the middle octet as the LMP Out-of-Band Authentica-
tion Data parameter, and the least significant octet as the LMP IO capability 
parameter. 

The output of the Simple Pairing f3 function is: 

f3(W, N1, N2, R, IOcap, A1, A2) = HMAC-SHA-256W (N1 || N2 || R || IOcap || A1 || A2) / 2128

The output of f3 is taken as the 128 most significant (leftmost) bits of the output 
of HMAC-SHA-256. The check values are computed with function f3. The 
inputs to f3 are different depending on the different protocols:

DHKey denotes the shared secret Diffie-Hellman Key computed as P192(SKa, 
PKb) by A and as P192(SKb, PKa) by B. Adata denotes the capability data of A 
and Bdata denotes the capability data of B. In Passkey Entry, the data ra and 
rb are 6-digit passkey values which are expressed as a 128-bit integer. For 
instance,

if the 6-digit value of ra is 131313 

Numeric Comparison Out-Of-Band Passkey Entry

Ea = f3(DHKey, Na, Nb, 
0, IOcapA, A, B)

Ea = f3(DHKey, Na, Nb, 
rb, IOcapA, A, B)

 Ea = f3(DHKey, Na20, Nb20, rb, 
IOcapA, A, B)

Eb = f3(DHKey, Nb, Na, 
0, IOcapB, B, A)

Eb = f3(DHKey, Nb, Na, 
ra, IOcapB, B, A)

Eb = f3(DHKey, Nb20, Na20, ra, 
IOcapB, B, A)

Table 7.3:  Inputs to f3 for the different protocols
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then R = 0x 00 00 00 00 00 00 00 00 00 00 00 00 00 02 00 f1. 

The input A is the BD_ADDR of device A and the input B is the BD_ADDR of 
device B.

7.7.5  The Simple Pairing AMP Key Derivation Function h2

The definition of the Simple Pairing dedicated AMP key derivation function 
makes use of the MAC function HMAC based on SHA-256, which is denoted 
as HMAC-SHA-256W with 256-bit key W.

The inputs to the Simple Pairing function h2 are as follows:

W is 256 bits

keyID is 32 bits

L is 8 bits

The output of the Simple Pairing h2 function is as follows:

h2(W, keyID, L) = HMAC-SHA-256W (keyID) / 2256-(L*8)

For each Dedicated AMP, a fixed value of the key identifier KeyID is specified. 
A master key MKAMP of length LAMP, 0 LAMP  32, is computed as 

MKAMP = h2 (GAMP_LK, keyIDAMP, LAMP).

7.7.5.1  Initial GAMP_LK Creation

The Generic AMP Link Key (GAMP_LK) shall be created every time the link 
key (LK) is changed or created using the f2 function (see Section 7.7.3). When-
ever the GAMP_LK is created, all dedicated AMP link keys associated with the 
remote BD_ADDR shall be discarded.

A fixed value of the key identifier KeyID is specified ('gamp'). The string 'gamp' 

is mapped into keyID using extended ASCII1 as follows:

keyID[0] = 0111 0000 (lsb)

keyID[1] = 0110 1101

keyID[2] = 0110 0001

keyID[3] = 0110 0111

keyID = 0x67616d70

The initial GAMP_LK shall be created in the Host using the h2 function. 

GAMP_LK = h2 (W, 'gamp', 32)

Where W = LK || LK

1. (see www.iso.org)ISO_8859-1
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7.7.5.2  Dedicated AMP Link Key Generation

Each AMP uses a defined keyID and keyLength. Both values are defined in the
Assigned numbers page.

A dedicated AMP link key is computed as 

Dedicated_AMP_Link_Key = h2 (GAMP_LK, keyID, keyLength)

7.7.5.3  GAMP_LK Regeneration

Each time the GAMP_LK is used to generate a valid dedicated AMP link key it 
shall be regenerated by computing

New_ GAMP_LK = h2 (GAMP_LK, 'gamp', 32)

and then setting

GAMP_LK = New_GAMP_LK

7.7.5.4  Debug AMP Link Key Generation

When the BR/EDR link key is a debug link key, the dedicated AMP link keys 
are set equal to the keyLength least significant octets of the Generic AMP link 
key. When debug link keys are used, the Generic AMP link key shall not be 
regenerated.
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8  AMP SECURITY

8.1   CREATION OF THE INITIAL GENERIC AMP LINK KEY

AMP security starts any time the BR/EDR link key is created or changed. This 
may be as the result of the f2 function during Phase 4 of the Secure Simple 
Pairing process (see Section 7.7.3) or due to a change connection link key pro-
cedure. The initial Generic AMP link key, GAMP_LK, is created with the h2 
function using the BR/EDR Link Key concatenated together with itself to form a 
256-bit value and with the KeyID 'gamp' (see Section 7.7.5.1). The Generic 
AMP Link Key (GAMP_LK) is stored in the security database alongside the BR/
EDR Link Key once pairing has completed.

Whenever the Generic AMP Link Key is created, all Dedicated AMP Link Keys 
associated with the remote device shall be discarded and any active AMP 
Physical Links to the remote device shall be disconnected. Note that when a 
Host initiates a Change Connection Link Key procedure, all active AMP physi-
cal links between the two devices will be disconnected.

Since AMP security does not affect the BR/EDR Link Key, backwards compati-
bility is maintained for devices that support the Generic AMP feature with 
devices that do not. The Generic AMP Link Key is generated as part of Secure 
Simple Pairing regardless of whether the devices both support the Generic 
AMP feature or any AMP in common.

8.2   CREATION OF DEDICATED AMP LINK KEYS

When an AMP is used for the first time, a dedicated AMP key is created by the 
AMP Manager for that AMP type using the new Secure Simple Pairing function 
h2 and a KeyID for the AMP type. The length of the Dedicated AMP Link Key 
depends on the AMP Type. If the Dedicated AMP Link Key already exists due 
to a previous connection the AMP link key is not created and the stored key is 
reused.

The Dedicated AMP Link Key is sent down to the PAL in the HCI Create Physi-
cal Link and HCI Accept Physical Link commands (see [Vol. 2], Part E Section 
7.1.37 and [Vol. 2], Part E Section 7.1.38). Each PAL is responsible for estab-
lishing security from the Dedicated AMP Link Key. Note that a Dedicated AMP 
Link Key may be used for multiple sessions over the same AMP.

Each time a dedicated AMP key is created and the AMP Create Physical Link 
sequence completes successfully (see [Vol. 3], Part E Section 2.3.3), the 
Generic AMP Link Key is updated. This is performed using the h2 function with 
KeyID 'gamp.' If the AMP Create Physical Link sequence does not complete 
successfully, the dedicated AMP link key shall be discarded and the Generic 
AMP Link Key shall not be updated.
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Figure 8.1The following figure shows an overview of the AMP key generation in 
the Host.

Figure 8.1:  AMP key generation in Host

Creation of the dedicated AMP keys and updates to the Generic AMP Link Key 
are the responsibility of the AMP Manager (see [Vol. 3], Part E Section 2.3.3).

8.3   DEBUG CONSIDERATIONS

Since the AMP architecture requires encryption to be enabled on each AMP, in 
order to support sniffers for debug as well as to enable testing over the air, pro-

Run h2 function with 
keyID and keyLength set 

for the selected AMP 
type

Use result in Create_Physical_Link or 
Accept_Physical_Link command.

AMP 
Security 

Handshake 
Complete 

Successfully
?

Run h2 function with 
‘gamp’ and replace 

GAMP_LK

Yes

No

Debug Link 
Key Type?

No

Yes

PMK exists 
for AMP 
type?

No

Yes

Use keyLength least significant octets of 
GAMP_LK in Create_Physical_Link or 

Accept_Physical_Link command.

AMP 
Security 

Handshake 
Complete 

Successfully
?

No

Use stored key in Create_Physical_Link 
or Accept_Physical_Link command.

AMP 
Security 

Handshake 
Complete 

Successfully
?

No

Yes Yes

Abbott Ex. 1015 - 101/134



30 June 2010 AMP Security

BLUETOOTH SPECIFICATION Version 4.0 [Vol 2] page 1110 of 1114

Security Specification

visions need to be made in the AMP architecture to support debug combination 
keys. In this document, this is supported in two ways:

• Passing the link key type along with the link key (and length) in the 
HCI_Create_Physical_Link and HCI_Accept_Physical_Link commands and

• Requiring that the GAMP_LK is used as the dedicated AMP key when the 
key type is set to "debug combination key.”
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5  SECURITY ASPECTS

5.1   AUTHENTICATION

5.1.1 Purpose

The generic authentication procedure describes how the LMP-authentication 
and LMP-pairing procedures are used when authentication is initiated by one 
Bluetooth device towards another, depending on if a link key exists or not and if 
pairing is allowed or not.

5.1.2 Term on UI level

 ‘Bluetooth authentication’.

Procedure Ref. Support

1 Authentication 5.1 M

2 Security modes 5.2

Security mode 1 E

Security mode 2 O.1

Security mode 3 E

Security mode 4 M

O.1: Security Mode 2 may only be used for backwards compatibility when the remote device 
does not support Secure Simple Pairing.

Table 5.1: Conformance requirements related to the generic authentication procedure and the 
security modes defined in this section
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5.1.3 Procedure

Figure 5.1: Definition of the generic authentication procedure.

5.1.4 Conditions

The local device shall initiate authentication after link establishment. The 
remote device may initiate security during or after link establishment.

5.2   SECURITY MODES

The following flow chart provides an overview of the channel establishment 
procedures.
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Figure 5.2: Channel establishment with security.

A device may support two security modes simultaneously: security mode 2 for 
backwards compatibility with remote devices that do not support Secure Sim-
ple Pairing and security mode 4 for devices that support Secure Simple Pair-
ing.

5.2.1 Legacy Security Modes

Legacy security modes apply to those devices with a Controller or a Host that 
does not support SSP. 

Paging

Link Setup

Security initiated 
by remote device?

LMP_host_conne
ction_req

Yes

LMP_accepted

No

Link Setup 
complete

Figure 5.3

Responding 
Device version?

Role?Initiating Side Responding Side

Figure 5.4
(Security Mode 4)

Figure 5.5
(Security Mode 4)Security Mode 2

2.0 or earlier
2.1 or later

(pre-2.1 only)

Abbott Ex. 1015 - 105/134



30 June 2010 Security Aspects

BLUETOOTH SPECIFICATION Version 4.0 [Vol 3] page 298 of 656

Generic Access Profile

5.2.1.1  Security mode 1 (non-secure)

When a remote Bluetooth device is in security mode 1 it will never initiate any 
security procedure (i.e., it will never send LMP_au_rand, LMP_in_rand or 
LMP_encryption_mode_req).

5.2.1.2  Security mode 2 (service level enforced security)

When a remote Bluetooth device is in security mode 2 it will not initiate any 
security procedure before a channel establishment request 
(L2CAP_ConnectReq) has been received or a channel establishment proce-
dure has been initiated by itself. (The behavior of a device in security mode 2 is 
further described in [6].) Whether a security procedure is initiated or not 
depends on the security requirements of the requested channel or service.

A Bluetooth device in security mode 2 should classify the security requirements 
of its services using at least the following attributes:

• Authorization required

• Authentication required

• Encryption required

Note: Security mode 1 can be considered (at least from a remote device point 
of view) as a special case of security mode 2 where no service has registered 
any security requirements.

5.2.1.3  Security mode 3 (link level enforced security)

When a remote Bluetooth device is in security mode 3 it will initiate security 
procedures before it sends LMP_setup_complete.

A Bluetooth device in security mode 3 may reject the host connection request 
(respond with LMP_not_accepted to the LMP_host_connection_req) based on 
settings in the host (e.g., only communication with pre-paired devices allowed).
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Figure 5.3: Security mode 3 with a legacy remote device

5.2.2  Security Mode 4 (service level enforced security)

A Bluetooth device in security mode 4 shall classify the security requirements 
of its services using at least the following attributes (in order of decreasing 
security):

• Authenticated link key required

• Unauthenticated link key required

• Security optional – SDP only. Limited to specific services (see Section
5.2.2.8).

An authenticated link key is a link key where either the numeric comparison, 
out-of-band, or passkey entry simple pairing association models were used. An 
authenticated link key has protection against man-in-the-middle (MITM) 
attacks. To ensure that an authenticated link key is created during the Simple 
Pairing procedure, the Authentication_Requirements parameter should be set 
to one of the MITM Protection Required options. An unauthenticated link key is 
a link key where the just works Secure Simple Pairing association model was 
used. An unauthenticated link key does not have protection against MITM 
attacks.

When both devices support Secure Simple Pairing, GAP shall require at least 
an unauthenticated link key and enabling encryption for all connections except 
those allowed to have security level 0 (see Section 5.2.2.8). A profile or proto-
col may define services that require more security (e.g., an authenticated link 
key) or no security (although unencrypted connections are only allowed when 
connecting to a service allowed to have security level 0). To allow an unauthen-
ticated link key to be created during the Simple Pairing procedure, the 
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Authentication_Requirements parameter may be set to one of the MITM Pro-
tection Not Required options.

When the device is in Bondable Mode, it shall enable Secure Simple Pairing 
mode prior to entering Connectable Mode or establishing a link. 

A Bluetooth device in security mode 4 shall respond to authentication requests 
during link establishment when the remote device is in security mode 3 for 
backwards compatibility reasons.

A Bluetooth device in security mode 4 enforces its security requirements before 
it attempts to access services offered by a remote device and before it grants 
access to services it offers to remote devices. Service access may occur via 
L2CAP channels or via channels established by protocols above L2CAP such 
as RFCOMM.

For services transmitting unicast data over the connectionless L2CAP channel, 
the transmitting device shall enforce its security requirements prior to sending 
data. There is no mechanism for a device receiving data via the L2CAP con-
nectionless channel to prevent unencrypted data from being received. Hence, 
Section 5.2.2.1 addresses unicast connectionless data transmission together 
with devices initiating connection-oriented channels while Section 5.2.2.2 cov-
ers only devices responding to requests for connection-oriented channel estab-
lishment but does not cover unicast connectionless data reception.

5.2.2.1  Security for Access to Remote Service (Initiating Side)

When the responding device does not support Secure Simple Pairing, it may 
disconnect the link while the initiating device is requesting the PIN to be 
entered by the user. This may occur due to the lack of an L2CAP channel being 
present for longer than an implementation-specific amount of time (e.g., a few 
seconds). When this occurs, the initiating device shall allow the user to com-
plete entering the PIN and shall then re-page the remote device and restart the 
pairing procedure (see [Vol. 2, Part C] Section 4.2.2 on page 249) using the 
PIN entered.

5.2.2.1.1  Pairing Required for Access to Remote Service

When a Bluetooth device in security mode 4 initiates access to a remote ser-
vice via a connection-oriented L2CAP channel and a sufficient link-key is not 
available, the local device shall perform pairing procedures and enable encryp-
tion before sending a channel establishment request (L2CAP_ConnectReq or 
a higher-layer channel establishment request such as that of RFCOMM).

When a Bluetooth device in security mode 4 transmits data to a remote service 
via the unicast connectionless L2CAP channel and a sufficient link-key is not 
available, the local device shall perform pairing procedures and enable encryp-
tion before transmitting unicast data on the connectionless L2CAP channel.
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See Section 5.2.2.8 on page 310 for details on determining whether or not a 
link key is sufficient.

If pairing does not succeed, the local device shall not send a channel establish-
ment request. The local device may re-try pairing up to three (3) times. If pair-
ing fails three consecutive times, the local device shall disconnect the ACL link 
with error code 0x05 - Authentication Failure.

If the link key generated is not at least as good as the expected or required 
type, the local device shall fail the establishment and may disconnect the ACL 
link with error code 0x05 - Authentication Failure.

5.2.2.1.2  Authentication Required for Access to Remote Service

When a Bluetooth device in security mode 4 initiates access to a remote ser-
vice via a connection-oriented L2CAP channel and a sufficient link key is avail-
able for the remote device, it shall authenticate the remote device and enable 
encryption before sending a channel establishment request 
(L2CAP_ConnectReq or higher a layer-channel establishment request such as 
that of RFCOMM).

When a Bluetooth device in security mode 4 transmits unicast data to a remote 
service via the connectionless L2CAP channel and security is required for the 
application and a sufficient link-key is available then the local device shall 
authenticate the remote device and enable encryption before transmitting uni-
cast data on the L2CAP connectionless channel.

See Section 5.2.2.8 on page 310 for details on determining whether or not a 
link key is sufficient.

If authentication is required by the service but does not succeed, or if a suffi-
cient link-key is not available, then the local device shall not enable encryption 
and shall not send a channel establishment request and shall not send any uni-
cast data via the L2CAP connectionless channel for that application. The host 
may then notify the user and offer to perform pairing.
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Figure 5.4: Channel establishment using security mode 4 for initiating side
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5.2.2.2  Security for Access to Local Service by Remote Device (Responding 
Side)

When a remote device attempts to access a service offered by a Bluetooth 
device that is in security mode 4 and a sufficient link key exists and authentica-
tion has not been performed the local device shall authenticate the remote 
device and enable encryption after the channel establishment request is 
received but before a channel establishment confirmation 
(L2CAP_ConnectRsp with result code of 0x0000 or a higher-level channel 
establishment confirmation such as that of RFCOMM) is sent.

When L2CAP is the channel establishment protocol being used for the 
requested service, an L2CAP_ConnectRsp signaling packet shall be sent by 
the responding device containing the result code 0x0001 (connection pending) 
following receipt of an L2CAP_ConnectReq and prior to initiating security pro-
cedures which can result in prompting the local user for input (e.g., pairing 
using a PIN or Secure Simple Pairing using either the Passkey entry or Numer-
ical Comparison association models). This will stop the L2CAP RTX timer on 
the remote device (which may be as short as 1 second) and will invoke the 
ERTX timer on the remote device, which is a minimum duration of 60 seconds.

See [Vol. 3, Part A] Section 6.1.7 on page 110, for additional information on 
L2CAP RTX and ERTX timers. See also [Vol. 3, Part A] Section 4.3 on page 59
for additional information on the L2CAP_ConnectRsp signalling packet, and 
the defined result codes.

Higher layer channel establishment protocols should be designed to restrict 
timeouts to be 30 seconds or longer to allow for user input, or provide mecha-
nisms to dynamically extend timeouts when user input may be required.

If authentication or pairing fails when a remote device is attempting to access a 
local service, the local device shall send a negative response to the channel 
establishment request (L2CAP_ConnectReq or channel_est_req) indicating a 
security issue if possible. If the channel establishment protocol is L2CAP, then 
the result code 0x0003 (connection refused - security block) shall be sent in the 
L2CAP_ConnectRsp signal.

If the remote device has indicated support for Secure Simple Pairing, a channel 
establishment request is received for a service other than SDP, and encryption 
has not yet been enabled, then the local device shall disconnect the ACL link 
with error code 0x05 - Authentication Failure.

5.2.2.2.1  Pairing Required for Access to Local Service by Remote Device

When a remote device attempts to access a service offered by a Bluetooth 
device that is in security mode 4 and pairing is required due to the link key 
being absent or insufficient, the local device shall perform pairing procedures 
and enable encryption after the channel establishment request is received and 
before a channel establishment confirmation (L2CAP_ConnectRsp with result 
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code of 0x0000 or a higher-level channel establishment response such as that 
of RFCOMM) is sent.

See Section 5.2.2.6 for details on determining whether or not a link key is suffi-
cient.

If pairing does not succeed, then the local device shall not send a channel 
establishment confirmation. The local device may retry pairing up to three (3) 
times. If pairing fails three consecutive times, then the local device shall dis-
connect the ACL link with error code 0x05 - Authentication Failure.

If the link-key generated is not at least as good as the expected or required 
type, then the local device shall fail the channel establishment and may discon-
nect the ACL link with error code 0x05 - Authentication Failure.

5.2.2.2.2  Authentication Required for Access to Local Service by Remote 
Device

See Section 5.2.2.6 for details on determining whether or not a link key is suffi-
cient.

If authentication does not succeed, then the local device shall not send a chan-
nel establishment confirmation. The host may at this point notify the user and 
offer to perform pairing.

A Bluetooth device in security mode 4 shall respond to authentication and pair-
ing requests during link establishment when the remote device is in security 
mode 3 for backwards compatibility reasons. However, authentication of the 
remote device shall be performed after the receipt of the channel establishment 
request is received, and before the channel establishment response is sent.
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Figure 5.5: Channel establishment using security mode 4 for the responding side
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link key may or may not be stored. When the link key is stored, subsequent 
connections to the same device will use authentication but this may fail if the 
remote device has deleted the link key. Table 5.1 defines what shall be done 
depending on the type of the link key and whether bonding was performed or 
not.

Note that non-bonded authenticated or unauthenticated link keys may be con-
sidered disposable by either device and may be deleted at any time.

5.2.2.4  IO Capabilities

Once a connection is established, if the Host determines that security is neces-
sary and both devices support Secure Simple Pairing, the devices perform an 
IO capability exchange. The purpose of the IO capability exchange is to deter-
mine the authentication algorithm used in the Authentication Stage 1 phase of 
Simple Pairing. 

The input and output capabilities are described in Table 5.2:

Link Key Type
Devices
Bonded? Action to take when Authentication Fails

Combination No Depends on security policy of the device:

• Option 1: Automatically initiate pairing

• Option 2: Notify user and ask if pairing is ok

Option 2 is recommended.

Combination Yes Notify user of security failure

Unauthenticated No Depends on security policy of the device:

• Option 1: Automatically initiate secure simple pairing

• Option 2: Notify user and ask if secure simple pairing is 
ok.

Option 1 is recommended.

Unauthenticated Yes Notify user of security failure

Authenticated No Depends on security policy of the device:

• Option 1: Automatically initiate secure simple pairing

• Option 2: Notify user and ask if secure simple pairing is 
ok

Option 2 is recommended.

Authenticated Yes Notify user of security failure

Table 5.1: Simple Pairing after Authentication Failure

Capability Description

No input Device does not have the ability to indicate 'yes' or 'no'

Table 5.2: User Input Capabilities
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Note: 'yes' could be indicated by pressing a button within a certain time limit 
otherwise 'no' would be assumed.

5.2.2.5  Mapping of Input / Output Capabilities to IO Capability

The individual input and output capabilities are mapped to a single IO capability 
which is later used to determine which authentication algorithm will be used.

When a device has OOB authentication information from the remote device, it 
will indicate it in the LMP_IO_Capability_Res PDU. When either device has 
OOB information, the OOB authentication method will be used.

The Host may allow the Link Manager to ignore the IO capabilities and use the 
Numeric Comparison protocol with automatic accept by setting the 
Authentication_Requirements parameter to one of the MITM Protection Not 
Required options.

Yes / No Device has at least two buttons that are mapped easily to 'yes' and 'no' or 
the device has a mechanism whereby the user can indicate either 'yes' or 
'no' (see note below).

Keyboard Device has a numeric keyboard that can input the numbers '0' through '9' 
and a confirmation. Device also has two buttons that can be easily mapped 
to 'yes' and 'no' or the device has a mechanism whereby the user can indi-
cate either 'yes' or 'no' (see Note below).

Capability Description

No output Device does not have the ability to display or communicate a 
6 digit decimal number

Numeric output Device has the ability to display or communicate a 6 digit dec-
imal number

Table 5.3: User Output Capabilities

No Output Numeric Output

No input NoInputNoOutput DisplayOnly

Yes / No NoInputNoOutput DisplayYesNo

Keyboard KeyboardOnly DisplayYesNo

Table 5.4: IO Capability mapping

Capability Description

Table 5.2: User Input Capabilities

Local Output Capacity

Local Input Capacity
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5.2.2.6  IO and OOB Capability Mapping to Authentication Stage 1 Method

Determining which association model to use in Authentication Stage 1 is per-
formed in three steps. First, the devices look at the OOB Authentication Data 
Present parameter received in the remote IO capabilities. If either device has 
received OOB authentication data then the OOB association model is used. 
The event of receiving the OOB information is indicated by a device to its peer 
in the IO Capability Exchange step of simple pairing.

Second, if neither device has received OOB authentication data and if both 
devices have set the Authentication_Requirements parameter to one of the 
MITM Protection Not Required options, authentication stage 1 shall function as 
if both devices set their IO capabilities to DisplayOnly (e.g., Numeric compari-
son with automatic confirmation on both devices).

Finally, if neither device has received OOB authentication data and if one or 
both devices have set the Authentication_Requirements parameter to one of 
the MITM Protection Required options, the IO and OOB capabilities are 
mapped to the authentication stage 1 method as defined in the following table. 
A Host that has set the Authentication_Requirements parameter to one of the 
MITM Protection Required options shall verify that the resulting Link Key is an 
Authenticated Combination Key (see Section 7.7.24 in Host Controller Inter-
face Functional Specification). The table also lists whether the combination key 
results in an authenticated or unauthenticated link key.

Note: The "DisplayOnly" IO capability only provides unidirectional authentica-
tion.

5.2.2.7  Out of Band (OOB)

An out of band mechanism may also be used to communicate discovery infor-
mation as well as other information related to the pairing process. 

The contents of the OOB data block are:

Mandatory contents:

Has not received remote 
OOB authentication data

Has received remote OOB 
authentication table

Has not received 
remote OOB 
authentication data

Use the IO capability mapping 
table

Use OOB association with
ra = 0
rb from OOB

Has received remote 
OOB authentication 
data

Use OOB association with
ra from OOB
rb = 0

Use OOB association with

ra from OOB
rb from OOB

Table 5.5: IO and OOB capability mapping

Device A

Device B
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• Length (2 bytes)

• BD_ADDR (6 bytes)

Optional contents:

• Class of Device (3 bytes)

• Simple Pairing Hash C (16 bytes)

• Simple Pairing Randomizer R (16 bytes)

• Local name (variable length)

• Other information

Display Only DisplayYesNo KeyboardOnly
NoInputNoOut
put

DisplayOnly

Numeric Com-
parison with 
automatic con-
firmation on 
both devices.

Unauthenti-
cated

Numeric Com-
parison with 
automatic con-
firmation on 
device B only.

Unauthenti-
cated

Passkey Entry: 
Responder Dis-
play, Initiator 
Input.

Authenticated

Numeric Com-
parison with 
automatic con-
firmation on 
both devices.

Unauthenti-
cated

DisplayYesNo

Numeric Com-
parison with 
automatic con-
firmation on 
device A only.

Unauthenti-
cated

Numeric Com-
parison: Both 
Display, Both 
Confirm.

Authenticated

Passkey Entry: 
Responder Dis-
play, Initiator 
Input.

Authenticated

Numeric Com-
parison with 
automatic con-
firmation on 
device A only.

Unauthenti-
cated

Keyboard Only

Passkey Entry: 
Initiator Dis-
play, 
Responder 
Input.

Authenticated

Passkey Entry: 
Initiator Dis-
play, 
Responder 
Input.

Authenticated

Passkey Entry: 
Initiator and 
Responder 
Input.

Authenticated

Numeric Com-
parison with 
automatic con-
firmation on 
both devices.

Unauthenti-
cated

NoInputNoOut
put

Numeric Com-
parison with 
automatic con-
firmation on 
both devices.

Unauthenti-
cated

Numeric Com-
parison with 
automatic con-
firmation on 
device B only.

Unauthenti-
cated

Numeric Com-
parison with 
automatic con-
firmation on 
both devices.

Unauthenti-
cated

Numeric Com-
parison with 
automatic con-
firmation on 
both devices.

Unauthenti-
cated

Table 5.6: IO Capability Mapping to Authentication Stage 1

Initiator A

B Responder
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The length field includes all bytes in the OOB data block including the length 
field itself. The BD_ADDR will be a fixed field in the beginning of the OOB data 
block. Following the BD_ADDR will be zero or more EIR tag fields containing 
optional contents. The EIR tag format will be used for the optional contents.

Figure 5.6: OOB Data Block Format

If Simple Pairing fails when one or both devices have OOB Authentication Data 
present, both devices shall discard the OOB Authentication Data and the 
device that originally initiated authentication shall re-initiate authentication. 
Note that although the user may get involved in authentication as defined by 
the IO capabilities of the two devices, falling back to the in-band authentication 
method will prevent deadlock conditions when one or both devices has stale 
OOB Authentication Data.

5.2.2.8  Security Database

A Bluetooth device in security mode 4 shall classify the security requirements 
of its services using at least the following levels attributes (in order of decreas-
ing security) for use when pairing with remote devices supporting Secure Sim-
ple Pairing:

• Level 3, for services with the following attributes:

MITM protection required

Encryption required

User interaction acceptable

• Level 2, for services with the following attributes:

MITM protection not required

Encryption required

• Level 1, for services with the following attributes:

n octets Length - n octets

OOB Data Block

Mandatory Part Optional parts

1 octet Length octets

Length Data

EIR Data 
Structure 1

EIR Data 
Structure 2

EIR Data
Structure NBD_ADDR ...

EIR Data Type EIR Data

LENGTH
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MITM protection not required

Minimal user interaction desired

One additional level is permitted for L2CAP fixed signaling channels (CIDs 
0x0001, 0x0003 and 0x003F),SDP and for some service traffic sent via the 
connectionless L2CAP channel for services that do not require security but 
shall not be used for any other service traffic:

• Level 0: Service requires the following:

MITM protection not required

No encryption required

No user interaction required

Level 0 may only be used for Services with the following Service Class 
UUIDs:

0x1000 + BASE_ID (Service Discovery Server)

The security level required for each service offered should be stored in a secu-
rity database that is accessed to determine the type of link key that is required 
for access to the respective service. The security level required for service data 
transmitted on an L2CAP connection-oriented channel may differ from the 
security level required for service data transmitted on another L2CAP connec-
tion-oriented channel or on the connectionless L2CAP channel. Table 5.7 on 
page 311 shows the type of link key required for each security level for both 
remote devices that support Secure Simple Pairing (v2.1 + EDR remote 
devices) and for those that do not (pre-v2.1 + EDR remote devices).

Security Level Required for 
Service

Link Key type 
required for 
remote devices 

Link Key type 
required for 
pre-v2.1 remote 
devices

Comments

Level 3

• Strong MITM protection 
desired 

• Encryption desired 

• User interaction acceptable

Authenticated Combination (16 
digit PIN recom-
mended)

High Security

Level 2

• MITM protection not neces-
sary 

• Encryption desired

Unauthenticated Combination Medium Security

Table 5.7: Security Level mapping to link key requirements
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An authenticated link key is a link key where either the numeric comparison, 
out-of-band, or passkey entry simple pairing association models were used. An 
authenticated link key has protection against MITM attacks. To ensure that an 
authenticated link key is created during the Simple Pairing procedure, the 
Authentication_Requirements parameter should be set to one of the MITM Pro-
tection Required options.

An unauthenticated link key is a link key where the “Just Works” simple pairing 
association model was used (see [Vol. 1, Part A] Section 5.1.4 on page 87). An 
unauthenticated link key does not have protection against MITM attacks. To 
allow an unauthenticated link key to be created during the Simple Pairing pro-
cedure, the Authentication_Requirements parameter may be set to one of the 
MITM Protection Not Required options.

A combination link key is a link key where the v2.0 pairing mechanism was 
used to generate the link-key (see [Vol. 2, Part C] Section 4.2.2.4 on page 
251).

When both devices support Secure Simple Pairing, GAP shall require at least 
an unauthenticated link key and enable encryption for service traffic sent or 
received via connection-oriented L2CAP channels. A profile or protocol may 
define services that require more security (for example, an authenticated link 

Level 1

• MITM protection not neces-
sary

• Encryption not necessary1

• Minimal user interaction 
desired

Unauthenticated None Low Security

Level 0

• MITM protection not neces-
sary

• Encryption not necessary

• No user interaction desired

None None Permitted only for 
SDP and service 
data sent via either 
L2CAP fixed signal-
ing channels or the 
L2CAP connection-
less channel to 
PSMs that corre-
spond to service 
class UUIDs which 
are allowed to utilize 
Level 0.

1. Though encryption is not necessary for the service for Level 1, this specification man-
dates the use of encryption when the remote device is v2.1+EDR for all services other 
than SDP.

Security Level Required for 
Service

Link Key type 
required for 
remote devices 

Link Key type 
required for 
pre-v2.1 remote 
devices

Comments

Table 5.7: Security Level mapping to link key requirements
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key) or no security in the case of SDP or service traffic sent via the L2CAP con-
nectionless channel for services that do not require security.

When the device is in Bondable Mode, it shall enable Secure Simple Pairing 
mode prior to entering Connectable Mode or establishing a link.

A Bluetooth device in security mode 4 shall respond to authentication and pair-
ing requests during link establishment when the remote device is in security 
mode 3 for backwards compatibility reasons. See Section 5.2.1.3 for more 
information.

The remote Controller's and remote Host's support for Secure Simple Pairing 
shall be determined by the Link Manager Secure Simple Pairing (Host Support) 
feature bit.

A previously generated link key is considered “sufficient” if the link key type is 
of the type required for the service, or of a higher strength. Authenticated link 
keys are considered higher strength than Unauthenticated or Combination 
keys. Unauthenticated link keys are considered higher strength than Combina-
tion keys.

Abbott Ex. 1015 - 121/134



30 June 2010 LE Security Aspects

BLUETOOTH SPECIFICATION Version 4.0 [Vol 3] page 362 of 656

Generic Access Profile

10  LE SECURITY ASPECTS

This section defines the modes and procedures that relate to the security of a 
connection. The following modes and procedures are defined:

• LE security mode 1

• LE security mode 2

• Authentication procedure

• Authorization procedure

• Connection data signing procedure

• Authenticate signed data procedure

Requirements for a device to support the LE security modes and procedures is 
shown in Table 10.1.

10.1   REQUIREMENTS

10.2   LE SECURITY MODES

The security requirements of a device, a service or a service request are 
expressed in terms of a security mode and security level. Each service or ser-
vice request may have its own security requirement. The device may also have 
a security requirement. A physical connection between two devices shall oper-
ate in only one security mode.

There are two LE security modes, LE security mode 1 and LE security mode 2.

10.2.1 LE Security Mode 1

LE security mode 1 has three security levels:

Security Modes and 
Procedures Ref. Broadcaster Observer Peripheral Central

LE Security mode 1 10.2.1 E E O O

LE Security mode 2 10.2.2 E E O O

Authentication procedure 10.3 E E O O

Authorization procedure 10.5 E E O O

Connection data signing 
procedure

10.4.1 E E O O

Authenticate signed data 
procedure

10.4.2 E E O O

Table 10.1: Requirements related to security modes and procedures
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1. No security (No authentication and no encryption)

2. Unauthenticated pairing with encryption

3. Authenticated pairing with encryption

A connection operating in LE security mode 1 level 2 shall also satisfy the 
security requirements for LE security mode 1 level 1.

A connection operating in LE security mode 1 level 3 shall also satisfy the 
security requirements for LE security mode 1 level 2 or LE security mode 1 
level 1.

A connection operating in LE security mode 1 level 3 shall also satisfy the 
security requirements for LE security mode 2.

10.2.2 LE Security Mode 2

LE security mode 2 has two security levels:

1. Unauthenticated pairing with data signing

2. Authenticated pairing with data signing

LE security mode 2 shall only be used for connection based data signing.

Data signing as defined in Section 10.4 shall not be used when a connection is 
operating in LE security mode 1 level 2 or LE security mode 1 level 3.

10.2.3 Mixed Security Modes Requirements

If there are requirements for both LE security mode 1 and LE security mode 2 
level 2 for a given physical link then LE security mode 1 level 3 shall be used.

If there are requirements for both LE security mode 1 level 3 and LE security 
mode 2 for a given physical link then LE security mode 1 level 3 shall be used.

If there are requirements for both LE security mode 1 level 2 and LE security 
mode 2 level 1 for a given physical link then LE security mode 1 level 2 shall be 
used.

10.3   AUTHENTICATION PROCEDURE

The authentication procedure describes how the required security is estab-
lished when a device initiates a service request to a remote device and when a 
device receives a service request from a remote device. The authentication 
procedure covers both LE security mode 1 and LE security mode 2. The 
authentication procedure shall only be initiated after a connection has been 
established.
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There are two types of pairing: authenticated pairing or unauthenticated pair-
ing. Authenticated pairing involves performing the pairing procedure defined in 
[Vol. 3], Part H Section 2.1 with the authentication set to ‘MITM protection’. 
Unauthenticated pairing involves performing the pairing procedure with authen-
tication set to ‘No MITM protection’.

10.3.1 Receiving a Service Request

A service request is a request to perform a GATT procedure. A service request 
may also be a request to perform a procedure using other higher layer proto-
cols on top of L2CAP.

When a device receives a service request from a remote device it shall behave 
as follows:

• The Server’s security database specifies the security settings required to 
accept a service request from a remote device. If no security is required, the 
service request shall be accepted; otherwise pairing is required before the 
service request can be accepted. 

• If pairing has not occurred or an authenticated pairing is required but only an 
unauthenticated pairing has occurred, the service request shall be rejected 
with the error code “Insufficient Authentication“.

• If the required pairing has occurred and encryption is required (LE security 
mode 1) but encryption is not enabled, the service request shall be rejected 
with the error code “Insufficient Encryption”. If the encryption is enabled with 
insufficient key size then the service request shall be rejected with the error 
code “Insufficient Encryption Key Size.”

• If authenticated pairing has occurred and encryption is not required (LE 
security mode 2) then Data Signing shall be used if CSRK has been 
exchanged, else the Host shall re-pair and exchange CSRK before proceed-
ing with Data Signing.
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Figure 10.1: Flow chart for a server handling the service request

10.3.2 Initiating a Service Request

When a device initiates a service request to a remote device it shall behave as 
follows:
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Success and 
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required (level 1)
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• The Client’s security database specifies the security required to initiate a 
service request. If no security is required then the service request shall pro-
ceed otherwise pairing is required. If security is required but pairing has not 
occurred in a previous bonding procedure then pairing shall occur during the 
current connection.

• If pairing has not occurred or an authenticated pairing is required but only an 
unauthenticated pairing has occurred, the pairing procedure shall be exe-
cuted with the required authentication settings. If the pairing procedure fails 
then the service request shall be aborted.

• If authenticated pairing has occurred but the encryption key size is insuffi-
cient the pairing procedure shall be executed with the required encryption 
key size. If the pairing procedure fails then the service request shall be 
aborted.

• If the required pairing has occurred and encryption is required (LE security 
mode 1) then encryption shall be enabled before the service request pro-
ceeds. If encryption is required but encryption is not enabled and the remote 
device supports encryption then encryption shall be enabled using the 
encryption procedure as defined in Section 10.6. Once encryption is 
enabled the service request shall proceed. If encryption is required but not 
supported by the remote device then the service request shall be aborted. 

• If encryption is not required and authenticated pairing has occurred (LE 
security mode 2) then the data signing procedure shall be used when mak-
ing the service request.
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Figure 10.2: Flow chart for a client issuing a service request
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10.4   DATA SIGNING

The data signing is used for transferring authenticated data between two 
devices in an unencrypted connection. The data signing method is used by ser-
vices that require fast connection set up and fast data transfer. 

If a service request specifies LE security mode 2, the connection data signing 
procedure shall be used.

10.4.1 Connection Data Signing Procedure

A device shall generate a new Connection Signature Resolving Key CSRK for 
each peer device to which it sends signed data in a connection. CSRK is 
defined in [Vol. 3], Part H Section 2.4.2.2.

The data shall be formatted using the Signing Algorithm as defined in [Vol. 3], 
Part H Section 2.4.5 where m is the Data PDU to be signed, k is the CSRK and 
the SignCounter is the counter value. A Signature is composed of the counter 
value and the Message Authentication Code (MAC) generated by the Signing 
Algorithm. The counter value shall be incremented by one for each new Data 
PDU sent. 

The format of signed data is shown in Figure 10.3.

Figure 10.3: Generic format of signed data

10.4.2 Authenticate Signed Data Procedure

A device connected to a peer device sending signed data can authenticate the 
signed data by using the stored CSRK. 

The signed data shall be authenticated by performing the Signing Algorithm 
where m is the Data PDU to be authenticated, k is the stored CSRK and the 
SignCounter is the received counter value. If the MAC computed by the Sign-
ing Algorithm does not match the received MAC, the verification fails and the 
Host shall ignore the received Data PDU

The receiving device shall protect against a replay attack by comparing the 
received SignCounter with previously received SignCounter from the same 

Data PDU

SignCounter MAC

MSB

4 octets 8 octets

Signature

LSB MSB
Variable

LSB

12 octets
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peer device. If the SignCounter was previously used then the receiving device 
shall ignore the Data PDU and respond with error code “Signature Authentica-
tion Failed”, if permitted. The receiving device should protect from repeated 
failures by implementing a timer similar to the pairing timer as defined in [Vol. 
3], Part H Section 2.3.6.

10.5   AUTHORIZATION PROCEDURE

A service may require authorization before allowing access. Authorization is a 
confirmation by the user to continue with the procedure. Authentication does 
not necessarily provide authorization. Authorization may be granted by user 
confirmation after successful authentication.

10.6   ENCRYPTION PROCEDURE

A Central may encrypt a connection using the Encryption Session Setup as 
defined in [Vol. 3], Part H Section 2.4.4 to provide integrity and confidentiality.

A Peripheral may encrypt a connection using the Slave Initiated Security 
Request as defined in [Vol. 3], Part H Section 2.4.6 to provide integrity and con-
fidentiality.

10.7   PRIVACY FEATURE

The privacy feature provides a level of privacy which makes it more difficult for 
an attacker to track a device over a period of time. The requirements for a 
device to support the privacy feature are defined in Table 10.2.

Privacy Requirements Ref. Broadcaster Observer Peripheral Central

Privacy feature 10.7 O O O O

Non-resolvable private 
address generation pro-
cedure

10.8.2.1 E C1 C2 C1

Resolvable private 
address generation pro-
cedure

10.8.2.2 C3 E C3 E

Resolvable private 
address resolution proce-
dure

10.8.2.3 E C2 E C3

C1: Mandatory if privacy feature and Active scanning are supported, else excluded

C2: Optional if privacy is supported, else excluded

C3: Mandatory if privacy feature is supported, else excluded

Table 10.2: Requirements related to privacy feature
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10.7.1 Privacy Feature in a Peripheral

Support of the privacy feature in a Peripheral depends on the presence and the 
value of two characteristics: Peripheral Privacy Flag characteristic as defined in 
Section 12.3 and the Reconnection Address characteristic as defined in Sec-
tion 12.4. When the Peripheral Privacy Flag characteristic is set to 1, privacy is 
enabled (also known as privacy enabled Peripheral). Table 10.3 shows privacy 
support in the Peripheral. A privacy enabled Peripheral that does not expose 
the Reconnection Address characteristic may use a resolvable private address 
as the advertiser’s device address when sending advertising events, depend-
ing on the mode that the Peripheral is operating in. A privacy enabled Periph-
eral that does expose the Reconnection Address characteristic may use the
reconnection address as the advertiser’s device address only if it has been set 
by the Central when sending advertising events depending on the mode that 
the Peripheral is operating in. When the Peripheral Privacy Flag characteristic 
is set to 0, privacy is disabled. When privacy is disabled the peripheral shall 
use a static or public address. When privacy is disabled, the permission of the 
Reconnection Address characteristic value shall be read-only, and shall not be 
considered as set by the Central.

Note: A privacy enabled Peripheral may write one or more Central’s static or 
public address in the White List of the Controller. A privacy enabled Peripheral 
may also write one or more reconnection addresses in the White List of the 
Controller. Static, public and reconnection addresses stored in the White List 
allow the Controller of the Peripheral to autonomously establish a connection 
with the Central that initiates a connection with the address that matches the 
address in the White List.

A Peripheral that supports the Peripheral Privacy Flag characteristic may allow 
a bonded Central to enable or disable the privacy feature. If the number of 
bonds on the Peripheral is less than or equal to one, the Peripheral Privacy 
Flag characteristic value may be writable. If a Peripheral has more than one 
bond, the permission of the Peripheral Privacy Flag characteristic value shall 
be read-only.

Peripheral Privacy Flag 
characteristic present and 
set to 1 (privacy enabled)?

Reconnection Address 
characteristic present?

Privacy support in 
Peripheral

No No  No privacy

Yes No Privacy in undirected connect-
able mode only

No Yes No privacy

Yes Yes Privacy in directed connect-
able mode and in undirected 
connectable mode

Table 10.3:  privacy feature in a Peripheral
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10.7.2 Privacy Feature in a Central

A device in the Central may support the privacy feature by use of the non-
resolvable address or the reconnection address as the device address. 

If the privacy feature is supported in a Central (also known as privacy enabled 
Central), the Central shall use a non-resolvable private address during active 
scanning.

When a Central connects to a privacy enabled Peripheral with the reconnection 
address characteristic, the Central shall write a new reconnection address in 
the reconnection address characteristic in the Peripheral. See general connec-
tion establishment procedure in Section 9.3.6. The privacy enabled Central 
may use the reconnection address when initiating a connection to a privacy 
enabled Peripheral.

When a Central connects with a Peripheral that supports the Peripheral Privacy 
Flag characteristic the Central may be allowed to enable or disable the privacy 
feature in the Peripheral.

Note: A privacy enabled Central can write the reconnection address in the 
White List.

10.8   RANDOM DEVICE ADDRESS

Random device addresses are defined in the Link Layer section in [Vol. 6], Part 
B Section 1.3.

For the purposes of this profile, the random device address may be of either of 
the following two sub-types:

• Static address

• Private address.

The term random device address refers to both static and private address 
types.

The transmission of a random device address is optional. A device shall accept 
the reception of a random device address from a remote device.

The private address may be of either of the following two sub-types:

• Non-resolvable private address

• Resolvable private address

10.8.1 Static Address

A static address is a 48-bit randomly generated address and shall meet the fol-
lowing requirements:
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• The two most significant bits of the static address shall be equal to ‘1’

• All bits of the random part of the static address shall not be equal to ‘1’

• All bits of the random part of the static address shall not be equal to ‘0’

The format of a static address is shown in Figure 10.4.

Figure 10.4: Format of static address

A device may choose to initialize its static address to a new value after each 
power cycle. A device shall not change its static address value once initialized 
until the device is power cycled. 

Note: If the static address of a device is changed then the address stored in 
peer devices will not be valid and the ability to reconnect using the old address 
will be lost.

10.8.2 Private address

The private address may be of either of the following two sub-types:

• Non-resolvable private address

• Resolvable private address

The generation of a reconnection address shall use the non-resolvable private 
address generation procedure.

10.8.2.1 Non-Resolvable Private Address Generation Procedure

To generate a non-resolvable address or a reconnection address, the Host 
shall generate a 48-bit address with the following requirements:

• The two most significant bits of the address shall be equal to ‘0’

• All bits of the random part of the address shall not be equal to ‘0’ 

• All bits of the random part of the address shall not be equal to ‘1’

• The address shall not be equal to the static address

• The address shall not be equal to the public address

The format of a non-resolvable private address is shown in Table 10.5.

static address
(48 bits)

LSB MSB

Random part of static address 1 1
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Figure 10.5: Format of non-resolvable private address

10.8.2.2 Resolvable Private Address Generation Procedure

To generate a resolvable private address the Host must have its Identity 
Resolving Key (IRK). The resolvable private address shall be generated with 
the IRK and a randomly generated 24-bit random number. The random number 
is known as prand and shall meet the following requirements:

• The two most significant bits of prand shall be equal to ‘0’ and ‘1’ as shown 
in Figure 10.6

• All bits of the random field of prand shall not be equal to ‘0’

• All bits of the random field of prand shall not be equal to ‘1’

The format of the resolvable private address is shown in Figure 10.6.

Figure 10.6: Format of resolvable private address

The hash is generated using the random address function ah defined in [Vol. 
3], Part H Section 2.2.2 with the input parameter k set to the device’s IRK and 
the input parameter r set to prand.

hash = ah(IRK, prand)

The prand and hash are concatenated to generate the random address (rando-
mAddress) in the following manner:

randomAddress = hash || prand

The least significant octet of hash becomes the least significant octet of rando-
mAddress and the most significant octet of prand becomes the most significant 
octet of randomAddress.

Non-resolvable private address
(48 bits)

LSB MSB

Random part of non-resolvable address 0 0

Random part of prand

hash
(24 bits)

LSB MSB

1 0

prand
(24 bits)
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10.8.2.3 Resolvable Private Address Resolution Procedure

The Host can resolve a resolvable private address for all peer devices where 
the Host has the peer device’s IRK using this procedure. If a resolvable private 
address is resolved, the Host can associate this address with the peer device.

The resolvable private address (rpAddress) is divided into a 24-bit random part 
(prand) and a 24-bit hash part (hash). The least significant octet of the rpAd-
dress becomes the least significant octet of hash and the most significant octet 
of rpAddress becomes the most significant octet of prand.

A localHash value is then generated using the random address hash function 
ah defined in [Vol. 3], Part H Section 2.2.2 with the input parameter k set to IRK 
of the known device and the input parameter r set to the prand value extracted 
from the rpAddress.

localHash = ah(IRK, prand)

The localHash value is then compared with the hash value extracted from 
rpAddress. If the localHash value matches the extracted hash value then the 
identity of the peer device has been resolved. 

If a Host has more than one stored IRK, the Host repeats the above procedure 
for each stored IRK to determine if the received resolvable private address is 
associated with a stored IRK, until either address resolution is successful for 
one of the IRKs or all have been tried.
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