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//7200

Receiving A Data Command From A Mobile Device, The Data
Command Indicating A Policy Version, The Policy Version Representing |~__201
The Current Policy Settings At The Mobile Devic

A

Determining That The Current Policy Settings At The Mobile Device Are
Not Appropriate For Accessing Data Maintained By The Computer  |~__202
System

A

Notifying The Mobile Device That The Current Policy Settings Are Not
Appropriate For Accessing The Maintained Data

~ 203

A
Receiving A Policy Request From The Mobile Device, The Policy
Request Requesting Policy Settings That Are Appropriate For ~__ 204
Accessing The Maintained Data

A

Identifying Updated Policy Settings That Are Appropriate For Accessing
The Maintained Data ~— 205

A
Sending The Updated Policy Settings Along With A Corresponding
Updated Policy Version To The Mobile Device, The Updated Policy |~ 206

Version Representing The Updated Policy Settings

A

Receiving A Data Request Along With The Updated Policy Version
From The Mobile Device, The Data Request Requesting That The
Mobile Device Be Permitted To Access The Maintained Data, The ~_207
Updated Policy Version Indicating That The Mobile Device Is
Configured In Accordance With The Updated Policy Settings

A

Notifying The Mobile Device That Access To The Maintained Data Has
Been Permitted

~_208

Fig. 2
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400

Receiving A Request From A Mobile Device, The Request Requesting
That The Mobile Device Be Permitted To Access Data Maintained By
The Computer System, The Request Indicating A Current Mobile
Device Configuration Of The Mobile Device

~401

Determining That Current Mobile Device Configuration Is Not
Appropriate For Accessing The Maintained Data

~_402

A

Sending Device Configuration Settings To The Mobile Device, The
Device Configuration Settings Representing A New Mobile Device
Configuration That Is Appropriate Accessing The Maintained Data

~_403

A

Receiving An Indication That The Mobile Device Is Configured In
Accordance With The Device Configuration Settings Subsequent To
Sending The Device Configuration Settings To The Mobile Device

~_404

A

Permitting The Mobile Device To Access The Maintained Data In
Response To Receiving The Indication That The Moabile Device Is
Configured In Accordance With The Device Configuration Settings

~_405

Fig. 4
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ENFORCING DEVICE SETTINGS FOR MOBILE
DEVICES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] Not applicable.

BACKGROUND OF THE INVENTION

[0002] Computer systems and related technology affect
many aspects of society. Indeed, the computer system’s
ability to process information has transformed the way we
live and work. Computer systems now commonly perform a
host of tasks (e.g., word processing, scheduling, and data-
base management) that prior to the advent of the computer
system were performed manually. More recently, computer
systems have been coupled to one another and to other
electronic devices to form both wired and wireless computer
networks over which the computer systems and other elec-
tronic devices can transfer electronic data. As a result, many
tasks performed at a computer system (e.g., voice commu-
nication, accessing electronic mail, controlling home elec-
tronics, Web browsing, and printing documents) include the
exchange of electronic messages between a number of
computer systems and/or other electronic devices via wired
and/or wireless computer networks.

[0003] Computer systems and other electronic devices can
have a variety of different configurations including, personal
computers, laptop computers, hand-held devices, multi-
processor systems, microprocessor-based or programmable
consumer electronics, network PCs, minicomputers, main-
frame computers, mobile telephones, PDAs, pagers, and the
like. Many of these different types of computer systems and
electronic devices can be configured to communicate wire-
lessly, such as, for example, in accordance with the I.E.E.E.
802.11 standards, General Packet Radio Service (“GPRS”),
Global System for Mobile Communications (“GSM”), etc.
Generally, wireless communication is beneficial since it
allows a computer system or other electronic device main-
tain network connective when moved between different
physical locations. For example, a mobile device, such as,
for example, a mobile telephone or PDA, may be able to
maintain connectivity to a GPRS network, when moved
across town, between different cities, and even between
different countries. Beneficially, the mobile devices can
typically access data (e.g., electronic mail messages, Web
based content, etc.) across wide geographical ranges.

[0004] Accessing data typically requires that a requesting
computer system have access to an address (e.g., Internet
Protocol (“IP”) address) of the computer system (e.g.,
server) that maintains the data. For example, a computer
system requesting access to a Web page can be required to
have access to a Uniform Resource Location (“URL”) used
to located the Web page. When more sensitive data is made
available through wired and/or wireless networks, security
mechanisms are routinely used to protect the data from
unauthorized access. For example, accessing electronic mail
messages from an e-mail server can require a user to have an
account with an e-mail server. To authenticate with the
e-mail server, a computer system can transfer a user entered
user-id and password to the electronic mail server.

[0005] Computer systems operating in a wired networking
environment are to some extent inherently more secure than
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computer systems operating in a wireless networking envi-
ronment. For example, alternate physical locations where a
wired computer system can achieve network connectively
can be limited. That is, to access data, a wired computer
system may be required to be in a physical location that has
anetwork tap in communication with a server that maintains
the data. Further, there is a reduced risk of a wired computer
system being lost. For example, it is extremely unlikely for
a user to lose a desktop computer system that has a wired
connection to a corporate Local Area Network (“LAN”).
There is also a reduced risk of a wired computer system
being stolen since many wired computer systems are main-
tained in physical locations that are not publicly accessible
(e.g., inside corporate buildings, homes, etc).

[0006] Further, in a wired networking environment, other
security mechanisms can be used to prevent unauthorized
data access. These other security mechanisms can limit data
access based on the physical location, domain, and/or elec-
tronic address of a computer system. For example, an
administrator could limit access to sensitive research data to
only those computer systems contained in a research facili-
tates that generates the research data. Thus, even if a wired
computer system is stolen, it may be difficult, if not impos-
sible, to gain unauthorized access to data from the wired
network the wired computer system was previously con-
nected to.

[0007] Further, in a wired networking environment, an
administrator often has direct physical control over com-
puter systems that are connected to the network (e.g., the
wired computer systems are within a corporate building).
Accordingly, the administrator can select and maintain the
applications that are installed on the computer systems. In
some environments, an administrator may chose to “lock
down” the configuration of computer systems to insure that
the configuration of the computer systems remains appro-
priately secure for accessing data. When server side or
network upgrades occur, the administrator can “unlock” the
computer systems to install appropriate client side updates
and can then again lock down the computer systems. How-
ever, this manual re-configuration of computer systems can
be time consuming.

[0008] As a result, administrators often configure wired
computer systems to receive policy updates without admin-
istrator intervention. From time to time, a server can “push”
policy updates to wired computer systems to insure that
wired computer systems adhere to specified security poli-
cies. In some environments, wired computer systems are
divided into groups (or domains) that are administered as a
unit with common rules and procedures (e.g., all computer
systems in the corporate headquarters or all computer sys-
tems used by IT employees). Policies can be varied across
different domains such that an administrator can vary the
policies that are pushed to different wired computer systems.

[0009] Policy updates can be used to force a wired com-
puter system to use a specified version of a protocol, to use
a specified version of encryption algorithm, to use a speci-
fied key length, to prevent installation of custom applica-
tions, etc. A wired computer system’s failure to implement
these policies can prevent the wired computer system from
accessing data (even if an appropriate user-id and password
are submitted). Since an administrator often has more con-
trol over wired computer systems, the administrator can
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insure that wired computer systems include the appropriate
resources (e.g., memory, software, etc.) for receiving and
implementing policy updates.

[0010] Thus, it is possible to increase the security of
private data by limiting data access to controlled wired
computer systems. However, limiting data access to con-
trolled wired computer systems is not always feasible.
Computer system users typically desire available and flex-
ible access to their data regardless of location and/or the type
of computer system that will be used to access the data. For
example, sales personnel and executives may frequently be
out of the office on business travel and while traveling may
need access to corporate data, such as, for example, e-mail
and sales figures.

[0011] As result, many applications allow at least some
general external (e.g., Web based) access to data. External
access applications can be utilized by wired and wireless
computer systems to access private and/or sensitive data.
For example, a sales person executive may use a mobile
device to connect to a corporate LAN through an external
GPRS service provider (e.g., a mobile phone company) to
access e-mail.

[0012] Unfortunately, allowing general external access to
data puts the data at increased risk for unauthorized access,
for example, from hackers or other malicious users. Even for
authorized users, there is may be no way to control the
security polices of computer systems that attempt general
external access to data.

[0013] Wireless access can be particularly problematic,
since computer systems operating in a wireless networking
environment, such as, for example, mobile devices, are to
some extent inherently less secure than computer systems
operating in a wired networking environment. One difficulty
is that a wireless device can typically achieve network
connectivity from an extensive number of alternate physical
locations. For example, a mobile telephone may have net-
work connectively across a wide geographic area, such as,
across an entire country or even access the entire Earth.
Since wireless computer systems can be and often are
moved between different physical locations, many of which
are public, there is an increased risk of wireless computer
systems being lost or stolen. For convenience, many mobile
devices are of reduced size, further increasing the risk of loss
or theft. For example, it is much more likely for a mobile
phone to be lost or stolen than it is for a desktop computer
system to be lost or stolen. Thus, there is an increased risk
of a malicious user obtaining a computer system that was
previously used to access data wirelessly.

[0014] Unfortunately, many security mechanisms used to
prevent unauthorized in a wired networking environment are
unavailable and/or are not feasible in wireless networking
environment. For example, it may be unmanageable for an
administrator to lock down the configuration of every
mobile device (mobile phone, PDS, etc.) that utilizes exter-
nal data access. It is difficult to place wireless computer
systems, in domains since the access locations and access
mechanisms may vary based on physical location. For
example, access settings in Boston may be different than
access setting in San Francisco.

[0015] Further, there is often no way for an administrator
to determine what policy settings are implemented and/or
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supported by a wireless computer system. For example, a
mobile device may support a standard protocol, such as, for
example, HyperText Transfer Procotocl (“HTTP”), but has
no way to communicate policy settings (if they even exist)
using the standard protocol. Some mobile devices may
simply lack the resources (e.g., system memory, applica-
tions, etc.) to implement policy settings. Further, even if a
mobile device does support various policy settings, there is
typically no way for an administrator to remotely alter
policy settings or enforce compliance with policy settings.
Thus, an administrator may be forced to make a choice
between preventing all external wireless access to data or
opening up data to increased security risks associated with
external wireless access.

BRIEF SUMMARY OF THE INVENTION

[0016] The foregoing problems with the prior state of the
art are overcome by the principles of the present invention,
which are directed towards methods, systems, and computer
program products for enforcing device settings for mobile
devices. Generally, a computer system (e.g., an electronic
mail server) enforces an appropriate mobile device configu-
ration prior to permitting a mobile device to access main-
tained data. The computer system receives a request from a
mobile device. The request requests that the mobile device
be permitted to access data maintained by the computer
system, the request indicating a current mobile device con-
figuration of the mobile device.

[0017] The computer system determines that current
mobile device configuration is not appropriate for accessing
the maintained data. The computer system sends device
configuration settings to the mobile device. The device
configuration settings representing a new mobile device
configuration that is appropriate accessing the maintained
data. The computer system receives an indication that the
mobile device is configured in accordance with the device
configuration settings. The computer system permits the
mobile device to access the maintained data in response to
receiving the indication that the mobile device is configured
in accordance with the device configuration settings.

[0018] Insome embodiments, a computer system enforces
mobile device access policies prior to permitting mobile
device access to maintained data. The computer system
receives a data command from a mobile device. The data
command indicates a policy version representing the current
policy settings at the mobile device. The computer system
determines that the current policy settings at the mobile
device are not appropriate for accessing data maintained by
the computer system

[0019] The computer system notifies the mobile device
that the current policy settings are not appropriate for
accessing the maintained data. The computer system
receives a policy request from the mobile device. The policy
request requests policy settings that are appropriate for
accessing the maintained data. The computer system iden-
tifies updated policy settings that are appropriate for access-
ing the maintained data. The computer system sends the
updated policy settings along with a corresponding updated
policy version to the mobile device, the updated policy
version representing the updated policy settings.

[0020] The computer system receives a data request along
with the updated policy version from the mobile device. The
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data request requests that the mobile device be permitted to
access the maintained data. The updated policy version
indicates that the mobile device is configured in accordance
with the updated policy settings. The computer system
notifies the mobile device that access to the maintained data
has been permitted.

[0021] These and other objects and features of the present
invention will become more fully apparent from the follow-
ing description and appended claims, or may be learned by
the practice of the invention as set forth hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] To further clarify the above and other advantages
and features of the present invention, a more particular
description of the invention will be rendered by reference to
specific embodiments thereof which are illustrated in the
appended drawings. It is appreciated that these drawings
depict only typical embodiments of the invention and are
therefore not to be considered limiting of its scope. The
invention will be described and explained with additional
specificity and detail through the use of the accompanying
drawings in which:

[0023] FIG. 1 illustrates an example of a computer archi-
tecture that facilitates enforcing policy settings for mobile
devices.

[0024] FIG. 2 illustrates an example flow chart of a
method for enforcing mobile device access policies prior to
permitting mobile device access to maintained data.

[0025] FIG. 3 illustrates an example of an alternate com-
puter architecture that facilitates enforcing configuration
settings of mobile devices.

[0026] FIG. 4 illustrates an example flow chart of a
method for enforcing an appropriate mobile device configu-
ration prior to permitting a mobile device to access main-
tained data.

[0027] FIG. 5 illustrates a suitable operating environment
for the principles of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0028] The principles of the present invention provide for
enforcing device settings for mobile devices. Generally, a
computer system (e.g., an electronic mail server) enforces an
appropriate mobile device configuration prior to permitting
a mobile device to access maintained data. The computer
system receives a request from a mobile device. The request
requests that the mobile device be permitted to access data
maintained by the computer system, the request indicating a
current mobile device configuration of the mobile device.

[0029] The computer system determines that current
mobile device configuration is not appropriate for accessing
the maintained data. The computer system sends device
configuration settings to the mobile device. The device
configuration settings representing a new mobile device
configuration that is appropriate accessing the maintained
data. The computer system receives an indication that the
mobile device is configured in accordance with the device
configuration settings. The computer system permits the
mobile device to access the maintained data in response to
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receiving the indication that the mobile device is configured
in accordance with the device configuration settings.

[0030] Insome embodiments, a computer system enforces
mobile device access policies prior to permitting mobile
device access to maintained data. The computer system
receives a data command from a mobile device. The data
command indicates a policy version representing the current
policy settings at the mobile device. The computer system
determines that the current policy settings at the mobile
device are not appropriate for accessing data maintained by
the computer system

[0031] The computer system notifies the mobile device
that the current policy settings are not appropriate for
accessing the maintained data. The computer system
receives a policy request from the mobile device. The policy
request requests policy settings that are appropriate for
accessing the maintained data. The computer system iden-
tifies updated policy settings that are appropriate for access-
ing the maintained data. The computer system sends the
updated policy settings along with a corresponding updated
policy version to the mobile device, the updated policy
version representing the updated policy settings.

[0032] The computer system receives a data request along
with the updated policy version from the mobile device. The
data request requests that the mobile device be permitted to
access the maintained data. The updated policy version
indicates that the mobile device is configured in accordance
with the updated policy settings. The computer system
notifies the mobile device that access to the maintained data
has been permitted.

[0033] Embodiments within the scope of the present
invention include computer-readable media for carrying or
having computer-executable instructions or data structures
stored thereon. Computer-readable media may be any avail-
able media, which is accessible by a general-purpose or
special-purpose computer system. By way of example, and
not limitation, such computer-readable media can comprise
physical storage media such as RAM, ROM, EPROM,
CD-ROM or other optical disk storage, magnetic disk stor-
age or other magnetic storage devices, or any other media
which can be used to carry or store desired program code
means in the form of computer-executable instructions,
computer-readable instructions, or data structures and which
may be accessed by a general-purpose or special-purpose
computer system. Computer-executable instructions com-
prise, for example, instructions and data which cause a
general-purpose computer system or special-purpose com-
puter system to perform a certain function or group of
functions. Computer executable instructions may be, for
example, binaries, intermediate format instructions such as
assembly language, or even source code.

[0034] In this description and in the following claims, a
“network” is defined as one or more data links that enable
the transport of electronic data between computer systems
and/or modules. Local Area Networks (“LANs”), Wide Area
Networks (“WANs”) and the Internet are examples of net-
works.

[0035] In this description and in the following claims, a
“computer system” is defined as one or more software
modules, one or more hardware modules, or combinations
thereof, that work together to perform operations on elec-
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tronic data. For example, the definition of computer system
includes the hardware components of a personal computer,
as well as software modules, such as the operating system of
the personal computer. The physical layout of the modules
is not important. A computer system may include one or
more computers coupled via a network. Likewise, a com-
puter system may include a single physical device (such as
a mobile phone or Personal Digital Assistant “PDA”’) where
internal modules (such as a memory and processor) work
together to perform operations on electronic data.

[0036] In this description and in the following claims, a
“mobile device” is defined as a subset of computer systems
that primarily (or solely) access networked data using wire-
less mechanisms and are easily transportable by a human
(e.g., can be carried in a user’s pocket) between different
physical locations. Mobile devices may have limited
resources (e.g., processor, data storage, system memory,
protocols, applications, user-interface functionality, etc.) as
compared to other computer systems. Mobile phones,
watches, and PDA’s are examples of mobile devices.

[0037] Those skilled in the art will appreciate that the
invention may be practiced in network computing environ-
ments with many types of computer system configurations,
including, personal computers, laptop computers, hand-held
devices, multi-processor systems, microprocessor-based or
programmable consumer electronics, network PCs, mini-
computers, mainframe computers, mobile telephones,
PDAs, pagers, and the like. The invention may also be
practiced in distributed system environments where local
and remote computer systems, which are linked (either by
hardwired data links, wireless data links, or by a combina-
tion of hardwired and wireless data links) through a network,
both perform tasks. In a distributed system environment,
program modules may be located in both local and remote
memory storage devices.

[0038] FIG. 1 illustrates an example of a computer archi-
tecture 100 that facilitates enforcing policy settings of
mobile devices. Depicted in computer architecture 100 is
mobile device 101 and computer system 141. Mobile device
101 is connected to network 131, such as, for example, a
Local Area Network (“LAN”), a Wide Area Network
(“WAN™), or even the Internet, via communication link 132.
Similarly, computer system 141 connected to network 131
via communication link 133. Thus, mobile device 101,
computer system 141, and other network connected com-
puter systems (not shown) can exchange data via network
131. Accordingly, mobile device 101 and computer system
141, as well as other connected computer systems, can
create message related data and exchange message related
data (e.g., Internet Protocol (“IP”) datagrams and other
higher layer protocols that utilize IP datagrams, such as,
Transmission Control Protocol (“TCP”), Hypertext Transfer
Protocol (“HTTP”), Simple Mail Transfer Protocol
(“SMTP”), etc.) over network 131.

[0039] With reference to FIG. 1, a suitable operating
environment for the principles of the invention includes a
general-purpose computer system in the form of a mobile
device 101. Mobile device 101 includes a speaker 104 for
presenting audio information (e.g., spoken words) to the
user, a display 105 for presenting visual information to the
user, a microphone 106 for inputting audio information (e.g.,
spoken words) into mobile device 101, dialing controls 107
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represented by 12 buttons through which a user may enter
information (e.g., generate DTMF tones), and navigation
control buttons 108 that assist the user in navigating through
various entries and options listed on display 105. Although
not required, mobile device 101 may also have an antenna
109. Audio-based user-interface 123 collectively represents
speaker 104, dialing controls 107, and microphone 106.

[0040] Although mobile device 101 has the appearance of
a mobile telephone, the unseen features of the telephonic
device may allow for complex and flexible general-purpose
processing capabilities. For example, the mobile device 101
also includes processor 111, network interface 180, and
memory 112 that are connected to each other and to speaker
104, display 105, navigation controls 108, dialing controls
107, microphone 106, and antenna 109 when appropriate,
via system bus 110. The memory 112 generally represents a
wide variety of volatile and/or non-volatile memories and
may include types of memory previously discussed. How-
ever, the particular type of memory used in the mobile
device 101 is not important to the present invention. Pro-
gram code means comprising one or more program modules
may be stored in memory 112. The one or more program
modules may include an operating system 113, one or more
application programs 114, program modules 115, and pro-
gram data 116.

[0041] Mobile device 101 is connectable to networks,
such as, for example, an office-wide or enterprise-wide
computer network, an intranet, and/or the Internet. Mobile
device 101 can wirelessly exchange data with external
sources, such as, for example, remote computer systems
and/or application databases over such a network. Mobile
device 101 includes network interface 180 that can, when
appropriate, interoperate with antenna 109 to receive data
from external sources and/or transmit data to external
sources. For example, mobile device 101 can transmit
DTMF tones and exchange other audio based data with
external sources.

[0042] While FIG. 1 represents a suitable operating envi-
ronment for the present invention, the principles of the
present invention may be employed in any system that is
capable of, with suitable modification if necessary, imple-
menting the principles of the present invention. The envi-
ronment illustrated in FIG. 1 is illustrative only and by no
means represents even a small portion of the wide variety of
environments in which the principles of the present inven-
tion may be implemented.

[0043] Communication link 132 logically represents that
mobile device 101 is connected to network 131. Commu-
nication link 132 abstracts the actually physical representa-
tion of the connection from mobile device 101 to network
131. The actual physical representation can include com-
munication through one or more intermediate network
devices and can include communication in one or more
different protocols. At least a portion of the actual physical
representation can include wireless communication using
wireless protocols (e.g., GPRS, GSM, etc. to a mobile
telephone server provider)

[0044] Generally, mobile device 101 can store data, such
as, for example, electronic mail messages, Web pages,
documents, policy settings, policy versions, configuration
settings, configuration versions, etc. in memory 112. Mobile
device 101 can utilize client side programs, such as, for
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example, client module 142A (e.g., an electronic mail client)
to access data from a server (e.g., an electronic mail server).

[0045] Computer system 141 includes server module
142B (e.g., an electronic mail server) and storage 147.
Server module 142B further includes policy enforcement
module 143 and data access module 144. Generally, storage
147 can store data, such as, for example, electronic mail
messages, Web pages, documents, policy settings, policy
versions, configuration settings, configuration versions, etc.
For example, storage 147 can store policy settings 117
representing a group of policy settings that mobile devices
can implement. As depicted, policy settings 117 include
setting 117A, setting 117B, setting 117F, setting 117H, and
setting 1177Z. A series of two dots (a vertical ellipsis)
between, before and after the expressly depicted policy
settings represents that other policy settings can be included
between, before and after the expressly depicted policy
settings.

[0046] Policy settings can be name/value pairs. The name
represents the name of a policy setting and the value
represents the value of the policy setting. Policy setting
values can be of virtually any data type, such as, for
example, Boolean, integer, floating point, string, character,
enumerated, etc.

[0047] Policy settings can include: a Personal Identifica-
tion Number (“PIN”) lock activation setting, a minimum
PIN length setting, a PIN format setting (e.g., alphanumeric
or numeric), a number of PIN failures permitted before
performing a local wipe setting, a number of PIN failures
after which an override “passcode” must be entered setting,
a force wipe on next connection to server setting, a client
application version setting, a protocol version setting, a
protocol commands allowed setting, a custom application
permitted setting, a time interval for enforcing compliance
setting, a remote wipe enabled setting, and a require policy
check setting.

[0048] Generally, if a PIN lock setting is activate (or
TRUE), a user of a mobile device must enter a PIN through
an input interface (e.g., dialing controls) to unlock the
mobile device. If a specified number of incorrect PIN entries
are detected, the mobile device can initiate a local wipe of
memory contents.

[0049] Remote (or server initiated) wipe settings can
include: a user agent string setting providing a human
readable indication the involved mobile deice (e.g., Trey-
T5600/1.2), a DevicelD setting uniquely identifying a
mobile device and resolve ambiguity between devices using
the same user agent string, a pending remote wipe setting
indicating if a mobile device has been designated for a
storage wipe, remote wipe timestamp setting indicating a
wipe action and when the wipe action occurred.

[0050] A require policy check setting indicates if policy
compliance is required to submit various protocol com-
mands, such as, for example, Sync, Folder Sync, GetHier-
archy, etc.

[0051] An exception list policy setting can be utilized to
exempt a user from one or more other policy settings.

[0052] Tt should be understood that embodiments of the
present invention are not limited to the expressly described
policy settings. It would be apparent to one skilled in the art,
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after having reviewed this description, that embodiments of
the present in invention can utilize other policy settings, in
addition to those expressly described

[0053] Also as depicted, policy versions 118 include
policy version 118A, policy version 118B, policy version
118D, and policy version 118Z. A series of two dots (a
vertical ellipsis) between, before and after the expressly
depicted policy versions represents that other policy ver-
sions can be included between, before and after the
expressly depicted policy versions. A policy version is a
reduced set of data, such as, for example, a policy identifier,
that represents a group of one or more policy settings. For
example, policy version 118D can be used to represent the
settings 117A, B, F, and H. Thus, an indication that a mobile
device adheres to policy version 118DA, implies that the
mobile device implements settings 17A, B, F, and H.

[0054] As depicted, data store 171 includes data 171A and
171B. Different data portions can represent different types of
data. For example data 171A can be electronic mail mes-
sages and data 171B can be Web pages. Alternately, different
data portions can represent similar or the same type of data
but for different users. For example data 171A can be
electronic mail messages for user A and data 171B can be
electronic mail messages for a different user B.

[0055] Server module 142B can interoperate with client
side programs (e.g., client module 142A) to transfer data
(e.g., electric mail messages) to a mobile device. Thus, in
response to a mobile device data request, policy enforcement
module 143 can determine if a requesting mobile device’s
policy settings are appropriate for accessing data. Policy
enforcement module 143 can interoperate with authentica-
tion and/or authorization modules of server module 142B
(not shown) to reduce the likelihood of inappropriate data
access. When policy settings are appropriate (and, for
example, a user is authenticated and authorized), data access
module 144 accesses requested data and transfers requested
data to the requesting mobile device. On the other hand,
when policy settings are inappropriate (and even if a user is
authenticated and authorized), policy enforcement module
143 can access appropriate policy settings and transfer the
appropriate policy settings to the requesting mobile device.

[0056] Communication link 133 logically represents that
computer system 141 is connected to network 131. Com-
munication link 133 abstracts the actually physical repre-
sentation of the connection from computer system 141 to
network 131. The actual physical representation can include
communication through one or more intermediate network
devices and can include communication in one or more
different protocols. At least a portion of the actual physical
representation can include wireless communication using
wireless protocols.

[0057] FIG. 2 illustrates an example flow chart of a
method 200 for enforcing mobile device access policies
prior to permitting mobile device access to maintained data.
Method 200 will be described with respect to the compo-
nents and data depicted in computer architecture 100.

[0058] Method 200 includes an act of receiving a data
command from a mobile device, the data command indicat-
ing a policy version, the policy version representing the
current policy settings at the mobile device (act 201). For
example, mobile device 101 (client module 142A) can send
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data command 161 to computer system 141. Computer
system 141 can receive data command 161 from mobile
device 101. Data command 161 can be a request for data,
such as, for example, a sync or folder sync command.
Alternately, data command 161 can be provision command
expressly requesting appropriate policy settings.

[0059] A data command may or may not expressly include
a policy version. Lack of an expressly included policy
version can indicate that a mobile device has yet to imple-
ment and/or does not support policies.

[0060] Method 200 includes an act of determining that the
current policy settings at the mobile device are not appro-
priate for accessing data maintained by the computer system
(act 202). For example, policy enforcement module 143 can
compare a policy version included in data command 161 to
other policy versions (e.g., included in policy versions 118)
that are appropriate for accessing data (e.g., electronic mail
messages and folders in data store 171) maintained by server
module 142B (e.g., an electronic mail server). When the
included policy version does not match any other appropri-
ate policy version, policy enforcement module 143 deter-
mines that the policy settings of mobile device 101 are
inappropriate for accessing data maintained by server mod-
ule 142B. If no policy version was included, policy enforce-
ment module 143 can be default determine that the policy
settings of mobile device 101 are inappropriate for accessing
data maintained by server module 142B.

[0061] Method 200 includes an act notifying the mobile
device that the current policy settings are not appropriate for
accessing the maintained data (act 203). For example, server
module 142B can send notification 162 to mobile device 101
to notify mobile device 101 that its current policy settings
are inappropriate for access data maintained by server
module 142B.

[0062] Data command 161 (a request) and notification 162
(a response) can be corresponding messages in a request/
response protocol, such as, for example, HTTP. In some
embodiments, notification 162 is configured to include an
HTTP 5xx (e.g., 512) response code indicating that the
server could not fulfill the request (i.e., data command 161).

[0063] Method 200 includes an act of receiving a policy
request from the mobile device, the policy request request-
ing policy settings that are appropriate for accessing the
maintained data (act 204). For example, mobile device 101
(client module 142A) can send policy request 163 to com-
puter system 141. Computer system 141 can receive policy
request 163 from mobile device 101. Policy request 163 can
be an initial request for policy settings, can be a request sent
in response expiration of a time interval, can be a request
sent in response to a notification of new policy settings, or
can be a request sent after a period of exception for a user
has expired.

[0064] Method 200 includes an act of identifying updated
policy settings that are appropriate for accessing the main-
tained data (act 205). For example, policy enforcement
module 143 can identify that settings 117A, B, F, and H are
appropriate for accessing data maintained by server module
142B. Settings 117A, B, F, and H can correspond to any of
the previously described policy settings.

[0065] Method 200 includes an act of sending the updated
policy settings along with a corresponding updated policy
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version to the mobile device, the updated policy version
representing the updated policy settings (act 206). For
example, server module 142B can send settings 117A, B, F,
and H along with policy version 118D to mobile device 101.
Policy request 163 (a request) and settings 117A, B, F, and
H along with policy version 118D (a response) can be
corresponding messages in a request/response protocol, such
as, for example, HTTP.

[0066] Mobile device 101 can implement settings 117A,
B, F, and H (potentially altering current policy settings) to
comply with policy settings that are appropriate for access-
ing data maintained by server module 142B. For example,
mobile device 101 can implement a PIN enforcement policy
in accordance with settings 117A, B, F, and H. Mobile
device 101 can store settings 117A, B, F, and H and policy
version 118D in program data 116 for subsequent access.

[0067] Method 200 includes an act of receiving a data
request along with the updated policy version from the
mobile device, the data request requesting that the mobile
device be permitted to access the maintained data, the
updated policy version indicating that the mobile device is
configured in accordance with the updated policy settings
(act 207). For example, mobile device 101 (client module
142A) can send data request 164 along with policy version
118D to computer system 141. Computer system 141 can
receive data request 164 along with policy version 118D
from mobile device 101. Data request 164 can be a request
to access data 171A.

[0068] Policy enforcement module 143 can determine, for
example, through comparison to known appropriate policy
versions, that policy version 118D represents policy settings
that are appropriate for accessing data 171.

[0069] Method 200 includes an act of notifying the mobile
device that access to the maintained data has been permitted
(act 208). For example, server module 142B can send
notification 166 to mobile device 101. Notification 166 can
indicate to mobile device 101 that policy enforcement
module 143 has permitted access to data 171A. Data request
164 along with policy version 118D (a request) and notifi-
cation 166 (a response) can be corresponding messages in a
request/response protocol, such as, for example, HTTP.

[0070] If other access requirements are satisfied (e.g.,
authentication and authorization), mobile device 101 can
subsequently access data 171A. Mobile device 101 can then
store data 171A for subsequent use by client module 142A,
such as, for example, displaying electronic mail messages
and/or folders at display 105.

[0071] Accordingly, embodiments of the present invention
can be used to reduce the likelihood of a compromised
device or a device with non-compliant policy settings being
able to access data. For example, the use of periodic enforce-
ment and storage wiping can significantly limit the ability of
malicious user to access data.

[0072] FIG. 3 illustrates an example of an alternate com-
puter architecture 300 that facilitates enforcing configura-
tion settings of mobile devices. As depicted in computer
architecture 300, mobile device 101 includes client module
193A (e.g., a Web browser). Mobile device 101 can utilize
client module 193A to access data maintained by a server.

[0073] Computer system 141 includes server module
193B (e.g., a Web server). Server module 193B fuirther
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includes policy enforcement module 194 and data access
module 195. As depicted, configuration settings 191
includes configuration settings 191 include policy setting
191A, policy setting 191B, and policy setting 1917. A series
of two dots (a vertical ellipsis) between, before and after the
expressly depicted configuration settings represents that
other configuration settings can be included between, before
and after the expressly depicted policy settings. Configura-
tion settings can be name/value pairs. The name represents
the name of a configuration setting and the value represents
the value of the configuration setting. Configuration setting
values can be of virtually any data type, such as, for
example, Boolean, integer, floating point, string, character,
enumerated, etc. Configuration settings can include: oper-
ating system settings, application program settings, hard-
ware settings, allocated resource settings, network interface
settings, wireless protocol settings, etc.

[0074] Tt should be understood that embodiments of the
present invention are not limited to the expressly described
configuration settings. It would be apparent to one skilled in
the art, after having reviewed this description, that embodi-
ments of the present in invention can utilize other configu-
ration settings, in addition to those expressly described

[0075] Also as depicted, configuration versions 192
include configuration version 192A, configuration version
192B, and configuration version 192C. A series of two dots
(a vertical ellipsis) between, before and after the expressly
depicted policy versions represents that other policy ver-
sions can be included between, before and after the
expressly depicted configuration versions. A configuration
version is a reduced set of data, such as, for example, a
configuration identifier, that represents a group of one or
more configuration settings. For example, configuration
version 192C can be used to represent the policy settings
191B, K, N, R. Thus, an indication that a mobile device
adheres to configuration version 192C, implies that the
mobile device implements configuration settings 191B, K,
N, R.

[0076] As depicted, data store 197 includes data 197A and
197B. Different data portions can represent different types of
data. For example data 197A can be electronic mail mes-
sages and data 197B can be Web pages. Alternately, different
data portions can represent similar or the same type of data
but for entities. For example, data 197A can be Web pages
for corporation A and data 197B can be Web pages for
corporation B.

[0077] Server module 193B can interoperate with client
side programs (e.g., client module 193A) to transfer data
(e.g., Web pages) to a mobile device. Thus, in response to a
mobile device data request, policy enforcement module 194
can determine if a requesting mobile device’s policy settings
are appropriate for accessing data. For example, policy
enforcement module 194 can determine if sufficient
resources have allocated at a mobile device to receive a Web
page, if a mobile device Web browser includes correct
plug-ins for viewing content, if mobile device connection
speed will permit a Web page to be downloaded in a
reasonable amount of time, etc.

[0078] Configuration enforcement module 193 can inter-
operate with one or more of an authentication module,
authorization modules, and policy enforcement module of
server module 193B (not shown) to reduce the likelihood of
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inappropriate data access. When configuration settings are
appropriate (and, for example, a user is authenticated and
authorized and policy settings are appropriate), data access
module 195 accesses requested data and transfers requested
data to the requesting mobile device. On the other hand,
when configuration settings are inappropriate (and even if a
user is authenticated and authorized and policy requirements
are appropriate), configuration enforcement module 194 can
access appropriate configuration settings and transfer the
appropriate configuration settings to the requesting mobile
device.

[0079] FIG. 4 illustrates an example flow chart of a
method 400 for enforcing an appropriate mobile device
configuration prior to permitting a mobile device to access
maintained data. Method 400 will be described with respect
to the components and data depicted in computer architec-
ture 300.

[0080] Method 400 includes an act of determining that
current mobile device configuration is not appropriate for
accessing the maintained data (act 401). For example,
mobile device 101 (client 193A) can send request 176 to
computer system 141. Request 176 can indicate a configu-
ration version representing the one or more of the current
configuration settings of mobile deice 101. Computer sys-
tem 141 can receive request 176 from mobile device 101.
Request 176 can be a request for data, such, as, for example,
a Web page request. Alternately, request 176 can be a
provision request expressly requesting appropriate configu-
ration settings.

[0081] A request may or may not expressly include a
configuration version. Lack of an expressly included con-
figuration version can indicate that a mobile device has yet
to implement and/or does not support remote configuration.

[0082] Method 400 includes an act of determining that
current mobile device configuration is not appropriate for
accessing the maintained data (act 402). For example, con-
figuration enforcement module 193 can compare a configu-
ration version included in request 176 to other configuration
versions (e.g., included in configuration versions 192) that
are appropriate for accessing data (e.g., Web pages in data
store 197) maintained by server module 193B (e.g., a Web
server). When the included configuration version does not
match any other appropriate configuration version, configu-
ration enforcement module 194 determines that the configu-
ration settings of mobile device 101 are inappropriate for
accessing data maintained by server module 193B. If no
configuration version was included, policy enforcement
module 193 can be default determine that the configuration
settings of mobile device 101 are inappropriate for accessing
data maintained by server module 193B.

[0083] In response to detection of an inappropriate con-
figuration, configuration enforcement module 143 can iden-
tify configuration settings, such as, for example, 191B, K, N,
and R that are appropriate for accessing data maintained by
server module 193B. Configuration settings 191B, K, N, and
R can correspond to any of the previously described policy
settings.

[0084] Method 400 includes an act of sending device
configuration settings to the mobile device, the device
configuration settings representing a new mobile device
configuration that is appropriate accessing the maintained
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data (act 403). For example, server module 193B can send
configuration settings 191B, K, N, and R along with con-
figuration version 192L. to mobile device 101. Request 176
(a request) and configuration setting 191B, K, N, and R
along with configuration version 192L (a response) can be
corresponding messages in a request/response protocol, such
as, for example, HTTP.

[0085] Sent configuration settings can be configuration
setting for altering the current configuration of one or more
of an operating system, an application program, hardware,
allocated resources, a network interface, and wireless pro-
tocol settings, at the mobile device.

[0086] Mobile device 101 can implement configuration
settings 191B, K, N, and R (potentially altering current
configuration settings) to comply with configuration settings
that are appropriate for accessing data maintained by server
module 193B. For example, mobile device 101 can allocate
additional memory for client module 193 A, verify download
speed, and activate an appropriate plug-in in accordance
with configuration settings 191B, K, N, and R. Mobile
device 101 can store configuration settings 191B, K, N, and
R and configuration version 192 in program data 116 for
subsequent access.

[0087] Implemented configuration settings can alter the
current configuration of one or more of an operating system,
an application program, hardware, allocated resources, a
network interface, and wireless protocol settings, at the
mobile device.

[0088] Method 400 includes an act of receiving an indi-
cation that the mobile device is configured in accordance
with the device configuration settings subsequent to sending
the device configuration settings to the mobile device (act
404). For example, mobile device 101 can send configura-
tion version 1921 to computer system 141. Computer sys-
tem 141 can receive configuration version 192L from mobile
device 101. Configuration enforcement module 143 can
determine, for example, through comparison to known
appropriate configuration versions, that configuration ver-
sion 192L represents configuration settings that are appro-
priate for accessing data 197.

[0089] Method 400 includes an act of permitting the
mobile device to access the maintained data in response to
receiving the indication that the mobile device is configured
in accordance with the device configuration settings (act
405). For example, configuration enforcement module 194
can permit mobile device 101 to access data 197A. Server
module can subsequently send notification 199 to mobile
device 101. Notification 199 can indicate to mobile device
101 that configuration enforcement module 194 has permit-
ted access to data 197A. Data request configuration version
192L (a request) and notification 199 (a response) can be
corresponding messages in a request/response protocol, such
as, for example, HTTP.

[0090] If other access requirements are satisfied (e.g.,
authentication, authorization, and policy enforcement),
mobile device 101 can subsequently access data 197A.
Mobile device 101 can then store data 197 A for subsequent
use by client module 193 A, such as, for example, displaying
a Web page at display 105.

[0091] Accordingly, embodiments of the present invention
can be used to reduce the likelihood of a device with
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inappropriate configuration settings being able to access
data. For example, configuration enforcement manager
193B can potentially prevent the download of data to an in
appropriate configured mobile device. Preventing the down-
load of data that can not be appropriately processed con-
serves network bandwidth and systems resources.

[0092] FIG. 5 illustrates a suitable operating environment
for the principles of the present invention. FIG. 5 and the
following discussion are intended to provide a brief, general
description of a suitable computing environment in which
the invention may be implemented. Although not required,
the invention will be described in the general context of
computer-executable instructions, such as program modules,
being executed by computer systems. Generally, program
modules include routines, programs, objects, components,
data structures, and the like, which perform particular tasks
or implement particular abstract data types. Computer-ex-
ecutable instructions, associated data structures, and pro-
gram modules represent examples of the program code
means for executing acts of the methods disclosed herein.

[0093] FIG. 5 depicts a schematic diagram of a computer
system 500. Computer system 141 can include one or more
of the components included in computer system 500. For
descriptive purposes, the depicted computer system is only
one example of a suitable environment and is not intended
to suggest any limitation as to the scope of use or function-
ality of the invention. Neither should the computer systems
be interpreted as having any dependency nor requirement
relating to any one or combination of components illustrated
in FIG. 5.

[0094] Insome basic configurations, computer system 500
includes at least one processing unit 502 and memory 504.
The memory 504 may be volatile (such as RAM), non-
volatile (such as ROM, flash memory, etc.), or some com-
bination of the two. One basic configuration is illustrated in
FIG. 5 by the dashed line 506.

[0095] Included storage media devices may have addi-
tional features and functionality. For example, they may
include additional storage (removable and non-removable)
including, but not limited to, PCMCIA cards, magnetic and
optical disks, and magnetic tape. Such additional storage is
illustrated in FIG. 5 by removable storage 508 and non-
removable storage 510. Computer-storage media include
volatile and non-volatile, removable and non-removable
media implemented in any method or technology for storage
of information such as computer-readable instructions, data
structures, program modules, or other data. Memory 504,
removable storage 508, and non-removable storage 510 are
all examples of computer-storage media. Computer-storage
media include, but are not limited to, RAM, ROM,
EEPROM, flash memory, other memory technology, CD-
ROM, digital versatile disks, other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage, other mag-
netic storage devices, and any other media that can be used
to store the desired information and that can be accessed by
the computer system.

[0096] Computer system 500 may also contain communi-
cation channels 512 that allow the host to communicate with
other systems and devices over a network 520. Communi-
cation channels 512 are examples of communications media.
Communications media typically embody computer-read-
able instructions, data structures, program modules, or other
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data in a modulated data signal such as a carrier wave or
other transport mechanism and include any information-
delivery media. By way of example, and not limitation,
communications media include wired media, such as wired
networks and direct-wired connections, and wireless media
such as acoustic, radio, infrared, and other wireless media.
The term computer-readable media as used herein includes
both storage media and communications media.

[0097] The computer system 500 may also have input
components 514 such as a keyboard, mouse, pen, a voice-
input component, a touch-input device, and so forth. Output
components 516 include screen displays, speakers, printer,
etc., and rendering modules (often called “adapters”) for
driving them. The computer system 500 has. a power supply
518. All these components are well known in the art and
need not be discussed at length here.

[0098] While FIG. 5 represents a suitable operating envi-
ronment for the present invention, the principles of the
present invention may be employed in any system that is
capable of, with suitable modification if necessary, imple-
menting the principles of the present invention. The envi-
ronment illustrated in FIG. 5 is illustrative only and by no
means represents even a small portion of the wide variety of
environments in which the principles of the present inven-
tion may be implemented.

[0099] In accordance with the present invention, modules
including policy enforcement modules, client modules,
server modules, and data access modules, as well as asso-
ciated data, including data commands, data requests, noti-
fications, policy requests, policy settings, policy versions,
configuration settings, and configuration versions can be
stored and accessed from any of the computer-readable
media associated with computer system 500. When a mass
storage device, such as, for example, non-removable storage
510, is coupled to computer system 500, such modules and
associated program data may also be stored in the mass
storage device. In a networked environment, program mod-
ules depicted relative to computer system 500, or portions
thereof, can be stored in remote memory storage devices,
such as, system memory and/or mass storage devices asso-
ciated with remote computer systems. Execution of such
modules may be performed in a distributed environment as
previously described.

[0100] The present invention may be embodied in other
specific forms without departing from its spirit or essential
characteristics. The described embodiments are to be con-
sidered in all respects only as illustrative and not restrictive.
The scope of the invention is, therefore, indicated by the
appended claims rather than by the foregoing description.
All changes which come within the meaning and range of
equivalency of the claims are to be embraced within their
scope.

What is claimed and desired secured by United States

Letters Patent is:

1. At a computer system that maintains data accessible to
mobile devices, a: method for enforcing an appropriate
mobile device configuration prior to permitting a mobile
device to access the maintained data, the method compris-
ing:

an act of receiving a request from a mobile device, the

request requesting that the mobile device be permitted

Jan. 4, 2007

to access data maintained by the computer system, the
request indicating a current mobile device configura-
tion of the mobile device;

an act of determining that current mobile device configu-
ration is not appropriate for accessing the maintained
data;

an act of sending device configuration settings to the
mobile device, the device configuration settings repre-
senting a new mobile device configuration that is
appropriate accessing the maintained data;

an act of receiving an indication that the mobile device is
configured in accordance with the device configuration
settings subsequent to sending the device configuration
settings to the mobile device; and

an act of permitting the mobile device to access the
maintained data in response to receiving the indication
that the mobile device is configured in accordance with
the device configuration settings.

2. The method as recited in claim 1, wherein the act of
receiving a request from a mobile device comprises an act of
receiving a request that was sent in accordance with HTTP.

3. The method as recited in claim 1, wherein the act of
receiving a request from a mobile device comprises an act of
receiving a request for a Web page.

4. The method as recited in claim 1, wherein the act of
receiving a request from a mobile device comprises an act of
receiving a request from a mobile device selected from
among a mobile telephone, a PDA, and a watch.

5. The method as recited in claim 1, wherein the act of
determining that current mobile device configuration is not
appropriate for accessing the maintained data comprises an
act of comparing a received configuration version to one or
more configuration versions representing appropriate con-
figurations for accessing the maintained data.

6. The method as recited in claim 1, wherein an act of
sending device configuration settings to the mobile device
comprises sending configuration settings that are designated
to alter the current configuration of one or more of an
operating system, an application program, hardware, allo-
cated resources, a network interface, and wireless protocol
settings, at the mobile device.

7. The method as recited in claim 8, wherein the act of
receiving an indication that the mobile device is configured
in accordance with the device configuration settings com-
prises comparing a comprises an act of comparing a received
configuration version to one or more configuration versions
representing appropriate configurations for accessing the
maintained data.

8. The method as recited in claim 1, further comprises:

an act of notifying the mobile device that access to
maintained data has been permitted.

9. At a computer system that maintains data accessible to
mobile devices, a method for enforcing mobile device access
policies prior to permitting mobile device access to main-
tained data, the method comprising:

an act of receiving a data command from a mobile device,
the data command indicating a policy version, the
policy version representing the current policy settings
at the mobile device;
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an act of determining that the current policy settings at the
mobile device are not appropriate for accessing data
maintained by the computer system;

an act of notifying the mobile device that the current
policy settings are not appropriate for accessing the
maintained data;

an act of receiving a policy request from the mobile
device, the policy request requesting policy settings
that are appropriate for accessing the maintained data;

an act of identifying updated policy settings that are
appropriate for accessing the maintained data;

an act of sending the updated policy settings along with a
corresponding updated policy version to the mobile
device, the updated policy version representing the
updated policy settings;

an act of receiving a data request along with the updated
policy version from the mobile device, the data request
requesting that the mobile device be permitted to access
the maintained data, the updated policy version indi-
cating that the mobile device is configured in accor-
dance with the updated policy settings; and

an act of notifying the mobile device that access to the

maintained data has been permitted.

10. The method as recited in claim 9, wherein the act of
receiving a data command from a mobile device comprises
an act of receiving a request for electronic mail data.

11. The method as recited in claim 9, wherein an act of
determining that the current policy settings at the mobile
device are not appropriate for accessing data maintained by
the computer system comprises an act of comparing a
received policy version, representing the current policy
settings to one or more policy versions representing appro-
priate policy settings for accessing the maintained data.

12. The method as recited in claim 9, wherein an act of
determining that the current policy settings at the mobile
device are not appropriate for accessing data maintained by
the computer system comprises an act of determining that
the mobile device does not support policy settings.

13. The method as recited in claim 9, wherein an act of
determining that the current policy settings at the mobile
device are not appropriate for accessing data maintained by
the computer system comprises an act of determining that
the mobile device does not support PIN lock.

14. The method as recited in claim 9, wherein the act of
receiving a policy request from the mobile device comprises
an act of receiving a policy request for policy settings that
are appropriate for accessing electronic mail data.

15. The method as recited in claim 9, wherein the act of
receiving a policy request from the mobile device comprises
an act of receiving a policy request from a mobile device
selected from among a mobile telephone, a PDA, and a
watch.

16. The method as recited in claim 9, wherein the act of
identifying updated policy settings that are appropriate for
accessing the maintained data comprises an act identifying
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one or more of PIN lock settings, storage wipe settings,
periodic enforcement settings, and policy exceptions.

17. The method as recited in claim 9, wherein the act of
sending the updated policy settings along with a correspond-
ing updated policy version to the mobile device comprises
an act of sending or more of PIN lock settings, storage wipe
settings, periodic enforcement settings, and policy excep-
tions.

18. The method as recited in claim 9, where the act of
receiving a data request along with the updated policy
version from the mobile device comprises an act of receiv-
ing a policy version indicating that the user of the mobile
device is at least temporarily excepted from policy compli-
ance.

19. The method as recited in claim 9, further comprising:

An act of initiating a remote storage wipe of the mobile

device.

20. A computer-program product for use at a computer
system that maintains data accessible to mobile devices, the
computer program product for implementing a method for
enforcing mobile device access policies prior to permitting
mobile device access to maintained data, the computer
program product comprising one or more computer-readable
media having stored thereon computer-executable instruc-
tions that, when executed by a processor, cause the computer
system to perform the following:

receive a data command from a mobile device, the data
command indicating a policy version, the policy ver-
sion representing the current policy settings at the
mobile device;

determine that the current policy settings at the mobile
device are not appropriate for accessing data main-
tained by the computer system;

notify the mobile device that the current policy settings
are not appropriate for accessing the maintained data;

receive a policy request from the mobile device, the
policy request requesting policy settings that are appro-
priate for accessing the maintained data;

identify updated policy settings that are appropriate for
accessing the maintained data;

send the updated policy settings along with a correspond-
ing updated policy version to the mobile device, the
updated policy version representing the updated policy
settings;

receive a data request along with the updated policy
version from the mobile device, the data request
requesting that the mobile device be permitted to access
the maintained data, the updated policy version indi-
cating that the mobile device is configured in accor-
dance with the updated policy settings; and

notify the mobile device that access to the maintained data
has been permitted.
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