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UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
NORFOLK DIVISION
HL KLEMOVE CORP.,
Plaintiff, Case No. 2:23-cv-00647-EWH-RJK

V. JURY TRIAL DEMANDED

FORAS TECHNOLOGIES LTD.,

Defendant.

FORAS TECHNOLOGIES LTD.’S ANSWER, AFFIRMATIVE DEFENSES, AND
COUNTERCLAIMS

Defendant Foras Technologies Ltd. (“Foras”), by and through its undersigned counsel,
hereby responds to the Complaint for Declaratory Judgment of Plaintiff HL Klemove Corp.
(“HLK”) (Dkt. No. 1, “Complaint”) with the following Answer, Affirmative Defenses, and
Counterclaims.

GENERAL DENIAL

Foras responds to the allegations contained in the numbered paragraphs of HLK’s
Complaint.  Except as specifically admitted herein, Foras denies all allegations and
characterizations in HLK’s Complaint.

RESPONSE TO SPECIFIC ALLEGATIONS

1. The allegations in paragraph 1 include HLK’s characterization of the claims in this
action to which no response is required. To the extent a response is required, Foras denies the

allegations in paragraph 1.
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NATURE OF THE ACTION!

2. The allegations in paragraph 2 include HLK’s characterization of the claims in this
action to which no response is required. To the extent paragraph 2 implicates legal conclusions,
no response is required. Foras admits that it has accused Kia Corporation and Kia America Inc.
(“Kia”) of infringement of U.S. Patent No. 7,502,958 (“the *958 Patent”) through the sale of Kia-
branded automobiles containing components sold by HLK and that Foras attempted to serve HLK
with a subpoena in connection with that action. Foras lacks knowledge or information sufficient
to form a belief as to the truth of the other allegations in paragraph 2, and therefore denies those
allegations.

3. Foras lacks knowledge or information sufficient to form a belief as to the truth of
the allegations in paragraph 3, and therefore denies those allegations.

4. Foras admits that it has filed a complaint against Kia Corporation and Kia America
Inc. for infringement of the *958 Patent. Foras lacks knowledge or information sufficient to form
a belief as to the truth of the allegations in paragraph 4, and therefore denies those allegations.

5. Foras admits that it is the sole owner by assignment of all right, title, and interest
of the 958 Patent, including the right to recover for past, present, and future infringement. Foras
further admits that the complaint in the case captioned Foras Techs. Ltd. v. Kia Corp., et al., No.
2:23-cv-00219-JRG is attached as Exhibit 2 to HLK’s Complaint and that the corresponding 958
Patent claim chart is attached as Exhibit 3 to HLK’s Complaint. Foras denies the remaining

allegations in paragraph 5.

! Foras repeats the headings in the Complaint. In doing so, Foras makes no admissions regarding
the substance of the headings. Unless otherwise stated, to the extent that a particular heading can
be construed as an allegation, Foras specifically denies all such allegations.
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6. Foras lacks knowledge or information sufficient to form a belief as to the truth of
the allegations in paragraph 6, and therefore denies those allegations.

7. Foras admits that the cases identified in the table at paragraph 7 were brought by
Foras and involve the *958 Patent. Foras lacks knowledge or information sufficient to form a
belief as to the truth of the other allegations in paragraph 7, and therefore denies those allegations.

8. Foras admits that it filed a complaint against Kia Corporation and Kia America Inc.
alleging that certain Kia automobiles, including the Kia K5, Telluride, and Seltos, include an
MRR-20 Mid-Range Radar (containing an Infineon SAK-TC297TA chipset) and/or a Hella RS4
Lane Change Assist Radar (containing an Infineon SAK-TC264DA chipset) (the “Accused
Products™) infringe at least claims 1, 2, 3, 6, 8, 19, and 20 of the ’958 Patent. Foras lacks
knowledge or information sufficient to form a belief as to the truth of the other allegations in
paragraph 8, and therefore denies those allegations.

9. Foras lacks knowledge or information sufficient to form a belief as to the truth of
the allegations in paragraph 9, and therefore denies those allegations.

10. Foras lacks knowledge or information sufficient to form a belief as to the truth of
the allegations in paragraph 10, and therefore denies those allegations.

11.  To the extent paragraph 11 implicates legal conclusions, no response is required.
To the extent a response is required, Foras admits that HLK purports to seek a declaratory
judgment, but denies any remaining allegations in paragraph 11.

12.  To the extent paragraph 12 implicates legal conclusions, no response is required.
To the extent a response is required, Foras admits that HLK purports to seek a declaratory

judgment, but denies any remaining allegations in paragraph 12.
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THE PARTIES

13.  Oninformation and belief, Foras admits that HLK is a corporation organized under
the laws of the Republic of Korea with its principal place of business at 224 Harmony-ro, Yeonsu-
gu, Incheon, Republic of Korea.

14.  Admitted.

PATENT ASSERTED AGAINST PLAINTIFE’S CUSTOMERS

15. Foras admits that the 958 Patent relates to certain methods and systems for
detecting and recovering from a loss of lockstep for a pair of processors. Foras admits that HLK’s
Accused Products infringe those methods and systems disclosed in the claims of the 958 Patent.

16. Foras lacks knowledge or information sufficient to form a belief as to the truth of
the allegations in paragraph 16, and therefore denies those allegations.

17.  Admitted.

18. Foras admits that HLK quotes from the *958 Patent at 3:50-55 and 3:55-59, but
denies any remaining allegations in paragraph 18.

JURISDICTION AND VENUE

19. Foras repeats and incorporates by reference as if fully set forth herein its responses
to paragraphs 1-18 above.

20.  To the extent paragraph 20 of the Complaint implicates legal conclusions, no
response is required. To the extent a response is required, Foras admits that this Court has subject
matter jurisdiction over the Complaint, but denies any remaining allegations in paragraph 20.

21.  To the extent paragraph 21 of the Complaint implicates legal conclusions, no
response is required. To the extent a response is required, Foras admits that there is an actual and

justiciable controversy between Foras and HLK regarding the infringement of at least claims 1, 2,
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3, 6, 8, 19, and 20 of the *958 Patent by HLK’s Accused Products. Further, Foras admits that it
has filed a complaint against Kia for patent infringement of at least claims 1, 2, 3, 6, 8, 19, and 20
of the *958 Patent. Foras lacks knowledge or information sufficient to form a belief as to the truth
of the remaining allegations in paragraph 21, and therefore denies those allegations.

22. To the extent paragraph 22 of the Complaint implicates legal conclusions, no
response is required. To the extent a response is required, Foras admits that the Court has personal
jurisdiction over Foras for this action only, but denies any remaining allegations in paragraph 22.

23.  To the extent paragraph 23 of the Complaint implicates legal conclusions, no
response is required. To the extent a response is required, Foras admits that this Court is a proper
venue for this action only, but denies any remaining allegations in paragraph 23.

24.  To the extent paragraph 24 of the Complaint implicates legal conclusions, no
response is required. To the extent a response is required, Foras admits that assignment to the
Alexandria Division is proper under Local Civil Rule 3(c) for this action only, and that personal
jurisdiction exists for this action only, but denies any remaining allegations in paragraph 24.

FACTUAL BACKGROUND

25.  Admitted.

26. Foras admits that it asserted that Kia infringes by making, using, offering for sale,
selling and/or importing “certain products and services, including without limitation the Kia K5,
Telluride, and Seltos which include a Mando MRR-20 Mid-Range Radar (containing an Infineon
SAK-TC297TA chipset) and/or Hella RS4 Lange Change Assist Radar (containing an Infineon
SAK-TC264DA chipset) (‘Accused Products’), that directly infringe, literally and/or under the
doctrine of equivalents, one or more claims of the 958 Patent.” Foras admits that it asserted that

certain Kia products infringe at least claim 19 of the 958 Patent as described in a claim chart
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attached to its complaint. Foras lacks knowledge or information sufficient to form a belief as to
the truth of the remaining allegations in paragraph 26, and therefore denies those allegations.

27. Foras admits that its allegations of infringement of the *958 Patent against Kia are
based on Kia’s use and/or incorporation of HLK’s Accused Products. Foras admits that HLK’s
Accused Products perform every limitation of at least claim 19 of the *958 Patent. Foras lacks
knowledge or information sufficient to form a belief as to the truth of the remaining allegations in
paragraph 27, and therefore denies those allegations.

28. Foras admits that it alleges that Kia “ha[s] and continue[s] to make, use, offer for

99 ¢

sale, sell, and/or import certain products and services” “that directly infringe, literally and/or under
the doctrine of equivalents, one or more claims of the 958 Patent.” Foras denies the remaining
allegations in paragraph 28.

29. Foras admits that, on July 21, 2023, Foras served Kia with infringement contentions
contending that certain Kia automobiles, “including, but not limited to Kia K5, Telluride, Seltos,
and Sorento automobiles” infringe at least claims 1, 2, 3, 6, 8, 19 and 20 of the *958 Patent. Foras
denies the remaining allegations in paragraph 29.

30.  Admitted.

31. Foras admits that, on November 2, 2023, it attempted to serve a subpoena for the
production of documents by HLK by delivering the subpoena to a California-based subsidiary of
HLK, HL Klemove America Corp and that a copy of the subpoena is attached as Exhibit 6 to
HLK’s Complaint. Foras denies the remaining allegations in paragraph 31.

32. Foras admits that the lawsuit against Kia remains pending. Foras lacks knowledge

or information sufficient to form a belief as to the truth of the remaining allegations in paragraph

32, and therefore denies those allegations.
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33. Foras lacks knowledge or information sufficient to form a belief as to the truth of
the remaining allegations in paragraph 32, and therefore denies those allegations.

FIRST CLAIM FOR RELIEF

(Declaratory Judgment that Plaintiff Does Not Infringe the 958 Patent)
34. Foras repeats and incorporates by reference as if fully set forth herein its responses
to paragraphs 1-33 above.
35. Foras admits that there is an actual, justiciable, substantial, and immediate
controversy between Foras and HLK regarding HLK’s direct and/or indirect infringement of at

least claims 1, 2, 3, 6, 8, 19, and 20 of the 958 Patent. Foras denies any remaining allegations in

paragraph 35.
36. Denied.
37. Denied.

DEMAND FOR A JURY TRIAL

38. This paragraph sets forth HLK’s demand for a trial by jury to which no response is
required.

RESERVATION OF RIGHTS

39. This paragraph sets forth HLK’s reservation of rights to which no response is
required.

PLAINTIFE’S PRAYER FOR RELIEF

40.  This paragraph sets forth HLK’s prayer for relief to which no response is required.

Foras denies that HLK is entitled to any of the requested relief.

DEFENDANT’S AFFIRMATIVE DEFENSES

Without conceding that any of the following necessarily must be pleaded as an affirmative

Page 7 of 139



Case 2:23-cv-00647-EWH-RJK Document 14 Filed 02/12/24 Page 8 of 15 PagelD# 245

defense, or that any of the following is not already at issue by virtue of the foregoing responses,
and without prejudice to Defendant’s right to plead additional defenses as discovery into the facts
and circumstances of the matter warrant, Defendant asserts the following affirmative defenses.

FIRST AFFIRMATIVE DEFENSE: FAILURE TO STATE A CLAIM

41.  The Complaint fails to state a claim upon which relief can be granted.

SECOND AFFIRMATIVE DEFENSE: INFRINGEMENT

42.  HLK’s claim for declaratory judgment of non-infringement of U.S. Patent No.
7,502,958 fails because HLK infringes the 958 Patent directly and indirectly in violation of 35
U.S.C. § 271(a)-(c). Foras’ infringement allegations are detailed below in Counterclaim I.

THIRD AFFIRMATIVE DEFENSE: EQUITABLE DEFENSES

43. Each of HLK’s claims is barred, in whole or in part, by the equitable defenses of
estoppel, waiver, laches, and/or unclean hands.

FOURTH AFFIRMATIVE DEFENSE: FAILURE TO STATE AN
EXCEPTIONAL CASE

44.  The Complaint fails to state a claim for an exceptional case under 35 U.S.C. § 285.

DEFENDANT’S COUNTERCLAIMS

Foras asserts the following counterclaims against HLK:

THE PARTIES

1. Defendant Foras Technologies Limited (“Foras” or “Defendant”) is a private
company limited by shares organized and existing under the law of Ireland, with its principal place
of business at The Hyde Building, Suite 23, The Park, Carrickmines, Dublin 18, Ireland. Foras is

the sole owner by assignment of all right, title, and interest in United States Patent No. 7,502,958
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(“the ’958 Patent”) (the “Asserted Patent”), including the right to recover for past, present, and
future infringement.

2. Plaintiff HL Klemove Corp. (“HLK” or “Plaintiff”) is a corporation organized
under the laws of the Republic of Korea with its principal place of business at 224 Harmony-ro,
Yeonsu-gu, Incheon, Republic of Korea.

3. On information and belief, HLK is responsible for importing, making, marketing,
distributing, offering for sale, and/or selling Advanced Driver Assistance Systems (ADAS), such
as the Mando MRR-20 Mid-Range Radar (containing an Infineon SAK-TC297TA chipset) and/or
Hella RS4 Lane Change Assist Radar (containing an Infineon SAK-TC264DA chipset) (“Accused
Products™), throughout the United States, including this District. On information and belief, Kia
Corp. and/or Kia America, Inc. (“Kia”) is one of HLK’s customers, as well as other major
automobile manufacturers. On information and belief, HLK offers for sale and/or sells the
Accused Products to Kia and other automobile manufacturers in the United States.

JURISDICTION AND VENUE

4. This action arises under the patent laws of the United States, Title 35 of the United
States Code. This Court has original and exclusive subject matter jurisdiction pursuant to 28
U.S.C. 88 1331 and 1338(a).

5. This Court has personal jurisdiction over HLK because HLK submitted themselves
to this Court’s jurisdiction by initiating this lawsuit.

6. Venue is proper for Foras’ counterclaims under 28 U.S.C. § 1391.

FIRST COUNTERCLAIM
(Infringement of U.S. Patent No. 7,502,958)

7. Foras realleges and incorporates by reference the foregoing paragraphs as if fully

set forth herein.
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8. Foras owns by assignment all rights, title, and interest, including the right to recover
damages for past, present, and future infringement, in U.S. Patent No. 7,502,958, entitled “System
and method for providing firmware recoverable lockstep protection.” The 958 Patent was duly
and legally issued by the United States Patent and Trademark Office on March 10, 2009. A true
and correct copy of the *958 Patent is attached as Exhibit A.

9. On information and belief, HLK has and continues to make, use, offer for sale, sell,
and/or import certain products and services, including Advanced Driver Assistance Systems
(ADAS), such as the Mando MRR-20 Mid-Range Radar (containing an Infineon SAK-TC297TA
chipset) and/or Hella RS4 Lange Change Assist Radar (containing an Infineon SAK-TC264DA
chipset) products (“Accused Products™), that directly infringe, literally and/or under the doctrine
of equivalents, one or more claims of the 958 Patent. Identification of the Accused Products will
be provided in Foras’ infringement contentions disclosed pursuant to the Court’s scheduling order.

10.  The Accused Products satisfy all claim limitations of one or more claims of the 958
Patent. Claim charts comparing exemplary independent claim 19 of the ’958 Patent to
representative Accused Products are attached as Exhibit B.

11. By making, using, offering for sale, selling and/or importing into the United States
the Accused Products, HLK has injured Foras and is liable for infringement of the 958 Patent
pursuant to 35 U.S.C. § 271(a).

12. HLK also knowingly and intentionally induces infringement of one or more claims
of the *958 Patent in violation of 35 U.S.C. 8§ 271(b). At least as of the filing and service of its
Complaint, HLK has knowledge of the 958 Patent and the infringing nature of the Accused
Products through, for example, the *958 Patent claim chart from the Kia case that was attached to

HLK’s Complaint as Exhibit 3. Despite this knowledge of the *958 Patent, HLK continues to

10
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actively encourage and instruct its customers to use the Accused Products in ways that directly
infringe the *958 Patent. HLK engages in many activities that encourage its customers to infringe
the *958 Patent, including (i) advertising and promotion efforts for the Accused Products; (ii)
publication of demonstrational videos on its website; (iii) publication of advertising and marketing
materials that purport to describe the alleged benefits of the Accused Products; and (iv) publication
of user manuals that instruct customers on how to install and use the Accused Products in an
infringing manner. For example, HLK provides its customers, such as Kia, with user guides for
the Mando MRR-20 Mid-Range Radar, which includes instructions on how to use and operate the
product. See Exhibit C (MRR-20 User Guide) at pp. 9-12. Similarly, HLK provides its customers,
such as Kia, with a user guide for the Hella RS4 Lange Change Assist Radar, which includes
instructions on how to use and operate the product. See Exhibit D (RS 5.4 User Guide) at pp. 2-
7.

13. HLK further publishes marketing materials characterizing its radar products as

“key” products and touting their success:

KEY PRODUCTS

1) Autonomous Driving Solutions

System Integration

Klemove technology

S, 1 z
PERCEPTION. DECIION

Radar Camera Lidar Software

s> @& S

Front Radar Front Camera Solid state lidar
ACC/FCW/AEB LDW/LKA/HBA/
TSRIFCW/AEB |

Ultrasonic Sensor Hardware

Comer Radar g (‘)ﬁ
BSD/LCA/RCTA e
Long Range StortRange Automated Driving Control Unit

IPAS (ADCU)

11
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Exhibit E (HL Klemove Marketing Presentation) at p. 16.

BUNDLING AND SOURCING BENEFITS

Autonomous Driving Solution

PrOVider’ M han 3 ths sh (Ex: EBS-ADAS
.. + More than 3 months shortening (Ex: EBS- )
GIVIng FREEDOM to OEMs Py - Project delay risk reduction

Development period reduction

nd
Mando HL Klemove L Y Coordination and workload reduction

« Interface coordination/ change! test handling

” ? < workload reduction
ﬁ ] . “Ia\ - Responsible / Approval workload reduction
+
3 W ’
*/ﬁ\ M = Expertise in vehicle dynamics and AD

. =« Test vehicle building cost
Brake + Stagrlng ADAS = Test vehicle shipment cost
+Suspension

Exhibit E (HL Klemove Marketing Presentation) at p. 19.

National R&D Excellence and 100 Best Performance in 2021

Exhibit E (HL Klemove Marketing Presentation) at p. 20.

14. HLK provides these instructions, user manuals, and other materials knowing and
intending (or with willful blindness to the fact) that its customers, such as Kia and other automobile
manufacturers, will commit these infringing acts. HLK also continues to make, use, offer for sale,
sell, and/or import the Accused Products, despite its knowledge of the 958 Patent, thereby
specifically intending for and inducing its customers to infringe the 958 Patent through the
customers’ normal and customary use of the Accused Products.

15. HLK has also infringed, and continues to infringe, one or more claims of the *958
Patent by selling, offering for sale, or importing into the United States, the Accused Products,

knowing that the Accused Products constitute a material part of the inventions claimed in the *958

12
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Patent, are especially make or adapted to infringe the 958 Patent, and are not staple articles or
commodities of commerce suitable for non-infringing use. At least as of the filing and service of
HLK’s Complaint, HLK has had knowledge of the *958 Patent and the infringing nature of the
Accused Products through, for example, the *958 Patent claim chart from the Kia case served with
HLK’s Complaint as Exhibit 3. HLK has been, and currently is, contributorily infringing the 958
Patent in violation of 35 U.S.C. §§ 271(c) and/or (f). For example, HLK’s Accused Products
constitute a material part of the inventions claimed in the 958 Patent, are especially made or
adapted to infringe the 958 Patent, and are not staple articles or commodities of commerce suitable
for non-infringing use, as demonstrated by the evidence in Exhibit B.

16.  On information and belief, Foras (including its predecessors and any licensees)
complied with 35 U.S.C. §287 at least prior to June 30, 2022 because Foras, its predecessors, and
any licensees did not make, offer for sale, or sell products that practice(d) the 958 Patent during
the relevant time period or were not otherwise required to mark during the relevant time period.

17.  As a result of HLK’s direct infringement of the *958 Patent, Foras is entitled to
monetary damages (past, present, and future) in an amount adequate to compensate for HLK’s
infringement, but in no event less than a reasonable royalty for the use made of the invention by
HLK, together with interest and costs as fixed by the Court.

18. As a result of HLK’s indirect infringement of the 958 Patent, Foras is entitled to
monetary damages (present and future) in an amount adequate to compensate for HLK’s
infringement, but in no event less than a reasonable royalty for the use made of the invention by
HLK, together with interest and costs as fixed by the Court, accruing as of the time HLK obtained

knowledge of the 958 Patent.

13
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PRAYER FOR RELIEF

WHEREFORE, Foras respectfully requests that this Court enter:

a. A judgment in favor of Foras that HLK has infringed, either literally and/or under
the doctrine of equivalents, the 958 Patent;

b. A judgment and order requiring HLK to pay Foras its damages (past, present, and
future), costs, expenses, and pre-judgment and post-judgment interest for their infringement of
the 958 Patent;

C. A judgment and order requiring HLK to pay Foras compulsory ongoing licensing
fees, as determined by the Court;

d. A judgment and order requiring HLK to provide an accounting and to pay
supplemental damages to Foras, including without limitation, pre-judgment and post-judgment
interest and compensation for infringing products released after the filing of this case that are not
colorably different from the Accused Products;

e. A judgment and order finding that this is an exceptional case within the meaning
of 35 U.S.C. § 285 and awarding to Foras its reasonable attorneys’ fees against HLK; and

f. Any and all other relief as the Court may deem appropriate and just under the
circumstances.

DEMAND FOR JURY TRIAL

Plaintiff, under Rule 38 of the Federal Rules of Civil Procedure, requests a trial by jury of

any issues so triable by right.

14
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Dated: Februaryl2, 2024 Respectfully submitted,

/s/ Robert E. Scully, Jr.

Robert E. Scully, Jr. (VSB No. 19218)
Michael K. Kim (VSB No. 82922)
BLANKINGSHIP & KEITH, P.C.
4020 University Drive, Suite 300
Fairfax, VA 22030

Tel.: (703) 691-1235

Fax: (703) 691-3913
rscully@bklawva.com

Brett E. Cooper (NY SBN 4011011)
(pro hac vice motion forthcoming)
BC LAW GROUP, P.C.

200 Madison Avenue, 24th Floor
New York, NY 10016

Tel.: (212) 951-0100

Fax: (646) 293-2201
bcooper@bclgpc.com

Attorneys for Defendant/Counterclaimant
Foras Technologies Limited

CERTIFICATE OF SERVICE

| hereby certify that on February 12, 2024, | caused a copy of the foregoing to be
electronically filed using the CM/ECF system, which will send notification to counsel of record of
such filing by operation of the Court’s electronic system. Parties may access this filing via the
Court’s electronic system.

/s/ Robert E. Scully, Jr.
Robert E. Scully, Jr. (VSB No. 19218)
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EXHIBIT A
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SYSTEM AND METHOD FOR PROVIDING
FIRMWARE RECOVERABLE LOCKSTEP
PROTECTION

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application is related to the following concur-
rently filed and commonly assigned U.S. patent applications:
Ser. No. 10/973,077 titled “SYSTEM AND METHOD FOR
ESTABLISHING A SPARE PROCESSOR FOR RECOV-
ERING FROM LOSS OF LOCKSTEP IN A BOOT PRO-
CESSOR”; Ser. No. 10/973,004 titled “SYSTEM AND
METHOD FOR CONFIGURING LOCKSTEPMODE OF A
PROCESSOR MODULE”; Ser. No. 10/972,835 titled “SYS-
TEM AND METHOD FOR USING INFORMATION
RELATING TO A DETECTED LOSS OF LOCKSTEP FOR
DETERMINING A RESPONSIVE ACTION”; Ser. No.
10/972,588 titled “SYSTEM AND METHOD FOR
SWITCHING THE ROLE OF BOOT PROCESSOR TO A
SPARE PROCESSOR RESPONSIVE TO DETECTION OF
LOSS OF LOCKSTEP IN A BOOT PROCESSOR™; Ser. No.
10/973,003 titled “SYSTEM AND METHOD FOR REES-
TABLISHING LOCKSTEP FOR A PROCESSOR MOD-
ULE FOR WHICH LOSS OF LOCKSTEP IS DETECTED”,
Ser. No. 10/972,888 titled “SYSTEM AND METHOD FOR
SYSTEM FIRMWARE CAUSING AN OPERATING SYS-
TEM TO IDLE A PROCESSOR?™; Ser. No. 10/973,075 titled
“SYSTEM AND METHOD FOR REINTRODUCING A
PROCESSOR MODULE TO AN OPERATING SYSTEM
AFTER LOCKSTEP RECOVERY”; and Ser. No. 10/972,
796 titled “SYSTEM AND METHOD FOR MAINTAINING
IN'A MULTI-PROCESSOR SYSTEM A SPARE PROCES-
SOR THAT IS INLOCKSTEP FOR USE INRECOVERING
FROM LOSS OF LOCKSTEP FOR ANOTHER PROCES-
SOR”, the disclosures of which are hereby incorporated
herein by reference.

DESCRIPTION OF RELATED ART

Silent Data Corruption (“SDC”) is a difficult problem in
the computing industry. In general, SDC refers to data that is
corrupt, but which the system does not detect as being cor-
rupt. SDCs primarily occur due to one of two factors: a) a
broken hardware unit or b) a “cosmic” event that causes
values to change somewhere in the system. Broken hardware
means that a “trusted” piece of hardware is silently giving
wrong answers. For example, the arithmetic unit in a proces-
sor is instructed to add 1+1 and it returns the incorrect answer
3 instead of the correct answer 2. An example of a cosmic
event is when a charged particle (e.g., alpha particle or cosmic
ray) strikes a region of a computing system and causes some
bits to change value (e.g., froma0Otoa 1l or froma 1to a0).

Numerous techniques have been developed for detecting
SDC to prevent the SDC from remaining “silent” or “unde-
tected” within a system, as well as preventing such SDC from
propagating through the system. Examples of these tech-
niques include parity-based mechanisms and error correcting
codes (ECCs) on buses and memory locations, as well as
checksums and/or cyclic redundancy checks (CRC) over
regions of memory. Parity-based mechanisms are often
employed in processors, wherein a parity bit is associated
with each block of data when it is stored. The parity bit is set
to one or zero according to whether there is an odd or even
number of ones in the data block. When the data block is read
out of its storage location, the number of ones in the block is
compared with the parity bit. A discrepancy between the
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values indicates that the data block has been corrupted. ECCs
are parity-based mechanisms that track additional informa-
tion for each data block. The additional information allows
the corrupted bit(s) to be identified and corrected.

Parity/ECC mechanisms have been employed extensively
for caches, memories, and similar data storage arrays. In the
remaining circuitry on a processor, such as data paths, control
logic, execution logic, and registers (the “execution core”), it
is more difficult to apply parity/ECC mechanisms for SDC
detection. Thus, there is typically some unprotected area on a
processor in which data corruption may occur and the parity/
ECC mechanisms do not prevent the corrupted data from
actually making it out onto the system bus. One approach to
SDC detection in an execution core (or other unprotected area
of the processor chip) is to employ “lockstep processing.”
Generally, in lockstep processing two processors are paired
together, and the two processors perform exactly the same-
operations and the results-are compared.(e.g., with an XOR
gate). If there is ever a discrepancy between the results of the
lockstep processors, an error is signaled. The odds of two
processors experiencing the exact same error at the exact
same moment (e.g., due to a cosmic event occurring in both
processors at exactly the same time or due to a mechanical
failure occurring in each processor at exactly the same time)
is nearly zero.

A pair of lockstep processors may, from time to time, lose
their lockstep. “Loss of lockstep” (or “LOL”) is used broadly
herein to refer to any error in the pair of lockstep processors.
One example of LOL. is detection of data corruption (e.g., data
cache error) in one of the processors by a parity-based mecha-
nism and/or ECC mechanism. Another example of LOL is
detection of the output of the paired processors not matching,
which is referred to herein as a “lockstep mismatch.” It should
be recognized that in some cases the data in the cache of a
processor may become corrupt (e.g., due to a cosmic event),
which once detected (e.g., by a parity-based mechanism or
ECC mechanism of the processor) results in LOL. Of course,
unless such corrupt data is acted upon by the processor, the
output of that processor will not fail to match the output of its
paired processor and thus a “lockstep mismatch” will not
occur. For example, suppose that a value of “1” is stored to
first location of cache in each of a pair of lockstep processors
and a value of “1” is also stored to a second location of cache
in each of the pair of lockstep processors. Further suppose
that a cosmic event occurs for a first one of the processors,
resulting in the first location of its cache being changed from
“1”to “0”, and thus corrupted. This data corruption in the first
processor is a LOL for the pair. An error detection mechanism
of this first processor may detect the data corruption, thus
detecting the LOL. If the processors are instructed to act on
the data of their first cache locations, then a lockstep mis-
match will occur as the output of each of the processors will
not match. For instance, if the processors each add the data
stored to the first location of their respective cache with the
data stored to the second location of their respective cache,
the first processor (having the corrupt data) will output a
result of“1” (0+1=1) while the second processor outputs a
result of “2”(1+1=2), and thus their respective outputs will
not match.

By employing such techniques as parity-based error detec-
tion mechanisms and output comparisons for lockstep paired
processors, SDC detection can be enhanced such that practi-
cally no SDC occurring in a processor goes undetected (and
thus such SDC does not remain “silent”) but instead results in
detection of LOL. However, the issue then becomes how best
for the system to respond to detected LOL. The traditional
response to detected LOL has been to crash the system to
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ensure that the detected error is not propagated through the
system. That is, LOL in one pair of lockstep processors in a
system halts processing of the system even if other processors
that have not encountered an error are present in the system.
However, with the increased desire for many systems to main-
tain high availability, crashing the system each time LOL is
detected is not an attractive proposition. This is particularly
unattractive for large systems having many processors
because cosmic events typically occur more frequently as the
processor count goes up, which would result in much more
frequent system crashes in those large systems. High avail-
ability is a major desire for many customers having large,
multi-processor systems, and thus having their system crash
every few weeks is not an attractive option. Of course, per-
mitting corrupt data to propagate through the system is also
not a viable option.

Prior solutions attempting to resolve at least some detected
SDCs without requiring the system to be crashed have been
Operating System (“OS”) centric. That is, in certain solutions
the OS has been implemented in a manner to recover from a
detected LOL without necessarily crashing the system. This
OS-centric type of solution requires a lot of processor and
platform specific knowledge to be embedded in the OS, and
thus requires that the OS provider maintain the OS up-to-date
as changes occur in later versions of the processors and plat-
forms in which the OS is to be used. This is such a large
burden that most commonly used OSs do not support lockstep
recovery.

Certain solutions have attempted to recover from a LOL
without involving the OS in such recovery procedure. For
instance, in one technique upon LOL being detected, firm-
ware is used to save the state of one of the processors in a
lockstep pair (the processor that is considered “good”) to
memory, and then both processors of the pair are reset and
reinitialized. Thereafter, the state is copied from the memory
to each of the processors in the lockstep pair. This technique
makes the processors unavailable for an amount of time with-
out the OS having any knowledge regarding this unavailabil-
ity, and if the amount of time required for recovery is too long,
the system may crash. That is, typically, if a processor is
unresponsive for X amount of time, the OS will assume that
the processor is hung and will crashdump the system so that
the problem can be diagnosed. Further, in the event that a
processor in the pair cannot be reset and reinitialized (e.g., the
processor has a physical problem and fails to pass its self-
test), this technique results in crashing the system.

BRIEF SUMMARY OF THE INVENTION

According to atleast one embodiment, a method comprises
detecting loss of lockstep for a pair of processors. The method
further comprises triggering, by firmware, an operating sys-
tem to idle the processors, and recovering, by the firmware,
lockstep between the pair of processors. After lockstep is
recovered between the pair of processors, the method further
comprises triggering, by the firmware, the operating system
to recognize the processors as being available for receiving
instructions.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an example embodiment of a system that uses
firmware for controlling recovery from detected loss of lock-
step (LOL);

FIG. 2 shows a block diagram of one embodiment imple-
mented for the IA-64 processor architecture;
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FIG. 3 shows an example system in which firmware utilizes
a hot spare processor for recovering from LOL for the sys-
tem’s boot processor;

FIG. 4 shows an example system having multi-processor
cells in which an embodiment for using firmware for recov-
ering from LOL may be employed;

FIG. 5 shows a detailed operational flow diagram for one
embodiment; and

FIG. 6 shows a more general operational flow diagram for
certain embodiments.

DETAILED DESCRIPTION

Turning to FIG. 1, an example embodiment of a system 10
that uses firmware for controlling recovery from detected loss
of lockstep (LOL) is shown. System 10 includes OS 11, as
well as master processor 12A and slave processor 12B (col-
lectively referred to as alockstep processor pair 12). In certain
implementations the lockstep processor pair 12 may be
implemented on a single silicon chip, which is referred to as
a “dual core processor” in which master processor 12A is a
first core and slave processor 12B is a second core. Master
processor 12A includes cache 14A, and slave processor 12B
includes cache 14B. OS 11 and lockstep processor pair 12 are
communicatively coupled to bus 16. Typically, master pro-
cessor 12A and slave processor 12B are coupled to bus 16 via
an interface that allows each of such processors to receive the
same instructions to process, but such interface only commu-
nicates the output of master processor 12A back onto bus 16.
The output of slave processor 12B is used solely for checking
the output of mater processor 12A. While only one lockstep
processor pair 12 is shown for simplicity in the example of
FIG. 1, system 10 may include any number of such lockstep
processor pairs. As one specific example, system 10 may have
64 lockstep processor pairs, wherein the master processors of
the pairs may perform parallel processing for the system.

Inthis example, master processor 12A includes error detect
logic 13 A, and slave processor 12B includes error detect logic
13B. While shown as included in each of the processors 12A
and 12B in this example, in certain embodiments the error
detect logic 13A and 13B may be implemented external to
processors 12A and 12B. Error detect logic 13A and 13B
include logic for detecting errors, such as data cache errors,
present in their respective processors 12A and 12B. Examples
ofeerror detectlogic 13 A and 13B include known parity-based
mechanisms and ECC mechanisms. Error detect logic 13C is
also included, which may include an XOR (exclusive OR)
gate, for detecting a lockstep mismatch between master pro-
cessor 12A and slave processor 12B. As mentioned above, a
lockstep mismatch refers to the output of master processor
12A and slave processor 12B failing to match. While shown
as external to the lockstep processor pair 12 in this example,
in certain embodiments error detect logic 13C may be imple-
mented on a common silicon chip with processors 12A and
12B.

Lockstep mismatch is one way of detecting a LOL between
the master processor 12A and slave processor 12B. A detec-
tion of an error by either of error detect logic 13A and 13B
also provides detection of LOL in the processors 12A and
12B. Because the detection of LOL by error detect logic 13A
and 13B may occur before an actual lockstep mismatch
occurs, the detection of LOL by error detect logic 13A and
13B may be referred to as a detection of a “precursor to
lockstep mismatch”. In other words, once an error (e.g., cor-
rupt data) is detected by error detect logic 13A or 13B, such
error may eventually propagate to a lockstep mismatch error
that is detectable by error detect logic 13C.
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Firmware 15 is also included in system 10, which in this
embodiment is invoked upon an error being detected by any
of the error detect logics 13A, 13B, and 13C. In certain
embodiments, processors 12A and 12B are processors from
the Itanium Processor Family (IPF). IPF is a 64-bit processor
architecture co-developed by Hewlett-Packard Company and
Intel Corporation, which is based on Explicitly Parallel
Instruction Computing (EPIC). IPF is a well-known family of
processors. IPF includes processors such as those having the
code names of MERCED, MCKINLEY, and MADISON. In
addition to supporting a 64-bit processor bus and a set of 128
registers, the 64-bit design of IPF allows access to a very large
memory (VLM) and exploits features in EPIC. While a spe-
cific example implementation of one embodiment is
described below for the IPF architecture, embodiments of
firmware for recovering from LOL described herein are not
limited in application to an IPF architecture, but may be
applied as well to other architectures (e.g., 32-bit processor
architectures, etc.).

Processor architecture generally comprises corresponding
supporting firmware, such as firmware 15 of system 10. For
example, as described further below in conjunction with the
specific example of FIG. 2, the IPF processor architecture
comprises such supporting firmware as Processor Abstraction
Layer (PAL), System Abstraction Layer (SAL), and
Extended Firmware Interface (EFI). Such supporting firm-
ware may enable, for example, the OS to access a particular
function implemented for the processor. For instance, the OS
may query the PAL as to the size of the cache implemented for
the processor, etc. Other well-known functions provided by
the supporting firmware (SAL, EFT) include, for example: (a)
performing I/O configuration accesses to discover and pro-
gram the 1/O Hardware (SAL_PCI_CONFIG_READ and
SAL_PCI_CONFIG_WRITE); (b) retrieving error log data
from the platform following a Machine Check Abort (MCA)
event (SAL_GET_STATE_INFO); (c) accessing persistent
store configuration data stored in non-volatile memory (EFI
variable services: GetNextVariableName, GetVariable and
SetVariable); and accessing the battery-backed real-time
clock/calendar (EFI GetTime and SetTime). Accordingly, the
supporting firmware, such as the PAL, is implemented to
provide an interface to the processor(s) for accessing the
functionality provided by such processor(s). Each of those
interfaces provide standard, published procedure calls that
are supported. While shown as external to the lockstep pro-
cessor pair 12 in this example, in certain embodiments all or
a portion of firmware 15 may be implemented on a common
silicon chip with processors 12A and 12B.

In the example embodiment of FIG. 1, upon firmware 15
being invoked responsive to detection of LOL (by any of error
detect logics 13 A, 13B, and 13C), firmware 15 determines, in
operational block 101, whether the detected LOL is a recov-
erable LOL. That is, firmware 15 determines in block 101
whether the detected LOL is of a type from which the firm-
ware can recover lockstep for the lockstep processor pair 12
without crashing the system. As described further herein,
lockstep is recoverable for certain detected LOLs (which may
be referred to as “recoverable LOLs”), while lockstep is not
recoverable for other detected LOLs (which may be referred
to as “non-recoverable LOLs”). If the lockstep is not recov-
erable from the detected LOL, then in the example of FIG. 1
firmware 15 crashes the system in block 102.

As described further herein, firmware 15 is implemented in
amanner that allows for recovery from certain detected errors
without requiring that OS 11 be implemented with specific
knowledge for handling such recovery. However, if the lock-
step is determined to be recoverable, firmware 15 cooperates
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with OS 11 via standard OS methods to recover the lockstep.
For instance, in the example embodiment of FIG. 1,
Advanced Configuration and Power Interface (ACPI) meth-
ods are used by firmware 15 to cooperate with OS 11. Accord-
ingly, no processor or platform specific knowledge is required
to be embedded in OS 11, but instead any ACPI-compatible
OS may be used, including without limitation HP-UX and
Open VMS operating systems.

In the example embodiment of FIG. 1, if lockstep is deter-
mined to be recoverable in block 101, then firmware 15 trig-
gers OS 11 to idle the master processor 12A in block 103. In
this embodiment, firmware 15 utilizes an ACPI method 104 to
“eject” master processor 12A, thereby triggering OS 11 to
idle the master processor 12A (i.e., stop scheduling tasks for
the processor). Of course, by idling master processor 12A,
slave processor 12B will in turn be idled. Thus, idling master
processor 12 A results in idling the lockstep processor pair 12.
In this example embodiment, OS 11 is not aware of the
presence of slave processor 12B, but is instead aware of
master processor 12A. The interface of lockstep processor
pair 12 to bus 16 manages copying to slave processor 12B the
instructions that are directed by OS 11 to master processor
12A. Thus, firmware 15 need not direct OS 11 to eject slave
processor 12B, as OS 11 is not aware of such slave processor
12B in this example implementation. Again, by idling master
processor 12A, slave processor 12B is also idled as it merely
receives copies of the instructions directed to master proces-
sor 12A. Of course, if in a given implementation OS 11 is
aware of slave 12B, firmware 15 may be implemented to also
direct OS 11 to idle such slave processor 12B in a manner
similar to that described for idling master processor 12A. An
example technique that may be utilized by firmware 15 for
triggering OS 11 to idle master processor 12A in accordance
with certain embodiments is described further in concurrently
filed and commonly assigned U.S. patent application Ser. No.
10/972,888 titled “SYSTEM AND METHOD FOR SYS-
TEM FIRMWARE CAUSING AN OPERATING SYSTEM
TOIDLE A PROCESSOR?”, the disclosure of which is hereby
incorporated herein by reference.

Firmware 15 then attempts to recover lockstep for the
lockstep processor pair 12 in block 105. For instance, firm-
ware 15 resets the processor pair 12. During such reset of
processor pair 12, system 10 can continue to operate on its
remaining available processors (not shown in FIG. 1). An
example technique that may be utilized by firmware 15 for
recovering lockstep in accordance with certain embodiments
is described further in concurrently filed and commonly
assigned U.S. patent application Ser. No. 10/972,796 titled
“SYSTEM AND METHOD FOR MAINTAINING IN A
MULTI-PROCESSOR SYSTEM A SPARE PROCESSOR
THAT IS IN LOCKSTEP FOR USE IN RECOVERING
FROM LOSS OF LOCKSTEP FOR ANOTHER PROCES-
SOR?”, the disclosure of which is hereby incorporated herein
by reference.

Once the processor pair 12 is reset and lockstep is recov-
ered, firmware 15 reintroduces master processor 12A to OS
11 in operational block 106. In this embodiment, firmware 15
updates the ACPI device table information for master proces-
sor 12A to indicate that such master processor 12A is
“present, functioning and enabled.” As discussed in the ACPI
2.0 specification for the _STA status method of a device,
the _STA (status) object returns the status of a device, which
can be one of the following: enabled, disabled, or removed. In
this respect, in the result code (bitmap) bit 0 is set if the device
is present; bit 1 is set if the device is enabled and decoding its
resources; bit 2 is set if the device should be shown in the UT;
bit 3 is set if the device is functioning properly (cleared if the
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device failed its diagnostics); bit 4 is set if the battery is
present; and bits 531 are reserved. A device can only decode
its hardware resources if both bits 0 and 1 are set. If the device
is not present (bit 0 cleared) or not enabled (bit 1 cleared),
then the device must not decode its resources. Bits 0,1 and 3
are the “present, enabled and functioning” bits mentioned
above. Firmware 15 utilizes an ACPI method 107 to trigger
OS 11 to “check for’master processor 12A, thereby reintro-
ducing the master processor 12A to OS 11. As a result of
checking for master processor 12A, OS 11 will recognize that
such master processor 12A is again available and will thus
begin scheduling tasks for master processor 12A once again.
An example technique that may be utilized by firmware 15 for
reintroducing a processor to the OS after recovery of lockstep
in accordance with certain embodiments is described further
in concurrently filed and commonly assigned U.S. patent
application Ser. No. 10/973,075 titled “SYSTEM AND
METHOD FOR REINTRODUCING A PROCESSOR
MODULE TO AN OPERATING SYSTEM AFTER LOCK-
STEP RECOVERY™, the disclosure of which is hereby incor-
porated herein by reference.

FIG. 2 shows a block diagram of one embodiment of the
above system 10, which is implemented for the IPF processor
architecture and is labeled as system 10 ,. The quintessential
model of the traditional IPF architecture is given in the /nte/
14-64 Architecture Software Developer’'s Manual, Volume 2.:
14-64 System Architecture, in section 11.1 Firmware Model,
the disclosure of which is hereby incorporated herein by
reference. Accordingly, in this example embodiment of sys-
tem 10,, firmware 15, labeled as firmware 15, includes
processor abstraction layer (PAL) 201 and platform/system
abstraction layer (SAL) 202. In general, PAL 201 is firmware
provided by Intel for its processors, and SAL 202 is devel-
oped by an original equipment manufacturer (OEM) for the
specific system/platform in which the processors are to be
employed. PAL 201, SAL 202, as well as an extended firm-
ware interface (EFI) layer (not shown), together provide,
among other things, the processor and system initialization
for an OS boot in an IPF system.

The boot-up process of a traditional IPF system, for
example, proceeds as follows: When the system is first pow-
ered on, there are some sanity checks (e.g., power on self-test)
that are performed by microprocessors included in the system
platform, which are not the main system processors that run
applications. After those checks have passed, power and
clocks are given to a boot processor (which may, for example,
be master processor 12A). The boot processor begins execut-
ing code out of the system’s Read-Only Memory (ROM) (not
specifically shown in FIG. 2). The code that executes is the
PAL 201, which gets control of system 10. PAL 201 executes
to acquire all of the processors in system 10, (recall that there
may be many lockstep processor pairs 12) such that the pro-
cessors begin executing concurrently through the same firm-
ware.

After it has performed its duty of initializing the
processor(s), PAL 201 passes control of system 10, to SAL
202. It is the responsibility of SAL 202 to discover what
hardware is present on the system platform, and initialize it to
make it available for the OS 11. When main memory is
initialized and functional, the firmware 15 is copied into the
main memory. Then, control is passed to EFI (not shown),
which is responsible for activating boot devices, which typi-
cally includes the disk. The EFI reads the disk to load a
program into memory, typically referred to as an operating
system loader. The EFI1loads the OS loader into memory, and
then passes it control of system 10, by branching the boot
processor into the entry point of such OS loader program.
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The OS loader program then uses the standard firmware
interfaces to discover and initialize system 10, further for
control. One of the things that the OS loader typically has to
do in a multi-processor system is to retrieve control of the
other processors (those processors other than the boot pro-
cessor). For instance, at this point in a multi-processor sys-
tem, the other processors may be executing in do-nothing
loops. In an ACPI-compatible system, OS 11 makes ACPI
calls to parse the ACPI tables to discover the other processors
of'a multi-processor system in a manner as is well-known in
the art. Then OS 11 uses the firmware interfaces to cause
those discovered processors to branch into the operating sys-
tem code. At that point, OS 11 controls all of the processors
and the firmware 15, is no longer in control of system 10 ,.

As OS 11 is initializing, it has to discover from the firm-
ware 15, what hardware is present at boot time. And in the
ACPI standards, it also discovers what hardware is present or
added or removed at run-time. Further, the supporting firm-
ware (PAL, SAL, and EF]) are also used during system runt-
ime to support the processor. For example, OS 11 may access
aparticular function of master processor 12A via the support-
ing firmware 15 ,, such as querying PAL 201 for the number,
size, etc., of the processor’s cache 14A. Some other well-
known firmware functions that OS 11 may employ during
runtime include: (a) PAL 201 may be invoked to configure or
change processor features such as disabling transaction queu-
ing (PAL_BUS_SET FEATURES); (b) PAL 201 may be
invoked to flush processor caches (PAL_CACHE_FLUSH);
(c) SAL 202 may be invoked to retrieve error logs following
a system error (SAL_GET_STATE_INFO,
SAL_CLEAR_STATE_INFO); (d) SAL 202 may be invoked
as part of hot-plug sequences in which new I/O cards are
installed into the hardware (SAL_PCI_CONFIG_READ,
SAL_PCI_CONFIG_WRIT); (e) EFI may be invoked to
change the boot device path for the next time the system
reboots (SetVariable); (f) EFI may be invoked to change the
clock/calendar hardware settings; and (g) EFI may be invoked
to shutdown the system (ResetSystem).

A “device tree” is provided, which is shown as device tree
203 in this example. Device tree 203 is stored in SRAM
(Scratch RAM) on the cell, which is RAM that is reinitialized.
Firmware 15 A builds the device tree 203 as it discovers what
hardware is installed in the system. Firmware then converts
this information to the ACPI tables format and presents it to
OS 11 so that OS 11 can know what is installed in the system.
The ACPI device tables (not shown) are only consumed by
OS 11 at boot time, so they are never updated as things
change. For OS 11 to find the current status, it calls an ACPI
“method” to discover the “current status”. The _STA method
described above is an example of such an ACPI method.
When _STA is called, the AML can look for properties on the
device specified in the firmware device tree and convert that
into the Result Code bitmap described above. So, if lockstep
has been lost on a processor, firmware 15A will set the device
tree property that indicates loss of lockstep, then when OS 11
calls _STA forthat device, the “lockstep lost” property directs
the AML code to return to “0 ” in the “functioning properly”
bit so that OS 11 can know there is a problem with that
processor.

Ifalost lockstep is recovered in accordance with the recov-
ery technique described herein, firmware 15A can indicate
that lockstep has been recovered in the device tree 203. Then
when _STA is called on that device responsive to the OS
receiving the “check for device” ACPI method, the present,
enabled and functioning bits will all be set and OS 11 will
know the CPU is safe to use. A simple example of device tree
203 is shown below in Table 1:
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TABLE 1
Lockstep
Device Status Enabled
Processor A Present, Enabled, and Functioning Yes

Example interactions between the PAL 201, SAL 202, and
device tree 203 for responding to a detected LOL (e.g., deter-
mining it is recoverable and if so then recovering from such
LOL) for an IPF system in accordance with certain embodi-
ments are described further herein (e.g., in conjunction with
FIG. 5 below), as well as in the co-pending U.S. patent appli-
cations incorporated by reference herein.

In certain embodiments, a different recovery technique is
employed when LOL is detected for the system’s boot pro-
cessor than is employed for other processors of the system.
For various reasons, in certain system architectures problems
arise in attempting to idle (or eject) the boot processor from
the system. Thus, in certain embodiments, a hot spare pro-
cessor is used for recovering from LOL for the system’s boot
processor. More specifically, upon LOL being detected for a
boot processor, a hot spare processor (i.e., an idling processor
that is available in the system) is transferred the role of boot
processor, and then the old boot processor having LOL is
reset to reestablish its lockstep. Turning to FIG. 3, an example
system 30 is shown in which firmware utilizes this hot spare
technique for recovering from LOL for a boot processor. As
with system 10 of FIG. 1, system 30 includes OS 11, bus 16,
and lockstep processor pair 12 with its error detect logic
13A-13C. System 30 further includes a second lockstep pro-
cessor pair 31 that is communicatively coupled to bus 16.
Lockstep processor pair 31 includes master processor 31A
and slave processor 31B. Master processor 31A includes
cache 32A, and slave processor 31B includes cache 32B. As
with error detect logic 13A-13C implemented for lockstep
processor pair 12, lockstep processor pair 31 has error detect
logic 33A-33 C.

Suppose that during the system boot-up procedure, master
processor 12A assumes the role of boot processor. In this
example embodiment, lockstep processor pair 31 may be held
as a hot spare for recovering from a LOL that may be detected
for the boot processor 12A. Of course, additional lockstep
processor pairs may be included in system 30 (not specifically
shown in the example of FIG. 3), and those additional lock-
step processor pairs, which are not the system boot processor,
may recover from LOL in the manner described above with
FIG. 1. Thus, hot spare processor pair 31 is not needed for
recovering from LOL detected for any non-boot processor,
but may instead be used only for recovery of LOL for the boot
processor (processor 12A in this example).

Firmware 35 is included in this example, and upon detec-
tion of LOL by any of error detect logics 13A-13C, it deter-
mines whether the lockstep is recoverable in block 101 (as
described with FIG. 1 above). If not, firmware 35 crashes the
system in block 102 in this example embodiment. If the
lockstep is recoverable, then operation advances to block 301
whereat the firmware determines whether the processor for
which the LOL was detected is the system’s boot processor.
Because the LOL is detected for the lockstep processor pair
12 in this example, firmware 35 determines whether master
processor 12A is the system’s boot processor. This can be
determined, for example, by accessing the device tree 203 of
FIG. 2, as such device tree includes a field for each processor
indicating whether such processor is the system’s boot pro-
cessor. This field in the device tree may be set by the firmware
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during the boot-up process to identify the corresponding pro-
cessor that is used as the system’s boot processor. If deter-
mined in block 301 that the master processor 12A is not the
system’s boot processor, then operation advances to block
103, and the lockstep recovery process proceeds in the man-
ner described above with FIG. 1.

However, if determined in block 301 that the master pro-
cessor 12A is the system’s boot processor, operation
advances to block 302 whereat the state of the “good”’proces-
sor in the lockstep processor pair 12 is copied over to each of
processors 31A and 31B in the spare lockstep processor pair
31. Example techniques that may be utilized by firmware 35
for switching the state of a “good” processor in the lockstep
processor pair 12 in accordance with certain embodiments is
described further in copending U.S. patent application Ser.
No. 10/187,833 (published as publication No. US 2004/
0006722 A1) filed Jul. 3, 2002 and titled “METHOD AND
APPARATUS FOR RECOVERY FROM LOSS OF LOCK
STEP” and in concurrently filed and commonly assigned U.S.
patent application Ser. 10/972,588 titled “SYSTEM AND
METHOD FOR SWITCHING THE ROLE OF BOOT PRO-
CESSOR TO A SPARE PROCESSOR RESPONSIVE TO
DETECTION OF LOSS OF LOCKSTEP IN A BOOT PRO-
CESSOR?”, the disclosures of which are each hereby incor-
porated herein by reference.

Thus, operational block 302 essentially makes the spare
processor pair 31 the system’s boot processor, and then in
block 303 firmware 35 resets the lockstep processor pair 12
and reestablishes its lockstep. Once lockstep is reestablished
for lockstep processor pair 12, that pair is held in operational
block 304 as a hot spare for the new boot processor pair 31.
That is, firmware 35 updates the device tree 203 of FIG. 2 to
reflect that lockstep processor pair 12 is a hot spare for the
boot processor pair 31. Thus, should a recoverable LOL be
detected for the new boot processor 31, the above process
may be used by firmware 35 to make the spare lockstep
processor pair 12 the boot processor and then recover lock-
step for pair 31. An example technique for resetting the lock-
step processor pair 12 and reestablishing its lockstep in which
the lockstep processor pair 12 is then held as a hot spare is
described further in concurrently filed and commonly
assigned U.S. patent application Ser. No. 10/972,796 titled
“SYSTEM AND METHOD FOR MAINTAINING IN A
MULTI-PROCESSOR SYSTEM A SPARE PROCESSOR
THAT IS IN LOCKSTEP FOR USE IN RECOVERING
FROM LOSS OF LOCKSTEP FOR ANOTHER PROCES-
SOR?”, the disclosure of which is hereby incorporated herein
by reference.

One example system in which firmware 35 of FIG. 3 may
be employed is shown in FIG. 4. FIG. 4 shows system 40 that
includes multi-processor cells A-D, labeled 41 ,-41,,, respec-
tively. Cell A 41, is shown in more detail, and should be
understood that cells B-D 415-41,, have substantially the
same architecture as that of cell A 41, in this example. The
architecture of cell A 41, described hereafter corresponds to
that of Hewlett-Packard’s Superdome™ systems. As shown,
multi-processor cell A 41 , includes coherency controller 404
that is communicatively coupled to two buses, labeled 405
and 406, respectively. A plurality of processors are included
within cell A 41 ,, shown as CPU 0, CPU 1, CPU 2 and CPU
3 (and labeled 400-403, respectively). More particularly, a
plurality of processors are communicatively coupled to each
of the buses 405 and 406. In this example, CPU 0 (400) and
CPU 1 (401) are each communicatively coupled to the first
bus 405, and CPU 2 (402) and CPU 3 (403) are each commu-
nicatively coupled to the second bus 406. It should be under-
stood that each of CPU 0 (400), CPU 1 (401), CPU 2 (402),
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and CPU 3 (403) may in actuality be a lockstep processor pair,
such as the lockstep processor pair 12 of FIGS. 1-3. Thus, for
instance, CPU 0 (400) includes both a master processorand a
slave processor, as with processors 12A and 12B included in
the lockstep processor pair 12 of FIGS. 1-3.

Coherency controller 404 decodes the address an interrupt
is targeted towards and determines which bus (405 or 406) the
interrupt packet should be delivered to. Each CPU on the
destination bus sees the interrupt and compares the interrupt
target address with its internal “LID” register to determine if
it is the targeted CPU. If the match is correct, the CPU
responds to the interrupt. If the match is not correct, the CPU
ignores the interrupt packet.

As shown, the example firmware 35 described above with
FIG. 3 may be employed to manage the recovery from
detected LOLs for the processors of cells A-D (41 ,-41,). In
this example architecture, when designating a hot spare for
the boot processor, such hot spare is selected to be another
processor communicatively coupled to the same bus as the
boot processor. For instance, suppose that during the boot-up
of'system 40, CPU 2 (402) is designated as the boot processor.
Accordingly, firmware 35 will identify another processor that
is communicatively coupled to bus 406 to designate as a hot
spare for such boot processor, such as CPU 3 (403). During
runtime if a LOL is detected for CPU 2 (402), then firmware
35 operates according to the process described above in FIG.
3 to switch the designation of boot processor to the hot spare,
CPU 3 (403). In performing this switch the LID register of the
CPU that lost lockstep is copied into the LID register of the
Hot-Spare CPU and the Hot-Spare CPU pair will then assume
the ID of the failed CPU and start responding to interrupts
directed to that ID. The LID of the failed CPU is quickly
re-written to a different value so that it will no longer respond
to interrupts directed to that ID. CPU 2 (402) can then be reset
to recover its lockstep, and such CPU 2 (402) may then be
held as a hot spare for the new boot processor CPU 3 (403).

It should be recognized that in the example system of FIG.
4, if a hot spare were used for recovering from LOL for all
processors, rather than just for the boot processor, much of the
potential processing resources would be required to be held as
spare resources. For instance, a hot spare would be required
on each of the buses of each cell. Because there are two
processors coupled to each bus in this example (i.e., CPU 0
and CPU 1 coupledto bus 405, and CPU 2 and CPU 3 coupled
to bus 406), reserving a hot spare processor for each bus
would result in holding half of the total processing resources
in spare. This is an undesirably expensive and wasteful solu-
tion. Thus, according to the illustrated embodiment, only a
hot spare processor is reserved for the boot processor. Thus,
continuing with the above example in which CPU 2 is the boot
processor and CPU 3 is held in idle as a hot spare, both of CPU
0 and CPU 1 are active (i.e., neither are held in spare). Further,
none of the processors of cells B-D need to be held as hot
spares. In the event of a recoverable LOL occurring for any of
non-boot processors of the cells, the lockstep recovery pro-
cess of FIG. 1 (i.e., operational blocks 103-106) can be uti-
lized without requiring a hot spare for lockstep recovery for
those non-boot processors.

While in the above example embodiment, a hot spare CPU
is maintained for recovery from LOL for the system’s boot
processor, in an alternative embodiment a hot spare need not
be held as such, but rather a processor can be dynamically
made a “spare” when needed for recovery from LLOL encoun-
tered for the system boot processor. That is, assuming as in the
above example of FIG. 4 that CPU 2 is the system’s boot
processor, CPU 3 does not have to be held as a hot spare for
CPU 2, but instead CPU 3 can be idled and made a “spare”
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upon detection of LOL in CPU 2. Thus, the resource of this
spare CPU need not be wasted during normal runtime, but can
be dynamically turned into a spare processor that is available
for recovering from LOL encountered on CPU 2 in the man-
ner described above. As an example of this embodiment, the
firmware may send an “eject request” on a healthy processor
pair (e.g., CPU 3), and lie to the OS by indicating (e.g., in
response to an ACPI_STA method for the healthy processor
pair) that such processor pair is not functioning. This would
cause the OS to eject that processor pair as though it had
encountered a LOL. This processor would become the “hot
spare” and be used to replace the boot processor. The system
boot processor role would be assumed by the idled healthy
processor pair, just as described above in the example of FI1G.
4 in which the healthy CPU 3 is held idle for the system boot
processor, CPU 2. The only difference being that now the
firmware had to take some initial action to turn the healthy
processor pair into a “hot spare” by idling it and making it
appear to the OS as though it was not functioning. Thus, the
LIDs would be swapped. That is, the LID register of the boot
processor that lost lockstep is copied into the LID register of
the now spare processor pair (CPU 3 in this example), and the
LID register of this spare processor pair would be copied into
the LID register of the original boot processor. Lockstep is
then reestablished on the original boot processor, and it can be
reintroduced to the OS with the ID of the original non-boot
processor that replaced it as the system boot processor.
Turning now to FIG. 5, an operational flow diagram for one
embodiment is shown. In operational block 501, the system is
powered on. In operational block 502, the system’s firmware
establishes a hot spare for the system’s boot processor. For
instance, in the example system 40 of F1G. 4, if CPU 2 (402)
is designated as the boot processor, the firmware 35 identifies
a processor on the same bus as the boot processor, such as
CPU 3 (403), as a hot spare, and firmware 35 updates the
device tree to designate that such CPU 3 (403) is a hot spare
for the boot processor CPU 2 (402). An example technique
that may be utilized by firmware 35 for establishing a hot
spare for the boot processor in accordance with certain
embodiments is described further in concurrently filed and
commonly assigned U.S. patent application Ser. No. 10/973,
077 titled “SYSTEM AND METHOD FOR ESTABLISH-
ING A SPARE PROCESSOR FOR RECOVERING FROM
LOSS OF LOCKSTEP IN A BOOT PROCESSOR?”, the dis-
closure of which is hereby incorporated herein by reference.
In operational block 503, the firmware establishes lockstep
mode on the appropriate processor modules (or lockstep pro-
cessor pairs). As described further in concurrently filed and
commonly assigned U.S. patent application Ser. No. 10/973,
004 titled “SYSTEM AND METHOD FOR CONFIGUR-
ING LOCKSTEP MODE OF A PROCESSOR MODULE”,
the disclosure of which is hereby incorporated herein by
reference, in certain embodiments whether lockstep is acti-
vated for the system (or for any given partition of a system) is
configurable by a system administrator. Thus, rather than the
processors of a system being fixed in either lockstep mode or
not in lockstep mode, certain embodiments permit lockstep
mode to be activated and deactivated for a system as may be
desired by a system administrator. In the event that lockstep
mode is not activated for the system, then the processors that
would have been used as slave processors in lockstep mode
are available to be used as “master” processors for processing
instructions, thus increasing the total amount of computing
resources available to the OS. If for example, having a greater
number of processors available for computing separate
instructions is more desirable than guarding fully against
SDC on a given partition of a customer’s system, then lock-
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step processing may be disabled for such partition, and lock-
step processing may be enabled for those partitions in which
fully guarding against SDC is of more importance.

In operational block 504, the boot process boots the system
OS and completes with the firmware passing control of the
system over to the OS. During system runtime, if the system
is operating in lockstep mode, then error detect logic present
in the system (such as error detect logic 13A-13C of FIG. 1)
monitors for LOL. Thus, block 505 represents the continuous
monitoring by the error detect logic of their respective pro-
cessors for LOL. Ifan LOL is detected by the error logic, then
the firmware is notified of the detected LOL in block 506. An
example technique that may be utilized for notifying the
firmware of the detected LOL in accordance with certain
embodiments is described further in concurrently filed and
commonly assigned U.S. patent application Ser. No. 10/972,
835 titled “SYSTEM AND METHOD FOR USING INFOR-
MATION RELATING TO A DETECTED LOSS OF LOCK-
STEP FOR DETERMINING A RESPONSIVE ACTION”,
the disclosure of which is hereby incorporated herein by
reference. As mentioned above, the firmware determines
whether the detected LOL is recoverable. If determined that
the LOL is recoverable, then operation continues in the firm-
ware for recovering the LOL in the manner described here-
after.

Inblock 507, the firmware determines whether the proces-
sor for which the LOL is detected is the system’s boot pro-
cessor. This determination may be made by searching for the
processor for which the LOL is detected in the device tree
(e.g., tree 203 of FIG. 2) and evaluating the fields associated
with such processor in the device tree to determine whether
the device tree identifies such processor as the boot processor.

If'the processor for which LOL is detected is not the system
boot processor, then operation advances to block 508 whereat
the processor for which the LOL is detected is idled, and
actions are taken to reestablish its lockstep. As described
above, an ACPI “eject” method may be used to instruct the
system’s OS to idle the processor, such as described more
fully in concurrently filed and commonly assigned U.S.
patent application Ser. No. 10/973,003 titled “SYSTEM
AND METHOD FOR REESTABLISHING LOCKSTEP
FOR A PROCESSOR MODULE FOR WHICH LOSS OF
LOCKSTEP IS DETECTED?”, the disclosure of which is
hereby incorporated herein by reference. In order to reestab-
lish lockstep, the processor may be reset. At the end of this
step, the processor is executing in firmware space and lock-
step has been reestablished for the processor.

The processor is then ready to be introduced back to the
OS. Thus, in block 509, the firmware reintroduces to the OS
the processor having its lockstep recovered. An example tech-
nique that may be utilized for reintroducing the processor
back to the OS in block 509 in accordance with certain
embodiments is described further in concurrently filed and
commonly assigned U.S. patent application Ser. No. 10/973,
075 titled “SYSTEM AND METHOD FOR REINTRODUC-
ING A PROCESSOR MODULE TO AN OPERATING SYS-
TEM AFTER LOCKSTEP RECOVERY™, the disclosure of
which is hereby incorporated herein by reference. Operation
then continues in block 510, wherein the processor whose
lockstep was recovered is available to run tasks as scheduled
by the OS and the system’s processors are monitored for
another LOL in block 505. That is, in block 510 the system is
back to a stable state with full lockstep protection again being
provided.

Unfortunately, as mentioned above, in certain systems the
system boot processor that initialized the OS during the sys-
tems bootup process cannot easily be idled and returned to
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firmware control. Thus, a different technique than that
described above for nonboot processors is employed in this
embodiment. Accordingly, if determined in block 507 that the
LOL is detected for the system’s boot processor, operation
advances to block 511 whereat the state of the “good” boot
processor is copied to the hot spare that was established for
the boot processor in block 502. As mentioned above,
example techniques that may be utilized by the firmware for
switching the state of a “good” processor in the lockstep
processor pair that is the system boot processor in accordance
with certain embodiments is described further in copending
U.S. patent application Ser. No. 10/187,833 (published with
publication no. US 2004/0006722 A1) filed Jul. 3, 2002 and
titled “METHOD AND APPARATUS FOR RECOVERY
FROM LOSS OF LOCK STEP” and in concurrently filed and
commonly assigned U.S. patent application Ser. No. 10/972,
588 titled “SYSTEM AND METHOD FOR SWITCHING
THE ROLE OF BOOT PROCESSOR TO A SPARE PRO-
CESSOR RESPONSIVE TO DETECTION OF LOSS OF
LOCKSTEP IN A BOOT PROCESSOR”, the disclosures of
which are each hereby incorporated herein by reference.

In operational block 512, the firmware reestablishes lock-
step on the processor for which the LOL was detected (e.g., by
resetting the processor), and the firmware establishes the
processor having recovered lockstep as the hot spare for the
new boot processor. Such processor whose lockstep has been
recovered may be established as a spare for the new boot
processor in the manner described above in block 502, and as
discussed further in concurrently filed and commonly
assigned U.S. patent application Ser. No. 10/973,077 titled
“SYSTEM AND METHOD FOR ESTABLISHING A
SPARE PROCESSOR FOR RECOVERING FROM LOSS
OF LOCKSTEP IN A BOOT PROCESSOR?”, the disclosure
of which is hereby incorporated herein by reference. Opera-
tion of the system continues in block 513 wherein the proces-
sors are monitored for another LOL in block 505. In block
513 the system is back to a stable state with full lockstep
protection again being provided.

In certain embodiments, if the lockstep cannot be recov-
ered in operational block 508 (e.g., the processor fails its
self-test when being reset), then that processor is simply not
reintroduced back to the OS in block 509. A message can be
generated for the system administrator to provide notice of
the loss of this processor, and if desired the system adminis-
trator can schedule an orderly shutdown and service of the
system (e.g., for replacing the processor). Similarly, if the
lockstep cannot be recovered in operational block 512 (e.g.,
the processor fails its self-test when being reset), then a mes-
sage can be generated for the system administrator to provide
notice of the loss of this processor (as thus loss of lockstep
recovery protection for the boot processor). In other words, if
the lockstep cannot be reestablished in block 512, then if a
LOL occurs in the new boot processor there will not be a spare
processor for taking over its role (and thus the system may
crash). If desired, the system administrator can schedule an
orderly shutdown and re-boot in order to establish a new boot
processor that has a hot spare available and/or schedule ser-
vice of the system (e.g., for replacing the failed processor).

While a detailed flow diagram of one embodiment is shown
in FI1G. 5, embodiments hereof are not limited to that example
operational flow. For instance, a more general operational
flow according to one embodiment is shown in FIG. 6. In FIG.
6, LOL for a pair of processors is detected in operational
block 61. In block 62, firmware triggers an OS to idle the
processors for which the LOL was detected. In block 63, the
firmware recovers lockstep between the pair of processors. In
block 64, after lockstep is recovered between the pair of
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processors, the firmware triggers the OS to recognize the
processors as again being available for receiving instructions.
As described above, the above technique may be modified for
recovering from LOL for the boot processor in certain sys-
tems.

What is claimed is:

1. A method comprising:

detecting loss of lockstep for a lockstep pair of processors;

using firmware to trigger an operating system to idle the

lockstep pair of processors, recover lockstep for the
lockstep pair of processors, and trigger the operating
system to recognize the lockstep pair of processors hav-
ing recovered lockstep; and

responsive to said detecting loss of lockstep, using said

firmware to determine if lockstep is recoverable for the
lockstep pair of processors, wherein said using said
firmware to determine if lockstep is recoverable further
comprises determining if a lockstep mismatch has
occurred between the lockstep pair of processors.

2. The method of claim 1 wherein said using firmware to
trigger an operating system to idle the lockstep pair of pro-
cessors further comprises:

using the firmware to trigger the operating system to idle a

master processor of the lockstep pair of processors.

3. The method of claim 2 wherein said using firmware to
trigger the operating system to recognize the lockstep pair of
processors having recovered lockstep further comprises:

using the firmware to trigger the operating system to rec-

ognize the master of the lockstep pair of processors.

4. The method of claim 1 wherein said detecting loss of
lockstep comprises:

detecting corrupt data in one of said lockstep pair of pro-

cessors that would lead to a lockstep mismatch if acted
upon.

5. The method of claim 1 wherein said detecting loss of
lockstep comprises:

detecting a precursor to lockstep mismatch.

6. The method of claim 1 wherein said detecting loss of
lockstep comprises:

detecting lockstep mismatch between the lockstep pair of

processors.

7. The method of claim 1 further comprising:

if determined that a lockstep mismatch has not occurred

between the lockstep pair of processors, then determin-
ing that the loss of lockstep is recoverable.

8. The method of claim 1 further comprising:

if determined that a lockstep mismatch has occurred

between the lockstep pair of processors, then determin-
ing that the loss of lockstep is not recoverable.

9. The method of claim 1 further comprising:

determining if said lockstep pair of processors for which

said loss of lockstep is detected comprises a system boot
processor.

10. The method of claim 9 wherein if determined that said
lockstep pair of processors for which said loss of lockstep is
detected comprises a system boot processor, further compris-
ing:

swapping the role of system boot processor to another

processor in the system.

11. The method of claim 10 further comprising:

after said swapping, recovering the lockstep for the lock-

step pair of processors.

12. The method of claim 11 further comprising:

after recovering lockstep for the lockstep pair of proces-

sors, holding the recovered pair of processors in idle as
a spare for the processor to which the role of system boot
processor was swapped.
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13. A system comprising:

an Advanced Configuration and Power Interface (ACPI)-

compatible operating system;

master processor operable to process instructions sched-

uled by said ACPI-compatible operating system;

slave processor lockstepped with the master processor

operable to perform redundant processing of said
instructions scheduled for the master processor; and
firmware operable, responsive to detection of loss of lock-
step between the master and slave processors, to use an
ACPI method to trigger the operating system to idle the
master processor, attempt to recover lockstep between
the master and slave processors, and if recovery of lock-
step is successful then use an ACPI method to reintro-
duce the master processor to the operating system.

14. The system of claim 13 further comprising:

error detection logic for detecting loss of lockstep between

the master and slave processors.

15. The system of claim 13 further comprising:

error detection logic for detecting a precursor to loss of

lockstep.
16. The system of claim 15 wherein said precursor to loss
of'lockstep is treated as said detection of loss of lockstep.
17. The system of claim 15 wherein said error detection
logic comprises a parity-based mechanism.
18. The system of claim 13 further comprising error detec-
tion logic for detecting lockstep mismatch between the mas-
ter and slave processors.
19. A system comprising a pair of lockstep processors and
computer-executable firmware code stored to a computer-
readable medium, the computer-executable firmware code
comprising:
firmware code, responsive to detection of loss of lockstep
between the pair of lockstep processors, for determining
if the lockstep is recoverable for the pair of lockstep
processors, wherein said firmware code for determining
if the lockstep is recoverable further comprises firmware
code for determining if a lockstep mismatch has
occurred between the pair of lockstep processors; and

firmware code, responsive to determining that the lockstep
is recoverable, for triggering an operating system to idle
the processors, attempting to recover lockstep between
the pair of processors, and if lockstep is successfully
recovered between the pair of processors, triggering said
operating system to recognize the processors as being
available for receiving instructions.

20. The system of claim 19 wherein the code for attempting
to recover lockstep further comprises:

code for resetting the pair of processors.

21. The system of claim 19 wherein said operating system
is an Advanced Configuration and Power Interface (ACPI)-
compatible operating system, said code for triggering the
operating system to idle the processors comprises:

code for using an ACPI method to idle the processors.

22. The system of claim 19 wherein said operating system
is an Advanced Configuration and Power Interface (ACPI)-
compatible operating system, said code for triggering said
operating system to recognize the processors as being avail-
able for receiving instructions comprises:

code for using an ACPI method to cause the operating

system to check for the processors.

23. A method comprising:

establishing, in a multi-processor system, a hot spare pro-

cessor for a system boot processor;

detecting loss of lockstep for a lockstep pair of processors

in said multi-processor system;



Case 2:23-cv-00647-EWH-RJK Document 14-1 Filed 02/12/24 Page 17 of 18 PagelD# 269

US 7,502,958 B2

17 18
determining if said lockstep pair of processors for which 24. The method of claim 23 wherein if determined that said
the loss of lockstep is detected is the system boot pro- lockstep pair of processors for which the loss of lockstep is
cessor; the system boot processor further comprising:

if determined that said lockstep pair of processors for
which the loss of lockstep is the system boot processor,
copying a state of the system boot processor to the hot
spare processor; and

if determined that said lockstep pair of processors for
which the loss of lockstep is not the system boot proces-
sor, then triggering an operating system to a) idle the 10

attempting to recover lockstep between the lockstep pair of
processors after copying the state of the system boot
processor to the hot spare processor.
25. The method of claim 24 wherein if determined that said
lockstep pair of processors for which the loss of lockstep is
the system boot processor further comprising:

lockstep pair of processors, b) attempt to recover lock- if lockstep is successfully recovered between the lockstep
step between the lockstep pair of processors, and ¢) if pair of processors, establishing the lockstep pair of pro-
lockstep is successfully recovered between the lockstep cessors for which lockstep was recovered as a hot spare
pair of processors, trigger said operating system to rec- processor.

ognize the processors as being available for receiving 15

instructions. I T S
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 7,502,958 B2 Page 1 of 1
APPLICATION NO. : 10/973076

DATED : March 10, 2009

INVENTORC(S) : Scott L. Michaelis et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is
hereby corrected as shown below:

In column 7, line 2, delete “531” and insert -- 5-31 --, therefor.

Signed and Sealed this

Eighteenth Day of August, 2009

David J. Kappos
Director of the United States Patent and Trademark Office
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Accused Products

U.S. Patent No. 7,502,958 (“°958 Patent”)

HL Klemove products, including without limitation its Advanced Driver Assistance Systems (ADAS), which include a Mando
MRR-20 Mid-Range Radar (containing an Infineon SAK-TC297TA chipset) and/or Hella RS4 Lange Change Assist Radar
(containing an Infineon SAK-TC264DA chipset) (“Accused Products”), infringe at least claim 19 of the *958 Patent.

Claim 19

Claim 19

Exemplary Evidence of Infringement

[19-Pre] A system
comprising a pair of
lockstep processors and
computer-executable
firmware code stored to a
computer-readable
medium, the computer-
executable firmware code
comprising:

The Accused Products contain a Mid-Range Radar and/or Lange Change Assist Radar comprising a pair of
lockstep processors and computer-executable firmware code stored to a computer-readable medium.

For example, the Accused Products use the Infineon TriCore SAK-TC297TA system-on-a-chip (SoC) in their
Mid-Range Radar:
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Views and Dimensions

76mm

Lot No. :mmrnmim
HKMC P/N 99110-S™ 00 papd by g v
Mando PIN: AS100 01 R

MHE P/N : D10.007-017 {4+

UNIT ASS" - FR PADAR K
R-Cl- MF3.MRR 20 [
IC 11988A - MRR20 -

FCCID : 24COX - MRR - 20 g

124mm

24mm
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Electronic Board — Top Side — Main Components Identification

Avx/Kyocera NXP Semiconductors Maxim Integrated
CX32255A20000 TJA1046TKZ MAX20415
Crystal 20MHz 8pF IC Dual high-speed CAN IC Buck Switching Regulator
3.2x2.5mm SMD Transceiver HVSON14 QFN20

Unknown Mfr.
Unknown ref.
Inductor 4.7uH Shielded
4.4x4.2mm SMD (Qty : 2)

Infineon
SAK-TC297TA-128 F300S BB
MCU 32-Bit 300MHz TriCore

RISC 8MB eFlash 728kB SRAM

LFBGA292

Analog Devices
ADAR7251WBCSZ-RL
IC 4-Channel, 16-Bit Analog-
to-Digital Converter LFCSP48

Unknown Mfr.
Unknown ref.
Common Mode Choke
4.5x3.2mm SMD (Qty : 2)

ON Semiconductor
NUP2105LT1G
Diode TVS, Dual CAN Bus
Channel Protector, SOT23
(Qty:2)

Maxim Integrated
MAX20003CATPA/V+
1C Buck Switching Regulator
36V, 220kHz to 2.2MHz, 3A
WQFN20

KDS Infineon Unknown Mfr.

DSO321SR-40M RCC1010 Unknown ref.
Crystal 40MHz 15pF IC Wave form Generator Inductor 10uH Shielded
3.2x2.5mm SMD TQFP48 5.5x5.2mm SMD (Qty : 2)

United Chemi-con
Unknown ref.
Capacitor Electrolytic47 uF
35V SMD (Qty:2)

For example, the Accused Products use the Infineon SAK-TC264DA system-on-a-chip (SoC) in their Lange

Change Assist Radar:
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Claim 19

Exemplary Evidence of Infringement

v @ ‘ Made in Korea
Mando bp10.006-187 3

= AB301A5120

i = 99140-F2100 . :’3_
Master LH HW 1.00 . @ :
" AD PE . SwW102 3

jella, Rixbecker Str. 75, D-58552 Lipstadt. Gernany G)ANATH:_;‘.

(G NBGO1RS4 A 03563 - 17 - 05364 §
CCAB17LPOA70TS c E, c@; A canada 310

6= R 204 750001 A
[“[ TA-2016/3407 &¢

[€ -cru-na-rsan

Page 37 of 139



Case 2:23-cv-00647-EWH-RJK Document 14-2 Filed 02/12/24 Page 5 of 39 PagelD# 275

Electronic Board — Top Side — Main Components Identification

Infineon Technologies NXP Semiconductors
TLE4241GM TJA1029TK
IC LED Driver 1 Output Linear IC LIN Transceiver 1TX 1RX
PWM Dimming 60mA SO8 HVSON8

KDS
DSX320G-40MHZ
Crystal Unit 40MHz 30%
3.2x2.5 SMD

NXP Semiconductors
TJIA1043TK
IC High-speed CAN
Transceiver
HVSON14

NXP Semiconductors
TIA1057GTK/3
IC High-speed CAN
Transceiver HVSON8

ON Semiconductor
NCV8535MNADJR2G
IC Regulator LDO ADJ 0.5A
DFN10

Infineon Technologies
SAK-TC264DA-40F200N BC
MCU 32-bit Aurix 200.0 MHz,
Flash 2.5MByte, SRAM
752kByte LQFP144

Texas Instruments
DAC8551AQDGKRQ1
IC 16 Bit Digital to Analog
Converter VSSOP8

STMicroelectronics
STRADA431
IC 24GHz Transceiver MMIC
QFN40

Texas Instruments Vishay Siliconix Nexperia
LM43602QPWPRQ1 SQ7415AEN-T1-GE3 PMPB20XNEA
IC3.5Vto 36V, 2A Transistor MOSET P-Channel Transistor MOSFET N-Channel

Synchronous Step-Down 60V 16A PowerPAK 1212- 20V DFN6

ON Semiconductor
NCV20072DMR2G
General Purpose Amplifier 2
Circuit Rail-to-Rail 8-Micro

Voltage Converter HTSSOP16

On information and belief, the operation and functionality of the Infineon TC29TA SoC is representative of

the operation and functionality of the Infineon TC264DA SoC.
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Claim 19 Exemplary Evidence of Infringement

Cinfineon

.

AURIX™

TC29x B-Step

32-Bit Single-Chip Microcontroller

User's Manual
V1.3 2014-12

Microcontrollers

https://www.infineon.com/dgdl/Infineon-TC29x B-step-UM-v01 03-
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Claim 19 Exemplary Evidence of Infringement

EN.pdf?fileld=5546d46269bda8df0169calbdee424a2; see also https://www.infineon.com/dgdl/Infineon-
TC26x B-step-UM-v01 03-EN.pdf?fileld=5546d46269bda8df0169ca09970023e8

The TC29x processors at least one pair of lockstep processors. For example, the block diagram of the TC29x
shown below includes a pair of lockstep processors (CPUO and CPU1) and non-volatile program memory.

1.2.1 TC29x Block Diagram

Figure 1 shows the block diagram of the TC29x. Please note that not all features that
are shown in the block diagram are available in all TC29x package variants.

System Peripheral Bus (SPB)

Checker Cora U I [
FPU | Lm ] FPU || LMU T
PMI DMI PMI Dmi i i
wramsen | TC1OP | eon| | sexeesen| TC1P | | [2reram | e
3ZKE PCACH IEEPJE'JP zksooacre| |32 ks moachd Cpuz 343 DoAGHE m;lr.:qucn?S ’::1"';;1_'1;
1 G
1
Wi s [ ] 5 3 | L E
B TSRI Cross Bar ImercornectTle}(Esr_SFt )] ﬂ ﬂ ﬂ
4 XBAR
| I T R |
s FPU s | C=T7 L1 ] L Ls]
PMI Dl DFlash | PFlashli1 | PFlashzi2
245 pen TC1.6P S 4MB By
iore poaciH CPUD Jagss pser el | ExvE) 2% 2MB)
BROM
|T| PMUO
Id. pg. 1-9
7
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5.12.8 Lock Step Implementation

The TC1.6E and TC1.6P CPUs may be implemented as standard CPU (as described in
the chapter) or as a checker CPU for use in lockstep comparison system. The checker
CPU implementation has the following features.

*  No Memories

User's Manual 5-113 V1.3, 201412
cCPRUWV37Y

( ﬁ]ﬁneon TC29x B-Step

CPU Subsystem

« All signals that would normally be fed to the memories become additional outputs
from the checker CPU.

+ All signals that would normally be fed from the memories become additional inputs to
the checker CPU.

+ All outputs from the checker CPU are inverted.

The lockstep system compares the following CPU interfaces.

* Interface to the interrupt router.

+ Interface to the SCU.

+ Interface to the DMI Data Scratch pad memory.

* Interface to the PMI Program Scratch memory.

* Interface to the PMI Program Cache memory.

+ Interface to the PMI Program Tag memory.

+ Master interface to the Peripheral bus.

*  Master interface to the SRI bus for PMI accesses.

+ Master interface to the SRI bus for DMI accesses.

+ Slave accesses from the SRI bus for PMI and DMI accesses.

* The CPUs run in lockstep mode at the full specified frequency. Enabling lockstep
does not require operational frequency to be reduced.

* The Checker CPU is implemented using inverse state storage “AntiCore™.
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Claim 19

Exemplary Evidence of Infringement

d. pg. 5-113 — 5-114

6 Lockstep Comparator Logic (LCL)

The Lockstep Comparator Logic module provides access to the control and self test
functions of the processor lockstep comparators.

6.1 Feature List

An overview of the features implemented in the LCL follows:

* Monitoring the core comparators for the lockstep core and its shadow and flagging
any detected differences

+ Running background, continuous self test on the lockstep comparators to validate the
correct operation of the logic.

Id. pg. 6-1
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Claim 19 Exemplary Evidence of Infringement

10 Program Memory Unit (PMU)

The Program Memory Unit (PMU) controls the Flash memory and the BootROM and
connects them to the SRI crossbar.

The devices of the AURIX family have at least one PMU. This is named "PMUQ".
|[Depending on the amount of Flash memory more PMUs are added which are named
‘PMU1”, and so on. All PMUs are independent from each other.

TC249x has 1 PMU(s). Throughout this document a generic PMU is specified. The
[Chapter 10.2 lists the configuration parameters of each PMU and their values in the
TC259%x. When PMU functionality depends on a parameter this is indicated in the text.

This chapter has the following structure:

Generic feature list and block diagram (Chapter 10.1).

PMU configuration of the TC29x (Chapter 10.2).

Functionality of the BootROM (Chapter 10.3).

Functionality of the tuning protection (Chapter 10.4).
Functionality of the Flash memory (Chapter 10.5).

Signaling to the Safety Management Unit “SMU" (Chapter 10.6).
Register Set (Chapter 10.7).

Application Hints (Chapter 10.8).

Id. pg. 10-1
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Claim 19

Exemplary Evidence of Infringement

Program Memory Unit (PMU)

SRI Crossbar Interconnect

CCU

FFO PF1 PF2 FF3 DF/ROMISFR
SRIPort SRIPort SRIPort SRI Port SRI Port
Flash ECC Err. 1’\? ﬁ l E ‘(\f
 SRIECC = 7 S S phuﬁv} : ~
Cfg. Aeg. Em. — H
Errar Buff. Full ECC Err. ECC Err. ECC Err. ECC Err. H
Buifer Buffer Buffer Buffer E Command PMLY
SRC_PMUOGTN Prefetch Prefetch Prefetch Prefetch i | Sequence Flash
Buffers Buffers Buffers Buffers E Interpreter Registers
—(1 0
NSNS ol BILV J\,L
ECC ECC ECC ECC ! ECC ECC
< 7 7 p— 3 11
S
PFlash DFlash Boot
S S S S ROM
PFO PF1 PF2 PF3 DFO || DF1

.Figure 10-1 PMU/FSI/Flash Basic Block Diagram

Id. pg. 10-2

[19a] firmware code,
responsive to detection of
loss of lockstep between
the pair of lockstep

The Accused Products comprise firmware code, responsive to detection of loss of lockstep between the pair of
lockstep processors, for determining if the lockstep is recoverable for the pair of lockstep processors, wherein
said firmware code for determining if the lockstep is recoverable further comprises firmware code for

determining if a lockstep mismatch has occurred between the pair of lockstep processors.
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Claim 19

Exemplary Evidence of Infringement

processors, for
determining if the
lockstep is recoverable for
the pair of lockstep
processors, wherein said
firmware code for
determining if the
lockstep is recoverable
further comprises
firmware code for
determining if a lockstep
mismatch has occurred
between the pair of
lockstep processors; and

For example, the Infineon TriCore TC29X based systems necessarily include firmware code. On information
and belief, the Accused Products use an ASIL D (1S026262) operating system such as the Hitex PXROS
Real-time OS for TriCore and Aurix processors such as the TC29X.
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| Claim19 [  ExemplaryEvidenceofInfringement |
PXROS - Real-time OS for TriCore™ and

AURIX™

PXROS-HR is an object-oriented real-time operating system (RTOS) with a very modern
microkernel. Its architecture makes it particularly suitable for use on modern multicore
MCUs. The current version of PXROS-HR brings improvements in the concepts for
encapsulation and has improved robustness. This is achieved by using hardware
protection mechanisms that are part of modern microcontrollers such as Infineon's
AURIX family.

_ ] o= Py
8 . B.. =88
s | @ Task 1 /ﬁ Task 4 — Task &6 ““_\ Taskm |
= |\ . Task 5 —p b >
= f —
: 88 M— -
< Task 2 Task 3 I =—_— Task 7
.
=
E P
2=
vy

PXROS-HR Microkernel PXROS-HR Microkernel PXROS-HR Microkernel
% Core 0 Core 1

https://www.hitex.com/tools-components/middleware/rtos/pxros-real-time-os-for-tricore-and-aurix
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Safety approved and certified

The PXROS-HR operating system for TriCore is officially safety tested. The certificate on
the suitability of PXROS-HR for safety-relevant applications up to SIL 3 (IEC61508) and
ASIL D (IS0 26262) is valid from February 2019 to February 2024.

Part of the certification is an evaluation report with the results of the certification by
TUV-Nord Systems GmbH & Co. KG.

PXROS-HR was developed on the basis of the HighTec C/C++ compiler for
TriCore/AURIX. This makes it particularly suitable for safety-relevant industrial and
automotive applications. It integrates into the software frameworks MCAL and SafeTlib
from Infineon, is highly optimized for the TriCore architecture and offers multi-core
support for the AURIX family (... read also about the Hitex SafeTpack for AURIX).

Main features Essential design elements

¢ Fast real-time microkernel operating s Freedom from interference in the
system granularity of the task-level

¢ Message-based intermediate tasks ¢ Core-agnostic task code and
and intermediate cores communication scheme

¢ MPU-protected task resources and ¢ |dentical application patterns for
message data single and multicore designs

¢ Enhanced resource and rights ¢ Simple single-to-multicore migration
management for tasks ¢ Reusability of software components

e Low latency flexible interrupt (task code)
subsystemn ¢ Simplified core load distribution and

¢ Meets the requirements of IEC 61508 design verification

(SIL3) and ISO 26262 (ASIL D)

14
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Claim 19

Exemplary Evidence of Infringement

Id.

For example, the Lockstep Comparator Logic (LCL) compares the outputs from the master and checker cores
and reports a failure to the Safety Management Unit (SMU):

6.3 Lockstep Monitoring

The lockstep monitoring function will compare the outputs from the master and checker
cores and report that a failure has occurred to the Safety Management Unit (SMU) for
appropriate action.

The monitoring function temporally separates the cores by inserting synchronisation
delays to re-align the signals being compared. To achieve this, the checker core inputs

and the master core outputs fed to the comparators are delayed by two clock cycles.

https://www.infineon.com/dgdl/Infineon-TC29x B-step-UM-v01 03-
EN.pdf?fileld=5546d46269bda8df0169calbdee424a2 pg. 6-1

Qinfineon o

Safety Management Unit (SMU)

9.2 Features
The SMU implements the following features:

+ Collects every alarm (error notification) information fram every safety mechanism:
— CPU Lockstep
Id. pg. 9-3

For example, the SMU can be configured to generate a signal to the firmware indicating loss of lockstep.
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Safety Management Unit (SMU)
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Id. pg. 9-2

+ Each individual alarm can be configured to activate the fault signaling protocol and/or
one of the following internal actions:

User's Manual 8-3 V1.3, 201412
SMU, 37

Tﬁﬁn eon TC29x B-Step

Safety Management Unit (SMU)

— generate an Interrupt request to any of the CPUs, concurrent interrupts to several
CPUs can be configured

— generate a NMI request to the System Control Unit

— generate a reset request to the System Control Unit leading to a system or
application reset

— activate the pad emergency stop signal controlling the safe state of output pads

— generate a CPU idle request

Id. pg. 9-3 - 9-4

Table 8-17 TC29x Alarm Mapping related to Alarm 0 group

Alarm Index | Module | Safety Mechanism & Alarm Indication

ALMO[0] CPUO Safety Mechanism: Lockstep CPU
Alarm: Lockstep Comparator Error

Id. pg. 9-25
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Table 9-18 TC29x Alarm Mapping for related to ALM1 group
Alarm Index |Module |Description

ALMA1[0] CPU1 Safety Mechanism: Lockstep CPU
Alarm: Lockstep Comparator Error

Id. pg. 9-28

For example, the firmware may detect if the lockstep loss is recoverable by, e.g. clearing the lockstep alarm
and determining if the lockstep alarm gets set again or remains clear.

9484 FSP Fault State

When an alarm configured to activate the FSP, the SMU automatically switches to the
FAULT state. During this time it is also possible for the safety-related software to try to
analyze the root cause (when the microcontroller is still operational) and decide about
the severity of the error. As the FSP is active for at least T o .- (see SMU_FSP
register), it is ensured that the safe state of the system is entered through external

mechanisms independent from the microcontroller (besides FSP itself).

Id. pg. 9-56
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SMU_STS
Status Register (24,) Reset Value: 0000 0000,
31 30 29 28 27 26 25 24 23 2 21 20 19 18 17 18
0 RTM|RTS RTM| RTS
E1 1 EOD 0
1 1 1 1 1 rl- 1 1 1 1 1 Mh mh N.I.h r.lhllh

15 14 13 12 11 10 % i) 7 6 5 4 3 2 1 o

0 FgT FSP AEC RES ARG CMD
T rwh th rwh  rwh ' rwh ' ' rwh

Field 'Bits - Type | Description

CMD [3:0] rwh | Last command received
Same encoding as CMD field of SMU_CMD
register

ARG [7:4] rwh | Last command argument received
Same encoding as ARG field of SMU_CMD register

RES a8 rwh | Result of last received command

0z Command was successful
1;  Command failed

ASCE g rwh | Alarm Status Clear Enable

This bit controls if a status flag set in an AG=x>
register upon detection of an alarm event can be
cleared by software or not.

When ASCE is enabled software shall write a 1 to
the bit position in AG=<x>= to clear the bit (W1C).
When a W1C action takes place the ASCE bit is
automatically cleared to 0 by hardware and
software shall set the ASCE bit again by using the
SMU_ASCE() command.

0;  Alarm status bits AG<x> can not be cleared
1z Alarm status bits AG=x> can be cleared.

19
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Id. pg. 9-80

955 SMU Alarm Status Registers

SMU Alarm status registers related to the different alarm groups.

SMU_AGx (x=0-6)
Alarm Status Register (1C0, +x"04,) Reset Value: 0000 0000,

31 30 29 28 2fr 26 25 24 23 22 21 20 19 18 17 16

SF31|SF30|5F29|5F28|5F27 |SF26|5F25|5F24|5F23|5F22|5F21|SF20(SF19|SF18|SF17|SF16

reh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh

15 14 13 12 11 10 9 ) 7 6 5 4 3 2 1 o

SF15|SF14|5F13|SF12|5F11|SF10| SF9 | 5F8 | SF7 | 5F6 | SF5 | 3F4 | SF3 | 3F2 | 5F1 | 5F0

reh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh

Field Bits Type | Description
SFn n rwh | Status flag for alarm n belonging to alarm group
(n=0-31) X (x=0-6).

Oz  Status flag n does not report a fault condition
1z Status flag n reports a fault condition

Id. pg. 9-115

As another example of how the firmware code may determine if the lockstep is recoverable, the firmware may
test the functionality of the lockstep comparator:

20
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6.5 Lockstep Failure Signalling Test

The lockstep comparator allows a failure to be injected into one of the comparator nodes
to allow the signalling of failures to be verified. A failure can be injected by writing 15 to
the LCLT1 bitfield of the LCLTEST register. The failure will be injected for a single cycle
of the SPB clock. Itis not necessary to write a Oz to clear the test.

Id. pg. 6-4

The TC29X includes support for recovery from safety alarm warnings such as loss of lockstep:

A watchdog may be used within a safety application to provide a recovery time period
during which software might attempt to recover from a safety alarm warning. To ensure
that a CPU fault could not allow a fault to be ignored an option is provided to prevent
watchdog unlocking if the Safety Management Unit (SMU) is not in the RUN state. This

option may be enabled by bit WDTxCONO.UR.
Id. pg. 7-270

Implements an internal watchdog called recovery timer to monitor the execution of
critical software error handlers. The watchdog is started automatically by hardware
according to configurable alarm events.

Id. pg. 9-4

[19b] firmware code,
responsive to determining
that the lockstep is
recoverable, for triggering
an operating system to
idle the processors,
attempting to recover
lockstep between the pair
of processors, and if
lockstep is successfully

The Accused Products comprise firmware code, responsive to determining that the lockstep is recoverable, for
triggering an operating system to idle the processors, attempting to recover lockstep between the pair of
processors, and if lockstep is successfully recovered between the pair of processors, triggering said operating

system to recognize the processors as being available for receiving instructions.

For example, the firmware code, in response to determining that the lockstep is recoverable, may trigger an

operating system to idle the processors.

For example, the lockstep processors may be put into an idle state by the SMU upon detection of a lockstep

mismatch.
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recovered between the
pair of processors,
triggering said operating
system to recognize the
processors as being
available for receiving
instructions.

CPUs can be configured

application reset

TC29x B-Step

Safety Management Unit (SMU)

generate an Interrupt request to any of the CPUSs, concurrent interrupts to several

generate a NMI request to the System Control Unit
generate a reset request to the System Control Unit leading to a system or

activate the pad emergency stop signal controlling the safe state of output pads
generate a CPU idle request

Id. pg. 9-4
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Safety Management Unit (SMU)
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Id. pg. 9-2

As a further example, the lockstep processors may be idled or reset by firmware running on a CPU, by e.g.
writing to the SCU’s PMCSR register for the appropriate CPU.

7.3.2.1 Power Management Overview

The Power Management scheme allows activation of power down modes so that the
system operates with the minimum required power for the corresponding application
state. A progressive reduction in power consumption is achieved by invoking Idle, Sleep
or Standby modes respectively. The Idle mode is specific to each individual CPU where
as Sleep and Standby modes influence the complete system.

As shown in Table 7-20, there are two power modes available for each CPU:

+ (CPU Run Mode
+ CPU Idle Mode

Table 7-20 CPU Power Management
Mode Description
Run Mode | The CPU clock is active and code is being executed.

Idle Mode | CPU may enter Idle Mode on following events:

+ On a SW Idle request issued by setting register bits
PMCSRx.REQSLP = 015 when CPU has no active tasks to perform.

* Ona SW Idle request (PMCSRy REQSLP = 01g) issued by another
CPU.

+ (On a SMU Idle request in case CPU faults are detected triggering
safety alarms which are configured in SMU to set CPU into Idle state.

The CPU code execution is halted and CPU clock is disabled in Idle

state. The peripherals continue to remain active.CPU RAM memories

(PSPR / DSPR) are accessible to other bus masters and peripherals.

CPU may exit |dle mode on following events:
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Id. pg. 7-195

7.3.2.5 Power Management Registers

Power Management Control and Status Register

The set of registers used for Power Management control the issue of power modes,
manage wake-up configuration and provide status information on mode transitions. The
request for ldle, Sleep or Standby mode is issued via PMCSRx registers.

PMCSRO

Power Management Control and Status Register
(0D4,,)

PMCSR1

Power Management Control and Status Register
(0D8,)

PMCSR2

Power Management Control and Status Register
(0DC,)

Reset Value: 0000 0100

Reset Value: 0000 0100

Reset Value: 0000 0100

Page 58 of 139

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
T T T T T T T T T T T T T T
0
1 | 1 | | | | |
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 ]
| T T T T T T T T T T T
SMU
] PMST 0 SLP REQSLP
' B ' ' " r ' wh o rwh
Id. pg. 7-210
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Field Bits Type | Function

REQSLP [1:0] rwh | ldle Mode and Sleep Mode Request

00g Request CPU Run Mode

01 Request CPU ldle Mode

105 Request System Sleep Mode

115 Request System Standby Mode

In Idle Mode or Sleep Mode, these bits are cleared in
response to an interrupt for the CPU, or when bit 15 of
the corresponding CPU Watchdog Timer reqister (bit
WDTCPUxSR.TIM[15]) changes from O ta 1. In
Standby Mode, these bits are cleared on wake-up.
REQSLP maybe written only when either CPU or
Safety ENDINIT bits are setto 0. CPU ENDINIT bit has
to be set back after REQSLP is written for the mode
transition to take place. In case of Safety ENDINIT, the
mode transition will be issued immediately and does
not wait till Safety ENDINIT is set back to 1 again.

Id. pg. 7-211

For example, the firmware may attempt to recover lockstep operation by, e.g. resetting the processors:
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SW Reset Configuration Register

This register controls the SW Reset operation.

As for other kernel reqgisters, write access to the SWRSTCON register is configurable via
SCU _ACCEND and additionally is temporally restricted by Safe ENDINIT. These
restrictions can be used to provide protection against accidental reset by unauthorised
CPUs or system bus masters.

SWRSTCON
Software Reset Configuration Register
(060,) Reset Value: 0000 XX00,

31 30 29 28 X 2% 23 24 23 22 021 20 19 18 17 18

u ‘

-_—

12 14 13 12 11 10 9 B 7 B H 4 3 pl 1 0

sw
RES 1] RST| 0
1 1 1 1 1 1 1 REQ
w r ' w r
Id. pg. 7-112
27
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Field Bits Type |Description
0 0 rw Reserved
Read as 0; should be written with 0.
SWRSTREQ |1 W Software Reset Request
Oz No SW Reset is requested
15 A SW Reset request trigger is generated
This bit is automatically cleared and read always as
Zero.
RES [19:8] |rw Reserved
Should be written with original content.
0 [72], |r Reserved
[31:16] Read as 0; should be written with 0.
Id. pg. 7-113

For example, in the alternative, the firmware may attempt to recover lockstep by, e.g. releasing the processors

from the idle condition by writing 00 to the REQSLP field of the PMCSRX register:
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Exiting Idle mode

In Idle mode, if there is no outstanding SMU Idle request to the CPU_ the CPU will return
to Run mode in response to the following events:

* Aninterrupt / trap received from an interrupt / trap source mapped to the CPU.

+ An NMI trap request is received to wake-up all the CPUs.

+ A MSB bit wrap of the corresponding CPU Watchdog counter occurs.

« Setting the register bits PMCSRx REQSLP = 005 to set the CPUx into Run mode.

If there is an outstanding SMU Idle request to the CPU, then the CPU may only return to
Run mode after an application reset or any higher reset. The system enters reset state
on an Application, System reset or any higher reset. If it is woken by a watchdog timer
overflow event routed via the SMU to the CPU or by an NMI or by an interrupt, the CPU

will immediately vector to the appropriate interrupt / trap handler.

Id. pg. 7-199

In the alternative, the firmware may attempt to recover lockstep operation by configuring the SMU to reset the
processors on detection of loss of lockstep.

'i"ﬁ'l?l neon TC29x B-Step

Safety Management Unit (SMU)

— generate an Interrupt request to any of the CPUs, concurrent interrupts to several
CPUs can be configured

— generate a NMI| request to the System Control Unit

— generate a reset request to the System Control Unit leading to a system or
application reset

— activate the pad emergency stop signal controlling the safe state of output pads

— generate a CPU idle request
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Safety Management Unit (SMU)
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Id. pg. 9-2

The operating system may be informed that lockstep has been recovered in multiple ways, e.g., detecting that
the system has exited the reset condition.

7.21 Reset Operation

This section describes the conditions under which the TC29x will be reset and the reset
operation configuration and control.

7.211 Overview

The following reset request triggers are available:

«  Supply monitor (SWD) triggers a power-on reset (cold reset)

+ 1.3V EVR monitor triggers a power-on reset (cold reset)

« 3.3V EVR monitor triggers a power-on reset (cold reset)

«  Standby EVR (STBYR) monitor triggers a power-on reset (cold reset)

« External active low hardware “power-on” reset request trigger; PORST (can be either
a warm reset or to extend a cold reset)

+  External System Request reset trigger pins; ESRO and ESR1 (warm reset)

+  Safety Management Unit (SMU) alarm reset request trigger, (warm reset)

«  Software reset (SW), (warm reset)

+  System Timer (STMx) trigger (warm reset)

+ Resets via the JTAG interface

+  JTAG resets (special reset)

+  Software triggered module reset

Id. pg. 7-96
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7.2.1.13 Reset Controller Registers

Status Registers

After a chip level reset has been executed, the Reset Status reqgisters provide
information on the trigger of the last reset(s). Warm reset status bits are updated upon
each reset cycle. Areset cycle is finished when all resets are de-asserted. \Within a reset
cycle the status flags are used as sticky flags. Module level resets have no effect on the
Reset Status register. Bits which may indicate a cold reset trigger (SWD, EVR33,
PORST and EVR13) provide useful information to the application and are not cleared
automatically. The application may clear these bits by writing to bit RSTCON2.CLRC.

RSTSTAT
Reset Status Register

Page 66 of 139

(050,) Reset Value: 1381 0000,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
S ' STB EVR | EVR ' POR
0 YR 0 S 1Al 0 CB3|CB1/CBO| 0 |

T h r th - th h r th th rh r rh

% 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
STM STM|STM ESR|ESR

0 s 4 | o  SW/sMul o |STT

' ' R ' tfh th fh h th r rth rh

Id. pg. 7-105
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6.2 Lockstep Control

The lockstep control function is enabled by the LSEN bitfield in a control register in the
SCU. Each core capable of lockstep has its own instance of the control register. In this
product, the CPU1 instance of the Tricore can be lockstepped so there Is one register,
LCLCON1 for CPU1.

These registers are only initialised by a cold power-on reset. In this initialisation state, all
lockstepped processors in the system will have lockstep enabled. The lockstep function
can only be disabled by the system initialisation software writing a Og to the LSEN bitfield.
Application software cannot enable or disable the lockstep function.

The current mode of the lockstep logic can be monitored by reading the lockstep status
bit, LS, in the associated LCLCON register.

Writes to the control registers will be subject to the protection mechanisms of the SCU.

Id. pg. 6-1

In a further example, the operating system may be informed that lockstep has been recovered via e.g.,
examining whether the SMU is still reporting a loss of lockstep.

34
Page 67 of 139



Case 2:23-cv-00647-EWH-RJK Document 14-2 Filed 02/12/24 Page 35 of 39 PagelD# 305

Claim 19 Exemplary Evidence of Infringement

955 SMU Alarm Status Registers

SMU Alarm status registers related to the different alarm groups.

SMU_AGx (x=0-6)
Alarm Status Register (1C0, +x"04,) Reset Value: 0000 0000,

31 30 29 28 2fr 26 25 24 23 22 21 20 19 18 17 16

SF31|SF30|5F29|5F28|5F27 |SF26|5F25|5F24|5F23|5F22|5F21|SF20(SF19|SF18|SF17|SF16

reh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh

15 14 13 12 11 10 9 ) 7 6 5 4 3 2 1 o

SF15|SF14|5F13|SF12|5F11|SF10| SF9 | 5F8 | SF7 | 5F6 | SF5 | 3F4 | SF3 | 3F2 | 5F1 | 5F0

reh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh rwh

Field Bits Type | Description
SFn n rwh | Status flag for alarm n belonging to alarm group
(n=0-31) X (x=0-6).

Oz  Status flag n does not report a fault condition
1z Status flag n reports a fault condition

Id. pg. 9-115

In another alternative or in addition to the above, the firmware may inform the operating system of the
recovery of lockstep. For example, on information and belief the Accused Products use an ASIL D

(1S026262) operating system such as the Hitex PXROS Real-time OS for TriCore and Aurix processors such
as the TC29X.
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PXROS - Real-time OS for TriCore™ and
AURIX™

PXROS-HR is an object-oriented real-time operating system (RTOS) with a very modern
microkernel. Its architecture makes it particularly suitable for use on modern multicore
MCUs. The current version of PXROS-HR brings improvements in the concepts for
encapsulation and has improved robustness. This is achieved by using hardware
protection mechanisms that are part of modern microcontrollers such as Infineon's
AURIX family.
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https://www.hitex.com/tools-components/middleware/rtos/pxros-real-time-os-for-tricore-and-aurix
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For example, PXROS, like most modern Operating Systems allows low level code, such as interrupt handlers,
to send messages to the operating system:
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Tasks and Handlers

Because fast reactions to certain events are required in many technical applications, which should be executed
with as little overhead as possible, PXROS implements the concept of complete interrupt transparency, i.e.
PXROS never changes the state of the interrupt system of the microcontroller. This feature makes it possible to
achieve warm start capability with PXROS. Thus, there are no interrupt locks caused by PXROS and interrupt
services can always interrupt PXROS. The RTOS solely manages the remaining time resources of a main-loop.
Due to the interrupt transparency, existing applications without OS can easily be ported to PXROS-HR as well as
05, which are partially or totally implemented on interrupt level. As the interrupt handling is not “predefined” or
interfered by the microkernel, the application might implement any needed or reasonable check for the activity
related to interrupts.

In the PXROS terminology the interrupt service routines are so called handlers, which, in principle, are
completely under control of the application, but can still use a subset of PXROS services. These services are
handled in a special way, in order to minimize the PXROS related overhead on interrupt level.

A handler can, for example, send signals (Events) to a task. This service is not executed on interrupt level, but is
inserted into a list instead. Then this service is executed before returning from the interrupt levels to task level.
This is in time, because the next task to be executed has to be determined before leaving the interrupt level.
The use of handlers guarantees optimal time response (just like

HW interrupt table = E i i )

HW Ry 255 - ;35‘ &’I Fﬂ;‘;;““tm without OS), but except for the highest interrupt level, has affects

s andler . . L
: " on other interrupts. Actions within a task have no effect on the
w & interrupt system, but task scheduling and communication generate
o 2 Fast/ Fast Context o )
£ E  Handler1 some overhead, and thus it is vital for the overall performance of
an application to find a good balance between handler and task
Interrupt HW based execution of application parts.

rmodule

In PXROS philosophy, a handler always belongs to a task and its
address space. This means that in PXRO5-HR, handlers will be
Eenphicralid; IEeNEneTaii controlled by the MPU. Handlers and the related task have a
relation like interrupts to main-loop.
In dynamically configured PXROS - systems (static configuration is also possible), tasks are responsible for
installing and uninstalling related handlers. This concept allows dynamic configuration and reconfiguration of a
running system.
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I. System Information

1. Introduction

+  The ACC system operates the convenience feature automatically maintaining the distance by measuring the
distance and speed of the lead vehicle with the radar in front of the car. Also, if the lead vehicle is stopped

along the rear of the lead vehicle stops, and re-start feature provides at the start with Stop & Go function.

2. System Operation

Cluster display

Operating basics

operation principle
Absence of a lead vehicle
Existing of a lead vehicle
Stopping a lead vehicle

Blinding a lead vehicle

'HI)H]” ' l l l | i After:;::l;ra(ingto;heset

Cluster display state

Cruise control at the driver's setting speed
Driving the lead vehicle traveling speed maintaining a set following distance
When auto stop and starting the lead vehicle within 3 seconds, automatically start.

Accelerate to the target speed and then cruise control.

1) Normal Mode Control
«  All of the speed/distance control can perform from 30 to 200 km/h speed range.
*  The minimum target speed is 30km/h.

« If the lead vehicle's speed is from 0 to 30km/h, the proper distance can be expected(or

calculated/measured).

2) Stop mode Control
*  When the lead vehicle is stopped, and then the vehicle would stop at a certain distance.

+  [HDA not operated / HDA during operated] If the stop duration is within 3 sec. / 30 sec., the vehicle
automatically start, or not manually the resume/set switch turn on or the accelerator pedal is pressed. If the

stopping maintain more than 5 minutes, the ACC control will be released.
The control time be adjustable by OEM/Chassis/Funtion.
3) Overdrive Control

+  Driver's accelerator pedal is pressed, the system will give acceleration priority to the judgment of the driver
than the system decision. Then, the driver releasing the accelerator pedal, the vehicle speed gradually will

going target speed.

4) Overtaking Support Control

*  The driver turn on the left blinker, the system internally set as the target distance automatically-step

regardless of the display condition. Therefore, a slight acceleration can help to occur soft overtaking.

*  The function can be operated 60kph over. 9
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Il.  Specific System Structure

1. ACC

1) Function
*  Monitoring front road condition(sensing function)
«  Driver riding/getting off and monitoring car condition(ECU function)

«  Calculating and output of the Required acceleration(ECU function)

2. Switch

1) Function
*  ACSS system On/Off
»  Target speed control
»  Target distance control
*  Operation ON/OFF
*  ACC-CC switching operation

3. Cluster

1) Function
+  System On/Off
+  System Alarm
+  ACC Operation State (lead vehicle, Break, Overtake, Stop modes) Display
*  ACC Driver Setting State (Target Speed/Distance) Display
*  ACC Auto-unlock/ Usage Condition Un-satisfaction

»  ACC Hazardous situation (lead vehicle breaking, Stop vehicle alert) Display
ACC Warning Light

g
vV V120 140

ECO pUT9 \ km/h

SeT 1 10km/n \\ 80
< 60
| =40

- 20

Vehicle Status indicator Cruise Light—www.motor-review.net
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4. Instruction of the ACC control using switch

1) ON/OFF Main Switch
+  ON/OFF function
* In case of the Standby mode, “CRUISE" Ramp turn ON

2) TSET/- ; Switch

» At the Stand by mode, Press SET Switch and then Control start.

» The target speed set 30 km/h when the car speed is from 0 to 30 km/h.

» When the car speed is over 30 km/h, the target speed is the same as current speed. 2) 5)
»  If the SET switch is pressed under control, the target speed will be decreased.

»  Press short period, the speed decrease 1km/h step. ex) 81—+80—79—-78

» Press long period, the speed decrease at first Tkm/h step then 10km/h step. ex) 77—76—70—60

3) TRES/+3 Switch
» At Standby mode, Press RES+ switch and then control start.
»  After the OFF mode changed to Standby mode, the ACC usage history have to be existed at least once.
» If the RES+ switch is pressed under control, the target speed will be increased.
»  Press short period, the speed increase 1km/h step. ex) 77—78—79—-80—81
»  Press long period, the speed increase at first Tkm/h step then 10km/h step. ex) 66—+67—70—80

4) TCANCEL; Switch

. Released from the control condition

5) T Distance setting s switch

«  Set the target headway distance(Initial value is level.4)

«  Press the switch, the target headway distance value changed in the following order.
» level.4->level.3->level.2->level.1->level.4
» In case of the car speed is 90km/h
» At level 1 (1sec.), Headway distance is 25m.
» At level 2 (1.3sec.), Headway distance is 32.5m
» At level 3 (1.6sec.), Headway distance is 40m
» At level 4 (2.1sec.), Headway distance is 52.5m

. If press the switch over 2 sec, the ACC mode is switched the CC mode each other.

11
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Notice:
This Device complies with Part 15 of the FCC Rules [and with Industry Canada licence-exempt RSS standard(s)].
Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause undesired

operation.
Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio
exempts de licence. L'exploitation est autorisée aux deux condjtions suivantes:
(1) l'appareil ne doit pas produire de brouillage, et

(2) This device must accept any interference received, including interference that may cause undesired

operation.

Notice:

Changes or modifications made to this equjpment not expressly approved by (manufacturer name) may void

the FCC authorization to operate this equjpment.

12
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United States of America

FCC ID

Cystol =2

: 2A30Z-MRR20

This device complies with Part 15 of the FCC
Rules. Operation is subject to the following
two conditions:

(1) this device may not cause harmful
interference, and

(2) this device must accept any interference
received,
cause undesired operation.

including interference that may

CAUTION TO USERS

Changes or modifications not expressly
approved by the party responsible for
compliance could void the user's authority to
operate the equipment.

Israel

IxW NN,

Ministry of Communication permit number : 55-11767
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CANADA

Model: MRR-20
IC: 27992-MRR20

This device complies with Industry Canada licence-exempt RSS standard(s).
Operation is subject to the following two conditions:

(1) this device may not cause interference, and

(2) this device must accept any interference,

including interference that may cause undesired operation of the device.

Le présent appareil est conforme aux CNR. d'Industrie Canada applicables aux
appareils radio exempts de licence. L'exploitation est autorisée aux deux
conditions suivantes:

(1) I'appareil ne doit pas produire de brouillage, et

(2) l'utilisateur de I'appareil doit accepter tout

brouillage radioélectrique subi, méme si le brouillage est susceptible d'en
compromettre le fonctionnement.

European Union

Model : MRR-20

Hereby MRR-20 has been so constructed that it
can be operated in at least one Member State
without infringing applicable requirements of
use of radio spectrum. (RED article 10.2)

Hereby, HL Klemove Corp. declares that the
radio equipment type MRR-20 is in compliance
with Directive 2014/53/EU.

The full text of the EU declaration of conformity
is available at the following as next page.

Website link
https://hlklemove.com/solutions.html
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HL Klemove

Russian Federation
¥+ F1E, Republic of Singapore

Complies with
IMDA Standards
N1588-22

United of Kingdom

UK
CA

Commonwealth of Australia
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HI. Klemove
Republika Srbija, Republic of Serbia

A
A A

N038 22

O diblu, Sultanate of Oman

OMAN-TRA

TRA/TA-R/13399/22

D202960

), Kingdom of Morocco

Numéro d’agrément : MR 00031999 ANRT 2022
Date d'agrément : 2022-02-24

Estados Unidos Mexicanos, United Mexican States

IFETEL : RCPHLMR22-2324

“La operacion de este equipo esta sujeta a las siguientes dos condiciones:

(1) es posible que este equipo o dispositivo no cause interferencia perjudicialy
(2) este equipo o dispositivo debe aceptar cualquier interferencia, incluyendo la
que pueda causar su operacion no deseada.”

and RCPHLMR22-2324
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HL Klemove

daaiall 4y &l @i Y , The United Arab Emirates (UAE)

TDRA - UNITED ARAB Emirates

I D RA Mode Dealer ID Name: 5M GLOBAL LLC

CUlosul P-'-b-u c'l.i.l.m TARTTE: ER05598/22
100l d_ogiallg Model Name: MRR-20

TELECOMMUNICATIONS AND DIGITAL
Product Type: Vehicle Radar

GOVERNMENT RECULATORY AUTHORITY

Republica del Paraguay

«
CONATEL

NR 2021-03-1-0134

Republica Federativa do Brasil, Federative Republic of Brazil

® ANAIEL

03849-18-09644

"Este equipamento nao tem direito a protecao contra interferéncia
prejudicial e ndo pode causar interferéncia em sistemas devidamente
autorizados."

Para maiores informagdes, consulte o site da ANATEL — www.anatel.gov.br

Republica Argentina

® +H-28083
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HL Klemove

Republic of Indonesia

83759/SDPPI1/2022
13085

Ladigl 45s ¥ 4<laal) , Hashemite Kingdom of Jordan

TRC/31/9732/2022

Republic of South Africa

IC /\S/\ TA-2021/3112

Approved

Republika ng Pilipinas, Republic of the Philippines

Type Approved

No. ESD-RCE-2229458
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O‘zbekiston Respublikasi, Republic of Uzbekistan

snwaaInslng, Thai

%
e’ CLASS A
NBTC ID. : A57006-22

Ukraine

UA RF : 3HLKL20MR

Malaysia

MCMC

HIDF16000136
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HL Klemove

TAIWAN / Republic of China

CCAO22LP1180T9

RIhRE RS M EUEEIIA

Bk KEXRESRENRGIBEY | FEFF , AT, ERIEAE
BASEERERR, NMANEREERKRFTZFERINEE.

BT R RO RGFBERUCERATELERNLERTESZRE ; KBEE
THERSE , EIAER , IREEETERABRERER.
BRE , BARER , TREE2ETERSSEEEA.

NIEAERE , KBS EEE LI BEBRE.
BN ESEBMER S ERERTE. HEREEMAEHE 1 BMD
Bz TE.

ERERGEREZENIEZRRCERE
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HL Klemove

thie A R#£F[E, People's Republic of China

RS IR BN T AR BS 1 MRR-20

MATARAE 1 EB AL LABBEIETITAME 202118153
FNESEE : 76-77 GHz

OB ¢ 0% (AR BTHER(EIRP) <50dBm

RERZERY : PRSI R 2%

NP - An]

HH,EE : -40° C~+85° C

% : DC 12.0V

CMITID : 2022LJ14436

AHE B TSR G0, IR SHTHER (UAREIMNESHN LK) |
GHE F AME KRB AR E R HR %

(LB NG EMEEN LR BRI STEBETH ~ HEAIWATHUR,
FzSLEMZAEER , FHAREIERREBR TR 7 n] 4R (5

(EII L) R iR, M2 S L Bl SROT BTl . R RET A %R
EHHVERS T

D% SR FRRIIAGARIF XIS (R TN RIR &, [y S8 FEREIAMELRIF RAERToL

BRI E
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" Date: 2021-12-08

HEL |
@ User’s Guide No-

Co. KGaA
59552 Lippstadt

Subject:

RS 5.4 — Advanced driver assistance system — User’s Guide
Ref.:

RS 5.4 — User’s Guide

The RS 5.4 is an advanced driver assistant system, to warn the driver of the ego vehicle against
potential collisions with other road users to the side, to the rear and to the front of the ego vehicle.

This document is confidential. Its contents are not to be exploited, passed on or disclosed to third parties without our express permission. All rights are reserved.

This system is not meant to encourage aggressive driving. The absence of a warning will not guarantee
the absence of other road users. Responsibility for the safe operation of the vehicle remains with the
driver.

(2000-05)

Hella 3399EN

| signed by: | checked by:
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1 Functions

The sensor is capable to detect moving object. With this recognition capability it covers the following
functionality:

1.1 LCW

LCW (Lane Change Warning) is the feature used for recognition of target vehicles in the blind
spot zone or in further distance in order to inform the driver of the ego vehicle about the safety
level of a lane change. In case that a target vehicle approaches the ego vehicle in that way, that
the lane change is no longer safe, a warning lamp is activated. If the driver of the ego vehicle
decides to change the lane in such a dangerous situation, a warning can be given by setting the
warning LED to blink.

Other HELLA terms are BSD = Blind Spot Detection and LCA = Lane Change Assistant

1.2 CTA

The City Turn Assist is the function supporting the truck driver during turning maneuvers and to
keep an overview of blind spot zone of the truck.

In HELLA terminology there is a risk of mixing the abbreviation “CTA” with the Cross Traffic Alert-
function, which is referring to rear cross traffic warnings. Therfore the City Turn Assist is often
abbreviated as “TA”.

1.3 FTA

This document is confidential. Its contents are not to be exploited, passed on or disclosed to third parties without our express permission. All rights are reserved.

The Front Traffic Alert (also known as Front Cross Traffic Alert (FCTA)) supports the driver on
traffic in front of the vehicle, which is especially helpful on the driver diverted side.

(2000-05)

Hella 3399DE

Signed by: Checked by:
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2 System Architecture

The system consists of two or more radar sensor units which are mounted in the front or rear corners of
a vehicle or on the left and right sides of a vehicle so that the respective peripheral sectors of the vehicle
can be observed.

The units interchange data between each other and the vehicle via the sensor CAN-bus.

All units incorporate an RF part and a microcontroller to perform the radar signal processing.

YVehicle I J— Privials CTAMN
CAN Paosition CAM

Vahicke

Block diagram of example system architecture.

This document is confidential. Its contents are not to be exploited, passed on or disclosed to third parties without our express permission. All rights are reserved.

(2000-05)

Hella 3399DE

Signed by: Checked by:
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Block diagram of one radar sensor unit shows RF part and microcontroller part.

Each unit contains the following RF parts:
» one VCO,
« two transmitters (consisting of power amplifier and antenna)
» four receivers (each consisting of antenna, mixer, BPF and base-band amplifier).

The transmit signal is generated by the VCO. The VCO frequency is controlled by a PLL.
Each transmit antenna is a microstrip patch antenna array with 1x6 elements. It is designed to illuminate
a broad field of view and is thus a medium gain antenna.

The receive antennas are also microstrip patch antennas with a medium gain (each 1x6 elements). The
receivers down-convert the receive signals directly to zero-IF by using the VCO signal. The base-band
receive signals are finally digitized by ADCs.

This document is confidential. Its contents are not to be exploited, passed on or disclosed to third parties without our express permission. All rights are reserved.

(2000-05)

Hella 3399DE

Signed by: Checked by:
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Technical Data

Supply voltage

+9V...+32V

Power consumption

Typ. 4 W

Operating frequency range

76000 MHz ... 77000 MHz

Modulation bandwidth

<1000 MHz

Modulation

FMCW (fast chirps)

Antenna feed power

< 10 dBmW average

Antenna type

Microstrip patch array

Transmit antenna gain

14 dBi

Operating temperature range

-40°C ... +85°C

Abbreviations

ADC Analog-to-digital converter

BPF Band pass filter

FMCW Frequency modulated continuous wave
IF Intermediate frequency

PCAN Private controller area network

RF Radio frequency

Rx Receive

Tx Transmit

VCAN Vehicle controller area network

VCO Voltage controlled oscillator

WD Watch dog

Signed by: Checked by:
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3 Vehicle Integration

Due to the fact that RADAR waves can penetrate plastics, the sensor integration is possible behind the
bumper fascia and thus invisible from the exterior. However, the plastic and other materials which
surround the sensor may cause bending, refraction and reflection of the RADAR waves. Distances,
clearances, selected radii and other constructive elements in their arrangement can lead to constructive
or destructive interference of the RADAR waves. In case of an unfavourable configuration of all
parameters towards each other, the sensor properties can be influenced disadvantageously. For these
reasons, a generally valid positioning guideline covering all possible configurations and degrees of
freedom and guaranteeing undisturbed sensor properties cannot be given.

The sensors should be positioned in the vehicle at a height of 400 to 700 mm above the road surface. If
the sensor is positioned too close above the road surface, increased road reflections may appear Thus,
an installation height as high as possible must be aimed for.

If the height specification cannot be fulfilled, then the planned installation height must be evaluated and

agreed upon with Hella GmbH. & Co. KGaA. The amount of road reflections can for example be reduced
by inserting a special additional shield below the radar sensor.

Spatial orientation of the sensors

The RS5.4 sensors can be mounted in the front, lateral and/or rear area of a vehicle under defined
angles.

Examples for typical integration:

Lateral/ side integration: 85...95 deg

This document is confidential. Its contents are not to be exploited, passed on or disclosed to third parties without our express permission. All rights are reserved.

(2000-05)

Hella 3399DE
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Rear side integration: 45 deg (depending on required field of view)

Signed by:

Checked by:
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4 Legal text requirements

Note: This User’s Guide is not intended for the end user. The RS5.4 Advanced Driver Assistance
System is not sold separately from the vehicle. All the full legal texts must be provided by the OEM in the
User's Manual of the vehicle.

USA:

Changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate the equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

Radio frequency radiation exposure Information: This equipment complies with FCC radiation exposure
limits set forth for an uncontrolled environment. This equipment should be installed and operated with
minimum distance of 20 cm between the radiator and your body. This transmitter must not be co-located
or operating in conjunction with any other antenna or transmitter.

Canada (both English and French language required):

This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation, Science and
Economic Development Canada’s licence-exempt RSS(s). Operation is subject to the following two
conditions:

(1) This device may not cause interference.

(2) This device must accept any interference, including interference that may cause undesired operation
of the device.;

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts
de licence. L'exploitation est autorisée aux deux conditions suivantes:

(1) 'appareil ne doit pas produire de brouillage, et (2) I'utilisateur de I'appareil doit accepter tout
brouillage radioélectrique subi, méme si le brouillage est susceptible d'en compromettre le
fonctionnement.

This equipment complies with ISED radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with minimum distance of 20 cm between the radiator
and your body. This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

Cet équipement est conforme aux limites d'exposition aux rayonnements ISED établies pour un
environnement non contrélé. Cet équipement doit étre installé et utilisé avec un minimum de 20 cm de
distance entre la source de rayonnement et votre corps. Ce transmetteur ne doit pas etre place au
meme endroit ou utilise simultanement avec un autre transmetteur ou antenne.

Signed by: Checked by:
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BRING A NEW ERA
IN MOBILITY

HL Klemove

Copyright © 2022. HL Klemove. All rights reserved.
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HL KLEMOVE SNAPSHOT

2021 Sales:

$$ US$1.1B

KRW 1,216 B

Dﬂ CAGR(‘17-'21) of total sales:
i

10.7%

0) Employees:

e 1,868+
| ® 49 n 12 {3 4
Customers Countries Global manufacturing sites
Countries with 537 n 9 o
@ HL Klemove technology ~eD 2D sites 31
184 SNIINEErs globally ADAS features in the market

Copyright © 2022. HL Klemove. All rights reserved.
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CEO MESSAGE

The recent C.A.S.E (Connectivity, Autonomous, Shared, and Electrification) megatrend
has brought new challenges to the automotive industry, calling for transformation.

Therefore, HL Klemove is set to make a big step towards strengthening its positions as
an autonomous driving and mobility industry leader. Driven by the solid capabilities of
automotive electronics, our state-of-the-art autonomous driving technologies incorporate
advanced sensors and S/W algorithms.

Being an industry leader, we are committed to reacting to fast-changing trends with
agility to accelerate qualitative growth and consolidate our leadership in the market by
regional business expansion.

To manifest a world where your most comfortable movement becomes your safest
moment, HL Klemove promises a new future based on the fundamentals of having a
frontier spirit and “Jeong do” management, moving towards creating more values for our
customers and global communities with "Clever Move".

Sincerest Regards,

HL Klemove CEO
Pal-Joo, Yoon

Copyright © 2022. HL Klemove. All rights reserved.
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HL KLEMOVE HERITAGE

Worlglwide Automotive
automotive parts electronics
company with focused on
R&D competency safety JV with 109-year
60-year expertise heritage of
in veh|clfe German company
technologies (Hella)
o —
[
Mando —
Vehicle dynamics: :
Brake, Steering, Excelflence.ln
i manufacturin
SUszr[‘)i"S” and Affiliate of J
Halla (HL), i
which has driven the ivide glpbal
Korean heavy [Eehrint

industry history

Copyright © 2022. HL Klemove. All rights reserved.
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HL KLEMOVE ESTABLISHMENT

-

<3

Accelerate the growth of the autonomous
COnnectivity

driving business through
optimized resource management

Full value chain internalization through
Integration with Mando ADAS and MHE

©®

Shared

lectrification

HL Klemove aims to promote more expertized and optimized business operation in the mobility area

by utilizing differentiated business capabilities, strategies, investment priorities, organizations and
partnerships

Copyright © 2022. HL Klemove. All rights reserved.
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BRAND IDENTITY: FORESIGHT

HL Klemove

To manifest a world where Your

~ Clever + Move —
MISSION most comfortable movement is

\. Klemove J vour Safest moment

To move ahead Iin a clever way, we need
to have a In technical and

management domains GOAL The most Trusted company

in Intelligent Mobility

From an automobile parts company, we
will strengthen our position as an

Innovative pioneer in autonomous driving, BRAND IDENTITY Foresight
Al and fully automated mobillity.

Copyright © 2022. HL Klemove. All rights reserved.
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HL KLEMOVE FOOTPRINT

Joint venture agreement F HKMC ADAS E Ultrasonic sensor base | Single Radar base MHE China plant | Electric steering
(MHE: Mando Hella v/ product’s first (SPAS mass- ACC Stop & Go establishment system Power-
Electronics) acquisition production ' mass-production - *': Pack acquisition
® ® ® o <
24 GHz Radar
mass-
production
@SCR MHE India plant | AD Function (AD Lv .2)| 2" Gen Front 77 GHz Radar )AEB Fuel Pump 1st Gen Front #1
ConnlE establishment | mass-production Camera mass- mass-production acquisition Controller Camera mass- 7'
! production acquisition production 2012
acquisition -
_/
- * ¢ ¢
L ns 2015 2014 2013
acquisition
(e,
AEB + 3'd Gen Wide FoV Front Camera Omnidirectional fusion based AD Lv.2 system N/A EV Plup truck Launch of HL Klemove
©DCU mass-production _ & DCU mass production ADAS product’s first (MHE + Mando ADAS)
201/ ¢ | acquisition ﬁs acquisition
(Dec. 2021)
kﬂb ¢ ¢

ZAONRS

Copyright © 2022. HL Klemove. All rights reserved.
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2020

2021

(1)
(2)
©)
(4)
(5)
©)

SPAS : Smart Parking Assist System
ACC: Active Cruise Control

AEB: Autonomous Emergency Braking
SCR: Selective Catalytic Reduction
AVAS: Acoustic Vehicle Alert System
DCU: Driving Control Unit



BUSINESS AREAS

Autonomous Driving Automotive Electronics Mobility Platform
« Autonomous driving solutions « Automotive electronics solutions * Robot platform
. Active safety solutions « (MAVAS solution for xEV  Data solutions
« In-cabin sensing solutions * Fuel & Urea controller
« (QEMS (focusing on safety-related
products)

HL Klemove’s autonomous solutions and innovations are aimed to manifest
a world where your most comfortable movement is your safest moment

(1) AVAS: Acoustic Vehicle Alert System
Copyright © 2022. HL Klemove. All rights reserved. ) 1245 EEsTenites M RE g Seniees
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GLOBAL PRESENCE
9 6 4

R&D sites Sales offices Plants L YO) 2D
Europe Korea Plant
Arjeplog @ @ Pan-gyo N ® ' venicle Test
Pyeong-taek ¢e @® ifli sales office
Song-do L N N _
Hwa-seong @
O ° O
O
o
India China North America
Bangalore ® Suzhou & [ Detroit N
Chennai @ & Heihe @ Silicon valley ®
New Delhi @ More location

(2024)

Copyright © 2022. HL Klemove. All rights reserved.
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R&D CAPABILITY & INVESTMENT

« HL Klemove holds 2,040 patents and leads the innovation of future mobility

7~8% R&D / Sales 587 Domestic patent applications

561 Domestic patent registrations

A53 Abroad patent applications
23 3 Master’s & Doctoral degree

employees

A39 Abroad patent registrations

(3Q.2021)
(21% of domestic workers)

537 R&D engineers (33%) in
9 R&D sites globally

1%

*ICT Patent
Management Award
2020

(Dec. 2021)

Copyright © 2022. HL Klemove. All rights reserved. *Information and Communications Technology
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JOURNEY FOR SUSTAINABLE GROWTH

AD
Level

Our Journey

L1/L2

 MHE establishment (Nov 2008)
« Start of AD Business (Jul 2010)
» Successful launch of AD L1/L2

products

US$ 1.1B

Start of Elec. & AD business

Copyright © 2022. HL Klemove. All rights reserved.
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2021

L3+/ L4 /L5

« AD Product advancement and
diversification (L2+1)
* Regional and customer diversification

» Expansion of new business in mobility

Founding of HL Klemove

2026

&

» High-level AD (L31) expansion
« Balanced portfolio build-up
(product, region, customer)

* Growth of mobility business

Global Leading Player

2030



GROWTH STRATEGY

Direction for growth

1
AD product advancement &
diversification Full AD solutions provider
Responding to advanced AD trend
Innovation with AD technology
and SW/data solutions
Balanced regional and customer
portfolio
2 3

Regional Expansion of

& customer new business

diversification in mobility

Copyright © 2022. HL Klemove. All rights reserved.
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WHY CUSTOMERS CHOOSE HL KLEMOVE

01 02 03

GLOBAL MARKET BEST EXPERTISE
REFERENCE PERFORMANCE IN SENSORS
04 05 06

AGILE MANUFACTURING RELIABLE

SUPPORT EXCELLENCE PARTNERSHIP

Copyright © 2022. HL Klemove. All rights reserved.
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PRODUCT OVERVIEW

Radar Camera Lidar Dome In-Cabin Chas b Data Service

solutions solutions Solutions Cont.rol Solutions ECES Sensors El Solutions Solutions
Solutions
* Front » Front  Solid- * Driving » Radar « AVAS « TAS/TOS » Brake * Predictive » Service
. Corner SIGIE . Camera « SCR « WSS ECUs Maintens Application
- Steering ance

* Ultra- e« FPC ¢ Y&G "

short- =

range » 2 Wheeler
* Imaging ABS ECUs

Copyright © 2022. HL Klemove. All rights reserved.
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HL KLEMOVE SOLUTION BREAKDOWN

Sensor = Eye

Processor = Brain

End-to-End Solutions for future mobility

From the very basic electrical architecture for various types of
control units to sensors detecting both in and outside the mobility
ecosystem and to controllers to process all the signals,

HL Klemove has it all to build highly autonomous, emission-free,
and richly featured mobility.

Automotive electronics =
Nervous system

Copyright © 2022. HL Klemove. All rights reserved.
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KEY PRODUCTS

1) Autonomous Driving Solutions

System Integration

Klemove technology

A

Camera

> & <

Front Radar Front Camera Solid state lidar ol .
ACCIFCW/AEB | LDWI/LKAHBA/ g = VW < v
TSR/FCW/AEB Perception Planning Control |

' Ultrasonic Sensor Hardware

Corner Radar o N - ——
BSD/LCA/RCTA s

Long Range Short Range . :
J J J Automated Driving Control Unit

IPAS (ADCU)

Copyright © 2022. HL Klemove. All rights reserved.
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KEY PRODUCTS

2) Automotive Electronics

All kinds of automotive electronics solutions,
from design to manufacturing

1 Vehicle dynamics control
Chassis control unit for braking & steering

XEV virtual engine sound system
Alerting pedestrians to avert accidents

2

Built to print automotive electronics for Tierl/OEM

Emission system contol
Zero defects, reliable process

> Electronics manufacturing service

Copyright © 2022. HL Klemove. All rights reserved.
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Steering ECU Brake ECU

for convenient steering for safe braking

TOS/TAS SCR ECU
for steering ECU for SCR system

FPC ECU AVAS

for Fuel pump system  for generating sound
in XEVs

(1) TOS/TAS : Torque Only Sensor / Torque & Angle Sensor
(2) SCR: Selective Catalyst Reduction

(3) FPC : Fuel Pump Controller

(4) AVAS: Acoustic Vehicle Alert System




LATEST ACHIEVEMENT: GENESIS

Corner
Radars

1-Box
Integrated
Brake System

Unit

77GHz Front Radar

FCW, AEB —Car/Ped/Cyclist, AEB Plus, AEB-JT/JC

Domain Control

ELK - Oncoming/ Overtaking, AES/ESA

HWA 2.0 (LCS & ALCW/ACC)
NICC, FVSA, ACC Stop & Go,

ACC : Adaptive Cruise Control

AEB : Autonomous Emergency Braking

AES : Autonomous Emergency Steering

ALC : Automatic Lane Change

DDA : Driver Drowsiness Alert

ELK: Emergency Lane Keeping

ESA : Emergency Steering Assist

FCW : Forward Collision Warning

FVSA : Front Vehicle Start Alert

HBA : High Beam Assist

NICC : Navi. Integrated Cruise Control

ISA: Intelligent Speed Assist

LCS: Lane Centering Steering

LDW : Lane Departure Warning

LKA : Lane Keeping Assist

iACC : Intelligent ACC

HWA : Highway Assist
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BUNDLING AND SOURCING BENEFITS

Autonomous Driving Solution
Provider,
Giving to OEMs

Brake + Steering
+Suspension
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Development period reduction

« More than 3 months shortening (Ex: EBS-ADAS)
» Project delay risk reduction

Coordination and workload reduction

* Interface coordination/ change/ test handling

workload reduction

* Responsible / Approval workload reduction

Expertise in vehicle dynamics and AD

» Test vehicle building cost
« Test vehicle shipment cost



AWARDS HISTORY

Dec
2013

Dec
2014

Dec
2015

Mar
2016

May
2016

May
PAONRS

Oct
2021

¢

Top 100 future technology leaders who will lead $20 million |

the Korean industry in 2020 Export Tower
(Automobile Safety and Social Affairs Division)  Award. ‘

$30 million Export
Tower Award.

$70 million Export
Tower Award.

IR52 Jang Yeongsil Award

(Long-range radar sensor for vehicles) |

Minister of Science, ICT, and Future Planning Commendation

Award in the 51st Invention Day (Patent development for the
front camera system and autonomous driving system)

Industrial Packaging Award in the 54th Invention Day

(Localization of core components for autonomous driving
through patent development for Radar sensors for vehicles)

National R&D Excellence and 100 Best Performance in 2021
Award (Mass production of radar sensors for self-driving
vehicles in level 2/3 function)
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CUSTOMERS
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@ NVIDIA. @

Qualcommw  (Infineon

TlfechAuto SAMSUNG

E8 Elektrobit VECTOR D>
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INSTRUMENTS
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BORN TO ENGINEER

© OMNIVISION

Multimedia Core of the Nexi..

Diverse national projects
with the affiliated agency




CERTIFICATION

ISO/TS 16949 ISO 14001 OHSAS 18001 ISO 26262

!'LEITEB OF CONFORMANCE CERTIFICATE OF

REGISTRATION
MANAGEMENT SYSTEM \EGISTRATION
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* EHEN & CEFTREREAT

ERTIFIKAT = CEATIFIZATE

Nov ‘09 — Jul ‘18 Jun “10 Jun “11 Aug ‘11

ISO 45001 ESD Cert. IATF 16949 ASPICE CL2

ANSI/ESD S20.20 & IEC 61340-5-1

ﬂ)ﬂ‘

c E R T ] F [ c h T E {n Automotive SPICE® Assessment v

GQUALITY MANAGEMENT SVSTEM i accondance with ISOAEC 1550
qu e :.I-‘_.-..“ DLLA DUECTROMCE -
e NVHE

Mando-Hella
Electronics Corp

L=

O .
CERTIFICATE O

CONFORMITY

rdu-Seda Bl-awin Cuap

HL Klemove is continuously

Yaw & G Sensor Gen 2,0 QG Project

Automotive SPICE® Capability Level 2

oomes ENG < ENGI0,SURT SURN < SURIO& MANY
Aufomotive SPICE® PAM vershon 1.5

Improving all systems and aims to

satisfy customers’ expectations

Mar ‘21

Jul ‘18 Dec ‘13
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QUALITY & COMPETITIVENESS
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Safety Development

« Securing the development and quality based on the APQP process
« S/W verification using 3D virtual reality
« Use of pre-verification to confirm design specifications

Safety Production

« Secure LOT traceability

« Continuous improvement through prediction and prevention
« Secure SMT soldering conditions based on IPC-A-610

« Potential risk reduction through the IQ-FMEA program

Safety System

« Establishing the safety pre-response system

* Quick information sharing and compliance system

« Encouraging enterprise-wide quality management and strengthening
capabilities
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“QUALITY” IS THE
CORE VALUE AND GROWTH
ENGINE OF HL Klemove



SUSTAINABILITY MANAGEMENT

“SafeGuard” Technology philosophy
(xg Technology that is aligned with the Mission and Vision

ex) Social values to protect the vulnerable and to reduce
accident rates

Carbon neutrality

« Connection with global operation sites
* Reducing carbon by utilizing renewable energy
« Establishing a mid-to-long-term roadmap

HL Klemove

Human rights management

* Protecting in-house working employee working
rights and establishing a safe working environment
« Social contribution activities
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6 MAJOR AREAS OF SUSTAINABILITY MANAGEMENT

'ro.rﬁ
{é@: 01  Technological Innovation
g, o

% 02  Governance / Ethics

55 03 Human Rights - Safety

5;% 04 Environment
-- 05  Supply Management

QD 06 . L
0= Social Contribution
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CONTACT US

@ www.hlklemove.com

Korea (KLK)

(©) 224 Harmony-ro,
Yeonsu-gu, Incheon,
Korea

5>

032-850-7114
032-850-7111

LJ
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China (KLS)

2
(0)

No0.160, Kunlunshan
Road, Suzhou New
District, Jiangsu, Suzhou,
China

86-512-8098-7888
86-512-8098-8018

India (KLI)

(©) Plot G 58-60, SIPCOT
Industrial Park, Vallam
Vedagal, Sriperumbudur,
Kancheepuram DT. Tamil
Nadu, India

91-044-6714-1800
91-044-6714-1804

5>

LJ

.
(0)

USA (KLA)

29930 Hudson Drive
Novi, M| 48377

1-248-668-4300
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