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biometric data, wirelessly sending the ID code for comparison by a third-party trusted authority
against one or more previously registered ID codes”

Ludtke at col. 4, line 66 through col. 5, line 1, states “Alternately, authentication may be
achieved by using more sophisticated technologies such as a biometric solution (e.g. fingerprint
recognition)”. This generally corresponds to “receiving, from a biometric sensor, scan data from
a biometric scan performed by the biometric sensor”. Ludtke at col. 14, lines 33-36 recite: “The
user authentication block 777 preferably includes a biometric solution of validating that the user
interacting with the device is an authorized user. This can be achieved, for example, by using a
fingerprint recognition pad.” Ludtke at col. 14, lines 40-46 further recite: “At various times during
interaction, the user is prompted to supply a fingerprint recognition sample. This block captures
the sample, and carries out a recognition algorithm against the authorized samples that are stored
in the user identity block described above. If a match is found, the user is authorized to access the
data and functionality of the device.” These features generally correspond to “comparing the scan
data to the biometric data to determine whether the scan data matches the biometric data”. Ludtke
at FIG 31 illustrates the financial transaction process where steps 3104, 3106 and 3110 involve
processing of the user’s fingerprint. A match of the user’s fingerprint at step 3106 then
subsequently leads to a selection of codes at step 3108. In FIG 32 at step 3256, the code input is
verified to grant access to the dialing of a telephone call. Ludtke at col. 15, lines 7-12 indicate that
data input functions can be performed wirelessly. This generally corresponds to “wirelessly
sending the ID code for comparison by a third-party trusted authority against one or more

previously registered ID codes”

448



Application/Control Number: 90/015,053 Page 7
Art Unit: 3992

Independent claim 9 recites:

“a validation module, coupled to communicate with the persistent storage media, that
receives scan data from a biometric scan for comparison against the biometric data, and that
sends the ID code for comparison by a third-party trusted authority against one or more previously
registered ID codes maintained by the third-party trusted authority”

Ludtke at FIG 7C teaches a user authentication module 777 which is integrated with
persistent memory storage, as illustrated by the memory/info stick of FIG 9B. This generally
corresponds to “a validation module, coupled to communicate with the persistent storage media”.
Ludtke at col. 14, lines 33-36 recite: “The user authentication block 777 preferably includes a
biometric solution of validating that the user interacting with the device is an authorized user. This
can be achieved, for example, by using a fingerprint recognition pad.” Ludtke at col. 14, lines 40-
46 further recite: “At various times during interaction, the user is prompted to supply a fingerprint
recognition sample. This block captures the sample, and carries out a recognition algorithm against
the authorized samples that are stored in the user identity block described above. If a match is
found, the user is authorized to access the data and functionality of the device.” These features
generally correspond to “receives scan data from a biometric scan for comparison against the
biometric data”. Ludtke at FIG 31 illustrates the financial transaction process where steps 3104,
3106 and 3110 involve processing of the user’s fingerprint. A match of the user’s fingerprint at
step 3106 then subsequently leads to a selection of codes at step 3108. In FIG 32 at step 3256, the
code input is verified externally to grant access to the dialing of a telephone call. This generally
corresponds to sends the ID code for comparison by a third-party trusted authority against one or

more previously registered ID codes maintained by the third-party trusted authority”.
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Independent claim 13 recites:

“an integrated hardware device that persistently stores biometric data of a legitimate user
and an ID code in the integrated hardware device, and that wirelessly sends the—ID code; an
authentication circuit that receives the ED code and sends the ID code to a third-party trusted
authority for authentication, and that receives an access message from the third-party trusted
authority indicating that the third-party trusted authority successfully authenticated the ID code”.

Ludtke at FIG 7C teaches hardware component 777 which is integrated with persistent
memory storage, as illustrated by the memory/info stick of FIG 9B. This generally corresponds to
“an integrated hardware device that persistently stores biometric data of a legitimate user”.
Ludtke at FIG 7B also teaches a smart chip interface, which generally correspond to “an ID code
in the integrated hardware device”. Ludtke at col. 15, lines 7-12 indicate that data input functions
can be performed wirelessly. This generally corresponds to “wirelessly sending the ID code”.

Ludtke at col. 14, lines 40-46 further recite: ““At various times during interaction, the user
is prompted to supply a fingerprint recognition sample. This block captures the sample, and carries
out a recognition algorithm against the authorized samples that are stored in the user identity block
described above. If a match is found, the user is authorized to access the data and functionality of
the device.” These features generally correspond to “an authentication circuit that receives the D
code”.

Ludtke at FIG 31 illustrates the financial transaction process where steps 3104, 3106 and
3110 involve processing of the user’s fingerprint. A match of the user’s fingerprint at step 3106
then subsequently leads to a selection of codes at step 3108. In FIG 32 at step 3256, the code input
is verified externally. The dial tone provided to the user becomes an access message so as to to

grant access to the dialing of a telephone call. This generally corresponds to “sends the ID code to
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a third-party trusted authority for authentication, and that receives an access message from the
third-party trusted authority indicating that the third-party trusted authority successfully
authenticated the ID code”.

There is a substantial likelihood that a reasonable examiner would consider these teachings
of Ludtke important in deciding the patentability of independent claims 1, 9, and 13. The
reference to Ludtke is not cumulative to the prior art of record in the original file and the claim
was not subject to a final holding of invalidity by a federal court. Accordingly, Ludtke raises a
substantial new question of patentability with respect to claims 1, 9 and 13.

Since dependent claims 3-8, 10, 12 and 14-18 would incorporate the language of the
independent claims by reference, the reference to Ludtke would equally raise a substantial new
question of patentability with respect to the dependent claims 3-8, 10, 12 and 14-18.

A combination of prior art including the Ludtke reference, such as Ludtke and Okereke
would further raise a substantial new question of patentability with respect to claims 1, 3-10 and
12-18, since the combination would at least include the teachings of Ludtke.

Issue #2

Requester proposes that Ludtke in view of Okereke and Robinson raise a substantial new
question of patentability (SNQ) with respect to dependent claims 2 and 11.

Ludtke was established in Issue #1 as raising an SNQ with respect to all of the independent
claims 1, 9 and 13. Since dependent claims 2 and 11 would incorporate the language of the
independent claims by reference, the reference to Ludtke would equally raise a substantial new

question of patentability with respect to the dependent claims 2 and 11.
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A combination of prior art including the Ludtke reference, such as Ludtke in view of
Okereke and Robinson, would further raise a substantial new question of patentability with
respect to claims 2 and 11, since the combination would at least include the teachings of Ludtke.

Issue #3

Requester proposes that Ludtke in view of Scott raise a substantial new question of
patentability (SNQ) with respect to claims 1, 3-10 and 12-18.

Ludtke was established in Issue #1 as raising an SNQ with respect to all of the independent
claims 1, 9 and 13. Since dependent claims 3-8, 10, 12 and 14-18 would incorporate the language
of the independent claims by reference, the reference to Ludtke would equally raise a substantial
new question of patentability with respect to the dependent claims 3-8, 10, 12 and 14-18.

A combination of prior art including the Ludtke reference, such as Ludtke in view of Scott,
would further raise a substantial new question of patentability with respect to claimsl , 3-10 and
12-18 since the combination would at least include the teachings of Ludtke.

Issue #4

Requester proposes that Ludtke in view of Scott and Robinson raise a substantial new
question of patentability (SNQ) with respect to dependent claims 2 and 11.

Ludtke was established in Issue #1 as raising an SNQ with respect to all of the independent
claims 1, 9 and 13. Since dependent claims 2 and 11 would incorporate the language of the
independent claims by reference, the reference to Ludtke would equally raise a substantial new
question of patentability with respect to the dependent claims 2 and 11.

A combination of prior art including the Ludtke reference, such as Ludtke in view of Scott
and Robinson, would further raise a substantial new question of patentability with respect to

claims 2 and 11, since the combination would at least include the teachings of Ludtke.
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Summary of Findings

Issues References Substantial New Question
of Patentability with respect
to claims of US Patent
6,212,662

#1 Ludtke, Okereke Claims 1, 3-10, 12-18: Yes
#2 Ludtke, Okereke, Robinson | Claims2, 11: Yes
#3 Ludtke, Scott Claims 1, 3-10, 12-18 : Yes
#4 Ludtke, Scott, Robinson Claim 2, 11:  Yes

35 USC 325(d)

A review of the post grant history for the ‘905 Patent indicates that a single AIA post
grant challenge has been filed. On August 26, 2021, SAMSUNG ELECTRONICS AMERICA,
INC. filed a petition for inter partes review (IPR2021-01447) asserting a reasonable likelihood in
prevailing (RLP) in showing the unpatentability of claims 1-12 of the ‘905 Patent. The petition
asserted that claims 1-9 were unpatentable under 103(a) over Scott and Lapsley (Ground #1),
unpatentable under 103(a) over Scott, Lapsley and Robinson (Ground #2) and unpatentable
under 103(a) over Berardi, Shreve and Kinoshita (Ground #3). On February, 28, 2022, the Board
issued a decision denying the petition as not raising an RLP to any of the challenged claims.

In the Board’s decision refusion to institute inter partes review, regarding Grounds #1
and #2, the Board held that “Petitioner does not show persuasively that either Scott or Lapsley
teaches a “third-party trusted authority,” as recited in claim 1... or that (IPR2021-01447, pages
25 and 26). Regarding Ground #3, the Board held that “we cannot discern Petitioner’s allegations

of obviousness based on Berardi, Shreve, and Kinoshita, nor can we say Patent Owner is on
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notice of those allegations (IPR202-10447 pages 30). Thus, the Board that the petition failed to
raise an RLP for any of three asserted grounds in the petition.

A review of the AIA petition as compared to the instant request for ex parte
reexamination indicates both the Scott and Robinson prior art references that were presented in
the prior AIA petition are also being presented in the instant reexamination request also filed by
Samsung (See SNQs #2, #3 and #4). However even though Scott was used in the prior ATA
petition, they are now being used as a part of a different grounds of rejection as secondary
references with the newly presented Luedtke as a primary reference (See proposed SNQ #2 #3
and #4). Further, the request specifically presents newly cited Ludtke to address the omission
identified as the basis for the Board’s refusal to institute in IPR2021-01447. As pointed out by
third party requester, Ludtke specifically discloses a transaction processing [or privacy] clearing
house (TCPH) which is a third-party trusted authority, and further discloses that the TPCH “may
access relevant account information to authorize transactions.” See Col. 3:40-45. Thus, the
teachings cited to in Lutke and arguments related to Lutke presented in the instant reexamination
request were not present in the prior AIA petition and relate to limitations the Board held was not
present in Scott. Accordingly, the prior art and arguments provided in the request are not the
same or substantially the same as those presented [IPR2021-01447.

Accordingly, in view of the above facts, particularly the fact that the request is not based
on substantially the same prior art or arguments, a discretionary denial of reexamination pursuant
to 35 USC 325(d) is not implicated and reexamination will be Ordered for the reasons set forth

above.
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Service of Papers
After filing of a request for ex parte reexamination by a third party requester, any document
filed by either the patent owner or the third party requester must be served on the other party (or
parties where two or more third party requester proceedings are merged) in the reexamination
proceeding in the manner provided in 37 CFR 1.248. The document must reflect service or the
document may be refused consideration by the Office. See 37 CFR 1.550(f).
Extensions of Time
Extensions of time under 37 CFR 1.136(a) will not be permitted in these proceedings
because the provisions of 37 CFR 1.136 apply only to "an applicant" and not to parties in a
reexamination proceeding. Additionally, 35 U.S.C. 305 requires that ex parte reexamination
proceedings "will be conducted with special dispatch" (37 CFR 1.550(a)). Extensions of time in
ex parte reexamination proceedings are provided for in 37 CFR 1.550(c).
Litigation Reminder
The patent owner is reminded of the continuing responsibility under 37 CFR 1.565(a) to
apprise the Office of any litigation activity, or other prior or concurrent proceeding, involving US
Patent 9,298,905 throughout the course of this reexamination proceeding. The third party requester
is also reminded of the ability to similarly apprise the Office of any such activity or proceeding
throughout the course of this reexamination proceeding. See MPEP §§ 2207, 2282 and 2286.
All correspondence relating to this ex parte reexamination proceeding should be directed

as follows:

By U.S. Postal Service Mail to:
Mail Stop Ex Parte Reexam

ATTN: Central Reexamination Unit
Commissioner for Patents
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P.O. Box 1450
Alexandria, VA 22313-1450

By FAX to:  (571)273-9900
Central Reexamination Unit

By hand to:  Customer Service Window
Randolph Building
401 Dulany St.
Alexandria, VA 22314

Any inquiry concerning this communication or earlier communications from the Reexamination
Legal Advisor or Examiner, or as to the status of this proceeding, should be directed to the Central
Reexamination Unit at telephone number (571) 272-7705.

/SAMUEL G RIMELL/
Primary Examiner, Art Unit 3992

Conferees:

/IDC/ Jeff Carlson
Primary Examiner, Art Unit 3992

/MICHAEL FUELLING/
Supervisory Patent Examiner, Art Unit 3992
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CORRECTED Certificate of Servige

The undersigned hereby certifies that on August 3, 2022, a copy of Samsung’s
RESPONSE TO PETITION UNDER 1,183 TO SUSPEND AND/OR WAIVE
RULES 37 C.F.R. § L.338(A) AND (C) was served via FedEx Overnight Mail
{and courtesy copies via ematil) to the addresses listed below:

Hard IP LLC (General}
10 Noteh Hill Drive
Livingston, N.J
UNITED STATES

Patent Law Works/Proxense
Greg Sueoka

310 East 4500 South, Suite 400
Salt Lake City, UT 84107

Hecht Partners
David Hecht
Kinza Hecbt

Susman Godfrey

Brian Melton

1000 Louisiana St, Suite 5100
Houston, TX 77002

Dated: August 5, 2022 By: /8/ Marissa Ducca
Marissa Ducca
Reg. No. 59,807

10
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i a new application is being flad and the application includes the necessary componenis for fiing date (ses 37 ( 153k {dh
and MPER 308), a Filing Receipt (37 CFR 1.54) will ba issued in due course and the date shown on this Acknowledgement
Receipt will astablish the filing date of the applicalion

National Stage of an inlernalional Application under 38 U.8.C 371

i a timely submission o enter the national stage of an intemational application is compliant with the conditions of 35 UL.8.C.
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international F-xﬁmg Dade {(Form POT/RGI0E) will be issuad in due courss, subject to prascriptions concaming natmnaﬁ sacurily,
and tha date shown on this Ackmwleagem&m Receipt will &ssabiiﬁh the international filing date of the application.
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INTHE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Giobbt
U.S. Patent No.. 9,298,903
Issued: March 29, 2016
Application No.: 14/521,982
Filed: October 23, 2014

Title: BIOMETRIC PERSONAL DATA
KEY (PDK) AUTHENTICATION

Exammer: Rimell, Samuel G

Art Umit: 3992

RESPONSE TO PETITION UNDER
1.183 TO SUSPEND AND/OR
WAIVE RULES 37 C.F.R. § 1.536(A)

AND (C)

Mail Stop £x Parte Reexam

Attn: Central Reexamination Unit
Commuissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450
Dear Commissioner:

Samsung Electronics America, Inc. (“"Samsung” or “Requestor”) hereby
responds to Patent Owner’s petition under 37 CFR. § 1.183 requesting
suspension/waiver of 37 CFR. § 1.530(a) and (¢), and further requesting leave to
file a second petition under 37 CFR. § 1.181 seeking denial of Samsung’s request

for ex parie reexamination of clatms 1-18 (the “Challenged Claims™) of U.S. Patent

No. 9,298,905 (“the "905 patent™). For the reasons described heretn, Patent Owner’s
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request should be dented. To the extent Patent Owner s given leave to submit a

second petition, Samsung intends to file a response consistent with § 1.181.
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L INTRODUCTION

As the Central Reexammation Uit (“CRU™) has already correctly found,
“discretionary denial ... pursuant to 35 U.S.C 325(d) 1s not implicated” here, because
the instant reexamimation request 1s not based on substantially the same prior art or
arguments and is not a serial filing. Order at 12.' The CRU has also correctly
determined that each of the grounds ncluded 1 Samsung’s request presents a
substantial new question of patentability (“SNQ7”) not cumulative of art or arguments
previously presented before the PTO. /d

Patent Owner does not deny that Samsung’s request for ex parfe
reexamination of the “905 patent presents new prior art references and arguments
not previously presented before the PTO. See Pet. at 4. Nor does Patent Owner
dispute that the request raises substantial new gquestions of patentability. See
genervally Pet. Thus, there can be no dispute that the CRU correctly granted
Samsung’s request for ex parte reexamination.

Nevertheless, Patent Owner mcorrectly argues that § 325(d) and the Federal
Circutt holding /i re Vivint preclude Samsung from filing an ex parfe reexamination
request based on a prior IPR petition filed by Samsung. This is not the law, and, as

discussed below, Patent Owner’s petition should be rejected.

Y CRU Order Granting Request For Reexamination (Aagust 2, 2022)

(herematter, “Order™).
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Patent Owner’s petition also includes a request to file additional argument
regarding § 325(d). This request should be rejected as well. Patent Owner has
already submitted ifs arguments related to § 325(d). The rules do not authorize
Patent Owner to file a second submission, effectively a reply brief, to address
Samsung’s response. See 37 CFR. § 1181, Patent Owner cites no precedent to
support its request to file a second petition. This is especially true, where, as here,
ex parte reexamination has already begun. To the extent Patent Owner wishes to
address the substance of the ex parfe reexamination request before the First Office
Action, it may file a patent owner’s statement under 35 U.S.C. § 302.

H. INREVIVINT DOES NOT PRECLUDE SAMSUNG’S REQUEST
FOR EX PARTE REEXAMINATION

Contrary to Patent Owner’s characterizations, /n re Vivint does not stand for
the proposition that a requestor is precluded from filing an ex parfe reexamination
request if a single IPR petition was filed earlier. Instead, /n re Vivint addressed an
egregious case wheremn a requestor had already filed three “undesirable,
mcremental” petitions challenging the claims of the patent-at-issue (all of which
were dented). See In re Viving, Inc. 14 F.4th 1342 at 1346 (Fed. Cir. 2021). In that
case, the Federal Circuit noted that the Board had effectively relied upon its
discretionary authority under § 325(d) to deny the last of the serial IPR petitions. /d

at 1353 (finding that while the Board apphied § 314(a) to deny wstitution, “it actually

b
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relied on § 325(d) considerations for its core analysis” to deny nstitution based on
petitioner’s abusive filing practices). /d at 1353,

Despite the Board’s admonishment, petitioner “repackaged the arguments
raised in the [undesirable petition]” and filed an ex parfe reexamination request. /d.
But “[tjwo of [the substantial new guestions of patentability] came divecely from the
{third rejected] petition. In fact, vast swaths of the ex parfe reexamination request
copied, almost word for word” from the third rejected petition. /d at 1347
{emphasis added). Further, the only allegedly “new” reference in the ex parte
reexamination had already been considered by the Board in related IPRs. /d. at 1347,
Thus, the Federal Circuit denied the ex parre reexamination request under § 325(d)
in view of requestor’s “continuation of its abusive serial filing” practices. /d at 1354,

The facts of /n re Viving stand in stark contrast to this proceeding. Asthe CRU
hias correctly determimed, Samsung’s request 1s not a sertal filmg. See Order at 12,
Here, Samsung filed only one IPR petition. Unlike /n re Viving, the Board made no
findings related to § 325(d) against Samsung. Further, there 1s no dispute that all
four grounds in Samsung’s request include substantial new questions of
patentability, relying on new prior art and arguments never presented before the
PTO. Patent Owner fails to acknowledge these differences. Accordingly, /i re

Vivint does not preclude Samsung’s request for ex parfe reexamination.
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Hi. DENIAL OF INSTITUTION BASED ON § 325(d) ISNOT
WARRANTED

The CRU has already correctly concluded that a § 325(d) rejection 15 not
appropriate here. The CRU held that Samsung’s request sets forth substantial new
questions of patentability not considered by the PTO. Order at 12, The CRU
further held that Samsung’s SNQs are not cumulative of art and arguments
previously presented to the PTO. /d. Fimnally, the CRU held that Samsung’s
request 1s not a senial filing. /d. Accordingly, the CRU correctly granted
Samsung s request.

A, § 328(d) Cannot Be Used To Vacate An Institution Decision

In any case, § 325(d) 15 not a tool that can be used to vacate an ex parfe
reexamination proceeding once it has been instituted. The language of the statute
makes clear that “[1]n determining whether fo institute or order a proceeding” a
director may analyze the request under § 325(d). See 35 U.S.C. § 325(d)
{emphasis added). The statute does not provide authornity to vacate an ex parie
reexamination proceeding that is already begun. See also, e.g., In re Haller,
Control No. 90/014,330, Decision on Petitions, p. 6 {Sept. 23, 2019) (*[Olnce an
order granting reexamination has issued, the Office is required to conduct
reexamination.”). Thus, § 325(d) does not permit the CRU to vacate an mstitution

decision once it has been made.
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B.  Advanced Bionics’ Two-Prong Ingquiry Supports Institution

Even 1if § 325(d) were applicable here, Samsung’s request for ex parte
reexamination should be granted. The PTAB follows its precedential Advanced
Bionics decision in assessing whether to deny a petition under § 325(d).
According to Advanced Bionics, “§ 325(d) identifies two separate issues for the
Director to constder in exercising discretion to deny mstitution of review: [1]
whether the petition presents fo the Office the same or substantially the same art
previously presented to the Office, or {2] whether the petition presents to the
Office the same or substantially the same arguments previously presented to the
Office.” Advanced Bionics, LLC v. MED-EL Elektromedizinische Gerdte GmibH,
IPR2019-01469, Paper 6 (Feb. 13, 2020) {designated: March 24, 2020).

Here, the answer to both questions 1s “no,” because Samsung’s request
mcludes substantial new questions of patentability, relving on both new prior art
combinations and new arguments never considered by the PTO. See Order at 12.
Patent Owner does not dispute this, instead arguing, without any supporting
precedent or evidence, that the prior art in Samsung’s SNQs was “readily
available” and should have been mcluded 1 the IPR petition. Pet. at 4. This
assertion 1s not only incorrect but also irrelevant, because, even if Samsung were

aware of this new art, it was under no obligation to mclude all “available” prior art

wh
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m its IPR petition (nor could if, given the word count restrictions for IPR
petitions). Accordingly, an analysis under Advanced Bionics supports institution.
.  The Becton, Dickinson Factors Support Institution
The Board also considers the Becton, Dickinson factors in determining
whether to deny institution under § 325(d). Here, the Becton, Dickinson factors
also weigh m favor of mstitution,
1. Factor 1: the similarities and material differences between

the asserted art and the prior art involved during
examination;

As noted in Samsung’s request, in the previous IPR the PTAB construed the
term “third party trusted authority” as “an entity or party separate from the principal
parties to a transaction.” IPR2021-01447, Paper 12 at 20-26. The PTARB concluded

that none of the prior art disclosed this limitation.* /d.

The SNQs in Samsung’s request, based on Ludtke, are materially different
from the grounds presented in its IPR petition, at least because Ludtke teaches a
“third party trusted authority” as construed by the Board. Thus, Samsung’s SNQ’s
based on Ludtke are materially different than the grounds considered in the prior

IPR petition. See Order at 12 (“Thus, the teachings cited to 1n Lutke [sic] and

The Board also rejected mstitution of Samsung’s third IPR ground based
on Berardi, Shreve and Kinoshita—a ground that also differs from the SNQs
presented tn Samsung’s Request. Order at 11-12; IPR2021-01447, Paper 12 at 27-
30.
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arguments related to Lutke [sic] presented in the instant reexamination request
were not present in the prior AIA petition and relate to imitations the Board held
was not present. .. Accordingly, the prior art and arguments provided in the request
are not the same or substantially the same as those presented [in the IPR].”). Thus,
this factor weighs in favor of tnstitution.

2. Factor 2: the cumulative nature of the asserted art and the
prior art evaluated during examination;

As discussed above, Ludtke 1s materially different than the prior art rejected
in Samsung’s IPR petition because it teaches a “third party trasted authority.” For
the same reasons, the prior art in Samsung’s ex parfe reexamination request is not
cumulative of the art presented 1o the prior IPR. See Order at 9 (finding the SNQs
“not cumulative™).

3. Factor 3: the extent to which the asserted art was evaluated

during examination, including whether the prior art was the
basis for rejection;

The Ludtke reference included tn Samsung’s request was not presented
during examination or in the prior IPR petition. See Order at 9 (noting the Ludtke
is “not cumulative to the prior art of record”™). Thus, this factor weighs i favor of

institution.
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4. Factor 4: the extent of the overlap between the arguments
made during examination and the manner in which
petitioner relies on the prier art;

As discussed in detail i1 Samsung’s request, there is a considerabie
difference m the arguments made in the ex parfe reexamination request from those
set forth in Samsung’s prior IPR petition: Samsung’s request presents substantial
new questions of patentability based on new art and arguments addressing the
Board’s new construction of “third party trusted authority.” Thus, this factor
weighs in favor of mstitution. See Order at 9 (finding the SNQs “not cumulative™).

s Factor 5: whether petitioner has pointed out sufficiently

how the examiner erred in its evaluation of the asserted
prior art;

Because the examiner and the Board never considered the SNQs in
Samsung’s request (including prior art reference Ludtke), this factor 1s not
applicable. See Order at 9 (noting the Ludtke 15 “not camuldative to the prior art of
record”).

6. Factor 6: the extent to which additional evidence and facts
presented in the petition warrant reconsideration of the
prior art or arguments,

As with Factor 5, Factor 6 is also not applicable in this instance because

neither the Board nor the examiner considered the SNQs, art or arguments m

Samsung’s request.

472



V. CONCLUSION

For the foregomg reasons, the CRU should reject Patent Owner’s petition

and proceed with ex parfe reexamination.

DATED: August §, 2022 Respecttully submitted,

By /s/ James M. Glass
QUINN EMANUEL URQUHART &
SULLIVAN, LLP

Marissa Ducca

Quinn Emanuel Urguhart & Sullivan, LLP
1300 1 Street NW, Suite 900

Washington, DC 20005

Email: marissaducca@quinnemanuel.com
Phone: (202) 538-8000

Fax: (202) 538-8100

James M. Glass (Reg. No. 46,729)

Quinn Emanuel Urquhart & Sulbivan, LLP
51 Madison Avenue, 22nd Floor

New York, NY 10010

Email : pmglass@quinnemanuel com
Phone: 212-849-7142

Fax: 212-849-7100

Attorneys for Third-Party Requestor
Samsung Electronics America, Inc.
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Application/Control Number: 90/015,053 Page 2
Art Unit: 3992

DECISION GRANTING EX PARTE REEXAMINATION
The Request filed June 8, 2022 alleges that substantial questions of patentability (SNQ)
affecting claims 1-18 of the U.S. Patent Number 9,298,905 are raised by the following prior art

references:

Prier Art

1R Irternatzons! Put

Brief Overview of US Patent 9,298,905
The invention pertains to systems and methods verifying a user during authentication of an
integrated device. In one embodiment, the system includes an integrated device and an
authentication unit. The integrated device stores biometric data of a user and a plurality of codes
and other data values comprising a device ID code uniquely identifying the integrated device and
a secret decryption value in a tamper proof format, and when scan data is verified by comparing
the scan data to the biometric data, wirelessly sends one or more codes and other data values
including the device ID code. The authentication unit receives and sends the one or more codes
and the other data values to an agent for authentication, and receives an access message from the
agent indicating that the agent successfully authenticated the one or more codes and other data
values and allows the user to access an application.
Prosecution History of US Patent 9,298,905
US Patent 9,298,905 resulted from the filing of US application 14/521,982 filed October
23,2014, with a priority claim extending to provisional application 60/637,538 filed December

20, 2004.
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The USPTO mailed a non-final office action on June 12, 2015. Claims 11 and 15 were
rejected under the provisions of non-statutory double patenting. Claims 2-10 were rejected
under 35 USC §101. Claims 2-10 were rejected under 35 USC §103 in view of Hsu et al (US
Patent 6,041,410) and Stanko (US provisional application 2005/0074126). Claims 3 and 13
were rejected under 35 USC §103 in view of Hsu et al (US Patent 6,041,410) and Stanko (US
provisional application 2005/0074126) and Schlotterbeck (US Pre-Grant Publication
2004/0128162). Claims 11-12 and 14-18 were rejected under 35 USC §103 in view of Hsu et al
(US Patent 6,041,410) and Stanko (US provisional application 2005/0074126) and Lake (US
Pre-Grant publication 2002/0091646).

On September 14, 2015, applicant submitted aa reply with amendments and remarks.

On December 16, 2015, the USPTO issued a Notice of Allowance with claims 2-7 and 9-
20 allowed and claims 1 and 8 cancelled. These were subsequently re-numbered as claims 1-18.

The reasons for patentability read as follows:

“The closest prior arts cited are generally directed to various aspects of
authenticating users using biometric information. However, none of the cited arts found
alone or in combination suggests or teaches all the elements of the independent claims.
For instance, no parts of the cited arts teach or suggest limitations such as persistently
storing biometric data of a legitimate user and an ID code on an integrated device;
responsive to receiving a request for a biometric verification of a user, receiving, from a
biometric sensor, scan data from a biometric scan performed by the biometric sensor;
comparing the scan data to the biometric data to determine whether the scan data
matches the biometric data; responsive to a determination that the scan data matches

the biometric data, wirelessly sending the ID code for comparison by a third- party
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trusted authority against one or more previously registered ID codes maintained by the third-party
trusted authority; and responsive to receiving an access message from the third-party trusted
authority indicating that the third-party trusted authority successfully authenticated the user as the
legitimate user based on the comparison of the ID code, allowing the user to complete a financial
transaction. Therefore, the claims are allowable for the above reason.”

Inter Partes Review before Patent Trial and Appeal Board

The records of the Patent Trial and Appeal Board contain the following Inter Partes

Review Proceedings involving claims of US Patent 9,298 905:

Institution | Petitioner | Pefitionar | Petitioner Tech | Petitioner % PO/Respond | POfRespond | PO/Respond PO['R&pﬁndmi#
Decisicn | App# ¥ |Patent# & |Center : entApp¥ | entPatent# |entTech
Date %

2 5

Final Decisions in the Federal Circuit
There are no known final decisions in the Federal Circuit involving US Patent 9,298,905.
Applicability of “Old Art” in Reexamination Proceedings

In the examining siage of a reexamination proceeding, the examiner will consider whether
the claims are subject 1o rejection based on art. Before making such a rejection, the examiner
should check the patent’s file history to asceriain whether the art that will provide the basis for
the rejection was previcusly cited/considered in an earlier concluded Office examination of the
patent {e.g., in the examination of the application for the patent). For the sake of expediency, such
art is referred to as "obd ant” throughout, since the term "old art” was coined by the Federal Cireuit

inits decision of fure Hindher, 150 F 34 1362, 1365-66, 47 USPORd 1523, 1526 {Fed. Cir. 1998}

if the rejeciion to be made by the examiner will be based on a combination of "old art” and

art newly cited during the reexamination proceeding, the rejection is proper, and should be made.
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Kee for ve Himiker, 15¢ F3d at 1367, 47 USPQ2d at 1527 {Coust held the reexaminaiion
proceeding was supported by a substantial new question of patentability where the rejection
before the court was based on a combination of art that had been before the exarsiner during the
original prosecution, and att newly cited durivg the reexamination proceeding. )

For a reexamination that was ordered on or atter November 2, 2002 {the date of enactment
of Public Law 107-273; see Section 13105, of the Patent and Trademark Office Authorization
Agt of 2002}, reliance solely on old art {as the basis for a rejection) does not necessarily prechude
the existence of a substantial new question of patentability {(SNG) that is based exclosively on
that old art. Determinations on whether 2 SNQ exisis in such an instance shall be based upon 3
fact-specific inquiry done on a case-by-case basis. For example, & SN may be based solely on
old art where the old art is being presented/viewed 1n a new light, or in a different way, as
compared with its use 1o the sarhier concluded examinagtion(s), in view of a meaterial new argument
or interpretation presented in the request.

Discussion of SNQs
Issue #1
Requester proposes that Ludtke in view of Okereke raise a substantial new question of
patentability (SNQ) with respect to claims 1, 3-10 and 12-18. From this claim set, claims 1, 9, and
13 are the independent claims.

Independent claim 1 recites:

“receiving, from a biometric sensor, scan data from a biometric scan performed by the
biometric sensor; comparing the scan data to the biometric data to determine whether the scan

data matches the biometric data; responsive to a determination that the scan data matches the
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biometric data, wirelessly sending the ID code for comparison by a third-party trusted authority
against one or more previously registered ID codes”

Ludtke at col. 4, line 66 through col. 5, line 1, states “Alternately, authentication may be
achieved by using more sophisticated technologies such as a biometric solution (e.g. fingerprint
recognition)”. This generally corresponds to “receiving, from a biometric sensor, scan data from
a biometric scan performed by the biometric sensor”. Ludtke at col. 14, lines 33-36 recite: “The
user authentication block 777 preferably includes a biometric solution of validating that the user
interacting with the device is an authorized user. This can be achieved, for example, by using a
fingerprint recognition pad.” Ludtke at col. 14, lines 40-46 further recite: “At various times during
interaction, the user is prompted to supply a fingerprint recognition sample. This block captures
the sample, and carries out a recognition algorithm against the authorized samples that are stored
in the user identity block described above. If a match is found, the user is authorized to access the
data and functionality of the device.” These features generally correspond to “comparing the scan
data to the biometric data to determine whether the scan data matches the biometric data”. Ludtke
at FIG 31 illustrates the financial transaction process where steps 3104, 3106 and 3110 involve
processing of the user’s fingerprint. A match of the user’s fingerprint at step 3106 then
subsequently leads to a selection of codes at step 3108. In FIG 32 at step 3256, the code input is
verified to grant access to the dialing of a telephone call. Ludtke at col. 15, lines 7-12 indicate that
data input functions can be performed wirelessly. This generally corresponds to “wirelessly
sending the ID code for comparison by a third-party trusted authority against one or more

previously registered ID codes”
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Independent claim 9 recites:

“a validation module, coupled to communicate with the persistent storage media, that
receives scan data from a biometric scan for comparison against the biometric data, and that
sends the ID code for comparison by a third-party trusted authority against one or more previously
registered ID codes maintained by the third-party trusted authority”

Ludtke at FIG 7C teaches a user authentication module 777 which is integrated with
persistent memory storage, as illustrated by the memory/info stick of FIG 9B. This generally
corresponds to “a validation module, coupled to communicate with the persistent storage media”.
Ludtke at col. 14, lines 33-36 recite: “The user authentication block 777 preferably includes a
biometric solution of validating that the user interacting with the device is an authorized user. This
can be achieved, for example, by using a fingerprint recognition pad.” Ludtke at col. 14, lines 40-
46 further recite: “At various times during interaction, the user is prompted to supply a fingerprint
recognition sample. This block captures the sample, and carries out a recognition algorithm against
the authorized samples that are stored in the user identity block described above. If a match is
found, the user is authorized to access the data and functionality of the device.” These features
generally correspond to “receives scan data from a biometric scan for comparison against the
biometric data”. Ludtke at FIG 31 illustrates the financial transaction process where steps 3104,
3106 and 3110 involve processing of the user’s fingerprint. A match of the user’s fingerprint at
step 3106 then subsequently leads to a selection of codes at step 3108. In FIG 32 at step 3256, the
code input is verified externally to grant access to the dialing of a telephone call. This generally
corresponds to sends the ID code for comparison by a third-party trusted authority against one or

more previously registered ID codes maintained by the third-party trusted authority”.
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Independent claim 13 recites:

“an integrated hardware device that persistently stores biometric data of a legitimate user
and an ID code in the integrated hardware device, and that wirelessly sends the—ID code; an
authentication circuit that receives the ED code and sends the ID code to a third-party trusted
authority for authentication, and that receives an access message from the third-party trusted
authority indicating that the third-party trusted authority successfully authenticated the ID code”.

Ludtke at FIG 7C teaches hardware component 777 which is integrated with persistent
memory storage, as illustrated by the memory/info stick of FIG 9B. This generally corresponds to
“an integrated hardware device that persistently stores biometric data of a legitimate user”.
Ludtke at FIG 7B also teaches a smart chip interface, which generally correspond to “an ID code
in the integrated hardware device”. Ludtke at col. 15, lines 7-12 indicate that data input functions
can be performed wirelessly. This generally corresponds to “wirelessly sending the ID code”.

Ludtke at col. 14, lines 40-46 further recite: ““At various times during interaction, the user
is prompted to supply a fingerprint recognition sample. This block captures the sample, and carries
out a recognition algorithm against the authorized samples that are stored in the user identity block
described above. If a match is found, the user is authorized to access the data and functionality of
the device.” These features generally correspond to “an authentication circuit that receives the D
code”.

Ludtke at FIG 31 illustrates the financial transaction process where steps 3104, 3106 and
3110 involve processing of the user’s fingerprint. A match of the user’s fingerprint at step 3106
then subsequently leads to a selection of codes at step 3108. In FIG 32 at step 3256, the code input
is verified externally. The dial tone provided to the user becomes an access message so as to to

grant access to the dialing of a telephone call. This generally corresponds to “sends the ID code to
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a third-party trusted authority for authentication, and that receives an access message from the
third-party trusted authority indicating that the third-party trusted authority successfully
authenticated the ID code”.

There is a substantial likelihood that a reasonable examiner would consider these teachings
of Ludtke important in deciding the patentability of independent claims 1, 9, and 13. The
reference to Ludtke is not cumulative to the prior art of record in the original file and the claim
was not subject to a final holding of invalidity by a federal court. Accordingly, Ludtke raises a
substantial new question of patentability with respect to claims 1, 9 and 13.

Since dependent claims 3-8, 10, 12 and 14-18 would incorporate the language of the
independent claims by reference, the reference to Ludtke would equally raise a substantial new
question of patentability with respect to the dependent claims 3-8, 10, 12 and 14-18.

A combination of prior art including the Ludtke reference, such as Ludtke and Okereke
would further raise a substantial new question of patentability with respect to claims 1, 3-10 and
12-18, since the combination would at least include the teachings of Ludtke.

Issue #2

Requester proposes that Ludtke in view of Okereke and Robinson raise a substantial new
question of patentability (SNQ) with respect to dependent claims 2 and 11.

Ludtke was established in Issue #1 as raising an SNQ with respect to all of the independent
claims 1, 9 and 13. Since dependent claims 2 and 11 would incorporate the language of the
independent claims by reference, the reference to Ludtke would equally raise a substantial new

question of patentability with respect to the dependent claims 2 and 11.
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A combination of prior art including the Ludtke reference, such as Ludtke in view of
Okereke and Robinson, would further raise a substantial new question of patentability with
respect to claims 2 and 11, since the combination would at least include the teachings of Ludtke.

Issue #3

Requester proposes that Ludtke in view of Scott raise a substantial new question of
patentability (SNQ) with respect to claims 1, 3-10 and 12-18.

Ludtke was established in Issue #1 as raising an SNQ with respect to all of the independent
claims 1, 9 and 13. Since dependent claims 3-8, 10, 12 and 14-18 would incorporate the language
of the independent claims by reference, the reference to Ludtke would equally raise a substantial
new question of patentability with respect to the dependent claims 3-8, 10, 12 and 14-18.

A combination of prior art including the Ludtke reference, such as Ludtke in view of Scott,
would further raise a substantial new question of patentability with respect to claimsl , 3-10 and
12-18 since the combination would at least include the teachings of Ludtke.

Issue #4

Requester proposes that Ludtke in view of Scott and Robinson raise a substantial new
question of patentability (SNQ) with respect to dependent claims 2 and 11.

Ludtke was established in Issue #1 as raising an SNQ with respect to all of the independent
claims 1, 9 and 13. Since dependent claims 2 and 11 would incorporate the language of the
independent claims by reference, the reference to Ludtke would equally raise a substantial new
question of patentability with respect to the dependent claims 2 and 11.

A combination of prior art including the Ludtke reference, such as Ludtke in view of Scott
and Robinson, would further raise a substantial new question of patentability with respect to

claims 2 and 11, since the combination would at least include the teachings of Ludtke.
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Summary of Findings

Issues References Substantial New Question
of Patentability with respect
to claims of US Patent
6,212,662

#1 Ludtke, Okereke Claims 1, 3-10, 12-18: Yes
#2 Ludtke, Okereke, Robinson | Claims2, 11: Yes
#3 Ludtke, Scott Claims 1, 3-10, 12-18 : Yes
#4 Ludtke, Scott, Robinson Claim 2, 11:  Yes

35 USC 325(d)

A review of the post grant history for the ‘905 Patent indicates that a single AIA post
grant challenge has been filed. On August 26, 2021, SAMSUNG ELECTRONICS AMERICA,
INC. filed a petition for inter partes review (IPR2021-01447) asserting a reasonable likelihood in
prevailing (RLP) in showing the unpatentability of claims 1-12 of the ‘905 Patent. The petition
asserted that claims 1-9 were unpatentable under 103(a) over Scott and Lapsley (Ground #1),
unpatentable under 103(a) over Scott, Lapsley and Robinson (Ground #2) and unpatentable
under 103(a) over Berardi, Shreve and Kinoshita (Ground #3). On February, 28, 2022, the Board
issued a decision denying the petition as not raising an RLP to any of the challenged claims.

In the Board’s decision refusion to institute inter partes review, regarding Grounds #1
and #2, the Board held that “Petitioner does not show persuasively that either Scott or Lapsley
teaches a “third-party trusted authority,” as recited in claim 1... or that (IPR2021-01447, pages
25 and 26). Regarding Ground #3, the Board held that “we cannot discern Petitioner’s allegations

of obviousness based on Berardi, Shreve, and Kinoshita, nor can we say Patent Owner is on
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notice of those allegations (IPR202-10447 pages 30). Thus, the Board that the petition failed to
raise an RLP for any of three asserted grounds in the petition.

A review of the AIA petition as compared to the instant request for ex parte
reexamination indicates both the Scott and Robinson prior art references that were presented in
the prior AIA petition are also being presented in the instant reexamination request also filed by
Samsung (See SNQs #2, #3 and #4). However even though Scott was used in the prior ATA
petition, they are now being used as a part of a different grounds of rejection as secondary
references with the newly presented Luedtke as a primary reference (See proposed SNQ #2 #3
and #4). Further, the request specifically presents newly cited Ludtke to address the omission
identified as the basis for the Board’s refusal to institute in IPR2021-01447. As pointed out by
third party requester, Ludtke specifically discloses a transaction processing [or privacy] clearing
house (TCPH) which is a third-party trusted authority, and further discloses that the TPCH “may
access relevant account information to authorize transactions.” See Col. 3:40-45. Thus, the
teachings cited to in Lutke and arguments related to Lutke presented in the instant reexamination
request were not present in the prior AIA petition and relate to limitations the Board held was not
present in Scott. Accordingly, the prior art and arguments provided in the request are not the
same or substantially the same as those presented [IPR2021-01447.

Accordingly, in view of the above facts, particularly the fact that the request is not based
on substantially the same prior art or arguments, a discretionary denial of reexamination pursuant
to 35 USC 325(d) is not implicated and reexamination will be Ordered for the reasons set forth

above.
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Service of Papers
After filing of a request for ex parte reexamination by a third party requester, any document
filed by either the patent owner or the third party requester must be served on the other party (or
parties where two or more third party requester proceedings are merged) in the reexamination
proceeding in the manner provided in 37 CFR 1.248. The document must reflect service or the
document may be refused consideration by the Office. See 37 CFR 1.550(f).
Extensions of Time
Extensions of time under 37 CFR 1.136(a) will not be permitted in these proceedings
because the provisions of 37 CFR 1.136 apply only to "an applicant" and not to parties in a
reexamination proceeding. Additionally, 35 U.S.C. 305 requires that ex parte reexamination
proceedings "will be conducted with special dispatch" (37 CFR 1.550(a)). Extensions of time in
ex parte reexamination proceedings are provided for in 37 CFR 1.550(c).
Litigation Reminder
The patent owner is reminded of the continuing responsibility under 37 CFR 1.565(a) to
apprise the Office of any litigation activity, or other prior or concurrent proceeding, involving US
Patent 9,298,905 throughout the course of this reexamination proceeding. The third party requester
is also reminded of the ability to similarly apprise the Office of any such activity or proceeding
throughout the course of this reexamination proceeding. See MPEP §§ 2207, 2282 and 2286.
All correspondence relating to this ex parte reexamination proceeding should be directed

as follows:

By U.S. Postal Service Mail to:
Mail Stop Ex Parte Reexam

ATTN: Central Reexamination Unit
Commissioner for Patents
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Application/Control Number: 90/015,053 Page 14
Art Unit: 3992

P.O. Box 1450
Alexandria, VA 22313-1450

By FAX to:  (571)273-9900
Central Reexamination Unit

By hand to:  Customer Service Window
Randolph Building
401 Dulany St.
Alexandria, VA 22314

Any inquiry concerning this communication or earlier communications from the Reexamination
Legal Advisor or Examiner, or as to the status of this proceeding, should be directed to the Central
Reexamination Unit at telephone number (571) 272-7705.

/SAMUEL G RIMELL/
Primary Examiner, Art Unit 3992

Conferees:

/IDC/ Jeff Carlson
Primary Examiner, Art Unit 3992

/MICHAEL FUELLING/
Supervisory Patent Examiner, Art Unit 3992
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PTO/SB/08a (07-09)
Approved for use through 05/31/2024. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995,_no persons are required to respond to a collection of information unless it contains a valid CMB control number.
Substitute for form 1449/PTO complete if Known
Application Number 14/521,982
INFORMATION DISCLOSURE e October 23, 2014
First Named Inventor John J. Giobbi
STATEMENT BY APPLICANT A Unit
(Use as many sheets as necessary) Examiner Name
\_ Sheet |1 [ of 11 Attorney Docket Number
U. S. PATENT DOCUMENTS
Examiner | Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No.! MM-DD-YYYY Applicant of Cited Daocument Relevant Passages or Relevant
Number-Kind Code? @ Figures Appear
i8.G.8/ US- 7,188,110 B1 03-06-2007 |Ludtke
/§.G.R/ US- 2003/0196084 A1 10-16-2003 | Okereke
S.G.8/ US-2003/0177102 A1 09-18-2003 | Robinson
uUs-
us-
Us-
us-
us-
us-
us-
us-
uUs-
us-
us-
us-
uUs-
Us-
us-
uUs-
FOREIGN PATENT DOCUMENTS
Examiner Cite | Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials™ No.! Date Applicant of Cited Document Where Relevant Passages
MM-DD-YYYY Cr Relevant Figures Appear T
Country Code® Number * Kind Code® (if known)
{8.G.R/ WO 1999/056429 A1 11-04-1999 |Scott

Examiner /SAMUEL G RIMELL/ pate 07/29/2022

Signature Considered

\emere————

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. ' Applicant's unique citation designation number (optional). 2See Kinds Codes of
USPTO Patent Documents at www.usplo.gov or MPEP 801.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). ? For
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 3Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. EI-\ppli:znl is to place a check mark here if English language
Translation is attached.

A Federal agency may not conduct or sponser, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an
information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB Control Number.
The OMB Control Number for this information collection is 0651-0031. Public burden for this form is estimated to average 2 hours per response, including the time for
reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the information collection. Send
comments regarding this burden estimate or any other aspect of this information collection, including suggestions for reducing this burden to the Chief Administrative
Officer, United States Patent and Trademark Office, P.C. Box 1450, Alexandria, VA 22313-1450 or email InformationCollection@uspto.gov. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. If filing this completed form by mail, send to: C isSi for P P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in compieting the form, caif 1-800-FT0O-9199 (1-800-786-9199) and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. The United States Patent
and Trademark Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The
USPTO’s system of records is used to manage all applicant and owner information including name,
citizenship, residence, post office address, and other information with respect to inventors and their legal
representatives pertaining to the applicant's/owner’s activities in connection with the invention for which a
patent is sought or has been granted. The applicable Privacy Act System of Records Notice for the
information collected in this form is COMMERCE/PAT-TM-7 Patent Application Files, available in the
Federal Register at 78 FR 19243 (March 29, 2013). https://iwww.govinfo.gov/content/pkg/FR-2013-03-29/
pdf/2013-07341.pdf

Routine uses of the information in this record may include disclosure to: 1} law enforcement, in the event
that the system of records indicates a violation or potential violation of law; 2) a Federal, state, local, or
international agency, in response to its request; 3) a contractor of the USPTO having need for the
information in order to perform a contract; 4) the Department of Justice for determination of whether the
Freedom of Information Act (FOIA) requires disclosure of the record; 5) a Member of Congress
submitting a request involving an individual to whom the record pertains, when the individual has
requested the Member’s assistance with respect to the subject matter of the record; 6) a court,
magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to
opposing counsel in the course of settlement negotiations; 7) the Administrator, General Services
Administration (GSA), or their designee, during an inspection of records conducted by GSA under
authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and any other relevant
(i.e., GSA or Commerce) directive, where such disclosure shall not be used to make determinations
about individuals; 8) another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)}; 9) the Office of Personnel
Management (OPM) for personnel research purposes; and 9) the Office of Management and Budget
(OMB) for legislative coordination and clearance.

If you do not furnish the informaticn requested on this form, the USPTO may not be able to process and/
or examine your submission, which may result in termination of proceedings, abandonment of the
application, and/or expiration of the patent.

Additional Uses

Additional USPTO uses of the information in this record may include disclosure to: 1) the International
Bureau of the World Intellectual Property Organization, if the record is related to an international
application filed under the Patent Cooperation Treaty; 2) the public i) after publication of the application
pursuant to 35 U.S.C. 122(b), ii) after issuance of a patent pursuant to 35 U.S.C. 151, iii) if the record
was filed in an application which became abandoned or in which the proceedings were terminated and
which application is referenced by either a published application, an application open to public
inspections, or an issued patent, or iv) without publication of the application or patent under the specific
circumstances provided for by 37 CFR 1.14(a)(1)(v)-(vii); and/or 3) the National Archives and Records
Administration, for inspection of records.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO.
90/015,053 06/08/2022 9298905 2090-0002-REX 7424
142179 7590 08/01/2022
EXAMINER
Hard IP LL.C (General) |
10 Notch Hill Drive RIMELL, SAMUEL G

Livingston, NJ 07039

| ART UNIT | PAPER NUMBER
3992
| MAIL DATE | DELIVERY MODE
08/01/2022 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patents and Trademark Office
P.O.Box 1450

Alexandria, VA 22313-1450
www.uspto.gov

THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS August 1, 2022

MARISSA R. DUCCA

QUINN EMANUEL URQUHART & SULLIVAN. LLP
1300 I STREET, NW SUITE 900

WASHINGTON, DC 20005

EX PARTE REEXAMINATION COMMUNICATION TRANSMITTAL FORM

REEXAMINATION CONTROL NO. : 90015053
PATENT NO. : 9298905
ART UNIT : 3992

Enclosed is a copy of the latest communication from the United States Patent and Trademark Office
in the above-identified ex parte reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a reply
has passed, no submission on behalf of the ex parte reexamination requester will be acknowledged
or considered (37 CFR 1.550(qg)).
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

Hard IP LLC (General) (For Patent Owner)
10 Notch Hill Drive
Livingston, NJ 07039

Marissa R. Ducca (For Third Party Requester)
Quinn Emanuel Urquhart and Sullivan, LLP

1300 I Street, NW

Suite 900

Washington, DC 20005

In re Giobbi :
U.S. Patent No.: 9,298,905 B1 : DECISION
EXx Parte Reexamination Proceeding :ON 37 CFR 1.183

Control No.: 90/015,053 : PETITION
Filed: June 8, 2022 :

This decision addresses patent owner’s July 22, 2022 petition entitled “Petition Under 1.183 to
Suspend and/or Waive Rules 37 CF.R. § 1.530(a) and (c)”. Patent owner’s July 22, 2022 petition is
before the Office of Patent Legal Administration for consideration.

PERTINENT BACKGROUND

e On March 29, 2016, U.S. Patent Number 9,298,905 (the 905 patent) issued to John J. Giobbi with
claims 1-18. The 905 patent is currently assigned to Proxense, LLC (“patent owner”).

e On June 8, 2022, Samsung Electronics America, Inc. (“requester”) deposited a request for ex parte
reexamination of claims 1-18 of the ’905 patent. The reexamination proceeding was assigned
control number 90/015,053 (“the present reexamination proceeding”) and was accorded a filing
date of June 8, 2022.

e On July 22, 2022, patent owner filed a petition entitled “Petition Under 1.183 to Suspend and/or
Waive Rules 37 C.F.R. § 1.530(a) and (c)” (“petition”).

DECISION

Patent owner’s July 22, 2022 petition under 37 CFR 1.183 requests waiver of 37 C.F.R. 1.530(a) and
(c) to the extent necessary for patent owner to file an additional petition under 37 CFR 1.181
requesting the Office to reject the request in the present reexamination proceeding pursuant to 35
U.S.C. 325(d).! In support of its request for waiver of 37 CFR 1.530(a) and (c), patent owner asserts
that in “the absence of such a request, the Examiner will not initially consider §325(d) (i.e., under 37
CFR. § 1.515(a)) when determining whether to grant Samsung’s Request for Reexamination. The
rules only permit an examiner to ‘consider the request and determine whether or not a substantial new

1 Petition at pages 4-5.
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Ex Parte Reexamination Control No. 90/015,053 -2-

question of patentability affecting any claim of the patent is raised by the request and the prior art cited
therein’. CF.R. § 1.515(a).”? Accordingly, patent owner requests waiver of 37 CFR 1.530(a) and
1.540 to permit the Office to consider a future petition requesting that the Office exercise its discretion
under 35 U.S.C. 325(d) “to terminate all proceedings relating to the Request for Reexamination filed
by Samsung, prior to any determination under § 1.515 on the Request.”?

37 CFR 1.183, in pertinent part, provides:

In an extraordinary situation, when justice requires, any requirement of the regulations in
this part which is not a requirement of the statutes may be suspended or waived by the
Director or the Director’s designee, sua sponte, or on petition of the interested party,
subject to such other requirements as may be imposed.

37 CFR 1.530(a), in pertinent part, provides:

Except as provided in § 1.510(e), no statement or other response by the patent owner in
an ex parte reexamination proceeding shall be filed prior to the determinations made in
accordance with § 1.515 or § 1.520. If a premature statement or other response is filed by
the patent owner, it will not be acknowledged or considered in making the determination,
and it will be returned or discarded (at the Office’s option).

37 CFR 1.530(c) provides, in pertinent part:

Any statement filed by the patent owner shall clearly point out why the subject matter as
claimed is not anticipated or rendered obvious by the prior art patents or printed
publications, either alone or in any reasonable combinations.

Patent owner’s assertion that the Examiner will not initially consider § 325(d) when determining
whether to grant requester’s Request for Reexamination and that the rules only permit an examiner to
determine whether there is a substantial new question of patentability is incorrect. Office guidance
emphasizes the importance of evaluating issues involving § 325(d) when making a determination on a
request for ex parfe reexamination. See, e.g., MPEP § 2242 subsection II (“[a]ny issues involving 35
U.S.C. 325(d) raised in the request must be referred to the examiner’s SPRS or the director of the
CRU.”). The Office considers information regarding § 325(d) issues when determining whether to
order reexamination.

Permitting patent owner to call attention to potential issues involving § 325(d) prior to the Office
making its determination on a request for reexamination serves an important purpose when promptly
filed in sufficient time for entry and consideration by the Office. Therefore, patent owner’s July 22,
2022 petition under 37 CFR 1.183 to waive 37 CFR 1.530(a) and 37 CFR 1.530(¢) is granted for entry
and consideration of any information regarding § 325(d) issues set forth in the instant petition under 37
CFR 1.183* to the extent sufficient time remains for the Central Reexamination Unit (CRU) to
consider the information in making its determination on whether to order reexamination in the present
reexamination proceeding. In the event that the patent owner’s petition includes arguments regarding
patentability of the claims at issue in the present reexamination proceeding, these arguments will not

2 Petition at pages 4-5.
3 Petition at pages 4-5.
4 Petition at pages 1-4.
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be entered or considered by the CRU. Patent owner’s request for waiver of the rules to permit the
Office to enter and consider a future petition directed to issues under § 325(d) is premature.’

Inquiries concerning this decision should be directed to Nicole D. Haines, Senior Legal Advisor,
Office of Patent Legal Administration, at (571) 272-7717, or in her absence, Andrea Grossman, Patent
Examination Policy Advisor, Office of Patent Legal Administration, at (571) 270-3314.

[Penctias T, Lawfer|

Pinchus M. Laufer
Senior Patent Attorney
Office of Patent Legal Administration July 28,2022

3> Any future petition addressing 35 U.S.C. 325(d) should also include a request under 37 CFR 1.183 for waiver of the
applicable rules to allow entry and consideration of the petition.
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Application Number: 90015053
International Application Number:
Confirmation Number: 7424

Title of Invention:

Biometric personal data key (PDK) authentication
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Customer Number: 142179
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If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
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New International Application Filed with the USPTO as a Receiving Office
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

U.S. Patent No.: 9,298,905
Examiner: To be Assigned
Issued: March 29, 2016
Art Unit: CRU
Control No. 90/015,053
Application No.: 14/521,982
Filed: October 23, 2014
Conf. No. 7424
Title: BIOMETRIC PERSONAL DATA
KEY (PDK) AUTHENTICATION

PETITION UNDER 1.183 TO SUSPEND AND/OR WAIVE
RULES 37 C.F.R. § 1.530(a) AND (c)

Mail Stop Petitions
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313
Dear Commissioner:

Proxense, the owner of U.S. Patent 9,298,905 (hereafter the 905 Patent) respectfully
petitions that the Director suspend and/or waive 37 C.F.R. §§ 1.530(a) and (c) as to permit
Proxense to file, and the Office to consider a petition under 37 C.F.R. § 1.181 requesting the
Director exercise her discretion under 35 U.S.C. § 325(d) to terminate all proceedings relating to
the Request for Reexamination filed by Samsung Electronics America, Inc. (“Samsung”) on June
8, 2022, prior to a determination under 37 C.F.R. § 1.515.

L Legal Background Regarding 35 U.S.C. § 325(d)
“In determining whether to institute or order a proceeding under this chapter, chapter 30,

or chapter 31, the Director may take into account whether, and reject the petition or request

because, the same or substantially the same prior arguments previously were presented to the
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Office.” 35 U.S.C. § 325(d). “Section 325(d) applies to both IPR petitions and requests for ex
parte reexamination”. In re Vivint, 14 F.4% 1342, 1354 (Fed.Cir. 2021).

Similar serial patent challenges by the same petitioner to harass the patent owner should
not be allowed as they result in both harassment of patent owners and frustration of Congress’s
intent with regards to the America Invents Act (“AIA”). General Plastics Co., Ltd. V. Canon
Kabushiki Kaisha, IPR2016-01357, FN 14 (PTAB Sept 6, 2017) (Paper 19) (precedential). In
fact, even if a request for reexamination under chapter 30 raises a substantially new question of
patentability, the Office may reject the request under § 325(d) “because the same or substantially
the same prior art or arguments previously were presented to [it]”. /d., at 1350 (citing 35 U.S.C.
§ 325(d)). Accordingly, a request for reexamination following a failed petition for IPR, as is the
case here, should be evaluated under § 325(d) regardless of whether a purported substantial new
question of patentability is raised. Furthermore, the request for reexamination must be evaluated
in the same manner a subsequent petition for IPR would be evaluated. In re Vivint, 14 F.4th at
1354 (“[T]he Patent Office, when applying § 325(d), cannot deny institution of IPR based on
abusive filing practices then grant a nearly identical reexamination request that is even more
abusive. We see no difference between the IPR and ex parte reexamination processes that would
justify such conduct and nothing short of termination of the reexamination would be
appropriate.”).

11 Samsung’s Similar IPR Challenge

Samsung has filed similar serial challenges against the 905 Patent. On August 26, 2021,
Samsung filed a Petition for IPR challenging claims 1-11 of the 905 Patent. Samsung’s Petition
for IPR was denied on February 28, 2022. The present Request for Reexamination, filed by

Samsung on June 8, 2022, is therefore Samsung’s second attempt to raise challenges against the
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claims of the 905 Patent. It is notable that the Board issued its decision denying institution five
days before the 1-year statutory window for Samsung to file an IPR petition expired under 35
U.S.C. § 315(b). Samsung is now continuing its harassing incremental challenge to the 905
Patent with the present Request for Reexamination.

1. Applicability of § 325(d)

As set forth above, this petition for the Director to suspend and/or waive 37 C.F.R. §
1.530(a) is submitted for purposes of requesting permission to file a formal petition under 37
C.F.R. § 1.181 which would allow the Director to exercise her discretion under 35 U.S.C. §
325(d).!

The proposed petition under 35 U.S.C. § 325 (d) has a high likelihood of success. The
Director has discretion under § 325(d) with respect to reexaminations filed under 35 U.S.C. §
302 (i.e., chapter 30). See 35 U.S.C. § 325(d) (“In determining whether to institute or order a
proceeding under this chapter, chapter 30, or chapter 31, the Director may take into account
whether, and reject the petition or request because, the same or substantially the same prior
arguments previously were presented to the Office.”). Accordingly, the Federal Circuit has held
as follows:

Section 325(d) applies to both IPR petitions and requests for ex parte
reexamination. Thus, the Patent Office, when applying § 325(d), cannot deny
institution of IPR based on abusive filing practices then grant a nearly identical
reexamination request that is even more abusive. We see no difference between
the IPR and ex parfe reexamination processes that would justify such

conduct and nothing short of termination of the reexamination would be
appropriate.

In re Vivint, 14 F.4th at 1354 (emphasis added).

! Should the Director find that such a formal petition is unnecessary considering the strength of
the arguments previewed herein, Proxense requests that this submission is treated as its 37 C.F.R.
§ 1.181 petition and deny Samsung’s Request for Reexamination.
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Samsung should not be permitted to use its failed IPR as a roadmap to a serial ex parte
examination request. Samsung has previously filed a petition directed to the same claims of the
same patent.” The prior art asserted by Samsung in the instant Request includes one newly cited
issued U.S. patent and one newly cited published U.S. patent application. Both citations were a
matter of public record and thus readily available to Samsung at the time of its previous petition
for IPR. Twice in its Request, Samsung openly admits to using its failed inter partes review,
including Patent Owner’s arguments and the Board’s previous decision, as a roadmap to prepare
the current Request. Patent Owner’s arguments included presenting to the Board the claim
construction arguments, and evidenced provided by Samsung in support thereof, Samsung
presented to the District Court in a concurrent litigation involving the patent. The Board
substantially adopted the claim construction Samsung advanced before the District Court.
Samsung now justifies its Request by claiming that it “did not foresee” the Board finding merit
in the claim construction arguments and evidence Samsung presented in the concurrent litigation
involving the patent. Tasking the CRU with examining a patent already presented to the Board
is an inefficient and abusive use of the CRU’s limited resources. These factors clearly disfavor
granting Samsung’s Request and should be fully considered.

Proxense petitions that the Director suspend and/or waive 37 C.F.R. § 1.530(a) such that
Proxense can further petition for the Director’s discretion to apply § 325(d). In the absence of
such a request, the Examiner will not initially consider § 325(d) (i.e., under 37 C.F.R. § 1.515(a))
when determining whether to grant Samsung’s Request for Reexamination. The rules only

permit an examiner to “consider the request and determine whether or not a substantial new

2 Moreover, Samsung is presently challenging the validity of the same patent in District Court,
where it has had a fulsome opportunity to raise the same arguments it now bases its Request.
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question of patentability affecting any claim of the patent is raised by the request and the prior
art cited therein”. 37 C.F.R. § 1.515(a). Proxense would otherwise be forced to defend its patent
against a harassing series of challenge by Samsung. This would be unduly burdensome and
would frustrate the intent of the AIA. See General Plastics Co., Ltd. V. Canon Kabushiki
Kaisha, IPR2016-01357, FN 14 (PTAB Sept 6, 2017) (Paper 19) (precedential) (“Allowing
similar, serial challenges to the same patent, by the same petitioner, risks harassment of patent
owners and frustration of Congress’s intention in enacting the Leahy-Smith America Invents
Act.”) (emphasis added).

In view of the foregoing, the Director should waive and/or suspend Rules §§ 1.530(a) and
(c). Proxense should be permitted to file, and the Office permitted to consider, a petition under
37 C.F.R. § 1.181 requesting that the Director exercise her discretion under 35 U.S.C. § 325(d)
to terminate all proceedings relating to the Request for Reexamination filed by Samsung, prior to

any determination under § 1.515 on the Request.

Respectfully submitted,

Hard IP LLC
Dated: July 21, 2022 /Kinza Hecht/

Kinza Hecht

Patent Agent

Reg. No. 62,325
Phone: (212) 321-0598
Email: kinza@hard-ip.net
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Attorney Docket No.: 2090-0002
Control No.: 90/015,053 (Re-exam of U.S. Pat. No. 9,298,905)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

U.S. PATENT NO.: 9,298,905 ART UNIT: CRU
CONTROL NUMBER: 90/015,053 CONF. NO.: 7424
FILING DATE: October 23, 2014 EXAMINER: To be Assigned
TITLE: BIOMETRIC PERSONAL DATA KEY
(PDK) AUTHENTICATION
FILED ELECTRONICALLY

Mail Stop Ex Parte Reexam

ATTN: Central Reexamination Unit
Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

CERTIFICATE OF SERVICE ON THIRD-PARTY REQUESTOR

Dear Commissioner:

The undersigned, on behalf of the Patent Owner, hereby certifies that a copy of the
following document is being served on the Third-Party Requestor by first class mail on July 21,
2022:

1. Petition under 1.183 to Suspend and/or Waive Rules 37 C.F.R. § 1530(a) and
(©)
The name and addresses of the parties being served are as follows:
Marissa Ducca
Quinn Emanuel Urquhart & Sullivan, LLP

1300 I Street NW, Suite 900
Washington, DC 20005

Attorneys for Third-Party Requestor, Samsung Electronics America, Inc.
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Attorney Docket No.: 2090-0002
Control No.: 90/015,053 (Re-exam of U.S. Pat. No. 9,298,905)

Respectfully submitted,

Hard IP LLC

Dated: July 21, 2022 /Kinza Hecht/
Kinza Hecht
Patent Agent
Reg. No. 62,325
Phone: (212) 321-0598
Email: kinza@hard-ip.net
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Electronic Acknowledgement Receipt

EFS ID: 46241289
Application Number: 90015053
International Application Number:
Confirmation Number: 7424

Title of Invention:

Biometric personal data key (PDK) authentication

First Named Inventor/Applicant Name:

9298905

Customer Number:

142179

Filer: Kinza Hecht/Eddie Rowell
Filer Authorized By: Kinza Hecht
Attorney Docket Number:
Receipt Date: 22-JUL-2022
Filing Date: 08-JUN-2022
Time Stamp: 00:35:23

Application Type:

Reexam (Patent Owner)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ttes)/ Multl' 'Pages
Number Message Digest | Part/.zip| (if appl.)
48626
1 Petition for review by the Office of 1-183_Petition_to_Suspend_R no 5
Petitions ules_905_Patent.pdf
ceb169ac4 1e814ec5990b05df7692993b1e|

Occbe

Warnings:
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Information:

26076

1-183_Certificate_of_Service_o
e . ., M — 2
2 Reexam Certificate of Service £ petition_905.pdf no

4dfb3aafc6049ce29fc4 cae38853719e8fd2¢]

Warnings:

Information:

Total Files Size (in bytes){ 74702

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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2 UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPtO.gov
APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE |
90/015,053 06/08/2022 9298905
CONFIRMATION NO. 7424
89194 POWER OF ATTORNEY NOTICE
Patent Law Works/Proxense

Greg Sueoka

N AP0 O
310 East 4500 South, Suite 400 000000134916132

Salt Lake City, UT 84107

Date Mailed: 07/05/2022

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 06/29/2022.
+ The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

Iptlewis/

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
90/015,053 06/08/2022 9298905
CONFIRMATION NO. 7424
142179 POA ACCEPTANCE LETTER

Hard IP LLC (General)
10 Notoh Hill Drive N AP0 OO AV N
00000013491616

Livingston, NJ 07039
Date Mailed: 07/05/2022

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 06/29/2022.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/pflewis/

page 1 of 1
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PTO/AIA/81B (07-13)
Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number
[ REEXAMINATION OR SUPPLEMENTAL Control Number(s) 90/015,053 \
EXAMINATION - PATENT OWNER POWER OF | Filing Date(s) 06-08-2022
ATTORNEY OR REVOCATION OF POWER OF First Named Inventor | John J. Giobbi
ATTORNEY WITH A NEW POWER OF ATTORNEY Title Biometric personal data key (PDK) authentication
AND CHANGE OF CORRESPONDENCE ADDRESS | Patent Number 9,298,905
FOR REEXAMINATION OR SUPPLEMENTAL Examiner Name RIMELL, SAMUEL G
\ EXAMINATION AND PATENT Attorney Docket No(s) |2090-0002-REX /

I. Power of Attorney. This form may be used to change the Power of Attorney in a reexamination or
supplemental examination proceeding (or multiple proceedings where merged). This form may also be used to
change the Power of Attorney in the patent file; in such a case, a copy of this form will be placed in both the patent
file and the reexamination or supplemental examination proceeding.

A. Revocation of Previous Power of Attorney. | hereby revoke all previous patent owner powers of attorney, if
any, given:

IE in the above-identified reexamination or supplemental examination proceeding control number(s) (more than
one may be changed only if the proceedings are merged).

|:| in the file of the above-identified patent.

{check BOTH boxes if change in BOTH the patent file and the reexamination or supplemental examination
proceeding is requested).

B. Designation of Power of Attorney.

|:| A Power of Attorney is submitted herewith.

OR
| hereby appoint Practitioner(s) associated with the Customer Number identified in the box at
right as my/our attorney(s) or agent(s) to prosecute the proceeding(s)/patent identified above 1 421 79
and selected in section I(A), and to transact all business in the United States Patent and
Trademark Office connected therewith:

OR
| hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) to prosecute the proceeding(s)
identified above, and to transact all business in the United States Patent and Trademark Office connected
therewith:

Practitioner(s) Name Registration Number

Authorization for the Power of Attorney is provided by the signature on page 2 of this form.

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public,
which is to update (and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122
and 37 CFR 1.14. This collection is estimated to take 15 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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s Patent owner,
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Signature of inventar or Pl - s | Date
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (6 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual
Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to
the public if the record was filed in an application which became abandoned or in which the proceedings
were terminated and which application is referenced by either a published application, an application
open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
PROXENSE, LLC

Applicant’/Patent Owner:

Application No./Patent No.: 9,298,905 Filed/Issue Date: 03-29-2016

Titleg: Biometric Personal Data Key (PDK) Authentication

PROXENSE, LLC . g Limited Liability Company

{Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

L] The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 034843 , Frame 0145 , or for which a copy
thereof is attached.

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

3. From:

4. From:

5. From:

6. From:

STATEMENT UNDER 37 CFR 3.73(c)

To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:] Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Kinza Hecht/ 2022-06-28

Signature Date

Kinza Hecht 62325

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 46081297
Application Number: 90015053
International Application Number:
Confirmation Number: 7424

Title of Invention:

Biometric personal data key (PDK) authentication

First Named Inventor/Applicant Name:

9298905

Customer Number:

89194

Filer: Kinza Hecht/Eddie Rowell
Filer Authorized By: Kinza Hecht
Attorney Docket Number:
Receipt Date: 29-JUN-2022
Filing Date: 08-JUN-2022
Time Stamp: 20:59:48

Application Type:

Reexam (Patent Owner)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ttes)/ Multl' 'Pages
Number Message Digest | Part/.zip| (if appl.)
1489335
1 Power of Attorney 2090-0002-REX_POA.pdf no 3
7cbch90db097ac6c02370696e01ecaB8879)
fd4aa
Warnings:
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Information:

122985
) Assignee showing of ownership per 37 2090-0002-REX_373¢.pdf no 3
CFR3.73
f544a7829da634533a12ccc6237a1{5e0465)
Thae
Warnings:
Information:
Total Files Size (in bytes){ 1612320

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO.
90/015,053 06/08/2022 9298905 7424
80194 7590 06/28/2022 | EXAMINER
Patent Law Works/Proxense
Greg Sueoka RIMELL, SAMUEL G
310 East 4500 South, Suite 400
Salt Lake City, UT 84107 | axrusr [ papeRNUMBER
3992
| MAIL DATE | DELIVERY MODE
06/28/2022 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

www.uspto.gov

DO NOT USE IN PALM PRINTER

(THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS)

QUINN EMANUEL URQUHART AND SULLIVAN, LLP
1300 | STREET, NW

SUITE 900

WASHINGTON, DC 20005

EX PARTE REEXAMINATION COMMUNICATION TRANSMITTAL FORM

REEXAMINATION CONTROL NO. 90/015,053 .
PATENT UNDER REEXAMINATION 9,298,905 .

ART UNIT 3992.

Enclosed is a copy of the latest communication from the United States Patent and Trademark
Office in the above identified ex parfe reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a
reply has passed, no submission on behalf of the ex parfe reexamination requester will be
acknowledged or considered (37 CFR 1.550(g)).

PTOL-465 (Rev.07-04)
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Control No. Patent Under Reexamination is
Ex Parte Reexamination Interview Summary | o .z os3 Rgczl ;‘;S;gg
~ Pilot Prog ram’ for Waiver of Patent Examiner Art Unit AlA (FITF) Status
Owner’s Statement
Rimell, Samuel 3992 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondernce address. --

All participants (USPTO official and patent owner):

(1)  Greg Sueoka, #33,800 (3)

(2) Renee Preston CRU Paralegal 4)

Date of Telephonic Interview: 22 June 2022.

A. The USPTO official requested waiver of the patent owner’s statement pursuant to the pilot program for
waiver of patent owner’s statement in ex parfe reexamination proceedings.*

(J The patent owner agreed to waive its right to file a patent owner's statement under 35 U.S.C. 304 in the event
reexamination is ordered for the above-identified patent.

The patent owner did not agree to waive its right to file a patent owner’s statement under 35 U.S.C. 304 at this
time.

(J USPTO personnel were unable to reach the patent owner.**

B. The Patent Owner of record telephoned the Office and indicated they would like to participate in the pilot
program for waiver of patent owner’s statement in ex parfe reexamination proceedings.*

(J The Patent owner of record telephoned the Office and agreed to waive its right to file a patent owner’s statement
under 35 U.S.C. 304 in the event reexamination is ordered for the above-identified patent.

The patent owner is not required to file a written statement of this telephone communication under 37 CFR 1.560(b) or
otherwise. However, any disagreement as to this interview summary must be brought to the immediate attention of the
USPTO, and no later than one month from the mailing date of this interview summary. Extensions of time are
governed by 37 CFR 1.550(c).

*For more information regarding this pilot program, see Piot Program for Waiver of Patent Owner's Statement in Ex
Parte Reexamination Proceedings, 75 Fed. Reg. 47269 (August 5, 2010), available on the USPTO Web site at
http://www.uspto.gov/patents/law/notices/2010.jsp.

**The patent owner may contact the USPTO personnel at (571) 272-7705 or at the telephone number provided below if
the patent owner decides to waive the right to file a patent owner’s statement under 35 U.S.C. 304.

/RENEE M PRESTON/

Primary Examiner, OCRU (671) 272-1607
Signature and telephone number of the USPTO official, who contacted, was contacted by, or attempted to contact the patent owner.

cc: Requester (if third party requester)

U.S. Patent and Trademark Office Paper No. 20220622
PTOL-2292 (11-12) Ex Parte Reexamination Interview Summary — Pilot Program for Waiver of Patent Owner’s Statement
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

| REEXAM CONTROL NUMBER | FILING OR 371 (c) DATE | PATENT NUMBER |
90/015,053 06/08/2022 9298905
CONFIRMATION NO. 7424
Marissa Ducca REEXAMINATION REQUEST
Quinn Emanuel Urquhart & Sullivan, LLP NOTICE

Washinglon, DO 20006 OO0

Date Mailed: 06/14/2022

NOTICE OF REEXAMINATION REQUEST FILING DATE

(Third Party Requester)

Requester is hereby notified that the filing date of the request for reexamination is 06/08/2022, the date that the
filing requirements of 37 CFR § 1.510 were received.

A decision on the request for reexamination will be mailed within three months from the filing date of the request
for reexamination. (See 37 CFR 1.515(a)).

A copy of the Notice is being sent to the person identified by the requester as the patent owner. Further patent
owner correspondence will be the latest attorney or agent of record in the patent file. (See 37 CFR 1.33). Any

paper filed should include a reference to the present request for reexamination (by Reexamination Control
Number).

cc: Patent Owner

89194

Patent Law Works/Proxense
Greg Sueoka

310 East 4500 South, Suite 400
Salt Lake City, UT 84107

/tplovelace/

Legal Instruments Examiner
Central Reexamination Unit 571-272-7705; FAX No. 571-273-9900

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

POQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USDLO ZOV

| REEXAM CONTROL NUMBER | FILING OR 371 (c) DATE | PATENT NUMBER |
90/015,053 06/08/2022 9298905
CONFIRMATION NO. 7424
89194 REEXAM ASSIGNMENT NOTICE

Patent Law Works/Proxense

Grog Susoka 0 LA
310 East 4500 South, Suite 400

Salt Lake City, UT 84107

Date Mailed: 06/14/2022

NOTICE OF ASSIGNMENT OF REEXAMINATION REQUEST

The above-identified request for reexamination has been assigned to Art Unit 3992. All future correspondence to
the proceeding should be identified by the control number listed above and directed to the assigned Art Unit.

A copy of this Notice is being sent to the latest attorney or agent of record in the patent file or to all owners of
record. (See 37 CFR 1.33(c)). If the addressee is not, or does not represent, the current owner, he or she is
required to forward all communications regarding this proceeding to the current owner(s). An attorney or agent
receiving this communication who does not represent the current owner(s) may wish to seek to withdraw pursuant
to 37 CFR 1.36 in order to avoid receiving future communications. If the address of the current owner(s) is
unknown, this communication should be returned within the request to withdraw pursuant to Section 1.36.

NOTICE OF USPTO EX PARTE REEXAMINATION PATENT OWNER STATEMENT WAIVER PROGRAM

The USPTO has implemented a pilot program where, after a reexamination proceeding has been granted a

filing date and before the examiner begins his or her review, the patent owner may orally waive the right to file a
patent owner's statement. See "Pilot Program for Waiver of Patent Owner's Statement in Ex Parte Reexamination
Proceedings,” 75 FR 47269 (August 5, 2010). One goal of the pilot program is to reduce the pendency of
reexamination proceedings and improve the efficiency of the reexamination process.

Ordinarily when ex parte reexamination is ordered, the USPTO must wait until after the receipt of the patent
owner's statement and the third party requester's reply, or after the expiration of the time period for filing the
statement and reply (a period that can be as long as 5 to 6 months), before mailing a first determination of
patentability. The USPTQO's first determination of patentability is usually a first Office action on the merits or a
Notice of Intent to Issue Reexamination Certificate (NIRC).

Under the pilot program, the patent owner's oral waiver allows the USPTO to act on the first determination
of patentability immediately after determining that reexamination will be ordered, and in a suitable case
issue the reexamination order and the first determination of patentability (which could be a NIRC if the
claims under reexamination are confirmed) at the same time.

Benefits to the Patent Owner for participating in this pilot program include reduction in pendency.

To participate in this pilot program, Patent Owners may contact the USPTO's Central Reexamination Unit
(CRU) at 571-272-7705. The USPTO will make the oral waiver of record in the reexamination file in an interview
summary and a copy will be mailed to the patent owner and any third party requester.

cc: Third Party Requester(if any)

Marissa Ducca

Quinn Emanuel Urquhart & Sullivan, LLP
1300 | Street NW, Suite 900
Washington, DC 20005

/tplovelace/

Legal Instruments Examiner
Central Reexamination Unit 571-272-7705; FAX No. 571-273-9900

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

BIB DATA SHEET
CONFIRMATION NO. 7424

SERIAL NUMBER FILINE):‘:I_\&_':I_rE 371(c) CLASS GROUP ART UNIT ATTORNEE)(.DOCKET
90/015,053 06/08/2022 713 3992
RULE
APPLICANTS
INVENTORS

9298905, Residence Not Provided;

PROXENSE, LLC (Assignee), Bend, OR;

Marissa Ducca Quinn Emanuel Urquhart & Sullivan, LLP (3rd Pty Req.), Washington, DC;
Marissa Ducca, Washington, DC

*k CONTINUING DATA kkkhkkkkkkkkhkhhkkhkkkkkhkk
This application is a REX of 14/521,982 10/23/2014 PAT 9298905 *
which is a CON of 13/710,109 12/10/2012 PAT 8886954
which is a CON of 11/314,199 12/20/2005 PAT 8352730
which claims benefit of 60/652,765 02/14/2005
and claims benefit of 60/637,538 12/20/2004
(*)Data provided by applicant is not consistent with PTO records.

*k FOREIGN APPLICATIONS *kkkkkkkkkhkhkhkhhkkhhhkhk
** |F REQUIRED, FOREIGN FILING LICENSE GRANTED **

Foreign Priorfty claimed I ves o STATEOR | SHEETS TOTAL (INDEPENDENT

35 USC 119(a-d) conditions met [ Yes [ No d m%ﬁgﬁée COUNTRY DRAWINGS CLAIMS CLAIMS

Verified and

Acknowledged Examiner’s Signature Initials 18 3
ADDRESS

Patent Law Works/Proxense
Greg Sueoka

310 East 4500 South, Suite 400
Salt Lake City, UT 84107
UNITED STATES

TITLE
Biometric personal data key (PDK) authentication

U All Fees
U 1.16 Fees (Filing)

FILING FEE FEES: Authority has been given in Paper

RECEIVED |No. to charge/credit DEPOSIT ACCOUNT |2 1.17 Fees (Processing Ext. of time) |
12600 No. for following: ‘EI 1.18 Fees (Issue) |

U Other

U Credit

BIB (Rev. 05/07).
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Under the Paperwork Reduction Act of 1995, no persons are req

ired to respond to a collection of informa

PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGCE

tion unless it displays a valid OMB control number.

APPLICATION AS FILED - PART |

Application or Docket Number Filing Date
PATENT APPLICé;rggmtggrEFgE'lF"ngglATloN RECORD 90/015.053 06/05/2022 (7o be Mailed
ENTITY: LARGE (JsmALL [ micrRO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
() BASIC FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
(L] sEARCH FEE
(37 CFR 1.16(K), (i), or (m)) NiA NiA N/A
D EXAMINATION FEE
(37 CFR 1.16(0). (p), or (@) NiA NiA N/A
TOTAL CLAIMS . *
(37 GFR 1.16(i)) minus 20 = x $100 -
INDEPENDENT CLAIMS *
(37 GFR 1.16(h)) minus 3 = x $480 -
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
D'ST:PRUS/?E(CS);\)‘ SIZE FEE (37 for small entity) for each additional 50 sheets or
: fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
D MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART I
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— 06/13/2022 | arren PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * ; *x - _
E (37 GFR1.16(i) 19 Minus 20 =0 x $100 = 0
Z| B x
UEJ 2?5%%’?%‘1?}‘ 3 Minus 3 =0 x $480 - 0
< ] Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
L | Total " ; *x - -
=S | erorr iy Minus = x $0 =
O | Independent N ; wxn -
E (370FpR 1.16(n) Minus = x 30 -
= | [ Application Size Fee (37 CFR 1.16(s))
< [_J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. LIE
“* If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /TYWANA P LOVELACE/
*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-87198 and select option 2.
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User Name: Renee Preston
Date and Time: Thursday, June 8, 2022 8:43:00 AM EDT
Job Number: 172843468

Document (1)

1.8 N,
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Client/Matter: -None-
Search Terms: 9288905 or 8,298 905
Search Type: Terms and Conneclors
Narrowed by:

Content Type Narrowed by
Dockets -None-
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US Patent Trial and Appeals Board - Alexandria

Alexandria

N AR Y
RN SR

This case was retrieved on (¢

4.

Header

Case Number: IPR2021-01447

Date Filed: 08/28/2021

Date Full Case Retrieved: 06/09/2022
Status: Open

Misc: (D) Unknown; Civil

Summary

Court Case Status: Institution Denied

Case Type: IPR: Inter partes review

Date of Decision o Institute Case: 2022-02-28
Technical Center Number: 2400

Patent Application Number: 14521982

Patent Number: 9298305

Participants

Litigants Attornays

SAMSUNG ELECTRONICS AMERICA, INC
Petitioner

Proxense, LLO
PatentOwner

Proceedings

Date L # | Proceeding Text | Details

08262021 . 005 Petition ggﬁgoi\;r
: Document Type:
| PAPER
| Paper/Exhibit No:
.
| Public?
| Yes

08/26/2021 | = Filed By:
; 805 POA | petitioner
: { Document Type:
| PAPER
i Paper/Exhibit No:
i
| Public?
! Yes

08/26/2021 ! Filed By:

i petitioner

| US 9,298,905

Renes Preston
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IPR2021-01447, SAMSUNG ELECTRONICS AMERICA, INC Vs. Proxense, LLC

Page 2 of &

Date

| Details

! Proceeding Text

{ Document Type:
| EXHIBITS

i Paper/Exhibit Na:
{1001

| Public?

| Yes

08/28/2021

| 005 File History

| Fited By:

i petitionar

| Document Type:
EXHIBITS

{ Paper/Exhibit No:
{1002

| Public?

 Yes

08/26/2021

. Dedl of Dr. Walfe

| Filed By:

i petitioner

| Document Type:
EXHIBITS

| Paper/Exhibit No:
{1003

| Public?

{ Yes

08/26/2021

i Filed By:

| petitioner

i Document Type:
{EXHIBITS

| Paper/Exhibit No:
L 1005

| Public?

{ Yes

(8/26/2021

| OV of Dr. Wof

| Filed By:

| petitioner

i Document Type:
EXHIBITS

i Paper/Exhibit No:
L1004

| Public?

Q6/26/2021

Lapsiey

| Fited By:

i petitioner

i Document Type:
{ EXHIBITS

{ Paper/Exhibit No:
| 1007

i Public?

| Yes

08/26/2021

! Robinson

| Fited By:

| petitioner

i Document Type:
| EXHIBITS

{ Paper/Exhibit No:
| 1008

i Public?

! Yes

08/26/2021

Berardi

{ Filed By

| petitioner

i Document Type:
L EXHIBITS

| Paper/Exhibit No:
i 1010

Renee Preston
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IPR2021-01447, SAMSUNG ELECTRONICS AMERICA, INC Vs. Proxense, LLC

Page 3 of &

Date

| Details

! Proceeding Text

| Public?
i Yes

08/26/2021

| Shreve

| Fited By:

| petitioner

i Document Type:
| EXHIBITS

| Paper/Exhibit Na:
L1012

| Public?

| Yes

08/26/2021

Kinoshita

| Filed By

i petitioner

| Document Type:
| EXHIBITS

| Paper/Exhibit No:
{1013

| Public?

| Yes

08/26/2021

Schneier

| Filed By:

| petitioner

i Document Type:
| EXHIBITS

i Paper/Exhibit No:
{1014

| Public?

| Yes

08/26/2021

. Dedi of Dr. Hail-Ellis

| Filed By:

| petitioner

i Document Type:
| EXHIBITS

i Paper/Exhibit No;
L1015

i Public?

| Yes

09172021

NOTICE OF FILING DATE ACCORDEDR 7O
| PETITION AND TIME FOR FILING PATENT
i OWNER PRELIMINARY RESPONSE

| Filed By:

| beard

i Docunient Type:
| PAPER

| Paper/Exhibit No:
(3

{ Public?

i Yes

11426/2021

Patent Owner Power of Attorney

| Filed By:

| patentowner

i Document Type:
| PAPER

| Paper/Exhibit No:
4

i Public?

| Yes

11/26i2021

Patent Owner Mandatory Notice

| Fited By

| patentowner

i Document Type:
| PAPER

| Paper/Exhibit No:
5

i Public?

| Yes

11/29/2021

Patent Owner Preliminary Response

{ Fited By:

Renee Preston
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IPR2021-01447, SAMSUNG ELECTRONICS AMERICA, INC Vs. Proxense, LLC

Page 4 of &

Date

| Details

! Proceeding Text

| patentowner

| Document Type:
| PAPER

| Paper/Exhibit No:
B

| Public?

| No

14/26/2021

Samsung's Opening Claim Construction Brief gg?;jmaa}gm ar

i Document Type:
EXHIBITS

i Paper/Exhibit No:
| 2001

| Public?

i Yes

11282021

Proxense, LLC's Responsive Claim
i Construction Brief

! Filed By:

| patentownsr

i Document Type:
§EXHIBITS

| Paper/Exhibit No:
| 2002

| Public?

i Yes

11428/2021

| Nielson Declaration

| Fited By:

| patentowner

i Documient Type:
{ EXHIBITS

{ Paper/Exhibit No:
| 2003

i Public?

| Yes

112872021

| Law360 Article

| Fited By:

| patentowner

i Document Type:
| EXHIBITS

| Paper/Exhibit No:
| 2004

i Public?

! Yes

142802021

Motion Requesting Acceptance of
| Submission

{ Filed By:

| patentowner

i Document Type:
| PAPER

| Paper/Exhibit Na:
i 7

| Public?

| Yes

12/07i2021

Order: Authorizing Motion to Expunge

| Fited By:

i hoard

i Document Type:
| PAPER

| Paper/Exhibit No:
¥

| Public?

| Yes

1201612021

Motion to Expunge

| Filed By:

| patentowner

i Document Type:
| PAPER

i Paper/Exhibit No:

Renee Preston
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IPR2021-01447, SAMSUNG ELECTRONICS AMERICA, INC Vs. Proxense, LLC

Page 3 of &

Date

| Details

! Proceeding Text

9
i Public?
| Yes

1211742021

Patent Owner's Preliminary Response -
i December 17, 2021

{ Filed By

| patentowner

i Document Type:
| PAPER

i Paper/Exhibit No:
{10

{ Public?

| Yes

Q1/27/2022

ORDER Granting Motion to Expunge 37
i CFR. 425

! Filed By:

| board

i Document Type:
| PAPER

i Paper/Exhibit No:
1

i Pubiic?

i Yes

(42/03/2022

| Samsung's Regly Claim Construction Brief

| Filed By:

| patentowner

i Document Type:
| EXHIBITS

| Paper/Exhibit No:
| 2005

{ Public?

i Yes

02/03/2022

Proxense, LLO's Sur-Reply Claim
Construction Brief

| Filed By:

| patentowner

{ Document Type:
| EXHIBITS

| Paper/Exhibit No:
| 2008

{ Public?

| Yes

02/03/2022

December 27, 2021 Markman Hearing
{ Transoript

| Fited By:

| patentowner

i Document Type:
| EXHIBITS

i Papar/Exhibit No:
| 2007

i Public?

| Yes

D2i2812022

Institution Decision: Deny

{ Fited By:

i hoard

Daocument Type:
{ PAPER

i Paper/Exhibit No:
{42

| Public?

| Yes

02/28i2022

. Exhibit 3001

| Filed By:

i hoard

| Document Type:
EXRHIBITS

{ Paper/Exhibit No:
| 3004

| Public?

| Yes

Renee Preston
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IPR2021-01447, SAMSUNG ELECTRONICS AMERICA, INC Vs. Proxense, LLC

Page & of B

| Details

Date L4 | Proceeding Text

K ’y O;T’" 2 .
02/28/2022 | Exhibit 3002

| Filed By:

| board

i Dooument Type:
| EXHIBITS

| Paper/Exhibit No:
| 3002

| Public?

i Yes

Copyright © LexisMexis CourtLink, Inc. Al Rights Reserved.
*** THIS DATA IS FOR INFORMATIONAL PURPOSES ONLY ™

Renee Preston
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Patent Assignment Abstract of Title

Total Assignments: 1
Application #: 14521982 Filing Dt: 10/23/2014 Patent #: 9298905 Issue Dt: 03/29/2016
PCT #: NONE Intl Reg #: Publication #: NONE Pub Dt:
Inventor: John J. Giobbi
Title: Biometric Personal Data Key (PDK) Authentication
Assignment: 1
Reel/Frame: 034843 / 0145 Received: 01/29/2015 Recorded: 01/29/2015 Mailed: 01/30/2015 Pages: 3
Conveyance: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).
Assignor: GIOBBI, JOHN J. Exec Dt: 01/29/2015
Assignee: PROXENSE, LLC
689 NW STONEPINE DRIVE
BEND, OREGON 97701
Correspondent: PAIGE M. ALSBURY
201 S. MAIN STREET, SUITE 250
SALT LAKE CITY, UT 84111

Search Results as of: 06/09/2022 08.:23 AM

If you have any comments or questions concerning the data displayed, contact PRD / Assignments at 571-272-3350. v.2.6
Web interface last modified: Jun 26, 2017 v.2.6
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Document (1)
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US District Court Docket

United States District Court, Texas Western

{Warco)

This case was retrieved on {8

Casa Number: 5:21cv210

Date Filed: 03/05/2021

Assigned To: Judge Alan U Albright
Nature of Suit; Patent (8383}

Cause: Patent Infringement

Lead Docket: None

Other Docketl: None

Jurisdiction: Fedaral Question

Class Code: Open
Statute: 35:271

Jury Demand: Both
Demand Amount; $0
NOS Description: Patent

Participants
Litigants Attorneys
Proxense, LLC Conor #McDonough
Plaintiff LEAD ATTORNEY;ATTORNEY TO BE NOTICED

Heacht Partners LLP

125 Park Avenue, 25th Floor

New York, NY 10017

USA

{212} B51-6821 Fax: {646) 492-5111
Email.Cmcdonough@hechipartners.Com

David L. Hecht

LEAD ATTORNEY;PRO HAC VICEATTORNEY TO BE
NOTICED

Hecht Partners LLP

125 Park Avenue, 25th Floor

New York, NY 10017

USA

{212) 851-6821 Fax; (645} 492-5111
Email:Dhecht@hechipartners.Com

Maxim Price

LEAD ATTORNEY;PRO HAC VICE.ATTORNEY TO BE
NOTICED

Hecht Partners LLP

125 Park Avenue, 25th Floor

New York, NY 10017

USA

{212) 851-8821 Fax: (646} 492-5111
Email:Mprice@hechtpariners.Com

¥i Wen Wu

Renes Preston
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B8:21cv210, Proxenss, Lic V. Samsung Electronics Co, Lid EL Al

Litigants

Attorneys

Samasung Electronics Co, Lid
Defendant

LEAD ATTORNEY;PRO HAC VICEATTORNEY TO BE
NOTICED

Hecht Partners LLP

125 Park Avenue, 25th Floor

New York, NY 10017

USA

{212) 851-6821 Fax: (646} 482-5111
Email:Wwu@hechtpartners. Com

Brian D. Mellon

ATTORNEY TO BE NOTICED
Susman Godfrey LLP

1000 Louisiana Streat - Suite 5100
Houston, TX 77002-5096

USA

{713) 653-7825 Fax: (713} 654-6666
Email:Bmelion@susmangodfrey Com

Brvce T. Barcelo

ATTORNEY TO BE NOTICED
Susman Godirey LLP

1000 Louisiana, Suite 5100

Houston, TX 77002-5098

USA

{713) 651-9368 Fax: (713} 654-6668
Email:Bbarcelo@susmangodfrey.Com

Geoffrey L. Harrison

ATTORNEY TO BE NOTICED

Susman & Godfrey, L.L.P.

1000 Louisiana Street, Suite 5100

Houston, TX 77002-5096

USA

{713) 853-7807 Email:Gharison@susmangodfrey Com

Meng Xi

ATTORNEY TG BE NOTICED
Susman Godiray LLP

1000 Louisiana Street, Suite 5100
Houston, TX 77002

LISA

{713) 855-7851 Fax: {713) 654-6668
Email:Mxi@susmangodirey. Com

Erick Scott Robinson

ATTORNEY TO BE NOTICED

Spencer Fane LLP

3040 Post Oak Bivd,, Suite 1300
Houston, TX 77056

USA

713-498-6047 Fax: 7135838737
Email:Erobinson@spencerfane.Com
Kevin Hardy

LEAD ATTORNEY;ATTORNEY TO BE NOTICED
Quinn Emanuel Urquhart & Sulfivan, LLP
1300 § Street, N.W., Suite 84D
Washington, BC 20005

USA

{202) 538-8000 Fax: (202} 538-810C

Renee Preston
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Litigants

Attorneys

Samsung Electronics America, inc.
Defendant

Emait:Kevinhardy@quinnemanuel.Com

Kevin P.B. Jochnson

LEAD ATTORNEYATTORNEY TO BE NOTICED
Quinn Emanuel Urguhart & Suffivan

555 Twin Dolphin Drive, oth Floor

Redwood Shores, CA 34065

USA

{B50) 801-5000 Fax: £50/801-5100
Email:Kevinjohnson@quinnemanuel.Com

Sean San-Chuf Fak

LEAD ATTORNEY:ATTORNEY TO BE NOTICED
Quinn Emanuel Urguhart & Sullfvan, LLP

50 California 8., 22nd Floor

San Francisco, CA 94111

USA

{415) 875-6600 Fax: (415} 875-6700¢
Email:Seanpak@quinnemanuel.Com

Marissa Ducca

ATTORNEY TQ BE NOTICED

Quinn Emanuel Urguhart & Sullivan, LLP
1300 § Street, Nw, Suite 800

Washingtan, BC 20005

USA

{202) 538-83108 Fax: (202} 538-8100
Email:Marissaducca@quinnemanuel.Com

Mark Tung

ATTORNEY TO BE NOTICED

Quinn Emanuel Urguhart & Suflivan LLP
555 Twin Dolphin Drive 5ih Floor
Redwood Shores, CA 84065

USA

850-801-5000 Fax: 650-801-5100
Email:Markiung@quinnemanuel.Com

Ll

Scoit L, Caole

ATTORNEY TO BE NOTICED

Quinn Emanuel Urguhart & Sullivan, LLP
300 West 6th Street, Suite 2010

Austin, TX 78781

USA

737-867-6100 Fax: 737-667-6110
Email:Scottcole@guinnemantel. Com

Victoria F. Maroulis

ATTORNEY TC BE NOTICED

Quinn Emanuel Urguhart Oliver & Hedges, LLP
555 Twin Dolphin Dr., 5th Floor

Redwood Shores, CA 84065

USA

{650) 801-D000 Fax: (650} 801-5100
Email:Victoriamaroulis@quinnemanuel.Com
Keavin Hardy

LEAD ATTORNEY:ATTORNEY TO BE NOTICED
Quinn Emanuel Urquhart & Sullivan, LLP

1300 { Street, N.W., Suite 860
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Litigants Attorneys

Washington, DC 20005

USA

{202} 538-8000 Fax: (202) 538-8100
Email:Kevinhardy@aquinnemanuel.Com

Kevin P.B. Johnson

LEAD ATTORNEY;ATTORNEY TO BE NOTICED
Quinn Emanuel Urquhart & Sulfivan

555 Twin Dolphin Drive, 5th Floor

Redwoeod Shores, CA 84085

USA

{650) 801-5000 Fax: 6850/801-5100
Email:Kevinjchnsan@quinnemanuai.Com

Sean San-Chul Pak

LEAD ATTORNEY;ATTORNEY TO BE NOTICED
Quinn Emanuel Urguhart & Sulfivan, LLP

50 California 8t., 22nd Floor

San Francisco, CA 94111

USA

(415) 875-6600 Fax: (415} 875-6700
Email:Seanpak@quinnemanuel. Com

Marissa Ducca

ATTORNEY TO BE NOTICED

Quinn Emanuel Urqubart & Sullivan, LLP
1300 § Street, Nw, Suite 800

Washington, BC 20005

USA

{2021 538-8109 Fax; (202} 538-8100
Email:Marissaducca@quinnemanusl.Com

Mark Tung

ATTORNEY TO BE NOTICED

Quinn Emanuel Urguhart & Suflivan LLP
5585 Twin Dolphin Drive 5th Floor
Redwood Shores, CA 34065

LUSA

850-801-5000 Fax: 850-801-5100
Email:Markiung@quinnemanuel. Com

Seott L. Cole

ATTORNEY TO BE NOTICED

Quinn Emanuel Urquhart & Suilivan, LLP
300 West 6th Street, Suite 2010

Austin, TX 787061

USA

737-867-6100 Fax; 737-667-6110
Email:Scottcole@quinnemanuel. Com

Victoria F. Maroulis

ATTORNEY TO BE NOTICED

Quinn Emanuel Urquhart Oliver & Hedges, LLP
555 Twin Dolphin D, 5th Floor

Redwood Shores, CA 84085

USA

(650} 801-3000 Fax: (650} 801-510C
Email:Victoriamaroulis@quinnemanuel.Com
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Date

Proceeding Text

Source

Q3/05/2021

COMPLAINT { Filing fee $ 402 receipt number 0542-14561131).
No Sumimons reguasted at this time. filed by Proxense, LLC.
{Attachments: # 1 Appendix A, # 2 Exhibit 1, # 3 Exhipit 2, #4
Exhibit 3, # b Exhibit 4, # 6 Exhibit §, # 7 Exhibit 8, # @ Exhibit 7,
9 Exhibit 8, # 10 Exhibit 8, # 11 Exhibit 10, # 12 Exhibit 11, £ 13
Exhibit 12, # 14 Exhibit 13, £ 15 Exhibit 14, # 15 Exhibit 15, #17
Exhibit 16, # 18 Exhibit 17, # 19 Exhibit 18, # 20 Exhibit 19, 2
Exhibit 20, # 22 Exhibit 21, # 23 Exhibit 22, # 24 Exhibit 23, # 25
Exhibit 24, # 26 Exhibit 25, # 27 Exhibit 26, # 28 Exhibit 27, # 29
Exhibit 28, # 30 Exhibit 28, # 31 Exhibit 30, # 32 Civit Cover
Sheetj{Robinson, Erick) {Entered: 03/05/2021}

Eig

(3/056/2021

Notice of Filing of Patent/Trademark Form (AQ 120). AO 128
forwarded 1o the Director of the U.S. Patent and Trademark Office.
{Rohinson, Erick} (Entered: 03/05/2021)

{3/05/2021

Alf parties shall comply with the Standing Orders of Judge Alan D.
Albright located atf hitps:fwww Ixwd.uscourts. goviudges-
information/standing-orders/. {am} {(Entered; 03/05/2021)

03/0572021

Case assigned to Judge Alan D Albright. CM WILL NOW
REFLECT THE JUDGE INITIALS AS PART OF THE CASE
NUMBER. PLEASE APPEND THESE JUDGE INITIALS TO THE
CASE NUMBER ON EACH DOCUMENT THAT YOU FILE IN
THIS CASE. (am) (Entered: 03/05/2021)

043/10/2021

REQUEST FOR ISSUANCE COF SUMMONS by Proxense, LLC.
on Samsung Electronies America, Inc. {Rohinson, Erick) (Entered:
03/10/2021)

03/10/2021

MOTHON to Appear Pro Hac Vice by Erick Scott Robinson for
David L. Hecht { Filing fee § 100 receipt number 0542-14577346)
by on behalf of Proxense, LLC. (Rohkinson, Erick} (Entered:
03102021

031072021

{3/10/2021

03192021

MOTION to Appear Pro Hac Vice by Erick Scolt Rabinsaon for
Conor McDonough { Filing fee § 100 receipt pumber 0542-
14577393} by on behalf of Proxense, LLC. (Robinson, Erick)
(Entered: 03/110/2021)

Summaons issued as to Samsung Electronics America, Inc.. {bw)
{Entered: 03/1072021)

MOTION to Appear Pro Hac Vice by Erick Scott Robinsonforyi

Wen Wu { Filing fee § 100 receipt number 0542-14577546) by on
behalf of Praxense, LLC, {Rabhinson, Erick) {Entered: 03/10/2021}

0341612021

MOTION to Appear Pro Hae Vice by Erick Scott Rohinson for
Maxim Price { Filing fee § 100 receipt number D842-14577556) by
on behalf of Proxense, LLC. {Robinson, Erick) (Entered:
03/10/2021)

03/18/2021

Text Order GRANTING 4 Motion to Appear Pro Hac Vice for
Attorney David L. Hecht for Proxense, LLC. Before the Courtis
the Mation for Admission Pro Hac Vice. The Court, having
reviewad the Motion, finds it should be GRANTED and therefora
orders as follows: {T 1S ORDERED the Mation for Admission Pro
Hac Vice is GRANTED. {T {S FURTHER ORDERED that
Applicant, if hefshe has not already done so, shall immediately
fender the amount of $100.00, made payable to: Cleri, U8,
District Court, in compliance with Local Rule AT- (f){(2). Pursuant
to our Administrative Policies and Procedures for Electronic Filing,
the attorney hereby granted to practice pra hac vice in this case
must register for electronic filing with our court within 10 days of
this order entered by Judge Alan D Albright. {This is a fexi-only
entry generated by the courl. There is no document associated
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Date

Proceeding Text

Source

with this entryv.} {mmg) (Entered: 03/18/2021}

03/18/2021

Text Order GRANTING 35 Motion to Appear Pro Hac Vice for
Attorney Conor McDonough for Proxense, LLC. Before the Court
is the Motion for Admission Pro Hac Vice. The Court, having
reviewed the Motion, finds it should be GRANTED and therefore
orders as follows: 1T {S ORDERED the Motion for Admission Pro
Hac Vice is GRANTED. IT 1S FURTHER ORDERED that
Applicant, if he/she has not already done so, shall immediately
tender the amount of $100.00, made pavable fo: Clerk, U.S.
District Court, In compliance with Local Rule AT-1 {f}{2). Pursuant
o our Administrative Policies and Procedures for Electronic Filing,
the attomey hereby granted o practice pro hac vice in this case
must register for electronic filing with our court within 10 days of
this arder enterad by Judge Alan D Albright. {This is a text-only
entry generated hy the court. There is no document associated
with this entry.} {mmg) {(Entered: 03/18/2021)

031872021

Text Order GRANTING 7 Motion to Appear Pro Hac Vice for
Altorney Yi Wen Wu for Proxense, LLC. Before the Court is the
Motion for Admisaion Pro Hac Vice. The Coutt, having reviewed
the Mpotion, finds it should be GRANTED and therefore orders as
foliows: {T IS ORDERED the Motion for Admission Pro Hac Vice is
GRANTED. {7 IS FURTHER ORDERED that Applicant, if he/she
has not already done s, shall immediately tender the amount of
$106.00, made payable to: Clerk, U.S. District Court, in
compliance with Local Rule AT-# (f){2). Pursuant fo our
Administrative Policies and Procedures for Electronic Filing, the
attorney hereby granted o practice pro hac vice in this case must
register for electronic filing with our court within 10 days of this
arder entered by Judge Alan D Albright. {This is a text-only eniry
generated by the courl. There is no document associated with this
entry.) {mmb} {(Entered: 03/18/2021)

03/18/2021

Text Order GRANTING 8 Motion to Appear Pro Hac Vice for
Aftorney RMaxim Price for Proxense, LLC. Before the Court is the
Motion for Admission Pro Hac Vice. The Court, having reviewad
the Moetion, finds it should be GRANTED and therefore orders as
follows: {T IS ORDERED the Motion for Admission Pro Hac Vice is
GRANTED. {7 I8 FURTHER ORDERED that Applicant, if heishe
has not already done so, shall immediately tendar the amount of
$100.00, made payable to: Clerk, U.S. District Court, in
compliance with Local Rule AT-1 ({2}, Pursuant {o our
Administrative Policies and Procedures for Electronic Filing, the
attorney hereby granted o practice pro hac vice in this case must
register for electronic filing with our court within 10 days of this
order entered by Judge Alan B Albright. {This is a text-only eniry
generated by the courl. There is no document assoniated with this
entry.} {mmB) (Enfered: 03/18/2021;

03/317/2021

Unopposed MOTION for Extension of Time to File Answer re 1
Complaint,,, by Proxense, LLC. {(Attachments: # 1 Proposed
Order}{Robinson, Erick) (Entered: 03/31/2021)

04/01/2021

Text Order GRANTING 9 Motion for Extension of Time to Answer
entered by Judge Alan D Albright. Having reviewed the
Unopposed Motion Requesting Leave to Extend Time to Respond
or Answer Complaint (the Mation), and finding that it should be
GRANTED, the Court hereby GRANTS the Motion. {This is a text-
only entry gensarated by the court. There is no documernt
associated with this entry.} {(epd) (Entered: 04/01/2021)

04/G1/2024

Reset Deadlines: Samsung Electronics America, Inc. and
Samsung Electronics CO, LTD answer due 68/18/2021. {lad)
{Entered: 04/01/2021)
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Date

Proceeding Text

Source

044142021

NOTICE of Attorney Appearance by Marissa Ducca on behalf of
Samsung Electronics America, inc., Samsung Electronics CO,

£ 7D {Ducea. Marissa) (Main Document 10 replaced on 4/14/2021)
{lad}. (Entered: 04/14/2021)

041820214

NOTICE of Atterney Appearance by Victoria F. Maroulis on behalf
of Samsung Electronics America, Inc., Samsung Electronics CO,
{ TD {(Maroulis, Victoria) (Main Document 11 replacad on
4/14/2021} (lad). (Entered: 04/14/2021)

04i15/2021

NOTICE of Attorney Appearance by Kavin P.B. Johnson on behalf
of Samsung Electronics America, Inc., Samsung Electronics CO,
LTD. Altorney Kevin P.B. dohnson added to party Samsung
Electronics America, Inc.{ply:dft}, Attorney Kavin F.B, Johnson
added to party Samsung Electronics CO, LTEpty:dft} {Johnson,
Kevin} (Entered: 04/15/2021}

361072021

Maotion 1o Dismiss for Failure to State a Claim for Willful and

indirect infringement by Samsung Electronics America, Inc.,

Samsung Electronics CO, LTD. (Maroulis, Victoria) (Entered:
06/10/2021)

06/16/2021

RULE 7 DISCLOSURE STATEMENT filed by Samsung
Electronics America, Inc., Samsung Electranics CO, LTD.
{Maroulis, Victoria) (Entered: 06/10/2021)

06/11/2021

Pro Hac Vice Letter to Sean Pak. {lad) (Enterad; 0G6/11/2021;

06/11/2021

06/11/20214

NOTICE of Atforney Appearance by Mark Tung on behalf of
Samsung Electronics America, inc., Samsung Electronics CQ,

LTD (Tung, Mark) (Entered: G8/11/2021)
MOTION to Appear Pro Hac Vice by Seott L. Cole for attorney
Sean S. Pak ( Filing fee § 100 receipt number 0542-14006368) by
on behalf of Samsung Electronics America. inc., Samsung
Electronics €O, LTD. {Cale, Scott) (Main Document 17 replaced
on 6/16/2021} (lad). (Enterad: 06/11/2021)

06/16/2021

Standing Order regarding Scheduling Order. Signed by Judge
Alan D Albright. (Entered: D6/17/2021)

061772021

AMENDED COMPLAINT against Samsung Electronics America,
inc., Samsung Electronics CO, LTD amending, filed by Proxense,
{1 C. {Attachments: # 1 Appendix A - List of Samsung Devices, #
2 Exhibit A - Letter, # 3 Exhibit 1 - US Patent No. 8,352,730, # 4
Exhibit 2 - US Patent No. 9,298,805, # 5 Exhibit 3 - US Patent No.
10,688,988, # 6 Exhibit 4 - US Patent No. 9,048,188, # 7 Exhibit5
- US Patent No. 8,235,700, # 8 Exnhibit 6 - Article, # 9 Exhibit 7 -
Article, # 10 Exhibit 8 - Article, # 11 Exhibit 9 - Webpage, # 12
Exhibit 10 - Webpage, # 13 Exhibit 11 - Webpags, # 14 Exhibit 12
- Webpage, # 15 Exhibif 13 - EMVCo Approval Letter, # 16 Exhibit
14 - Webpage, # 17 Exhibit 15 - Article, # 18 Exhibit 16 - Ardicle, #
18 Exhibit 17 - Webipage, # 20 Exhibit 18 - Article, # 21 Exhibit 19
- EMV Payment Tokenization - June 2019, # 22 Exhibit 20 - EMV
Payment Tokenization - October 2020, # 23 Exhibit 21 - Samsung
Pay Developars Onboarding and Project integration Guide, # 24
Exhibit 22 - Article, # 25 Exhibit 23 - Webpage, # 28 Exhibit 24 -
Webpage, # 27 Exhibit 25 - Webpage, # 28 Exhibil 26 - Samsung
Pay Web checkout Integration guide, # 29 Exhibit 27 - Webpage,
# 30 Exhibit 28 - Webpage, # 31 Exhibit 20 - Wehpage, # 32
Exhibit 30 - Webpage)(Hecht, David) {Entered: 06/17:2021}

20

06/2472021

STATUS REPORT Re: Case Readiness by Proxense, LLC.
{Hecht, David} (Entered: 06/24/2021)

21

07:01/2021

Sealed Motion to Dismiss Willful and Indirect infringement by
Samsung Elestranics America, inc., Samsung Electronics €O,
t TD (Attachments: # 1 Exhibit 1} (Maroulis, Victoria) (Entered:

(7/01/2021}

Renee Preston

545




B8:21cv210, Proxenss, Lic V. Samsung Electronics Co, Lid EL Al

Page 8 of 11

Date

Proceeding Text

Source

-

07:08/2021

Redacted Copy of 21 Sealad Motion to Dismiss Willful and
indirect infringement by Samsung Electronics America, Inc.,
Samsung Electronics CO, LTD by Samsung Elecironics America,
inc., Samsung Electronics CO, LTD. {Maroulis, Victoria) (Entered:
07/08:2021)

071372021

Text Order GRANTING 17 Motion to Appear Pro Hac Vice for
Aftorney Sean San-Chul Pak for Samsung Electronics America,
ine. and Samsung Electronics CO, LTD. Before the Court is the
Motion for Admission Pro Hac Vice. The Court, having reviewed
the Mation, finds it should be GRANTED and therefore orders as
follows: IT 18 ORDERED the Motion for Admission Pro Hac Vice is
GRANTED. {T 15 FURTHER CRDERED that Applicant, if hefshe
has not already done s, shall immediately tender the amount of
$100.00, made payabile to: Clerk, U.S. District Court, in
compliance with Local Rule AT- (fY(2). Pursuant {o our
Administrative Policias and Procadures for Electronic Filing, the
attorney hereby granted to practice pro hac vice in this case must
register for electronic filing with our court within 10 days of this
order entered by Judge Alan D Albright. {This is a text-only entry
generated by the court. There is no document associated with this
entry.} (mmE) (Entered: 07/13/2021)

23

Q711512021

Sealed Document: Plaintiff Proxense, LLC's Opposition to 21
Defendant's Renewed Rule 12{(h}8) Motion to Dismiss by
Proxense, LLC {Attachmaents: # 1 Exhibit A} {Hecht, David)
{Entered: 07/15:2021)

47115/2021%

Redacted Copy of Plaintiff Proxense, LLC's Oppasition to 21
Defendant's Renewed Rule 12{(h¥8) Motion to Dismiss of 23
Sealed Document by Proxense, LLC. (Atlachments: # 1 Extbit
A Hecht, David) {Entered: 07/156/2021;

Q72212024

Proposed Scheduling Order by Proxense, LLC. (Attachments: # 1
Proposad Ordery{Heacht, David} (Enterad; 07/22/2021}

26

07/22/20214

Sealed Document: Samsung's Reply in Support Of of 21 Sealed
flotion 1o Dismiss Willful and Ingirect infringement by Samsung
Electronics America, Inc., Samsung Electronics CG, LTD by
Samsunyg Electronics America, inc., Samsung Electronies CO,
LTD (Maroulis, Victoria) {Entered: 07/22/2021}

27

Q7/23/2021

Pro Hac Vice Letter for James Zak. {ir) (Entered: 07/23/2021)

0727720214

JOINT AGREED SCHEDULING ORDER AND DISCOVERY
ORDER GOVERNING PROCEEDINGS PATENT CASE:
Markman Hearing set for 12/16/2021 01:30 PM before Judge Alan
D Albright. Signed by Judge Alan D Albright. {r} {(Entered:
07/2772021)

29

Q712812021

ORDER Setting Zoon Markman Hearing for 12/16/2021 01:30 PM
hefore Judge Alan D Albright. Signed by Judge Alan D Albright.
{bot1) (Entered: 07/28/2021}

30

07/28/2021

Redacted Capy of 26 Sealed Document, by Samsung Electranics
America, Inc., Samsung Electronics CO, LTD. (Maroulis, Victoria}
{Entered: 07/29/2021}

21

13/08/20214

Standing Order Regarding Order Govermning Proceedings Patent
Cases. Signed by Judge Alan D Albright. (Entered: 10/13/2021)

10/18/2021

1072612021

Motion/NOTICE OF PROPCSED AMENDED SCHEDULING
ORDER (JOINT) by Proxense, LLC {Attachments: # 1 Proposed
Order Exhibit A - Proposed Amended Scheduling Order){Hecht,
David) Maodified on 10/18/2021 to changed to a motion due to
proposed order being attached(ir). {(Entered: 10/18/2021)
Opening Claim Construction Brief by Samsung Electronics
Ametica, inc,, Samsung Electronics CO, LTD. (Attachments: # 1
Duceca Declaration, # Z Exhibit A, # 3 Exhibit 1, #4 Exhibit 2, #5
Exnibit 3, # 6 Exhibit 4, # 7 Exhibit 3}{Maroulis, Victoria} {Entered:
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Proceeding Text

Source

10/28/2021)

110372021

NOTICE of Inter Partes Review by Proxense, LLC {McDonough,
Conar) {(Enterad: 11/03/2021}

111742021

Reply Claim Consiruction Brief regarding 33 Claim Construction
Brief, by Proxense, LLC. {Attachments: # 1 Declaration of Conor
8. MoDonough, # 2 Exhibit A - Samsungs Proposed Claim
Construstions, # 3 Exhibit B - Proxenses Proposed Claim
Constructions, # 4 Exhibit C - October 8, 2021 Email, # 5 Exhibit D
- Gctober 17, 2021 Email, £ 6 Exhibit E - Chart, # 7 Exhibit F -
November 1-2, 2021 Emalls, # 8 Exhibit G - File History Excerpt, #
9 Exhibit H - PROX_SAMSUNG_003928){Hecht, David) (Entered:
11417/20213

36

11/29/2021

ORDER, {Markman Hearing RESET for 12/27/2021 02:00 AM
before Judge Alan D Albright). Signed by Judge Alan D Aloright.
{bot2) (Entered: 11/28/2021}

37

12/06/2021

BRIEF Reply Claim Construction Brief regarding 33 Claim
Construction Brief, by Samsung Electronics America, Inc.,
Samsung Electronics CO, LTD. (Attachments: # 1 Declaration of
M Ducca in Suppart of Samsung's Reply Claim Construction Brief,
# 2 Exhibit Ex. 6}Maroulis, Victoria) (Entered: 12/06/2021)

38

12/0872021

NOTICE of Proposed Second Amended Scheduling Qrder by
Samsung Electronics America, inc., Samsung Electronics CO,
LTD {Altachments: # 1 Proposed Joint Second Amended
Scheduling OrderyMaroulis, Victoria} Madified on 12/772021 {ob).
{Entered: 12/06/2021)

39

1211372021

Repiy Claint Construction Brief regarding 33 Claim Construction
Brief, 37 Brief, 35 Claim Construction Brief,, by Proxense, LLC.
{Attachments: # 1 Declaration of Conor B. McDonough, # 2 Exhibit
§ - Excerpts from the 730 Patent History, # 3 Exhibit J - Excerpts
from 1PR2021-01444, Paper 3, £ 4 Exhibit K - Excerpts from
IPR2021-01447, Paper 1, # 5 Exbibit L - Excerpts from (PR2021-
01448, Paper 1)}{Hecht, David) (Entered: 12/13/2021}

40

12/20/2021

NOTICE Joint Claim Construction Statement by Proxense, LLEC
{Hecht, David) {Entered: 12/20/2021)

41

12/20/20214

Sealed Order. Signed by Judge Alan D Albright. {jc5) {(Entered:
12/2172021)

42

1212712021

inute Entry for procaedings held before Judge Alan D Albright:
Markman Hearing held on 12/27/2021. PARTIES ANNOGUNCE
READY. STATEMENTS AND ARGUMENTS OF COUNSEL
HEARD. DISCOVERY 1S OPENM. WRITTEN ORBER
FORTHCOMING. {(Minute entry documents are not available
electronicaliy.) (Court Reporter Kristie Davis. }(jcB) {(Enterad:
1242720213

43

01/18/2022

CLAIM CONSTRUCTION ORDER. Signed by Judge Alan D
Albright. {ir) (Entered: 01/18/2022)

44

01/26/2022

Transcript filed of Proceedings held on 12-27-21, Proceedings
Transcribed: Markman hearing. Court Reporter/Transcriber:
Kristie Davis, Telephone number; 254-345-6114, Email;
kmdavisosr@yahoo.com. {kd} {Entered: §1/26/2022}

45

01/26/2022

Proposed Scheduling Order by Proxense, LLC. (Hecht, David}
{Entered: 01/26/2022)

46

1/26/2022

012772022

DEFICIENCY NOTICE: re 45 Scheduling
Recommendations/Proposed Scheduting Order. Pursuant to the
Standing Order Governing Proceedings Dated 10/8/2021. The
propased Order shall omit the word Proposed from the title.
Resubmit the Scheduling erder and use the Motion to Extend
Scheduling Order Deadlines. {in) (Enterad: 01/27/2022;

Joint MOTION to Extend Scheduling Order Deadlinas by
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Proceeding Text

Source

Proxense, LLC. {Hecht, David) (Entered: 01/27/2022}

48

01/28i2022

SCHEDULE: Joinder of Parties due by 2/21/2022. Amended
Pleadings due by 5/2/2022. Dispositive and Daubert Motions due
by 10/17/2022. Pretrial Conference set for 1/3/2023 before Judge
Alan [ Albright. Jury Selection sat for 1/17/2023 hefore Judge
Jefirey C. Manske. Jury Trial set for 1/17/2023 before Judge Alan
© Albright. Signed by Judge Alan D Albright, {ir} (Entered:
01/28/2022)

03102022

Parties shail comply with Judge Albright's updated standing orders
and COVID-12 standing order available by dlicking the ncluded
hypettinks. The updated orders are as follows:1. Standing Order
Regarding Natice of Readiness for Patent Cases 0307222,
Standing Order on Pretrial Procedures and Reguirements in Civil
Cases 030722,3. Standing Order Governing Proceedings 4.0 -
Patent Cases 030722,4. Amended Standing Order Regarding
Caoronavirus {COVID-19} and Court Proceedings.5. Amanded
Standing Order Regarding Joint Or Unopposed Request To
Change Deadlines 030722,6. Amended Standing Order
Hegarding Filing Documents Under Seal and Redacted Public
Versions G30722. (jkda) (Entered: 03/18/2022)

48

03/106/2022

Praposed Protective Order by Samsung Electronics America, Inc.,
Samsung Electronics CO, LTD. (Maroulis, Victoria} (Entered:
03/10:2022)

50

031172022

PROTECTIVE ORDER. Signed by Judge Alan © Albright. {lad}
{Entered: 03/11/2022)

(312212022
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Date: February 28, 2022
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FOR PETITIONER:
QUINN EMANUEL URQUHART &

SULLIVAN, LLP, jimglass@quinnemanuel.com,
marissaducca@quinnemanuel.com,

richardlowry @quinnemanuel.com,
seangloth@quinnemanuel.com

FOR PATENT OWNER: David L. Hecht, James Zak,
HECHT PARTNERS LLP, dhecht@hechtpartners.com,
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Before KEVIN F. T URNER, JUSTIN T. ARBES, and
DAVID C. McKONE, Administrative Patent Judges.

DECISION
Denying Institution of Inter Partes Review
35US8.C §314
TURNER, Administrative Patent Judge.
L. INTRODUCTION

A. Background and Summary
*1 Petitioner Samsung Electronics America, Inc. filed a
Petition (Paper 1, “Pet ”) requesnng inter partes review of
claims 1-12 of U S ¥Fa G, g 00
! tont pursuant to 33 U.S.C. § 31i{a). Patent
Owner Proxense LLC filed a Prehmlnary Response (Paper
10, “Prelim. Resp.”) pursuant to 33

yient Ny

et

“the

SUSC 8313,

Pursuant to 33 .S . § 314¢a}, the Director may not authorize

an inter partes review unless the information in the petition

and preliminary response “shows that there is a reasonable
likelihood that the petitioner would prevail with respect to
at least 1 of the claims challenged in the petition.” See 37

CFERL § 42.4¢8) (“The Board institutes the trial on behalf of
the Director.”). For the reasons that follow, we do not institute
an inter partes review.

B. Related Matters

The parties indicate that the "#¢§ Patent is the subject of
Proxense, LLC v. Samsung Electronics Co., Ltd., Case No.
6:21-cv-00210 (W.D. Tex.) (“the district court case”). See
Pet. 3; Paper 5, 1. Petitioner also filed petitions challenging
claims of other patents asserted in the district court case:
Cases IPR2021-01438, TPR2021-01439, TPR2021-01444,
and IPR2021-01448.

C. The ’$85
The "HG3 Patent discloses systems for “authentication
responsive to biometric verification of a user being
authenticated,” using “a persistent storage to persistently
store| | a code such as a device identifier (ID) and biometric
data for a user in a tamper-resistant format.” Ex. 1001,
1:65-67. The ¢ states that “[c]onventional user
authentication techmques, such as requiring input of a
password, were deficient because they “require[d] the user to
memorize or otherwise keep track of the credentials™ and “it
can be quite difficult to keep track of them all.” /d. at 1:28—
37. Other techniques, such as “provid[ing] the user with an
access object ... that the user can present to obtain access,”
were inadequate because “authentication merely proves that
the access object itself is valid; it does not verify that the
legitimate user is using the access object.” Id. at 1:38-46.
According to the "4 Faterdt, there was a need in the art
for a system for Venfylng a user that is being authenticated
that does not suffer from [such] limitations™ and “ease[s]
authentications by wirelessly providing an identification of
the user.” /d. at 1:55-58.

. 3.
GOS Patey

Figure 2 of the "943 Paicnt is reproduced below.
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FIG. 2
Figure 2 is a block diagram of the functional modules of
a biometric key. Ex. 1001, 3:30-33, 4:42-43. Enrollment
module 222 registers a user with biometric key 100
by persistently storing biometric data associated with the
user (e.g., a digital image of the retina, fingerprint, or
voice sample) in persistent storage 226. I/d. at 4:67-5:23.

Enrollment module 222 registers biometric key 100 with a
trusted authority by providing a code, such as a device 1D,
to the trusted authority or, alternatively, the trusted authority
can provide a code to biometric key 100. Id. at 5:3-7.
The code is stored in persistent storage 226. Id. at 5:24—
26. “Persistent storage 226 is itself, and stores data in, a
tamper-proof format to prevent any changes to the stored
data.” Id. at 5:31-33. “Tamper-proofingincreases reliability
of authentication because it does not allow any changes to
biometric data (i.c., allows reads of stored data, but not writes
to store new data or modify existing data).” /d. at 5:33-36. In
a fingerprint embodiment, validation module 224 uses scan
pad 120 (shown in Figure 1) to capture scan data from the
user's fingerprint and compares the scanned data to the stored
fingerprint to determine whether the scanned data matches the
stored data. /d. at 5:8-12.

*2 The interaction of biometric key 100 with other system
components is illustrated in Figure 3, reproduced below.

Application
3L
Bismeatric Ko Authwentication
100 ¥ S o Mostu i
“‘;;-«-m‘ _— F1Q
318
3

312

3

Trusted Koy
Lastharity
320

FIG. 3

Figure 3 is “a block diagram illustrating a system for
providing authentication information for a biometrically
verified user.” Ex. 1001, 3:33-35. Authentication module 310
is coupled to biometric key 100 via line 311 (a wireless
medium) and with trusted key authority 320 via line 312
(a secure data network such as the Internet). /d. at 5:67—
6:7. Authentication module 310 requires the device ID code
(indicating successful biometric verification) from biometric
key 100 before allowing the user to access application 330. /d.
at 6:10-13. Authentication module 310 provides the device
ID code from biometric key 100 to trusted key authority 320
to verify that it belongs to a legitimate key. /d. at 6:13—19; see
also id. 6:39-45 (“In one embodiment, trusted key authority
320 verifies that a code from a biometric key is legitimate.
To do so, the trusted key authority 320 stores a list of codes
for legitimate biometric keys .... In one embodiment, trusted
key authority 320 can also store a profile associated with
a biometric key.”). Authentication module 310 then sends
a message to application 330 to allow the user access to
the application responsive to a successful authentication by
trusted key authority 320. /d. at 6:17-19.

“Application 330 can be, for example, a casino machine,
a keyless lock, a garage door opener, an ATM machine, a
hard drive, computer software, a web site, a file, a financial
account ... and the like.” Ex. 1001, 6:21-26. Trusted key
authority 320 can be operated by an agent, such as “a
government official, a notary, and/or an employee of a third
party which operates the trusted key authority, or another
form of witness.” Id. at 7:33-36. “The agent can follow
standardized procedures such as requiring identification
based on a state issued driver license, or a federally issued
passport in order to establish a true identity of the user.” /d.
at 7:36-39.
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D. Hllustrative Claim

Challenged claims 1 and 9 of the “$3 Fatent are independent.
Claims 2-8 and 10-12 depend directly or indirectly from
claim 1, although the language of certain claims suggests
that the Patentee may have intended certain claims to have
different dependencies. See Pet. 34 (taking no position
regarding potential indefiniteness due to the dependencies).
Claims 13-18 also issued with the "$63 Paic
challenged.

¥, but are not

ot

*3 Claim 1 recites (with letter designations used in the
Petition (Pet. iv) to refer to the various limitations):

1. A method comprising;
[A] persistently storing biometric data of a legitimate user
and an ID code on an integrated device;
[B] responsive to receiving a request for a biometric
verification of a user, receiving, from a biometric sensor,
scan data from a biometric scan performed by the biometric
Sensor;

Claim(s) Challenged 35U.S.C. §
e 103(a)1 .........
S 103(a)
argfo 103

II. ANALYSIS

A. Discretionary Denial Under 35 ¥5.¢

Institution of inter partes review is dlscretlonary See

L 3 (“[TThe PTO is permitted, but never compelled,
to institute an [inter partes review (IPR)] proceeding.”
U.S.C. § 314(a) (“The Director may not authorize an inter
partes review to be instituted unless the Director determines
that the information presented in the petition filed under
section 311 and any response filed under saction 3£3 shows
that there is a reasonable likelihood that the petitioner would
prevail with respect to atleast 1 of the claims challenged in the
petition.” (emphasis added)). In the Preliminary Response,
Patent Owner argues that we should exercise our discretion
to deny the Petition in view of the district court case, where
Petitioner previously asserted that we should not exercise our
discretion to deny institution. Prelim. Resp. 4-6; Pet. 13-19.
We need not decide this issue, however, as we determine that
Petitioner has not shown a reasonable likelihood that it would
prevail with respect to at least one of the challenged claims.

[C] comparing the scan data to the biometric data to
determine whether the scan data matches the biometric
data;

[D] responsive to a determination that the scan data

matches the biometric data, wirelessly sending the ID code
for comparison by a third-party trusted authority against
one or more previously registered ID codes maintained by
the third-party trusted authority; and

[E] responsive to receiving an access message from the
third-party trusted authority-indicating that the third-party
trusted authority successfully authenticated the ID code,
allowing the user to complete a financial transaction.

Ex. 1001, 10:11-28.

E. Asserted Grounds of Unpatentability
Petitioner asserts the following grounds of unpatentability
(Pet. 5), supported by the declaration of Dr. Andrew Wolfe
(Ex. 1003) in support of its contentions:

References/Basis

Scottz, Lapsley3

Berardi5, Shreves, Kinoshita7

B. Legal Standards

A claim is unpatentable for obviousness if, to one of ordinary
skill in the pertinent art, “the differences between the subject
matter sought to be patented and the prior art are such that
the subject matter as a whole would have been obvious at
the time the invention was made.” :
583 1S 398, 406 (quotmg 333U8EC 8 {a

1). The question of 0bv10usness is resolved on the ba51s
of underlying factual determinations, including “the scope
and content of the prior art”; “differences between the prior
art and the claims at issue”; and “the level of ordmary skill in
the pertinent art.”
18 {1965}, Additionally, secondary con51derat10ns such as
“commercial success, long felt but unsolved needs, failure of

others, etc., might be utilized to give light to the circumstances
surrounding the origin of the subject matter sought to be
patented. As indicia of obviousness or nonobviousness, these
inquiries may have relevancy.” Id. When conducting an
obviousness analysis, we consider a prior art reference “not
only for what it expressly teaches, but also for what it fairly
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suggests t
Feod, Cix 20109 (c1tatlon ornrtted)

*4 A patent claim
demonstrating that each of its elements was, independently,
known in the priorart.” I8 at418. Anobviousness
determination requires finding “both ‘that a skilled artisan
would have been motivated to combine the teachings of
the prior art references to achieve the claimed invention,
and that the skilled artisan would have had a reasonable

9% ¥o.¢

“is not proved obvious merely by

R
KSR, S30 U

expectatlon of success in domg SO.

(c1tanon omltted) See KSR, 33 # 418 (foran
obviousness analysis, “it canbe 11nportant to identify a reason
that would have prompted a person of ordinary skill in the
relevant field to combine the elements in the way the claimed
new invention does™).

e
(SR AR Ao )

“Although the KSR test is flexible, the Board ‘must still be
careful not to allow hindsight reconstruction of references ...
without any explanation as to sow or why the references
would be combined to produce the claimed 1nventron’ ?

3 HGSS, 1868 (Fad, Oie

M3 16} (citation omitted). Further an assertion of obviousness
“cannot be sustained by mere conclusory statements; instead,
there must be some articulated reasoning with some rational
underprnnrng to support the legal conclusion of obviousness.”

X S atdiy (quotlng i A1 FS 8
\), accord i

S TH

016y (statrng that “conclusory statements
amount to an “insufficient articulation[ | of motivation to
combine”; “instead, the finding must be supported by a
reasoned explanation” ” (citation omitted)); =

T304
R0,

fORIO F g

R 1388 \~ &)
(“To satisfy its burden of proving obviousness, a petltroner
cannot employ mere conclusory statements. The petitioner
must instead articulate specific reasoning, based on evidence
of record, to support the legal conclusion of obviousness.”).

C. Level of Ordinary Skill in theArt
Petitioner argues that at the time of the ‘aterd, a person
of ordinary skill in the art would have had “a bachelor's
degree in computer or electrical engineering (or an equivalent
degree) with at least three years of experience in the field

of encryption and security (or an equivalent).” Pet. 4. Patent
Owner does not address the level of ordinary skill in the art
in its Preliminary Response. Based on the record presented,
including our review of the "®i3
problems and solutions described in the °

ot and the types of

G05 Pate

went and

LR N

cited prior art, we adopt Petitioner's definition of the level
of ordinary skill in the art and apply it for purposes of this
Decision.

D. Claim Interpretation
We interpret the challenged claims

using the same claim construction standard that would be
used to construe the claim in a civil action under 33 1} §.C.
3}, including construing the claim in accordance with
the ordinary and customary meaning of such claim as
understood by one of ordinary skill in the art and the

prosecutlon hlstory pertarmng to the patent.
{ 831} “In determining the meaning
[ ] dlsputed c1a1m lnnrtatron we look principally to the
intrinsic evidence of record, examining the claim language

itself, the written descnptlon, and the prosecutron history, if
in ev1dence &

W03, 10 i (06, Claim terms are
generally given the1r ordlnary and custornary meaning as
would be understood by a person of ordinary skill in the art at
the time of the invention and in the context of the entire patent

dlsclosure 17
Cie 2005 (en banc) “There are only two exceptions to thrs
general rule: 1) when a patentee sets out a definition and acts
as his own lexicographer, or 2) when the patentee disavows

the full scope of a clarm term either in the speclfrcatron or

*5 Petitioner submits that no express interpretations of any
claim terms are necessary to resolve the parties’ dispute and
“the claim terms should be given their plain and ordinary
meaning.” Pet. 7. Patent Owner identifies two claim terms,
“third-party trusted authority” and “access message,” both
recited in independent claims 1 and 9, that it presents as being

edifying, based on Petitioner's Opening Claim Construction
Brief in the district court case (Ex. 2001), and its own
Responsive Claim Construction Brief (Ex. 2002). Prelim.
Resp. 2—4.

Patent Owner points out that Petitioner argued in the
district court case that a “third-party” is “an entity with a
responsibility separate from executing the transaction itself.”
Prelim. Resp. 2 (quoting Ex. 2001, 7). In the district court
case, Petitioner argued that no construction of “third-party
trusted authority” was needed and “[t]he intrinsic evidence
does not suggest a party or component numbered after a
second party.” Ex. 2001, 6-7. This was in response to its
articulation of Patent Owner's position, namely, that a “third-

554



party trusted authority™ is *“[a] third component that provides

a second level of authentication.” 7d. at 6.

Petitioner further argued that “[d]uring prosecution, the
applicant explained a ‘user [ [prov[ing] to the same institution
that authenticates the fingerprint information that the user
is who he purports to be’ does not satisfy the ‘third party’
limitation,” and “[t]he applicant emphasized the prior art
‘disclose[d] two parties: the user and the institution.” ” Ex.
2001, 7 (quoting remarks made by the applicant for a related
patent accompanying an amendment and addressing the same
claim term) (alterations by Petitioner). Petitioner argued
that “the intrinsic evidence suggests ‘third party” relates
to a specific class of entity occupying the aforementioned
particular relationship.” /d. Petitioner then pointed out that
“the [S]pecification [of the related patent] explains the agent
for the trusted authority ‘can be, for example, a government
official, a notary, and/or an employee of a third party which
operates the trusted key authority, or another form of witness.”
” Id. According to Petitioner, “[tJhis ‘witness’ role further
aligns with prosecution history where the applicant explained
‘sending a code to a receiver of a door that the user is trying
to access’ does not satisfy the ‘third party’ limitation.” /d.
(quoting an amendment in the related patent file history).

Petitioner further offered expert testimony in the district court
case to support an argument that “[c]lommon industry use of
“trusted third party’ identifies ‘third party’ as an entity with a
responsibility separate from executing the transaction itself.”
Id. at 7-8 (citing a declaration of Seth James Nielson, Ph.D.
(Ex. 2003 99 70-74) and a book, Cryptographic Libraries
for Developers). Dr. Nielson appears to best articulate the
distinction Petitioner was drawing between a third component
and a third entity: “the [S]pecification, the prosecution
history, and common industry usage all suggest a ‘third party’
refers to an entity outside of the transaction or a witness
thereto rather than a ‘third component.” ” Ex. 2003 q 74.

In light of Petitioner's arguments in the district court case,
Patent Owner contends that the parties “agree that a ‘third-
party trusted authority’ is an institution or entity that is outside
of the multi-party system (user and application or vendor) that
is being authenticated.” Prelim. Resp. 3.

*6 We agree with Patent Owner. The plain meaning of
“third-party trusted authority” suggests an entity or party
separate from the principal parties to a transaction. See, e.g.,
The American Heritage College Dictionary 1433 (4th ed.

2004) (“third party n. ... 2. One other than the principals
involved in a transaction.”) (Ex. 3002).

This is consistent with the description in the Specification.
For example, Figure 3, reproduced above, depicts trusted
key authority 320 as an entity separate from biometric key
100, authentication module 310, and application 330. As the
Specification states, “[tJrusted key authority 320 is a third-
party authority that is present in some embodiments in order
to provide enhanced security.” Ex. 1001, 6:37-39. Examples
of trusted key authorities include “a government official, a
notary, and/or an employee of a third party which operates
the trusted key authority, or another form of witness.” /d.
at 7:33-36. Petitioner's citations to the applicant's statement
during prosecution of the related patent also are consistent
with a third-party trusted authority being an entity separate
from the principal parties to a transaction, as is the declaration
of Dr. Nielson. See Ex. 2001, 6-8; Ex. 2003 Y 70-74. Thus,
we interpret “third-party trusted authority” to mean a trusted
authority that is an entity separate from the parties to a
transaction.

Claim 1 also recites “responsive to receiving an access
message from the third-party trusted authority-indicating that
the third-party trusted authority successfully authenticated the
ID code.” with claim 9 providing a similar recitation. Patent
Owner argues that “[a]n ‘access message’ must be sent by
the ‘third party trusted authority’ ” and the parties “agree
that the ‘access message’ originates from the ‘third-party
trusted authority’ and communicates information regarding
authentication.” Prelim. Resp. 3—4 (citing Ex. 2001, 9). Given
the express requirement in claims 1 and 9 that the access
message be received “from” the third-party trusted authority,
we conclude that no further interpretation of the “access

message” limitations is necessary.”

E. Obviousness Ground Based on Scott and Lapsley
Petitioner contends that claims 1, 3-10, and 12 are
unpatentable over Scott and Lapsley under 33 I8 §
103{x). Pet. 19-34. Patent Owner argues that the Petition fails
to demonstrate that the combination of references teaches or
suggests all elements of the challenged claims. Prelim. Resp.
6-9. We are not persuaded that Petitioner has established a
reasonable likelihood of prevailing on this asserted ground
as to any of the challenged claims. We begin with short
discussions of Scott and Lapsley, and discuss Petitioner's
contentions and Patent Owner's arguments thereafter.
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1. Scott

*7 Scott describes “a portable personal identification device
for providing secure access to a host facility” in which the
device “includes a biometric sensor system capable of sensing
a biometric trait of a user that is unique to the user and
provid|es] a biometric signal indicative thereof.” Ex. 1005,
2:5-8. Figure 1 of Scott, reproduced below, illustrates an
example.

G, 1

Figure 1 is a block diagram of security system 2 that provides
access to host facility 4 (e.g., a bank, store, military base,
computer system, automobile, home security system, or gate).
Id. at 10:1, 24-28.

A registered person carries battery powered personal
identification device (PID) 6 (e.g., similar in size to a hand-
held pager), which includes biometric sensor 11. /d. at 10:28—
11:5. Memory 20 stores an ID code that is set in PID 6
by the manufacturer. /d. at 11:11-13. The owner of PID 6
enrolls into the unit by scanning a finger using biometric
sensor 11 to create an image that is stored as the fingerprint
template in memory 20. /d. at 11:14-20, 15:30-16:6. PID 6
communicates wirelessly via transmission signal 41 with host
facility 4. Id. at 12:14-16.

Host facility 4 is part of host system 30 (e.g., a bank ATM
system or point of sale system), which also includes host
processing unit 32. /d. at 11:31-12:2. “Host processing unit
32 may be located with host facility 4, or may be located at a
remote location, where it may also serve other host facilities
4 in a distributed network 42.” Id. at 12:3-5. “Memory 36
stores ID codes of enrolled individuals who have registered
with host system 30.” /d. at 12:6-7.

Figure 7 of Scott is reproduced below.
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Figure 7 is a flow diagram of a method of accessing a host
facility with a personal identification device. /d. at 10:13-14.
A user with PID 6 approaches host facility 4 (e.g., an ATM)
and transmits the ID code to host receiver module 38, which
passes it to host processing unit 32. /d. at 17:20-27 (steps
100-104). Host processing unit 32 verifies that the received
ID code represents a registered ID code and, if so, the account
or user information is located. /d. at 17:27-30 (steps 106,
110). Host processing unit 32, via transmitter module 40,
sends a random number to PID 6, in response to which PID
6 performs a user verification. /d. at 18:1-4 (steps 112—118).
PID 6 verifies the user's fingerprint when the user places their
finger on platen 15 of biometric sensor 11 by comparing the
fingerprint signal to the stored fingerprint template. /d. at
16:19-29. If PID 6 successfully verifies the user's fingerprint,
PID 6 encrypts the random number and sends it back to host
processing unit 32, which decrypts the random number and
verifies that it matches the random number it sent to PID 6. /d.
at 18:5-14 (steps 120-126). If the random number is a match,
host processing unit 32 grants the user access to host facility
4. 1d. at 18:14-15 (step 128).

2. Lapsley
Lapsley describes “a system and method of using biometrics
for processing electronic financial transactions such as on-
line debit, off-line debit and credit transactions without
requiring the user to directly use or possess any man-made
tokens such as debit or credit cards or checks.” Ex. 1007 9 2.
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*8 Figure 2 of Lapsley. reproduced below, illustrates an
example.

Figure 2 is a block diagram showing the connections among
Party Identification Devices (PIAs) 101, router 202, and
Network Operations Center (NOC) 203. Id. 4 47. Figure 2 is
in the context of a supermarket chain or other multi-lane retail
chain with multiple PIAs 101 connected via an in-store local
area network to local router 202, which is connected to NOC
203 via frame relay lines. /d. 4 98. NOC 203 includes Data
Processing Center (DPC) 204. Id.

Each PIA 101 has a hardware identification code that is
assigned to it and registered with DPC 204 at the time of
manufacture, making the PIA uniquely identifiable to DPC
204 in transmissions from the PIA. /d. 99 85, 161. An entity
uses the PIA hardware identification code to identify itself to
the DPC. /d. 4 158.

Figure 7 of Lapsley is reproduced below.

ELECTROMD

Figure 7 is a flow diagram showing a transaction flow among
the participants in a retail point-of-sale transaction. /d. 9 52,
166.

The customer/payor originates an electronic payment at a
point-of-sale by submitting a bid biometric sample obtained
by a biometric sensor of the PIA controlled by a payee/seller.
1d. 9166-167 (step 702). The PIA determines that the sample
is not fraudulent and sends the sample to the DPC. Id.
167. The payor enters a PIN code into the PIA, and the PIA
transmits the biometric data, PIN, and hardware identification
code of the PIA to the DPC. /d. 9§ 168 (step 720). The DPC
identifies the payor using the biometric sample, retrieves a
list of financial accounts that the payor has registered with
the system, and transmits the list to the PIA. /d. (steps 706,
708). The DPC identifies the payee using the PIA hardware
identification code. /d. 4 166, 168. The payor selects a
financial account at the PIA, and the PIA transmits the
financial information to the payee's in-store payment system
(e.g., point-of-sale terminal or electronic cash register). /d.
99 169-170. The in-store payment system authorizes the
transaction. /d. 9 170.

3. Claim 1
Petitioner argues that Scott and Lapsley collectively teach
all of the limitations of claim 1. Pet. 19-26. With respect
to the preamble of claim 1, Petitioner contends that Scott
teaches a method of verifying a user during authentication of
an integrated device (i.e., PID 6). Id. at 19.

With respect to limitation A, Petitioner argues that Scott
teaches persistently storing “biometric data of a user” in
memory 20 of PID 6 and persistently storing a plurality
of codes and other data values including an ID code that
uniquely identifies PID 6, where the ID code may be set by the
device manufacturer and can be the device serial number. Pet.
20-21 (citing Ex. 1005 4:1-18, 6:28-7:23, 8:13-22, 11:11-
20, 13:10-15, 15:30-16:6, 19:30-32).

With respect to limitation B, Petitioner argues that Scott
discloses receiving a request for a biometric verification of the
user by pressing a “verify” button on PID 6, and in response
to this request, PID 6 can receive scan data from a biometric
scan, such as a fingerprint scan from the user placing a finger
on platen 15, a voice biometric scan, “or any other type of
biometric scan.” Pet. 21-22 (citing Ex. 1005, 3:21-32, 16:19—
29, Fig. 4A).

With respect to limitation C, Petitioner argues that Scott
discloses that after receiving the biometric scan data, PID 6
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compares the received biometric scan data (e.g., voice, iris, or
fingerprint biometric) to a stored biometric template in order
to verify the user's identity. Pet. 22 (citing Ex. 1005, 15:30—
16:29).

*9 With respect to the first portion of limitation D, Petitioner
relies on the teachings of Scott. Pet. 22-23. As to the
limitation of “responsive to a determination that the scan
data matches the biometric data, wirelessly sending the ID
code,” Petitioner contends that, in response to the comparison
discussed in connection with limitations B and C above,
Scott's PID 6 wirelessly transmits to host facility 4 “an
encrypted message with [the] ID code and other data such as a
synchronization counter.” /d. (citing Ex. 1005, 4:6-18, 5:22—
6:24, 6:28-7:23).

With respect to the second portion of limitation D, namely
“for comparison by a third-party trusted authority against one
or more previously registered ID codes maintained by the
third-party trusted authority,” Petitioner contends that “Scott
discloses that the third-party trusted authority host processing
unit 32 stores a list that includes an ID code and a public
key for each registered PID 6,” and host processing unit
32 compares the device ID code received from PID 6 to
this list to authenticate PID 6 as a legitimately registered
device. Id. at 23-24 (citing 5:10-21, 6:11-21, 7:24-8:4, 8:18—
22; 9:23-25, 11:12-13, 12:6-13, 13:10-15, 19:18-20, 30—
32, Fig. 1). Although not cited in the Petition, Dr. Wolfe
repeats these arguments in his testimony. See Ex. 1003 9 45.
Petitioner and Dr. Wolfe thus identify Scott's host processing
unit 32 as corresponding to the claimed “third-party trusted
authority.” Also, in its analysis of limitation E of claim 1,
Petitioner makes clear that host facility 4 is the application
(e.g., key card entry, ATM machine, garage door opener) that
is accessed when the transaction is completed. Pet. 26 (citing
Ex. 1005, 17:20-18:19, 5:10-21, 8:5-12).

Patent Owner argues that “host processing unit 32 is part
of the system being accessed—it is not a third party.”
Prelim. Resp. 7 (citing Ex. 1005, 11:24-25, 11:30-12:1).
As explained above, a “third-party trusted authority” is a
trusted authority that is an entity separate from the parties to a
transaction. See supra Section I1.D. Scott describes both host
processing unit 32 (the alleged “third-party trusted authority™)
and host facility 4 (the alleged application to be accessed
by the user, “selected from a group consisting of a casino
machine, a keyless lock, a garage door opener, an ATM
machine, a hard drive, computer software, a web site and a
file”) as part of a single entity, host system 30. Ex. 1005,

11:31-12:5 (“Host facility 4 is part of a host system 30.
Host system 30 will typically be bank ATM systems, point
of sale systems, and the like. Host system 30 also includes a
host processing unit 32, which has a processor circuit 34 and
memory 36 .... Host processing unit 32 may be located with
host facility 4, or may be located at a remote location, where it
may also serve other host facilities 4 in a distributed network
42.”). As such, host processing unit 32, because it is not an
entity separate from host facility 4, is not a third-party trusted
authority.

Petitioner further argues that, “[tjo the extent [that Patent
Owner] argues that Scott's host processing unit 32 is not a
third-party trusted authority, Lapsley ... provides additional
disclosure rendering this feature of the limitation obvious to
a [person of ordinary skill in the art].” Pet. 24. Petitioner
contends that Lapsley's DPC is a trusted third-party authority
that receives biometric data and a hardware identification
code from a PIA and uniquely identifies the PIA by finding
the identification code on a list the DPC maintains. /d. at 24—
25 (citing Ex. 1007 99 54, 82, 85, 103, 104, 158, 161, 166—
168).

*10 Relying on Dr. Wolfe's testimony, Petitioner argues that
a person of ordinary skill in the art
would have been motivated to modify Scott's system such
that authentication is performed by an external third-party
trusted authority possessing a list of device ID codes that
uniquelly] identify legitimate PIDs, as taught in Lapsley,
to improve efficiency and flexibility of the system by
consolidating ID codes to a central location at a secure
third-party agent.
Pet. 25 (citing Ex. 1003 947). Dr. Wolfe repeats this argument
in his testimony, but does not state the basis for his opinion,

rendering it of little value. See 37 CF ¥ § 42.63{a;. Citing
to Lapsley, Petitioner argues that an ordinarily skilled artisan
“would have recognized the benefit in reducing the risk
of fraud by improving security and authentication by using
a trusted third-party agent to verify devices involved in a
transaction.” Id. (citing Ex. 1007 49 8, 9, 27, 29). Petitioner
argues that an ordinarily skilled artisan “would have further
understood that it was common to have an ATM that is not
owned by abank use the bank as a third party for authorization
and it was common for a store to use a bank or credit
card exchange as a third party for authorization.” /d. at 26.
Petitioner does not cite any evidence for this argument.

Patent Owner responds that “Lapsley's DPC is part of the
system providing access to a user's registered financial
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accounts, i.e., a cloud based digital wallet—not a third party
trusted authority.” Prelim. Resp. 8 (citing Ex. 1007 9§ 102,
138, 139). Patent Owner contends that, “[i]n Lapsley, instead
of using a personal fob or phone to access the DPC digital
wallet, the user utilizes a Party Identification Apparatus
located at a store.” Id. at 8-9 (citing Ex. 1007 9 167-169).
According to Patent Owner, “[a]s the DPC is accessed with
the PIA to retrieve a list of user financial accounts stored
in the DPC, the DPC must be the system being accessed/
authenticated. Consequently, Lapsley's DPC is not what the
Petitioner and Patent Owner agree constitutes a “third-party
trusted authority.” ” /d. at 9.

We agree with Patent Owner. Petitioner has not explained
sufficiently why Lapsley's DPC is a third-party trusted
authority, what entities the DPC is a third-party relative to,
or what application the user is being permitted to access
in the asserted combination. As Patent Owner points out,
the DPC appears to be what is being accessed, as the
payee and payor, with the PIA, access a list of financial
accounts from the DPC. See id. at 8-9; Ex. 1007 Y 167-
170. Here, the DPC is the resource to be accessed, but it is
a party to the transaction, rather than a third party. This is
similar to the situation Petitioner argues that the applicant
distinguished during prosecution: “[d]uring prosecution, the
applicant explained a ‘user [ [prov[ing] to the same institution
that authenticates the fingerprint information that the user
is who he purports to be’ does not satisfy the ‘third party’
limitation.” See Ex. 2001, 7 (quoting remarks made by the
applicant during prosecution of the related patent (alterations
by Petitioner)).

*11 Petitioner's reasons to combine also are conclusory
and unsupported by persuasive evidence. In particular, Dr.
Wolfe merely repeats Petitioner's arguments in his testimony,
without further explaining them or identifying the basis for

his opinions.’" See Ex. 1003 9 48. We agree with Patent
Owner that Petitioner has not shown that Lapsley teaches a
“third-party trusted authority” or that a skilled artisan would
have had reasons, with rational underpinning, to combine the
teachings of Scott and Lapsley.

Because Petitioner does not show persuasively that either
Scott or Lapsley teaches a “third-party trusted authority,” as
recited in claim 1, or that an ordinarily skilled artisan would
have combined the teachings of those references, Petitioner
has not shown sufficiently that Scott and Lapsley teach
limitation D:

responsive to a determination that the scan data matches
the biometric data, wirelessly sending the ID code for
comparison by a third-party trusted authority against one
or more previously registered ID codes maintained by the
third-party trusted authority.

Petitioner's ground fails for an additional reason as well. The
claim plainly requires that the access message be received
“from the third-party trusted authority,” per limitation E.

Petitioner argues that “in response to authentication of the
received ID code by comparing it to a stored ID code, the
receiver module 26 of PID 6 receives a random number signal
from [host processing unit 32] that enables access to a secure
resource.” Pet. 26 (citing Ex. 1005, 5:10-21, 8:5-12, 17:20-
18:19). Petitioner does not provide any further explanation as
to why Scott's host processing unit 32 allegedly constitutes
a “third-party trusted authority.” See id. Nor does Petitioner
mention Lapsley, or the combined teachings of Scott and
Lapsley, in addressing limitation E of claim 1. See id. Because
Petitioner has not shown sufficiently that host processing
unit 32 is a “third-party trusted authority,” Petitioner likewise
has not established that Scott's random number signal is an
“access message [sent] from the thirdparty trusted authority-
indicating that the third-party trusted authority successfully
authenticated the ID code,” as recited in limitation E of claim
1. See Prelim. Resp. 9.

Therefore, Petitioner has not shown a reasonable likelihood
of prevailing on its assertion that claim 1 is unpatentable over
Scott and Lapsley.

4. Claims 3-10 and 12

Independent claim 9 recites the same elements of independent
claim 1, discussed above, that we determine that Petitioner's
Petition has not shown according to this ground of
unpatentability. See Ex. 1001, 10:54-11:3. Claims 3-8 and
10-12 ultimately depend from claim 1. For the reasons
explained above regarding claim 1, Petitioner has not showna
reasonable likelihood of prevailing on its assertion that claims
3-10 and 12 are unpatentable over Scott and Lapsley.

F. Obviousness Ground Based

on Scott, Lapsley, and Robinson
Petitioner contends that claims 2 and 11 are unpatentable
over Scott, Lapsley, and Robinson under 35 U/.53.{. § 183{a).

Pet. 34-36. Claims 2 and 11 ultimately depend from claim
1. Petitioner does not argue that the additional reference
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(Robinson) teaches the missing limitations of parent claim
1, as discussed above. See id. Accordingly, for the reasons
explained above, Petitioner has not shown a reasonable
likelihood of prevailing on its assertion that claims 2 and 11
are unpatentable.

G. Obviousness Ground Based on
Berardi, Shreve, and Kinoshita
*12 Petitioner contends that claims 1, 3-7, 9, 10, 12 are
unpatentable over Berardi, Shreve, and Kinoshita under 33
1.8 § 183¢{a), citing the testimony of Dr. Wolfe as support.
Pet. 3646 (citing Ex. 1003).

Petitioner's allegations and citations to Berardi do not
correspond to the disclosure of that reference. See Prelim.
Resp. 10 (“With regard to Berardi, Petitioner references
clements and paragraphs not contained within Berardi at all,

S i
i.e.,inerror.”).’

For example, in alleging that Berardi teaches “responsive
to a determination that the scan data matches the biometric
data, wirelessly sending the ID code for comparison by a
third-party trusted authority against one or more previously
registered ID codes maintained by the third-party trusted
authority,” as recited in limitation D of claim 1, Petitioner
argues that “issuer system 1010 [that] includes an issuer
account server (IAS) 1014 that processes fob identifying
information,” of Berardi, corresponds to the claimed “third-
party trusted authority.” Pet. 38-39 (citing Ex. 1010, 10:56—
11:12, 22:1-41, 28:50-67). Berardi does not describe an
“issuer system 1010 or “issuer account server (IAS) 1014.”
The cited material in columns 10 and 11 is inapposite (and
does not discuss issuer system 1010 or IAS 1014), Berardi
ends its disclosure at line 30 (not line 41) of column 22, and
column 28 does not exist in Berardi. Additionally, following
the normal numbering of elements in patent drawings, the
highest number referenced in Berardi is “906,” short of the
elements “1010” and “1014,” discussed by Petitioner.

Also in its analysis of limitation E of claim 1, Petitioner states
that Berardi discloses that “in response to authentication of
the received identifying information of the fob 102, the POS
device 110 may send ‘an optical and/or audible transaction
status message’ to the RFID reader 104 for communication
directly with the customer.” Pet. 40—41 (citing Ex. 1010,
20:51-62, Fig. 8). Column 20, lines 51-62 of Berardi
encompass a portion of claim 1 of Berardi, and the cited
section does not discuss POS Device 110. Figure 8 of Berardi

provides a flow diagram of an exemplary payment/transaction
process, but does not detail sending an optical and/or audible
message, as Petitioner alleges. We conclude that Petitioner did
not simply misidentify or mislabel the components of Berardi
it sought to reference.

There are numerous similar errors. For example, Petitioner
relies on column 28, lines 50-67, which does not exist in
Berardi, for limitations A, B and D of claim 1. See Pet. 37-39.
Petitioner's citation to column 12, lines 36—41 in its analysis
of limitation B of claim 1 does not correspond to biometric
information, or anything else we can discern to be relevant
to these limitations. See id. at 38. Instead, it discusses RFID
reader 104 authenticating fob 102. Ex. 1010, 12:36—41. We do
not intend to list all such errors here. We decline to speculate
as to what Petitioner might have intended to cite. The result
of the errors in the Petition is that we are unable to understand
Petitioner's allegations and Patent Owner cannot fairly be said
to be on notice of Petitioner's challenge based on Berardi.

*13 Petitioner contends that (1) to the extent Berardi
fails to teach limitation D of claim 1, Shreve provides
additional disclosure; and (2) to the extent Berardi fails to
teach limitation E of claim 1, Kinoshita provides additional
disclosure. Pet. 39—41. However, because Petitioner has not
sufficiently explained its allegations as to Berardi, it is
impossible to understand Petitioner's proposed combination
with Shreve and Kinoshita. Moreover, as explained above,
Petitioner's arguments regarding limitations A, B, D, and
E of claim 1 are based largely on material that does not
exist in Berardi. Thus, even if we were able to discern
Petitioner's arguments for limitations A, B, D, and E of claim
1, Petitioner's cited evidence does not support its allegations
for other elements of claim 1.

Petitioner's allegations for independent claim 9 largely track
or refer back to its analysis of claim 1 and, thus, suffer from
the same defects. See Pet. 44—46. Petitioner's allegations for
dependent claims 3—7, 10, and 12 do not shed any additional
light on what Petitioner might have intended for claim 1,
and instead largely cite irrelevant or non-existent material in

Berardi. Id. at 42-44, 46.'*

In sum, we cannot discern Petitioner's allegations of
obviousness based on Berardi, Shreve, and Kinoshita, nor
can we say Patent Owner is on notice of those allegations.
Accordingly, Petitioner has not shown a reasonable likelihood
of prevailing on its assertion that claims 1, 3-7, 9, 10, 12 are
unpatentable over Berardi, Shreve, and Kinoshita.
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Based on the arguments presented in the Petition, we conclude

IV. ORDER
In consideration of the foregoing, it is hereby:

III. CONCLUSION

that Petitioner has not demonstrated a reasonable likelihood

of prevailing with respect to at least one claim of the %43
nt challenged in the Petition. Therefore, we do not

Pat

ORDERED that the Petition is denied and no infer partes
review is instituted.

institute an inter partes review.

Footnotes

1

©

s

+ 4
L

The Leahy-Smith America Invents Act, Fu 25 Stat. 284
Because the challenged claims of the "&G

AlA amendment, we refer to the pre-AlA version of &

-39, } ("AlA”), amended 38 U8
have an effectlve filing date before the effective date of the appllcable
5.0, § 138, See Ex. 1001, codes (22), (60).

3

8 103,
SN Ve

International Patent Application Publication No. WO 99/56429, published Nov. 4, 1999 (Ex. 1005, “Scott”); when
referencing portions of Scott, we refer to the original publication's page numbers in the top-center of each page (not the
page numbers added by Petitioner in the lower-right corner of each page), consistent with the parties’ usage in their
papers.

\i, published Apr. 26, 2001 (Ex. 1007, “Lapsley”).

A1, published Sept. 18, 2003 (Ex. 1008, “Robinson”).

2, filed July 9, 2002, issued July 3, 2007 (Ex. 1010, “Berardi”).

S580 A1, published Aug. 15, 2002 (Ex. 1012, “Shreve”).

Z A1, published Mar. 20, 2003 (Ex. 1013, “Kinoshita”).

In its responsive brief, Patent Owner changed its position with respect to the terms “third-party trusted authority” and
“agent” to “[n]o construction needed” and stated that it “no longer seeks to submit th[e] term[s] for construction.” Ex. 2002,
12. The district court did not construe the terms. Ex. 3001.

Petitioner argued in the district court case that the limitations mean “[rJeceiving a signal from the agent permitting a user
to access an application,” Patent Owner argued that no construction was necessary and the phrases should be given
their plain and ordinary meaning, and the district court determined that no construction was necessary. Ex. 3001, 3.

Moreover, as explained below, the entirety of Dr. Wolfe's testimony lacks credibility and is entitled to little or no weight.
See infra Section II.G.

Patent Owner notes that Petitioner's errors “make[ ] it difficult to ascertain Petitioner's argument[s],” but argues that “a full
reading of Berardi makes clear that it fails to disclose a ‘third-party trusted authority.” ” Prelim. Resp. 10. Patent Owner
then presents substantive arguments as to Berardi, Shreve, and Kinoshita. /d. at 10-15. We deny the Petition as to this
ground based on Petitioner's failure to present an understandable case as to Berardi and do not reach Patent Owner's
additional arguments.

We also express concern with Dr. Wolfe's testimony. Paragraphs 71-97 of his declaration (Exhibit 1003) appear to be a
near carbon copy of pages 36—46 of the Petition, and include the Petition's citations to obviously incorrect or non-existent
material in Berardi. These circumstances suggest a lack of attention, as even a cursory review would have shown that his
testimony regarding Berardi includes numerous references to irrelevant or non-existent material, rendering that testimony
not useful. This is not an instance of one or even a few inadvertent errors that might go missed upon a diligent review.
The entirety of Dr. Wolfe's testimony regarding Berardi is defective on its face. For these reasons, the entirety of Dr.
Wolfe's testimony lacks credibility and is entitled to little or no weight.
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Request User Scan
810
Receive Scan Data From A Subject
0

Verification

| Tho Susject Is Verified ‘

As The Rogistered User
40

Abstract ~
fr
S@tems and methods verifying a user during authentication of an integrated device. In one embodiment, the system includes an integrated device and an authentication
unit. The integrated device stores biometric data of a user and a plurality of codes and other data values comprising a device ID code uniquely identifying the integrated
device and a secret decryption value in a tamper proof format, and when scan data is verified by comparing the scan data to the biometric data, wirelessly sends one or
more codes and other data values including the device ID code. The authentication unit receives and sends the one or more codes and the other data values to an agent
for authentication, and receives an access message from the agent indicating that the agent successfully authenticated the one or more codes and other data values and
allows the user to access an application.

Original

Claims

1r|.:.1\ method comprising: persistently storing biometric data of a legitimate user and an ID code on an integrated device; responsive to receiving a request for a
biometric verification of a user, receiving, from a biometric sensor, scan data from a biometric scan performed by the biometric sensor; comparing the scan data to the
biometric data to determine whether the scan data matches the biometric data; responsive to a determination that the scan data matches the biometric data,
wirelessly sending the ID code for comparison by a third-party trusted authority against one or more previously registered ID codes maintained by the third-party
trusted authority; and responsive to receiving an access message from the third-party trusted authority-indicating that the third-party trusted authority successfully
authenticated the ID code, allowing the user to complete a financial transaction.

2. The method of claim 1, further comprising: registering an age verification for the user in association with the ID code.

3. The method of claim 1, wherein an indication that the biometric verification was successful is sent with the ID code.
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4. The method of claim 1, wherein the biometric data includes data from one or more of a fingerprint, palm print, a retinal scan, an iris scan, a hand geometry, a facial
recognition, a signature recognition and a voice recognition.

5. The method of claim 1, wherein the integrated device comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming device, watch and a key
fob.

6. The method of claim 1, wherein completing the financial transaction includes accessing an application.

7. The method of claim 1, wherein completing the financial transaction includes accessing one or more of a casino machine, a keyless lock, an ATM machine, a web
site, a file and a financial account.

8. The method of claim 1, further comprising: responsive to determining the action does not require biometric verification, receiving a request for the ID code without
a request for biometric verification; and responsive to receiving the request for the ID code without a request for biometric verification, sending the ID code for
authentication without requesting the scan data.

9. An integrated device comprising: a persistent storage media that persistently stores biometric data of a user and an ID code; a validation module, coupled to
communicate with the persistent storage media, that receives scan data from a biometric scan for comparison against the biometric data, and that sends the ID code
for comparison by a third-party trusted authority against one or more previously registered ID codes maintained by the third-party trusted authority; and a radio
frequency communication module that receives an access message from the third-party trusted authority indicating that the third-party trusted authority successfully
authenticated the ID code sent to the third-party trusted authority based on the comparison of the ID code and allowing the user to—complete a financial transaction.

10. The integrated device of claim 7, wherein the ID code is transmitted to the third-party trusted authority over a network.
11. The integrated device of claim 7, wherein an age verification is registered in association with the ID code.

12. The integrated device of claim 7, wherein the integrated device comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming device, watch
and a key fob.

13. A system, comprising: an integrated hardware device that persistently stores biometric data of a legitimate user and an ID code in the integrated hardware device,
and that wirelessly sends the—ID code; an authentication circuit that receives the ED code and sends the ID code to a third-party trusted authority for authentication,
and that receives an access message from the third-party trusted authority indicating that the third-party trusted authority successfully authenticated the ID code and
allows the user to complete a financial transaction; and the third-party trusted authority operated by a third party, the third-party trusted authority storing a list of
legitimate codes and determining the authentication of the ID code received based on a comparison of the ID code received and the legitimate codes included in the
list of the legitimate codes.

14. The system of claim 11 wherein the integrated hardware device receives an authentication request from the authentication circuit, and in response, requests a
biometric scan from a user to generate scan data and, when the integrated hardware device cannot verify the scan data as being from the legitimate user, the
integrated hardware device does not send the ID code.

15. The system of claim 11, wherein the integrated hardware device comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming device,
watch and a key fob.

16. The system of claim 11, wherein the biometric data includes data based on one or more of a fingerprint, palm print, a retinal scan, an iris scan, a hand geometry, a
facial recognition, a signature recognition and a voice recognition.

17. The system of claim 11, wherein completing the financial transaction includes accessing one or more of a casino machine, a keyless lock, an ATM machine, a web
site, a file and a financial account.

18. The system of claim 11, wherein completing the financial transaction includes accessing an application.
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CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims priority, under 35 U.S.C. 8120, to U.S. patent application Ser. No. 13/710,109 filed Dec. 10, 2012 and entitled “Biometric Personal
Data Key (PDK} Authentication” which claims priority to U.S. patent application Ser. No. 11/314,199, filed Dec. 20, 2005 and entitled “Biometric Personal Data Key (PDK}
Authentication,” which claims the benefit of U.S. Provisional Application No. 60/637,538, filed on Dec. 20, 2004, and of U.S. Provisional Application No. 60/652,765, filed
on Feb. 14, 2005, the entire contents of which are hereby incorporated by reference.

FIELD OF THE INVENTION

[0002] The present invention relates generally to computerized authentication, and more specifically, to an authentication responsive to biometric verification of a user
being authenticated.

BACKGROUND

[0003] Conventional user authentication techniques are designed to prevent access by unauthorized users. One technique is to require a user being authenticated to
provide secret credentials, such as a password, before allowing access. Similarly, a PIN number can be required by an ATM machine before allowing a person to
perform automated bank transactions. A difficulty with this technique is that it requires the user to memorize or otherwise keep track of the credentials. A uses often
has multiple sets of credentials (e.g., passwords and PINs} and it can be quite difficult to keep track of them all.

[0004] Another technique that does not require the user to memorize credentials is to provide the user with an access object such as a key (e.g., an electronic key) that
the user can present to obtain access. For example, a user can be provided with a small electronic key fob that allows access to a building or other secured location. A
difficulty with using access objects is that authentication merely proves that the access object itself is valid; it does not verify that the legitimate user is using the access
object. That is, illegitimate user can use a stolen access object to enter a secured location because the user's identity is never checked.

[0005] Some hybrid authentication techniques require the user to provide both an access object and credentials. The user is authenticated only upon providing both
items. Of course, this solution does not resolve the problem of making the user memorize credentials.

[0006] Therefore, there is a need for systems and methods for verifying a user that is being authenticated that does not suffer from the limitations described above.
Moreover, the solution should ease authentications by wirelessly providing an identification of the user.

SUMMARY

[0007] The present invention addresses the above needs by providing systems and methods for authentication responsive to biometric verification of a user being
authenticated. In one embodiment, an integrated device includes a persistent storage to persistently stores a code such as a device identifier (ID) and biometric data
for a user in a tamper-resistant format, and a verification module, in communication with the persistent storage, to receive scan data from a biometric scan for
comparison against the biometric data, and if the scan data matches the biometric data, wirelessly sending a code for authentication.

[0008] In one embodiment, a method for verifying a user during authentication of an integrated device, includes persistently storing biometric data for the user in a
tamper-resistant format; responsive to receiving a request for biometric verification of the user, receiving scan data from a biometric scan; comparing the scan data to
the biometric data to determine whether the data match; and responsive to a determination that the scan data matches the biometric data, wirelessly sending a code
for authentication.

[0009] Other embodiments include corresponding systems, apparatus, and computer programming products, configured to perform the actions of the methods,
encoded on computer storage devices. These and other embodiments may each optionally include one or more of the following features. For instance the operations
further include registering an age verification for the user in association with the code. For instance the operations further include establishing a secure
communication channel prior to sending the code for authentication. For instance the operations further include receiving a request for the code without a request for
biometric verification, and responsive to receiving the request for the code without a request for biometric verification, sending the code without requesting the scan
data. For instance, the features include: the code is registered with a trusted authority, and the code can be authenticated to a third party by the trusted authority; the
code uniquely identifies the integrated device; the code indicates that the biometric verification was successful; persistently storing biometric data includes
permanently storing biometric data; the biometric data and the scan data are both based on a fingerprint scan by the user, an LED to be activated for requesting the
biometric scan.

[0010] In one embodiment, a method for authenticating a verified user, includes receiving a code associated with a biometrically verified user; requesting
authentication of the code; receiving an authentication result; and in response to the authentication result being positive, providing access to an application.

[0011] In one embodiment, a system includes an integrated device (e.g. a biometric key) to store biometric data for a user in a tamper resistant format, and if scan data
can be verified as being from the user by comparing the scan data to the biometric data, wirelessly sending a code; and an authentication module to receive the code
and send the code to a trusted authority for authentication, and responsive to the code being authenticated, allowing the user to access an application.

[0012] Other embodiments include corresponding systems, apparatus, and computer programming products, configured to perform the actions of the methods,
encoded on computer storage devices. These and other embodiments may each optionally include one or more of the following features. For instance, the operations
further include registering the code with a trusted authority, wherein requesting authentication of the code includes providing the code to the trusted authority and
wherein receiving an authentication result comprises receiving the authentication result from the trusted authority. For instance the operations further include
registering a date of birth or age with the trusted authority. For instance the operations further include establishing a secure communications channel with an
integrated device, wherein the code associated with the biometrically verified user is received from the integrated device. For instance the features include: the
integrated device receives an authentication request from the authentication module, and in response, requests a biometric scan from the user to generate the scan
data; when the integrated device cannot verify the scan data as being from the user, it does not send the code.

[0013] Advantageously, user authentication is bolstered with highly reliable biometric verification of the user in an integrated device. Furthermore, a keyless
environment relieves authorized users from having to memorize credentials, and of having to physically enter credentials or keys. In addition, the integrated device
can be authenticated for an application that is open to the public (i.e., in an open loop system).

[0014] The features and advantages described in the specification are not all inclusive and, in particular, many additional features and advantages will be apparent to
one of ordinary skill in the art in view of the drawings, specifications, and claims. Moreover, it should be noted that the language used in the specification has been
principally selected for readability and instructional purposes and may not have been selected to delineate or circumscribe the inventive matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] The teachings of the present invention can be readily understood by considering the following detailed description in conjunction with the accompanying
drawings.
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[0016] FIG. 1 is a schematic diagram illustrating a biometric key for providing authentication information for a biometrically verified user according to one embodiment
of the present invention.

0017] FIG. 2 is a block diagram illustrating functional modules within the biometric key according to one embodiment of the present invention.

0018] FIG. 3 is a block diagram illustrating a system for providing authentication information for a biometrically verified user.

[f
[f
[0019] FIG. 4 is a flow chart illustrating a method for providing authentication information for a biometrically verified user.
[0020] FIG. 5 is a flow chart illustrating a method for enrolling biometric data of the user with the biometric key.

[f

0021] FIG. 6 is a flow chart illustrating a method for verifying a subject presenting the biometric key according to one embodiment of the present invention.

[0022] FIG. 7 is a flow chart illustrating a method for authenticating a verified user of the biometric key according to one embodiment of the present invention.

DETAILED DESCRIPTION

[0023] Systems and methods for authentication responsive to biometric verification of a user being authenticated are described. Generally, biometric verification uses
biometric data to ensure that the user of, for example, a biometric key, is the person registered as an owner. Biometric data is a digital or analog representation of
characteristics unique to the user's body. For example, a fingerprint of a subject can be compared against previously-recorded biometric data for verification that the
subject is the registered owner of the biometric key. Then, the biometric key itself can be authenticated.

[0024] Although the embodiments below are described using the example of biometric verification using a fingerprint, other embodiments within the spirit of the
present invention can perform biometric verification using other types of biometric data. For example, the biometric data can include a palm print, a retinal scan, an
iris scan, hand geometry recognition, facial recognition, signature recognition, or voice recognition.

[0025] FIG. 1 is a schematic diagram illustrating an example of a biometric key 100 for providing authentication information for a biometrically verified user according
to one embodiment of the present invention. In one embodiment, the biometric key 100 comprises a frame 110, a scan pad 120, and an LED 130. In one embodiment,
biometric key 100 has a small form factor (e.g., the size of an automobile remote control} such that it can be unobtrusively carried by a user. In one embodiment, the
biometric key 100 is integrated into another object or device. A device having an integrated biometric key 100 is occasionally referred to herein as an “integrated
device.” For example, in one embodiment, the biometric key 100 is integrated into a mobile phone (e.g. a cellular phone or smartphone}, tablet, laptop, mp3 player,
mobile gaming device, watch, key fob or other mobile device, thereby making the biometric key 100 unobtrusive to carry.

[0026] Frame 110 can be formed by plastic, metal or another suitable material. Frame 110 is shaped to secure scan pad 120, and includes a perforation for attachment
to, for example a key chain or clip. In one embodiment, frame 110 is formed from a unitary molding to protect biometric data. Accordingly, frame 110 cannot be
opened to expose the underlying components unless it is broken.

[0027] Scan pad 120 can be, for example, an optical scanner using a charge coupled device, or a capacitive scanner. Scan pad 120 can be sized to fit a thumb or other
finger. Biometric key 100 of the present embodiment includes LED 130 that lights up to request a fingerprint scan from a user. In one embodiment, LED 130 can also
confirm that user verification and/or authentication has completed.

[0028] Biometric key 100 can authenticate a user for various purposes. For example, biometric key 100 can allow keyless entry into homes and autos. In another
example, biometric key 100 can log a user onto a computer system or point of sale register without typing in credentials. In still another example, biometric key 100
can verify that an enrolled user is above a certain age (e.g., before allowing access to a slot machine in a casino). In some embodiments, biometric key 100 operates
without biometric verification, and request a fingerprint scan from a user only when biometric verification is needed for the particular use.

[0029] FIG. 2 is a block diagram illustrating biometric key 100 according to one embodiment of the present invention. Biometric key 100 comprises control module 210,
biometric portion 220, RF communication module 230, persistent storage 240, and battery 250. Biometric key 100 can be formed from a combination of hardware and
software components as described above. In one embodiment, biometric key 100 comprises a modified key fob.

[0030] Control module 210 coordinates between several functions of biometric key 100. In one embodiment, control module 210 provides a verification code upon
successful verification of the user. More specifically, once biometric portion 220 indicates that a fingerprint scan matches biometric data that was collected during
enrollment, control module 210 can trigger RF communication module 230 for sending a code indicating that the user was verified. In another embodiment, control
module 210 can work in the opposite direction by detecting a request for verification from RF communication module 230, and then requesting verification of the user
from biometric portion 210. Note that control module 210 of FIG. 2 is merely a grouping of control functions in a central architecture, and in other embodiments, the
control functions can be distributed between several modules around biometric key 100.

[0031] Biometric portion 220 comprises enrollment module 222, validation module 224, and biometric data base 226. In one embodiment, enrollment module 222
registers a user with biometric key 100 by persistently storing biometric data associated with the user. Further, enrollment module 222 registers biometric key 100 with
a trusted authority by providing the code (e.g., device ID) to the trusted authority. Or conversely, the trusted authority can provide the code to biometric key 100 to be
stored therein.

[0032] Validation module 224 can comprise scan pad 120 (FIG. 1)} to capture scan data from a user's fingerprint (e.g., a digital or analog representation of the
fingerprint). Using the scan data, validation module 214 determines whether the user's fingerprint matches the stored biometric data from enrollment. Conventional
techniques for comparing fingerprints can be used. For example, the unique pattern of ridges and valleys of the fingerprints can be compared. A statistical model can
be used to determine comparison results. Validation module 224 can send comparison results to control module 210.

[0033] In other embodiments, validation module 224 can be configured to capture biometric data for other human characteristics. For example, a digital image of a
retina, iris, and/or handwriting sample can be captured. In another example, a microphone can capture a voice sample.

[0034] Persistent storage 226 persistently stores biometric data from one or more users which can be provided according to specific implementations. In one
embodiment, at least some of persistent storage 226 is a memory element that can be written to once but cannot subsequently be altered. Persistent storage 226 can
include, for example, a ROM element, a flash memory element, or any other type of non-volatile storage element. Persistent storage 226 is itself, and stores data in, a
tamper-proof format to prevent any changes to the stored data. Tamper-proofing increases reliability of authentication because it does not allow any changes to
biometric data (i.e., allows reads of stored data, but not writes to store new data or modify existing data). Furthermore, data can be stored in an encrypted form.

[0035] In one embodiment, persistent storage 226 also stores the code that is provided by the key 100 responsive to successful verification of the user. As described
above, in one embodiment the code is a device ID or other value that uniquely identifies biometric key 100. In one embodiment, the code is providing during the
manufacturing process and the biometric data are provided during an enrollment of the user. In other embodiments, the code is provided during enrollment and/or
the biometric data are provided during manufacturing. Further, in some embodiments persistent storage 226 stores other data utilized during the operation of
biometric key 100. For example, persistent storage 226 can store encryption/decryption keys utilized to establish secure communications links.

[0036] Radio frequency (RF} communication module 230 is, for example, a transceiver or other mechanism for wireless communication. RF communication module 230
can send and receive data (e.g., the code) as modulated electromagnetic signals. In one embodiment, RF communication 220 can be optimized for low-power usage by,
for example, using short-range transceivers. RF communication module 230 can actively send out connection requests, or passively detect connection requests.

[0037] Battery 260 can be a conventional power source suitable for the components of biometric key 100. Battery 260 can be either replaceable or rechargeable.
Alternatively, battery 260 can be embedded within key 100 such that the key must be discarded or recycled upon expiration of the battery.

[0038] FIG. 3 is a block diagram illustrating a system 300 for providing authentication information for a biometrically verified user. System 300 comprises an
authentication module 310 in communication with biometric key 100, a trusted key authority 320, and an application 330.

[0039] Authentication module 310 is coupled in communication with biometric key via line 311 (i.e., a wireless medium such as EM signals), and with trusted key
authority 320 via line 312 (e.g., a secure data network such as the Internet, or a cell network). Authentication module 310 can include one or more of, for example, a
computerized device, software executing on a computerized device, and/or a reader/decoder circuit. In one embodiment, authentication module 310 servers as a
gatekeeper to application 330 by requiring the code indicating successful biometric verification of the user prior to allowing access to the application. Further, in one
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embodiment, authentication module 310 provides the code to trusted key authority 320 in order to verify that it belongs to a legitimate key (e.g., when application 330
is security-critical). Authentication module 310 can send a message to application 330, or otherwise allow access to the application, responsive to a successful
authentication by trusted key authority 320.

[0040] Application 330 is a resource that can be accessed by a verified and authenticated user. Application 330 can be, for example, a casino machine, a keyless lock, a
garage door opener, an ATM machine, a hard drive, computer software, a web site, a file, a financial account (e.g. a savings account, checking account, brokerage
account, credit card account, credit line, etc.) and the like. In one embodiment, a file includes medical information such as a medical record, insurance information or
other healthcare information. Application 330 can execute on the same system as authentication module 310 or on another system in communication with the system
of the authentication module. In one embodiment, application module 330 allows access by a user after receiving a message from authentication module 310. At that
point, application 330 can allow direct use by the user, or require that communications continue to pass through authentication module 310 for continued
authentication.

[0041] Trusted key authority 320 is a third-party authority that is present in some embodiments in order to provide enhanced security. In one embodiment, trusted key
authority 320 verifies that a code from a biometric key is legitimate. To do so, the trusted key authority 320 stores a list of codes for legitimate biometric keys. The list
can be batched or updated each time a new user/key is enrolled. In one embodiment, trusted key authority 320 can also store a profile associated with a biometric key.
The profile describes the user associated with the key, the key itself, the trusted key authority, and/or other relevant information. In one embodiment, the functionality
of trusted key authority 320 is provided by a server or other computerized device.

[0042] In an open system, where unknown users can attempt authentication (e.g., in a public grocery store), trusted key authority 320 provides verification that a key
presenting a certain code is legitimate. By contrast, in a closed system, only known users are legitimate (e.g., owners of a home), the trusted key authority 320 can be
maintained locally and serves to verify that the key belongs to one of the limited number of users that can use the system.

[0043] FIG. 4 is a flow chart illustrating a method 400 for authenticating a biometrically verified user using a trusted key authority (e.g., authority 320). A biometric key
(e.g., biometric key 100) is registered 410 with the trusted key authority. The code (e.g., device ID) of the key is stored by the trusted key authority. Additionally, a user
is enrolled 420 with the biometric key as described below with reference to FIG. 5.

[0044] In various situations, authentication of the key is needed 430 (e.g., by authentication module 310). In one embodiment, authentication can be required prior to
allowing access to an application (e.g., application 330). For example, a user can be standing proximate to a slot machine in a casino which requires that a user be over
the age of 21. The slot machine can detect the biometric key in the user's pocket, and, in response, spawn a conspicuous pop-up window on the slot machine
requesting age verification. Alternatively, the biometric key can blink an LED. In other embodiments, biometric verification is not necessary and only the key itself is
authenticated.

[0045] The biometric key establishes communication with the authentication module using various technigues. In one embodiment, the key and authentication module
engage in preliminary data exchanges to determine who and/or what they are (e.g., to ascertain that they belong to the same system). These data exchanges can
include challenge-response dialogs, hashing algorithms, and the like in order to ensure that the biometric key and authentication module are themselves legitimate.
Further, in one embodiment the key and authentication module establish a secure communications channel. The key performs the biometric verification of the user
440 as described below with reference to FIG. 6. If the biometric verification of the user is successful, the key provides its code over the secure communications
channel.

[0046] The code is utilized to authenticate the biometric key itself 450, 460 as described below with reference to FIG. 7 and profile information is received. Responsive to
successful authentication of the key, access is allowed 470 to the application. In the slot machine example, a new pop-up window can be spawned to indicate a
successful age verification.

[0047] FIG. 5 is a flow chart illustrating a method 500 for enrolling biometric data of the user with the biometric key according to one embodiment of the present
invention. An agent checks 510 an identification of the user and establishes a profile. The agent can be, for example, a government official, a notary, and/or an
employee of a third party which operates the trusted key authority, or another form of witness. The agent can follow standardized procedures such as requiring
identification based on a state issued driver license, or a federally issued passport in order to establish a true identity of the user.

[0048] The profile describes the user and can include, for example, the user's name, date of birth, age, passwords, account numbers, preferences etc. In some
embodiments, the profile stores no or only limited information about the user. For example, the agent might store the date of birth of the user in the profile, but not
store any other information about the user. In addition, the profile describes the biometric key and/or key authority. For the biometric key, the profile can store a value
indicating the status of the key, such as whether the key is in-service, out-of-service, abandoned, lost, stolen etc. For the key authority, the profile can store a value
identifying the key authority.

[0049] The agent also collects and persistently stores 520 biometric data from the user. To do so, a fingerprint or eye retina can be scanned and converted to data
which is then persistently stored in the biometric key. In one embodiment, the agent does not retain the biometric data. Since this step occurs under control of the
agent, the agent can be certain that the biometric data stored within the key matches the user who presented the identification. The agent also obtains the code (e.g.,
device ID) from the biometric key in which the biometric data was stored. The agent associates the code and the profile using a table and/or other data structure.

[0050] FIG. 6 is a flow chart illustrating a method 600 for verifying a subject presenting the biometric key according to one embodiment of the present invention. In
response to an authentication request, a user scan is requested 610 (e.g., by a blinking LED). Once the subject provides a fingerprint, scan data is received 620. Scan
data is compared for a match 630 to previously-stored biometric data. If there is no match, then verification fails 650.

[0051]1f there is a match, the subject is verified 640 as the user. The code indicating a successful verification is wirelessly sent 650 from the biometric key (e.g., by RF
communication module 230).

[0052] FIG. 7 is a flow chart illustrating a method 700 for authenticating a biometric key according to one embodiment of the present invention. The code is wirelessly
received 710. A request for authentication of the code is sent to the trusted key authority 720. The trusted key authority determines whether the code is authentic 730
(i.e., it was created through an established enrollment process) and has a valid status (e.g., has not expired). If authentication is successful, the trusted key authority
sends an access message to the application to allow user access and/or provide additional information from the profile 740 (such as the user's age). If authentication is
not successful, authentication fails 750 and the message to the application indicates that the user should be denied access.

[0053] In some embodiments, the biometric key provides multiple codes and/or other data values. For example, the key can provide a device ID code that the
authentication module can provide to the trusted key authority in order to authenticate the key, and the key can provide a secret decryption value that can be used to
communicate with the biometric key. As used herein, the term “code” is intended to include one or more of these values, depending upon the specific embodiment.

[0054] The order in which the steps of the methods of the present invention are performed is purely illustrative in nature. The steps can be performed in any order or
in parallel, unless otherwise indicated by the present disclosure. The methods of the present invention may be performed in hardware, firmware, software, or any
combination thereof operating on a single computer or multiple computers of any type. Software embodying the present invention may comprise computer
instructions in any form (e.g., source code, object code, interpreted code, etc.) stored in any computer-readable storage medium (e.g., a ROM, a RAM, a magnetic
media, a compact disc, a DVD, etc.). Such software may also be in the form of an electrical data signal embodied in a carrier wave propagating on a conductive medium
or in the form of light pulses that propagate through an optical fiber.

[0055] While particular embodiments of the present invention have been shown and described, it will be apparent to those skilled in the art that changes and
modifications may be made without departing from this invention in its broader aspect and, therefore, the appended claims are to encompass within their scope all
such changes and modifications, as fall within the true spirit of this invention.

[0056] In the above description, for purposes of explanation, numerous specific details are set forth in order to provide a thorough understanding of the invention. It
will be apparent, however, to one skilled in the art that the invention can be practiced without these specific details. In other instances, structures and devices are
shown in block diagram form in order to avoid obscuring the invention.

[0057] Reference in the specification to “one embodiment” or “an embodiment” means that a particular feature, structure, or characteristic described in connection
with the embodiment is included in at least one embodiment of the invention. The appearances of the phrase “in one embodiment” in various places in the
specification are not necessarily all referring to the same embodiment.
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[0058] Some portions of the detailed description are presented in terms of algorithms and symbolic representations of operations on data bits within a computer
memory. These algorithmic descriptions and representations are the means used by those skilled in the data processing arts to most effectively convey the substance
of their work to others skilled in the art. An algorithm is here, and generally, conceived to be a self-consistent sequence of steps leading to a desired result. The steps
are those requiring physical manipulations of physical quantities. Usually, though not necessarily, these quantities take the form of electrical or magnetic signals
capable of being stored, transferred, combined, compared, and otherwise manipulated. It has proven convenient at times, principally for reasons of common usage, to
refer to these signals as bits, values, elements, symbols, characters, terms, numbers, or the like.

[0059] 1t should be borne in mind, however, that all of these and similar terms are to be associated with the appropriate physical quantities and are merely convenient
labels applied to these quantities. Unless specifically stated otherwise as apparent from the discussion, it is appreciated that throughout the description, discussions
utilizing terms such as “processing” or “computing” or “calculating” or “determining” or “displaying” or the like, refer to the action and processes of a computer
system, or similar electronic computing device, that manipulates and transforms data represented as physical (electronic) quantities within the computer system's
registers and memories into other data similarly represented as physical quantities within the computer system memories or registers or other such information
storage, transmission or display devices.

[0060] The present invention also relates to an apparatus for performing the operations herein. This apparatus can be specially constructed for the required purposes,
or it can comprise a general-purpose computer selectively activated or reconfigured by a computer program stored in the computer. Such a computer program can be
stored in a computer readable storage medium, such as, but is not limited to, any type of disk including floppy disks, optical disks, CD-ROMs, and magnetic-optical
disks, read-only memories (ROMs), random access memories (RAMs), EPROMs, EEPROMSs, magnetic or optical cards, or any type of media suitable for storing electronic
instructions, and each coupled to a computer system bus.

[0061] The algorithms and modules presented herein are not inherently related to any particular computer or other apparatus. Various general-purpose systems can
be used with programs in accordance with the teachings herein, or it may prove convenient to construct more specialized apparatuses to perform the method steps.
The required structure for a variety of these systems will appear from the description below. In addition, the present invention is not described with reference to any
particular programming language. It will be appreciated that a variety of programming languages can be used to implement the teachings of the invention as
described herein. Furthermore, as will be apparent to one of ordinary skill in the relevant art, the modules, features, attributes, methodologies, and other aspects of
the invention can be implemented as software, hardware, firmware or any combination of the three. Of course, wherever a component of the present invention is
implemented as software, the component can be implemented as a standalone program, as part of a larger program, as a plurality of separate programs, as a statically
or dynamically linked library, as a kernel loadable module, as a device driver, and/or in every and any other way known now or in the future to those of skill in the art of
computer programming. Additionally, the present invention is in no way limited to implementation in any specific operating system or environment.

[0062] 1t will be understood by those skilled in the relevant art that the above-described implementations are merely exemplary, and many changes can be made
without departing from the true spirit and scope of the present invention. Therefore, it is intended by the appended claims to cover all such changes and modifications
that come within the true spirit and scope of this invention.
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Dateline: ALEXANDRIA, Va.

Body

ALEXANDRIA, Va., April 1 -- United Siates Patent no. 9,298,905, issused on March 29, was assighed to Proxense
LLC {Bend, Ore.).

"Biometric personal data key {(PDK) authentication” was invenied by Proxense, LLC (Bend, Ore.}. According 1o the
abstract” released by the U.S. Palent & Trademark Office: "Systems and methods verifying a user during
authentication of an integrated device. In one ambodiment, the system includes an integrated device and an
authentication unit. The integrated device stores biometric data of a user and a plurality of codes and other data
values comprising a device 1D code uniguely identifying the integrated device and a secret decryption value in a
tamper proof format, and when scan data is verified by comparing the scan data to the biometric data, wirelessly
sends one or more codes and other data values including the device 1D code. The authentication unit receivaes and
sends the one or more codes and the other data values to an agent for authentication, and receives an access
message from the agent indicating that the agent successfully authenticated the one or more codes and other data
values and allows the user to access an application.” The patent was filed on Oct. 23, 2014, under Application No.
14/521,982. *For further information, including images, charts and tables, please visit:

N8
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MENAFN - Press Releasas {English)
March 8, 2021 Monday

Copyright 2021 MENAFN.COM All Rights Reservaed

Length: 709 words

Body

Fach time a Samsung Pay is used to facilitale a transaction, our IP is infringed. We are thrilled to be working with
Hecht Partners to enforce our valuable patents. — John Giobbi, CEO of ProxenseNEW YORK, NY, UNITED
STATES, March 8, 2021 /EINPresswire.cont / -- Proxense , LLC {'Proxense’), a pioneer in mobile paymeni
technologies, has filed a lawsuit against Samsung Electronics, Co., Ltd. and Samsung Electronics America, Inc.
{Samsung'} for alleged Infringement of Proxense's U.5. Patent Nos. §,352,730; 9,049,188; 9,235,700; 9,298,805;
and 10,688,989. These patents protect Proxense's inteliectual property (1P} relating to biometric authentication and
personal data keys, among other things. The lawsuil was filed in the U.S. District Court in the Western District of

Texas (Case Number 6:21-cv-00210}.

Proxense's complaint alleges that Samsung infringes these paients by making, using {e.g.. performing/executing),
selling andfor offering to sell, mobile payment products, including Samsung Pay and mobile devices including
Samsung Pay, e.g., Samsung's poputiar line of Galaxy phones and tablets, and watches. Proxense has alleged that
Samsung's infringement was willful, as it has been on notice of certain of these patents since approximately July
2017. Proxense is seeking both injunctive relief and monetary damages.

"Proxense was responsible for significant innovation in the biflion-doilar mobile payment industry, as Samsung well
knows,"” said David L. Hecht, founding partner of Hecht Partners LLP, Proxense's lead counsel in the matter.
“Proxense has a significant portfolio of early intellectual property in the field of mabile payments, and will vigorously
defend its IP."

John Giobbi, CEO of Proxense, addsd: 'Each time a Samsung Pay is used o facilitate a transaction, our {P is
infringed. We are thrilled 1o be working with Hacht Partners to enforce our valuable patents”

Proxense has an [P portfolio with over 65 paients, which also cover proximity detection, multi-factor authentication,
secure mobile data storage/exchange, muiti-service management, secure two-way message, and local and remote
monitoring and control.

in addition to the team at Hecht Partners, which includes Maxim Price, Conor McDonough, Yi Wen Wu, and James
Zak. Proxense is also being represented by Erick Robinson of the Houslon-based firm Porter Hedges LLP.

About Proxense:
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PROXENSE, LLC.—REPRESENTED BY HECHT PARTNERS—FILES SUIT AGAINST SAMSUNG FOR
PATENT INFRINGEMENT

Proxense is a pioneer in the mobile payment space. in 2004, Proxense began to develop mobile payment
technologies and commaercial products, employing over thirty engineers, and investing many millions of doliars in
product development and other research and development efforts. Foundational capabilities of Proxense's
technologies included a secure elemant, biometrics captured and stored thereon, retrieval of biometrics and foken
passing to a trusted third party, and completion of a mobile payment fransaction. Proxense continues to innovate in
the fields of location tracking, secure idfsignature, access control, ecommerce, secure maobile data, and device
monitoring/control. The company is led by John Glebbi, an experienced product designer and prolific inventor, with
aver 35 years of experience as an entrepreneur and product development executive.

About Hecht Partners:

Hecht Partners is a national commercial litigation firrn that focuses on intellectual property, comypdex civil litigation,
plaintiff-side class actions, and international litigation and arbitration. Name partner David L. Hecht was recognized
in the 2020 edition of the IAM Patent 1000: The World's Leading Patent Professionals. The firm's patent litigators
have technical degrees in computer and electrical engineering, computer science. information fechnology, and
neuroscience. Hecht Partners prides itself on its entrepreneurial spirit and lean, sfficient operations based in next-
generation technologies, With offices in New York and Los Angeles, Hecht Partners attorneys are also members of
the bar in New Jersey, Massachusetls, Pennsylvania, Texas, Virginia, and the District of Columbia. For more
information about the firm, please visit .Communications Department

Hecht Partners LLP

+17185781231 ext.

email us here

Visit us on social media:

Facebook

Twilter

Linkedin

MENAFNGB0320210031180603196iD1101721109
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MENAFN -Press Releases (English)
March 8, 2021 Monday

Copyright 2021 MENAFN.COM All Rights Reservaed

Length: 709 words

Body

Fach time a Samsung Pay is used to facilitale a transaction, our IP is infringed. We are thrilled to be working with
Hecht Partners to enforce our valuable patents. — John Giobbi, CEO of ProxenseNEW YORK, NY, UNITED
STATES, March 8, 2021 /EINPresswire.cont / -- Proxense , LLC {'Proxense’), a pioneer in mobile paymeni
technologies, has filed a lawsuit against Samsung Electronics, Co., Ltd. and Samsung Electronics America, Inc.
{Samsung'} for alleged Infringement of Proxense's U.5. Patent Nos. §,352,730; 9,049,188; 9,235,700; 9,298,805;
and 10,688,989. These patents protect Proxense's inteliectual property (1P} relating to biometric authentication and
personal data keys, among other things. The lawsuil was filed in the U.S. District Court in the Western District of

Texas (Case Number 6:21-cv-00210}.

Proxense's complaint alleges that Samsung infringes these paients by making, using {e.g.. performing/executing),
selling andfor offering to sell, mobile payment products, including Samsung Pay and mobile devices including
Samsung Pay, e.g., Samsung's poputiar line of Galaxy phones and tablets, and watches. Proxense has alleged that
Samsung's infringement was willful, as it has been on notice of certain of these patents since approximately July
2017. Proxense is seeking both injunctive relief and monetary damages.

"Proxense was responsible for significant innovation in the biflion-doilar mobile payment industry, as Samsung well
knows,"” said David L. Hecht, founding partner of Hecht Partners LLP, Proxense's lead counsel in the matter.
“Proxense has a significant portfolio of early intellectual property in the field of mabile payments, and will vigorously
defend its IP."

John Giobbi, CEO of Proxense, addsd: 'Each time a Samsung Pay is used o facilitate a transaction, our {P is
infringed. We are thrilled 1o be working with Hacht Partners to enforce our valuable patents”

Proxense has an [P portfolio with over 65 paients, which also cover proximity detection, multi-factor authentication,
secure mobile data storage/exchange, muiti-service management, secure two-way message, and local and remote
monitoring and control.

in addition to the team at Hecht Partners, which includes Maxim Price, Conor McDonough, Yi Wen Wu, and James
Zak. Proxense is also being represented by Erick Robinson of the Houslon-based firm Porter Hedges LLP.

About Proxense:
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PROXENSE, LLC.—REPRESENTED BY HECHT PARTNERS—FILES SUIT AGAINST SAMSUNG FOR
PATENT INFRINGEMENT

Proxense is a pioneer in the mobile payment space. in 2004, Proxense began to develop mobile payment
technologies and commaercial products, employing over thirty engineers, and investing many millions of doliars in
product development and other research and development efforts. Foundational capabilities of Proxense's
technologies included a secure elemant, biometrics captured and stored thereon, retrieval of biometrics and foken
passing to a trusted third party, and completion of a mobile payment fransaction. Proxense continues to innovate in
the fields of location tracking, secure idfsignature, access control, ecommerce, secure maobile data, and device
monitoring/control. The company is led by John Glebbi, an experienced product designer and prolific inventor, with
aver 35 years of experience as an entrepreneur and product development executive.

About Hecht Partners:

Hecht Partners is a national commercial litigation firrn that focuses on intellectual property, comypdex civil litigation,
plaintiff-side class actions, and international litigation and arbitration. Name partner David L. Hecht was recognized
in the 2020 edition of the IAM Patent 1000: The World's Leading Patent Professionals. The firm's patent litigators
have technical degrees in computer and electrical engineering, computer science. information fechnology, and
neuroscience. Hecht Partners prides itself on its entrepreneurial spirit and lean, sfficient operations based in next-
generation technologies, With offices in New York and Los Angeles, Hecht Partners attorneys are also members of
the bar in New Jersey, Massachusetls, Pennsylvania, Texas, Virginia, and the District of Columbia. For more
information about the firm, please visit .Communications Department

Hecht Partners LLP

+17185781231 ext.

email us here

Visit us on social media:

Facebook

Twilter

Linkedin

MENAFNGB0320210031180603196iD1101721109
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Length: 216 words

Dateline: Lahore

Body

ALEXANDRIA, Va: United States Patent and Trademark Office has granted patent no. 9,288,805 on March 29,
2018, to Proxense, LLC {Oregon) titled as "Biometric personal data key {PDK) authentication”

inventors: Giobbi; John J. {Bend, OR)

Assignee: Proxense, LLC (Bend. OR} (Qregon)

According o the abstract released by the U.S. Patent & Trademark Office: "Systems and methods verifying a user
during authentication of an integrated device. in one embodiment, the system includes an integrated device and an
authentication unit. The inlegrated device stores biometric data of a user and a plurality of codes and other data
values comprising a device 1D code uniguely identifying the integrated device and a secret decryption value in a
tamper proof format, and when scan data is verified by comparing the scan data to the biomedlric data, wirelessly
sends one ar more codes and other data values including the device ID code. The authentication unit receives and
sends the one or more codes and the other data values to an agent for authentication, and receives an access
message from the agent indicating that the agent successfully authenticated the one or more codes and other dala
vaiues and allows the user 1o access an application.”

The patent was filed on October 23, 2014 Application No. 14/521,082

Load-Date: March 30, 2016
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Global P News. Security and Protection Patent News.
March 30, 2016 Wednesday

Copyright 2016 ProQuest Information and Learning
All Rights Reserved
Caopyright 2018 Globalipnews.com

Length: 270 words

Dateline: New Delhi

Body

FULL TEXT

Publication Name: Secwity & Protection Patent NewsPatent Application Number: 14/521,982Patent
Publication Number: 8,298 905international Patent Classification Codes: GU8F 21/35 (20130101), GOBF
21132 {20130101)Patent Status: Granted

Alexandria, March 30 -- Proxense LLC has obtained a patent for biometric personal data key (PDK) authentication.
This invention was developed by Gicbbi John J. The patent application number is 14/521,882. The International
Patent Classification codes are GO06F 21/35 {20130101) and GO6F 21/32 {20130101). Cooperative Patent
Classification codes are GOBF 21/35 {201301101) and GOBF 21/32 (20130101).

The abstract released by U.S. Patent and Trademark Office states, "Systems and methiods verifying a user during
authentication of an integrated device. In one embodiment, the system includes an integrated device and an
authentication unit. The inlegrated device stores biometric data of a user and a plurality of codes and other data
values comprising a device 1D code uniguely identifying the integrated device and a secret decryption value in a
tamper proof format, and when scan data is verified by comparing the scan data to the biomedlric data, wirelessly
sends one ar more codes and other data values including the device ID code. The authentication unit receives and
sends the one or more codes and the other data values to an agent for authentication, and receives an access
message from the agent indicating that the agent successfully authenticated the one or more codes and other dala
vaiues and allows the user 1o access an application.”

Copyright© 2016, Globalipnews.com

Load-Date: May 31, 2016
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PTOISE/AT (G1-18)

Approved for use through 09/30/2018. OMBE 0651-0064

1).8. Patent and Trademark Office; U 8. DEPARTMENT OF COMMERCE

Under the Paperwerk Reduction Act of 1968, no persons are required to respond (e a collection of information unless it displays a vailld OME control number.
{Also raferred o as FORM PTO-1485)

REQUEST FOR EX PARTE REEXAMINATION TRANSMITTAL FORM

Address to:
Mail Stop Ex Parte Reexam

Commissioner for Patents Attorney Dacket No.: 02198-00080
P.O. Box 1450 .
Alexandria, VA 223131480 Date: June 8, 2022

1. This is a request for ex parfe reexamination pursuant to 37 CFR 1.510 of patent number US 9,208,805
issueq March 28, 2016

. The request is made by:
E:[ patent owner. third party requestar.

2. The name and address of the person requesting reexamination is:
Marissa R. Ducca, Quinn Emanuel Urquhart & Suilivan, LLP
1300 | Street NW, Suite 900
Washington, D.C. 20005

3. Reqguester ] asserts smali entity status (37 CFR 1.27) or |__] certifies micro entity status (37 CFR 1.29). Only
a patent owner requester can certify micro entity status. Form PTO/SB/15A or B must be attached to certify
micro entity status.,

4, This request is accompanied by payment of the reexamination fee as set forth in:

37 CFR 1.20(0)(2); or

[j 37 CFR 1.20(0){1). In checking this box for payment of the fee set forth in 37 CFR 1.28{c}{1}, requester
asserts that this request has forty (40} or fewer pages and complies with all other requirements of
37 CFR 1.20{c}1}.

Fayment of the reexarnination fee is mads by the method set forth below.
a. Acheck inthe amountof is enclosed to cover the reexamination fee;
b. The Director is hareby authorized 1o charge the resxamination fee
to Deposit Account No. 30-5708 ;
. [:} Payment by credit card. Form PTO-2038 is altached; or
d. | ] Payment made via EFS-Web.
in addition, the Director is hereby authorized to charge any fee deficiencies to
Deposit Account No. 50-5708

5. Any refund shouid be made by {jcheck or mcredit to Deposit Account No. 50-5708
37 CFR 1.28(¢). If payment is made by cradit card, refund must be to credit card account.

8. A copy of the patent {0 be reexamined having a double column format on one side of a separate paper i
enciosed. 37 CFR 1.510{b)(4).

7. EE CD-ROM or CD-R in duplicate, Computar Program {Appendix} or large fable
m Landscape Table on CBD

{Page 1 01 3}
This collection of information is required by 37 CFR 1.510. The information is required to obtain or retain a banefit
to process) a request for reexamination. Confidentiafity is governed by 35 U8.C. 122 and 37 CFR 111 and 1.14. T tiection stimated to take 18 minutes to
complete, inciuding gathering, preparing, and submitting the compieted application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to compiete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officar, U.S.
Patent and Trademark Clfice, LL.S. Department of Comm 2, P.O. Box 14580, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TC
THIS ADDRESS. SEND TG: Mail $iop £x Parfe Reexam, Commissioner for Patents, P.O, Box 1480, Alexandria, VA 23313-1450.
if you need assistance in completing the form, call 1-800-FT0-91909 and select option 2.

the public which is to file (and by the USPTO
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PTOSE/AET (01-18)
Approved for use through 08/20/2018. OMB 0651-0054
U.5. Patent and Trademark Office; U8, DEPARTMENT OF COMMERCE

Linder the Paperwork Reduction Act of 1985, no persons are required to respond {o a coliection of information unless i displays a valid OME conirol number.

8. EE Nucleotide and/or Amino Acid Sequence Submission
if applicable, iflems a. — ¢. are required.

. E:_] Computer Readabie Form (CRF}
. Specification Seguence Listing on:
.. || CD-ROM (2 copies) or CD-R (2 copies) or

i [ ] aper

c. || statements veritying identity of above copies.
9. E} A copy of any disclaimer, cerificate of correction or reexamination certificate issued in the patent is included.

10. | B | Reexamination of claim(s)y 18 is requested.

11. A copy of every patent or printed publication refied upon is submitied herewith including a listing thereof on
Form PTO/SB/S, PTO-1449, or equivalent.

12, i:E An English language translation of ail necessary and peitinent non-English language palents and/or printad
publications is attached.
13. The attached detailed request includes at least the following items:

a. A statement identifying 2ach substantial new question of pateniability based on pricr palents and printed
publications. 37 CFR 1.5108{(b){(1).

b. An identification of every claim for which reexamination is requested, and a defailed explanation of the
pertinency and manner of applying the ciled an to every claim for which reexamination is requested.
37 CFR1.510(b)(2).

14, ij A proposed amendment is included (only where the patent owner is the requestern). 37 CFR 1.510{e).

15, & it is cerlified that the statutory estoppel provisions of 35 U.S.C. 315{e}{(1) or 35 U.8.C. 325(e)(1} do not
prohibit requester from filing this ex parfe reexamination request. 37 CFR 1.510(b}{8}.
18, Service

a. it Is certified that @ copy of this request {if filed by other than the patent cwner) has bean sarved in il
eniirety ¢n the palent owner as provided in 37 CFR 1.33(c}.

The name and addrass of the party served are:
Patent Law Works/Proxense, Greg Suecka

310 East 4500 South, Suite 400
Salt Lake City, UT 84107

Date of Service: June 8, 2022

OR

. !::] A duplicate copy is enclosed since service on patent owner was not possible. An explanation of the
efioris made 16 serve patent cwner is attached. See MPEP 2220,

{Page 2 of 3]
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PTOISE/AT (G1-18)

Approved for use through 09/30/2018. OMBE 0651-0064

1J.8. Patent and Trademark Office; U 8. DEPARTMENT OF COMMERCE

Under the Paperwerk Reduction Act of 1808, no persons are required to respond (e a collection of information unless it displays a vailld OME control number.

17. Correspondence Address: Direct all communication about the reexamination to:

I::} The address associated with Customer Number:

OR

Firm or Individual Name Wiaissa R. Ducca
{at the address identified below)

Address
1300 | Strast NW, Suite 800

City State Zip

Washington, D.C. Washington, D.C. 2@0@5

Country

Uus

Telephone Emall

(202) 583 8000 marissaducca@quinnemanuel.com

18. The patent is currently the subject of the following concurrent proceeding(s):

a. || copending reissue Application No.

. L-_:_] Copending reexamination Control No.

o

[&]

. [:] Copending Interference No.

, Copending litigation styled:
FProxense, LLC v. Samsung Electronics Co,, Lid. et al, 86:21-cv-00210 (W.0. Tex)

o

WARNING : Information on this form may become public. Credit card information should not be included on this
form. Provide credit card information and authorization on PTO-2038.

/s/ Marissa Ducca June 8, 2022
Authorized Signature Date

Marissa K. Ducca 59,807
Typed/Frinted Name Registration No.

E::} For Patent Owner Requester For Third Pary Requester

{Page 3 of 3|
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Privacy Act Statement

The Privacy Act of 1974 {P.L. 23-878) requires that you be given certain information in connection with your submission
of the attached form relatad to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please
be advised that: (1} the gensaral authority for the collection of this information is 35 U.S.C. 2{b}(2); (2) furnishing of the
information solicited is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is 1o process and/or examing your submission related to a patent application or patent. {f you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able {o process and/or examine your
submission, which may resull in termination of proceedings or abandonmeant of the application or expiration of the patent.

The information provided by you in this form will be subject {o the following routine uses;

1.

on

The information on this form will be treated confidentially {0 the exient allowed under the Freedom of Information
Act (5 U.B.C. 852} and the Privacy Act (5§ U.8.C §52a). Records from this system of records may be disciosed
{o the Department of Justice fo delermine whether disclosure of these records is required by the Freedom of
Information Act.

A record from this system of records may be disciosed, as a routine use, in the course of presenting evidance to
a courl, magistrate, or administrative fribunal, including disclosures to opposing counsel in the course of
settiement negotiations.

A record in this system of records may be disclosed, as a rouline use, to a Member of Congress submitling a
request invelving an individual, 1o whom the record periains, when the individual has requested assistance from
ihe Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order io perform a contract. Recipients of information shall be required to comply with the
requiremenis of the Privacy Act of 1974, as amendad, pursuant io 5 U.8.C. 552a{m).

A record related to an International Application filed under the Palent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intelleciual Propearty Organization,
pursuant {o the Patent Cooperation Trealy.

A record in this system of records may be disclosed, as a routine use, {o another federal agency for purposes of
National Securily review {35 U.8.C. 181) and for raview pursuant {o the Alomic Energy Acl (42 U.8.C. 218(c)).
A record from this system of records may be disclosed, as a routing use, {0 the Administrator, General Servicas,
or his/her designee, during an inspaction of records conducted by GSA as pait of thal agency’s responsibility to
racommend improvements in records management practices and programs, under authorily of 44 U.8.C. 2204
and 29086, Such disclosure shall be made in accordance with the GSA reguiations govermning inspection of
records for this purposs, and any oiher relevant (L.e., GSA or Commerce) direclive. Such disclosure shall not be
used to make delerminations about individuals.

A record from this system of records may be disclosed, as a routine use, {o the public afier ether publication of
the application pursuanito 35 U.S.C. 122(h) or issuance of a patent pursuani to 35 U.8.C. 151, Further, a record
may be disclosed, subject fo the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referanced by either a published application, an application cpen to public inspeciion or an issued paleni.

A record from this sysiem of records may be disclosed, as a routing use, {0 a Federgl, Stale, or local law
enforcement agency, if the USPTO becomes aware of a viclation or potentiai violation of law or raguliation.
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BIOMETRIC PERSONAL DATA KEY (PDK)}
AUTHERTICATION
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e 14, 2012 and eutitled “Biometric Personal Data Key
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application Ser. No. 11/314.,199, filed Dec. 20, 20605 and
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. filed on Dec. 20, 2004, and of U ‘3
/X]‘-ﬁlxue.hon Wo. 60/652,765, filed on Feb.
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FIGLD OF THE INVENTION

The present invention relates generally to conputerized

authenticatio d more specificaily, to an authentication
responsive o biometric verification of a user being authenti-
cated.

BACKGROUND

Conventional user authentication techniques are designed
to prevent access by unauthorized users. One techmqgue 18 1o
reguire @ user being aummnca ted to provide secret creden-
tials, such as 3 password, before aliowing access. Similarly, a
PIN number cag be required by an ATM machine before
allowing a person to perform automated bauk transactions. A

iculty with this techni igue s that it regmires the user to
rwemerize or otherwise kesp track of the credendials. A uses
often has muliiple sets of credentials (e.g., passwords and
PINs) and it can be guite diffient to keep track of them all.

Another techuigue that does not require the user 1o memo-
rize credentials is to provide the user with an access abject
such as a key (e.g.. an elecirome key) that 3
to obtain a . For example, a nser can be provided with a
small electronic key fob that aliows access to a building or
other secured location. A difficulty with using access ob
is that autheuntication merely -nm es that 111& access object
itseifis v it does not verify that the legitimate nser is using
the access object. That is, illegitimate user can use a s len
access ohiect {0 enter 3 secured location because the user’s
identity is never checked.

Sorge hybrid astheatication techimques reguire the user to
provide both an access object and credentials. The user s
authenticated only upon providing both items. Of course, this
solation does vot resolve the problem of making the user
memorize credentials.

Therefore, there is a need for systems and metheds for
verifying auser that
from the limitations described above, Moreover, the solutior
should ease anthentications by wirelessly providing an iden-
tification of the user.

CCLH

UMMARY

The present invention addresses the above needs by pro-
viding systems and methods for anthenticaiion r(;“;penslve 1o
biometric verification of a user being avthenticated. In one
embodiment, an integrated device includes a persistent stor-
age to persistently stores a code such as a device identifier
(1D} and biowetric data for auser in a tapper-resistant format,

being authenticated that does not suffer S

n

20

)
A

b
» tion of the user,

2

and & verification module, in communication with the persis-
tent storage, to receive scan data from a biometric scan for
comparison agamst the i ‘ur"trm data, and if the scan daia
watchies the biometric data, wirelessly sending a code for
authentication.
in one embodiment, a method for verifying a user during
anthentication of an integrated device, inchudes persistently
storing biometric data for the user in a tamper-r resistant for-
jok: sponsive to receiving a reguest for hometric verifica-
recetving scan data from a biometric scaun;
mparing the scan data to the biomemc data to determine
wru.d her the data maich; and responsive 1o a deterrination
that the scan data matches the blometric data, wirelessly
sending a code for authentication.
Other embodiments include corresy
catus, and compuier programming prod

14

fucts, configured to
perform the actions of the methods, encoded on computer

orage devices. These and other embodiments may each
i Iy inclode one or mwore ofthe following teatures. For
ce the operations further inclnde registering an age
vertfication for the user In association with the code. Yor
instance the operations further include establishing a secure
communication channel prior to sending the code for authen-
fication. Foripstance the a)perati-:ms farther include Leuemng
a request for the code without a request for biometric verifi-
cation, and responsive 1o receiving the request for the code
without a request for biometric verification, sending the code
without requesting the scan data. For instance, the features
inciude: the code is registered with a trusted authority, and the
code can be authenticated to a third pacty by the trosted
authority; the code uniguely identifies the integrated device;
the code indicates that the biometric verification was success-
ful; pet istently storing biowetric data tncludes permanently
sioring biornetric data; the biometric data and the scan data

are both based on a fingerprint sCair by the nser, an LED 1o be
activated for requesting the biometric scan.

in one f.mb(mimem, amethod for anthenticating averified
user, includes receiving a code associated with a biometri-
callv verified user; requesting authenticaiion of the code;
ving an authentication result; and in response to the
av*hunhmuon resuit betug positive, providing access 1o an
applicatior

inoneem budm-»xm asystem includes an integrated device
{e.g. a biometric key) to store biometric data for a user 1u 3
tamper resistant format, and if scan data can be verified as
betng from the user by comparing the scan data o the bio-
metric data, wirelessly sending a code; and an autheuntication
module to recetve the code and send the code to a trusted
hority for authentication, and responsive to the code being

iy

e

autheuticated, al owing the user o access au application.
Other emnbodirgents include corresponding systems, appa-

ratus, and computer pogramming products, configured to
perform the actions of the methods, encoded on computer
storage devices. These and other embodiments ma 1wy each
optionally fuchude one or more of the following features. For
instance, the operations further inciude registering the code
with a trusted anthority, wherein requesting dmhf’nuf'auun of
the code includes pmwdmg. the code 10 e frasted autho ity
d wherein receiving an authentication result comiprises
recetving the auth entication result from the trusied anthori
For instance the operations Rirther include registenng a date
of birth or age with the trusted anthority. For instance the
operations fur'hu wchude establishing a secure communica-
ions ¢l ted device, wherein the code
; verified user is received
from the m-.egra\eci de\/xus, stance the features inchude:
the integrated device receives an authentication request from
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the anthentication module, an s a bio-
metric sean from the user 1o generate th rhen the

integrated device cannot verify the scan data as bel ngfromthe
user, it does not send the code.

Advantageously, user authentication is bolstered with
highly rehiable biometric verification of the user 1 an mite-
grated device. Purthernaore, a kevless environwent reliev
authorized users from having to memorize credentials, and of
having o physically enter credentials oekeys. [n additi
irleszr'ned device can be anthenticated for an applica

open to the public (; k‘ . in an open loop system),

 The features and 2 tages described in the specific
are not all inchusive and, 1o particnlar, many additional |

tures and advantages will be apparent to one of ordinary skill
1t the art in view of the drawings, specifications, and clawms.
Moreover, it should be noted that the language nsed in the
spectfication has been principally selected for readability and
instructional purposes and may not have been selected to
delineate or circumscribe the inventive matter.

RBRIE

DESCRIPTION OF THE DRAWINGS

The teachings of the present avention can be readily
understood by considering the following detatled description
in conjunction with the accompanying drawings.

FIG. 1 is a schematic diagram ilfustrating a biometric key
for providing authentication information for a biometrically
verified user according to one embodiment of the present
invention,

FIG. 2 is a block diagram iliustrating functional modules

within the bicmetric key according io unc embodiment of the
presem, invention.

FIiz a block
ing authertication i
user.

FIG. 4 45
authenticatio

reant itustrat
mation for a

ting a system for provid-
biometricaily verified

flow chart iHustrating a method for providing
n information for a o o*x"‘trlmhiv verified

FI{+. & s a Sow chart 1linsty a xeethod for enrolling
bicmetric data of the user with the biometric kev.

FIG. 6 1s a flow chart illustrating a method for verifving a
subject presenting the biometric key according o one
embodiment of the present invention.

FIG5. 7 is a flow chart ilhustrating a method for anthenticat-
ing a verified user of the biometric key according o one
embodiment of the present invention,

ILED DESCRIPTION

Systems and methods for authentication responsive to bio-
metric verification of a user being awthenticated arve
described. Generally, biometric verification uses bicmetric
data to ensure that the user of, for exaruple, a biometac key, is
the person registered as ai owner, Biometric data is a digital
or apalog representation of characteristics unigne to the
user’s body. For example, a fingerprint of 2 subject can be
compared against previously-recorded getric data for
veritication that the subject 1s the registered owner of the
biometric key. Then, the biowetric key itself can be avthen-
ticated.

Al mth the embodiments below are described using the
example of bometric venfication using a ﬁi];e(‘pﬁqt other
cmbndxmcmq within the spirit of the present invention can
perform biometric verification nsing other types of biometric
data. Por example, the biometric data can include a palm
print, a retinal scan, anins scan, hand geometry recognition,
facial recognition, signature yecogiition, or voice recogm-
Hon,
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FIG. 1 is a schematic diagram iiusteating an example of &
biometric key 184 for providing anthentication information
for a biometricaily verified user according to one embodi-
went of the present tnvention. n one embodinent, the bio-
metric key 149 com?ﬁ%‘s afrante 118, a scan pad 124, and an
LED 136, In one embodiment, biometric key 188 has a small
form factor {e.g., the size of an autorpobile rexuote conirol}
such that it can h unobtrusively carried by a user. In one
embodiment, the bwmct fic ch 190 i inf“gf'ated 1o another

169 is occasionally rdfz‘r(\. {0 hefcm as an “integrated
devics example, in one embodiment, the biometric key
108 is integrated ato a wobile phone {e.g. a cellular phoue or

smartphone}, tablet, iaptop mp3 player, mobile gaming
device, watch, key ot other mobile device, thereby mak-
ing the biometric key 108 unobtrusive to carry.

Frame 131¢ can be formed by plastic, metal or another
rtable material. Frame 136 is bﬂdpdu ¢ secure scan pad 120,
“ndes a perforation for attachument to, for example a
v chain or clip. In one embodiment, frame 116 is formed
from a unitary moelding to protect biometric data. Accord-
ingly, frame 1316 cannot be opened o expose the underlying
components vnless it is broken.

Scan pad 126 can be, forexample, an optical scauner using
a charge coupled device, or a capacitive scanner. Scan pad
128 can be sized to fit a thumb or other finger. Blometric key
148 of the present embodiment includes LED 130 that Lights
up 1o reguest a fingerprint scan from a user. In one embodi-
ment, LED 138 can also confirm that user verification and/or
authentication has corupleted.

Piometric key 188 can authenticate a nser for various pur-
poses. For example, biometric key 188 can allow keyless
euiry info homes and awtos. Ju another example, biowettic
key 188 can log a user onto a computer systexs or point of sale
register without typing in credentials. In still another
exanmple, biomettic key 198 can verify that an unr().lmihsu is

above a certamn age {e.g., before allowing access to a slot
machine in & casiuo). {n some embodiments, bioruetric key
166 operates withont biometric verification, and request a
fingerprint scan fror a user only when blometric verification
is needed for the particular use.

FIG. 2 is 2 block diagram tilustrating bionmetric key 168
according to one embodiment of the present wvention. Bio-
metric key 108 compuises control module 214, biometric
portion 1.29, RF communication module 238, persistent stor-
age 248, and batiery 258, Biometoc key 10 can be formed
frow a combination of hardware and software componeuts as
described above. In one embedinient, biowetric key 168 corn-
prises a modified key fob.

Coutrol module 218 coordinates between several functions
of biometric key 188, In one embodiment, control module
238 provides a vedfication code upon successful verification
of the user. More specificaily, once biometric postion 220
indicates that a fingerprint scan matches biometric data that
was collected during ewroilruent, control module 216 can
trigger RE comumunication modole 238 for seuding a code
indicating that the user was verified. In another c,rx‘budl ment,
contrel module 218 cau work in the opposite divection by
detecting a request for verification from RF communication
module 238, and then reguesting verfication of the v
biometric portion 218, Note that control modale 218 of ﬂ(r
2is mﬂelv a grouping of control functions in a central archi-

tecture, and in oither embodiments, the control functions can
be distributed between several modules around biowmetric key
189,

RBiometric portion 226 comprises enroliment module 222,
validation module 224, and biometric date base 226. In one
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embodiment, enrollment module 222 egisters a user with
biometric key 148 by persistently storing biorietric dataasso-
ciated with the user. Further, esroilment module 222 registers
biometric key 108 with a tmsted authority by providing the
¢ 1D} to the rusted authority. Or conversely,
tity can provide the code to biometric key
168 to be stored therein.

Yatidationumodule 224 cancomprise scan pad 126 (F1G. 1)
v’ s fugerprint {e.g., a digital or
¢ representation of the fingerprint). Using the scan data,
validation module 214 determines whether the user’s finger-
print matches the stored biometric data from enrollment.
Conventional techniques for comparing fingerprints can be
used. For example, the unique pattern of vidges and valleys of
ithe fngerprints cau be compared. A statistical model can be
used o determine comparison results. Validation roodule 224
can send comparison resuits to control modnle 236,

In other embodiments, validation module 224 can be con-
gured to capture biometric data for other human character-
istics. For example, a digital image of a retina, iris, and/or
handwriting sample can be captured. In another exaniple, a
microphone can capture a voice sample.

Persistent storage 226 persistently stores bionetric data
from one or more users which can be provided according to
specific implementaiions. In one embodiment, at least some
of persistent storage 226 is a wemory element that can be
written 1o once but cannot subsequently be altered. Persistent
storage 226 caminclude, forexample, a ROM element, a lash
memory eleruent, or any other type of non-volatile storage
clement. Persistent storage 226 is itself, and stores data in, a
tamper-proot format to prevent any changes to the stored
data. Tamper-prooting increases reliability of anthentication
because if does not allow any changes 1o biometric data (ie.,
allows reads of stored data, but not writes to store new data or
medify existing data). Furthermore, data can be stored in an
encrypied form.

In one embodiment, persistent storage 226 also stores the
code that is provided by the key 160 responsive 1o successful
verification of the user. As described above, i one erabodi-
he code is a device [} or other value that uniquely
3 biometric key 186. In one embodinent; the code is
providing during ihe manufacturing process and ihe biomet-
ric data are provided during snenroilment of the user. Inother
embodiments, the code is provided during envollment and/or
the biometric data are provided during mannfacturiag. Pue
some embodimenis persistent storage 228 stores other
data utilized during the operation of biometric kev 160. For
example, persistent storage 226 can store encryption/decryp-
tion keys utilized to establish secure communications links.

adio frequency (RF) cormmunication module 238 is, for
example, a tragsceiver or other ruechanism for wireless com-
munication. RF comymunication module 238 can send and
receive data (e.g., the code) as medulated electromaguetic
signals. In one embodiment, RF communication 226 can be
opti} er usage by, for example, nsiug short-
range iranscetvers. RY communication module 238 can
i out conuection reguests, or passively detect

connection reguests.

Battery 264 can be a conventional power souice suitable
tor the componeuts of biometric key 1. Battery 264 can be
cither replaceable or rechargeable. Alternatively, battery 266
can be embedded within key 186 such that the key must be
discarded or recycled upon expiration of the batiery.

FIG. 3 is a block diagram iilustrating a system 366 for
providing authentication information for a biometrically veri-
tied user. Systewn 360 comprises an authentication module
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314 1 comununication with biometric key 166, a trusted key
anthority 328, and an application 338.

Authentication module 318 is coupled i1n communication
with blometoic key via hne 311 (Le., awireless medivmn s
as EM siguals), and with trusted key authority 328 via line
., a secure data network such as the Internet, or acell
network). Authentication wodule 318 can wmehude one or
more of, for example, a computerized device, software

o3}

executing on a compuierized device, and/or a reader/decoder
circuit. In one embodiment, authentication maodule 318 serv-
ers as a gatekeeper to application 338 by requiring the code

indicating successful biometric venfication of the user prior
to allowing access to the application. Further, in one enbodi-
erit, authentication module 318 provides the code to trusted
key authority 328 in order to verify that & belongs to a legiti-
mate key {(e.g., when application 338 is security-critical).
Aguthentication module 316 can send a message to application
336, or otherwise aliow access o the dpplication, responstve
o a suecesstul authentication by trusted key authority 324.

Application 338 is a resource that can be accessed by a
1ed and authenticated uger. Application 338 can be, for
wnple, a casino machine, a keyless lock, a garage door
opener, an ATM machine, a hard drive, computer software, a
web site, a file, a ficancial accowt {e.g. a savings account,
checking account, brokerage account, credit card account,
credii line, ete.} and the like. In one embodiment, a file
inchudes medical wformation such as a medical record, tnsur-
ance information or other healtheare information, Applica-
f1on 33¢ can execute on the same system as authentication
module 3106 or on another system o commumcation with the
system of the avthentication module. In one embodiment,
application module 338 allows access by a user after recew-
ing a maessage fomn authentication raodule 3318, Atthat poiw,
appiication 33§ can allow direct use by the user, or require
that conmunicatiotis continue to pass through authentication
madule 318 for continued authentication.

Trusted key authority 328 is a third-party authority that 1s
present 1 sorue embodiuents in order to provide enhancad
security. ln one embodiment, trusted key authority 328 veri-
fies that a code from a biometric key is legitimate. To do so,
the trusted key authority 328 stores a list of codes for legiti-
mate biometric keys. The list can be batched or updated each
time a new user/key is enrolied. In one embodiment, trusted
key authority 328 can also store a profile associated with 3
biometric key. The profile describes the user associated with
the key, the key itself] the trusted key authogty, and/or other
relevant information. [n one embodiment, the functionality of
trusted key avthority 320 is provided by a server or other
computerized device.

Io an open systeny, where upkaown users can attempt
authentication {e.g., 1 a public grocery store), irusted key
authority 328 provides verification that a key preseniing a
certain code is legitimate. By contrast, in a closed system,
only known users ave legitimate {e.g., owners of a home), the
trusted kev authogty 328 cap be maintaned locally and
serves to verify that the key belongs to one of the lmited
number of users that can use the system.

FIG. 4 1s a low chart illustrating a wethod 468 for anthen-
ticating a biometrically verified user using a irusied key
authority (e.g., anthority 324). A biometric key (o.2., blomet-
e key 188) 15 registered 438 with the trusted key authority.
The code {e.g., device ID) of the key is stored by the trusted
key authority. Additionally, a user 1s enrolled 426 with the
biometric key as described below with reference to FIG. 8.

In varions situations, authentication of the ey is neede
438 (e.g., by anthentication moduie 318). Inone embodiment,
autheutication can be reguired prior to allowing access to an
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application {e.g., application 33§). Forexarnuple, auser canbe
standing proximaie to a siot machine in a casino which
requires that a user be over theage of 21, The slot machine can
detect the biometric key in the user’s pocket, and, in response,
spawn @ conspicuous pop-up window on the siot machioe
requesting age verification. Alteraatively, the biometric key
can blink an LED. In other embadiments, biometric verifica-
Hon 18 ot pecessary and only the key itseli’ s avthenticated.

The bionietric Key establishes communication with the
authenticatton module using various techniques. In one
embodiment, the key and authentication module engage in
preliminary data exchanges to determine who and/or what
they are (e.g., to asceriain that they belong to the same sys-

m}. These data exchanges can inchude challenge-response
ahaltms, hashing algorithmas, and the like in ovder to ensure
that the blometric key and authentication module are them-
seives legitimate. Further, in one embodiment the key and
authentication module estab a secure copumunications
chanel. The key performs the biometric verification of the
user 448 as described below with reference to FIG. 6. If the

erification of the user is successtul, the key pro-
e gver the secure communications c}‘mmel
4 to anth enflmte thie biometric k ey itself
458, 468 as described below with reference to FIG. 7 and
moﬁlc -xf»rxatwn is recen ’(:\d R(:\s;pops‘ve to successfu
authentication of the key, access 1s d}]OVvui 470 to the appli-

ion. 1n the slot machine example, a new pop-up window
icate a succes -_11 age verification.

ilhustrating a ruethod 366 forenrolling
biometric data of the user with the biometric key according to
one embodunent of the present mvention. An agent checks
519 anidentification of the user and establishes a profile. The
agent can be, for example, a governuent official, a notary,
and ‘/Ur an employee of a third party which operates the trusted
key authority, or another form of witness. The
fo il(w b.a[]ddfullﬁd procedures such as regniring id
tionbased ona state ssned driver hu:*)se orafeden,m issued
passport in order to establish a true identity of the user.
e pmﬁ-f’ describes the nser and can melnde, for example,
the user’s name, date of burth, age, passwords, account nnw-
bers, preferences etc. Iu some embodiments, the profile stores
no of only Hmited information about the user. For example.
the agent might store the date of birth of the userin the profile,
butnot store any other information about the user. In addmm.,
the profile describes the biometric key and/or key anthority.
For the biometric key, the profile cau store a value indicating
the status of the kcy ﬁuch as whether the kev 1 15 in-service,
out-of-service, abandoned, lost, siolen etc. For the key
authority, the profile can store a2 value ideniifying the key
authority.

The agent also coliects and pewsistently stores 524 biomet-
ric data ffom the user. To do so, a fingerprint or eye retina can
be scanned and converied to data which is thea persistently
stored 1 the biometric Kev. In one embodiment, the agent
does uot retain the blometric data. Since this step occurs
ander control of the agen t, the agent can be certain that the
biometric data stored within the key matches the user whe
prwm ated the identification. The agent also obtaius the code

., device 1) frot i the biometric key in which the biomet-
ric datd was stored. The agent associates the code and the
profile using & table and/or other data structure.

FI1G. 6 is aflow chartillustrating a method 686 for verifying
a subject preseuniing the biometric kev according to one
embodiment of the present vention. ln response io an
authentication request, a nser scat ted $18 (e.g. by a

blinking LED). Once the subject provides a flugerprint, scan
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data is received 628, Scan data s corupaced for amatch 639 to
wirie data. I there is no match, then

o usly-stored bic
rification fails 656,
If there 1s a match, the subject 1s verified 648 as the
cade md;catmb a successtnl vertfication s win

]’hc,

or,
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FIG 7 is-a flow chart Hiusty, atmg a method 769 for authen-
ticating a bxomctr ¢ key according to one ernbodiment of the
present inveution. The code is wirelessly recetved 718 A
request for authentication of the code is sent 1o the trusted key
authority 726. The trusted key authonty determines whether
the code 1s authentic 738 (e, it was crested through an
established wuullm ent prows\ and has a valid status {e.g..
tas not expired). 1 authentication 15 successil, the trustad
key authority sends an access message to the application to
allow user access and/or provide additional information from
the profile 744 (such as the nser”s age). I anthent not
successful, avthentication {ails 788 and the wessage to the
application indicates that the user should be denied access.

In some embodireents, the biometric key provides muitiple
codes and/or other data values. For example, the key can
provide a device ID code that the anthentication module can
provide to the trusted key authority in order to authenticate
the key, and the key can provide a secret dec 1 value that
can be used to communicate with the bior ey. As used
herein, the term “code” s intended to tuchude one or more of
these values, depending upon the specific embodiment.

The order in which the steps of the methods of the present
invention are perfomied is purely ilhustrative in vature. The

steps can be performed in any order or in parailel, unless
otherwise pdicated by the present disclosure, The methods of
the present fnvention may be performed in hardware, firm-
ware, software, or any combination thereof operating on a
single computer ¢r mivliple computers of any type. Software
embodying the present invention may cowmprise computer
instractions i any form {e.g., source code, object code, inter-
preted code, ete.) stored in any computer-readable storage
medium (e.2., a ROM, a RAM, a magnetic media, a compact
disc, a VI, ete.). Such software may aiso be in the form of
anelectrica] data signal embodied in a carrier wave propagai-
ing on a conductive medium or in the form of light pulses that
propagate through an opiical fiber.

While particnlar embodiments of the present invention
ave been shown and described, it will be apparent to those
jlied 1n the axt that changes and reodifications may be made
without departing frow this invention in its broader aspect
and, therefore, the appended claims are to encompass within
their scope all such changes and modifications, as fall within
the tme spirit of this fnvention.

in the above description, for purposes of explanation,
pumerous specific details are set fordh inorder to provide a
thorough understanding of the invention. It will be apparent,
however, to one skifled in the art that the invention can be
practived without these specific details. {n other mnstances,

strictures and devices are showa o block diagram form in
evdcr 1o avoid obscuring the invention.

Reference in the specification fo “one entbodinent”™ or “an
embodiment”™ means that a particular feature, stracture, or
chiaracteristic described in connection with the embodiment
s included in at least one embodiment of the 1ovention. The
appearances of the phrase “in one embodiment” in varions
places in the specification are not necessarily ali referring to
the same embadiment.

Some portions of thie detailed description
terrus of algorithms and symbolic repres
ions on data bits within 2 computer memory.

ave presented in
; of opera-
These aigorith-
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9
mic descriptions and represestations are the means used by
hose skilled in the data processing arts to most effectively
convey the subsiance of their work to others skilled in the art.
An algorithm is here, and gene . conceived to be a self-
cousistent sequence '\1 steps k‘admg to a desired result. The
steps are those requiring physical manipulations of pliysical
quantities. Usually, though not necessarily, these gquantities
take the forre of eﬁeciri al or magneti
being stored, ransferred, cornbived, compared, and other-
wise manipulated. It has proven convenient at tixnes, prinei-
pally for reasons of'commeon usage, o refer to these signals as
bhits, values, elements, symbols, characters, terms, pumbers,
or the like.
It should be borne in mind, however, that all of these and

imilar terms are 1 be associated with the appropr
cal guantities and are werely convendent labels apphed to
these quantities. Unless specifically stated otherwise as
apparent from the discussion, itis appreciated that throughout
the description, discussions ntilizing terms such as “proces
ing” or “computing” or “calculating” or etermjning” or
“displaying” or the like, refer to the action and processes of'a
computer system, or similar electronic computing device,
that mumpul ates and (ransforms data represented as plysical
{electronic} guantities within the computer system’s re; Sgisters
and memories into other data similarly represented as physi-
cal guantities within the compnter system memories of reg-
isters or other such information storage, transmission ot dis-
play devices.
The present invention also relates to an apparatus for per-
forming the operations herein. This apparatus can be spe-
clally constructed for the required purpeses, or it can com-
prise a general-purpose compiter selectively activated or
reconfigured by a computer program siored in the computer.
Such a Lompuf”r prog“am can bc st(vrcd in a compiter ﬂad—

Py

i,

ul'-_\mng Ilopp dmka, ap ur- d]bl\b C D—‘{OMS, t.nd
reagnetic-optical disks, read-only mewmones (ROMs),
dom access memories (RAMs), EPROMs, EEPROMs, miag-
netic or optical cards, or any type of media bm[abic forstoring
electromnic insiructions, and each coupled to a computer sys-
en bus.

The algorithms

and 1

modules presented herein are not

wherently related to auy partioular computer or other appa-
pro-

ratus. Varion 18 general-purpose sysiems can be used with
grams i accordance with the teachings berein, or it
prove convenient to construst more specialized appara
to perform the method steps. The required structure for a
variety of these systems will appear frorn the deseription
below. In addition, the present iavention is not described with
reference to any particular programuming langnage. It will be
appreciated that a variety of prograruming languages can be
used to implement the teackings of the invention as described
herein, Furthermore, as will be apparent ic one of ordinary
skill 1o the relevant art, the modules, features, aitributes,
methodologies, and other aspects of the invention can be
implemented as software, hardware, firmware or any combi-
nation of the three. Of course, wherever a corapouent of the
present invention 1s implemented as software, the component
can be implemented as 4 standalone progiam, as part of a
larger prograrg, as a plarality of separate programs, as a
staticaily or dynamically linked hhxary as a kernel loadable
module, as a device driver, and/or in every and any other way
known now or in fhe fiture to those of skill in the art of
computer programraing. Additionally, the present inveniion
1s in no way Hmited to implernentation in any specific oper-
g system or enviroument.

gnals capable of

-
h

20

w
“

w
A
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it will be understood by those skiiled in the relevaut art that
the above-described implementations are merely exerapiary.
and many changes can be made without departing from the
true spirit and scope of the present invention. Therefore, it is
intended by the appended claims to cover all such changes
and wadifications that cotae within the true spirif and scope of
this invention.

What is claimed is:
1. A method comprising
persistently storiug biometric data of a legitinate user and
an {1} code on an mu.grated device;
respotis;i\«e 1o receiving a request for a biomeiric verifica-
gon of a user, receiving, from a Mometoe sensor, scan
data from a biometric scan performed by the biometric
5eR30T;
comparing the scan data to the biometric data to determine
whether the scan data maiches the biometric data;
responsive to a deterraination that the scan data matches
the biometric data, wirelessly sending the {1 code for
comparison by a third-party trusted authority against
one or more previously registered 1D codes maintained
by the third-party trasted authority; and
responsive 1o receiving an access message from the thivd-
party trusted authority-indicating that the third-party
trusted suthority successfully authenticated the 1D cade,
allowing the user to complete a financial fransaction.
2. The method of clawm 1, further comprising
registering an age verification for the user in association
with the ID code.
3. The method of claim 1, wheretn aun indication that
viomefric verification was succe is sent with the 1D code.
4. The method of claim 1, wherein the biometric data
incindes data from one or more of a fingerprint, palm pring a
retinal scan, an iris scan %, A hand geometry, 3 facial recogri-
tion, a signature ecogn ion and a voiee recogaition.

8. The method of clairs 1, wherein the mtegrated device
comprises one or more of 2 mobile phone, tablet, laptop, mp3
player, mobile gaming device, watch and a key fob.

6. The method of claim 1, wherein cc-mpkﬁn ¢ the Bnancial
transaction inciudes accessing an application.

7. Theme rmdofdmml wherein completing the financial
transaction inchudes accessing one or more of a casino

machine, a keyless lock, an ATM machine, a web site,
and a financial account.

8. The method of ¢laim 1, further comprising:

responsive to determining the action does not require bio-
B ‘etrif' verification, receiving a request for the {1 code

without a request for biometric vertfication; and

respo sive to receiving the requesi for the ID code withowt
a request for btometric verification, sending the {1 code
for avthentication without r requesting the scan data,

9. Anintegrated device compri

a persistent storage media that persistenty stores biometric
data of a user and an [} code;
validation module, coupled to eommunicate with the
persistent storage media, that recetves scan data from a
biometric scan for comparison against the biometric
data, and that sends the I code for comparison by a
third-party trusted anthority against oue Or more previ
ously registered 1D codes maintained by the third-party
trusted authority: and

a radio frequency commmunication module that receives an
access message from the third-party {rusted authority
indicating that the third-party trusted anthority success-
fully authenticated the 1D code sent to the third-party

a file
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i1
trusted avthority based on the comparison of the ¥ code
and alowing ¢ the user to-—complete a fnancial transac-
tion.

8. The wstegeated device of claim 7, wherein the 1 code
18 tragsmitted to the third-pacty 1 ,rusted anthiority over a net-
work.

11, The integrated device of claira 7, wherein an age veri-
fication is registered in association with the ID code.

12.The mtcgtmeddc\uce of claim 7, wherein the integrated
device comprises oune or more of 3 mobile phone, tablet,
laptop, mp3 player, mobile gaming device, watch and a key
fob.

13, A system, cowmprising

an integrated hardware .vaice that persistently stores bio-

metne data of a jegitimate user and an i code 1o the
integrated hardware device, and that wirelessly sends
the—ID code; an authentication circuit that receives the
EI} code and sends the i code to a Lhrd -party {rusted
authority for avthentication, and that receives an access
message from the third-party trusted dmhonw indicat-
ing that the third-party trusted avthority successtoily
authenticated the ID code and allows the user to com-
plete a financial fransaction; and
the third-party trusted auvthority operated by a third pacty,
the third-party trusted authority storing a list of leg
mate codes and determining the asthenticaiion of the (D

15

20

iz
received based on a comy
ived and the legitimate codes
he k:\;in ate codes.

14. The system of claim 13 wherein the integrated hard-
ware device receives an autheutication reguest from the
authentication circuit, and in response, requests a biometric
scan from a user to generate sean data and, when the inte-

grated hardware device cannot vertfy the scan data as being
from the Jegitimate user, the integrated hardware device does
not send the ID code.

18, The system of claim 11, wherein the integrated hard-

ware deviee comprises one or more of a mobile phone, tablet,
laptop, mp3 player, mobile gaming device, watch and @ key
fob.

ison of the [} code
included in the fist of

1!

16. The system of claim 31, wherein the biometric data
inchudes data baccd on one or more of a tingerprind, palm

print, a retinal scan, an iris scan, a hand geometry, a facia
recoguition, a ﬂgnat e recognition and a vaice recognition

17. The system of claim 11, wherein completing tlu, ﬁm.ﬂ—
cial transaction includes accessing one or more of a casioo
wmaching, a keyless lock, an ATM machine, a wel site, a file
and a financial account.

18. The system of claim 11, wherein completing the
cial transaction nchudes accessing sn application.
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, UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.usplo.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY.DOCKET NO./TITLE REQUEST ID

14/521,982 10/23/2014 John J. Giobbi 10001-04540 US 157942

Acknowledgement of Loss of Entitlement to Entity Status Discount
The entity status change request below filed through Private PAIR on 02/02/2022 has been accepted.

CERTIFICATIONS:
Change of Entity Status:

X Applicant changing to regular undiscounted fee status.

NOTE: Checking this box will be taken to be notification of loss of entitlement to small or micro entity status, as
applicable.

This portion must be completed by the signatory or signatories making the entity status change in accordance
with 37 CFR 1.4(d)(4).

Signature: Greg T. Sueoka/
Name: Greg T. Sueoka
Registration Number: 33800
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Case 6:21-cv-00210 Document 2 Filed 03/05/21 Page 1 ofl

AQO 120 (Rev. 03/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 17.5.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Western District of Texas on the following
[ Trademarksor [ Patents. ( [ the patent action involves 35 US.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
6:21-cv-00210 3/5/2021 | Western District of Texas
PLAINTIFF DEFENDANT
PROXENSE,LLC, SAMSUNGELECTRONICS,CO., LTD. and
SAMSUNG ELECTRONICSAMERICA, INC,
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 8,352,730 1/8/2013 Proxense, LLC
2 9,298,805 3/29/2016 Proxense, LL.C
3 10,698,989 6/30/2020 Proxense, LLC
4 9,049,188 6/2/2015 Proxense, LLC
5 9,235,700 - 1/112/2016 Proxense, LLC
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[[J Amendment [J Answer O Cross Bill [1 Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1-—Upon initiation of action, mail this copy to Directer Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
14/521,982 03/29/2016 9298905 10001-04540 US 8239
89194 7590 03/09/2016
Patent Law Works/Proxense
Greg Sueoka

201 South Main Street, Suite 250
Salt Lake City, UT 84111

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

John J. Giobbi, Bend, OR;
Proxense, LL.C, Bend, OR

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
14/521,982 10/23/2014 John J. Giobbi 10001-04540 US 8239
89194 7590 0212212016
EXAMINER
Patent Law Works/Proxense | |
Greg Sueoka VU, PHY ANH TRAN
201 South Main Street, Suite 250
Salt Lake City, UT 84111 | ART UNIT | PAPER NUMBER |
2438
| NOTIFICATION DATE | DELIVERY MODE |
02/22/2016 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

docketing @patentlawworks.net
patents @patentlawworks.net

PTOL-90A (Rev. 04/07)
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Response to Rule 312 Communication

Application No. Applicant(s)
14/521,982 GIOBBI, JOHN J.
Examiner Art Unit

PHY ANH VU 2438

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address —

1. The amendment filed on 04 February 2016 under 37 CFR 1.312 has been considered, and has been:

a) X entered.

b) [J entered as directed to matters of form not affecting the scope of the invention.

c)[J disapproved because the amendment was filed after the payment of the issue fee.

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1) and

the required fee to withdraw the application from issue.

d) [J disapproved. See explanation below.

e) [] entered in part. See explanation below.

Please enter amendments filed 02/04/2016, and disregard amendments filed 01/20/2016. Thank you.

/TAGHI ARANI/
Supervisory Patent Examiner, Art Unit 2438

/PHY ANH VU/
Examiner, Art Unit 2438

U.S. Patent and Trademark Office
PTOL-271 (Rev. 04-01)

Reponse to Rule 312 Communication Part of Paper No. 20160216-1

615




PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
apé)ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unlef:ss corrfected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

89194 7590 12/16/2015 I hereby certify that this Fee(s) Transmittal is being deposited with the United
Patent Law Works/Proxense States Postal Service with sufficient postage for first class mail in an envelope
G S Lk addressed to the Mail Stop ISSUE FEE address above, or being facsimile

reg sucoka transmitted to the USPTO (571) 273-2885, on the date indicated below.

201 South Main Street, Suite 250
Salt Lake City, UT 84111

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/521,982 10/23/2014 John J. Giobbi 10001-04540 US 8239
TITLE OF INVENTION: Biometric Personal Data Key (PDK) Authentication
I APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional SMALL $480 $0 $0 $480 03/16/2016
I EXAMINER | ART UNIT | CLASS-SUBCLASS |
VU, PHY ANH TRAN 2438 713-186000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CEFR 1.363). P ( primne P o ps Patent Law Works LLP
(1) The names of up to 3 registered patent attorneys
a Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . . . 2
(2) The name of a single firm (having as a member a
(] "Fee Address"” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Proxense, LLC Bend, OR

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
&l Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) & Payment by credit card. Forn @A S 204 sXabathiddl
[ Advance Order - # of Copies (1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

| Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /Palge AleLlI'Y/ Date Febl‘ual‘}’ 19, 2016
Typed or printed name £aige M. Alsbury Registration No. /27 965
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 14521982

Filing Date: 23-Oct-2014

Title of Invention: Biometric Personal Data Key (PDK) Authentication
First Named Inventor/Applicant Name: John J. Giobbi

Filer: Paige McDede Alsbury/Cynthia Kersey

Attorney Docket Number: 10001-04540 US

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount SUB—JS:;)I in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Utility Appl Issue Fee 2501 1 480 480
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Description

Fee Code

Quantity

Amount

Sub-Total in
USD(S)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

480
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Electronic Acknowledgement Receipt

EFS ID: 24968986

Application Number: 14521982

International Application Number:

Confirmation Number: 8239
Title of Invention: Biometric Personal Data Key (PDK) Authentication
First Named Inventor/Applicant Name: John J. Giobbi
Customer Number: 89194
Filer: Paige McDede Alsbury

Filer Authorized By:

Attorney Docket Number: 10001-04540 US
Receipt Date: 19-FEB-2016
Filing Date: 23-0CT-2014
Time Stamp: 16:45:43
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $480

RAM confirmation Number 3830

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (if appl.)
04540US2016-02-19 95723
1 Issue Fee Payment (PTO-85B) IssueFeeTransmittal.pdf no 1
2390c8657c485ce4523058¢7186f63caaed
10a1
Warnings:
Information:
30517
2 Fee Worksheet (SB06) fee-info.pdf no 2
f8d9dS 1ece875e57daa7527ab3071f27461
1ee02
Warnings:
Information:
Total Files Size (in bytes){ 126240

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Application No. Applicant(s)

L 14/521,982 GIOBBI, JOHN J.
Response to Rule 312 Communication - .
Examiner Art Unit
PHY ANH VU 2438

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address —

1. [X] The amendment filed on 04 February 2016 under 37 CFR 1.312 has been considered, and has been:
a) X entered.

b) (] entered as directed to matters of form not affecting the scope of the invention.

c)[] disapproved because the amendment was filed after the payment of the issue fee.
Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1) and

the required fee to withdraw the application from issue.
d) [] disapproved. See explanation below.

e)[] entered in part. See explanation below.

Please enter claim set dated 02/04/2016, and disregard the claim set filed 01/20/2015. Thank you.

/PHY ANH VU/
Examiner, Art Unit 2438

U.S. Patent and Trademark Office
PTOL-271 (Rev. 04-01) Reponse to Rule 312 Communication Part of Paper No. 20160216
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IN THE UNITED STATES
PATENT AND TRADEMARK OFFICE

APPLICANT: John J. Giobbi

APPLICATION NO: 14/521,982

FILING DATE.: October 23, 2014

TITLE: Biometric Personal Data Key (PDK) Authentication
EXAMINER: Phy Anh Tran Vu

GROUP ART UNIT: 2438

ATTY. DKT. NO: 10001-04540 US

CONFIRMATION NO: 8239

CERTIFICATE OF EFS-WEB TRANSMISSION
Pursuant to 240 OG 45 and the Legal Framework For EFS-Web, I hereby certify that this follow-on correspondence is being
officially submitted through the USPTO EFS-Web system from the Mountain Time Zone of the United States on the local date
shown below:

Dated:  February 4, 2016 By: /Matthew M. Holmes/
Matthew M. Holmes, Reg. No. 65,160

COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450

AMENDMENT AFTER ALLOWANCE UNDER 37 C.F.R. § 1.312
AND COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE

Sir/Madam:

In response to the Notices of Allowance and Allowability dated December 16, 2015,
please amend the above-identified application as indicated in the present Amendment and
disregard the Amendment filed January 20, 2016, which included errors in the numbers
identifying the dependencies of dependent claims:

Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 7 of this paper.
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IN THE CLAIMS

All pending claims are reproduced below.

1. (Canceled)

2. (Currently Amended) A method comprising:

persistently storing biometric data of a legitimate user and an ID code on an integrated
device;

responsive to receiving a request for a biometric verification of a user, receiving, from a
biometric sensor, scan data from a biometric scan performed by the biometric
sSensor;

comparing the scan data to the biometric data to determine whether the scan data matches
the biometric data;

responsive to a determination that the scan data matches the biometric data, wirelessly
sending the ID code for comparison by a third-party trusted authority against one
or more previously registered ID codes maintained by the third-party trusted
authority; and

responsive to receiving an access message from the third-party trusted authority-
indicating that the third-party trusted authority successfully authenticated the user

as-the legitimate-user-based-on-the-comparisen-ofthe-ID code, allowing the user

to complete a financial transaction.

3. (Previously Presented)The method of claim 2, further comprising:

registering an age verification for the user in association with the ID code.
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4. (Previously Presented) The method of claim 2, wherein an indication that the

biometric verification was successful is sent with the ID code.

5. (Previously Presented) The method of claim 2, wherein the biometric data
includes data from one or more of a fingerprint, palm print, a retinal scan, an iris scan, a hand

geometry, a facial recognition, a signature recognition and a voice recognition;

6. (Previously Presented) The method of claim 2, wherein the integrated device
comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming device,

watch and a key fob.

7. (Currently Amended) The method of claim 2, wherein the-eeomplete-a-completing

the financial transaction includes accessing an application.

8. (Canceled)

9. (Currently Amended) The method of claim 2, wherein the-eemplete-a-completing
the financial transaction includes accessing one or more of a casino machine, a keyless lock, an

ATM machine, a web site, a file and a financial account.

10. (Previously Presented) The method of claim 2, further comprising:

responsive to determining the action does not require biometric verification, receiving a
request for the ID code without a request for biometric verification; and

responsive to receiving the request for the ID code without a request for biometric
verification, sending the ID code for authentication without requesting the scan
data.
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11. (Previously Presented) An integrated device comprising:

a persistent storage media that persistently stores biometric data of a user and an ID code;

a validation module, coupled to communicate with the persistent storage media, that
receives scan data from a biometric scan for comparison against the biometric
data, and that sends the ID code for comparison by a third-party trusted authority
against one or more previously registered ID codes maintained by the third-party
trusted authority; and

a radio frequency communication module that receives an access message from the third-
party trusted authority indicating that the third-party trusted authority successfully
authenticated the ID code sent to the third-party trusted authority based on the
comparison of the ID code and allowing the user to-complete a financial

transaction.

12.  (Previously Presented) The integrated device of claim 11, wherein the ID code is

transmitted to the third-party trusted authority over a network.

13. (Previously Presented) The integrated device of claim 11, wherein an age

verification is registered in association with the ID code.

14.  (Previously Presented) The integrated device of claim 11, wherein the integrated
device comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming

device, watch and a key fob.

15. (Currently Amended) A system, comprising;

Page 4 of 8
Application No. 14/521,982 Atty. Dkt. No. 10001-04540 US

625



an integrated hardware device that persistently stores biometric data of a legitimate user
and an ID code in the integrated hardware device, and that wirelessly sends the-
ID code; an authentication circuit that receives the ID code and sends the ID code
to a third-party trusted authority for authentication, and that receives an access
message from the third-party trusted authority indicating that the third-party
trusted authority successfully authenticated the ID code and allows the user to
complete a financial transaction; and

the third-party trusted authority operated by a third party, the third-party trusted authority
storing a list of legitimate codes and determining the authentication of the ID code
received auser based on a comparison of the ID code received and the legitimate

codes included in the list of the legitimate codes.

16.  (Previously Presented) The system of claim 15 wherein the integrated hardware
device receives an authentication request from the authentication circuit, and in response,
requests a biometric scan from a user to generate scan data and, when the integrated hardware
device cannot verify the scan data as being from the legitimate user, the integrated hardware

device does not send the ID code.

17. (Previously Presented) The system of claim 15, wherein the integrated hardware
device comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming

device, watch and a key fob.

18. (Previously Presented) The system of claim 15, wherein the biometric data
includes data based on one or more of a fingerprint, palm print, a retinal scan, an iris scan, a hand

geometry, a facial recognition, a signature recognition and a voice recognition.
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19. (Currently Amended) The system of claim 15, wherein the-ecemplete-a-completing
the financial transaction includes accessing one or more of a casino machine, a keyless lock, an

ATM machine, a web site, a file and a financial account.

20. (Currently Amended) The system of claim 15, wherein the-ecemplete-a-completing

the financial transaction includes accessing an application.
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REMARKS/ARGUMENTS

Regarding the present Amendment, entry of this Amendment is respectfully requested
since the Amendment does not add new matter and does not require a new search.

With regard to the amendments to claims 1 and 15, during the final review of the allowed
claim language prior to paying the issue fee, Applicant’s Representative noticed inconsistencies
between the language of claims 1, 11 and 15. The amendments to claims 1 and 15 are needed to
make the claim language of claims 1 and 15 more consistent with the language of claim 11.
Since claim 11 recites “receiving an access message from the third-party trusted authority
indicating that the third-party trusted authority successfully authenticated the ID code sent to the
third-party trusted authority based on the comparison of the ID code and allowing the user to-
complete a financial transaction” and claim 11 is allowed, neither the amendment of claim 1 to
recite “responsive to receiving an access message from the third-party trusted authority-
indicating that the third-party trusted authority successfully authenticated the ID code, allowing
the user to complete a financial transaction” nor the amendment of claim 15 to recite “the third-
party trusted authority storing a list of legitimate codes and determining the authentication of the
ID code received based on a comparison of the ID code received and the legitimate codes
included in the list of the legitimate codes” require a new search and claims 1 and 15 as amended
herein are allowable.

With regard to the amendments to claims 7, 9, 19 and 20, the amendments are intended to
enhance readability as the language “the complete a financial transaction” is awkward and to
address an antecedent basis issue since the independent claims recite “a financial transaction.”

The amendment was not presented previously because the portions of claims 7, 9, 19 and 20
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amended includes language that was entered by the Examiner’s Amendment that accompanied
the Notice of Allowability.

With regard to the Examiner’s statement for reasons of allowance, the Examiner’s
statement is based on claim elements of independent claim 1. It should be noted that the claim
language of independent claims 11 and 15 may differ from that of claim 1, and that claims 11

and 15 are patentable for the elements they recite, which may differ from claim 1.

Respectfully submitted,
JOHN J. GIOBBI

Dated:  February 4, 2016 By:  /Matthew M. Holmes/
Matthew M. Holmes, Reg. No. 65,160
Attorney for Applicant
PATENT LAW WORKS LLP
201 South Main Street, Suite 250
Salt Lake City, UT 84111
Tel.: (385)232-7853
Fax: (801) 355-0160
Email: mholmes@patentlawworks.net
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Response to Rule 312 Communication

Application No. Applicant(s)
14/521,982 GIOBBI, JOHN J.
Examiner Art Unit

PHY ANH VU 2438

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address —

1. [X] The amendment filed on 20 January 2016 under 37 CFR 1.312 has been considered, and has been:

a)[] entered.

b) X entered as directed to matters of form not affecting the scope of the invention.

c)[] disapproved because the amendment was filed after the payment of the issue fee.

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1) and

the required fee to withdraw the application from issue.

d)[] disapproved. See explanation below.

e) ] entered in part. See explanation below.

/TAGHI ARANI/
Supervisory Patent Examiner, Art Unit 2438

/PHY ANH VU/
Examiner, Art Unit 2438

U.S. Patent and Trademark Office
PTOL-271 (Rev. 04-01)

Reponse to Rule 312 Communication Part of Paper No. 20160119
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OK TO ENTER: /P.V.J
01/21/2016
IN THE CLAIMS

All pending claims are reproduced below.

1. (Canceled)

2. (Currently Amended) A method comprising:

persistently storing biometric data of a legitimate user and an ID code on an integrated
device;

responsive to receiving a request for a biometric verification of a user, receiving, from a
biometric sensor, scan data from a biometric scan performed by the biometric
sensor;

comparing the scan data to the biometric data to determine whether the scan data matches
the biometric data;

responsive to a determination that the scan data matches the biometric data, wirelessly
sending the ID code for comparison by a third-party trusted authority against one
or more previously registered ID codes maintained by the third-party trusted
authority; and

responsive to receiving an access message from the third-party trusted authority-
indicating that the third-party trusted authority successfully authenticated the user

as-the-lesitimate-userbased-onthe-ecomparisen-efthe-ID code, allowing the user

to complete a financial transaction.

3. (Previously Presented)The method of claim 1, further comprising:

registering an age verification for the user in association with the ID code.
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4. (Previously Presented) The method of claim 1, wherein an indication that the

biometric verification was successful is sent with the ID code.

5. (Previously Presented) The method of claim 1, wherein the biometric data
includes data from one or more of a fingerprint, palm print, a retinal scan, an iris scan, a hand

geometry, a facial recognition, a signature recognition and a voice recognition;

6. (Previously Presented) The method of claim 1, wherein the integrated device
comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming device,

watch and a key fob.

7. (Currently Amended) The method of claim 1, wherein the-eemplete-a-completing

the financial transaction includes accessing an application.

8. (Canceled)

9. (Currently Amended) The method of claim 1, wherein the-eemplete-a-completing
the financial transaction includes accessing one or more of a casino machine, a keyless lock, an

ATM machine, a web site, a file and a financial account.

10. (Previously Presented) The method of claim 1, further comprising:

responsive to determining the action does not require biometric verification, receiving a
request for the ID code without a request for biometric verification; and

responsive to receiving the request for the ID code without a request for biometric
verification, sending the ID code for authentication without requesting the scan
data.
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11. (Previously Presented) An integrated device comprising:

a persistent storage media that persistently stores biometric data of a user and an ID code;

a validation module, coupled to communicate with the persistent storage media, that
receives scan data from a biometric scan for comparison against the biometric
data, and that sends the ID code for comparison by a third-party trusted authority
against one or more previously registered ID codes maintained by the third-party
trusted authority; and

a radio frequency communication module that receives an access message from the third-
party trusted authority indicating that the third-party trusted authority successfully
authenticated the ID code sent to the third-party trusted authority based on the
comparison of the ID code and allowing the user to-complete a financial

transaction.

12.  (Previously Presented) The integrated device of claim 9, wherein the ID code is

transmitted to the third-party trusted authority over a network.

13. (Previously Presented) The integrated device of claim 9, wherein an age

verification is registered in association with the ID code.

14.  (Previously Presented) The integrated device of claim 9, wherein the integrated
device comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming

device, watch and a key fob.

15. (Currently Amended) A system, comprising:
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an integrated hardware device that persistently stores biometric data of a legitimate user
and an ID code in the integrated hardware device, and that wirelessly sends the-
ID code; an authentication circuit that receives the ID code and sends the ID code
to a third-party trusted authority for authentication, and that receives an access
message from the third-party trusted authority indicating that the third-party
trusted authority successfully authenticated the ID code and allows the user to
complete a financial transaction; and

the third-party trusted authority operated by a third party, the third-party trusted authority
storing a list of legitimate codes and determining the authentication of the ID code
received a-user based on a comparison of the ID code received and the legitimate

codes included in the list of the legitimate codes.

16.  (Previously Presented) The system of claim 13 wherein the integrated hardware
device receives an authentication request from the authentication circuit, and in response,
requests a biometric scan from a user to generate scan data and, when the integrated hardware
device cannot verify the scan data as being from the legitimate user, the integrated hardware

device does not send the ID code.

17.  (Previously Presented) The system of claim 13, wherein the integrated hardware
device comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming

device, watch and a key fob.

18. (Previously Presented) The system of claim 13, wherein the biometric data
includes data based on one or more of a fingerprint, palm print, a retinal scan, an iris scan, a hand

geometry, a facial recognition, a signature recognition and a voice recognition.
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19. (Currently Amended) The system of claim 13, wherein the-eomplete-a-completing
the financial transaction includes accessing one or more of a casino machine, a keyless lock, an

ATM machine, a web site, a file and a financial account.

20. (Currently Amended) The system of claim 13, wherein the-cemplete-a-completing

the financial transaction includes accessing an application.
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IN THE UNITED STATES
PATENT AND TRADEMARK OFFICE

APPLICANT: John J. Giobbi

APPLICATION NO: 14/521,982

FILING DATE: October 23, 2014

TITLE: Biometric Personal Data Key (PDK) Authentication
EXAMINER: Phy Anh Tran Vu

GROUP ART UNIT: 2438
ATTY. DKT. NO: 10001-04540 US
CONFIRMATION NO: 8239

CERTIFICATE OF EFS-WEB TRANSMISSION

Pursuant to 240 OG 45 and the Legal Framework For EFS-Web, I hereby certify that this follow-on correspondence is being
officially submitted through the USPTO EFS-Web system from the Mountain Time Zone of the United States on the local date
shown below:

Dated:  January 20, 2016 By: /Matthew M. Holmes/
Matthew M. Holmes, Reg. No. 65,160

COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450

AMENDMENT AFTER ALLOWANCE UNDER 37 C.F.R. § 1.312
AND COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE

Sir/Madam:
In response to the Notices of Allowance and Allowability dated December 16, 2015,
please amend the above-identified application as indicated in the present Amendment:
Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 7 of this paper.
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IN THE CLAIMS

All pending claims are reproduced below.

1. (Canceled)

2. (Currently Amended) A method comprising:

persistently storing biometric data of a legitimate user and an ID code on an integrated
device;

responsive to receiving a request for a biometric verification of a user, receiving, from a
biometric sensor, scan data from a biometric scan performed by the biometric
sensor;

comparing the scan data to the biometric data to determine whether the scan data matches
the biometric data;

responsive to a determination that the scan data matches the biometric data, wirelessly
sending the ID code for comparison by a third-party trusted authority against one
or more previously registered ID codes maintained by the third-party trusted
authority; and

responsive to receiving an access message from the third-party trusted authority-
indicating that the third-party trusted authority successfully authenticated the user

as-the-legitimate-userbased-on-the-comparisen-ef-the-ID code, allowing the user

to complete a financial transaction.

3. (Previously Presented)The method of claim 1, further comprising:

registering an age verification for the user in association with the ID code.
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4. (Previously Presented) The method of claim 1, wherein an indication that the

biometric verification was successful is sent with the ID code.

5. (Previously Presented) The method of claim 1, wherein the biometric data
includes data from one or more of a fingerprint, palm print, a retinal scan, an iris scan, a hand

geometry, a facial recognition, a signature recognition and a voice recognition;

6. (Previously Presented) The method of claim 1, wherein the integrated device
comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming device,

watch and a key fob.

7. (Currently Amended) The method of claim 1, wherein the-eemplete-a-completing

the financial transaction includes accessing an application.

8. (Canceled)

9. (Currently Amended) The method of claim 1, wherein the-eemplete-a-completing
the financial transaction includes accessing one or more of a casino machine, a keyless lock, an

ATM machine, a web site, a file and a financial account.

10. (Previously Presented) The method of claim 1, further comprising:

responsive to determining the action does not require biometric verification, receiving a
request for the ID code without a request for biometric verification; and

responsive to receiving the request for the ID code without a request for biometric
verification, sending the ID code for authentication without requesting the scan
data.
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11. (Previously Presented) An integrated device comprising:

a persistent storage media that persistently stores biometric data of a user and an ID code;

a validation module, coupled to communicate with the persistent storage media, that
receives scan data from a biometric scan for comparison against the biometric
data, and that sends the ID code for comparison by a third-party trusted authority
against one or more previously registered ID codes maintained by the third-party
trusted authority; and

a radio frequency communication module that receives an access message from the third-
party trusted authority indicating that the third-party trusted authority successfully
authenticated the ID code sent to the third-party trusted authority based on the
comparison of the ID code and allowing the user to-complete a financial

transaction.

12.  (Previously Presented) The integrated device of claim 9, wherein the ID code is

transmitted to the third-party trusted authority over a network.

13. (Previously Presented) The integrated device of claim 9, wherein an age

verification is registered in association with the ID code.

14.  (Previously Presented) The integrated device of claim 9, wherein the integrated
device comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming

device, watch and a key fob.

15. (Currently Amended) A system, comprising:
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an integrated hardware device that persistently stores biometric data of a legitimate user
and an ID code in the integrated hardware device, and that wirelessly sends the-
ID code; an authentication circuit that receives the ID code and sends the ID code
to a third-party trusted authority for authentication, and that receives an access
message from the third-party trusted authority indicating that the third-party
trusted authority successfully authenticated the ID code and allows the user to
complete a financial transaction; and

the third-party trusted authority operated by a third party, the third-party trusted authority
storing a list of legitimate codes and determining the authentication of the ID code
received a-user based on a comparison of the ID code received and the legitimate

codes included in the list of the legitimate codes.

16.  (Previously Presented) The system of claim 13 wherein the integrated hardware
device receives an authentication request from the authentication circuit, and in response,
requests a biometric scan from a user to generate scan data and, when the integrated hardware
device cannot verify the scan data as being from the legitimate user, the integrated hardware

device does not send the ID code.

17.  (Previously Presented) The system of claim 13, wherein the integrated hardware
device comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming

device, watch and a key fob.

18. (Previously Presented) The system of claim 13, wherein the biometric data
includes data based on one or more of a fingerprint, palm print, a retinal scan, an iris scan, a hand

geometry, a facial recognition, a signature recognition and a voice recognition.
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19. (Currently Amended) The system of claim 13, wherein the-eomplete-a-completing
the financial transaction includes accessing one or more of a casino machine, a keyless lock, an

ATM machine, a web site, a file and a financial account.

20. (Currently Amended) The system of claim 13, wherein the-cemplete-a-completing

the financial transaction includes accessing an application.
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REMARKS/ARGUMENTS

Regarding the present Amendment, entry of this Amendment is respectfully requested
since the Amendment does not add new matter and does not require a new search.

With regard to the amendments to claims 1 and 15, during the final review of the allowed
claim language prior to paying the issue fee, Applicant’s Representative noticed inconsistencies
between the language of claims 1, 11 and 15. The amendments to claims 1 and 15 are needed to
make the claim language of claims 1 and 15 more consistent with the language of claim 11.
Since claim 11 recites “receiving an access message from the third-party trusted authority
indicating that the third-party trusted authority successfully authenticated the ID code sent to the
third-party trusted authority based on the comparison of the ID code and allowing the user to-
complete a financial transaction” and claim 11 is allowed, neither the amendment of claim 1 to
recite “responsive to receiving an access message from the third-party trusted authority-
indicating that the third-party trusted authority successfully authenticated the ID code, allowing
the user to complete a financial transaction” nor the amendment of claim 15 to recite “the third-
party trusted authority storing a list of legitimate codes and determining the authentication of the
ID code received based on a comparison of the ID code received and the legitimate codes
included in the list of the legitimate codes” require a new search and claims 1 and 15 as amended
herein are allowable.

With regard to the amendments to claims 7, 9, 19 and 20, the amendments are intended to
enhance readability as the language “the complete a financial transaction” is awkward and to
address an antecedent basis issue since the independent claims recite “a financial transaction.”

The amendment was not presented previously because the portions of claims 7, 9, 19 and 20
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amended includes language that was entered by the Examiner’s Amendment that accompanied
the Notice of Allowability.

With regard to the Examiner’s statement for reasons of allowance, the Examiner’s
statement is based on claim elements of independent claim 1. It should be noted that the claim
language of independent claims 11 and 15 may differ from that of claim 1, and that claims 11

and 15 are patentable for the elements they recite, which may differ from claim 1.

Respectfully submitted,
JOHN J. GIOBBI

Dated:  January 20, 2016 By:  /Matthew M. Holmes/
Matthew M. Holmes, Reg. No. 65,160
Attorney for Applicant
PATENT LAW WORKS LLP
201 South Main Street, Suite 250
Salt Lake City, UT 84111
Tel.: (385)232-7853
Fax: (801)355-0160
Email: mholmes@patentlawworks.net
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to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
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652



Application No. Applicant(s)

. , , 14/521,982 GIOBBI, JOHN J.
Examiner-Initiated Interview Summary i i
Examiner Art Unit
PHY ANH VU 2438

All participants (applicant, applicant’s representative, PTO personnel):
(1) PHY ANH VU. (3) .

(2) Matthew Holmes. (4.

Date of Interview: 24 November 2015.

Type: X Telephonic [ Video Conference
[J Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes X No.
If Yes, brief description:

Issues Discussed []101 [J112 [102 [J103 [X]Others

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 7, 9, 13, and 19-20.

Identification of prior art discussed: n/a.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Per SPE's approval, Examiner contacted Applicant's representative, Mr. Matthew Holmes to suqqgest filing a Terminal
Disclaimer (TD) in order to move the case forward. Amendments to claims 7, 9. 13 and 19-20 were also suggested so
that they can be consistent with their independent claims.

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[J Attachment

/PHY ANH VU/
Examiner, Art Unit 2438

U.S. Patent and Trademark Office
PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20151125
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Application No. Applicant(s)
14/521,982 GIOBBI, JOHN J.
: i i i AlA (First Inventor to
Notice of Allowability Emﬁm‘: w0 ‘2\523"" File) Statis
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 09/14/2015.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [[] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. [X] The allowed claim(s) is/are 2-7 and 9-20. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see hitg//www. usplc.gov/patents/init_events/gph/index.jsg or send an inquiry to PPHisedhack@usplo.qoy .

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[J Al b)[dSome *c) [] None of the:
1. [] Certified copies of the priority documents have been received.
2. [] Certified copies of the priority documents have been received in Application No.
3. [[] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiners Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. X Notice of References Cited (PTO-892) 5. IX] Examiner's Amendment/Comment

2. [X] Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 06/07/2015; 11/02/2015

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. X Interview Summary (PTO-413),
Paper No./Mail Date 11/24/2015 .

/PHY ANH VU/
Examiner, Art Unit 2438

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20151125
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Application/Control Number: 14/521,982 Page 2
Art Unit: 2438

DETAILED ACTION

This Office Action is in response to the Amendment filed 09/14/2015 and the
Terminal Disclaimer filed 11/23/2015.

Authorization for this Examiner's Amendment was given in an interview with Mr.
Matthew Holmes on 11/25/2015.

Notice of Pre-AlA or AIA Status

The present application is being examined under the pre-AlA first to invent

provisions.
Response to Arguments

The 101 rejections made the previous Office Action is hereby withdrawn due to

the amendment filed.

EXAMINER’S AMENDMENTS

Amend claims 7, 9, 13 and 19-20 as follow:
Claim 7:

The method of claim 2, wherein the actior complete a financial transaction
includes accessing an application.
Claim 9:

The method of claim 2, wherein the aetion complete a financial transaction
includes accessing one or more of a casino machine, a keyless lock, a-garage-door
epeners-an ATM machine, a-hard-drive;computersoftware; a web site, a file and a
financial account.

Claim 13:
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The integrated device of claim 11, wherein an age verification is registered in
association with the deviee |D code.
Claim 19:

The system of claim 15, wherein the aetioh complete a financial transaction

includes accessing one or more of a casino machine, a keyless lock, a-garage-deor
epener-an ATM machine, a-hard-drive;-computersoftware; a web site, a file and a
financial account.
Claim 20:

The system of claim 15, wherein the aetior complete a financial transaction
includes accessing an application.

ALLOWABLE SUBJECT MATTER

Claims 2-7 and 9-20 are allowed while claims 1 & 8 are cancelled.

The following is an examiner's statement of reasons for allowance:

The present invention is directed to method, device and system for authenticating

user using biometric information.

The closest prior arts cited are generally directed to various aspects of
authenticating users using biometric information. However, none of the cited arts found
alone or in combination suggests or teaches all the elements of the independent claims.
For instance, no parts of the cited arts teach or suggest limitations such as persistently
storing biometric data of a legitimate user and an ID code on an integrated device;
responsive to receiving a request for a biometric verification of a user, receiving, from a

biometric sensor, scan data from a biometric scan performed by the biometric sensor;
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comparing the scan data to the biometric data to determine whether the scan data
matches the biometric data; responsive to a determination that the scan data matches
the biometric data, wirelessly sending the ID code for comparison by a third- party
trusted authority against one or more previously registered ID codes maintained by the
third-party trusted authority; and responsive to receiving an access message from the
third-party trusted authority indicating that the third-party trusted authority successfully
authenticated the user as the legitimate user based on the comparison of the ID code,
allowing the user to complete a financial transaction.

Therefore, the claims are allowable for the above reason.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled "Comments on

Statement of Reasons for Allowance."

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to PHY ANH VU whose telephone number is (571)270-
7317. The examiner can normally be reached on Wed 7:00-5:30, TH-F 7-5:30 EST.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Taghi Arani can be reached on 571-272-3787. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
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Examiner-Initiated Interview Summary i i
Examiner Art Unit
PHY ANH VU 2438

All participants (applicant, applicant’s representative, PTO personnel):
(1) PHY ANH VU. (3) .

(2) Matthew Holmes. (4.

Date of Interview: 24 November 2015.

Type: X Telephonic [ Video Conference
[J Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes X No.
If Yes, brief description:

Issues Discussed []101 [J112 [102 [J103 [X]Others

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 7, 9, 13, and 19-20.

Identification of prior art discussed: n/a.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Per SPE's approval, Examiner contacted Applicant's representative, Mr. Matthew Holmes to suqqgest filing a Terminal
Disclaimer (TD) in order to move the case forward. Amendments to claims 7, 9. 13 and 19-20 were also suggested so
that they can be consistent with their independent claims.

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 14521982

Filing Date 23-Oct-2014
First Named Inventor John Giobbi
Attorney Docket Number 10001-04540 US

Title of Invention

Biometric Personal Data Key (PDK) Authentication

X Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

Proxense, LLC 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

8352730
8886954

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.
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(® Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.

| certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

O

Applicant claims the following fee status:

(® Small Entity

(O Micro Entity

(O Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 65160

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Si t
ignature /Matthew Holmes/

Name Matthew Holmes

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Dated:  September 14, 2015 By: /Matthew M. Holmes/
Matthew M. Holmes, Reg. No. 65,160

COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450

AMENDMENT A

Responsive to the Non-Final Office Action mailed on June 12, 2015, which sets a
shortened statutory period for response that expires on September 12, 2015, please enter the

following amendment and consider the following remarks.
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IN THE CLAIMS

All pending claims are reproduced below.

1. (Canceled)

2. (Currently Amended) A method comprising;:

persistently storing biometric data of a legitimate user and an ID code on[[ the]]_an
integrated device;

responsive to receiving a request for a biometric verification of a user, receiving, from a

biometric sensor, scan data from a biometric scan_performed by the biometric

Sensor;
comparing the scan data to the biometric data to determine whether the scan data matches
the biometric data;
responsive to a determination that the scan data matches the biometric data, wirelessly

sending the ID code for-authenticationby-an-agent-thatis comparison by a third-

party trusted authority_against one or more previously registered ID codes

maintained by the third-party trusted authority; and

responsive to receiving an access message from the_third-party trusted authority-agent

indicating that the third-party trusted authority-agent successfully authenticated

the user as the legitimate user based on_the comparison of the ID code, allowing

the user to-perform-an-aection complete a financial transaction.

3. (Currently Amended) The method of claim[[ 1]]_2, further comprising:

registering an age verification for the user in association with the ID code.

Page 2 of 16
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4. (Currently Amended) The method of claim[[ 1]].2, wherein an indication that the

biometric verification was successful is sent with the ID code.

5. (Currently Amended) The method of claim[[ 1]].2, wherein the biometric data
includes data from one or more of a fingerprint, palm print, a retinal scan, an iris scan, a hand

geometry, a facial recognition, a signature recognition and a voice recognition;

6. (Currently Amended) The method of claim[[ 1]]_2, wherein the integrated device
comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming device,

watch and a key fob.

7. (Currently Amended) The method of claim[[ 1]]_2, wherein the action includes

accessing an application.

8. (Cancelled).

9. (Currently Amended) The method of claim[[ 1]].2, wherein the action includes
accessing one or more of a casino machine, a keyless lock, a garage door opener, an ATM

machine, a hard drive, computer software, a web site, a file and a financial account.

10. (Currently Amended) The method of claim[[ 1]].2, further comprising:

responsive to determining the action does not require biometric verification, receiving a
request for the ID code without a request for biometric verification; and

responsive to receiving the request for the ID code without a request for biometric
verification, sending the ID code for authentication without requesting the scan
data.
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11.  (Currently Amended) An integrated device comprising:

a persistent storage media that_persistently stores biometric data of a user and an ID code;

a validation module, coupled to communicate with the persistent storage media, that
receives scan data from a biometric scan for comparison against the biometric

data, and that sends the ID code for-authenticationby-a-third-party-that operatesa-

trusted-autherity comparison by a third-party trusted authority against one or more

previously registered ID codes maintained by the third-party trusted authority; and

a radio frequency communication module that receives an access message from the third-
party trusted authority indicating that the third-party trusted authority successfully

authenticated the ID code sent to the third-party trusted authority based on the

comparison of the ID code and allowing the user to-perferm-anaetion complete a

financial transaction.

12.  (Currently Amended) The integrated device of claim 11, wherein the ID code is

transmitted to the_third-party trusted authority over a network.

13.  (Previously Presented) The integrated device of claim 11, wherein an age

verification is registered in association with the device ID code.

14.  (Previously Presented) The integrated device of claim 11, wherein the integrated
device comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming

device, watch and a key fob.

15. (Currently Amended) A system, comprising;:
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an integrated hardware device that persistently stores biometric data of a legitimate user
and an ID code in the integrated hardware device, and that wirelessly sends the-
deviee ID code;[[ and]]

an authentication circuit that receives-the-one-or-more-codes-and-other-data-values the ID
code and sends-the-one-ormore-codes-and-other-data—values the ID code to a third-
party-that-eperates—a trusted authority for authentication, and that receives an
access message from the _third-party trusted authority indicating that the _third-
party trusted authority successfully authenticated the ID code and allows the user

to-perform-an-aetion complete a financial transaction; and

the_third-party trusted authority operated by a third party, the third-party trusted authority

storing a list of legitimate codes and determining the authentication of a user
based on a comparison of the-deviee ID_code received and-the-tist the legitimate

codes included in the list of the legitimate codes.

16. (Currently Amended) The system of claim 15, wherein the integrated hardware
device receives an authentication request from the authentication circuit, and in response,
requests a biometric scan from a user to generate scan data and, when the integrated hardware
device cannot verify the scan data as being from the legitimate user, the integrated hardware

device does not send the ID code.

17.  (Previously Presented) The system of claim 15, wherein the integrated hardware
device comprises one or more of a mobile phone, tablet, laptop, mp3 player, mobile gaming

device, watch and a key fob.
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18.  (Previously Presented) The system of claim 15, wherein the biometric data
includes data based on one or more of a fingerprint, palm print, a retinal scan, an iris scan, a hand

geometry, a facial recognition, a signature recognition and a voice recognition;

19. (New) The system of claim 15, wherein the action includes accessing one or more
of a casino machine, a keyless lock, a garage door opener, an ATM machine, a hard drive,

computer software, a web site, a file and a financial account.

20. (New) The system of claim 15, wherein the action includes accessing an

application.
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REMARKS
Claims 2-18 were presented for examination.! Claims 2-18 stand rejected in the Office
Action dated June 12, 2015 (herein, “OA”). Claims 19 and 20 are new. Claim 8 is cancelled.
Claims 2-12, 15 and 16 are amended without acquiescing to the propricty of the rejection.
Support for these amendments can be found in at least paragraphs [0027], [0031], [0032], [0035],
[0041], [0043] and [0052] of the original disclosure. Claims 2-7 and 9-20 are pending upon

entry of this amendment. No new matter is added.

Summary of Office Action

1. Claims 3-10, and 15 are objected to because of alleged informalities.

2. Claims 11 and 15 are rejected on the ground of non-statutory double patenting as
allegedly being unpatentable over claims 12 and 22 of U.S. Patent No. 8,886,954.

3. Claims 2-10 are rejected under 35 U.S.C. § 101 for allegedly being directed to
non-statutory subject matter.

4. Claims 2-10 are rejected under pre-AlA 35 U.S.C. § 103(a) as allegedly being
unpatentable over Hsu et al. (U.S. Patent No. 6,041,410, hereinafter “Hsu”) and in view of
Stanko (U.S. Publication No. 2005/0074126, hereinafter “Stanko™).

5. Claims 3 and 13 are rejected under pre-AlA 35 U.S.C. § 103(a) as allegedly being
unpatentable over Hsu, Stanko and further in view of Schlotterbeck (U.S. Publication No.

2004/0128162, hereinafter “Schlotterbeck™).

! Preliminary Amendment included claims 2-21; however, because claims 19-21 were on the
same page as the remarks, claims 19-21 do not appear to have been entered or considered.
Accordingly, claims 19 and 20, which correspond to claims 19 and 21, respectively, in the
preliminary amendment, are identified as new herein. Claim 1 is amended to include
elements similar to claim 20 of the previous filed Preliminary Amendment.
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6. Claims 11-12, and 14-18 are rejected under pre-AlA 35 U.S.C. § 103(a) as
allegedly being unpatentable over Hsu, Stanko and further in view of Lake et al. (U.S.

Publication No. 2002/0091646, hereinafter “Lake™).

Response to Objections for Claims

Claims 3-10 and 15 are objected to because of alleged informalities.

In particular, claims 3-10 recite the limitation “The method of claim 1 which should be
“The method of claim 2.” Claims 3-10 are amended to recite “The method of claim 2” as
suggested by the Examiner. Accordingly, Applicants respectfully request that the objection of
claims 3-10 be withdrawn.

Claim 15 recites “the one or more codes and other data values” which should be “the ID
code.” Claim 15 is amended to recite “the ID code” as suggested by the Examiner. Accordingly,

Applicants respectfully request that the objection of claim 15 be withdrawn.

Response to Double Patenting Rejection

Claims 11 and 15 are rejected on the ground of non-statutory double patenting as being
allegedly unpatentable over claims 12 and 22 of U.S. Patent No. 8,886,954. Applicant
respectfully requests that the double patenting rejection be held in abeyance until it is determined
that there is allowable subject matter, at which time Applicant will respond to the rejection or file

a terminal disclaimer.

Response to Rejections under 35 U.S.C. § 101
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Claims 2-10 are rejected under 35 U.S.C. § 101 for allegedly being directed to non-

statutory subject matter.

Here, the OA asserts that the independent claim 2 is directed to “an abstract idea of
biometric personal data key authentication. The steps of storing biometric data, receiving a
request for biometric data, comparing the scan data, sending the ID code, receiving an access
message, and allowing user to perform an action are all mental processes, that describe the
abstract idea.”

Applicants respectfully disagree and submit that at least the following elements of claim
2, when considered with the other elements of claim 2, are not directed to an abstract idea.

.. persistently storing biometric data of a legitimate user and an ID code
on an integrated device;

responsive to receiving a request for a biometric verification of a user,
receiving, from a biometric sensor, scan data from a biometric
scan performed by the biometric sensor;

.. responsive to a determination that the scan data matches the biometric
data, wirelessly sending the ID code for comparison by a third-
party trusted authority against one or more previously registered
ID codes maintained by the third-party trusted authority; and

responsive to receiving an access message from the third-party trusted
authority indicating that the third-party trusted authority
successfully authenticated the user as the legitimate user based on
the comparison of the ID code, allowing the user to complete a
financial transaction.

In particular, the element of “responsive to receiving an access message from the third-
party trusted authority indicating that the third-party trusted authority successfully authenticated
the user as the legitimate user based on the comparison of the ID code, allowing the user to
complete a financial transaction” is not merely an “abstract idea of biometric personal data key

authentication” but rather “authenticatfing] the user as the legitimate user” in a certain concrete

way, which is dependent upon several concrete computer-implemented acts being performed
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including “persistently storing biometric data of a legitimate user and an ID code on an

9% &

integrated device,” “responsive to receiving a request for a biometric verification of a user,
receiving, from a biometric sensor, scan data from a biometric scan performed by the biometric
sensor” and “responsive to a determination that the scan data matches the biometric data,
wirelessly sending the ID code for comparison by a third-party trusted authority against one or
more previously registered ID codes maintained by the third-party trusted authority.”

Accordingly, Applicant respectfully requests that the rejection under 35 U.S.C. § 101 of

claim 2, and all claims depending therefrom, be withdrawn.

Response to Rejections under 35 U.S.C. § 103

The rejection of the claims will be addressed by reference to the independent claims.

Independent claim 2

As amended, independent claim 2 recites in part:

... persistently storing biometric data of a legitimate user and an ID code on an
integrated device;
responsive to receiving a request for a biometric verification of a user, receiving, from
a biometric sensor, scan data from a biometric scan performed by the biometric
sensor
... responsive to a determination that the scan data matches the biometric data,
wirelessly sending the ID code for comparison by a third-party trusted authority
against one or more previously registered ID codes maintained by the third-
party trusted authority; and
responsive to receiving an access message from the third-party trusted authority
indicating that the third-party trusted authority successfully authenticated the
user as the legitimate user based on the comparison of the ID code, allowing the
user to complete a financial transaction.

The cited portions of the references, and the proposed combination thereof, fail to

disclose or render obvious, among other things, “responsive to receiving an access message from

Page 10 of 16
Application No. 14/521,982 Atty. Dkt. No. 10001-04540 US

696



the third-party trusted authority indicating that the third-party trusted authority successfully
authenticated the user as the legitimate user based on the comparison of the ID code, allowing
the user to complete a financial transaction” as recited by amended claim 2.

The Examiner, on page 9 of the OA, cites Hsu at Figure 4, col. 5 line 65 — col. 6 line 9,
and col. 6 lines 24-34 as disclosing “wherein the action includes accessing an application” and
“wherein the action includes completing a transaction.” In particular, on page 9 of the OA, the
Examiner argues:

Regarding claim 7, Msu and Stanko disclose the method of claim 1. Msu further
discloses wherein the action includes accessing an application (figure 4, colurmn 5, line
85-colum 8, line 9, access to an applicaticn of a financial institution).

Regarding claim 8, Hsu and Stanko disclose the method of claim 1. Hsu further
discloses wherein the action includes completing a transaction (Figure 4. column 6, 24-

34, ATM).

Respectfully, Applicants disagree. Figure 4, col. 5 line 65 — col. 6 line 9, and col. 6 lines

24-34 of Hsu disclose:
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The cited portions of Hsu disclose at most that “[i]f the door 10 provides access to a

financial institution ... the user will register by bringing his or her fob 14 to the institution, and
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transmitting the fingerprint CRC from the fob to the door receiver 15 at col. 5 line 65 — col. 6

9 &e

line 2. “[O]pen[ing]” “the door for the user’? in which “the door 10 provides access to a
financial institution” as disclosed by Hsu is not similar to “allowing the user to complete a
transaction” much less “allowing the user to complete a financial transaction” as recited by
amended claim 2.

The cited portions of Hsu also disclose at most that “[i]f there is a match, the door is
opened for the user” and “a door 10, four different forms of which are shown, including a car
door 10.1, a building door 10.2, an automatic teller machine (ATM) 10.3, and a computer 10.4.”
See Hsu, col. 6 lines 23-24 and lines 26-29. “[O]pen[ing]” “a door ... different forms of which
... including ... an automatic teller machine (ATM)” “for the user” as disclosed by Hsu does not
disclose “a financial transaction” much less “allowing the user to complete a financial
transaction” as recited by amended claim 2. Accordingly, the cited portions of Hsu do not teach,
disclose or suggest “responsive to receiving an access message from the third-party trusted
authority indicating that the third-party trusted authority successfully authenticated the user as
the legitimate user based on the comparison of the ID code, allowing the user to complete a

financial transaction” as recited by amended claim 2.

The deficiencies of the cited portions of Hsu are not remedied by the cited portions of
Stanko, Schlotterbeck and Lake. The cited portions of Stanko, Schlotterbeck and Lake do not
teach, disclose or suggest, among other things, “responsive to receiving an access message from
the third-party trusted authority indicating that the third-party trusted authority successfully
authenticated the user as the legitimate user based on the comparison of the ID code, allowing

the user to complete a financial transaction,” as recited by amended claim 2, nor does the

2 Hsu, col. 6 lines 23-24.
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Examiner contend that they do. Thus, Applicants respectfully submit that the proposed
combinations of the cited portions of Hsu, Stanko, Schlotterbeck and Lake fail to disclose or
render obvious each and every element of amended claim 2.

Claims 3-7, 9 and 10 depend from claim 2 and are therefore patentable for at least similar

reasons as amended claim 2 as well as because of the additional features they recite.

Independent claim 11

As amended, independent claim 11 recites in part:

“... a persistent storage media that persistently stores biometric data of a user and an ID
code;

a validation module, coupled to communicate with the persistent storage media, that
receives scan data from a biometric scan for comparison against the biometric
data, and that sends the ID code for comparison by a third-party trusted
authority against one or more previously registered ID codes maintained by the
third-party trusted authority; and

a radio frequency communication module that receives an access message from the
third-party trusted authority indicating that the third-party trusted authority
successfully authenticated the ID code sent to the third-party trusted authority
based on the comparison of the ID code and allowing the user to complete a
financial transaction.”

Accordingly, the cited portions of Hsu, Stanko, Schlotterbeck and Lake in the proposed
combinations set forth in the OA fail to disclose or render obvious each and every limitation of
amended claim 11, and amended claim 11 is therefore patentable over the cited portions of the
references for at least reasons analogous to those discussed above with reference to claim 2.

Claims 12-14 depend from claim 11 and are therefore patentable for at least similar

reasons as amended claim 11 as well as because of the additional features they recite.

Independent claim 15

As amended, independent claim 15 recites in part:
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“...an integrated hardware device that persistently stores biometric data of a legitimate
user and an ID code in the integrated hardware device, and responsive to scan
data matches the stored biometric data, wirelessly sends the ID code;

an authentication circuit that receives the ID code and sends the ID code to a third-
party trusted authority for authentication, and that receives an access message
from the third-party trusted authority indicating that the third-party trusted
authority successfully authenticated the ID code and allows the user to complete
a financial transaction, and

the third-party trusted authority operated by a third party, the third-party trusted
authority storing a list of legitimate codes and determining the authentication of
a user based on a comparison of the ID code received and the legitimate codes
included in the list of the legitimate codes.”

Accordingly, the cited portions of Hsu, Stanko, Schlotterbeck and Lake in the proposed
combinations set forth in the OA fail to disclose or render obvious each and every limitation of
amended claim 15, and amended claim 15 is therefore patentable over the cited portions of the
references for at least reasons analogous to those discussed above with reference to claim 2.

Claims 16-20 depend from claim 15 and are therefore patentable for at least similar

reasons as amended claim 15 as well as because of the additional features they recite.
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CONCLUSION

Allowance of all claims is requested. If the Examiner believes that direct contact with
Applicant’s attorney will advance the prosecution of this case, the Examiner is encouraged to

contact the undersigned as indicated below.

Respectfully submitted,
JOHN J. GIOBBI

Dated:  September 14, 2015 By:  /Matthew M. Holmes/
Matthew M. Holmes, Reg. No. 65,160
Attorney for Applicant
PATENT LAW WORKS LLP
201 South Main Street, Suite 250
Salt Lake City, UT 84111
Tel.: (385)232-7853
Fax: (801)355-0160
Email: mholmes@patentlawworks.net

MMH:kkt

Page 16 of 16
Application No. 14/521,982 Atty. Dkt. No. 10001-04540 US

702



Electronic Acknowledgement Receipt

EFS ID: 23480533
Application Number: 14521982
International Application Number:
Confirmation Number: 8239

Title of Invention:

Biometric Personal Data Key (PDK) Authentication

First Named Inventor/Applicant Name:

John J. Giobbi

Customer Number:

89194

Filer:

Matthew M. Holmes

Filer Authorized By:

Attorney Docket Number: 10001-04540 US
Receipt Date: 14-SEP-2015
Filing Date: 23-0CT-2014
Time Stamp: 18:37:25

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
212665
1 04540US_AmendmentA.pdf yes 16

bb6d7392009e7f5d7a0b202b83f6f1d6f555)

daff

703




Multipart Description/PDF files in .zip description
Document Description Start End
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Claims 2 6
Applicant Arguments/Remarks Made in an Amendment 7 16
Warnings:
Information:
Total Files Size (in bytes){ 212665

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

704




PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number

Filing Date

Substitute for Form PTO-875 14/521,982 10/23/2014

I:l To be Mailed

APPLICATION AS FILED — PART |

ENTITY: [ LARGE [X] smALL [] MICRO

*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
L1 asic Fee N/A N/A N/A
(37 CFR 1.16(a), (b), o (c))
|:] SEARCH FEE N/A N/A N/A
(37 CFR 1.16(K), (i), or (m))
|
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (q)) N/A N/A A
TOTAL CLAIMS . N
(37 CFR 1.16(i)) minus 20 = X $ =
INDEPENDENT CLAIMS : N
(37 CFR 1.16(h)) minus 3 = X $ =
If the specification and drawings exceed 100 sheets
0 of paper, the application size fee due is $310 ($155
A;%,_lgﬁﬂ'g';‘ SIZE FEE for small entity) for each additional 50 sheets or
( 16(5)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
- 09/14/2015 | \-7er PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
S | [gaerern <18 Minus | = 20 -0 x $40 - 0
5 5
Independ: .
z e e v s -3 Minus | =3 -0 x $210= 0
<§( [] Application Size Fee (37 CFR 1.16(s))
I:' FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 CFR 1.16(j))
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
— AMENDMENT PAID FOR
Z | Total (37 cFR . *x
& me(\))( Minus - X $ =
Independent " : xx
% $37C€R1.16@ Minus = X' $ =
& [T reptcancrs
] pplication Size Fee (37 CFR 1.16(s))
=
<C I:' FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 CFR 1.16(j))
TOTAL ADD’L FEE
* |f the entry in column 1 is less than the entry in column 2, write “0” in column 3. LIE
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”. /PAMELA YOUNG/

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

705



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
14/521,982 10/23/2014 John J. Giobbi 10001-04540 US 8239
89194 7590 06/12/2015
EXAMINER
Patent Law Works/Proxense | |
Greg Sueoka VU, PHY ANH TRAN
201 South Main Street, Suite 250
Salt Lake City, UT 84111 | ART UNIT | PAPER NUMBER |
2438
| NOTIFICATION DATE | DELIVERY MODE |
06/12/2015 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

docketing @patentlawworks.net
patents @patentlawworks.net
mfurubayashi @ patentlawworks.net

PTOL-90A (Rev. 04/07)

706



Application No. Applicant(s)
14/521,982 GI0BBI, JOHN J.

Office Action Summary Examiner Art Unit AA (First Inventor to File)
PHY ANH VU 2438 SN‘Z‘“S

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)X Responsive to communication(s) filed on 12/12/2014.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*

5)[X Claim(s) 2-18is/are pending in the application.

5a) Of the above claim(s) ___is/are withdrawn from consideration.

6)[1 Claim(s) is/are allowed.

7)X Claim(s) 2-18 is/are rejected.

8)[] Claim(s) ____is/are objected to.

9] Claim(s are subject to restriction and/or election requirement.
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

)
)
)

hitn /raww. usplo.gov/patents/init_events/pph/indax.jsp or send an inquiry to PPHieedback@uspto.qov.

Application Papers
10)[]] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on 10/23/2014 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[C] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)[J Al b)[J Some** ¢)[] None of the:
1. Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date. .
2) IZ Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 |:| Other-
Paper No(s)/Mail Date 02/12/2015. ) ther:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20150531

707



Application/Control Number: 14/521,982 Page 2
Art Unit: 2438

DETAILED ACTION
The present application having Application No. 14/521,982 filed on 12/12/2014, is
being presented for examination by the examiner.
The present application is being examined under the pre-AlA first to invent
provisions.
Claim Objections
Claims 3-10 are objected to because of the following informalities:

Claim 3 recites “The method of claim 1...” which should be “The method of claim

2.7

Claims 4-10 are objected for the same rationale as claim 3 above.

an authentication circuit that receives the one or more codes and other data
values and

Claim 15 recites “...an authentication circuit that receives the one or more codes
and other data values and sends the one or more codes and other data values...” which
should be “.....an authentication circuit that receives the |D code ene-er-more-codes
ahd-other-data-values and sends the |ID code the-ohe-ormore-codes-and-otherdata

values...” Appropriate correction is required.

Double Patenting
The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the

unjustified or improper timewise extension of the “right to exclude” granted by a patent
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Application/Control Number: 14/521,982 Page 3
Art Unit: 2438

and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the claims at issue are not identical, but at least
one examined application claim is not patentably distinct from the reference claim(s)
because the examined application claim is either anticipated by, or would have been
obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d
1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir.
1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,
686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory
double patenting ground provided the reference application or patent either is shown to
be commonly owned with this application, or claims an invention made as a result of
activities undertaken within the scope of a joint research agreement. A terminal
disclaimer must be signed in compliance with 37 CFR 1.321(b).

The USPTO internet Web site contains terminal disclaimer forms which may be
used. Please visit http://www.uspto.gov/forms/. The filing date of the application will
determine what form should be used. A web-based eTerminal Disclaimer may be filled
out completely online using web-screens. An eTerminal Disclaimer that meets all
requirements is auto-processed and approved immediately upon submission. For more
information about eTerminal Disclaimers, refer to

http://www.uspto.gov/patents/process/file/efs/guidance/eTD-info-I.jsp.
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Claims 11 and 15 are rejected on the ground of nonstatutory double patenting as

being unpatentable over claims 12 and 22 of U.S. Patent No. 8,886,954. Although the

claims at issue are not identical, they are not patentably distinct from each other

because the scopes of the claims are the same.

Application 14/521,982

Patent 8,886,954

Claims 11:

An integrated device comprising:

a persistent storage media that stores biometric data of a
user and an ID code;

a validation module, coupled to communicate with the
persistent storage media, that receives scan data from a
biometric scan for comparison against the biometric data,
and that sends the ID code for authentication by a third
party that operates a trusted authority; and

a radio frequency communication module that receives
an access message from the trusted authority indicating
that the trusted authority successfully authenticated the
ID code sent to the third party and allowing the user to

perform an action.

Claim 12:

An integrated device comprising:

a persistent storage media that stores biometric data
of a user and a plurality of codes and other data
values comprising a device ID code uniquely
identifying the integrated device and a secret decryption
value in a tamper proof format written to the persistent
storage media and not capable of being subsequently
altered; a validation module, coupled to communicate
with the persistent storage media, that receives scan
data from a biometric scan for comparison against
the biometric data, and that sends one or more
codes and other data values from the plurality of
codes and other data values for authentication by a
third party that operates a trusted authority, wherein
the one or more codes and other data values includes
the device ID code; and a radio frequency
communication module that receives an access
message from the trusted authority indicating that
the trusted authority successfully authenticated the
one or more codes and other data values to the third

party and allowing the user access to an application.
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Claim 15:

A system, comprising:

an integrated hardware device that stores biometric data
of a legitimate user and an ID code in the integrated
hardware device, and that wirelessly sends the device ID
code; and

an authentication circuit that receives the one or more
codes and other data values and sends the one or more
codes and other data values to a third party that operates
a trusted authority for authentication, and that receives
an access message from the trusted authority indicating
that the trusted authority successfully authenticated the
ID code and allows the user to perform an action; and
the trusted authority operated by a third party, the trusted
authority storing a list of legitimate codes and
determining the authentication of a user based on a

comparison of the device ID received and the list.

Claim 22:

A system, comprising:

an integrated hardware device that stores biometric
data of a user and a plurality of codes and other data
values comprising a device ID code uniquely
identifying the integrated hardware device and a secret
decryption value in a tamper proof format written to a
storage element in the integrated hardware device that is
not capable of being subsequently altered, and that
wirelessly sends one or more codes and other data
values from the plurality of codes and other data
values, wherein the one or more codes and other data
values include the device ID code; and

an authentication circuit that receives the one or more
codes and other data values and sends the one or
more codes and other data values to a third party
that operates a trusted authority for authentication,
and that receives an access message from the
trusted authority indicating that the trusted authority
successfully authenticated the one or more codes
and other data values to the third party and allows

the user to access an application.

Claim Rejections - 35 USC § 101

35 U.S.C. 101 reads as follows:
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Whoever invents or discovers any new and useful process, machine, manufacture, or
composition of matter, or any hew and useful improvement thereof, may obtain a patent
therefor, subject to the conditions and requirements of this title.

Claims 2-10 are rejected under 35 U.S.C. 101 because the claimed invention
is directed to non-statutory subject matter.

Claim 2 is rejected under 35 U.S.C. 101 because the claimed invention is
directed to a judicial exception (i.e: a law of nature, a natural phenomenon, or an
abstract idea) without significant more. Claim 2 is an abstract idea of biometric personal
data key authentication. The steps of storing biometric data, receiving a request for
biometric data, comparing the scan data, sending the ID code, receiving an access
message, and allowing user to perform an action are all mental processes, that describe
the abstract idea.

The claim does not include additional elements that are sufficient to amount to
significantly more than the judicial exception. Based upon consideration of all of the
relevant factors with respect to the claim as a whole, the claim simply instructs the
practitioner to implement the abstract idea with routine conventional activity.

Claims 3-10 depend on claim 2, thus inherit the same 101 rejection as their
independent claim 2 above.

Claim Rejections - 35 USC § 103
The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102 of this title, if the differences between the subject matter sought to
be patented and the prior art are such that the subject matter as a whole would have been
obvious at the time the invention was made to a person having ordinary skill in the art to which
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said subject matter pertains. Patentability shall not be negatived by the manner in which the
invention was made.

Claims 2-10 are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Hsu et al. (US Patent 6,041,410 B1-hereinafter Hsu) and in view
of Stanko (US 2005/0074126 A1-hereinafter Stanko).

Regarding claim 2, Hsu discloses a method comprising:

persistently storing biometric data of a legitimate user and an ID code on the
integrated device (Figure 3, element 32; column 4, lines 15-25; column 7, lines 6-9, and
63-65, user's name, account number, fob’s public and private key pair are stored in fob);

responsive to receiving a request for a biometric verification of a user, receiving
scan data from a biometric scan (column 4, lines 40-45, column 6, lines 29-41; column
7, lines 17-34, fingerprint from sensor is received);

comparing the scan data to the biometric data to determine whether the scan
data matches the biometric data(column 4, lines 40-45, received fingerprint is compared
to a reference fingerprint image) ;

responsive to a determination that the scan data matches the biometric data,
wirelessly sending the ID code for authentication by an agent that is a third-party trusted
authority (Figure 4, step 60; column 7, lines 20-30, account number and fob’s key
information are transmitted); and

successfully authenticated the user as the legitimate user based on the ID code,
allowing the user to perform an action (column 6, lines 16-24, column 7, lines 25-34,

user’s account number and key are successfully authenticateq).
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Hsu does not explicitly disclose receiving an access message from the agent
indicating that the agent successfully authenticated the user.

However, Stanko discloses receiving a grant message after successful
authentication (f0055][0069], grant message is sent).

One of ordinary skill in the art at the time the invention was made would have
been motivated to incorporate the feature discloses by Stanko into the method of Hsu to

provide a clear and effective method of communication.

Regarding claim 4, Hsu and Stanko disclose the method of claim 2. Hsu further
discloses an indication that the biometric verification was successful is sent with the ID
code (Figure 4, step 60; column 7, lines 20-30, at least account number, fob’s key

information and CRC are transmitted).

Regarding claim 5, Hsu and Stanko disclose the method of claim 2. Hsu further
discloses wherein the biometric data includes data from one or more of a fingerprint,
palm print, a retinal scan, an iris scan, a hand geometry, a facial recognition, a signature

recognition and a voice recognition (column 4, lines 31-39, print patter, iris patter);

Regarding claim 6, Hsu and Stanko disclose the method of claim 1. Hsu further
discloses wherein the integrated device comprises one or more of a mobile phone,
tablet, laptop, mp3 player, mobile gaming device, watch and a key fob (column 2, lines

15-29 and 27-40, fob).
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Regarding claim 7, Hsu and Stanko disclose the method of claim 1. Hsu further
discloses wherein the action includes accessing an application (figure 4, column 5, line
65-colum 6, line 9, access to an application of a financial institution).

Regarding claim 8, Hsu and Stanko disclose the method of claim 1. Hsu further
discloses wherein the action includes completing a transaction (Figure 4, column 6, 24-

34, ATM).

Regarding claim 9, Hsu and Stanko disclose the method of claim 1. Hsu further
discloses wherein the action includes accessing one or more of a casino machine, a
keyless lock, a garage door opener, an ATM machine, a hard drive, computer software,
a web site, a file and a financial account (figure 4, column 5, line 65-column 6, lines 9,

24-34, car door, building door, ATM).

Regarding claim 10, Hsu and Stanko disclose the method of claim 1. Hsu further
discloses responsive to determining the action does not require biometric verification,
receiving a request for the ID code without a request for biometric verification (column 5,
lines 60-65; column 6, lines 9-23, for subsequent use of fob, only user’s account
number and CRC are required); and responsive to receiving the request for the ID code
without a request for biometric verification, sending the ID code for authentication
without requesting the scan data (column 6, lines 9-23, user’s account number an CRC

are transmitted).
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Claims 3 and 13 are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Hsu, Stanko and further in view of Schlotterbeck et al. (US
2004/0128162 A1-hereinafter Schlotterbeck).

Regarding claim 3, Hsu and Stanko disclose the method of claim 2.

Hsu and Stanko do not disclose registering age verification for the user in
association with the ID code.

However, Schlotterbeck discloses registering an age verification for a user in
association with a patient ID card ([0057], age of patient).

One of ordinary skill in the art the time the invention was made would have been
motivated to incorporate the feature discloses by Schlotterbeck into the method Hsu

and Stanko to include a wider selection of identifying information into the method.

Claim 13 is rejected for the same rationale as claim 3 above.

Claims 11-12 and 14-18 are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Hsu, Stanko and further in view of Lake et al. (US 2002/0091646
A1-hereinafter Lake).

Regarding claim 11, Hsu discloses an integrated device comprising:

a persistent storage media that stores biometric data of a user and an ID code
(Figure 3, element 32; column 4, lines 15-25; column 7, lines 6-9, and 63-65, fob stores

user's name, account number, and fob’s public and private key pair);
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a validation module, coupled to communicate with the persistent storage media,
that receives scan data from a biometric scan for comparison against the biometric data
(column 4, lines 40-45, column 6, lines 29-41; column 7, lines 17-34, fingerprint from
sensor is received, received fingerprint is compared to a reference fingerprint image),
and that sends the ID code for authentication by a trusted authority (Figure 4, step 60;
column 7, lines 20-30, account number and fob’s key information are transmitted to the
door); and

the trusted authority indicating that the trusted authority successfully
authenticated the ID code sent to the third party and allowing the user to perform an
action (column 6, lines 16-24, column 7, lines 25-34, door is open after user’s account
number and key are successfully authenticated).

Hsu does not explicitly disclose authentication is done by a third party that
operates the trusted authority and receiving an access message from the trusted
authority indicating that the trusted authority successfully authenticated the user.

However, Lake discloses a concept of having a third party that works for a
trusted server to authenticate users ({0006][0011], identity verification agent).

One of ordinary skill in the art at the time the invention was made would have
been motivated to incorporate the feature discloses by Lake into the method of Hsu to
add another layer of protection to ensure users are who they claim to be.

Hsu and Lake do not disclose receiving an access message from the trusted

authority indicating that the trusted authority successfully authenticated the user.
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However, Stanko discloses receiving a grant message after successful
authentication (J0055][0069], grant message is sent).

One of ordinary skill in the art at the time the invention was made would have
been motivated to incorporate the feature discloses by Stanko into the method of Hsu

and Lake to provide a clear and effective method of communication.

Regarding claim 12, Hsu, Lake and Stank disclose the integrated device of claim
11. Hsu further discloses wherein the ID code is transmitted to the trusted authority over
a network (figure 4, column 7, lines 24-34, account number and key information are

transmitted).

Claim 14 is rejected for the same rationale as claim 6 above.

Regarding claim 15, Hsu discloses a system, comprising:

an integrated hardware device that stores biometric data of a legitimate user and
an ID code in the integrated hardware device (Figure 3, element 32; column 4, lines 15-
25; column 7, lines 6-9, and 63-65, fob stores user's name, account number, and fob’s
public and private key pair), and that wirelessly sends the device ID code (Figure 4, step
60; column 7, lines 20-30, account number and fob’s key information are transmitted to
the door); and

an authentication circuit that receives the one or more codes and other data

values (column 4, lines 40-45, column 6, lines 29-41; column 7, lines 17-34, fingerprint
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from sensor is received, received fingerprint is compared to a reference fingerprint
image) and sends the one or more codes and other data values to a trusted authority for
authentication (Figure 4, step 60; column 7, lines 20-30, account number and fob’s key
information are transmitted to the door), and allows the user to perform an
action(column 6, lines 16-24, column 7, lines 25-34, door is open after user’s account
number and key are successfully authenticated); and

the trusted authority storing a list of legitimate codes and determining the
authentication of a user based on a comparison of the device ID received and the list
(column 6, lines 2-9, and 16-34 user's registration information such as CRC and use’s
account number are stored, and the registration information will be used for
authentication).

Hsu does not disclose the trusted authority operated by a third party, and
receiving an access message from the trusted authority indicating that the trusted
authority successfully authenticated the user.

However, Lake discloses a concept of having a third party that works for a
trusted server to authenticate users ({0006][0011], identity verification agent).

One of ordinary skill in the art at the time the invention was made would have
been motivated to incorporate the feature discloses by Lake into the method of Hsu to
add another layer of protection to ensure users are who they claim to be.

Hsu and Lake do not disclose receiving an access message from the trusted

authority indicating that the trusted authority successfully authenticated the user.
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However, Stanko discloses receiving a grant message after successful
authentication (J0055][0069], grant message is sent).

One of ordinary skill in the art at the time the invention was made would have
been motivated to incorporate the feature discloses by Stanko into the method of Hsu
and Lake to provide a clear and effective method of communication.

Regarding claim 16, Hsu, Lake and Stanko discloses the system of claim 15.
Hsu further discloses wherein the integrated hardware device receives an
authentication request from the authentication circuit, and in response, requests a
biometric scan from a user to generate scan data and, when the integrated hardware
device cannot verify scan data as being from the legitimate user, the integrated
hardware device does not send the ID code (column 5, lines 42-47, if the biometric

comparison result in a no match, then no further processing is performed).

Claim 17 is rejected for the same rationale as claims 6 and 14 above.
Claim 18 is rejected for the same rationale as claim 5 above.
Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to PHY ANH VU whose telephone number is (571)270-
7317. The examiner can normally be reached on Wed 7:00-5:30, TH-F 7-5:30 EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Taghi Arani can be reached on 571-272-3787. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/PHY ANH VU/
Examiner, Art Unit 2438
/TAGHI ARANI/
Supervisory Patent Examiner, Art Unit 2438
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The local digital network comprises: access devices (1), for receiving data originating from outside the network and transmitting
them at a point of the network; and presentation devices (2, 3) for receiving the data flowing in the network and presenting them at a point
of the network, The data flow in the network in encrypted form and all the devices of the network use a single key, the local key of the
network, for the encryption and decryption of the data. Preferably, the local key of the network is formed by a pair of public and private

keys. The purpose of this network

local networks.
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DIGITAL HOME NETWORK AND METHOD FOR CREATING
AND UPDATING SUCH A NETWORK

The present invention relates generally to the
field of local digital networks and more particularly to
the field of digital home networks.

Such a network consists of a set of devices
interlinked by a digital bus, for example a bus according
to the IEEE 1394 standard. It comprises two main types of
devices:

- access devices capable of receiving data
originating from outside the local network and of
transmitting them at a point of the network to which the
devices are connected, and

- presentation devices, adapted to receive the
data flowing in the network so as to present them at
another point of the network to which these devices are
connected. This second type of device has no link with
the outside of the local network.

Thus, if one takes the example of a digital home
network intended for conveying audio and/or video data
into various rooms of a house, the access devices are for
example digital decoders or set-top boxes receiving video
programmes from outside the network, via a satellite
antenna or via a cable connection, or else readers of
optical disks broadcasting on the network, in digital
form, data (audio and/or video) read from a disk (in this
case the disk contains data originating from outside the
network). The presentation devices are for example
television receivers making it possible to view video
programmes received from the network or, more generally,
any type of apparatus capable of converting digital
information received into an analogue signal so as to
broadcast this signal to an end user.

A home network of the type mentioned hereinabove
can also comprise a third type of device having no link
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with the outside of the network and having the function
of recording the data flowing in the network. By way of
example of apparatuses of this third type, mention may in
particular be made of digital video recorders or
apparatuses capable of recording optical disks, of the
DVD type (the abbreviation "DVD" standing for “Digital
Versatile Disk").

It should be noted that one and the same
apparatus can belong to two, or even three different
categories of devices mentioned hereinabove. For example,
an apparatus for recording optical disks can also be
capable of reading commercial prerecorded disks and thus
of belonging at the same time to the first and to the
third categories of devices mentioned above.

If one considers the viewpoint of the content
providers who provide the data originating from outside
the 1local network, especially providers of services
broadcasting pay-televised programmes or else publishers
of optical disks for example, it is necessary to prevent
these transmitted data from being copied and from being
able to flow easily (for example by being copied onto an
opfical disk or any other recording medium) from one
local network to the other.

To do this, it is known practice to transmit the
data in secret form by encrypting them with the aid of
cryptography algorithms wusing keys which are known
beforehand to the devices authorized to receive these
data or else which are exchanged according to particular
secure protocols between the content provider and these
devices.

If one now considers the viewpoint of a user who
possesses a digital home network, it is desirable for
these data to be able to be transmitted to all the other
devices of the network when one of the devices of the
network is authorized to receive data from a content
provider. Thus, a user who is a subscriber to a pay-

television service and receives programmes (transmitted
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in encrypted form) on a set-top box located in his lounge
(authorized to decrypt therm), will wish to be able to
watch these programmes for example on a television
located in his bedroom. Moreover, the user is interested
in recording programmes received and in being able
subsequently to view them on several devices of the
network even when he no longer subscribes to the pay-
teievision service.

To take into account the wishes of content
providers and also of users, it is an object of the
invention to provide a means such that data received by a
local digital network can flow freely between the various
devices of the network whilst preventing them from
flowing from one local network to another.

To this end, the invention proposes a local
digital network, in particular a digital home network,
comprising at least one access device, capable of
receiving data originating from outside the network and
of transmitting them at a point of the network; and at
least one presentation device, adapted to receive data
flowing in the network so as to present them at a point
of the network; in which the data are adapted to flow
only in encrypted form. According to the invention, all
the devices of the network use for the encryption and
decryption of the data flowing in the network a single
encryption key specific to the network: the local key of
the network.

Since each local network possesses its own local
key which is different from that of the other local
networks, any information which enters the said network
will be readable equally by all the devices of the
network but will not be copiable for being read onto
another local network. More exactly, the information will
be copiable, in its encrypted form, but it will not be
possible to replay it in a local network different from
that to which it was copied. Thus, the invention meets
the wishes of content providers and also of users.
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Eccording to a preferred aspect cf the invention,
the datz are encrypted using a cryptographic system with
public keys, also known as asymmetric cryptographic
system. The local key of the network is in this case
formed by a pair of public and private keys: the local
public key and the local private key of the network.

Preferably, - only the presentation devices
connected to the network know the local private key.

According to a particular embodiment, at a given
instant, a single presentation device of the network is
authorized to transmit the local private key to a new
presentation device apt to be connected to the network.
This device will subsequently be referred to as the
genitor of the network.

Thus, if this genitor is removed from the local
network, especially to create a pirate local network
possessing the same local key as the initial 1local
network, the latter will no longer be able to alter since
no device of the initial network will any longer be
capable of transmitting the local private key of the
network to a new presentation device apt to be connected
to the initial local network.

According to another aspect of the invention, at
a given instant, a presentation device can be in only one
of the following states:

i) a first state, the virgin state, when the
presentation device is connected for the first time to
the network;

ii) a second state, the genitor state, in which
the presentation device is authorized to transmit the
local private key of the network to any new presentation
device apt to be connected to the network;

iii) a third state, the sterile state, in which
the presentation ‘device is no longer authorized to
transmit the local private key of the network to any new
presentation device apt to be connected to the said
network.
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A presentation device can change state only so as
to pass to a state of higher rank, that is to say from
the virgin state to the genitor state or from the genitor
state to the sterile state, or else from the virgin state
to the sterile state.

According to a preferred aspect of the invention,
a single presentation device of the network is in the
second state, the genitor state: the genitor of the
network. ’

According to a particular embodiment, at a given
instant, the genitor of the network is the presentation
device which was connected last to the network.

Thus, the title of "genitor" of the network is
transmitted to each new apparatus connected to the local
network. This prevents a pirate from being able, starting
from a single genitor presentation device, to create in
series local networks all having the same local keys.

The invention also relates to a presentation
device adapted to be connected to a digital network such
as described hereinabove and which, at a given instant,
can be in only one of the states which were mentioned
above, namely: the virgin state, the genitor state or the
sterile state, the said presentation device being adapted
to change state only so as to go to a state of higher
rank. )

According ﬁo one aspect of the invention, when
the presentation device is in the virgin state, it
possesses its own pair of public and private keys and it
is authorized to receive the pair of local keys of a
network to which it is apt to be connected so as to store
them instead of its own pair of keys.

According to another aspect of the invention,
when the presentation device is in the sterile state, it
is no longer authorized to receive the pair of local keys
of a network to which it is apt to be connected.

According to another aspect of the invention, the

presentation device comprises a means for storing the
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state which said presentaiion device occupies, this
storage means being integrated into a smart card.

According to yet another aspect of the invention,
the pair of local keys of the network is contained in a
smart card with which said device is furnished.

The invention also relates to a process for
creating and for updating a network such as hereinabove,
which will be described subsequently.

Other characteristics and advantages of the
invention will become apparent on reading the following
description of a particular, nonlimiting embodiment of
the invention, given with reference to the appended
drawings in which:

- Figure 1 represents a local digital network
according to the invention;

- Figure 2 illustrates a process for creating a
digital network such as that of Figure 1; and

- Figure 3 illustrates a process for connecting a
new presentation device to a local digital network
created according to the process of Figure 2 for example.

In the figures, only the elements which are vital
to the understanding of the invention and of the
particular embodiment which will be described have been
represented.

Represented in Figure 1 is a digital home network
comprising an access device 1, two presentation devices 2
and 3 as well as a digital video recorder 4, commonly
referred to as a DVCR (the abbreviation DVCR standing for
“Digital Video Cassette Recorder"). The assembly of
devices 1, 2, 3 and 4 is connected to a domestic digital
bus B which is for example a bus according to the IEEE
1394 standard.

The access device 1 comprises a digital decoder
10 equipped with a smart card reader furnished with a
smart card 11. This digital decoder 10 is connected,
either to a satellite antenna, or to a cable network, so

as. to receive video programmes distributed by a service
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provider. These progiammes are received in a stream F of
data for example in the MPEG-2 format. In a manner known
per se, they are transmitted in scrambled form, the
content being scrambled by control words CW. These
control words are themselves transmitted, in the data
stream F, in a form encrypted using a key K according to
a given enciphering algorithm in such a way as to remain
secret during transmission.

Thus, only.the users authorized by the service
provider are empowered to descramble the data transmitted
(against payment of a subscription for example). To do
this, the provider supplies the authorized users with the
key K serving to decrypt the control words CW. Very
often, authorization to receive the programmes is only
temporary, so long as the user pays his subscription. The
key K is therefore modified regularly by the service
provider.

By virtue of the invention, and as will be seen
hereinbelow, the user will nevertheless be able to record
programmes transmitted while he is subscribing and to
replay them as often as he wishes on his own network,
even if he is no longer a subscriber. On the other hand,
since the data are recorded in scrambled form, it will
only be possible to replay them on the network of the
user who recorded them.

In Figure 1, the network is represented in the
state which it occupies when all the apparatuses have
been connected according to the processes which will be
described subsequently in conjunction with Figures 2 and
3.

We shall now describe how the data which are
transmitted in the stream F received by the decoder 10
are processed. As .is known to the person skilled in the
art, in the case of data transmitted according to the
MPEG-2 format, the data stream F comprises a succession
of video data packets, of audio data packets and of
management data packets. The management data packets
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comprise in particular contrcl messages denoted ECM (the

abbreviation “ECM" standing for "Entitlement Control

Message") in which are transmitted, in a form encrypted
using a key K, the contrcl words CW which served to
scramble the data transmitted in the video and audio data
packets.

This data stream F is transmitted to the smart
card 11 so as to be processed therein. It is received by
a 'demultiplexer circuit (DEMUX) 12, which circuit
transmits, on the one hand to an access control circuit
(CA) 13 the ECMs and, on the other hand, to a
multiplexing circuit (MUX) 15 the packets, denoted DE, of
scrambled video and audio data. The circuit CA contains
the key K and can thus decrypt the control words CW which
are contained in the ECMs. The circuit CA transmits these
control words CW to a converter circuit 14 which
contains, according to the invention, the local. public
key of the network Kpys.ioc- The converter 14 uses the key
Kpus.Loc tO encrypt the control words CW and transmits
these control words, encrypted using the local public
key, to the multiplexing circuit 15 in control messages
denoted LECM. These messages LECM have the same function
as the messages ECM received in the initial data stream
F, namely of transmitting the control words CW, but in
the messages LECM, the control words CW are encrypted
therein using the local public key Kpus.roc instead of
being encrypted using the key K of the service provider.

The multiplexing circuit 15 then transmits the
data packets DE and the converted control messages LECM
in a data stream F' which is received by the decoder 10.
It is this data stream F' which will then flow around the
domestic bus B so as to be received, either by one of the
presentation devices 2 or 3, or by the digital video
recorder 4 so as to be recorded. According to the
invention, the data therefore always flow in encrypted
form in the bus B, and only the apparatus containing the
private local key- Kprr.noc ©f the network are capable of
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deérypting the control worcs CW and hence of decrypting
the data DE. This therefore prevents the broadcasting to
other local networks of any copy made in the domestic
network of Figure 1.

In the example of Figure 1, the circuits 12 to 15
are integrated into the smart card 11 but in a variant
embodiment, it is possible to place the circuits DEMUX
and MUX in the decoder 10, only the circuits 13 and 14
remaining integrated into the smart card. Specifically,
since the circuit CA 13 and the converter 14 contain
decryption and encryption keys, they must be integrated
into a secure medium such as a smart card.

. The presentation device 2 comprises a digital
television receiver (DTV1) 20 equipped with a smart card
reader furnished with a smart card 21. The receiver 20
receives the data stream F' originating, either from the
decoder 10, or from the digital video recorder 4, through
the bus B. The data stream F' is transmitted to the smart
card 21. It is received by a demultiplexer circuit
(DEMUX) 22, which transmits, on the one hand the
scrambled video and audio data packets DE to a
descrambling circuit (DES.) 24, and on the other hand the
converted control messages LECM to a terminal module 23.
The terminal module contains the pair of public (Kpys.roc)
and private (Kprr.roc) keys of the network. Since the
control messages LECM contain the control words CW which
have been encrypted using the local public key Kpus.roc Of
the network, the terminal module can decrypt these
control words using the local private key Kpri.roc SO as to
obtain the control words CW in clear. These control words
CW are then transmitted to the descrambling circuit 24
which uses them to descramble the data packets DE and to
output clear data packets DC to the television receiver
20.

In order to secure the transmission lastly of the
clear data DC between the smart card 21 and the display
circuits of the television receiver 20, the interface I
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between said smart card and the card reader of the
receiver 20 is for example made secure according to the
American NRSS standard (NRSS being the acronym for
National Renewable Security Standard) for securing smart
cards.

The second presentation device 3, comprising a
digital television receiver (DTV2) 30 equipped with a
smart card reader furnished with a smart card 31 operates
in exactly the same way as the presentation device 2 and
will not be described further.

By virtue of the local digital network just
described, the data stream F originating from a content
provider is transformed by the access device which
receives it into a data stream F' by virtue of the local
public key of the network Kpys..oc. This data stream F'
thus contains data having a format specific to the local
network, which data cannot be decrypted other than by the
presentation devices of the local network which all
contain the local private key of the network.

We shall now describe how the 1local digital
network of Figure 1 is created and how the connecting of
new apparatuses to the said network is managed so as to
guarantee that all the apparatuses of the network all
share the unique local pair of keys of the network.

In Figure 2, the process for creating the digital
network represented in  Figure 1 is illustrated
diagrammatically.

To create a digital network according to the
in&ention, it is necessary to connect together an access
device and a presentation device.

In Figure 2, it is assumed that at the outset the
network is created by connecting the access device 1 and
the presentation device 2 by way of the digital bus B.
The various steps of the process for creating the network
have been represented along a time axis t which is
doubled up in such a way.as to illustrate the exchanges
which take place between the two devices.
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in the first step 1C0 of the process, when the
two devices are connected together, the presentation
device contains a pair of public Kpysz and private Kesr
keys and is, according to the invention, in the virgin
state.

The state of the device is stored preferably by a
state indicator IE which is a 2-bit register located in
the terminal module 23 (Figure 1) of the presentation
device. By convention, it is assumed that when the device
is in the virgin state, the state indicator IE is equal
to 00; when the device is in the genitor state, IE = 01
and when the device is in the sterile state, IE = 10.

The state indicator IE is contained in an
integrated circuit in a smart card so as to guarantee
that it is tamper-proof.

When a presentation device is sold by a
manufacturer, it must be able to be connected to any
existing local digital network, of the type of the
invention. It must also be capable of being connected to
an access device so as to create a new network. This is
why any presentation device which is manufactured
according to the invention routinely comprises a pair of
public and private keys, this pair of keys being unique
and different from one device to another, so as to
guarantee the fact that each local network created
according to the invention also possesses a unique pair
of keys. Moreover, to guarantee the security of the
exchanges, all the pairs of private/public keys used are
certified according to a method known to the person
skilled in the art.

The access devices, on the other hand, are
manufactured and sold without containing any
encryption/decryption key. They nevertheless preferably
contain a converter circuit (contained in a smart card)
according to the invention and such as described
previously in conjunction with Figure 1, which is capable
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of storing a local kev of a network to which they are apt
to be connected.

Referring again to Figure 2, step 101 of the
process consists,. for the presentation device 2, in
dispatching over the bus B its public key Kpygz destined
for all the access devices apt to be connected to the bus
B, in this instance the access device 1.

Step 102 consists, for the access device 1, in
receiving the public key Kpysz and in storing it as the
new local public key of the network (Kpus.oc = Kpus2) -

In step 103, the access device 1 dispatches over
the bus B a change of state signal destined for the
presentation device 2. This step has the objective of
indicating to the presentation device 2 that it is the
first to be connected to the network and that it must
therefore become the genitor of the network, that is to
say the only presentation device authorized to transmit
its private key Kpriz (which becomes the local private key
of the network Kprr.roc) to any new presentation device apt
to be connected to the network.

Step 104 therefore consists, for the presentation
device 2, in receiving the change of state signal and
modifying its state indicator so as to pass to the
genitor state (IE = 01).

At the end of the process, one therefore has a
local digital network in accordance with the invention
which comprises a unique local public key Keps.roe (equal
to the initial public key Kpgz ©of the presentation device
2) which is known to both devices of the network, and a
unique local private key Kppr.roc which is known only to
the presentation device 2. The network also comprises, in
accordance with the invention, a genitor presentation
device which is capable of altering it by allowing the
connection of new presentation devices.

The process for connecting a new presentation
device, in this instance the presentation devic.e 3, to
the network created in accordance with the process of
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Figure 2, will now be describsd in conjunction with
Figure 3.

In the first step 200, 200' 200" of the process,
which consists in connecting the presentation device 3 to
the existing local network by way of the digital bus B,
the presentation device 3 contains its own pair of public
Keups and private Kpryz keys and it is in the virgin state
(IE = 00). The access device 1 and presentation device 2
are respectively in the same state as at the end of the
process of Figure 2, that is to say the access device 1
contains the local public key of the network Kps.roc and
the presentation device is the genitor of the network (IE
= 01) and contains the pair of local keys (Kpus.Loc/
Keri.oc) of the network.

The second step 201 consists, for the
presentation device 3, in dispatching over the bus B its
public key Kpys3 destined for all the access devices apt
to be connected to the bus B, in this instance the access
device 1. This step is the same as step 101 (Figure 2) of
the creation process.

Step 202 consists, for the access device 1, in
receiving the public key Kpysz and in verifying whether it
already contains a public key or not (VERIF. PRESENCE
Kpys.roc) -

In the event of a positive verification, this
being the case in this instance, the next step 203
consists, for the access device 1, in dispatching the
local public key Keus.roc over the bus B destined for the
new presentation device 3.

In step 204, the presentation device 3 receives
the local public key Kpus.Loc and stores it, preferably in
its terminal module.

The next step 205 consists, for the presentation
device 3, in dispatching a signal over the bus B,
addressed to all the presentation devices of the network,
in the form of a message (GENITOR?) reguesting the
genitor device of the network to respond to it.
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In step 206, the genitcr device of the network,
in this instance the presentation device 2, receives this
message and, once the communication has been established
in a dependable manner between the presentation devices 2
and 3, it changeé state so as to pass to the sterile
state (IE = 10).

Step 207 then consists, for the presentation
deQice 2, in dispatching the local private key of the
network in encrypted form (E(Kerr.oc)) which can be
decrypted by the presentation device 3. In particular,
this secure transmission of the local private key between
the presentation devices 2 and 3 can be performed using
the initial public key Kpyzz of the presentation device 3
to encrypt the local private key, the presentation device
3 being capable of decrypting this message using its
private key Kprrz. The key Keuss is for example transmitted
to the presentation device 2 during step 205.

In step 208, the presentation device 3 receives
and decrypts the 1local private key and stores it,
préferably in its terminal module, integrated into the
smart card 31 (Figure 1).

Step 209 consists, for the presentation device 3,
in dispatching a signal acknowledging receipt of the
local private key (ACKNOWLEDGE-RECEIPT (Kprz.roc) ) over the
bus B destined for the presentation device 2.

In step 210, the presentation device 2 receives
this acknowledgement of receipt signal and dispatches, in
response, a change of state signal to the new
presentatioh device 3 and in step 211, the presentation
device 3 receives this signal and changes state so as to
become the new genitor of the network (IE = 01).

- Since the presentation device 2 is henceforth in
the sterile state, it is no longer authorized to transmit
the local public key of the network to another
presentation device. This makes it possible to prevent
this device 2 from being removed from the network so as
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to create another pirate local network possessing the
same pair of local keys as the network just described.

At the end of the process, there are therefore
two presentation dévices 2 and 3 and one access device 1
which are connected to the local network. They all share
the local key pair of the network Kpys.rocr Kpri.roc. There
is always a unique genitor in the network which is the
presentation device which was connected last to the
network.

The connecting of a new access device to the
local network is for its part much simpler since any
access device in accordance with the invention is sold
without containing a key. It is in particular possible to
envisage that when a new access device is plugged into
the network, it dispatches a message over the bus B
requesting to receive the public key of the network. It
is then possible to make provision for either the first
network device which receives this message, or only the
genitor device, to dispatch, in response to this message,
the public key of the network to the new access device.
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CLAIMS
1. Local digital network, in particular digital
home network, comprising:
- at least one access device (1), capable of

receiving data originating from outside said network and
of transmitting them at a point of said network: and

- at least one ©presentation device (2, 3),
adapted to receive data flowing in the network so as to
present them at a point of the network;

in which the data are adapted to flow only in
encrypted form, characterized in that all the devices of
said network use for the encryption and decryption of the
data flowing in the network a single encryption key
specific to the network: the local key (Kpye.Locsr Kerr.roc)
of the network.

2. Digital network according to Claim 1, in which
the data are encrypted using a public keys cryptographic
system, characterized in that said local key of the
network is formed by a pair of public and private keys:
the local public key (Kpus.roc) and the local private key
(Kpr1.Loc) of the network.

3. Digital network  according to Claim 2,
characterized in that only the presentation devices (2,
3) connected to the said network contain the 1local
private key (Kprr.roc) -

4. Digital network according to Claim 3,
characterized in that at a given instant, a single
presentation device of the network is authorized to
transmit the 1local private key (Kpar.voc) to a new
presentation device apt to be connected to said network.

5. Digital network  according to Claim 3,
characterized in that at a given instant, a presentation
device can be in only one of the following states:

i) a first state, the virgin state (IE = 00),
when the presentation device is connected for the first
time to said network;
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ii) a second stais, the genitor state (IE = 01),
in which the presentation device 1is authorized to
transmit the local private key of the network to any new
presentation device apt to be connected to said network;

iii) a third state, the sterile state (IE = 10),
in which the presentation device is no longer authorized
to transmit the local private key of the network to any
new presentation device apt to be connected to the said
network,

a presentation device being adapted to change
state only so as to pass to a state of higher rank.

6. Digital network according to Claim 5,
characterized in that a single presentation device of the
network is in the second state, the genitor state: the
genitor of the network. ’

7. Digital network according to Claim 6,
characterized in that at a given instant, the genitor of
the network is the presentation device which was
connected last to the said network.

8. Presentation device adapted to be connected to
a digital network according to one of Claims 2 to 7,
characterized in that at a given instant, said
presentation device can be in only one of the following
states:

i) a first state, the virgin state (IE = 00),
when the presentation device is connected for the first
time to a network:

ii) a second state, the genitor state (IE = 01),
in which the presentation device is authorized to
transmit the local private key of the network to any new
presentation device apt to be connected to said network;

iii) a third state, the sterile state (IE = 10),
in which the presentation device is no longer authorized
to transmit the local private key of the network to any
new presentation device apt to be connected to said
network,

794



WO 00/62505 PCT/EP00/02918

10

15

20

25

30

35

18

said presentaticn device being adapted to change
state only so as to pass to a state of higher rank.

9. Presentation device according to Claim 8,
characterized in that when said presentation device is in
the virgin state, it contains its own pair of public and
private keys and it is authorized to receive the pair of
local keys of a network to which it is apt to be
connected so as to store them instead of its own pair of
keys.

10. Presentation device according to one of Claims
8 or 9, characterized in that when said presentation
device is in the sterile state, it 1is no 1longer
authorized to receive the pair of local keys of a network
to which it is apt to be connected.

11. Presentation device according to one of Claims
8 to 10, characterized in that it comprises a means (IE)
for storing the state which said presentation device
occupies, this storage means being integrated into a
smart card (21, 31).

12. Presentation device according to one of Claims
8 to 11, characterized in that the pair of local keys of
the network is contained in a smart card (21, 31) with
which said device is furnished.

13. Process for creating a local digital network
according to one of Claims 5 to 7, characterized in that
it comprises the steps consisting successively:

a) in connecting together by way of a digital bus
(B) an access device (1) and a presentation device (2) in
the virgin state and containing a pair of public (Kpus2)
and private (Kpriz) keys:;

b) for the presentation device (2), in
dispatching over said bus (B) its public key (Kpys2) 7

c) for the access device (1), in receiving said
public key (Kpusz), 1in storing it as a new local public
key of the network (Kegs.Loc = Kpus2) and in dispatching
over said bus a signal of change of state of the
presentation device;
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d) for the presentation device (2), in receiving
said change of state signal and in passing to the genitor
state (IE = 01).

14. Process for connecting a new presentation
device (3) in the virgin state (IE = 00) and containing a
pair of public (Kpyas) and private (Kesi) keys to a local
digital network according to one of Claims 5 to 7,
characterized in that it comprises the steps consisting
successively:

e) in connecting the new presentation device (3)
to the said local network by way of a digital bus (B):

f) for the new presentation device (3), in
dispatching over said bus its public key (Kpys3):

g) for at least one of the access devices (1) of
said network, in receiving the public key (Kpys3) of the
new presentation device, in verifying that said access
device already contains a public key, the local public
key (Kpup.oc) ©f the network, and, in the event of a
positive verification, in dispatching over the bus (B)
the local public key of the network;

h) for the new presentation device (3), 1in
receiving the local public key (Kpuw,i10c) ©f the network,
in storing it and in dispatching over said bus a signal,
addressed to all the presentation devices of the network,
requesting response from the presentation device in the
genitor state;

i) for the genitor presentation device of the
network (2), in receiving said response request signal,
in passing to the sterile state (IE = 10), and in
dispatching in response to the new presentation device
(3) the local private key (Kerr.roc) of the network in an
encrypted form which can be decrypted by the new
presentation device (3);

j) for the new presentation device (3), in
receiving said local private key (Kprr.oc) of the network,
in storing it and in dispatching an acknowledgement of
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receipt signal to the presentation devics which was
formerly the genitor of the network (2);

k) for the presentation device which was formerly
the genitor of the network (2), 1in receiving said
acknowledgement of receipt signal and in dispatching to
the new presentation device (3) a change of state signal;

1) for the new presentation device (3), in
receiving said change of state signal and in passing to
the genitor state (IE = 01).
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Multimedia digital terminal and detachable module

cooperating with the terminal comprising an interface

protected against copying

The present invention relates to the field of
conditional access systems for multimedia digital
terminals. It relates more particularly to a multimedia
digital terminal as well as to a detachable module
associated with this terminal for implementing a
conditional access system, in which the interface between
the terminal and the module is protected against illicit
copying.

The invention has been embodied within the
context of the so-called DVB-CI interface (the initials
standing for "Digital Video Broadcasting -~ Common
Interface” which is described in particular in European
Standard EN 50221 published by CENELEC (Comité Européen
de Normalisation Electrotechnique).

This DVB-CI common interface has been defined by
the DVB group so as to allow standardization of digital
receiving equipment whilst allowing service providers
supplying the data, (for example suppliers of Pay TV
programmes) to remain proprietors of the conditional
access system and of the corresponding security elements.
This 1s because a conditional access system must be
envisaged whenever 1t is necessary to control access to
broadcast data. However, the service providers supplying
the data wish to preserve a specific conditional access
system. By virtue of the DVB-CI interface, the specific
proprietary elements can be integrated into a module
which 1s separate from the standardized parts of the
terminal which receive and decode the digital video data
or the service data. Thus, the proprietary elements can
be manufactured and sold separately from the terminals,
thereby making their distribution easier. The module is

referred to as a "DVB-CI module" by extension.
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The aforesaid European standard describes in
particular the hardware and software architecture of the
common interface between a server (the host) and one or
more DVB-CI modules connected to the server.

We have represented this architecture in Figure
1. The host server 1 is a multimedia digital terminal
such as a decoder of programmes broadcast by satellite or
by cable, a wvideo recorder or a personal computer, to
which may be connected one or more modules 2. The module
2 1is a detachable device which cannot operate alone but
which 1is intended to execute certain specific tasks in
association with the host server, in particular the
implementation o©of a conditional access system or of an
electronic programme guide. To do this, the module can
access resources, that 1is to say software or hardware
functional wunits, of the host server. The aforesaid
common interface standard defines for this purpose a
certain number of objects able to be exchanged between
the module and the host server and allowing the module to
use the resources of the host server.

Within the framework of the standards defined by
the DVB group, the digital data are transmitted in the
form of an information stream coded according to the MPEG
2 standard (ISO/IEC 13818-1), but naturally any other
data transport standard can be used within the framework
of the invention.

The digital terminal 1 of Figure 1 comprises a
tuner/demodulator 10 which receives a signal S, emanating
from a satellite antenna or from a cable network, and
which outputs a digital data stream transmitted in the
form of packets, and referred to as the TS (standing for
"Transport Stream") in the aforesaid MPEG 2 standard, and
containing the services supplied by providers.

The data stream TS comprises, in a known manner,
packets of data supplied by various service providers
and, so0 as to guarantee that the data reach only those

users having acquired the right to receive them (for
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example by means of a subscription to the service), these
data are transmitted whilst being scrambled by control
words CW.

In order to descramble the data, the service
provider also supplies the users with the control words
having served to scramble the data. So as to keep the
control words secret, they are supplied after having been
encrypted with an algorithm with key K. The wvarious
encrypted control words are sent to the users in control
messages, commonly denoted ECMs (the abbreviation ECM
standing for "Entitlement Control Message") transmitted
in the data stream TS. The control words are thereafter
decrypted in a secure processor containing the key K, the
secure processor being included within a security
element, for example a smart card, which is supplied to
the users.

Returning to Figure 1, TS(D.EMB.) therefore
denotes the data stream TS containing the data in
scrambled form. In accordance with the principle defined
in the aforesaid standard EN 50221, all the elements of
the conditional access system which are specific to the
service provider are contained in the detachable module 2
which receives the data stream TS (D.EMB.) from the
digital terminal 1 across the DVB-CI common interface.

The module 2 comprises a microcontroller 21, in
which the access control software application CA specific
to the service provider 1is executed. It furthermore
comprises a component 22 referred to as demultiplexer
which receives the data stream TS(D.EMB.) so as to
extract therefrom the video or audio data packets
corresponding to a service which the user wishes to view
or so as to extract therefrom data packets containing so-
called "service" information, such as control messages
ECM. The video or audio data packets are sent to a
descrambler 23 contained in the module 2 whilst the
messages ECM are sent to a smart card 3 which has been

inserted into the module 2 and which contains, in a

806



WO 01/22724 PCT/EP00/08439

10

15

20

25

30

35

secure processor 30, the key K having served to encrypt
the control words. The decryption of the control words
contained in the messages ECM is performed by the secure
processor 30 which  outputs the control words Cw
unenciphered to the descrambler 23 situated in the module
2. The descrambler 23 is thus in a position to descramble
the video or audio data packets received from the
demultiplexer 22 by virtue of the control words CW which
it receives from the smart card 3. It outputs a digital
data stream TS(D.DES.) in which the data packets
corresponding to the service which has been selected by
the user are descrambled.

The data stream TS(D.DES.) is transmitted to the
digital terminal 1 via the DVB-CI common interface. It is
more particularly transmitted to an MPEG decoder 14 of
the terminal which supplies the audio and video outputs
of the terminal which <can be read directly by an
apparatus such as a television.

The terminal 1 also comprises a microcontroller
11 in which the various software applications of the
terminal are executed.

The DVB-CI common interface in fact comprises two
logic interfaces:

- the first, the interface of the data stream
ITTS, constitutes a bi-directional bus and transports the
digital data packets of the TS stream in both directions
between the terminal 1 and the module 2 according to the
MPEG 2 transport standard. From the terminal to the
module, the stream TS(D.EMB.) transmitted via the ITTS
interface is a scrambled data stream whilst in the other
direction stream TS(D.DES)), and on condition that the
module 2 allows access to the data selected by the user
(that dis to say that it contains the elements of the
conditional access system of the service provider which
are necessary for descrambling the said data), the

packets containing the selected data are returned
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descrambled whilst the remainder of the TS stream remains
unchanged;

- the second, the command interface ITCOM,
transmits commands in both directions between the
terminal 1 and the module 2 (more particularly between
the microcontrollers 11 and 21) by way of the objects (or
primitive functionalities) defined in the standard and
which were mentioned above.

A notable drawback of the system just described
is that certain data flow unenciphered at the DVB-CI
common interface level (in the stream TS(D.DES.). In
actual fact, data broadcasters are becoming increasingly
preoccupied by illicit copies which may be made from the
data which these broadcasters transmit, all the more so
when these data are transmitted in digital form as is the
case in the present instance, and they are asking for
means of protection against copying to be set in place.

The current DVB-CI common interface cannot
guarantee this protection against copying since, the
module 2 being detachable, it is possible for a pirate to
connect a digital recorder to a connection port across
which the stream TS(D.DES.) travels and to record the
data packets which flow unenciphered.

A purpose of the present invention is to solve
the aforesaid problems by providing means of ensuring
protection against copying at the 1level of the common
interface between a digital terminal and a module which
are linked together by an interface of the DVB-CI type.

The 1invention therefore relates to a multimedia
digital terminal intended for receiving a stream of
digital data scrambled by control words, the control
words being contained in the stream in encrypted form,
and intended to cooperate with a detachable module for
descrambling the data stream. The terminal 1s able to
transmit the scrambled data stream to the detachable
module. According to the invention, the terminal is

furthermore capable of receiving from the detachable
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module the decrypted control words, and it comprises a
descrambler capable of descrambling the digital data
stream by using the control words received from the
detachable module.

The descrambling of the data is therefore
performed solely in the decoder and no data item now
travels unenciphered at the 1level of the interface
between the terminal and the detachable module. The risks
of illicit copies are therefore considerably reduced by
virtue of the invention.

According to a preferred embodiment of the
invention, the digital terminal is furthermore able to
receive from the detachable module the scrambled digital
data stream, wherein the data stream received by the
terminal is not modified relative to the data stream
transmitted by the terminal.

According to another embodiment, the digital
terminal is able to receive from the detachable module
the scrambled digital data stream from which, relative to
the data stream transmitted by the terminal, the data
packets containing the control words have been removed.

According to another aspect of the invention, the
terminal is able to transmit the scrambled data stream to
the detachable module across a first interface with the
detachable module, and it 1is furthermore capable of
receiving from the detachable module the decrypted
control words across a second interface with said module.

According to another particular characteristic of
the invention, the terminal is furthermore able to
receive from the detachable module, across the first
interface, the scrambled digital data stream.

The invention also relates to a multimedia
digital terminal intended for receiving a stream of
digital data scrambled by control words, the stream of
data containing the control words encrypted using a first
key, and intended to cooperate with a detachable module

for descrambling the data stream. The terminal is able to

809



WO 01/22724 PCT/EP00/08439

10

15

20

25

30

35

transmit the scrambled data stream to the detachable
module across a first interface with the detachable
module. According to the invention, the terminal is
furthermore capable of receiving from the detachable
module the decrypted control words which are encrypted
using a second key before Dbeing transmitted across a
second interface with the module. The terminal also
comprises means for decrypting the control words received
from the detachable module using the second key; and a
descrambler capable o©f descrambling the digital data
stream by using the decrypted control words.

Thus, in addition to the data which travel at the
level of the first interface between the module and the
terminal only in scrambled form, the control words are
also encrypted so as to travel at the level of the second
interface, thereby further increasing the security of the
assembly.

The invention also relates to a module intended
for cooperating with a digital terminal as described
above, this module being able to receive from the
terminal a scrambled digital data stream. According to
another aspect of the invention, the module is
furthermore capable of extracting from the data stream
the control words having served to scramble the digital
data; of decrypting the control words; and of
transmitting the decrypted control words (CW) to the
terminal.

According to another aspect of the invention, the
module is furthermore adapted for returning the scrambled
digital data stream to the terminal without modifying the
stream.

According to yet another aspect of the invention,
the module 1is furthermore adapted for returning the
scrambled digital data stream to the terminal Dby
removing, relative to the data stream transmitted by the

terminal, the data packets containing the control words.
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According to another characteristic of the
invention, the module is able to receive the digital data
stream across a first interface with the terminal, and it
is furthermore capable of transmitting the decrypted
control words to the terminal across a second interface
with the terminal.

According to a particular embodiment of the
invention, the module 1is able to cooperate with a
detachable security element for decrypting the control
words, the module being capable of extracting from the
digital data stream messages containing the encrypted
control word; of transmitting the messages to a security
element inserted into the module; of receiving from the
security element the decrypted control words; and of
transmitting the decrypted control words to the digital
terminal with which it cooperates.

The invention also relates to a module intended
for cooperating with a digital terminal as described
above, the module being able to receive from the terminal
a scrambled digital data stream across a first interxface
with the terminal. According to the invention, the module
is furthermore capable of extracting from the data stream
the control words having served to scramble the digital
data; of decrypting the control words and encrypting the
control words using a second key; and of transmitting the
encrypted control words to the terminal across a second
interface with said terminal.

The invention also relates to a method for
descrambling a stream of digital data, scrambled by
control words, which is received by a multimedia digital
terminal, the controcl words being contained in the stream
in encrypted form. The method comprises a first step
consisting in transmitting the scrambled data stream to a
detachable module. It furthermore comprises the steps
consisting, for the detachable module, in extracting from
the data stream the control words having served to

scramble the digital data; in decrypting said control
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words; and in transmitting the decrypted control words to
the terminal.

The invention alsoc relates to a method for
descrambling a stream of digital data, scrambled by
control words, which is received by a multimedia digital
terminal, the stream of data containing the control words
encrypted using a first key. The method comprises a first
step consisting in transmitting the scrambled data stream
to a detachable module. According to the invention, it
furthermore comprises the steps consisting, for the
detachable module, in extracting from the data stream the
control words having served to scramble the digital data;
in decrypting the control words; in encrypting the
control words with using a second key:; and in
transmitting the encrypted control words to the terminal.
The method furthermore comprises the steps consisting,
for the terminal, in decrypting the control words using
the second key; and in descrambling the digital data
stream by using said decrypted control words.

The invention also relates to a method for
transferring control words between a module as described
above and a digital terminal also described above. This
method consists essentially:

- for the module, in sending a first
identification object to the terminal;

- for the terminal, in sending, in response to
the first object, a second identification obiect
indicating whether the terminal is or is not able to
receive the control words from the module; and

— for the module, in the event of a positive
response with the second object, in sending the control
words enclosed in a third object.

Other characteristics and advantages of the
invention will become apparent on reading a particular,
non-limiting embodiment of the invention given with

reference to Figures 1 to 4, among which:
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- Figure 1, described above, represents a
digital terminal into which 1is plugged a DVB-CI module
according to the prior art;

- Figure 2 represents a digital terminal into
which is plugged a module according to the principle of
the invention;

- Figure 3 diagrammatically represents a part of
the common interface between a digital terminal and a
module such as those of Figure 2;

- Figure 4 illustrates a protocol for
communication across the part of the common interface
represented in Figure 3.

Represented in Figure 2 are a digital terminal 1
together with a module 2 connected to the terminal via an
interface which is improved relative to the DVB-CI
interface so as ensure better protection against copying
at the level of this interface.

The elements which are similar to those of Figure
1 described earlier bear the same reference numbers and
will not be described further.

In the embodiment of the invention illustrated in
Figure 2, it will be considered that the digital terminal
1 is a decoder receiving programmes from various service
providers via cable or via a satellite antenna.

A module 2 containing the specific elements of
the conditional access system of a first service provider
is connected to this decoder.

According to the principle of the invention, the
data stream TS'(D.EMB.) leaving the module 2 wvia the
interface ITTS contains only data in scrambled form. The
module 2 extracts only the control words CW from the
stream TS (D.EMB.) received so as to transmit them, once
decrypted, to the decoder. The descrambling of the data
is performed only in the decoder 1 by virtue of a
descrambler 16 contained in the decoder. Thus, the
digital data are no longer available unenciphered at the
level of the ITTS interface and 1llicit copying is, if
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not eliminated, at least made much more complex than in
the prior art.

To do this, as in the prior art, the module 2
comprises a demultiplexer 22 which extracts the ECM
control messages from the data stream TS(D.EMB.) received
and which transmits them to a smart card 3 inserted into
the module. The secure processor 30 of the smart card
decrypts the control words CW contained in the ECM
messages and it transmits them to the module 2.

According to a preferred embodiment of the
invention, the control words CW are transmitted from the
module 2 to the decoder 1 across the control interface
ITCOM. The details of the transmission of the control
words via the ITCOM interface will be explained later in
conjunction with Figures 3 and 4.

Preferably, the data stream TS(D.EMB.) which is
received by the module 2 1is retransmitted as is to the
decoder (link 29) without being modified (TS'(D.EMB) =
TS(D.EMB.)) . It is received in the decoder by a
demultiplexer 15 which extracts the video or audio data
packets corresponding to the programme which the user
wishes to view and which transmits them to the
descrambler 16 so as to be descrambled Dbefore being
transmitted to the MPEG decoder 14. For this purpose the
descrambler 16 receives the control words CW from the
module 2 via the ITCOM interface.

According to a first wvariant embodiment, the
module 2 extracts the ECM control messages from the data
stream TS (D.EMB.) and replaces them, in the data stream
TS'(D.EMB.) transmitted to the decoder, with stuffing
packets. This variant is represented diagrammatically via
the link 28 shown dashed.

According to a second variant embodiment, the
demultiplex 22, contained in the module 2, extracts the
video or audio data packets corresponding to the
programme which the user wishes to view and it transmits
them in the data stream TS'(D.EMB.) so that they are
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received directly by the descrambler 16 of the decoder.
This wvariant is represented diagrammatically by the 1link
27 shown dashed.

Also represented dashed in Figure 2 1s a smart
card 4 which can be inserted into the decoder 1 and which
belongs to the conditional access system of a second
service provider. Indeed, the decoder can comprise an
integrated conditional access system for accessing the
services of the second provider and furthermore comprise
several connectors for modules 2 so as to access the
services ©f several other providers.

It is for this reason that the decoder comprises
a demultiplexer 15 and a descrambler 16. The access
control software application CA' of the second provider
is executed in the microcontroller 11. When the user
selects a service of the second provider, the stream
TS(D.EMB.) 1is transmitted directly to the demultiplexer
15 via a link 19. This demultiplexer extracts the control
messages ECM and transmits them to the secure processor
40 of the smart card 4 which, with the aid of the key K,
decrypts the control words CW contained in the messages
ECM' and sends them unenciphered to the descrambler 16,
so as to descramble the services selected by the user.

According to a third variant embodiment of the
invention, the data stream TS(D.EMB.) is transmitted from
the decoder 1 to the module 2 so that the latter extracts
the control words CW and retransmits them unenciphered to
the decoder, but unlike the variants mentioned earlier,
the stream TS(D.EMB.) 1s not returned via the ITTS
interface to the decoder. Only the controcl words are
transmitted to the decoder after having been decrypted by
the module. The stream TS(D.EMB.) is for its part sent
directly to the demultiplexer 15 of the decoder via the
link 19 inside the decoder.

According to a fourth variant embodiment of the
invention, the control words CW are not transmitted

unenciphered across the ITCOM interface. They are
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encrypted by the microcontroller 21 of the module 2 using
a second key, different from the key K used to encrypt
the control words upon their transmission 1in the data
stream TS (D.EMB.), before being transmitted over the
ITCOM interface. This variant thus offers increased
security since now no element travels unenciphered via
the interface between the module and the decoder.

The microcontroller 11 of the decoder 1 will
therefore have to decrypt, using this second key, the
control words received by the ITCOM interface Dbefore
transmitting them to the descrambler 16.

In a first embodiment of this wvariant, the module
2 and the decoder 1 generate, before a single control
word travels through the ITCOM interface, a session key
SSK by using the Diffie Hellman protocol, which is well
known to the person skilled in the art. Thereafter, all
the control words are encrypted in the module using the
session key SSK, then are transmitted to the decoder in
this encrypted form across the ITCOM interface before
being decrypted, using the session key, in the decoder.

In this embodiment, a different session key 1is
generated each session, that is to say each time the user
selects a programme which needs to be descrambled in the
module 2.

In a second embodiment of this variant, the
decoder 1 and the module 2 each contain a secret key K2
which is stored in a secure area of the decoder or of the
module, for example 1in a secure processor. This secret
key is unique for each decoder and if several modules are
plugged into the decoder, they all contain the secret key
of the decoder.

In this embodiment, the control words are
therefore encrypted with the secret key K2 in the module
before being transmitted to the decoder wvia the ITCOM
interface; they are then decrypted in the decoder using
the key K2.
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The principle of the invention is particularly
advantageous since it makes it possible to harness the
demultiplexer and the descrambler which are already
contained in the decoder so as to use them even when the
conditional access system of another provider, contained
in a detachable module, is used.

It should be stated in this regard that the
demultiplexer and the descrambler components have been
standardized within the framework of the DVB digital
broadcasting standard in particular. Only the conditional
access system (access control software, decryption
algorithm and key, smart card, etc.) remains a
proprietary system of the service provider.

We shall now describe 1in greater detail, in
conjunction with Figures 3 and 4, how the control words
CW are transmitted via the command interface ITCOM.

The ITCOM interface between the terminal
(decoder) 1 and the module 2 wuses a communication
protocol which is represented diagrammatically in Figure
3 and which comprises several layers:

- a "Physical" layer (50, 60) which comprises
the physical connector and low-level software for
initializing the communication;

- a "Link" layer (51, 61) which forms the 1link
between the Physical layer which deals only with bytes (8
bits of data) and the higher layer which can deal with
much larger packets of data:;

- a "Transport" layer (52, 62) which optimizes
the occupation of the data stream by the various session
in progress and which conveys the messages from the
higher layer to the "Link" layer:;

- a "Session" layer (53, 63) which opens, closes
and manages the sessions 1in which the messages of the
applications using the ITCOM interface are transmitted.

Represented in Figure 3 are on the one hand the
access control application CA 65 which is executed in the

microcontroller 21 (cf. Fig. 2) of the module 2 and on
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the other hand a software resource 55 <called CAS
(standing for "Conditional Access Support") of the
terminal 1.

This resource CAS defines a certain number of
specific objects intended for use by the access control
applications of the modules connected to the terminal. It
communicates with the four layers of the ITCOM interface
across a " Standard API " (the abbreviation API standing
for "Application Programming Interface"), the standard
API defining other objects which are used by all the
resources of the system.

Likewise, the access control application 65 of
the module uses the objects defined by the resources of
the terminal through a standard API.

It was seen earlier that, according to the
principle of the invention, the control words which are
decrypted in the module 2 are thereafter transmitted to
the terminal 1 across the ITCOM interface. In order that
the control words may "cross" the various layers of the
ITCOM interface, they must be enclosed in specific
objects, comprehensible both to the application CA and to
the resource CAS, which will be called "CPTS_CW()"
hereinafter. Of course, when the control words are
transmitted encrypted with the aid of a second key (SSK
or K2) as in the fourth variant set forth above, they are
enclosed, in this encrypted form, in the objects
CPTS _CW() .

Figure 4 illustrates the protocol for
communication between the access control application CA
of the module and the resource CAS of the terminal which
allows, according to the invention, protection against
copying.

The time scale has Dbeen represented by two
downward vertical arrows.

After a first session-opening phase (not
represented), the application CA of the module checks
that the resource CAS of the terminal does indeed support
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protection against copying over the ITCOM interface. To
do this, the application CA sends during a step 100 an
object "CPTS identification()" which will be defined
later. The resource CAS responds by sending, in step 101,
an object "CPTS identification answer ()" which indicates
whether the resource CAS does or does not support
protection, against copying. In the event of a positive
response, the application CA of the module then regularly
sends (steps 102a, 102b, 102i) the control words enclosed
in the objects "CPTS _CW()" as and when they are decrypted
by the module.

Conversely, in the event of a negative response,
the terminal is not considered reliable. Consequently,
the control words are not sent to the terminal and the
data of the stream TS(D.EMB.) are not descrambled in the
terminal. Any appropriate action can be envisaged at that
moment (displaying of a message destined for the user by
way of the User Interface resource of the terminal for
example) .

As seen above, it 1is necessary, 1in order to
implement the protocol of Figure 4, to define additional
objects over and above those already envisaged in the
existing standards.

Identification objects

The function of the identification objects is to
allow an access control application CA of a module
supporting protection against copying to check whether
the terminal to which the module is connected also
supports protection against copying. That 1is to say,
whether the resource CAS of the terminal possesses the
functionality of protection against copying.

The first object used is the following:

CPTS identification() {
CPTS_identification_tag 24 bits uimsbf
Length field() = 0 8 bits uimsbf
}

819



WO 01/22724 PCT/EP00/08439

10

15

20

25

30

35

17

The notation used here corresponds to that used

in the aforesaid standard EN 50221 in which the objects

are generally defined by means of a tag (here the
"CPTS_identification_tag"), of a length field
("Length field()") and of parameters which can take

various values.

The CPTS_identification_tag tag 1is a number
defined on 24 bits and the notation "uimsbf" (stemming
from "unsigned integer most significant bit first")
signifies that this pertains to an unsigned integer whose
most significant bits (highest order bits) are always
situated first.

The "Length_ field()" field defines the length in
terms of number of bytes of the parameters forming part
of the object. Since here the object
"CPTS_identification()" contains no parameter, the length
field is equal to zero.

The second object used is the following:

CPTS_identification_answer () {

CPTS_identification_answer_tag 24 bitsuimsbf
Length field() =1
Identification_ result 8 bits uimsbf
}
This "CPTS identification_ answer ()" object is

used to indicate whether the resource CAS of the terminal
does or does not support protection against copying
according to the invention. It comprises a
"CPTS_identification_answer_tag()" tag and a length field
which is equal to 1 since the object also comprises an
"Identification result" parameter defined on 8 bits. This
parameter 1is for example a Boolean indicating whether or

not protection against copying 1s supported by the

resource CAS.
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Other parameters can be envisaged, for example to
indicate a version number of the copy protection.

Contro- word transmission objects

These objects enclose the control words which are
decrypted in the module. They allow the access control
application CA o¢f the module to send them, across the
various layers of the ITCOM interface, to the resource
CAS of the terminal which can thereafter utilize them by
transmitting them to the descrambler 16 (Fig. 2).

These objects have the following format:

CPTS_CW() {
CPTS _CW_tag 24 bits uimsbf
Length field()
MPEGZ_stream_type 8 bits uimsbf
MPEG2 pid 16 bits uimsbf
Odd_Cw 128 bits uimsbf
Even_CW 128 bits uimsbf

They comprise a "CPTS_CW_ tag" tag, a length field
"Length field ()" and parameters identifying:

- the type of data packet transported (video,
audio or other data), in "MPEGZ_stream type" defined on 8
bits;

- the PID (standing for "Programme Identifier"),
that is to say the programme identifier associated with
the packet transported in "MPEG2 pid", defined on 16
bits;

- the odd ("Oodd_Cw") and even ("Even CW")
control words defined on 128 bits each.

Indeed, it is well known that a succession of
even and odd control words is transmitted in the TS data
stream, each control word being transmitted in advance
relative to the data packets which are scrambled with
this control word. The descrambler therefore continuocusly

memorizes the even control word serving to descramble the
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current data packet and the odd control word serving to

descramble the next packet (or vice versa).

The "CPTS CW()" object comprises, in a first
embodiment, parameters making it possible to send both an
even control word (in "Even CW") and an odd control word
(in "Odd_CwW") . It can also comprise, in another

embodiment, a parameter "CW", on 128 bits, containing the
control word and a parameter "Type CW" on B8 bits,
defining the type, even or odd, of the control word
transmitted.

Of course, the invention is not 1limited to the
exemplary embodiments which are mentioned hereinabove. In
particular, the person skilled in the art will be able to
introduce any variant into the definition of the
identification objects and control-word transmission
objects by adding other parameters to these objects.

Moreover, although the invention has been
described with reference to the DVB-CI standard it is not
limited to the framework of this standard. The invention
can 1in particular be advantageously applied within the
framework of the American NRSS (standing for "National

Renewable Security Standard") standard.
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CLAIMS

1. Multimedia digital terminal (1) intended for
receiving a stream (TS(D.EMB.)) of digital data scrambled
by control words (CW), said control words being contained
in said stream (TS(D.EMB.)) in encrypted form, and
intended to cooperate with a detachable module (2) for
descrambling said data stream,

said terminal being able to transmit the
scrambled data stream (TS (D.EMB.)) to the detachable
module,

characterized in that it is furthermore capable
of receiving from said detachable module the decrypted
control words (CW), and

in that it comprises a descrambler (16) capable
of descrambling the digital data stream by using the

control words (CW) received from the detachable module
(2) .

2. Digital terminal according to Claim 1,
characterized in that it is furthermore able to receive

from the detachable module (2) the scrambled digital data

stream (TS'(D.EMB.)), said data stream received by the
terminal not being modified relative to the data stream
(TS(D.EMB.)) transmitted by the terminal.

3. Digital terminal according to Claim 1,

characterized in that it is furthermore able to receive
from the detachable module (2) the scrambled digital data
stream (TS'(D.EMB.)) from which, relative to the data
stream (TS(D.EMB.)) transmitted by the terminal, the data
packets containing the control words (CW) have been

removed.

4. Digital terminal according to one of Claims 1 to
3, characterized 1in that said terminal 1is able to
transmit the scrambled data stream (TS(D.EMB.)) to the
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detachable module across a first interface (ITTS) with
said detachable module, and

in that it 1s furthermore capable of receiving
from said detachable module the decrypted control words

(CW) across a second interface (ITCOM) with said module.

5. Terminal according to Claim 4, in combination
with Claims 2 and 3, characterized in that it is
furthermore able to receive from the detachable module
(2), across said first interface (ITTS), the scrambled
digital data stream (TS'(D.EMB.)).

6. Multimedia digital terminal (1) intended for
receiving a stream (TS(D.EMB.)) of digital data scrambled
by control words (CW), said stream of data (TS (D.EMB.))
containing the control words encrypted using a first key
(K), and intended to cooperate with a detachable module
(2) for descrambling said data stream,

said terminal being able to transmit the
scrambled data stream (TS(D.EMB.)) to the detachable
module across a first interface (ITTS) with said
detachable module,

characterized in that it is furthermore capable
of receiving from said detachable module the decrypted
control words (CW) which are encrypted using a second key
(SSK, K2) before being transmitted across a second
interface (ITCOM) with the module (2), and

in that it comprises:

- means for decrypting said control words
received from the detachable module using said
second key (SSK, K2); and

- a descrambler (16) capable of descrambling
the digital data stream (TS(D.EMB.)) by using said
decrypted control words (CW).

7. Module (2) intended for <cooperating with a

digital terminal according to Claim 1, said module being
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able to receive from the terminal a scrambled digital
data stream (TS(D.EMB.)), characterized in that said
module is furthermore capable of:

- extracting from the data stream (TS(D.EMB.))
the control words (CW) having served to scramble the
digital data;

- decrypting said control words; and

- transmitting the decrypted control words (CW)
to said terminal.

8. Module according to Claim 7, characterized 1in
that it is furthermore adapted for returning the
scrambled digital data stream (TS' (D.EMB.)) to the

terminal without modifying said stream.

9. Module according to Claim 7, characterized in
that it is furthermore adapted for returning the
scrambled digital data stream (TS' (D.EMB.)) to the
terminal by removing, relative to the data stream
(TS (D.EMB.)) transmitted by the terminal, the data
packets containing the control words.

10. Module according to one of Claims 7 to 9,
characterized in that it is able to receive the digital
data stream (TS(D.EMB.)) across a first interface (ITTS)
with said terminal (1), and

in that it is furthermore capable of transmitting
the decrypted control words to said terminal across a
second interface (ITCOM) with said terminal.

11. Module according to one of Claims 7 to 10,
characterized in that it is able to cooperate with a
detachable security element (3) for decrypting the
control words, said module being capable of:

- extracting from the digital data stream
(TS(D.EMB.)) messages (ECM) containing the encrypted
control words;
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- transmitting said messages (ECM) to a security
element (3) inserted into said module;

- receiving from said security element (3) the
decrypted control words (CW); and

-~ transmitting the decrypted control words to
the digital terminal (1) with which it cooperates.

12. Module (2) intended for <cooperating with a
digital terminal according to Claim 6, said module being
able to receive from the terminal a scrambled digital
data stream (TS{(D.EMB.)) across a first interface (ITTS)
with the terminal (1), characterized in that said mecdule
is furthermore capable of:

- extracting from the data stream (TS (D.EMB.))
the control words (CW) having served to scramble the
digital data;

- decrypting said control words; and

-~ encrypting said control words using the second
key (SSK, K2); and

- transmitting said encrypted control words (CW)
to the terminal across a second interface (ITCOM) with

said terminal.

13. Module according to one of Claims 10 or 12,
characterized in that it pertains to a module according
to the DVB-CI standard and in that the first interface
(ITTS) of the module is the interface of the transport
stream according to the MPEG-2 standard and the second

interface (ITCOM) is the control interface.

14. Method for descrambling a stream (TS(D.EMB.)) of
digital data, scrambled by control words (CW), which is
received by a multimedia digital terminal (1), said
control words (CW) being contained in said stream in
encrypted form, the method comprising a first step

consisting in:
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transmitting the scrambled data stream
(TS(D.EMB.)) to a detachable module (2),

characterized in that it furthermore comprises
the steps consisting, for the detachable module (2), in:

- extracting from the data stream (TS(D.EMB.))
the control words (CW) having served to scramble the
digital data;

- decrypting said control words:; and

- transmitting the decrypted control words (CW)
to said terminal.

15. Method for descrambling a stream (TS(D.EMB.)) of
digital data, scrambled by control words (CW), which is
received by a multimedia digital terminal (1), said
stream of data containing said control words (CW)
encrypted using a first key (K), the method comprising a
first step consisting in:

transmitting the scrambled data stream
(TS(D.EMB.)) to a detachable module (2),

characterized 1in that it furthermore comprises
the steps consisting, for the detachable module (2), in:

- extracting from the data stream (TS(D.EMB.))
the control words (CW) having served to scramble the
digital data;

- decrypting said control words;

- encrypting said control words using a second
key (SSK, K2); and

- transmitting the encrypted control words (CW)
to said terminal; and,

for the terminal (1), in:

- decrypting said control words using the second
key (SSK, K2); and

- descrambling the digital data stream by using
said decrypted control words.

16. Method for transferring control words (CW)

between a module according to one of Claims 7 to 13 and a
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digital terminal according to one of Claim 1 to 6,
characterized in that it comprises the steps consisting:

- for the module (2), in sending (100) a first
identification object ("CPTS_identification()”) to the
terminal (1);

- for the terminal (1), in sending (101), in
response to said first object, a second identification
object ("CPTS_identification_answer ()") indicating
whether the terminal is or is not able to receive the
control words from the module (2); and

- for the module (2), in the event of a positive
response with said second object, in sending (102a, 102b,
102i) said control words (CW) enclosed in a third object
("CpTS_CwWw()").
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Dispositifs de lecture, d'enregistrement et de restitution de données

numériques dans un systéme de protection contre ila copie desdites

données

Domaine de l'invention

L'invention se rapporte d'une maniére générale au domaine de la
protection contre la copie de données numériques, plus particulierement dans
un environnement de réseau numeérique domestique.

Etat de la technigue

Un réseau numérique domestique peut véhiculer des donnees
numériques issues de différentes sources extérieures au réseau. li peut s'agir
de données stockées sur des supports détachables tels que des disques
optiques, par exemple des disques DVD (de l'anglais "Digital Versatile Disc"
signifiant littéralement "Disque Numérique Polyvalent’), ou des bandes
magnétiques, les supports étant soit pré-enregistrés, soit enregistrables.

It peut aussi s'agir de données diffusées puis injectées sur le réseau
numeérique domestique, par exemple des signaux de télévision numérique
diffusés par satellite, par le cable ou encore par des réseaux numériques
hertziens. Les données peuvent également étre téléchargées en provenance de
I'Internet.

Enfin, un réseau numérique domestique peut en outre étre amené a
gérer des données numériques stockées localement, par exemple dans un
disque dur relié au réseau domestique.

Ces données numériques peuvent étre séparées en deux grandes
catégories: d'une part les données qui ne nécessitent pas de protection
particuliere (par exemple, celie qui relévent d'une création personnelle de
l'utilisateur du réseau domestique) et d'autre part les données qui doivent étre
protégées contre la copie pour garantir les intéréts de leur créateur (film,
musique, jeux, etc.).

Divers mécanismes et possibilités existent actuellement pour
protéger des données numeériques contre une copie iliégitime.

Les deux principales techniques de protection sont actuellement:

- le chiffrement des données, qui consiste a transformer des données
intelligibles (ou "claires") en données chiffrées ou embrouiliées a l'aide d'une
clé, cette clé étant soit une clé secréte partagée par le dispositif qui chiffre les
données et par celui qui est autorisé a les déchiffrer, soit dans les systémes de
cryptographie asymétrique une clé privée ou publique;
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- le tatouage des données, qui consiste a insérer de maniere non
perceptible un tatouage (communément appelé "Watermark") attache aux
données a protéger. Le tatouage doit étre non-modifiable et non effagable
méme en cas de transformation des données a protéger.

Les deux techniques ci-dessus peuvent naturellement étre associées
en combinant le tatouage et le chiffrement des données.

Par ailleurs, les données numeériques diffusées sont le plus souvent
protégées dans le cadre d'un systéme a accés conditionnel. Dans ce type de
systéme, les données fournies par différents prestataires de services sont
transmises sous forme embrouillée par des mots de controle CW (de l'anglais
"Control Word") afin de garantir que les données ne parviennent qu'aux
utilisateurs ayant acquis le droit de les recevoir (par exemple moyennant un
abonnement au service). Les mots de controle sont eux-mémes transmis dans
le flux de données diffusées apreés avoir été chiffrés avec un algorithme de clé
K, cette clé K étant contenue dans un processeur sécurisé, par exemple inclus
dans une carte a puce, qui est fournie aux utilisateurs par le prestataire de
service pour leur permettre de déchiffrer les mots de contréle et donc de
désembrouiller les données.

Dans les réseaux numériques domestiques, deux grandes méthodes
ont été proposées jusqu'a présent pour utiliser et combiner ces techniques de
protection:

- la premiére méthode consiste a protéger les données qui doivent
I'étre en les chiffrant / embrouillant localement d'un bout a l'autre du réseau (on
parle en général de "end-to-end protection" — signifiant littéralement "protection
d'un bout a l'autre"), c'est a dire dés leur entrée en un point du réseau jusqu'au
moment ou elle sont restituées a l'utilisateur (affichage de vidéo sur un écran de
téléviseur, diffusion de musique par un haut-parleur, etc.), tous les appareils du
réseau utilisant le méme type de protection, spécifique au réseau domestique.
Les données ne sont donc jamais disponibles en clair dans le réseau, que ce
soit sur le bus numérique reliant les appareils entre eux ou dans les appareils
eux-méme, sauf au moment ultime de leur restitution, généralement sous forme
analogique, a l'utilisateur ;

- la seconde méthode consiste a associer une protection locale a
chaque type d'appareil du réseau (un type de chiffrement particuilier, un
systéme d'accés conditionnel, etc.) avec une "protection de ligne" (ou protection
"point-a-point"); dans ce type de méthode, ies données sont disponibies en clair
a l'intérieur des appareils mais ne sont jamais disponibles en clair sur le bus
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numeérique reliant les différents appareils du réseau entre eux; les donnees sont
en effet re-chiffrées avant d'étre transmises sur le bus.

Exposé de l'invention

Un but de la présente invention est de proposer un systeme
permettant de concilier les différentes méthodes de protection qui ont éte
proposées jusque la.

L'invention concerne a cet effet un dispositif de lecture de données
numériques destiné a étre raccordé a un réseau numeérique domestique et
susceptible de recevoir des données représentant un contenu. Celui-Ci
comporte, selon linvention :

- un premier moyen de chiffrement des données selon un mode de
protection spécifique a une ligne avec laquelle le dispositif est destiné a étre
raccordé a un autre dispositif du réseau numérique, les données chiffrées étant
dans ce cas fournies a une premiere sortie; et

- un deuxiéme moyen de chiffrement des données selon un mode de
protection spécifique au réseau domestique, les données chiffrées étant dans
ce cas fournies a une deuxiéme sortie.

Selon une caractéristique avantageuse de l'invention, le dispositif
comporte en outre un module de décision adapté a délivrer une permission ou
une interdiction de copie et/ ou de lecture desdites données numeériques,
lesdites données numériques étant fournies au premier ou au deuxieéme moyen
de chiffrement lorsque ledit module de décision délivre une interdiction de copie
ou une permission de copie unigque. _

Selon une autre caractéristique avantageuse de l'invention, lesdites
données numériques sont fournies directement a la premiere et/ou a la
deuxiéme sortie sans étre chiffrées lorsque ledit module de décision délivre une
permission de copie illimitee.

Selon une autre caractéristique particuliére de l'invention, le dispositif
ne fournit aucune données numérique a la premiére ni a la deuxiéme sortie
lorsque ledit module de décision délivre une interdiction de lecture.

Selon une autre caractéristique particuliere de l'invention, le module
de décision délivre une permission de copie illimitée lorsque lesdites donnees
numeériques regues ne sont pas chiffrées.

Selon une caractéristique préférée de linvention, le module de
décision délivre une permission de copie illimitée lorsqu'en outre lesdites
données numériques regues ne sont pas tatouées.

839



WO 01/75876 4 PCT/FR01/00572

10

15

20

25

30

35

Selon une autre caractéristique particuliére de linvention, le module
de décision délivre une interdiction de lecture lorsque a la fois lesdites données
numeériques regues ne sont pas chiffrées et sont tatouées.

Selon une autre caractéristique particuliere de l'invention, le module
de décision délivre une interdiction de copie lorsque lesdites données
numériques regues sont chiffrées; qu'elles sont stockées sur un support de type
enregistrable; et que des informations de contréle de la copie contenues dans
lesdites données indiquent gu'une copie unigue est autorisee.

Selon une autre caractéristique particuliére de l'invention, le module
de deécision délivre une interdiction de lecture lorsque lesdites données
numeériques regues sont chiffrées; qu'etles sont stockées sur un support de type
enregistrable; et que des informations de controle de la copie contenues dans
lesdites données indiquent qu'aucune copie n'est autorisée.

Selon une autre caractéristique particuliére de l'invention, le module
de décision délivre une permission de copie unique lorsque lesdites données
numeériques regues sont chiffrées; qu'elles sont stockées sur un support de type
non-enregistrable ou que ce sont des données diffusées ou téléchargées,; et
que des informations de controle de la copie contenues dans lesdites donnees
indiquent qu'une copie unique est autorisée.

Selon une autre caractéristique particuliére de l'invention, le module
de décision délivre une interdiction de copie lorsque lesdites données
numeériques regues sont chiffrées; qu'elles sont stockées sur un support de type
non-enregistrable ou que ce sont des données diffusées ou téléchargées; et
que des informations de controle de la copie contenues dans lesdites données
indiquent qu'aucune copie n'est autorisée.

Selon encore une autre caractéristique avantageuse de l'invention,
les informations de permission ou d'interdiction de copie et/ ou de lecture
desdites données numériques délivrées par le module de décision sont
attachées aux données fournies a la premiere ou a la deuxieme sortie.

Selon un mode de réalisation particulier de l'invention, ia premiére et
la deuxiéme sortie sont reliées respectivement & un unique connecteur pour
raccorder le dispositif @ un bus numérique du réseau domestique, ledit bus
fonctionnant dans un premier mode protégé lorsque les données sont issues de
la premiére sortie et dans un second mode non protégé lorsque les données
sont issues de la deuxiéme sortie.

Avantageusement, le choix de la premiére ou de la deuxiéme sortie
pour fournir les données est déterminé par le dispositif raccordé au réseau
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numérique domestique destiné a recevoir lesdites données émises par le
dispositif de lecture sur le réseau domestique.

L'invention concerne également un dispositif d'enregistrement de
données numériques destiné a étre raccordé a un dispositif de lecture tel que
ci-dessus par lintermédiaire d'un réseau numérique domestique. Selon
l'invention, ce dispositif d'enregistrement comporte :

- une premiére entrée destinée a recevoir des données qui ont été
fournies a la premiére sortie du dispositif de lecture; et

- une seconde entrée destinée a recevoir des données qui ont été
fournies a la deuxiéme sortie du dispositif de lecture.

Selon une caractéristique particuliére de linvention, le dispositif
d'enregistrement comporte un moyen de déchiffrement des données selon un
mode de protection spécifique a une ligne avec laquelle le dispositif est destiné
a étre raccordé au dispositif de lecture, ledit moyen de déchiffrement étant relié
a la premiére entrée du dispositif d'enregistrement.

Selon une autre caractéristique particuliére de l'invention, le dispositif
d'enregistrement comporte en outre un module de décision adapté a analyser
les informations de permission ou d'interdiction de copie etou de lecture
attachées aux données a enregistrer. Le dispositif d'enregistrement délivre les
données a enregistrer a une sortie lorsque le module de décision détecte une
permission de copie. Par contre, le dispositif d'enregistrement ne délivre aucune
donnée a enregistrer a ladite sortie lorsque le module de décision détecte une
interdiction de copie.

L'invention concerne aussi un dispositif de restitution de données
numériques destinés a étre raccordés a un dispositif de lecture tel que ci-
dessus par l'intermédiaire d'un réseau numérique domestique. Selon l'invention,
ce dispositif comporte :

- une premiére entrée destinée a recevoir des données qui ont été
fournies a la premiére sortie du dispositif de lecture et qui est reliee a un
premier moyen de déchiffrement des données selon un mode de protection
spécifique a une ligne avec laquelle le dispositif est destiné a étre raccordé au
dispositif de lecture ; et

- une seconde entrée destinée a recevoir des données qui ont éte
fournies a la deuxiéme sortie dudit dispositif de lecture et qui est reliee a un
deuxiéme moyen de déchiffrement des données selon un mode de protection
spécifique au réseau domestique.
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Bréve description des dessins

L'invention sera mieux comprise a la lecture de la description
suivante d'un mode de réalisation particulier, non limitatif, de ceile-ci faite en
référence aux dessins annexés dans lesquels :

- la figure 1 représente un réseau numérique domestique servant a
illustrer le principe de linvention ;

- la figure 2 représente un dispositif de lecture de données
numeériques selon l'invention destiné a étre raccordé a un réseau domestique;

- la figure 3 représente un dispositif d'enregistrement de données
numériques selon l'invention destiné a étre raccordé a un réseau domestique;

- la figure 4 représente un dispositif de restitution de donnees
numériques destiné a étre raccordé a un réseau domestique;

- 1a figure 5 illustre un procédé mis en ceuvre dans le dispositif de la
figure 2 ; et

- la figure 6 illustre un procédé mis en ceuvre dans le dispositif de la
figure 3.

Description détaillée de modes de réalisation de l'invention

Sur la figure 1, on a représenté un exemple de réseau numeérique
domestique. Celui-ci se compose d'un certain nombre de dispositifs reliés entre
eux par un bus numérique B, par exemple un bus selon la norme IEEE 1394.
Ces dispositifs peuvent étre divisés en trois catégories :

- les dispositifs de lecture qui sont capables de recevoir des données
numériques en provenance de différentes sources de données; sur la figure 1,
deux exemples de ces dispositifs sont représentés: le décodeur 1 recevant des
données d'une antenne satellite 6, notamment des programmes de télévision
numeérique, et le lecteur DVD 2 capable de lire des disques DVD 5 ;

- les dispositifs d'enregistrement de données, tel le dispositif 3, qui
sont capables d'enregistrer le contenu des données lues par les dispositifs de
lecture sur des supports d'enregistrement persistants ; et

- les dispositifs de restitution, tel le téléviseur numerique 4 de la
figure 1, qui sont prévus pour restituer le contenu de données lues par un
dispositif de lecture.

Bien entendu, cette séparation entre les trois catégories de
dispositifs est faite pour les besoins de simplification de I'explication et un
appareil d'électronique grand public réel peut trés bien regrouper deux
catégories de dispositifs décrits ci-dessus, voire les trois. Par exemple, un
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téléviseur numérique peut contenir aussi le dispositif de lecture des émissions
diffusées sous forme numérique ou bien un lecteur de DVD peut aussi contenir
un dispositif d'enregistrement.

Sur la figure 2, on a représenté un dispositif de lecture 10 selon
linvention. Celui-ci regoit sur son entrée E1 des données numériques
représentant un contenu. Ce contenu peut étre un contenu pré-enregistré, un
contenu enregistré dans le réseau, un contenu diffusé ou un contenu
téléchargé. Les données numériques sont regues par un module de reception
et de lecture 11 qui est capable d'interpréter le format des données regues. En
fait ce module est différent selon le type d'appareil appartenant a la premiére
catégorie. Ce module a des fonctions dédiées selon le type de contenu qu'il
regoit: ainsi, si le dispositif de lecture est un lecteur de DVD Video, le module 11
reconnaitra le format de données embrouillées selon le systéme CSS (de
'anglais "Content Scramble System" signifiant littéralement "Systeme
d'Embrouillage de Contenu") utilisé habituellement pour protéger le contenu des
disques DVD et sera capable de désembrouiller les données; si le dispositif de
lecture est un décodeur numérique, le module 11 reconnaitra le format de flux
de données diffusées protégées par un systéme d'accés conditionnel et sera
capable de désembrouiller les données si l'utilisateur posséde les droits
nécessaires.

Le dispositif de lecture comprend en outre un module de décision 12
qui effectue un contréle sur la lecture des données, c'est a dire qu'il détermine
si les données lues en entrée peuvent étre copiées librement (statut "Copy-
Free"), ne peuvent étre copiées qu'une seule fois (statut "Copy-Once"), ne
peuvent plus étre copiées (statut "Copy-No-More"), ne peuvent jamais étre
copiées (statut "Copy-Never") ou bien si ces données lues representent une
copie illégale et ne doivent donc pas étre restituées sur un dispositif de
restitution. Pour déterminer ces différents statuts, le module de décision utilise
un procédé qui sera décrit plus bas en liaison avec la figure 5, a partir, soit de
I'ensemble du flux de données qu'il regoit du module de réception et de lecture
11, soit de seulement certaines informations extraites de ce flux de données,
selon le type d'implémentation choisie par I'homme du métier.

Il génére en sortie des informations de gestion de génération de
copie, par exemple des informations au format CGMS (de l'anglais "Copy
Generation Management Status" signifiant littéralement "Statut pour la Gestion
des Générations de Copies"), qui sont ensuite utilisées par les dispositifs
d'enregistrement ou de restitution pour déterminer si les données peuvent étre
enregistrées ou copiées.
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En pratique, ces informations sont transmises a deux modules de
chiffrement de sortie 13 et 14 qui, en fonction des informations de gestion de
génération de copie regues, fournissent les données respectivement aux sorties
S1 ou S2 sous forme protégée ou non, les informations concernant le statut des
données étant également transmises en sortie dans le flux de données.

Si linformation de gestion de génération de copie indique que les
données lues représentent une copie illégale, les modules de chiffrement 13 ou
14 ne fourniront aucune donnée en sortie. Il ne sera ainsi pas possible de
visualiser le contenu, par exemple s'il s'agit d'un film, ou de I'enregistrer.

Si ces informations indiquent que les données ont un statut "Copy-
Free", c'est a dire qu'elles peuvent étre copiées librement, les données seront
transmises sur I'une ou l'autre des sorties S1 ou S2 ou sur les deux sans étre
chiffrées.

Par contre si ces information indiquent que les données ont un statut
"Copy-No-More" ou "Copy-Never" ou "Copy-Once", elles seront transmises aux
sorties S1 ou S2 sous forme chiffrée.

Selon l'invention, le dispositif de lecture comprend deux modules de
chiffrement de sortie difféerents. Les sorties S1 et S2 du dispositif sont des
sorties numérigues, c'est a dire qu'elles sont destinées a étre reliées a un bus
numerique. Par contre, elles utilisent chacune un mode de protection différent.

Pour la sortie S1, les données sont protégées au niveau de la ligne,
par exemple selon la proposition de protection "DTCP" pour un bus numérique
selon la norme [EEE 1394 ("DTCP" est un acronyme de "Digital Transmission
Content Protection", aussi connu sous le nom de "5C", pour laquelle on pourra
se reférer pour plus de détails a la publication "5C Digital Transmission Content
Protection White Paper”, Rev. 1.0, 14 juillet 1998, disponible a I'adresse
Internet suivante hitp.//vww.dtcp.com/). Lorsque cette sortie est utilisée, les
données sont chiffrées par le module de chiffrement 13 de maniére spécifique
pour la ligne.

La sortie S2 conduit quant a elle a une ligne non protégée. Dans ce
cas, les données sont chiffrées selon un mode de protection local du réseau
domestique, de maniére a ce que le contenu soit protégé. On pourra
notamment utiliser le mode de chiffrement local des données conforme a la
proposition XCA (acronyme de "eXtended Conditional Access", pour laquelle on
pourra se reférer pour plus de détails a la publication "XCA, A Global Copy
Protection Systemn for Home Networks, White Paper v. 1.2" publiée le 6 janvier
2000). Dans le cas ou cette sortie S2 est utilisée, les données sont chiffrées par
le module de chiffrement local 14.
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Les sorties S1 et S2 du dispositif de lecture ont été représentées de
maniére séparée a la figure 1 mais il peut en réalité s'agir d'un seul connecteur
de sortie permettant de connecter le dispositif au bus B du réeseau domestique.
Dans ce cas, le bus numérique pourra comporter deux modes distincts de
fonctionnement: le mode protégé dans lequel les données sont chiffrées pour
une liaison spécifique entre deux appareils du réseau et le mode non protége
dans lequel les données sont chiffrées de maniére globale au niveau du reseau.

Le choix du type de sortie dépend en fait de l'appareil destiné a
recevoir les données lues par le dispositif de lecture. En effet, le dispositif de
lecture de linvention est destiné a pouvoir étre utilisé en liaison avec d'autres
dispositifs qui ne supportent qu'un seul mode de protection: soit celui au niveau
de la ligne, soit celui au niveau du réseau local. Entre le dispositif qui regoit les
données et celui qui les émet sur le bus a son intention, il existe de maniere
connue un échange lors duquel le dispositif de lecture connait le type de
protection supporté par l'appareil destinataire et peut ainsi déterminer quelle
sortie S1 ou S2 sera choisie pour transmettre les données. Si 'appareil destiné
a recevoir les données supporte les deux modes de protection tout comme le
dispositif de lecture, le choix de la sortie S1 ou S2 sera prédéterminé seion
Iimplémentation choisie par 'homme du metier. Il est également possible dans
ce cas d'utiliser les deux sorties, c’est a dire de transmettre les données a la
fois sur la ligne protégée et sur la ligne non protégée, si celles-ci sont
physiquement séparées.

En liaison avec la figure 5, nous alions maintenant décrire le procédé
mis en ceuvre par le module de décision 12 pour déterminer le statut des
données pour la gestion de génération de copie.

Le premier test 100 consiste a vérifier si les données regues sont
chiffrées. Si ce n'est pas le cas (sortie "N"), cela signifie que I'on a affaire a un
contenu qui est une création de ['utilisateur ou bien a un contenu qui a été
piraté. C'est pourquoi un test supplémentaire 101 peut étre effectué de maniére
préférentielle mais non obligatoire, pour déterminer si le contenu est tatoué. Si
la réponse est positive (sortie "O"), cela signifie que le contenu a été piraté et le
dispositif de lecture doit refuser de le lire (sortie "STOPM). Si par contre, le
contenu n'est pas tatoué (sortie "N' au test 101), alors le contenu est
effectivement libre de copie et le statut "Copy-Free" lui est attribué.

Si la réponse au premier test 100 est positive (sortie "O"), c'est a dire
si les données regues sont chiffrées, le test suivant 102 consiste a détecter le
type de support du contenu. Ceci s'applique en particulier pour les supports
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détachables tels que les DVD qui peuvent étre du type "Enregistrable" (par
exemple les formats DVD-RAM, DVD-RW, DVD-R) ou du type "Non
enregistrable” (par exemple DVD-ROM ou DVD vidéo pré-enregistre). Les
données diffusées ou téléchargées seront par convention du type "Non
enregistrable”.

Si le support du contenu est du type "Enregistrable", le test suivant
103 consiste a détecter si le fournisseur du contenu a donné le droit d'effectuer
une copie unique (statut "Copy-Once") ou aucune copie (statut "Copy-Never")
de son contenu. Ces informations de contrdle de la copie communément notées
CCl (acronyme de fP'anglais "Copy Control Information") ou encore CGMS
(acronyme de l'anglais "Copy Generation Management System" signifiant
"systéme de gestion de la génération de copie") sont présentes dans les
données sous une forme déterminée par le fournisseur du contenu et qui est
bien connue de 'hnomme du métier. Si un support du type "Enregistrable" a un
statut "Copy-Once", cela signifie que le support est lui-méme la copie unique et
qu'il ne doit plus étre autorisé de copie. Par conséquent le statut de sortie sera
"Copy-No-More". Par contre, si celui-ci a un statut "Copy-Never", cela signifie
qu'il s'agit d'une copie pirate et celle-ci ne doit pas étre lue par le dispositif de
lecture (sortie "STOP).

Il est & noter que le statut "Copy-No-More" signifie qu'il est interdit
d'effectuer une génération supplémentaire de copie des données regues. Ce
statut signifie également, dans le cas ol nous avons une protection locale au
niveau du réseau (par exemple selon la proposition XCA), qu'il est possible
d'effectuer une copie locale des données, cette copie n'étant lisible par aucun
autre dispositif que ceux du réseau dans lequel elle a été copiée, ou en d'autres
termes qu'il n'est pas possible d'effectuer une génération supplémentaire de
copie pour un autre réseau domestique.

Si le support du contenu est du type "Non-enregistrable" ou si les
données regues sont des données diffusées ou téléchargées, le méme test que
le test 103 est effectué (test 104) et le statut détecté ("Copy-Once" ou "Copy-
Never") correspond au statut de sortie attribué aux données.

Le statut "Copy-Once" autorise également la copie locale au niveau
du réseau domestique lorsque nous avons un mode de protection local au
réseau.

Nous allons maintenant décrire un dispositif d'enregistrement 20
selon l'invention tel que représenté schématiquement a la figure 3.
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Celui-ci comporte deux entrées numériques E2 et E3, la premiere E2
recevant les données par une ligne protégée et la seconde E3 par une ligne
non protégée. Comme on I'a vu plus haut, il peut s'agir en realité d'une seule
connexion physique avec un bus numérique capable de fonctionner dans un
mode "protégé" ou dans un mode "non protégé". Le choix de l'entrée dépend du
type d'appareil avec lequel le dispositif d'enregistrement est relié et des modes
de protection supportés par cet appareil.

Dans le cas ou les données sont regues sur l'entrée E2, elles sont
transmises a un module de déchiffrement 21 qui effectue un déchiffrement en
utilisant une clé spécifique de la ligne, qui a par exemple été échangée avec le
dispositif de lecture ayant envoyé les données sur la ligne.

Les informations concernant le statut des données, c'est a dire les
informations de gestion de génération de copie des données, sont extraites du
flux de données et analysées par un module de décision 22 selon le procédé
qui sera décrit en liaison avec la figure 6 ci-dessous. Celui-ci effectue le
controle de la copie au niveau du dispositif d'enregistrement.

Si le statut détecté est du type "Copy-No-More" ou "Copy-Never",
I'enregistrement est stoppé et le module de décision 22 donne linstruction au
module de mise en forme pour {'enregistrement 23 de ne transmettre aucune
donnée en sortie pour I'enregistrement.

Si en revanche le statut détecté est du type "Copy-Once", le module
de décision 22 donne l'instruction au module 23 d'effectuer une mise en forme
pour l'enregistrement de maniére a ce que les données ne soient pas
enregistrées en clair. |l peut s'agir par exemple d'un chiffrement selon la
proposition CPRM (acronyme de "Content Protection for Recordable Media"
signifiant littéralement "Protection de Copie pour Support Enregistrable” pour
laquelle on pourra trouver plus de détails a l'adresse Internet suivante :
http://www.4centity.com/4centity/tech/cprm/). Les données mises en forme sont
ensuite transmises en sortie S3 pour étre stockées sur un support
d'enregistrement 24.

Lorsque le statut détecté par le module de décision 22 est du type
"Copy-Free", I'enregistrement des données peut étre effectué en clair, c'est a
dire sans que les données ne soient mises en forme par le module 23.

Dans le cas ol les données sont regues sur I'entrée E3, elles sont
déja protégées par un chiffrement local au niveau du réseau. Dans ce cas, le
dispositif d'enregistrement n'effectue aucun traitement et se contente
d'enregistrer les données sous forme chiffrée.
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En liaison avec la figure 6, nous allons maintenant décrire le procédé
mis en ceuvre dans le module de décision 22 du dispositif d'enregistrement.

Le module 22 a deux sources d'informations pour connaitre le statut
des données vis & vis de la gestion des générations de copie: les informations
définies par le systéme de protection au niveau de la ligne — ces informations
étant analysées a l'étape 110 — et les informations intégrées dans le contenu
méme des données transmises sur la ligne non protégée — informations
analysées a l'étape 111. En principe, les deux sources doivent fournir les
mémes statuts de données mais, de maniere préférentielle, et pour améliorer la
sécurité du systéme, un test supplémentaire 112 est effectué pour définir le
statut le plus restrictif parmi les informations recues.

L'ordre de restriction parmi les statuts est le suivant:

"Copy-Never" = "Copy-No-More" > "Copy-Once" > "Copy-Free" ;

">" signifiant "est pius restrictif que".

Par exemple, si une information analysée a I'étape 110 indique un
statut "Copy-Once" tandis que celle analysée a I'étape 111 indique un statut
"Copy-Free", le statut retenu a I'étape 112 sera "Copy-Once".

Ensuite, selon le statut défini a I'étape 112, le module de décision 22
du dispositif d'enregistrement autorisera I'enregistrement (statuts "Copy-Free"
ou "Copy-Once") ou bien n'autorisera pas l'enregistrement (statuts "Copy-No-
More" ou "Copy-Never").

Il est & noter que les données regues sur la ligne non protégée
pourront toujours étre enregistrées puisque celles-ci bénéficient déja d'une
protection spécifique au réseau local, c'est a dire gu'elles sont chiffrées de telle
sorte qu'elles ne peuvent étre lues (et restituées) que par un appareil du
réseau.

Nous allons maintenant décrire un dispositif de restitution de
données 30 selon l'invention tel que représenté a la figure 4.

Celui-ci comporte, comme le dispositif d'enregistrement 20, deux
entrées numeériques E4 et E5, reliées respectivement a une ligne protégée et a
une ligne non protégée. Lorsque les données sont regues sur l'entrée E4,
celles-ci sont dechiffrees par le module de déchiffrement 31 spécifique a la
ligne. Elles sont ensuite transmises en sortie S4 pour étre restituées. Par
exemple, s'il s'agit d'un téléviseur numérique, les données sont transmises au
moyen d'affichage (tube cathodique, écran plasma, etc.) pour étre visualisées.

Lorsque les données sont regues sur l'entrée E5, elles sont
transmises a un module de déchiffrement local 32 spécifique au réseau dans
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lequel se trouve le dispositif. Ce module constitue la fin de la protection "d'un
bout a l'autre" du réseau puisque les données ne sont déchiffrées, dans ce
mode de protection, que pour étre restituées en sortie S4 du dispositif.

Les dispositifs de lecture, d'enregistrement et de restitution de
Iinvention sont ainsi compatibles avec les différents modes de protection
existants dans les réseaux numériques domestiques et permettent ainsi une
meilleure interopérabilité des systémes de protection contre la copie illicite.

Il est a noter que le terme 'ligne" tel qu'employé dans toute la
description s'entend de tout canal de communication dans un réseau
numérique, que ce canal soit constitué par une ligne physique ou par une voie
de communication dite "sans fil".
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REVENDICATIONS

1. Dispositif de lecture de données numériques (1, 2, 10) destine a
étre raccordé a un réseau numérique domestique et susceptible de recevoir des
données représentant un contenu, caractérisé en ce qu'il comporte :

- un premier moyen de chiffrement (13) des données selon un mode
de protection spécifique a une ligne avec laquelle le dispositif est destiné a étre
raccordé a un autre dispositif du réseau numérique, les données chiffrées étant
dans ce cas fournies a une premiére sortie (S1) ; et

- un deuxiéme moyen de chiffrement (14) des données selon un
mode de protection spécifique au réseau domestique, les données chiffrées
étant dans ce cas fournies a une deuxieme sortie (S2).

2. Dispositif selon la revendication 1, caractérisé en ce qu'il comporte
en outre un module de décision (12) adapté a délivrer une permission ou une
interdiction de copie et/ ou de lecture desdites données numériques,

lesdites données numériques étant fournies au premier (13) ou au
deuxiéme (14) moyen de chiffrement lorsque ledit module de décision (12)
délivre une interdiction de copie ("Copy-Never'; "Copy-No-More") ou une
permission de copie unique ("Copy-Once").

3. Dispositif selon la revendication 2, caractérisé en ce que lesdites
données numériques sont fournies directement a la premiére (S1) et/ou a la
deuxiéme (S2) sortie sans étre chiffrées lorsque ledit module de décision (12)
délivre une permission de copie illimitée ("Copy-Free").

4. Dispositif selon 'une des revendications 2 ou 3, caracterisé en ce
qu'il ne fournit aucune données numeérique a la premiére (S1) ni a la deuxiéme
(S2) sortie lorsque ledit module de décision (12) délivre une interdiction de
lecture ("STOP!").

5. Dispositif seion I'une des revendications 2 a 4, caractérisé en ce
que ledit module de décision (12) délivre une permission de copie illimitée
("Copy-Free") lorsque lesdites données numeériques regues ne sont pas
chiffrées.
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6. Dispositif selon la revendication 5, caractérisé en ce que ledit
module de décision (12) délivre une permission de copie illimitée ("Copy-Free")
lorsqu'en outre lesdites données numériques regues ne sont pas tatouées.

7. Dispositif selon l'une des revendications 2 & 4, caractérisé en ce
que ledit module de décision (12) delivre une interdiction de lecture ("STOP!")
lorsque:

- lesdites données numériques regues ne sont pas chiffrées ; et

- lesdites données numériques regues sont tatouées.

8. Dispositif selon l'une des revendications 2 a 4, caractérisé en ce
que ledit module de décision (12) délivre une interdiction de copie ("Copy-No-
More") lorsque :

- lesdites données numériques regues sont chiffrées; et

- lesdites données numeériques recues sont stockées sur un support
de type enregistrable; et

- des informations de contréle de la copie contenues dans lesdites
données indiquent qu'une copie unique est autorisée.

9. Dispositif selon I'une des revendications 2 a 4, caractérisé en ce
que ledit module de décision (12) délivre une interdiction de lecture ("STOP!")
lorsque:

- lesdites données numériques regues sont chiffrées; et

- lesdites données numériques regues sont stockées sur un support
de type enregistrable; et

- des informations de contréle de la copie contenues dans lesdites
données indiquent qu'aucune copie n'est autorisée.

10. Dispositif selon I'une des revendications 2 a 4, caractérisé en ce
que ledit module de décision (12) délivre une permission de copie unigue
("Copy-Once") lorsque:

- lesdites données numériques regues sont chiffrées; et

- lesdites données numériques regues sont stockées sur un support
de type non-enregistrable ou sont des données diffusées ou téléchargées;

- des informations de contréle de la copie contenues dans lesdites
données indiquent qu'une copie unique est autorisée.
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11. Dispositif selon lI'une des revendications 2 a 4, caractérise en ce
que ledit module de décision (12) délivre une interdiction de copie ("Copy-
Never") lorsque :

- lesdites données numériques regues sont chiffrées;

- lesdites données numeérigques recues sont stockées sur un support
de type non-enregistrable ou sont des données diffusées ou téléchargées;

- des informations de controle de la copie contenues dans lesdites
données indiquent qu'aucune copie n'est autorisée.

12. Dispositif selon l'une des revendications précédentes, caracterisé
en ce que les informations de permission ou d'interdiction de copie et/ ou de
lecture desdites données numériques délivrées par le module de décision (12)
sont attachées aux données fournies a la premiere (S1) ou a la deuxiéme (S2)
sortie.

13. Dispositif selon I'une des revendications précédentes, caractérisé
en ce que la premiére (S1) et la deuxiéme (S2) sortie sont reliees
respectivement a un unique connecteur pour raccorder ledit dispositif & un bus
numeérique (B) du réseau domestique, ledit bus fonctionnant dans un premier
mode protégé lorsque les données sont issues de la premiere sortie (S1) et
dans un second mode non protégé lorsque les données sont issues de la
deuxiéme sortie (S2).

14. Dispositif selon I'une des revendications précédentes, caractérisé
en ce que le choix de la premiére (S1) ou de la deuxieme (S2) sortie pour
fournir les données est déterminé par le dispositif raccordé audit reseau
numérique domestique destiné a recevoir lesdites données émises par ledit
dispositif de lecture sur ledit réseau domestique.

15. Dispositif d'enregistrement de données numériques (3, 20)
destiné a étre raccordé a un dispositif de lecture (1, 2, 10) selon I'une des
revendications 1 a 14 par lintermédiaire d'un réseau numérique domestique,
caractérisé en ce qu'il comporte :

- une premiére entrée (E2) destinée a recevoir des données qui ont
été fournies a la premiére sortie (S1) dudit dispositif de lecture (10); et

- une seconde entrée (E3) destinée a recevoir des données qui ont
été fournies a la deuxiéme sortie (S2) dudit dispositif de lecture (10).
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16. Dispositif selon la revendication 15, caractérisé en ce qu'il
comporte un moyen de déchiffrement (21) des données selon un mode de
protection spécifique a une ligne avec laquelle le dispositif est destine a étre
raccordé au dispositif de lecture, ledit moyen de déchiffrement (21) étant relie a
la premiére entrée (E2) dudit dispositif d'enregistrement.

17. Dispositif selon I'une des revendications 15 ou 16 prises dans
leur dépendance de la revendication 12, caractérisé en ce qu'il comporte en
outre un module de décision (22) adapté a analyser les informations de
permission ou d'interdiction de copie et/ou de lecture attachées aux données a
enregistrer,

ledit dispositif d'enregistrement délivrant lesdites données a
enregistrer a une sortie (S3) lorsque ledit module de décision (22) détecte une
permission de copie ("Copy-Once"; "Copy-free") ;

ledit dispositif d'enregistrement ne délivrant aucune donnée a
enregistrer a ladite sortie (S3) lorsque ledit module de décision (22) détecte une
interdiction de copie ("Copy-No-More"; "Copy-Never").

18. Dispositif de restitution de données numériques (4, 30) destiné a
étre raccordé a un dispositif de lecture (1, 2, 10) selon I'une des revendications
1 a 14 par l'intermédiaire d'un réseau numérique domestique, caractérisé en ce
qu'il comporte:

- une premiére entrée (E4) destinée a recevoir des données qui ont
été fournies a la premiere sortie (S1) dudit dispositif de lecture (10) et qui est
reliée a un premier moyen de déchiffrement (31) des données selon un mode
de protection spécifique a une ligne avec iaquelle le dispositif est destiné a étre
raccordé au dispositif de lecture ;

- une seconde entrée (E5) destinée a recevoir des données qui ont
été fournies a la deuxieme sortie (S2) dudit dispositif de lecture (10) et qui est
reliée a un deuxiéme moyen de déchiffrement (32) des données selon un mode
de protection spécifique au réseau domestique ; et

- une sortie (S4) pour la restitution des données, reli€e au premier et
au deuxiéme moyen de déchiffrement.
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Field of the invention

The invention relates generally to secure storage of secret
information and more particularly to a system and a process for securely storing
secret information and to an apparatus and a server to be used in said system.
The invention also relates to a method for distribution of a digital content.

Background art

With the advent of digital TV, and copy protection, the access to
content will be protected by rights. These rights may have many forms like
entitlements, or dedicated decryption keys. The notion of rights might be
extended to any secret information. All these type of data have in common that
they need to be stored in a safe place.

Today none of the consumer devices has such tamper proof place.
The price would be prohibitive. Only smart cards offer sufficient security.
Unfortunately the size of memory of smart cards, and thus their storage
capability, is limited. Furthermore a smart card can break down, or be lost. So
today, once the user mislays his secret data, he will have no simple way to
retrieve them. If these data represent user's rights acquired on digital content
(for example the right to view a film or to listen to music) it may be prejudicial to
the user if he loses these rights he has paid for.

Summary of the invention

The present invention is therefore directed to the problem of finding a
way of safely and securely storing secret data to be used by a single device or
by a device in a network. Another problem to be solved by the invention is to
find a way of retrieving these secret data if the device or the network has lost
them.

The invention relates to a system for securely storing secret
information to be used by a device wherein said secret information is stored in a
remote server. The device may be part of a home network and preferably the
secret information is used by said device to access to a digital content.

Therefore, the remote server acts as a bank which maintains in a
safe place digital secrets.

The invention proposes an apparatus containing secret information to
be used by a device to decrypt a digital content and having means for sending
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said secret information to a remote server in order to store said information in
said remote server, said server being remote from said device.

The invention also proposes a system for securely storing secret
information comprising an apparatus containing said secret information, a
device meant to use said secret information to decrypt a digital content and a
server remote from said apparatus and from said device, wherein said
apparatus comprises means for sending said secret information to said server
and wherein said server comprises means for storing said secret information.

The apparatus may be part of said device, or may belong to the
same home network as said device. In such cases, the apparatus is thereafter
called the remote safe gateway. The apparatus may alternatively belong to a
local network generating said secret information (je. belong to the secret
provider).

According to another aspect of the invention, a server for securely
storing secret information to be used by a device remote from said server to
decrypt a digital content has means for receiving said secret information
through a remote communication

A process is proposed for securely storing secret information to be
used by a device to decrypt a digital content : this process comprises the steps
of :

- initiating a remote communication between an apparatus containing
said secret information and a server remote from said device ;

- sending said secret information from said apparatus to said server ;

- storing said secret information on said server.

The invention also relates to a method for distribution of a digital
content to be used by a device comprising the steps of :

- encrypting the digital content to thereby generate an encrypted
digital content and secret information meant to later decrypt the encrypted
digital content ;

- sending said secret information to a server remote from said device
for storing said secret information on said server ;

- providing means for said device to retrieve said secret information
from said server and to decrypt the encrypted digital content with said secret
information.

Brief description of the drawings
Fig. 1 illustrates the general architecture of a system according to the

invention.
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Fig. 2 illustrates the architecture of a device used in the system of
Fig. 1.

Fig. 3 illustrates a process for storing secret information according to
a first embodiment of the invention.

Fig. 4 illustrates a process for retrieving a secret information stored
according to the process illustrated in Fig. 3.

Fig. 5 illustrates a second embodiment of the invention.

Fig. 6 illustrates a process for storing a secret information in the
second embodiment of the invention.

Description of the preferred embodiments

In Fig. 1, we have illustrated a first embodiment of a system
according to the invention. In this embodiment, the user has a Set Top Box
device 10 (STB) with a return channel such as a PSTN (for "Public Switched
Telephone Network") modem or a cable modem.

We assume that all the information to store securely can be carried
to this STB. For instance, we can envisage that a complete home network can
benefit from the remote safe facility. In this case, preferably, a unique device of
the network will be able to store and retrieve secret information according to the
invention. This unique dedicated STB is used as an apparatus called the remote
safe gateway. Obviously it could be another type of device, for example a
computer.

Through its return channel, each remote safe gateway interacts with
a remote server 20 called the remote safe server. The remote server has direct
access to its own secure database 21. The secure database will store safely
and securely the secret information.

in a preferred embodiment of the system, the secure database will be
duplicated at least once in different locations. This will avoid loss of data due to
natural or malicious crashes. Nevertheless, only one occurrence of the secure
database will be considered in the following in order to simplify the presentation
of the invention.

The user receives his secrets from a secret provider 1 which is
consider here as having generated the secret information. It may be for
example a content provider which provides, with an encrypted content, a secret
to decrypt this content.

The secret provider 1 provides the information directly to the remote
safe gateway 10. The user may receive information from many secret providers.

The characteristics of the system are as follows :
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- A user must be identified uniquely. It must not be possible to
impersonate him.

- A user must be able to transfer the secret digital information stored
in his home system to the safe server 20. No information must leak from this
transfer. For that purpose, the remote safe gateway 10 is used to make this
transfer.

- The user must be able to retrieve one, part, or all the information
stored in his remote safe. No information must leak from this transaction. For
that purpose, the remote safe gateway 10 is also used for this transaction.

- There must be no constraint on the format of the stored information.

We will now describe how the system is working.

A first stage of the process consists in the registration of the user.
Prior to use the remote safe, the user must sign on the remote safe server's
operator. For that purpose, he provides a set of personal information. The
definition of these data depends on the operator and is out of the scope of this
invention. In return the operator returns a set of secret user identity information
(Sl ) used in the next stages. Among this set of information is the unique
identifier (ID,,,) that thoroughly defines a given user.

The channel used for this communication can be different from the
return channel of the remote safe gateway. In any case the transfer of the
secret user identity information (Sl ) needs to be secured. There are several
possible ways: mailing of a smart card, encrypted information sent through the
return channel, ... In the last case, the decryption key is transferred through a
secure separate channel such as phone or post mail.

A second stage of the process consists in the storage of secret
information in the safe. This requires several steps.

In a first step, the remote safe gateway authenticates the remote safe
server using known authentication methods. If the authentication fails, then the
storage operation fails.

In a second step, the remote safe server authenticates the remote
safe gateway. If the authentication fails, then the storage operation fails.

In a third step, they define a common session key K., This
means a remote communication is initiated between the remote safe server and
the remote safe gateway.

Then, in a fourth step, the remote safe server creates a unique
identifier, InfID____. for the information i to be stored. InflIDuser_i is unique for

user_i
each information stored by the user. Its choice is fully under the control of the
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remote safe server. It can be either a "random" number, or a number dedicated
to the user, following a given rule £, so that f(InfiD s, j, IDyser)=true-

In a fifth step, the remote safe gateway sends the information i to
store to the remote safe server. The information i is encrypted using the session
key Ksession before being sent. In an optional step, the remote safe gateway
encrypts the information i using a secret key of the remote safe gateway before
using the session key. Thus, with this optional step, the remote safe server will
not have access to the plain text information.

Then, in the last step, the remote safe server decrypts the received
information using the session key Ksession and stores it into its secure
database.

The transfer may be secured against transmission errors, or message
tampering. In that case, the remote safe server checks the integrity of the
decrypted message before its eventual storage.

A third stage of the process consists in the retrieval of the secret
information from the remote safe server. This operation requires the following
steps.

In a first step, the remote safe server authenticates the remote safe
gateway. If the authentication fails, then the retrieval operation fails.

In a second step, they define a common session key Ksession.

Then, in a third step, the remote safe gateway provides the remote
safe server with the unique identifier of the information to retrieve InflDuser_i.

In a fourth step, the remote safe server checks the validity of
InfIDuser_i. It checks if the corresponding information exists in the database
and if this is the case, the remote safe server sends back the requested
information to the requesting remote safe gateway in a fifth step. The
information is encrypted using the session key Ksession before being sent to
the remote safe gateway.

Then, in a last step, the remote safe gateway decrypts the received
message using the session key Ksession.

Preferably, the transfer is secured against transmission errors, or
message tampering. In that case, the remote safe gateway checks the integrity
of the decrypted message before using it.

According to one preferred aspect of the invention, all the operations,
except the registration phase, should be transparent to the user. In other words,
the retrieval of the stored secrets should be automatic and should not request
any interaction from the user.
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Fig. 2 illustrates a possible architecture for the remote safe gateway.
In this figure, only the elements which are necessary for the understanding of
the invention have been represented.

The remote safe gateway has a Central Processing Unit (CPU) 100.
It is assumed that the CPU has its own volatiie memory and non-volatile
memory where its program is stored. In addition, the remote safe gateway has a
non-volatile memory space 101 called the identifiers' memory. The CPU 100
can read and write the content of this space.

The remote safe gateway has also a secure processor 102. This
secure processor is a tamper proof device that has at least a dedicated CPU
110, a non volatile memory 111 (ROM — Read Only Memory) to store program
and persistent data, a volatile memory 112 (RAM — Random Access Memory),
and a dedicated non-volatiie memory area 113, called the secret cache
memory. The secure processor 102 is, in a preferred embodiment, a smart
card.

The CPU 100 never handles actual secrets. It handles only
information identifiers InflDuser_i. It maintains a list of the secret information
through a list of their corresponding InflDuser_i. This list is stored in the
identifiers' memory. This space needs not to be tamper-proofed. Therefore it is
not costly. The size of the identifiers' memory should be chosen to be large
enough to store the expected amount of information identifiers.

The secure processor's CPU 110 handles the actual secrets. It stores
them in its secret cache memory 113. Unfortunately this space is limited in size
due to cost. Therefore it will employ memory-caching techniques that optimize
the use of the space. It will store the most recently used secrets and some of
the most frequently used secrets.

If the remote safe gateway needs a secret information which is not
readily available in the secret cache memory 113, then the secure processor's
CPU 110 requests it to the remote safe server.

In one embodiment of the invention, the remote safe gateway is part
of a digital home network where other devices are connected. Some of these
devices can also handle secrets. In that case they may reproduce the
architecture of Fig. 2. Nevertheless, only the remote safe gateway is able to
communicate with the remote safe server. The other devices exchange, through
secure communication, with the remote safe gateway their secrets to store or to
retrieve.

We will now enter into more details of this first embodiment.
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Registration of the user.

When signing on, the user receives the secret user identity
information as follows:

- A unique identifier IDuser.

- A pair of public (PUB,,) and private (PRI ) keys; the remote safe
server encrypts with a public key cryptosystem that we will call CS1. RSA
(Rivest-Shamir-Adleman public key cryptosystem) could be such a system.

- A public key certificate CERT ., signed by the remote safe server
using its private signature key PRI, .- The remote safe server signs with a
public key cryptosystem that we will call CS2. RSA could be such a system.
CS2 can be identical to CS1.

- The public key of the remote safe server PUB_, ... using
cryptosystem CS1. -

These data must be transferred safely to the user. It is especially
important that his private key, PRI, is kept secret. He may for example
receive these data in a smart card sent to him via mail.

Storage of the secret information.
The format of the message to store is preferably defined as follows:

Info_To_Store = {
InfIDuser_i
Length_clear_text
Clear Text
Length_secret
for I=0 to Length_secret-1

Secret _datal[i]

Checksum

}

where :

- InflDuser_i is a unique identifier of the information stored by the
user. This identifier is unique to the user and delivered by the safe server ;

- Clear_Text is an ASCII text that describes the stored secret
information. Its content is user defined. It could be envisaged that the secret
provider delivers a default value for this secret ;

- Length_clear_text defines the length in bytes of Clear_Text ;

- Secret_data is the secret to store in the remote safe ;

- Length_secret defines the length in bytes of Secret_data ;

- Checksum is the sum of all previous bytes of the packet.
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The process for storing a secret information is illustrated in Fig. 3 and
explained in the following.

The mutual authentication and key exchange uses the Authenticated
DIFFIE HELLMAN Key Exchange Protocol. The protocol generates a common
key K om-

The common session key Ksession is the set of the 112 lower bits of
the hash of K_, . through the Secure Hash Algorithm (SHA-1).

The remote safe server defines a new value for the information
identifier, InflDuser_i. It sends it to the remote safe gateway.

The remote safe gateway builds the message Info_To_Store with its
secret data and InflDuser_i. It encrypts it with the Triple DES algorithm using
the common session key Ksession It sends the encrypted message to the
remote safe server that decrypts it using the common key Ksession.

The remote safe server checks the validity of Checksum. If the
received message is valid, the remote safe server sends it to the secure
database. If the operation was successful, the remote safe server returns an
acknowledgement to the remote safe gateway, else it returns a non-
acknowledgement.

Retrieving the secret information.

The process for retrieving a secret information stored in the remote
safe server is illustrated by Fig. 4 and will be explained in the following.

The mutual authentication and key exchange uses the Authenticated

DIFFIE HELLMAN Key Exchange Protocol. The protocol generates a common

key K om:

The common session key Ksession is the set of the 112 lower bits of
the hash of K__, through the Secure Hash Algorithm (SHA-1).

The remote safe gateway sends the reference of the data to retrieve:
InflDuser _i.

On receipt of the information identifier InflDuser_i, the remote safe
server passes it to the secure database.

The secure database checks if the message exists, i.e., if there is an
information, own by the user, that has the right identification. If it is the case,
then it returns the requested information Info_To Retrieve to the remote safe
server. The remote safe server encrypts the received data using Triple DES
with the session key Ksession and It sends the encrypted message to the
remote safe gateway.
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The remote safe gateway decrypts the received message using the
session key Ksession. It checks the validity of Checksum and if it is valid, the
remote safe gateway uses the retrieved secret information Info_To_Retrieve.

We will now describe a second embodiment of the invention which is
illustrated in Fig. 5.

In this embodiment, the secret provider can provide the information
directly to the remote safe gateway or by an indirect way using the remote safe
server. The user may receive information from many secret providers.

The additional characteristics of the system are as follows:

- A third party, known as the secret provider, can deposit a secret to
the remote safe server on behalf of a user. No information must leak from this
transaction.

- It is not possible to impersonate a secret provider.

- Once a secret as been deposited by a secret provider, the secret
provider has no possible access to it.

- A secret provider cannot retrieve any information stored on the
account of a user.

- Only an authorized secret provider can deposit a secret onto the
account of a user.

In this embodiment, the process for the secret provider has two
stages :

The first stage consists in the registration of the secret provider. As
for the remote safe gateway, the secret provider needs to sign on the remote
safe server. He signs on as secret provider. In return, it receives a set of
information known as secret provider identity information (SI,,,).

The second stage consists in the storage of a secret information on
behalf of a user. This stage requires several steps.

In a first step, the secret provider, through an apparatus of a local
network of its own, authenticates the remote safe server. If the authentication
fails, then the storage operation fails.

In a second step, the remote safe server authenticates the secret
provider. If the authentication fails, then the storage operation fails.

In a third step, the remote safe server and the secret provider's

apparatus define a common session key K__ o
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Then, in a fourth step, the secret provider provides the identity of the
user that he is acting for: ID .

In a fifth step, the remote safe server creates a unique identifier,
InfiDuser_i for the information to be stored. InflDuser i is unique for each
information stored by the user identified by IDuser. Its choice is fully under the
control of the remote safe server. It can be either a "random" number, or a
number dedicated to the user, following a given rule.

In a sixth step, the secret provider sends the information to store to
the remote safe server. The sent information is encrypted using the session key
Ksession'

In a last step, the remote safe server decrypts the received
information using the session key K., and stores it into its secure database.
The transfer may be secured against transmission errors, or message
tampering using known techniques. In that case, the remote safe server checks
the integrity of the decrypted message before its eventual storage.

Once the operation was successfully ended, then the secret provider
sends the information identifier InflDuser_i to the corresponding remote safe
gateway. The secret provider does not keep any copy of it. Therefore, it is
impossible for the secret provider to access any more to the secret information
to retrieve it or to modify it.

Details of this second embodiment are explained bellow:

Registration of the secret provider

When signing on, the secret provider receives the following secret
provider identity information:

- A unique identifier 1D,

- A pair of public (PUB, ) and private (PRI
server encrypts with the public key cryptosystem CS1.

- A public key certificate CERT,, signed by the remote safe server
using its private signature key PRI the safe server signs with the public
key cryptosystem CS2.

- The public key of the remote safe server PUB,_, ...

These information must be transferred safely to the secret provider.
It is especially important that his private key is kept secret

orov) KEYS; the remote safe

safe_sig n_2;

Storage of an information on behalf of a user.
This process, which is illustrated in Fig. 6, is similar to the process

described previously in view of Fig. 3. The main differences are:
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- Prior to exchange the secret information, the secret provider has to
identify the user to whom is it depositing. The identification uses the user's
unique identifier IDuser.

- Once the secret provider successfully stored the information, it
sends the reference of the information to the user, that is to its remote safe
gateway.

The system if the invention may be applied to a new distribution
model. For example, a content provider wants to distribute in a controlled
manner a content. This content can be any digital content such as video, MP3
files, software, etc. For that purpose it distributes the content encrypted with an
encryption key K__ . .. - T0 read this encrypted content, the user must have
access to the decrthioa key Kyec cont i 1he decryption key may be equal to the
encryption if we use a symmetric—cry_ptosystem. The user contacts the content
provider and buys the right to access the content. Acting as a secret provider,
the content provider deposits the decryption key in the user's remote safe. In
return the user receives the information identifier of the decryption key.

Another possible application of the system of the invention is a small
footprint backup of a jukebox. The jukebox will be a future new type of
consumer device. It will probably be successful. Nevertheless with the jukebox,
a major risk is introduced: loss of all the contents stored in the jukebox.
Currently it is envisaged to use hard disks as storage units. In the field of
software, it is well known that regular backup of the hard disk is a safe practice.
But it is not reasonable to expect the same feature in a consumer device.

The system of the invention will provide a backup facility based on
the remote safe as a new service. For each legally delivered content, the
content provider will provide an additional information called a digital purchase
proof. The digital purchase proof is the result of a one way cryptographic
function using as input parameter a unique identifier of the owned content, and
the user identifier ID .. Instead of backing up all his contents, the user stores in
his remote safe all his digital purchase proofs. If he loses one content, the user
returns to the content provider the corresponding digital proof. The content
provider checks if the digital proof is consistent with the claimed content and the
identity of the user. If it is the case, then the content provider sends back to the
user a copy of the content.

In conclusion, the invention offers the following advantages:
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- the possibility to handle in a safe and secure manner a large
quantity of secret data without requesting an in-house large tamper-proof
space;

- a simple new model of distribution of digital content that could fit for

5 IP streaming, or even prerecorded contents;
- a small size backup of large library of digital contents.
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CLAIMS

1. Apparatus containing secret information to be used by a device to
decrypt a digital content,

characterised by means for sending said secret information to a
remote server (20) in order to store said information in said remote server (20),
said server (20) being remote from said device.

2. Apparatus according to claim 1, being part of said device.

3. Apparatus according to claim 1, belonging to the same home
network as said device.

4. Apparatus according to claim 1, belonging to a local network (1)
generating said secret information.

5. System for securely storing secret information comprising :
- an apparatus (10 ; 1) containing said secret information ;
. - a device meant to use said secret information to decrypt a digital

content ;

- a server (20) remote from said apparatus and from said device,

wherein said apparatus (10 ; 1) comprises means for sending said
secret information to said server (20) and wherein said server (20) comprises
means for storing said secret information.

6. System according to claim 5, wherein said apparatus (10) is part of
said device.

7. System according to claim 5, wherein said apparatus (10) and said
device are connected to a common home network.

8. System according to claim 5, wherein said apparatus (1) belongs
to a local network generating said secret information.

876



10

16

20

25

WO 01/77790 PCT/EP01/04088

14

9. Server (20) for securely storing secret information to be used by a
device to decrypt a digital content, said device being remote from said server
(20),

characterised by means for receiving said secret information through
a remote communication.

10. Process for securely storing secret information to be used by a
device to decrypt a digital content comprising the steps of :

- initiating a remote communication between an apparatus (10 ; 1)
containing said secret information and a server (20) remote from said device ;

- sending said secret information from said apparatus (10 ; 1) to said
server (20) ;

- storing said secret information on said server (20).

11. Method for distribution of a digital content to be used by a device
comprising the steps of :

- encrypting the digital content to thereby generate an encrypted
digital content and secret information meant to later decrypt the encrypted
digital content ;

- sending said secret information to a server (20) remote from said
device for storing said secret information on said server (20) ;

- providing means (10) for said device to retrieve said secret
information from said server (20) and to decrypt the encrypted digital content
with said secret information.
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No. 10/715,035 filed November 17, 2003, yvhich is a continuation-in-part of U.S.
patent application Serial No. 10/153,979 filed May 23, 2002, which is a
continuation-in-part of U.S. patent application Serial No. 09/750,4 87 filed
December 27, 2000 and Serial No. 10/016,857 filed December 14, 2001, all of
which are incorporated herein by reference in their entirety.
FIELD OF THE INVENTION

The present invention relates generally to digital content security systems
and, more particularly, to a digital content security system and method that provides
different levels of protection of a computer or other storage device and the digital
content stored thereon.

BACKGROUND OF THE INVENTION

The market for downloading digital content online is rapidly climbing

because distribution of such content is inexpensive, fast, and easy and the quality of
the content itself is acceptable. The market, however, remains disorganized due to
competing standards, competing companies, discontented artists and producers, and
outright theft of digital content. |
Digital rights management (DRM) companies seek to solve the foregoing
problems by delivering the digital content from the real producers to the right
customers and ensuring that everyone who should be paid in fact is paid. DRM
seeks to get everyone paid by managing the multiple steps for distributing digital
content (music, video, software) online: watermarking, encryption, transaction
management, and rights management. Some DRM companies perform all these

steps, while other DRM companies specialize in one or two steps of the process.
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First, watermarking stamps each piece of digital content with a digital mark
so it can be tracked wherever it goes. Digital watermarks are just like paper
watermarks, except they cannot be seen or heard. Special software is required to
read a digital watermark.

Second, encryption scrambles watermarked digital content and stores it
inside a digital safe for shipment around the Internet. The safe protects the content
during shipping by allowing only those with the right software key to the safe to
decrypt and use the content.

Third, transaction management handles actual payments for the digital
content using credit card techniques found elsewhere in e-commerce. An order is
placed, a credit card number is taken, account status is checked, and the exchange is
authorized. '

Finally, rights management manages the information about the digital
content itself: what it is, who gets it, how it is delivered, how many times it may be
used, how long the rights last, who gets paid, how much they get paid, and how.
This information travels with the digital content in something called a digital permit.
The permits rests on top of the digital content as it travels the Internet and allows
legal users to enjoy the digital content for as long as the rights last. .

The primary objective of DRM companies is to deploy technologies that
protect digital content as it is distributed online. Some of these proposed
technologies and DRM in general are discussed in the article "Digital Rights
Management May Solve the Napster "Problem"," Technology Investor, October
2000, pp. 24-27. Although such technologies should reduce the amount of digital
theft, they generally favor the content provider at the expense of the consumer or
favor the consumer at the expense of the content provider. That is, the rights of
either the content provider or the consumer are compromised. For example, some
technologies severely limit the consumer’s ability to make extra copies of digital
content even when the digital content is solely for personal use. Other technologies

facilitate the making of copies of digital content which can be used by different
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consumers without the content provider being compensated by each consumer. The
present inventor has discovered an improved DRM system and method that
effectively balances and protects the rights of both the consumer and the content
provider. In addition, the present inventor has discovered an associated di gital
content security system for protecting computers and other storage devices from
unauthorized use and protecting the digital content stored on computers and other
storage devices from being wrongfully accessed, copied, and/or distributed.
SUMMARY OF THE INVENTION
In accordance with the foregoing, there is disclosed a Personal Digital Key

Digital Content Security System (PDK-DCSS) for protecting computers from
unauthorized use and protecting the digital content stored on computers from being
wrongfully accessed, copied, and/or distributed. The basic components of the PDK-
DCSS are (1) a standard hard drive device, with the addition of a PDK
Receiver/Decoder Circuit (PDK-RDC) optionally integrated into the hard drive's
controller, and (2) a PDK-Key associated with the PDK-RDC. The PDK-Key and
RDC technology is utilized to provide two categories of protection: (1) hard drive
access control for providing Drive-Level and Sector-Level protection and (2)
operating system-level independent file protection for providing File-Level and
Network-Level protection. A number of alternative embodiments are also
disclosed.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other advantages of the invention will become apparent

upon reading the following detailed description and upon reference to the drawings
in which:

FIG. 1 is a flow chart of a method of managing digital rights in accordance
with the present invention;

FIGS. 2, 3, and 4 are block diagrams of portions of a DRM system for
implementing the method in FIG. 1;
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FIG. 5 is a conceptual model of core options for acquiring digital content
that can be encoded to produce key-secured content and core options for playing
back the key-secured content;

FIG. 6 is a block diagram for implementing a core acquisition option of
downloaded content;

FIG. 7 is a block diagram for implementing a core acquisition option of
store-bought content;

FIG. 8 is a block diagram for implementing a core acquisition option of
broadcast content;

FIGS. 9a and 9b are block diagrams for implementing a core playback
option of stand-alone devices;

FIG. 10 is a block diagram for implementing a core playback option of
networked devices;

FIG. 11 is a block diagram of a standard computer hard drive incorporating
an integrated PDK-RDC (receiver/decoder circuit) for the purpose of enabling
multiple methods of securing digital content;

FIG. 12 is a block diagram for implementing Drive-Level protection and
Sector-Level protection in connection with the computer hard drive;

FIG. 13 is a flow chart of the logic executed by the PDK-RDC for
implementing Drive-Level protection and Sector-Level protection;

FIG. 14 is a block diagram for implementing File-Level protection in
connection with the computer hard drive; and

FIG. 15 is a block diagram for implementing Network-Level protection by
expanding File-Level protection to a network environment.

While the invention is susceptible to various modifications and alternative
forms, specific embodiments have been shown by way of example in the drawings
and will be described in detail herein. However, it should be understood that the

invention is not intended to be limited to the particular forms disclosed. Rather, the
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invention is to cover all modifications, equivalents, and alternatives falling within
the spirit and scope of the invention as defined by the appended claims.
DESCRIPTION OF SPECIFIC EMBODIMENTS

Turning now to the drawings and referring initially to FIG. 1, there is
depicted a method of managing digital rights in accordance with the present
invention. First, a new user requests a physical electronic key or data unit from a
key provider (step 10). The key provider may offer a web site on the Internet, a toll
free telephone number, and/or retail outlet where the key may be acquired. In
addition, the key provider may allow a key to be requested in writing, preferably
using a form designed by the key provider. In one model the user may acquire as
many keys as desired, while in another model each user is only entitled to a single
key.

Second, in response to the user's request for a physical key, the key provider
establishes a new secure account for that new user in a secure user account database
(step 12). The new account may include the following data fields: account number,
password, software encryption key, user label, number of users (linked to account),
address, telephone number, e-mail address, and custom fields. The custom fields '
may, for example, include demographic information such as the user's age, gender,
marital status, income level, interests, hobbies, etc. The physical key may include
the following data fields: user label, account number, software decryption key, and a
custom storage area. The user label and the account number serve as a first
activation code (or key code) for the acquired physical key. All data fields on the
physical key, except for the user label, are preferably encrypted. To allow the user
to view his or her account in the future, the user is preferably assigned a login name
and the above-noted password.

Third, the key provider ships the physical electronic key to the new user via
a package courier such as the U.S. Postal Service, United Parcel Service, or Federal
Express (step 14). In one pricing model the physical key is sent to the user at no

charge, while in another pricing model the physical key must be purchased by the
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user. If the physical key must be purchased by the user, either the user must provide
credit/debit card information to the key provider in step 10 to pay with a credit/debit
card, or the key provider includes an invoice with the shipped key in step 14.

FIG. 2 is a block diagram of a system for implementing steps 10, 12, and 14
of the method of managing digital rights. The system includes the new user 100, the
key provider's web site 102, and the user account database 104.

Referring back to FIG. 1, fourth, the user transmits his or her activation code
in the physical key to a digital content provider, who may have a cooperative
relationship with the key provider, and requests to purchase digital content (music,
video, or software) from that content provider (step 16). The content provider may
offer a web site on the Internet containing a listing of digital content available for
purchase. To transmit the activation code to the content provider via the web site,
the user may manually enter the activation code onto a secure page of the web site.
Alternatively, the transmission of the activation code may be automatically
implemented with wireless technology. Specifically, the user's computer may be
outfitted with a detector that detects the activation code in the user's physical key
and then relays the activation code to the content provider via the web site. The
content provider may be affiliated with the key provider or may be separate from the
key provider but have an arrangement therewith,

Fifth, the content provider requests the key provider to verify the activation
code transmitted by the user (step 18). The content provider may send this request
to the key provider's web site. Sixth, the key provider in turn accesses the user's
account in the user account database and determines whether the activation code is
in fact valid (step 20). Thé key provider may also determine whether the activation
code is associated with the user that transmitted the activation code to the content
provider. If the activation code is rejected as being invalid, the content provider is
so informed and the content provider in turn will not honor any request by the user
to purchase digital content. If, however, the activation code is accepted as being

valid, the content provider is so informed and the purchase transaction proceeds. As

6

889



WO 2005/050450 PCT/US2004/038124

10

15

20

25

used herein, the term "key provider” generically refers to the entity or entities that
manufacture, distribute, and validate the physical keys. These functions may
actually be performed by multiple entities at different locations or by a single entity
at a single location. '

Seventh, after securing validation of the first activation code in the physical
key, the content provider pulls the requested digital content from a digital content
database/library, marks the digital content with a second activation code (or unlock
code) associated with the first activation code in the physical key, and encrypts the
marked digital content (step 22). The second activation code in the digital content
may simply be the same as the first activation code in the physical key, but at least
partially encrypted for security. In one embodiment, the "key-secured" content file
includes the following data fields: user label, account number, and digital content.
The user label and the account number serve as the second activation code for the
digital content. If the content is merely for sampling (described in connection with
FIG. 6), the file may include such additional data fields as a receiver/decoder circuit
identification number, hour stamp, and life hours. All data fields on the content file,
except for the user label, are preferably encrypted.

Eighth, the content provider delivers the encrypted digital content to the user
(step 24). The encrypted digital content may be delivered by downloading the
encrypted digital content to the user's computer while the user is online at the
content provider's web site, by attaching the digital content to an e-mail addressed to
the user, or by shipping a disk containing the encrypted digital content to the user
via a package courier. The user may pay for the digital content either by providing
credit/debit card information to the content provider in step 16 or by paying off of
an invoice included with delivered digital content. If the digital content is delivered
online, the user is preferably required to provide the credit/debit card information
and have such information approved as a prerequisite to delivery of the digital
content. If the user possesses more than one physical electronic key and would like

the acquired digital content to function with each of the user's keys, all of the

890



WO 2005/050450 PCT/US2004/038124

10

15

20

25

activation codes are applied to the digital content. The content provider charges the
user based on the number of keys with which the user would like the digital content
to function. For example, the user may be charged the same amount for each
activation code, or may be'charged a larger amount for one activation code and
lesser amounts (e.g., surcharges) for additional activation codes.

FIG. 3 is a block diagram of a system for implementing steps 16, 18, 20, 22,
and 24 of the method of managing digital rights. The system includes the new user
100, the content provider 106, the key provider's web site 102, the digital content
database 108, and the acquired digital content 110.

Returning to FIG. 1, ninth, the user enters the encrypted digital content into a
playing device of a type suitable for playing the digital content (step 26). The
device may, for example, be an MP3 player, atpersonal computer, a DVD player, a
CD player, a cellular phone, or other portable device. In one embodiment, the
device contains a wireless transceiver adapted to receive a radio frequency signal
transmitted by a corresponding wireless transceiver in the user's physical electronic
key. The wireless transceiver in the device is optionally tracked and "secured" for
audit purposes by permanently including a unique identifier assigned by the device
manufacturer in the transceiver.

Tenth, with the user's physical electronic key within a short range (e.g., few

meters) of the playing device, the playing device reads (1) the first activation code

carried in a secure radio frequency signal transmitted by the transceiver in the
physical key to the transceiver in the device and (2) the second activation code
marked on the encrypted digital content (step 28). The device contains decryption
software or hardware for decrypting the encrypted digital content to the extent
necessary to read any encrypted portion of the second activation code.

Eleventh, the playing device compares the first activation code and the
second activation code and determines whether the first activation code is associated
with the second activation code (step 30). Steps 29 and 30 may be performed, for

example, when the user presses a "play" button on the playing device or when the
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user first enters the encrypted digital content into the playing device. If the first
activation code is associated with the second activation code, the device decrypts
and plays the digital content. If the first activation code is not associated with the
second activation code, the device does not play the digital content. If the second
activation code is simply the same as the first activation code, then the foregoing
comparison determines whether there is a match between the first activation code
and the second activation code. In a preferred embodiment, the device continues to
play the digital content only while the physical key is sufficiently close to the device
to communicate the first activation code to the device and allow the device to
compare the first activation code to the second activation code at least partially
encrypted with the digital content even while the digital content is being played. If '
the physical key is moved out of range, the device is no longer enabled to decrypt
and play the digital content. In an alternative embodiment, once the device is
initially enabled to decrypt and play the digital content, the device remains enabled
until either the "play” function is stopped, a play track/song ends, or the digital
content is removed from the device, even if the physical key is moved out of range
such that the key can no longer communicate the first activation code to the device.

FIG. 4 is a block diagram of a system for implementing steps 26, 28, and 30
of the method of managing digital rights. The system includes the encrypted digital
content 110, the key-enabled playing devices 112, and the user's physical electronic
key 114.

As stated above, the user's physical electronic key and the key-enabled
playing device contain respective wireless transceivers to communicate the
activation code in the key to the device. In a preferred embodiment, the transceivers
are small, inexpensive Bluetooth radio chips that operate in the unlicensed ISM
band at 2.4 GHz and avoid interference from other signals by hopping to a new
frequency after transmitting or receiving a packet. The radio chips are plugged into
electronic devices, which can then communicate over short distances and through

obstacles by means of radio waves. Bluetooth is a term used to describe the
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protocol of a short range (e.g., about 10 meters) frequency-hopping radio link
between devices containing the radio chips. These devices are then termed
"Bluetooth-enabled.” The secure radio link replaces a cable that would otherwise be
used to connect the devices. Further details concerning Bluetooth wireless
technology may be obtained from www.bluetpoth.com.

Wireless technologies other than Bluetooth may be used to communicate the
activation code from the user's physical electronic key to the playing device. One
example of an alternative wireless technology is known by a trade term "Wi-Fi,"
which is short for wireless fidelity and is another name for IEEE 802.11 b. Products
certified as Wi-Fi by the Wireless Ethernet Compatibility Alliance (WECA) are
interoperable with each other even if they are from different manufacturers. A user
with a Wi-Fi product can use any brand of access point with any other brand of
client hardware that is built to the Wi-Fi standard.

In other alternative embodiments, the communication between the user's
physical electronic key and the playing device is not wireless. Rather, in one
alternative embodiment, the user's physical electronic key communicates the
activation code to the playing device via a transmission line such as a serial cable
that plugs into the key at one end and the playing device at the other end. In another
alternative embodiment, the key is a smart card or magnetic card into which the
activation code is encoded, and the key is configured to physically fit into a card
reader slot on the playing device.

The above-described DRM method and system for implementing the method
are advantageous in that they afford the key holder with tremendous versatility in
copying and using encrypted digital content for personal use. At the same time, the
rights of the content provider are protected because only the key holder with a key-
enabled device can use the encrypted digital content. The key holder can copy the
encrypted digital content as many times as desired, but can only play the encrypted
digital content on a key-enabled device that is enabled with the physical electronic
key coded to decrypt the encrypted digital content. Thus, the digital content, even
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when copied, remains personal to the key holder. Individuals other than the key
holder cannot use the encrypted digital content, even if they copy it, because both
the original and copies of the encrypted digital content are still encrypted and the
individuals do not hold the physical electronic key coded to decrypt the digital
content.
' A core element of the present invention is the concept of a portable, physical
electronic key that is personal to a particular user. The physical key represents a
DRM solution that fully addresses the needs of both consumers and publishers of
digital content. The physical key is permanently associated with a user's digital
content library. At the time of content acquisition, the physical key becomes
permanently associated with the newly acquired content. The user is now "linked"
to that acquired content. A user (e.g., individual or family) may own as many
physical keys as desired, but every piece of encrypted digital content purchased is
tied to one specific key. The user may duplicate or transfer the acquired content to
any media or device for playback as many times as desired, as long as the associated
physical key is present. Thus, the present invention guarantees that the acquired
content is played only by the user who has legitimately paid for it. The present
invention gives consumers unprecedented freedoms and conveniences to use
legitimately purchased content while still fully protecting content providers' rights.

Referring to FIG. 5, the present invention fully supports the use of ""key-
secured" digital content 125 with all core content acquisition options and all core
playback options. The key-secured digital content 125 is encoded with a second
activation code associated with a first activation code stored on the user's physical
electronic key. The core acquisition options include downloaded content 120, store-
bought content 122, and broadcast content 124. The core playback options include
stand-alone devices 126 and networked devices 128. Each of these options are
described in further detail below.

Referring to FIG. 6 generally, as already noted in FIGS. 1 through 4, a

primary application of the present invention is its use in the downloading of digital
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content from the Intemet. A consumer shops a content distributor's website and
selects a piece of content they wish to purchase (music, movies, software, E-books,
etc.). The consumer then provides the web site with standard on-line purchase
information including the selection's title and method of payment, as well as their
physical electronic key information. Transparent to the consumer, the distributor's
web site links to the key provider's web site and transmits the physical key
information for validation. The key provider's web site then provides the
distributor's web site with the information required to prepare the acquired content
for secure shipment to the consumer (or notification that the physical key was
invalid). The key provider's web site records the transaction for later billing.
Finally, the distributor's web site retrieves a copy of the digital content from its
library, permanently links it to the consumer's physical key (by using the key's
information to encrypt it), and transmits the secured content to the consumer. The
consumer is now free to duplicate the content as often as desired, and to play the
content on any key-enabled playback device.

Referring to the specifics of FIG. 6, the process of implementing the core
acquisition option of downloaded digital content 120 (see FIG. 5) proceeds as
follows. At step 130, a receiver/decoder circuit 140 retrieves an account number
from a consumer's physical key (transponder) 142 over a secure RF link. At step
131, the consumer enters such data as a password, purchase selection, and method
of payment via the consumer's personal computer 144. The data is transmitted to a
content distributor's web site 146 from the consumer's personal computer 144. At
step 132, the content distributor's web site 146 transmits the account number and
password to a key provider's web site 148. At step 133, the key provider's web site
148 authenticates all data against its database 150 and, if authentic, returns such
information as the account number, user label, number of users, and software
encryption key to the distributor's web site 146, If the data is not valid, the key
provider's web site 148 sends a message to the distributor's web site 146 indicating

the same. A counter, used for the key provider's billing purposes, is incremented. At
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step 134, the distributor's web site 146 pulls the purchased content file from its
database 152, encrypts it with the software encryption key it received in step 133,
and builds a final key-secured content file that is then transmitted to the consumer’s
personal computer 144. Charges are assessed based on the number of users, etc. and
billed to the consumer according to the method of payment. At step 135, invoices
154 are generated and sent to content distributors by the key provider's web site 148
on a regular cycle.

Optionally, to enable content providers to offer sample content (e.g., limiting
playback to the device on which the content was originally downloaded, for a
specified period of time) a special "enhanced" version of a receiver/decoder circuit
140 can be produced. These enhanced receiver/decoder circuits (primarily for PC's)
would each include a unique identification number and additional functionality
enabling them to "talk" to a key provider's web site 148 to acquire secured timing
information. Sample content files may include the following information (in their
encrypted header section):

o identification number of enhanced receiver/decoder circuit used for
downloading and transmitted by the receiver/decoder circuit to the key
provider's web site at the time of content purchase;

e hour stamp (i.e., the hour in which the content was downloaded; and

¢ life hours (i.e., number of hours content remains valid, such as perpetual,
one hour, 24 hours, 48 hours, etc.).

The above information is used by an "enhanced" receiver/decoder circuit during
playback to determine whether a content file has "expired" or is attempting to play
on an unauthorized device (i.e., any device except the device on which the content
was originally downloaded). This capability allows content distributor web sites to
distribute limited-use samples with associated tiered-pricing models.

Referring to FIG. 7 generally, the present invention can be extended to store-
bought content. To fully integrate store-bought content into the present invention,

traditional store-bought content is modified in two ways. First, the content is
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distributed in a copy protected format (e.g., using any valid copy protection
technology). Second, the content contains a unique content serial code. The content
serial code may be contained either directly in the digital content or as a physical
label. Each content serial code is designated by a content distributor during
manufacturing and stored in the key provider's database. This database is later used
to validate that each content serial code is unique and used only a prescribed number
of times. To a consumer, a content serial code on their newly purchased store-
bought content represents a download of a key-secured version of that content for
free or a prescribed price. This key-secured copy provides the consumer with
exactly the same advantages and freedoms as any other key-secured content. From
the consumer's standpoint, the download process occurs exactly as any other
standard key-secured content download with the exception of how the payment is
handled. The "payment" is the content serial code. By providing all of the
advantages of the present invention to consumers of legacy-capable store-bought
content (by way of "content serial code downloads"), the scheme provides the
industry with the first complete DRM solution.

Referring to the specifics of FIG. 7, the process of implementing the core
acquisition option of store-bought digital content 122 (see FIG. 5) proceeds as
follows. At step 160, a receiver/decoder circuit 170 retrieves an account number
from a consumer's physical key (transponder) 172 over a secure RF link, and the
consumer's personal computer 174 reads a content serial code from the store-bought
content 122. The store-bought content 122 contains the content serial code that
uniquely identifies the content. The format of the content serial code may, for
example, be PPPP.FFF.0123456789 where PPPP is a provider identification, FFF is
a facility identification, and the numbers represent a sequence number. The store-
bought content 122 incorporates a copy protection scheme such as Macrovision™,
key2audio™, or SafeAudio™. Disc "copy flags" (specified in SDMI standards) may

also be set to further inhibit duplication efforts.
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At step 161, the consumer enters such data as a password and purchase
selection via the consumer's personal computer 174. The previously-read content
serial code specifies that the method of payment is to a "content serial code-credit"
(i.e., there is typically no charge for this download because the content serial code
confirms that the download in process is of content that the consumer has already
legitimately purchased). The data is transmitted to a content distributor's web site
176 from the consumer's personal computer 174. At step 162, the distributor's web
site 176 transmits the content serial code, account number, and password to a key
provider's web site 178. At step 163, the key provider's web site 178 authenticates
all data against its databases 180 and 182 and, if authentic, returns such information
as the account number, user label, number of users, software encryption key, and
paid-flag (indicating the content serial code has been validated) to the distributor's
web site 176. The key provider's web site 178 now sets the paid-flag to disable any
further downloads and records the account number field in the content serial code
database 182 for auditing purposes. If the data is not valid, the key provider's web
site 178 sends a message to the distributor's web site 176 indicating the same. A
counter, used for the key provider's billing purposes, is incremented. Each entry in
the content serial code database 182 may include the following data fields: CDC #,
paid-flag, and account number. At step 164, the distributor's web site 176 pulls the
content file from its database 184, encrypts it with the software encryption key it
received in step 163, and builds a final key-secured file that is then transmitted to
the consumer's personal computer 174. No charge is typically assessed because a
valid content serial code serves as "payment” for the download. At step 165,
invoices 186 are generated and sent to content distributors by the key provider's web
site 178 on a regular cycle.

Referring to FIG. 8 generally, the present invention can be extended to
broadcast content. To fully integrate broadcast content into the present invention,
traditional broadcast content is only minimally modified. The modification is that

the broadcast content is transmitted in a copy protected format (such as the DVD
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standard known as Content Scramble System (CSS)). The remainder of the process
is described below. A key-enabled recording device, incorporating a unique
identifier, receives copy-protected broadcast content. If only playback of the
broadcast content is desired, basic decoding (e.g., CSS) is performed and the
broadcast content is sent on for playback. If the consumer wishes to record the
broadcast content, however, the recording device performs additional steps prior to
sending the broadcast content on for playback. The recording device connects to the
key provider's web site to validate the recording device's internal identifier and the
consumer's physical key. If both are valid, the recording device translates the

broadcast content into a key-secured format by encoding it with the consumer's

" activation code, and then stores the key-secured content file, with its identifier

permanently embedded within, for later use. The end result is key-secured
broadcast content that provides the owner of the associated physical key all the
freedoms and advantages of the present invention. Although the content was
originally broadcast, it cannot be illegally copied or distributed. The present
invention can be applied to pay per view offerings, as well as standard broadcast
material.

Referring to the specifics of FIG. 8, the process of implementing the core
acquisition option of broadcast digital content 124 (see FIG. 5) proceeds as follows.
At step 180, a receiver/translator/recording device 190 receives digitally broadcast
content in copy-protected format from a source 192 such as satellite, cable, Internet,
or over-air. The broadcast content may be copy-protected using a copy-protection
technology such as an enhanced'CSS scheme. If a consumer wishes to only play
(not record) the broadcast content, basic decoding (e.g., CSS decoding) is performed
and the broadcast content is passed through to presentation device 194 for playback.
The remaining steps below may be skipped. l

If, however, the consumer wishes to record the broadcast content, the
following additional steps are performed prior to sending the broadcast content on

for playback. At step 181, the receiver/translator/recording device 190 retrieves an
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account number from the consumer's physical key (transponder) 196 over a secure
RF link. At step 182, the receiver/translator/recording device 190 transmits the
account number and its recorder serial code to a key provider's web site 198. Each
device 190 contains a recorder serial code that uniquely identifies the device. The
format of the recorder serial code may, for example, be MMMM.FFF.0123456789
where MMMM is a manufacturer identification, FFF is a facility identification, and
the numbers represent a sequence number. At step 183, the key provider's web site
198 authenticates the data against its databases 200 and 202 and retumns an
"approved" or "rejected" response. A counter, used for the key provider's billing
purposes, is incremented. At step 184, if a "rejected" response is received, the
broadcast content cannot be recorded. If an "approved" response is received, the
receiver/iranslator/recording device 190 translates the decoded content into a key-
secured format by encoding it with the consumer's activation code, and records the
key-secured content, with the recorder serial code permanently embedded within, to
a storage device (that can optionally be an external device). The broadcast content
can now be copied to and played back on any key-enabled playback device. At step
185, invoices 199 are generated and sent to content distributors by the key provider's
web site 198 on a regular cycle. While providing excellent additional security and
protections, steps 182 and 183 are not mandatory for the present invention to
function with broadcast content. It may be desirable, for cost purposes, to produce
receiver/translator/recording devices 190 not capable of communicating with the
key provider's web site 198. '

Referring to FIGS. 9a and 9b generally, having acquired key-secured digital
content and produced copies for playback on various devices such as a portable CD
player, personal computer, home theater, etc., a consumer is now ready to use the
digital content. Playback of key-secured content occurs as follows. A key-enabled
playback device transparently reads information from a consumer's physical key and
from the content file the consumer has requested to play. The pieces of information

are then compared to validate that the physical key "matches" the content to be
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played. If the elements match, the device begins playback of the content. If the
elements do not match, the device will not play the content and, depending upon the
device's capabilities, may display an "invalid content" message. From a consumer's
point of view, when used with legitimately-acquired content, the process is entirely
transparent, effortless, and non-intrusive. The consumer is free to use their content
on any key-enabled playback device, with the only restriction being that the content
can be played only when the associated physical key is present. As noted above, the
present invention gives consumers unprecedented freedoms and conveniences to use
legitimately purchased content while still fully protecting content providers' rights.
Referring to the specifics of FIGS. 9a and 9b, the process of implementing
the core playback option of stand-alone devices 126 (see FIG. 5) proceeds as
follows. At step 210, a consumer requests playback of a key-secured content file
via a playback device 220. The playback device 220 may, for example, be the
consumer's personal computer (FIG. 9a) or a stereo amplifier (FIG. 9b) with
integrated compact disc reader/player. At step 211, a receiver/decoder circuit 222
searches for a physical key (transponder) 224. The circuit 222 may be a separate
component from the playback device 220 as in FIG. 9a or integrated into the
playback device 220 as in FIG. 9b. If the physical key is not found, the playback
device 220 displays an "invalid content” message. If the physical key is found, the
receiver/decoder circuit 222 retrieves all available information from the physical
key 224 over a secure RF link. At step 212, the user labels in the physical key 224
and the key-secured content file are compared. If the user labels do not match, the
playback device 220 displays an "invalid” message. If the user labels do match, the
receiver/decoder circuit 222 retrieves the software decryption key from the physical
key 224 over the secure RF link between the physical key 224 and the playback
device 220 and begins decryption of the encrypted portion of key-secured file.
When the account number is decrypted, it is matched against the account number
retrieved from the physical key 224. If the account numbers do not match, the

playback device 220 displays an "invalid content"” message. If the account numbers
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do match, the software decryption key is used by the playback device 220 to decrypt
remaining data in the key-secured file for playback. The user label and the account
number in the physical key serve as a first activation code, and the user label and the
account number in the content file serve as a second activation code. These

activation codes must match (or have some other predetermined association) in

" order for playback to proceed.

Referring to FIG. 10 generally, while stand-alone playback devices (e.g., CD
players, PCs, DVD players, etc.) are currently the norm, the convergence of these
devices and the Internet will lead to an environment where centralized digital
distribution systems proliferate. Security of content in these environments is critical
yet challenging to accomplish without imposing great restrictions. The present
invention can provide security to a centralized digital distribution system and, in
addition, offers many important enhancements that greatly increase the convenience
and usability of such a system. These enhancements include integration of the
physical key into a portable handheld computer which then doubles as the system
remote. In addition to controlling all networked components, the remote is used for
tasks such as purchasing content from the Internet, and tracking the movement of a
user throughout a facility to provide automatic "content following" (i.e., where
content playback follows the user from room to room). The centralized nature of
the digital content distribution system means that only one storage device is required
to maintain a consumer's entire digital content library (e.g., music, movies, software,
E-books, etc.) and to feed that content to any networked playback device.

Referring to the specifics of FIG. 10, there is shown a centralized digital
content distribution system for implementing the core playback option of networked
devices 128 (see FIG. 5). The system is used in an establishment such as a
residence or entertainment facility. The system includes a digital content server
310, a distribution hub 312, a plurality of remote clients 314, and a portable remote
control 316. The digital content server 310 stores digital content acquired from a

source 318 such as satellite, cable, Internet, or over-air. In addition, the digital
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content server 310 may store digital content uploaded from a standard component
324. The plurality of remote clients 314 are located in different rooms of the
establishment and linked to the digital content server 310 via the distribution hub
312 or switch. The remote clients 314 are linked to the distribution hub 312 by a
backbone transmission network 315. The backbone transmission network 315 may
be wireless or wired with fiber optic cables, coaxial cables, or twisted pair cables,
may employ a networking protocol such as Ethernet, Wi-Fi, Arcnet, or ATM
(Asynchronous Transféer Mode), and may employ a communications protocol such
as TCP/IP. Each remote client 314 includes a network interface card (NIC) for
interfacing with the backbone transmission network 315.

The remote control 316 is adapted to communicate with each of the remote
clients 314 and select the digital content stored in the digital content server 310.
The. remote control 316 is essentially a personal digital assistant (i.e., hand-held
computer) including a display and added remote control circuitry. The display may,
for example, be a liquid crystal display (LCD). The added remote control circuitry
includes "system remote" circuitry and "universal remote" circuitry.

The "system remote™ circuitry in the remote control 316 is for establishing a
first wireless transmission link 320 with each of the remote clients 314. The first
wireless transmission link 320 may be a secure radio link (RF) as shown or an
infrared link (IR). Upon establishing the first wireless transmission link 320 with
one of the remote clients 314, the remote control 316 serves as a system remote
capable of (1) displaying, scanning, and selecting the digital content available on the
digital content server 310 and downloading the selected digital content from the
digital content server 310 to the linked remote client 314 and (2) controlling the
digital content server 310 to acquire or download digital content from a source 318
such as satellite, cable, Internet, or over-air. As used herein, the term "download"
and similar variations thereof (e.g., downloaded, downloading, etc.) is intended to
cover the transfer of content from one device to a receiving device whether the

content is stored on the receiving device or merely "streamed" to the receiving
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device for immediate playback. The remote control 316 preferably includes a
display for displaying the digital content. The display may, for example, be a liquid
crystat display (LCD). As a user holding the remote control 316 moves from room
to room of the establishment, the remote control 316 successively establishes
wireless transmission links 320 with the remote clients 314 in the respective rooms.
In this way, the digital content available on the digital content server 310 follows
the user's movement from room to room. .

In a preferred embodiment, the first wireless transmission link 320 is a
secure radio link established by matching transceivers in the remote control 316 and
each remote client 314. The matching transceivers are preferably small,
inexpensive Bluetooth™ radio chips that operate in the unlicensed ISM band at 2.4
GHz and avoid interference from other signals by hopping to a new frequency after
transmitting or receiving a packet. The radio chips are integrated into the respective
remote control 316 and each remote client 314, which can then communicate over
short distances and through obstacles by means of radio waves. Wireless
technologies other than Bluetooth, such as Wi-Fi, may be used to communicate
remote control signals between the remote control 316 and each remote client 314,

The "universal remote" circuitry in the remote control 316 is for establishing
a second wireless transmission link 322 with standard components 324 connected to
the remote clients 314. The second wireless transmission link 322 is preferably an
infrared link (IR) as shown. Upon establishing the second wireless transmission
link 322 with one of the standard components 324, the remote control 316 series as
a universal remote capable of operating the standard component 324. The standard
component 324 may, for example, be an audio receiver (stereo amplifier), an
audiovisual receiver, a video monitor (television), etc. The s;tandard components
324 may be physically separate from, but linked to, the respective remote clients
314 or may be physically integrated into the respective remote clients 314 like
integrated device 324c.
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The digital content stored on the digital content server 310 may be formatted
as a compact disc (CD), digital video disc (DVD), MP3, electronic book, software,
etc. When the remote control 316 is linked to one of the remote clients 314, a user
may scan and select digital content to be downloaded from the digital content server
310 to the remote client 314 and converted by the remote client 314 to a standard
playable format (e.g., analog format) that can be played on the associated standard
component 324. The selected digital content is downloaded from the digital content
server 310 to the remote client 314 as raw digital data packets. The remote client
314, in turn, converts the downloaded digital content to a standard component
output(s) compatible with a standard component 324 connected to the remote client
314, and the standard cofnponent 324 plays the digital content. Ports may, for
example, include S-Video, RCA jacks, serial ports, Universal Serial Bus, Ethernet,
Wi-Fi, Firewire™, Bluetooth, RF, or other similar outputs. The standard component
324 incorporates, or is linked to, audio speakers for broadcasting any audio signals
received from the remote client 314 and a video monitor for displaying any video
signals received from the remote client 314.

All content is stored on the digital content server 310 digitally, and is key-
secured if obtained via the download or broadcast acquisition options of FIGS. 6
and 8. If the digital content is key-secured, the plurality of remote clients 314
include decryption circuitry (i.e., receiver/decoder circuit) for unlocking the digital
content. The digital content selected for download from the digital content server
310 to a remote client 314 preferably remains encrypted until converted to a
standard component output(s) in the remote client 314. The remote client 314 acts
as a converter between key-secured digital content from the digital content server
310 and the standard component output(s). To decrypt the selected digital content,
the remote control 316 contains a physical key initially acquired from a key
provider in accordance with the present invention. The digital content is initially
acquired from a content provider 326 that marks the digital content with an

activation code associated with the physical key. The decryption circuitry in the
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remote client 314 receives an activation code from the remote control 316 via the
wireless transmission link 320 and is enabled to unlock and convert the digital
content to a playable format if the activation code in the remote control 316 is
associated with the activation code in the digital content. If the activation code in
the remote control 316 is not associated with the activation code in the digital
content, the remote ciient 314 will not unlock and convert the digital content.

In an alternative embodiment, the remote clients 314 are eliminated and the
standard components 324 are linked directly to standard component outputs of the
distribution hub 312 by the backbone transmission network 315. In this case, the
distribution hub 312 serves as a switch, and the digital content server 310 contains
the decryption circuitry for unlocking the digital content. As the digital content is
decrypted, it is converted to a playable format and fed to the distribution switch 312
for delivery to the appropriate standard component 324. The decryption circuitry in
the digital content server 310 receives the activation code from the remote control
316 and is only enabled to unlock and convert the digital content to a playable
format if the activation code in the remote control 316 is associated with the
activation code in the digital content. -

Instead of decrypting the digital content so that it can be played, the digital
content may be downloaded (or "passed through") in its encrypted format to a
storage device such as a media burner 324a or computer hard disk 324b for storage
thereon. When a user ultimately desires to play the stored digital content on a media
player, the media player must contain the decryption circuitry for unlocking the
digital content. After unlocking the digital content, the media player converts the
unlocked digital content to a playable format and plays the digital content. The
decryption circuitry in the media player receives the activation code from the remote
control 316 or physical key with the same activation code. The media player is only
enabled to unlock and convert the digital content to a playable format if the
activation code in the remote control 316 or physical key is associated with the

activation code in the digital content.

23

906



WO 2005/050450 PCT/US2004/038124

10

15

20

25

In addition to downloading selected digital content from the digital content
server 310 to the remote clients 314, data (e.g., MP3, CD, DVD, software, etc.)
from the standard components 324 can be uploaded to the digital content server 310
and stored digitally thereon. This allows for storage of legacy content on the digital
content server 310.

Referring to FIG. 11 generally, a digital content security system and method
protects computers from unauthorized use and protects the digital content stored on
computers from being wrongfully accessed, copying, and/or distributed. The basic
components of the Personal Digital Key Digital Content Security System (PDK-
DCSS) are (1) a standard hard drive device 330, with the addition of a PDK
Receiver/Decoder Circuit (PDK-RDC) 332 integrated into the controller 334, and
(2) a PDK-Key 336 associated with the PDK-RDC as described above. The standard
computer hard drive 330 incorporates the integrated PDK-RDC 332 for the purpose
of enabling multiple methods of securing digital content. Hard drives 330
incorporating a PDK-RDC 332 are referred to herein as PDK hard drives. While the
PDK-DCSS diagrams show the PDK-RDC 332 as being integrated with the hard
drive's controller 334, all OS-level protections described below can be implemented
using externally-based PDK-RDCs.

A PDK hard drive 330 is similar to any standard, currently available hard
drive with the exception of the PDK-RDC 332 (which is integrated into the drive's
controller circuit 334). A PDK-RDC 332 is an integrated circuit able to process
PDK-Key information, as well as encrypt/decrypt PDK-compliant digital content.
Additionally, this circuit 332 is able to secure the hard drive 330 itself. Thisis
implemented by the circuit 332 enabling or disabling the hard drive's controller 334
depending on whether an associated PDK-Key 336 (one which is uniquely and
permanently associated with the PDK hard drive 330) is present. Each PDK hard
drive 330 would typically be delivered with its own PDK-Key 336.

Secure RF communications between a PDK-Key 336 and its associated hard

drive 330 occurs in the same manner as described above. It should be noted that
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software drivers can optionally be designed to allow for dynamic key assignment
(assigning of keys after purchase to enable key swapping, or assigning of individual
keys to multiple devices).

The PDK-Key and RDC technology is utilized to provide two categories of
protection:

1) Hard drive access control - where an entire drive 330 is either completely
accessible (unlocked) or inaccessible (locked), and/or individual data sectors or
clusters c;f data sectors are optionally encrypted/decrypted, depending on whether
the specific PDK-Key 336 associated (and shipped) with the drive 330 is within
range. This category of protection can be accomplished transparently to the
operating system (OS) responsible for managing the drive.

2) OS-level independent file protection - where the drive's RDC 332
functions independently of the drive 330 to protect individual files (typically
copyrighted material) from wrongful copying. In this role, the RDC 332 works with
any PDK-Key 336 (not just the one delivered with the drive 330) and any PDK-
compliant file (they do not have to be stored on or associated with the hard drive
330). This category of protection requires an OS-level software driver be run under
the OS responsible for managing the drive.

By utilizing these two categories of protection in various ways, four unique
levels of content protection are enabled. Two of the levels (Drive-Level and Sector-
Level) do not require external software support, while the remaining two (File-Level
and Network-Level) require software drivers, as well as a stand-alone application
for Network-Level implementations. Each of the four levels is defined below.

Referring to FIGS. 12 and 13 for Drive-Level protection, when
implemented, a PDK hard drive 330 will only function when the associated PDK-
Key 336 is within range. The drive's controller 334 is disabled whenever the PDK-
Key 336 is not present. The contents of files stored on the drive 330 are not
encrypted. The Drive-Level protection feature is designed to protect the hard drive's
owner by locking access to the PDK hard drive 330 whenever the associated PDK-
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Key 336 is not present (i.e. when the owner momentarily steps away from the
computer, if the computer is stolen, etc.).

Referring to FIGS. 12 and 13 for Sector-Level protection, when enabled,
every sector (or cluster of sectors) read or written is encrypted/decrypted by the
RDC 332 using the drive's associated PDK-Key 336. Because the encryption is
performed at Sector-Level as opposed to File-Level, the encoding can be
accomplished without requiring any changes, involvement, or acknowledgement of
the OS responsible for managing the drive. The Sector-Level protection feature is
designed to further protect the hard drive's owner (beyond Drive-Level protection)
by encrypting the contents of the files stored on the drive, without requiring any
software modifications (OS, application, etc.). The éecurity advantage is that if the
drive access is in some way defeated, the contents of files on the drive are still
protected. It should be noted that if users retrieve files from drive and purposely
transfer them anywhere else (via email, memory sticks, etc.), the data will no longer
be protected. Drive-Level protection and Sector-Level protection may be used
individually or in combination. Also, as noted above, it should be understood that
Sector-Level protection may be applied to indiﬁdual data sectors or clusters of data
sectors.

FIG. 13 illustrates the logic executed by the RDC 332 for implementing
Drive-Level protection and Sector-Level protection. The logic ensures OS-level
commands (save entire file, read entire file, etc.) are given adequate time to
complete. This enables implementation of logic without requiring OS changes,
involvement, or acknowledgement.

Referring to FIG. 14 for File-Level protection, implemented as an OS-level
software driver utilizing the PDK-RDC 332 integrated in the PDK hard drive 330,
File-Level protection provides standard PDK digital rights management services
and functionality as described above. As needed, the driver instructs the RDC 332
to acquire PDK-Key information, validate the key-to-file match, and use the key's

information to perform actual encryption/decryption of the file (as a whole, not at
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the sector level). In the illustrated example, the file ABC 338 (which can reside on
any storage device, in memory, etc.) is compared to any PDK-Key 336 within range
of the PDK-RDC 332. If é match is found, the PDK-RDC 332 will decrypt the file
338 for use with whatever playback mechanism placed the request. Any PDK-Key
336 can be utilized, not just the key 336 associated with the PDK hard drive 330.
‘When employed for File-Level protection (and Network-Level protection as
described below), the PDK-RDC 332 functions independently of the hard drive 330
in which it resides. While PDK-compliant files it ericrypts or decrypts may reside
on the resident hard drive 330 and may be associated with the drive's PDK-Key 336,
they do not have to be. The PDK-RDC 332 can work with other PDK-Keys and
files residing on other mediums. When used in this manner, the PDK-RDC 332 can
be thought of as just coincidently residing within the hard drive 330. For File-Level
and Network-Level protection, the RDC 332 may be implemented as a separate
circuit board (not integrated within the hard drive 330) and still provide identical
functionality.

The primary use of File-Level protection is to secure and protect private or
copyrighted material from wrongful copying and distribution. Because copies of any
PDK-compliant files can only be accessed when the associated PDK-Key is present,
File-Level protection enables copies (intended for use by the holder of the
associated key) to be produced effortlessly and securely. In addition to the
distribution of copyrighted content such as music and movies as described above,
software developers can distribute their software products via the Internet with the
same ease and security. Software distributed in this manner would allow the legal
recipient to make unlimited copies (for backup purposes, use on a home computer,
etc.), yet the copies would only function when the associated key is present,
preventing unauthorized copies from being wrongfully distributed and used.

The File-Level protection feature is designed to protect publishers of private
or copyrighted material. Users can protect any file by converting it to PDK-

compliant format; however, security of document files can be compromised by key
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holders not wishing to maintain the file's integrity. Because, while a Microsoft
‘Word document (as an example) may be stored in the PDK-compliant protected
format, once opened the contents could be cut and pasted into another application
(e.g., an email program) thereby defeating the protection. Therefore the use of File-
Level protection for use with documents is only applicable for entrusted recipients
(individuals desiring to protect the content of which they are in possession). Non-
document files, however, are not subject to these limitations.

Referring to FIG. 15 for Network-Level protection, File-Level Protection
can be expanded to a network environment by employing a centralized software
application / database called a PDK Document Controlier (DC) 340 ruing on a
server 342. A DC 340 enables the creation of Groups 342 that list which PDK-Keys
344 are allowed access to files in specific directories. All files stored in directories
controlled by the DC 340 are automatically encrypted using the DC administrator's
PDK-Key and thereby become PDK-compliant files. This process places all files
stored in the DC 340 in a uniformly encrypted format.

Each user request for a file residing in a directory listed in a DC Group 342
results in the following steps. An RDC located in the requester's workstation 346
acquires information from the user's PDK-Key 344 and relays that information to
the DC 340. The DC then enables appropriate access as defined by the DC's Group
database information. Specifically, the DC 340 performing a lookup of the
requester’s PDK-Key 344 in the appropriate Group's tables. If the DC 340
determines that the PDK-Key 344 is listed in a Group 342 that also lists the
directory containing the file the user wishes to access, the DC 340 knows that a
valid PDK-Key 344 was used in the file request and grants access. The requested
file is first decrypted with the administrator's PDK-Key, re-encrypted with the
requester's PDK-Key 344, and then downloaded to the user's workstation 346. The
foregoing process mirrors the process employed when using PDK to download

digital media files from the Internet.
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The Network-Level protection feature is designed to protect publishers of
private or copyrighted material. Users can protect any file by converting it to PDK-
compliant format; however, secuﬁty of document files can be compromised by key
holders not wishing to maintain the file's integrity. Because, while a Microsoft
Word document (as an example) may be stored in the PDK-compliant protected
format, once opened the contents could be cut and paste into another application
(e.g., an email program) thereby defeating the protection. Therefore, the use of File-
Level protection for use with documents is only applicable for entrusted recipients
(individuals desiring to protect the content of which they are in possession). Non-

document files, however, are not subject to these limitations. The system is well

 suited for establishing centralized databases of secure documents intended for

distribution to entrusted recipients such as personnel in ;1 law firm or medical
facility.

While the present invention has been described with reference to one or
more particular embodiments, those skilled in the art will recognize that many
changes may be made thereto without departing from the spirit and scope of the
present invention. A number of enhancements and variations can be
implemented/utilized that effectively broaden the PDK technology's scope and
utility. These enhancements and alternative embodiments are summarized below.

Integration of RDCs into Alternative Storage Devices. This embodiment
involves integrating RDCs into alternative storage mechanisms beyond those of
basic hard drives. These storage mechanisms include pure RAM/ROM-based
storage commonly included/used in devices such as PDAs, cell phones, printer,
copiers, faxes, scanners, MP3 players, GPS systems, digital cameras, computer
motherboards, and DVR players, as well as portable storage devices such as
Memory Sticks, Secure Digital memory cards, or any similar such product, in which
case the RDC is either directly installed on the device, or integrated into the device

in which the memory cards/sticks are inserted.
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When an RDC is utilized in this manner, File-Level and Network-Level
security function in the same manner as that described above for PDK hard drives.
Drive-Level and Sector-Level security function in the same Jogical mannef as that
described for hard drives, but the physical implementation varies so as to control the
bus structure that provides the communications path between the storage
mechanisms and their hosting devices. As with PDK hard drives, access to the
storage is enabled/disabled by interrupting the communications path, signaling to
the hosting device that the storage is either "ready” or "busy," effectively
enabling/disabling the device itself. To save batteries, RDCs used in this manner
may only check for the presence of the associated PDK-Key on some periodic basis
(versus every read or write sequence). And similar to PDK hard drives, Sector-
Level security can be optionally utilized to encrypt/decrypt data traveling over the
bus prior to writes and after reads to provide PDK's standard Sector-

Level data encoding functionality.

As when utilized in PDK hard drives, the PDK's security features provide
the same convenient, non-intrusive, wireless security mechanism for the above-
defined devices. This security mechanism protects any data stored on such devices
in the event they are ever stolen, left unattended, or even purposely "disabled” to
prevent access to sensitive content (i.e. preventing minors from accessing adult files,
websites, etc.). When the associated PDK-Key(s) is not present, these devices and
their storage means are locked and disabled.

Dynamic PDK-Key Management. Utilizing dynamic PDK-Key
management, PDK-Keys can be assigned to an RDC (whether integrated into a PDK
hard drive or some other hosting device, or implemented independently) by a user
(versus requiring such assignment at time of production). This capability is
accomplished by including the required logic within the RDC's internal firmware
(versus using an externally-based software driver to supply such capability).

Using this capability, a user can optionally assign any PDK-Key to act as the
RDC's master key (the first key assigned to the device). Then by involving this

30
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master key (to prove the original "owner's" validation of the process), the user can
assign (or remove) additional keys to the PDK-device. The general benefits of this
feature include:

o The ability for the individual possessing the master key to create backup
keys (to be stored and later retrieved in the event the master is ever lost), and
to allow other users (those possessing additional keys) to also access their
PDK device(s).

o The option to ship PDK-RDCs (in any configuration, host devices, etc 2)
without any PDK-Keys. And to allow such devices containing these RDCs
(such as PDK hard drive§) to optionally function with all or part of the PDK-
technology never enabled or utilized. For instance, a user may elect to not
enable Drive-Level and Sector-Level security features, but still utilize the
functionalities of File-Level and Network-Level security.

o Giving users the option to purchase and associate a PDK-Key at a later time,
or importantly, assign a PDK-Key they already utilize for another PDK-
based device. This allows a user to utilize a single PDK-Key to provide
access to all their PDK-based devices.

This built-in (firmware-based) PDK-Key configuration/management capability
greatly enhances PDK's overall flexibility and ease of setup/use.

Independent RDC configuration. While integrating an RDC into a hard
drive offers numerous benefits, RDCs may exist separately from hard drive
mechanisms. In this configuration (as previously defined) an RDC's physical
circuitry may exist in the form of a PC Card, a PC expansion board that plugs into a
standard PC expansion slot, a USB-based plug-in board, or any other similar design
able to interface with a hosting device. Used in this manner, RDCs provide all
previously defined functionalities with the exception of basic hard drive access-
control.

Buffer Flush & Notification Software Driver. This enhancement involves

using a simple software device driver to recognize when a PDK-Key is out of range
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(by "watching" for signals fr;)m the RDC), and when such a condition is detected to
flush (empty) the host system's "read" buffer (effectively clearing any data the
system may have been cached in internal memory in order to speed data access),
and display a simple message indicating the PDK-Key is in/out of range. This

5  optional mechanism can be utilized with any RDC configuration and on any PDK-
protected device.

Each of these embodiments and obvious variations thereof is contemplated

as falling within the spirit and scope of the claimed invention, which is set fort in

the following claims.
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CLAIMS:
1. A method of securing a storage device having a hard drive, comprising:
detecting a portable, physical key with a receiver/decoder circuit associated
with the hard drive;
validating the detected portable, physical key with the receiver/decoder
circuit; and
permitting access to the storage device or a portion thereof with the receiver/decoder

circuit if the detected key is validated.

2. The method of claim 1, wherein the receiver/decoder circuit resides in the

storage device.

3. The method of claim 1, wherein the detecting step includes detecting the key

over a secure wireless link,

4. The method of claim 1, wherein the validating step includes determining

whether or not the detected key is associated with the storage device.

S. The method of claim 4, wherein the receiver/decoder circuit enables the
storage device if the detected key is validated and disables the storage device if the

detected key is not validated in order to provide device-level protection.

6. The method of claim 5, wherein the storage device stores digital content that
is not encrypted with the key.
7. The method of claim 4, wherein digital content read from or written to the

storage device is decrypted or encrypted by the receiver/decoder circuit using the

key associated with the storage device in order to provide sector-level protection.
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8. The method of claim 4, wherein the key associated with the storage device is

initially delivered with the storage device.

9. The method of claim 1, wherein the storage device is selected from a group
consisting of PDAs, cell phones, printer, copiers, faxes, scanners, MP3 players, GPS
systems, digital cameras, computer motherboards, DVR players, memory sticks, and

memory cards.

10. . The method of claim 4, wherein the key associated with the storage device is

assigned thereto by a user.

11. A system for securing a storage device of a computer, comprising:
a portable, physical key; and

a receiver/decoder circuit for detecting and validating the key and for

- permitting access to the storage device or a portion thereof if the detected key is

valid, the receiver/decoder circuit being associated with the storage device;

12.  The system of claim 11, wherein the receiver/decoder circuit resides in the

computer.

13. The system of claim 11, wherein the receiver/decoder circuit detects the key

over a secure wireless line.

14.  The system of claim 11, wherein the receiver/decoder circuit validates the
key by determining whether or not the detected key is associated with the storage

device.
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15. The system of claim 14, wherein the receiver/decoder circuit enables the
storage device if the detected key is validated and disables the storage device if the

detected key is not validated in order to provide device level protection.

16.  The system of claim 15, wherein digital content stored on the computer is

not encrypted with the key.

17.  The system of claim 14, wherein the receiver/decoder circuit decrypts or
encrypts digital content read from or written to the storage device using the key

associated with the storage device in order to provide sector-level protection.

18.  The system of claim 14, wherein the key associated with the storage device

is initially delivered with the storage device.

19.  The system of claim 11, wherein the storage device is selected from a group
consisting of PDAs, cell phones, printer, copiers, faxes, scanners, MP3 players, GPS
systems, digital cameras, computer motherboards, DVR players, memory sticks, and

memory cards.

20.  The system of claim 14, wherein the key associated with the storage device

is assigned thereto by a user.
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LINKED ACCOUNT SYSTEM USING
PERSONAL DIGITAL KEY (PDK-LAS)

FIELD OF THE INVENTION
The present invention relates generally to embodiments of a linked

account system using personal digital key (PDK-LAS).

BACKGROUND OF THE INVENTION

The market for downloading digital content online is rapidly climbing

because distribution of such content is inexpensive, fast, and easy and the quality
of the content itself is écce'ptable. The market, however, remains disorganized
due to competing standards, co‘mpet‘ing companies, discontented artists and
producers, and outright theft of digital content.

Digital rights management (DRM) companies seek to solve the foregoing
problems by delivering the digital content from the real producers to the right
customers and ensuring that everyone who should be paid in fact is paid. DRM
seeks to get everyone paid by managing the multiple steps for distributing digital
content (music, video, software) online: watermarking, encryption, transaction
management, and rights managemeni. Some DRM companies perform all these
steps, while other DRM companies specialize in one or two steps of the process. .

First, watermarking stamps each piece of digital content with a digital
mark so it can be tracked wherever it goes. Digital watermarks are just like
paper watermarks, except they cannot be seen or heard. Special software is
required to read a digital watermark.

Second, encryption scrambles watermarked digital content and stores it
inside a digital safe for shipment around the Internet. The safe protects the
content during shipping by allowing only those with the right software key to the
safe to decrypt and use the content.

Third, transaction management handles actual payments for the digital

content using credit card techniques found elsewhere in e-commerce. An order
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is placed, a credit card number is taken, account status is checked, and the
exchange is authorized. '

Finally, rights management manages the information about the digital
content itself: what it is, who gets it, how it is delivered, how many times it may
be used, how long the rights last, who gets paid, how much they gét paid, and
how. This information travels with the digital content in something called a
digital permit. The permits rests on top of the digital content as it travels the

Internet and allows legal users to enjoy the digital content for as long as the

rights last.

The primary objective of DRM companies is to deploy technologies that -
protect digital content as it is distributed online. Some of these proposed
technologies and DRM in general are discussed in the article "Digital Rights
Management May Solve the Napster 'Problem'," Technology Investor, October

2000, pp. 24-27. Although such technologies should reduce the amount of

digital theft, they generally favor the content provider at the expense of the

consumer or favor the consumer at the expense of the content provider. That is,
the rights of either the content provider or the consumer are compromised. For
example, some technologies severely limit the consumer’s ability to make extra

cbpies of digital content even when the digital content is solely for personal use.

Other technologies facilitate the making of copies of digital content which can

be used by different consumers without the content provider being compensated
by each consumer. The present inventor has discovered an improved DRM
system and method that effectively balances and protects the rights of both the
consumer and the content provider. In addition, the present inventor has
discovered an associated digital
content security system for protecting computers and other storage devices from
unauthorized use and protecting the digital content stored on computers and
other storage devices from being wrongfully accessed, copied, and/or
distributed.

With the advent of the Internet, and online shopping, banking and so

forth, the Internct has enabled the incidence of credit card, bank account

2
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information, and similar data being stolen has risen dramatically. The cost to

providers of transactions performed with these stolen items is enormous and

results in higher transaction fees and product pricing to consumers, as it is the

providers who are typically responsible for charges applied to stolen account
5 - information. '

Additionally, the inconvenience and tangential problems that victims,
consumers, suffer as a result of such crimes are often traumatic, but are
minimally troublemsome. The insufficient technologies and procedures
currently utilized to secure account-based transaction processing do little to

10 prevent these crimes. The problem is most notable in the case of the largest

growing segment for such transactions, the on-line environment.

SUMMARY OF THE INVENTION

One embodiment of the invention includes a system comprising: a

15 personal digital key and a computer readable medium that is accessible

when authenticated by the personal digital key.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other advantages of the invention will become

20  apparent upon reading the following detailed description and upon reference to
the drawings in which:
FIG. 1 is a flow chart of a method of managing digital rights in
“accordance with the present invention; .
FIGS. 2, 3, and 4 are block diagrams of portions of a DRM system for
25 implementing the method in FIG. 1;

- FIG. § is a conceptual model of core options for acquiring digital content
that can be encoded to produce key-secured content and core options for playing
back the key-secured content;

FIG. 6 is a block diagram for implementing a core acquisition option of
30 downloaded content; '
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FIG. 7 is a block diagram for implefnenting a core acquisition option of
store-bought conteﬁt;

FIG. 8 is a block diagram for implementing a core acquisition option of
broadcast content;

FIGS..9a and 9b are block diagrams for implementing a core playback
option of stand-alone devices;

FIG. 10 is a block diagram for implementing a core playback option of
networked devices;

FIG. 11 is a block diagram of a standard computer hard drive
incorporating an integrated PDK-RDC (recei\;er/de(':oder circuit) for the purpose
of enabling multiple methods of §écurin’g digital content;

FIG. 12 is a block diagram for implementing Drive-Level protection and
Sector-Level protection in connection with the computer hard drive;

FIG. 13 is a flow chart of the logic executed by the PDK-RDC for
implementing Drive-Level protection and Sector-Level protection;

FIG. 14 is a block diagram for implementing File-Level protection in
connection with the computer hard drive; and

FIG. 15 is a block diagram for implementing Network-Level protection
by expanding File-Level protection to a network environment.

FIG. 16 is a schematic view of a PDK key system embodiment of the
invention. .

FIG. 17 is a schematic view of a PDK key system embodiment of the
invention.

While the invention is susceptible to various modifications and

: allemanve forms, specific embodiments have been shown by way of example in

the drawings and will be described in detail herein. However, it should be
understood that the invention is not intended to be limited to the particular forms
disclosed. Rather, the invention is to cover all modifications, equivalents, and
alternatives falling within the spirit and scope of the invention as defined by the

appended claims.
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DESCRIPTION OF SPECIFIC EMBODIMENTS

Definitions
_ As used herein, “PDK Key or Key” refers to a PDK-compliant wireless

key providing access to PDK-protected objects. The acronym “PDK” refers to
“personal digital key.”

A “PDK-hard drive” refers to a physical or “electronic” hard drive
containing an integrated RDC.

A “PDK-protected product/object” refers to a hard drive or accounts or
content protected via PDK technology . -

An “assigned key” is a PDK key assigned to one or more protected
objects. '

An “RDC” refers to a Reader/Decoder circuit installed in a user’s

‘computer, or built into computer hard drive, or point-of-sale (POS) credit card

swipe unit which communicates with PDK keys and decodes PDK data.

A “POS RCD” refers to a reader/decoder circuit integrated in a standard
point-of-sale (POS) credit-card swipe unit.

A “manufacturer” as used herein refers to a manufacturer of PDK-keys.

A “provider” as used herein refers to an entity issuing a PDK-linked
account, PDK hard drives and so forth.

A “customer” or “user” refers to an individual possessing or utilizing a
PDK key.

A “master” or “master key” refers to a PDK key initially assigned to a
PDK protecied object, and which is required to be present for configuration

transactions.

Description )
One system embodiment of the invention, illustrated at 1000 in FIG. 16
includes a personal digital key, PDK, 1010, a point-of-sale reader decoder
circuit, POS RDC, 1012, a PDK reader decoder circuit, 1014 that is '

connected to a provider 1016 having a database 1018. For some
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embodiments, the PDK reader decoder circuit and POS RDC 1014 are in a
single unit 1020, which for some embodiments, is a standard credit card
swipe unit integrated with RDC. For some embodiments, a standard credit
card 1022 is readable in the reader 1020. The provider 1016 may be a credit
card processor, bank or other similar entity. The account database 1018
maintains the account number, PDK key number and other identifiers of the
user.

In another embodiment, illustrated at 2000 in FIG. 17, the PDK 1010 .
interfaces with a computer 2002 through a secure RF link 2004.- The
computér 2002 is a standard personal computér, with integrated RDC, PDK-
hard drive or RDC adaptor card. The computer 2002 communicates with the
provider 1016 through a standard Internet connection 2006. The provider
1016 communicates with the database 1018 in a manner as described in the
embodiment described above. . .

Once in possession of a PDK key, a user optionally registers the key with
the key manufacturer or a central key database. No usage data, credit or
bank account numbers, hard drive [Ds, etc. is maintained in the
manufacturer’s datai)ase, only user verification information. This
information includes a customer account number, indicating for some
embodiments, a customer’s record v‘vithin.the manufacturer’s database,
customer name, address and phone, key number, and status of key, in-use,
stolqn, lost and so forth. This information is used primarily for verification
purposes during lost key replacement procedures.

The data fields stored in PDK keys include a user label which includes
user text label in an unprotected field. The data fields also include an
account number, which is a user’s manufacturerAaccount number, which is in
a protected field. The data fields also include a key number which is a
unique key identification andisa pfotected field.

The PDK key communicates with one of three basic implementations of
a PDK-RDC which include POS RDC, a standard credit card swipe type

_device with an integrated RDC. A second implementation is an RDC
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adaptor, which is an add-on PC board RDC, interfacing via USB, firewall,
PC card, expansion slot and so-forth. A third implementation is a PDK hard
drive which is a standard hard drive with an integrated RDC.

POS RDC devices are used in stores at checkout lanes, purchase
counters, hand-held swipes, and so forth. RDC adaptors or PDK hard drives
are intended for PC based use.

Physical cards such as credit/debit card accounts, bank accounts,
membership accounts, or similar types of accounts, intended for use with the
PDK LAS technology are conventional cards. No changes are required to
such cards in order to ready them for use with the PDK LAS technology.
From a consumer standpoint, this feature, along with an ability for a PDK-
key to be purchased and assigned to an object at any point, enables easy
acceptémce of the technology.

Additionally, the PDK-LAS technology offers great flexibility in how
PDK-keys are distributed, assigned, and used. For example, providers may
optionally allow dynamic key assignment, assigning keys at a later date,
assigning multiple keys to the same account and so forth, and users may elect
to use one PDK key for all their PDK based security needs, i.e. one PDK key
can be assigned to multiple accounts, PDK hard drives, and other PDK based
products. '

Specific examples illustrating uses of the PDK linked account
embodiments are described as follows. These examples are presented to
show particular applications of the PDK linked accounts and are not intended
to limit embodiments of the invention.

| In a first example, a user wishes to assigﬁ a key to a new PDK linked
account. The user logs onto a provider’s site over the Intermet via the user’s
personal computer, in one embodiment. . The user inputs whatever validation
the provider typically requires. Sufficient data is requested by the provider
during this transaction to authenticate the user. An RDC reads the user’s
PDK key data and transmits the data to the provider. The provider confirms
the user’s request to-link the PDK key to the account. Oncc confirmed, the
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PDK key data is permnanently stored in the provider’s database as a master
PDK key and can only be changed by directly contacting the provider.

In one other embodiment, users phone providers directly and verbally
relay all required information, including master PDK key data, printed on a
card included with the PDK key at purchase. For users with Intemet access
but no RDC, this information is hand entered on the provider’s website.

In a second example, a user wishes to assign additional keys to.a PDK
linked account. The user logs onto a provider site and inputs whatever
validation the provider typically requires. The user ensures that the assigned
master PDK key is within the vicinity of RDC. The RDC reads the master
and additional PDK key data and transmits the data to the provider. The
provider confirms a user’s request to link additional PDK keys to the account
number, or change PDK keys or remove PDK keys. Once confirmed, the
updated PDK key data is stored in the provider’s database along with master
PDK key data.

In an alternate embodiment, to facilitate users without an RCD equipped
personal computer and Internet access, users may phone providers directly
and verbél]y relay all required information, including both master and
additional PDK key data, printed on cards (or similar) included with PDK
keys at purchase. For users with Internet access but no RDC, this
information may be hand entered on the provider’s website.

In a third example, the user wishes to utilize a PDK linked account to
purchase a product at a store. The user ensures that an assigned PDK key is
within the vicinity of POS RDC at a checkout counter. The RDC reads the
user’s PDK key and transmits data, along with the user’s account number,
acquired using currently accepted procedures, to the provider for verification.
If more than one PDK key is read at the counter, either data from all of the
PDK keys may be transmitted to the provider or User Labels may be
displayed on POS RDC to enable the user or clerk to select the appropriate
PDK key. The provider looks up the account record in its database using the

transmitted account number and compares the transmitted PDK key data to -
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information stored in the record. lf a match is confirmed, the sales
transaction is completed normallj If not cbnﬂrmed, the transaction cannot
be completed.

A fourth example is one where a user desires to utilize a PDK linked
account to purchase a product on —line or the user wishes to access account
information on line. The user must ensure that an assigned PDK key is
within the vicinity of RDC. The RDC reads the user’s PDK key and
transmits data, along with the user’s account number, acquired using
conventional techniques, to the provider for verification. If more than one
PDK key is read at RDC, either data from all PDK keys is transmitted to the
provider or User Labels are displayed on a computer screen to enable the
user to select the appropriate PDK key. The provider looks up the account
record in its database using the transmitted account number and compares the -

. transmitted PDK key data to information stored in the record. If a match is
confirmed, the transaction/session is completed normally. If not confirmed, -
the transaction/session cannot be completed.

A fifth example is one where the user loses a PDK key. After an initial
master PDK key setup, users are encouraged to immediately assign an
additional PDK key, which serves as a day-to-day key, and store the master
PDK key in a safe location. If the day-to-day key is lost, the master is usable
to assign the new day-to-day key. As a last resort, for users losing all PDK
keys, the key manufacturer may b.e contacted and, after authentication is
performed, instructed to ship a replacement PDK key.

Turing now to the drawings and referring initially to FIG. 1, there is
depicted a method of managing digital rights in accordance with the present
invention. First, a new user requests a physical electronic key or data unit from a
key provider (step 10). The key provider may offer a web site on the Internet, a
toll free telephone number, and/or retail outlet where the key may be acquired. In
addition, the key provider may allow a key to be requested in writing, preferably

using a form designed by the key provider. In one model the user may acquire
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as many keys as desired, while in another model each user is only entitled to a
single key. ‘

Second, in response to the user's request for a physical key, the key
provider establishes a new secure account for that new user in a secure user
account database (step 12). The new account may include the following data
fields: account number, password, software encryption key, user label, number-

of users (linked to account), address, telephone number, e-mail address, and

custom fields. The custom fields may, for example, include demographic

information such as the user's age, gender, marital status, income level, interests,

" hobbies, etc. The physical key may include the f‘ollowing data fields: user label,

account number, software decryption key, and a custom storage area. The user
label and the account number serve as a first activation code (or key-code) for
the acquired physical key. All data fields on the physical key, except for the user
label, are preferably encr)'/pted.' To allow the user to view his or her account in
the future, the user is breferably assigned a login name and the above-noted
password.

Third, the key provider ships the physical electronic key to the new user
via a package coﬁrier such as the U.S. Postal Service, United Parcel Service, or
Federal Express (step 14). In one pricing model the physical key is sent to the
user at no charge, while in another pricing model the physical kéy must be
purchased by the ‘ ‘
user. If the physical key must be purchased by the user, either the user must »
provide credit/debit card information to the key provider in step 10 to pay with a
credit/debit card, or the key provider includes an invoice with the shipped key in
step 14. ’

FIG. 2 is a block diagram of a system for implementing steps 10, 12, and
14 of the method of managing digital rights. The system includes the new user
100, the key provider's web site 102, and the user account database 104.

Referring back to FIG. 1, fourth, the user transmits his or her activation
code in the phys{cal key to a digital content provider, who may have a

cooperative relationship with the key provider, and requests to purchase digital
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content (music, video, or software) from that content provider (step 16). The
content provider may offer a web site on the Internet containing a listing of
digital content available for purchase. To transmit the activation code to the
content provider via the web site, the user may manually enter the activation
code onto a secure page of the web site. Altemnatively, the transmission of thé
activation code may be automatically implemented with wireless technology.
Specifically, the user's computer rﬁay be outfitted with a detector that detects the
activation code in the user's physical key and then relays the activation code to
the content provider via the web site. The content provider may be affiliated
with the key provider or may be separate from the key provider but héve an
arrangement therewith. '

Fifth, the content provider requests the key provider to verify the
activation code transmitted by the user (step 18). The content provider may send
this request to the key provider's web site. Sixth, the key provider in turn
accesses the user's account in the user account database and determines whether
the activation code is in fact valid (step 20). The key provider may also
determine whether the activation code is associated with the user that transmitted
the activation code to the content provider. If the activation code is rejected as
being invalid, the content pfovider is so informed and the content provider in
turn will not honor a;ly'request by the user to purchase digital content. If, .
however, the activation code is accepted as being valid, the content provider is
so informed and the purchase transaction proceeds. As used herein, the term
"key provider" generically refers to the entity or entities that manufacture,
distribute, and validate the physical keys. These functions may actually be
performed by multiple entities at different locations or by a single entity at a
single location.

Seventh, after securing validation of the first activation code in the
physical key, the content provider pulls the requested digital content from a
digital content database/libraﬁ, marks the digital content with a second
activation code (or unlock code) associated with the first activation code in the

physical key. and encrypts the marked digital content (step 22). The second

11

944



WO 2005/086802 PCT/US2005/007535

25

30

activation code in the digital content may simply be the same as the first
activation code in the physical key, but at least partially encrypted for security.
In one embodiment, the "key-secured” content file includes the following data
fields: user label, account number, and digiial content. The user label and the
account number serve as the second activation code for the digital content. If the
content is merely for sampling (described in connection with FIG. 6), the file
may include such additional data fields as a receiver/decoder circuit
identification number, hour stamp, and life hours. All data fields on the content
file, except for the user label, are preferably encrypted.

Eighth, the content provider delivers the encrypted di gital content to the
user (step 24). The enpryptéd digital content ma)" be delivered by downloading
the encrypted digital content to the user's computer while the user is online at the
content provider's web site, by attaching the digital content to an e-mail
addressed to thé user, or by shipping a disk containing the encrypted digital
content to the user via a package courier. The user may pay for the digital
content either by providing credit/debit card information to the content provider
in step 16 or by paying off of an invoice included with delivered digital content.
If the digital content is delivered online, the user is preferably required to
provide the credit/debit card information and have such information approved as
a prerequisite to delivery of the digital content. If the user possesses more than
one physical electronic key and would like the acquired digital contént to
function with each of the user's keys, all of the activation codes are applied to the
digital content. The content provider charges the user based on the number of
keys with which the user would like the digital content to function. For
example, the user may be charged the same amount for each activation code, or
may be charged a larger amount for one activation code and lesser amounts (e.g.,
surcharges) for additional activation codes.

FIG. 3 is a block diagram of a system for implementing steps 16, 18, 20,
22, and 24 of the method of managing digital rights. The system includes the
new user 100, the content provider 106, the key provider's web site 102, the

digital content database 108, and the acquired digital content 110.
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Returning to FIG. 1, ninth, the user enters the encrypted digital content
into a playing device of a type suitable for playing the digital content (step 26).
The device may, for example, be an MP3 player, a personal computer, a DVD
player, a CD player, a cellular phone, or other portable device. Inone
embodiment, the device contains a wireless transceiver adapted to receive a
radio frequency signal transmitted by a corresponding wireless transceiver m the

user's physical electronic key. The wireless transceiver in the device is

optionally tracked and "secured" for audit purposes by permanently including a

unique identifier assigned by the device manufacturer in the transceiver.

Tenth, with the user's physical electronic key within é short range (e.g.,
few meters) of the playing device, the playing device reads (1) the first
activation code carried in a secure radio frequency signal transmitted by the
transceiver in the physical key to the transceiver in the device and (2) the second
activation code marked on the encrypted digital content (step 28). The device

contains decryption software or hardware for decrypting the encrypted digital

-content to the extent necessary to read any encrypted portion of the second

activation code.

Eleventh, the playing device compares the first activation code and the
second activation code and determines whether the first activation code is
associated with the second activation code (step 30). Steps 29 and 30 may be
performed, for example, when the user presses a "play” button on the playing
device or when the user first enters the encrypted digital content into the playing
device. If the first activation code is associated with the second activation code,
the device decrypts and plays the digital content. If the first activation code is
not associated with the second activation code, the device does notvpl'ay the
digital content. If the second activation code is simply the same as the first
activation code, then the foregoing comparison determines whether there is a
match between the first activation code and the second activation code. In a
preferred embodiment, the device continues to play the digital content only
while the physical key is sufficiently close to the device to communicate the first

activation code to the device and allow the device to compare the first activation
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code to the second éctivalion code at least partially encrypted with the digital
content even while the digital content is being played. If the physical key is
moved out of range, the device is no longer enabled to decrypt and play the
digital content. In an alternative embodiment, once the device is initially
enabled to decrypt and play the digital content, the device remains enabled until .
either the "play" function is stopped; a play track/song ends, or the digital
content is removed from the device, even if the physical key is moved out of
range such that the key can no longer communicate the first activation code to
the device.

FIG. 4 is a block diagram of a system for implementing steps 26, 28, and
30 of the method of managing digital rights. The system includes the encrypted
digitél content 110, the key-enabled playing devices 112, and the user's physical
electronic key 114, '

As stated above, the user's physical electronic key. énd the key-enabled
playing device contain respective wireless transceivers to communicate the
activation code in the key to the device. In a preferred embodiment, the .
transceivers are small, inexpensive Bluetooth radio chips that operate in the
unlicensed ISM band at 2.4 GHz and avoid interference from other signals by
hopping to a new frequency after transmitting or receiving a packet. The radio
chips are plugged into electronic devices, which can then communicate over -
short distances and through obstacles by means of radio waves. Bluetooth is a
term used to describe the protocol of a short range (e.g., about 10 meters)
frequency-hopping radio link between devices containing the radio chips. These
devices are then termed "Bluetooth-enabled." The secure radio link replaces a
cable that would othéx_’wise be used to connect the devices. Further details
concerning Bluetooth wireless technology may be obtained from
www bluetooth.com. '

- Wireless technologies other than Bluetooth may be used to communicate

the activation code from the user's physical electronic key to the playing device.
One example of an alternative wireless technology is known by a trade term

"Wi-F1," which is short for wireless fidelity and is another name for YEEE 802.11
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b. Products certified as Wi-Fi by the Wireless Ethernet Compatibility Alliance
(WECA) are interoperable with each other even if they are from different
manufacturers. A user with a Wi-Fi product can use any brand of access point
with any other brand of client hardware that is built to the Wi-Fi standard.

In other alternative embodiments, the communication betwgen the user's
physical electronic key and the playing device is not wireless. Rathgr, in one
alternative embodiment, the user's physical electronic key communicates the
activaﬁon code to the playing device via a transmission line such as a serial
cable that plugs into the key at one end and the playing device at the other end.
In another alternative embodiment, the key is a smart card or mégnetic card into
which the activation code is encoded, and the key is configured to physically fit
into a card reader slot on the playing device.

The above-described DRM method and system for implementing the
method are advantageous in that they afford the key holder with tremendous
versatility in copying and using encrypted digital content for personal use. At
the same time, the rights of the content provider are protected because only the
key holder with a key-enabled device can use the encrypted digital content. The
key holder can copy the encrypted digital content as many times as desired, but

can only play the encrypted digital content on a key-enabled device that is

enabled with the physical electronic key coded to decrypt the encrypted digital

content. Thus, the digital content, even when copied, remains persohal to the
key holder. Individuals other than the key holder cannot use the encrypted
digital content, even if they copy it, because both the original and copies of the
encrypted digital content are still encrypted and the individuals do not hold the
physical electronic key coded to decrypt the digital content. A

A core element of the present invention is the concept of a portable,
physical electronic key that is personal to a particular user. The physical key
represents a DRM. solution that fully addresses the needs of both consumers and
publishers of digital content. The physical key is permanently associated with a
user's digital'pontent library. At the time of content acquisition, the physical key

becomes permanently associated with the newly acquired content. The user is
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now "linked" to that acquired content. A user (e.g., individual or family) may
own as many physical keys as desired, but every piece of encrypted digital
content purchased is tied to one specific key. The user may duplicate or transfer
the acquired content to ény media or device for playback as many times as
desired, as long as the associated physical key is present. Thus, the present
invention guarantees that the acquired content is played only by the user who has
Iegitimately paid for it. The present invention gives consumers unprecedented »
freedoms and conveniences to use legitimately purchased content while still

fully protecting content providers' rights. _

Referring to FIG. 5, the present invention fully supports the use of "key-
secured" digital content 125 with all core content acquisition options and all core
playback options. The key-secured digital content 125 is encoded with a second
activation code associated with a first activation code stored on fhe user's-
physical electronic key. The core acquisition options include downloaded
content 120, store-bought content 122, and broadcast content 124. The core
playback options include stand-alone devices 126 and networked devices 128.
Each of these options are described in further detail below.: -

Referring to FIG. 6 generally, as already noted in FIGS. 1 through 4, a
primary application of the present invention is its use in the downloading-of
digital content fro% the Internet. A consumer shops a content distributor's
website and selects a piece of content they wish to purchase (music, movies,
software, E-books, etc.). The consumer then provides the web site with standard

on-line purchase information including the seleptibn's title and method of

. payment, as well as their physical electronic key information. Transparent to the

consumer, the distributor’s web site links to the key provider's web site and
transmits ihe physical key information for validation. The key provider's web
site then provides the distributor's web site with the information required to
prepare the acquired content for secure shipment to the consumer (or notification
that the physical key was invalid). The key provider's web site records the
transaction for later billing. Finally, the distributor's web site retrieves a copy of

the digital content from its library, permanently links it to the consumer’s
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physical key (by using the key's i-nform_ation to encrypt it), and transmits the
secured content to the consumer. The consumer is now free to duplicate the
content as often as desired, and to play the content on any key-enabled ‘playback
device.

Referring to the speciﬁés of FIG. 6, the process of implementing the core
acquisition option of downloaded digital content 120 (see FIG. 5) proceeds as
fc;lldws. At step 130, a receiver/decoder ciréuit 140 retrieves an account number
from a consumer's physical key (transponder) 142 over a secure RF link. At step
_13 1, the consumer enters such data as a password, purchase selection, and
method of payment via the consumer's pérsonal computer 144, Thé data is
transmitted to a content distributor's web site 146 from the consumer’s personal
computer 144. At step 132, the content distributor's web site 146 transmits the
account number and password to a key provider's web site 148. At step 133, the
key provider's web site 148 authenticates all data against its database 150 and, if -
authentic, returns such information as the account number, user label, number of
users, and software encryption key to the distributor's web site 146. If the data is
not.vah’d, the key provider's web site 148 sends a message to the distributor's
web site 146 indicating the same. A counter, used for the key provider's billing
purposes, is increfnented. At step 134, the distributor’s web site 146 pulls the
purchased content file from its database 152, encrypts it with the software
encryption key it received in step 133, and builds a final key-secured content file
that is then transmitted to the consumer's personal computer 144. Charges are
assessed based on the number of users, etc. and billed to the consumer aticording
to the method of payment. At step 135, invoices 154 are generated and sent to
content distributors by the key provider's wéb site 148 on a regular cycle.

Optionally, to enable content providers to offer sample content (e.g.,
limiting playback to the device on which the content was originally downloaded,
for a specified period of time) a special "enhanced" version of a receiver/decoder
circﬁit 140 can be produced. These enhanced receiver/decoder circuits
(primarily for PC's) would each include a unique identification number and

additional functionality enabling them to "talk" to a key provider's web site 148
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to acquire secured timing information. Sample content files may include the
following information (in their encrypted header section):
¢ identification number of enhanced receiver/decoder circuit used for
downloading and transmitted by the receiver/decoder circuit to the key
provider's web site at ihe time of content purchase;
e hour stamp (i.e., the hour in which the content was downloaded; and
o life hours (i.e., number of hours content remains valid, such as perpetual,
one hour, 24 hours, 48 hours, etc.).
The above information is used by an "enhanced” receiver/decoder circuit during
playback to determine whether a content file has "expired” or is attempting to
play on an unauthorized device (i.e., any device except the devicé on which the
content

was originally downloaded). This capability allows content distributor web sites

* to distribute limited-use samples with associated tiered-pricing models.

Referring to FIG. 7 generally, the present invention can be extended to
store-bought content. To fully integrate store-bought content into the present
invention, traditional store-bought content is modified in two ways. First, the
content is distributed in a copy protected format (e.g., using any valid copy
protection technology). Second, the content contains a unique content serial
code. The content serial code may be contained either directly in the digital
content or as a physical label. Each content serial code is designated by a
content distributor during manufacturing and stored in the key provider's
database. This database is later used to validate that each content serial code is
unique and used only a prescribed number of times. To a consumer, a content -
serial code on their newly purchased store-bought content represents a download
of a key-secured version of that content for free or a prescribed price. This kéy- |
secured copy provides the consumer with exactly the same advantages and
freedoms as any other key-secured content. From the consumer's standpoint, the
download process occurs exactly as any other standard key-secured content
download with the exception of how the payment is handled. The "payment" is

the content serial code. By providing all of the advantages of the present
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invention to consumers of legacy-capable store-bought content (by way of
"content serial code downloads"), the scheme provides the industry with the first
complete DRM solution.

Referring to the specifics of FIG. 7, the process of implementing the core
acquisition option of store-bought digital content 122 (see FIG. 5) prbceeds as
follows. Atstep 160, a receiver/decoder circuit 170 retrieves an account number
from a consumer's physical key (transponder) 172 over a secure RF link, and the'
consumer's personal computer 174 reads a content serial code from the store-
bought contéent 122. The store-bought content 122 contains the content serial
code that uniquely identifies the content. The format of the content serial code
may, for example, be PPPP.FFF.0123456789 where PPPP is a provider
identification, FFF is a facility identification, and the numbers répresent a
sequence number. The store-bought content 122.incorp0rates a copy protection
scheme such as Macrovision™, key2audio™, or SafeAudio™. Disc "copy flags"
(specified in SDMI standards) may also be set to further inhibit duplication
efforts. | |

At step 161, the consumer enters such data as a password and purchase

selection via the consumer's personal computer 174. The previously-read -

content serial code specifies that the method of payment is to a "content serial
code-credit” (i.e., there is typically no charge for this download because the
content serial code confirms that the download in process is of content that the
consumer has aﬁeady legitimately purchased). The data is transmitted to a
content distributor's web site 176 from the consumer's personal computer 174. At
step 162, the distributor's web site 176 transmits the content serial code, account .
number, and password to a key provider's web site 178. At step 163, the key
provider's web site 178 authenticates all data against its databases 180 and 182
and, if authentic, returns such information as the account number, user label,
number of users, software encryption key, and paid-flag (indicating the content
serial code has been validated) to the distributor's web site 176. The key
providgr's web site 178 now sets the paid-flag to disable any further downloads

and records the account number field in the content serial code database 182 for
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auditing purposes. If the data is not valid, the key provider's web site 178 sends

" a message to the distributor's web site 176 indicating the same. A counter, used

for the key provider's billing purposes, is incremented. Each entry in the content
serial code database 182 may include the following data fields: CDC #, pﬁid-
flag, and account number. At step 164, the distributor's web site 176 pulls the
content file from its database 184, encrypts it with the software encryption key it
received in step 163, and builds a final key-secured file that is then transmitted to
the consumer’s personal computer 174. No charge is typically assessed because

a valid content serial code serves as "payment" for the download. At step 165,

" invoices 186 are generated and sent to content distributors by the key provider's

web site 178 on a regular cycle. _

Referring to FIG. 8 generally, the present invention can be extended to
broadcast content. To fully integrate broadcast content into the present
invention, traditional bfoadcast content is only minimally modified. The
modification is that the broadcast content is transmitted in a copy protected
format (such as the DVD standard known as Content Scramble System (CSS)).
The remainder of the process is described below. A key-enabled recording
device, incorpofatin’g a unique identifier, receives copy-proiected broadcast
content. If only playback of the broadcast content is desired, basic decoding
(e.g., CSS) is performed and the broadcast content is sent on for playback. If the
consumer wishes to record the broadcast content, however, the recording device
performs additional steps prior to sending the broadcast content on for playback.
The recording device connects to the key provider's web site to validate the
recording device's internal identifier and the consumer’s physical key. If both
are valid, the recording device translates the broadcast content into a key-secured.

format by encoding it with the consumer's activation code, and then stores the

" key-secured content file, with its identifier permanently embedded within, for

later use. The end result is key-secured broadcast content that provides the
owner of the associated physical key all the freedoms and advantages of the

present invention. Although the content was originally broadcast, it cannot be
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illegally copied or distributed. The present invention can be applied to pay per
view offerings, as well as standard broadcast material.

Referring to the specifics of FIG. 8, the process of implementing the core
acquisition option of broadcast digital content 124 (see FIG. 5) proceeds as
follows. At step 180, a receiver/translator/recording device 190 receives
digitally broadcast content in copy-protected format from a source 192 such as
satellite, cable, Internet, or over-air. The broadcast content may be copy-
protected using a copy—prote_cfion technology such as an enhanced CSS scheme.
If a consumer wishes to only play (not record) the broadcast content, basic
decoding (e.g., CSS decoding) is performed and the broadcast content is passed
through to presentation device 194 for playback. The remaining steps below méy
be skipped.

' If, however, the consumer wishés to record the broadcast content, the
following additional steps are performed prior to sending the broadcast content
on for playback. Atstep 181, the receiver/translator/recording device 190
retrieves an account number from the consumer's physical key (transponder) 196
over a secure RF link. At step 182, the receiver/translator/recording device 190
transmits the 'accouﬁt number and its recorder serial code to a key provider's web
site 198. Each device 190 contains a recorder serial code that uniquely identifies
the device. The format of the recorder serial code may, for example, be
MMMM.FFF.0123456789 where MMMM is a manufacturer identification, FFF
is a facility identification, and the numbers represent a sequence number. At
step 183, the key provider's web site 198 authg:nticates the data against its
databases 200 and 202 and returns an "approved"” or "rejected” response. A
counter, used for the key brovider’s billing purposes, is incremented. At step
184, if a "rejected” response is received, the broadcast content cannot be
recorded. If an "approved" response is received, the
receiver/translator/recording device 190 translates the decoded content into a
key-secured format by encoding it with the consumer’s activation code, and
records the key-secured content, with the recorder serial code permanently

embedded within, to a storage device (that can optionally be an external device).

21

954



WO 2005/086802 PCT/US2005/007535

10

20

25

30

rights.

The broadcast content can now be copied to and played back on any key-enabled
playback device. At step 185, invoices 199 are generated and sent to content
distributors by the key provider's web site 198 on a regular cycle. While
providing excellent additional security and protections, steps 182 and 183 are not
mandatory for the present invention to function with broadcast content. It may

be desirable, for cost purposes, to produce receiver/translator/recording devices

" 190 not capable of communicating with the key provider's web site 198.

Referring to FIGS. 9a and 9b generally, having acquired key-secured

digital content and produced copies for playback on various devices such as a

portable CD player, personal computer, home theater, etc., a consumer is now

ready to use the digital content. Playback of key-secured content occurs as

follows. A key-enabled playback device transparently reads information from a

consumer's physical key and from the content file the consumer has requested to

play. The pieces of information are then compared to validate that the physical

~ key "matches” the content to be played. If the elements match, the device begins

playback of the content. If the elements do not match, the device will not play
the content and, depending upon the device's éapabi]ities, may display an
"invalid content" message. From a consumer's point of view, when used with
legitimately-acquired content, the process is entirely transparent, effortless, and -
non-intrusive. The consumer is free to use their content on any key-enabled
playback device, with the only restriction being that the content can be played
only when the assoéiated physical key is present. As noted above, the present
invention gives consumers unprecedented freedoms and conveniences to use

legitimately purchased content whilé still fully protecting content providers'

Referring to the specifics of FIGS. 9a and 9b, the process of

implementing the core playback option of stand-alone devices 126 (see FIG. 5)

‘proceeds as follows. At'step 210, a consumer reqhests playback of a key-

secured content file via a playback device 220. The playback device 220 may,
for example, be the consumer's personal computer (FIG. 9a) or a stereo amplifier

(FIG. 9b) with integrated compact disc reader/player. At step 211, a
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receiver/decoder circuit 222 searéhes for a physical key (transponder) 224. The
circuit 222 may be a separate component from the playback device 220 as in

FIG. 9a or integrated into the playbaék device 220 as in FIG. 9b. If the physical

“key is not found, the playback device 220 displays an "invalid content” message.

If the physical key is found, the receiver/decoder circuit 222 retrieves all
available information from the physical key 224 over a secure RF link. At step
212, the user iabels in the physical key 224 and the key-secured content file ‘are‘
compared. If the user labels do not match, the playback device 220 displays an
"invalid" message. If the user labels do match, the receiver/decoder circuit 222
retrieves the software decryption key from the physical key 224 over the secure
RF link between the physical key 224 and the playback device 220 and begins
decryption of the encrypted portion of key-secured file. When the account
number is decrypted, it is matched against the account number retrieved from the
physical key 224. If the account numbers do not match, the playback device 220

displays an "invalid content” message. If the account numbers do match; the

 software decryption key is used by the playback device 220 to decrypt remaining

data in the key-secured file for playback. The user label and the account number
in the physical key serve asa first activation code, and the user label and the
account number in the content file serve as a second activation code. These .
activation codes must match (or have some other predetermined association) in
order for playback to proceed. '

‘Referring to FIG. 10 generally, while stand-alone playback devices (e.g.,
CD players, PCs, DVD players, etc.) are currently the norm, the convergence of
these devices and the Internet will lead to an environment where centralized
digital distribution systems proliferate. Security of content in these
environments is critical yet challenging to accomplish without imposing great
restrictions. The present invention can provide security to a centralized digital
distribution system and, in addition, offers many important enhancements that
greatly increase the convenience and usability of such a system. These
enhancements include integration of the physical key into a portable handheld

computer which then doubles as the system remote. [n addition to controlling all
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networked components, the remote is used for tasks such as purchasing content
from the Internet, and tracking the movement of a user throughout a facility to
provide automatic "content following" (i.e., where content playback follows the
user from room to room). The centralized nature of the digital content
distribution system means that only one storage device is required to maintain a
consumer's entire digital content library (e.g., music, movies, software, E-books,
etc.) and to feed that content to any networked playback device.

Referring to the specifics of FIG. 10, there is shown a centralized digital
content distribution system for implementing the core playback option of
networked devices 128 (see FIG. 5). The systeﬁ‘n is used in an establishment .
such as a residence or entertainment facility. The system includes a digital
content server 310, a distribution hub 312, a plurality of remote clients 314, and
a portable remote control 316. The digital content server 310 stores digital
content acquired from a source 318 such as satellite, cable, Internet, or over-air.
In additibn, the digital content server 310 may store digital content uploaded

from a standard component 324. The plurality of remote clients 314 are located

_in different rooms of the establishment and linked to the digital content server

310 via the distribution hub 312 or switch. The remote clients 314 are linked to
the distribution hub 312 by a backbone transmission network 315. The
backbone transmission network 315 may be wireless or wired with fiber optic

cables, coaxial cabbles, or twisted pair cables, may efnploy a networking protocol

‘such as Ethemet, Wi-Fi, Arcnet, or ATM (Asynchronous Transfer Mode), and

may employ a communications protocol such as TCP/IP. Each remote client 314
includes a network intérface card (NIC) for interfacing with the backbone
trmsﬁission network 315.

The remote control 316 is adapted to communicate with each of the
remote clients 314 and select the digital content stored in the digital content
server 310. The remote control 316 is essentially a personal digital assistant -
(i.e., hand-held computer) including a display and added remote control

circuitry. The display may, for example, be a liquid crystal display (LCD). The
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added rembtc control circuitry includes "system remote" circuitry and "universal
remote"” circuitry.

The "system remote" circ'uitry_ in the remote control 316 is for
establishing a first wireless transmission link 320 with each of the remote clients
314. The first wireless transmission link 320 may be a secure radio link (RF) as
shown or an infrared link (IR). Upon establishing the first wireless transmission
link 320 with one of the remote clients 314, the remote control 316 serves as a
system remote capable of (1) displaying, scanning, and selecting the digital
content available on the digital content server 310 and downloading the selected
digital content from the digital content server 310 to the linked remote client 314
and (2) controlling the digital content server 310 to acquire or download digital
content from a source 318 such as satellite, cable, Inteme't, or over-air. As used
herein, the term "download" and similar variations thereof (e.g., downloaded,
downloading, etc.) is intended to cover the transfer of content from one device to
areceiving device whether the content is stored on the receiving device or
merely "streamed" to the receiving device for immediate ~playback. The/remote
contrél 316 preferably includes a display for displaying the digital content. The
display may, for example, be a liquid crystal display (LCD). As a user holding
the remote control 316 moves from room to room of the establishment, the
remote control 316 successively establishes wireless transmission links 320 with
the remote clients 314 in the respective rooms. In this way, the digital content
available on the digital content server 310 follows the user‘s-movément from
room to room.

- In a preferred embodiment, the first wireless transmission link 320 is a
secure radio link established by matching transceivers in the rerﬁote control 316
and each remote client 314. The matching transceivers are preferably small,
inexpensive Bluetooth™ radio chips that operate in the unlicensed ISM band at
2.4 GHz and avoid interference from other signals by hopping to a new
frequency after transmitting or receiving a packet. The radio chips are integrated
into the respective remote ‘control 316 and each remote client 314, which can

then communicate over short distances and through obstacles by means of radio
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waves. Wireless technologies other than Bluetooth, such as Wi-Fi, may be used
to communicate remote control signals between the remote control 316 and each
remote client 314,

The "universal remote” circuitry in the remote control 316 is for
establishing a second wireless transmission link 322 with standard components
324 connected to the remote clients 314. The second wireless transmission link
322 is preferably an infrared link (IR) as shown. Upon establishing the second
wireless transmission link 322 with one of the standard components 324, the
remote control 316 series as a universal rémotc capable of operating the standard
component 324. The standard component 324 may, for -example, be an audio
receiver (stereo amplifier), an audiovisual receiver, a video monitor (television),
etc. The standard components 324 may be physically separate from, but linked
to, the respective remote clients 314 or may be physically integrated into the
respective remote clients 314 like integrated device 324¢. A

The digital content stored on the digital content server 310 may be
formatted as a compact disc (CD), digital video disc (DVD), MP3, electronic
book, software, etc. When the remote control 316 is linked to one of the remote
clients 314, a user may scan and select digital content to be downloaded from the
digital content server 310 to the remote client 314 and converted by the remote
client 314 to a standard playable format (e.g., analog format) that can be played
on the associated standard component 324. The selected digital content is
downloaded from the digital content server 310 to the remote client 314 as raw
digital data packets. The remote client 314, in turn, converts the downloaded
digital content to a standard component output(s) compatible with a standard
component 324 comectéd to the remote client 314, and the standard component
324 plays the digital content. Ports may, for example, include S-Video, RCA
jacks, serial ports, Universal Serial Bué, Ethemnet, Wi-Fi, Firewire™, Bluetooth,
RF, or other similar outputs. The standard component 324 incorporates, or is
linked to, audio speakers for broadcasting any audio signals received from the
remote client 314 and a video monitor for displaying‘ any video signals received

from the remote client 314.
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All content is stored on the digital content server 310 digitally, and is
key-secured if obtained via the download or broadcast acquisition options of
FIGS. 6 and 8. If the digital content is key-secured, the plurality of remote
clients 314 include decryption circuitry (i.e., receiver/decoder circuit) for
unlocking the digital content. The digital content selected for download from the .
digital content server 310 to a remote client 314 preferably remains encrypted
until converted to a standard component output(s) in the remote client 314. The
remote client 314 acts as a converter between key-secured digital content from
the digital content server 310 and the standard component output(s). To decrypt
the selected digital content, the remote control 316 contains a physical key
initially acquired from a key provider in accordance with the present invention.
The digital content is initially acquired from a content provider 326 that ma;ks
the digital content with an activation code associated with the physical key. The
decryption circuitry in the remote client 314 receives an activation code from the
remote control 316 via the wireless transmission link 320 and is enabled to
unlock and convert the digital content to a playable format if the activation code
in the remote control 316 is associated with the activation code in the digital
content. If the activation code in the remote control 316 is not associated with
the activation code in the digital content, the remote client 314 will not unlock -
and convert the digital content.

In an alternative einbodiment, the remote clients 314 are eliminated and
the standard components 324 are linked directly to standard component outputs
of the distribution hub 312 by the backbone transmission network 315. In this
case, the distribution hub 312 serves as a switch, and the digital content server
310 contains the decryption circuitry for unlocking the digital content. As the
digital content is decrypted, it is converted to a playable format and fed to the
distribution switch 312 for delivery to the appropriate standard component 324.
The decryption circuitry in the digital content server 310 receives the activation
code from the remote control 316 and is only enabled to unlock and convert the
digital content to a playable format if the activation code in the remote control

316 is associated with the activation code in the digital content.
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Instead of decrypting the digital content so that it can be played, the
digital content may be downloaded (or "passed through”) in its encrypted format
to a storage device such as a media burner 324a or computer hard disk 324b for
storage thereon. When a user ultimately desires to play the stored digital content
on a media player, the media player must contain the decryption circuitry for
unlocking the digital content. After unlocking the digital content, the media
player converts the unlocked digital content to a playable format and plays the
digital content. The decryption circuitry in the hedia player receives the
activation code from the remote control 316 or physical key with the same
activation code. The media player is only enabled to ‘unlock and convert the
digital content to a playable format if the activation code in the remote control
316 or physical key is associated with the activation code in the digital content.

A In addition to downloading selected digital content from the digital
cdntent_ server 310 to the remote clients 314, data (e.g., MP3, CD, DVD,
software, etc.) from the standard components 324 can be uploaded to the digital
content server 310 and stored digitally thereon. This allows for storage of legacy .
content on the digital content server 310.

Reférring to FIG. 11 generally, a digital contentA security system and
method protects computers from unauthorized use and protects the digital
content stored on computers from being wrongfully accessed, copying, and/or
distributed. The basic components of the Personal Digital Key Digital Content
Security System (PDK-DCSS) are (1) a standard hard drive device 330, with the

. addition of a PDK Receiver/Decoder Circuit (PDK-RDC) 332 integrated into the

controller 334, and (2) a PDK-Key 336 associated with_ the PDK-RDC as
described above. The standard computer hard dnive 330 incorporates the
integrated PDK-RDC 332 for the purpose of enabling multiple methods of
securing digital content. Hard drives 330 incorporating a PDK-RDC 332 are
referred to herein as PDK hard drives. While the PDK-DCSS diagrams show the
PDK-RDC 332 as being integrated with the hard drive's controller 334, all OS-
level protections described below can be implemented using externally-based
PDK-RDCs.
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A PDK hard drive 330 is similar to any standard, currently available hard
drive with the exception of the PDK-RDC 332 (which is integrated into the
drive's controller circuit 334). A PDK-RDC 332 is an integrated circuit able to
process PDK-Key information, as well as encrypt/decrypt PDK-compliant digital
content. Additionally, this circuit 332 is able to secure the hard drive 330 itself.
This is implemented by the circuit 332 enabling or disabling the hard drive's:
controller 334 depending on whether an associated PDK-Key 336 (one which is
uniquely and permanently associated with the PDK hard drive 330) is present.
Each PDK hard drive 330 would typically be delivered with its own PDK-Key
336, '

Secure RF communications between a PDK-Key 336 and its associated
hard drive 330 occurs in the same manner as described above. It should be noted
that software drivers can optionally be designed to allow for dynamic key
assignment (assigning of keys after purchase to enable key swapping, or
aissigning of individual keys to multiple devices).

The PDK-Key and RDC technology is utilized to provide two categories
of protection: -

1) Hard drive access control - where an entire drive 330 is either
completely accessible (unlocked) or inaccessible (locked), and/br individual data
sectors or clusters of data sectors are optionally encrypted/decrypted, depending
on whether the specific PDK-Key 336 associated (and shipped) with the drive
330 is within range. This category of protection can be accomplished
transparently to the operating system (OS) responsible for managing the drive.

2) OS-level independent file protection - where the drive's RDC 332
functions independently of the drive 330 .to protect individual files (typicalfy
copyrighted material) from wrongful copying. In this role, the RDC 332 works
with any PDK-Key 336 (not just the one delivered with the drive 330) and ény
PDK-compliant file (they do not have to be stored on or associated with the hard
drive 330). This category of protection requires an OS-level software driver be

run under the OS responsible for maxiaging the drive.
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By utilizing these two categories of protection in various ways, four
unique levels of content protection are enabled. Two of the levels (Drive-Level
and Sector-Level) do not require external software support, while the remaining
two (File-Level and Network-Level) require software drivers, as well as a stand-
alone application for Network-Level implementations. Each of the four levels is
defined below.

Referring to FIGS. 12 and 13 for Drive-Level protection, when
implemented, a PDK hard drive 330 will only function when the associated
PDK-Key 336 is within range. The drive's controller 334 is disabled whenever

the PDK-Key 336 is not present. The contents of files stored on the drive 330

are not encrypted. The Drive-Level protection feature is designed to protect the
hard drive's owner by locking access to the PDK hard drive 330 whenever the
associated PDK-Key 336 is not present (i.e. when the owner momentarily steps
away from the computer, if the computer is stolen, etc.). '
Referring to FIGS. 12 and 13 for Sector-Level protection, when enéb]ed,
every sector (or cluster of sectors) read or written is encrypted/decrypted by the .
RDC 332 using the drive's associated PDK-Key 336. Because the encryption'is
performed at Sector-Level as opposed to File-Level, the encoding can be
accomplished without requiring any changes, involvement, or achowledgeﬁent :
of the OS responsible for managing the drive. The Sector-Level protection
feature is designed to further protect the hérd drive's owner (beyond Drive-Level
protection) by encrypting the contenfs of the files stored on the drive, without
requiring any soﬁware modifications (OS, application, etc.). The security
advantage is that if the drive access is in some way defeated, the contents of files
on the drive are still protected. It should be noted that if users retrieve files from
drive and purposely transfer them anywhere else (via email, memory sticks,
etc.), the data will no longer be protected. Drive-Level protection and Sector-
Level protection may be used individually or in combination. Also, as noted .
above, it should be understood that Sector-Level protection may be applied to

individual data sectors or clusters of data sectors.
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" FIG. 13 illustrates the logic executed by the RDC 332 for implementing -
Drive-Level protection and Sector-Level protection. The logic ensures OS-level
commands (save entire ﬁie, read entire file, etc.) are given adequate time to
complete. This enables implementation of logic without requiring OS changes,
involvement, or acknowledgement. '

-Referring to FIG. 14 for File-Level protection, implemented as an OS-
level software driver utilizing the PDK-RDC 332 integrated in the PDK hard
drive 330, File-Level protection provides standard PDK digital rights
management services and functionality as described ébove. As needed, the
driver instructs the RDC 332 to acquire PDK-Key informzlltion, validate the key-
to-file match, and use the key's information to perform actual
encryption/decryption of the file (as a whole, not at the sector level). In the
illustrated example, the file ABC 338 ‘(which can reside on any storage device, in
memory, etc.) is compared to any PDK-Key 336 within range of the PDK-RDC
332. If a match is found, the PDK-RDC 332 will decrypt the .ﬁle 338 for use
with whatever playback mechanism placed the request. Any PDK-Key 336 can
be utilized, not just the key 336 associated with the PDK hard drive 330. When
employed for File-Level protection (and Network-Level protection as described
below), the PDK-RDC 332 functions independently of the hard drive 330 in
which it resides. While PDK-compliant files it encrypts or decrypts may reside
on the resident hard drive 330 and may be associated with the drive's PDK-Key
336, they do not have to be. The PDK-RDC 332 can work with other PDK-Keys
and files residing on other mediums. When used in this manner, the PDK-RDC .
332 can be thought of as just coincidently residing within the hard drive 330.

For File-Level and Network-Level protection, the RDC 332 may be
implemented as a separate circuit board (not integrated within the hard drive
330) and still provide identical functionality.

The primary use of File-Level protection is to secure and protect private
or copyrighted material from wrbngful copying and distribution. Because copies
of any PDK-compliant files can only be accessed when the associated PDK-Key

is present, File-Level protection enables copies (interided for use by the holder of .
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the associated key) to be produced effortlessly and securely. In addition to the
distribution of copyrighted content such as music and fnovies as described
above, software dev‘elopers can distnibute their software products via the Internet
with the same ease and security. Software distributed in this manner would
allow the legal recipient to méke unlimited copies (for backup pdrposes. use on a
home computer, etc:), yet the copieS would only function when the associated
key is present, preventing unauthorized copies from being wrongfully distributed
and used.

The File-Level protection feature is designed to protect publishers of
private or copyrighted material. Users can protect any file By converting it to
PDK-complfant format; however, security of document files can be
compromised by key holders not wishing to maintain the file's integrity.
Because, while a Microsoft Word document (as an example) may be stored in
the PDK-compliant protected format, once opened the contents could be cut and.
pasted into another application (e.g., an email program) thereby defeating the ‘
protection. Therefore the use of File-Level protection for use with documents is
only applicable for entrusted recipients (individuals desiring to protect the
content of which they are in possession). Non-document files, however, are not
subject to thése limitations.

Referring to FIG. 15 for Network-Level protection, File-Level Protection
can be expanded to a network environment by employing a centralized software
application / database called a PDK Document Controller (DC) 340 ruing on a
server 342. A DC 340 enables the creation of Groups 342 that list which PDK-
Keys 344 are allowed access to files in specific directories. All files stored in
directories controlled by the DC 340 are automatically encrypted using the DC
administrator's PDK-Key and thereby become PDK-compliant files. This
process places all files stored in the DC 340 in a uniformly encfypted format.

Each user request for a file residing in a directory listed in a DC Group

" 342 results in the following steps. An RDC located in the requester's

workstation 346 acquires information from the user's PDK-Key 344 and relays

that information to the DC 340. The DC then enables appropriate access as
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defined by the DC's Group database information. Specifically, the DC 340
performing a lookup of the requester’s PDK-Key 344 in the appropriate Group's
tables. If the DC 340 determines that the PDK-Key 344 is listed in a Group 342

that also lists the directory containing the file the user wishes to access,.the DC

340 knows that a valid PDK-Key 344 was used in the file request and grants
access. The requested file is first decrypted with the administrator's PDK-Key,
re-encrypted with the requester's PDK-Key 344, and then downloaded to the

user's workstation 346. The foregoing process mirrors the process employed

when using PDK to download digital media files from the Internet.
The Network-Level protection feature is designed to protect publishers of
private or copyrighted material. Users can protect any file by converting it to

PDK-compliant format; however, security of document files can be

compromised by key holders not wishing to maintain the file's integrity.

Because, while a Microsoft Word document (as an example) may be stored in

the PDK-compliant protected format, once opened the contents could be cut and
paste into another application (e.g., an email program) thereby defeating the
protection. Therefore, the use of File-Level protection for use with documents is
only applicable for entrusted recipients (individuals desiring to protect the
content of which they are in possession). Non-document files, however, are not
subject to these limitations. The system is well suited for establishing
centralized databases of secure documents intcndeﬂ for distribution to entrusted
recipients such as personnel in a law firm or medical facility.

While the present invention has been described with reference to one or
more particular embodiments, those skilled in the art will recognize that many
changes may be made thereto wi_thout departing from the spirit and scope of the
present invention. A number of enhancements and variations can be
implemented/utilized that effectively broaden the PDK technology's scope and
utility. These enhancements and alternative embodiments are summarized
below.

Integration of RDCs into Alternative Storage Devices. This

embodiment involves integrating RDCs into alternative storage mechanisms
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beyond those of basic hard drives. These storage mechanisms include pure
RAM/ROM-based storage commonly included/used in devices such as PDAs,
cell phones, printer, copiers, faxes, scanners, MP3 players, GPS systems, digital
cameras, computer motherboards, and DVR players, as well as portable storage
devices such as Memory Sticks, Secure Digital memory cards, or any similar
such product, in which case the RDC is either directly installed on the device, or
integrated into the device in which the memory cards/sticks are inserted.

When an RDC is utilized in this manner, File-Level and Network-Level

security function in the same manner as that described above for PDK hard

“drives. Drive-Level and Sector-Level security function in the same logical

manner as that described for hard drives, but the physiéal implementation varies

so as to control the bus structure that provides the communications path between

the storage mechanisms and their hosting devices. As with PDK hard drives, - on
access to the storage is enabled/disabled by interrupting the communications

path, signaling to the hosting device that the storage is either "ready"” or "busy,"

effectively enabling/disabling the device itself. To save batteries, RDCs used in

‘this manner may only check for the presence of the associated PDK-Key on

some periodic basis (versus every read or write sequence). And similar to PDK
hard drives, Sector-Level security can be optionally utilized to encrypt/decrypt
data traveling over the bus prior to writes and after reads to provide PDK's

standard Sector-

.Level data encoding functionality.

As when utilized in PDK hard drives, the PDK's security features provide
the same convenient, non-intrusive, wireless security mechanism for the above-
defined devices. This security mechanism protects any data stored on such
devices in the event they are ever stolen, left unattended, or even purposely
"disabled" to prevent access to sensitive content (i.e. preventing minors from
accessing adult files, websites, etc.). When the associated PDK-Key(s) ié not
present, these devices and their storage means are locked and disabled.

Dyn5mic PDK-Key Management. Utilizing dynamic PDK-Key
management, PDK-Keys can be assigned to an RDC (whether integrated into a
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PDK hara drive or some other hosting device, or implemented indepcndeﬁtly) by
a user (versus requiring such assignment at time of production). This capability
is accomplished by including the required logic within the RDC's intenal .
firmware (versus using an extemally-based software driver to supply such
capability).

Using 'thié capability, a user can optiona]ly assign any PDK—Key to act as
the RDC's master key (the first key assigned to the device). Then by.involving
this master key (to prove the original "owner's" validation of the process), the
user can assign (or remove) additional keys to the PDK-device. The general
benefits of this feature include:

o The ability for the individual possessing the master key to create backup
keys (to be stored and later retrieved in the event the master is ever lost),
and to allow other users (those possessing additional keys) to also access
their PDK device(s). )

o The option to ship PDK-RDCs (in any configuration, host devibces, etc.)
without any PDK-Keys. And to allow such devices containing these
RDCs (such as PDK hard drives) to optionally function with all or part of

_ the PDK-technology never enabled or utilized. For instance, a user may
elect to not enable Drive-Level and Sector-Level security features, but
still utilize the functionalities of File-Level and Network-Level security.

- o Giving users the option to purchase and associate a PDK-Keyat a later
time, or importantly, assign a PDK-Key they already utilize for another
PDK-based device. This allows a user to utilize a single PDK-Key to
provide access to all their PDK-based devices.

This built-in (firmware-based) PDK-Key configuration/management capability
greatly enhances PDK's overall flexibility and ease of setup/use.

Independent RDC configuration. While ihtegrating an RDC into a hard

drive offers numerous benefits, RDCs may exist separately from hard drive

- mechanisms. In this configuration (as previously defined) an RDC's physical

circuitry may exist in the form of a PC Card, a PC expansion board that plugs

into a standard PC cxpansion slot, a USB-based plug-in board. or any other
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similar design able to interface with a hosting device. Used in this manner,
RDC:s provide all previously defined functionalities with the exception of basic
hard drive access-control.

Buffer Flush & Notification Software Driver. This enhancement
involves using a simple software device driver to recqgnize when a PDK-Key is
out of range (by "watching" for signals from the RDC), and when such a
condition is detected to flush (empty) the host system's "read" buffer (effectively
clearing any data the system may have been cached in internal memory in order
to speed data access), and display a simple‘ message indicating the PDK-Key is
in/out of range. This optional mechanism can be utilized with gny.RDC
configuration and on any PDK-protected device.

Each of these embodiments and obvious variations thereof is
contemplated as falling within the spirit and scope of the clai;ned invention,

which is set fort in the following claims.
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CLAIMS:

10.°

11.

12.

PCT/US2005/007535

A system comprising: a personal digital key and a computer readable
medium that is accessible when authenticated by the personal digital

key.

- The system of claim 1, further comprising a reader/decoder circuit

wherein the personal digital key is a tangible object, capable of
wireless communication with the reader/decoder circuit.

The system of claim 2 further comprising a computer.with a
computer h_ard drive, wherein the reader/decoder circuit is located in
the computer hard drive. '

The system of claim 2 fﬁrther comprising a swipe unit, wherein the

reader/decoder circuit is located in the swipe unit.

. The system of claim 1, further comprising a second personal digital

key wherein the second digital key also authenticates a user
attempting to access the computer readable medium.

The system of claim 1 wherein the personal digital key ié a tangible
article. - ‘ _

The sysiem o_f claim 3, wheréin the readgr/decoaer circuit is

integrated with the computer.

The system of claim 3, wherein the computer comprises a personal

digital key hard drive.

The system of claim 3, wherein the computer further comprises a
reader/decoder circuit card.

The system of claim 3 wherein data from the personal digital key
transfers and receives data through a secure RF port on the computer.
The system of claim 3 wherein the computer transmits and receives
data from a provider through an Internet connection. |

The system of claim 3, further comprising a database wherein the
database includes an account identifier and a personal digital key
identifier. .
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13.  The system of claim 3 wherein data transmitted by the personal
diéital key to the computer is authenticated by personal digital key
data stored in the database.

14.  The system of claim 4 wherein the swipe unit transfers and receives

S data from a provider through an Internet connection.

15.  The system of claim 4 wherein wherein data transmitted by the
personal digital key to the reader is authenticated by personal digital -
key data stored in the database.

16. A method for securing computer readable media from unauthorized

10 " access, comprising: , _
Providing a tangible, personal digital key to a user, wherein the
personal digital key is stores information unique to the user;
and, ’
Authenticating the user if the information relayed from the
15 ‘ personal digital key matches identification data separately
| provided.

17. The méthod of claim 16, wherein the identification data is data from a
credit card. »

18.  The method of claim 16 wherein the personal digital key transmits

20 the unique information through a wireless link.
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The technical features mentioned in the abstract do not include a reference sign between parentheses (PCT Rule 8.1(d)).
NEW ABSTRACT

A Personal Digital Key Digital Content Security System (PDK-DCSS) is used to protect computers from unauthorized use and
protect the digital content (110) stored on computers from being wrongfully accessed, copied, and/or distributed. The basic
components of the PDK-DCSS are 1) a standard hard drive device (108), with the addition of a PDK Receiver/Decoder Circuit
(PDK-RDC) optionally integrated into the hard drive's controller, and 2) a PDK-Key associated with the PDK-RDC. The PDK-
Key and RDC technology is utilized to provide two categories of protection: 1) hard drive (108) access control for providing
Drive-Level and Sector-Level protection and 2) operating systemrlevel independent file protection for providing File-Level and
Network-Level protection.
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1. This opinion contains indications relating to the following items:

Box No. I Basis of the opinion

X

Box No. II Priority
Box No. III Non-establishment of opinion with regard to novelty, inventive step and industrial applicability
Box No. IV Lack of unity of-invention

Box No. V- Reasoned statement under Rule 43bis . 1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

Box No. VI Certain documents cited
Box No. VII ° Certain defects in the international application

Box No. VI  Certain observations on the international application

000 XOd

2. FURTHER ACTION
If a demand for international preliminary examination is made, this opinion will be considered to be a written opinion of the

International Preliminary Examining Authority ("IPEA") except that this does not apply where the applicant chooses an
Authority other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.1bis (b)

that written opinions of this International Searching Authority will not be so considered. ‘ 0 l/\D ‘7 b 7 ,D 5

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant g’mvited to submit to the
IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 Months from the date of
mailing of Form PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later.

For further options, see Form PCT/ISA/220.

3. For further details, see notes to Form PCT/ISA/220.

Nams and mailing address of the ISA/ US Authorized officer 0, 2, 200 2 2~
Mail Stop PCT, Attn: ISA/US . ’
Commissioner for Patents Gilberto on
P.O. Box 1450
Alexandria, Virginia 22313-1450 Telephone No. 703-305-3900
Facsimile No. (703)305-3230

Form PCT/ISA/237 (cover sheet) (January 2004)
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INTERNATIONAL SEARCHING AUTHORITY PCT/US04/38124

Box No. I Basis of this opinion

1. With regard to the language, this opinion has been established on the basis of the interpational application in the language in which
it was filed, unless otherwise indicated under this item.

D This opinion has been established on the basis of a translation from the original language into the following language .
which is the language of a translation furnished for the purposes of international search (under Rules 12.3 and 23.1(b))-

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and necessary to the
claimed invention, this opinion has been established on the basis of: i

a. type of material
L—_] a sequence listing
I:] table(s) related to the sequence listing

b. format of material

D in written format

D in computer readable form

c. time of filing/furnishing
[] contained in international application as filed.

D filed together with the international application in computer readable form.

D furnished subsequently to this Authority for the purposes of search.

3. D In addition, in the case that more than one version or copy of a sequence ﬁsﬁﬁg and/or table relating thereto has been
filed or furnished, the required statements that the information in the subsequent or additional copies is identical to that in
the application as filed or does not go beyond the application as filed, as appropriate, were furnished.

4. Additional comments:

Form PCT/ISA/237(Box No. I) (Jammary 2004)
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International ayplicati;)n No.
PCT/US04/38124

Box No. V Reasoned statement under Rule 43 bis.1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

1. Statement

Novelty (N)

Inventive step (IS)

Industrial applicability (IA)

Claims
Claims

Claims
Claims

Claims
Claims

1-20 YES
NONE NO
5,6, 15 and 16 YES
1-4, 7-14 and 17-20 NO
1-20 YES
NONE NO

2. Citations and explanations:
Please See Contimiation Sheet

Form PCT/ISA/237 (Box No. V) (Jammary 2004)

997




b E

International application No.

WRITTEN OPINION OF THE PCT/US04/38124
INTERNATIONAL SEARCHING AUTHORITY

Supplemental Box
In case the space in any of the preceding boxes is not sufficient.

V. 2. Citations and Explanations:
Claims 1, 2, 4, 7-12, 14, 17-20lacks an inventive step under PCT Article 33(3) as being obvious over Wiser et al (6, 385, 596 B1) in
view of Paget (The security behind Secure Extranets, Enterprise System Journal, 14, 12, 74, December 1999).

As per claims 1, 2, 4, 7-12, 14 and 17-20 Wiser et al (6, 385, 596 Bl) teach a method, system of securing a bard drive (see fig.1b,
blocks 106, 120 and 130; col.4, lines 3-13) of a computer, comprising: detecting a key with a receiver/decoder circuit associated with
the hard drive; validating the detected key with the receiver/decoder circuit; and permitting access to the bard drive or a portion
thereof with the receiver/decoder circuit if the detected key is validated (see col.3, lines 5-10; col.4, lines 15-18 where the passport
corresponds to Applicant's key; col.4, lines 12-27, 51-67; col.5, lines 11-17; col.8, lines 46-56 where decryption process is being
done and where the decoding or decrypting circuit is inherent part of the system in order to do the decoding and decryption; Also see
the entire reference for more detail);wherein the receiver/decoder circuit resides in the computer (see fig.9b-13 and associated text);
wherein the validating step includes determining whether or not the detected key is associated with the hard drive (see fig.1b and
associated text; col.3, lines 37-39; col.5, lines 11- 17; col.18, lines 66-67 and col. 19, lines 1-25); wherein digital content read from or
written to the bard drive is decrypted or encrypted by the receiver/decoder circuit using the key associated with the bard drive in order
to provide sector-level protection (see cal.6, lines 4-65; fig.9b and associated text where the storing corresponds to applicant's write
and retrieving media files corresponds to applicant's read); wherein the key associated with the hard drive is ipitially delivered with
the hard drive (see fig.2-4 and associated text); wherein the storage medium is a hard drive of a computer, and the receiver/decoder
circuit resides in the computer (see fig.1b; 2 and associated text); wherein a software driver in the computer's operating system -
instructs the receiver/decoder circuit to perform the detecting, validating, and decrypting steps (see abstract; col.3-4); wherein the
validating step includes determining whether or pot the detected key is associated with the file (fig. 1b, 2 and associated text; col.3-4).
but do not explicitly disclose the key is a physical, portable key. However Paget (The security behind Secure Extranets, Enterprise
System Journal, 14, 12, 74, December 1999) disclose the key is a physical portable key (see the entire reference pages with close
attention to where the passport and digital certificate that contains the key are installed on a smart card on the second page where
examiner considers such smart card as corresponding to Applicant's physical, portable key). It would have been obvious to one of
ordinary skilled in the art at the time the invention was made to utilize Paget's portable key such as the smart card in Wiser's secure
access to on-line music files on the storage (hard disk) in order to extends extranet access and authority to users based on their roles
and business privileges, while ensuring confidentiality and integrity of the data users send, receive and access.

Claims 3 and 13 lacks an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the immediately
preceding paragraph and further in view of Hasegawa (6,632,992 B2).

As per claims 3 and 13 Wiser et al (6, 385, 596 B1) in view of Paget (The security behind Secure Extranets, Enterprise System
Journal, 14, 12, 74, December 1999) teach all limitation of the method, system of claims 1, 9, 17 and 22 as applied above but do not
explicilly disclose wireless communication. However Hasegawa (6,632,992 B2) wireless comnunication (see col.3, lines 22-39). It
wauld have been obvious to one of ordinary skilled in the art at the time the invention was made to utilize Hasegawa's wireless
communication in Wiser's secure access to on-line music files on the storage (bard disk) in view of Paget’s portable key such as the
smart card in order to extends extranet access and authority to users based on their roles and business privileges, while ensuring
confideptiality and integrity of the data users send, receive and access without the use of wires or cables.

Form PCT/ISA/237 (Supplemental Box) (Jaouary 2004)
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INTERNATIONAL SEARCHING AUTHORITY )

Supplemental Box
In case the space in any of the preceding boxes is not sufficient.

Claims 5, 6, 15 and 16 meets the criteria set out in PCT Article 33(2)~(3), because the prior art does not teach or fairly suggest
disabling of the storage or bard-disk in case of non validation of the physical key.

Form PCT/ISA/237 (Supplemental Box) (Jamuary 2004)
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

To: . ap g AR & - gy
WASIF H. QURESHI PC T EENWIGK % WEST
FENWICK & WEST LLP

SILICON VALLEY CENTER NOTIFICATION OF TRANSMITTAL OF

801 CALIFORNIA STREET THE INTERNATIONAL SEARCH REPORT AND
MOUNTAIN VIEW. CA 94041 THE WRITTEN OPINION OF THE INTERNATIONAL

SEARCHING AUTHORITY, OR THE DECLARATION

(PCT Rule 44.1) . e
1 :LL%LPL'T‘
Date of mailing e

(day/month/year)
Applicant’s or agent’s file reference
PROXE-72586 FOR FURTHER ACTION See paragraphs | and 4 below
International application No. Intemational filing date
PCT/US05/43447 (day‘month/year) 30 November 2005 (30.11.2005)

Applicant
PROXENSE. LLC

1. IZI The applicant is hereby notified that the international search report and the written opinion of the International Searching Authority
have been established and are transmitied herewith.

Filing of amendments and statement under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the international application (see Rule 46):

Wher  The time limit for filing such amendments is normally two months from the date of transmittal of the international
+ arch report.

Where? Directly to the International Bureau of WIPQO, 34 chemin des Colombettes
1211 Ge v 200 Switzerland, Facsimile No.: (41-22) 338.82.70.

For more detailed instructicons, see the notes on the accompanying sheet.

2. D The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

3. I:l With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

\:I the protest together with the decision thereon has been transmitted to the International Bureau together with the applicant’s
request to forward the texts of both the protest and the decision thereon to the designated Offices.

no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

4. Reminders
Shortly after the expiration of 18 months from the priority date, the international application will be published by the International
Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international application, or of the
priority claim, must reach the International Bureau as provided in Rules 90bis.1 and 90bis.3, respectively, before the completion of the
technical preparations for international publication.
The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an international
preliminary examination report has been or is to be established. These comments would also be made available to the public but not
before the expiration of 30 months from the priority date.
Within 19 menths from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority date
(in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed acts for
entry into the national phase before those designated Offices.

In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19 months.

See the Annex to Form PCT/IB/301 and, for details about the applicable time hmlts Office bv Office, see the PCT Applicant's Guide,
Volume II, National Chapters and the WIPO Internet site.

Name and mailing address of the ISA/ US A/ufhorized offic [
Mail Stop PCT, Attn: ISA/US

Commissioner for Patents James Trammel
P.O. Box 1450
Alexandria, Virginia 22313-1450 Telephone No. (571) 272-3600
Facsimile No. (§71) 273-3201
Form PCT/ISA/220 (January 2004) (See notes on accompanying sheet)
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

To:

WASIF H. QURESHI - P C T

FENWICK & WEST LLP
SILICON VALLEY CENTER

NOTIFICATION OF TRANSMITTAL OF

201 CALIFORNIA STREET THE INTERNATIONAL SEARCH REPORT AND
MOUNTAIN VIEW. CA 94041 THE WRITTEN OPINION OF THE INTERNATIONAL

SEARCHING AUTHORITY, OR THE DECLARATION
(PCT Rule 44.1)

camonnrear 22 FEB 2007

Applicant’s or agent’s file reference

PROXE-72586 FOR FURTHER ACTION See paragraphs | and 4 below
International application No. International filing date

PCT/US05/43447 (day/month/year) 30 November 2005 (30.11.2005)

Applicant

PROXENSE, LLC

& The applicant is hereby notified that the international search report and the written opinion of the International Searching Authority

have been established and are transmitted herewith.

Filing of amendments and statement under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the international application (see Rule 46):

When? The time fimit for filing such amendments is normally two months from the date of transmittal of the international
search report.

Where? Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Facsimile No.: (41-22) 338.82.70.

For more detailed instructions, sce the notes on the accompanying sheet.

The applicant is hereby nofified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

D With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

I:l the protest together with the decision thereon has been transmitted to the International Bureau together with the applicant’s
request to forward the texts of both the protest and the decision thereon to the designated Offices.

no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

Reminders

Shortly after the expiration of 18 months from the priority date, the international application will be published by the International
Burcau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international application, or of the
priority claim, must reach the Intemational Burcau as provided in Rules 904is.1 and 90bis.3, respectively, before the completion of the
technical preparations for international publication.

The applicant may submit comments on an informal basis on the writien opinion of the International Searching Authority to the
International Burcau. The International Bureau will send a copy of such comments to all designated Offices unless an intemational
preliminary examination report has been or is to be established. These comments would also be made available to the public but not
before the expiration of 30 months from the priority date.

Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority date
(in some Offices even tater); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed acts for
entry into the national phase before those designated Offices.

In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19 months.

See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant’s Guide,

Volume II, National Chapters and the WIPO Internet site. /\ /
Name and mailing address of the ISA/ US Apthorized offic ) ’
Mail Stop PCT, Attn: ISA/US
Commissioner for Patents James Trammel ~—
P.O. Box 1450
Alexandria, Virginia 22313-1450 é Te]ephone No. (571) 272-3600

Facsimile No. (571) 273-3201

Form PCT/ISA/220 (January 2004)
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT
(PCT Article 18 and Rules 43 and 44)

Applicant’s or agent’s file reference FOR FURTHER see Form PCT/ISA/220

PROXE-72586 ACTION as well as, where applicable, item 5 below.

International application No. International filing date (day/month/year) (Earliest) Priority Date (day/month/year)
PCT/US05/43447 30 November 2005 (30.11.2005) 01 December 2004 (01.12.2004)
Applicant

PROXENSE, LLC

This international search report has been prepared by this International Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmitied to the International Bureau.

This international search report consists of a total of sheets.

It is also accompanied by a copy of each prior art document cited in this report.

1. Basis of the Report
a. With %ard to the language, the international search was carried out on the basis of:

the international application in the language in which it was filed.

I:' a translation of the international application into , which is the language
of a translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b))

b. I:I With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. .
2. I:I Certain claims were found unsearchable (Sce Box No. II)

3. [:I Unity of invention is lacking (See Box No. III)
4, With regard to the title,

the text is approved as submitted by the applicant.
I:I the text has been established by this Authority to read as follows:

s. With regard to the abstract,
the text is approved as submitted by the applicant.

D the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box No. IV. The applicant
may, within one month from the date of mailing of this international search report, submit comments to this Authority.

6.  With regard to the drawings,
a. the figure of the drawings to be published with the abstract is Figure No. 1

as suggested by the applicant.
I___l as selected by this Authority, because the applicant failed to suggest a figure.
D as selected by this Authority, because this figure better characterizes the invention.
b. [:I none of the figures is to be published with the abstract.

Form PCT/ISA/210 (first sheet) (April 2005)
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INTERNATIONAL SEARCH REPORT

International application No.

PCT/US05/43447

A. CLASSIFICATION OF SUBJECT MATTER
IPC:

USPC: 705/59

G06Q 99/060( 2006.01); HO4K 1/00( 2006.01);HO4L 9/00( 2006.01)

According to International Patent Classification (IPC) or to both national classification and [PC

B. FIELDS SEARCHED

U.S. :705/59

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable. search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category *

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X US 2002/0109580 Al (SHREVE ET AL.) 15 AUGUST 2002 (15.08.2002) PARAGRAPKS 1-55
0001 TO 0007.

X US 2002/0073042 A1 (MARIITZEN ET AL.) 13 JUNE 2002 (13.06.2002) PARAGRAPHS 1-55
0001-0005.

X US 5,991,749 A (MORRILL, JR) 23 NOVEMBER 1999 (23.11.1999), COLUMN 1 LINE 3- 1-55
58.

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents:

“A™  document defining the general state of the art which is not considered to be of
particular relevance

“E™  earlier appli blished on or after the international filing date

PP

or patent p

“L™  document which may throw doubts on priority claim(s) or which is cited to
establish the publication date of another citation or other special reason (as
specified)

“Q”  document referring to an oral disclosure, use, exhibition or other means

“P”  document published prior ta the international filing date but later than the
priority date claimed

T later document published after the international filing date or priority
date and not in conflict with the application but cited to understand the
principle or theory underlying the invention

X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive step
when the document is taken alone

YT document of particular relcvance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

& document member of the same patent family

Date of the actual completion of the international search
14 November 2006 (14.11.2006)

Date of mailing of the international search report

" R2FE

Name and mailing address of the ISA/US
Mail Stop PCT, Attn: ISA/US
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

Facsimile No. (571) 273-3201

Auythorized officer QC /

Telephone No. (571) 272-3600

es Trammel

Form PCT/ISA/210 (second sheet) (April 2005)
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PATENT COOPERATION TREATY

From the -
INTERNATIONAL SEARCHING AUTHORITY

To:

WASIF H. QURESHI
FENWICK & WEST LLP
SILICON VALLEY CENTER
801 CALIFORNIA STREET
MOUNTAIN VIEW, CA 94041

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 434is.1)

Date of mailing

(day/month/year) 22 F EB 2&[]7

Applicant’s or agent’s file reference

FOR FURTHER ACTION
See paragraph 2 below

PROXE-72586
International application No. International filing date (day/month/year) Priority date (day/month/vear)
PCT/USQ5/43447 30 November 2005 (30.11.2005) 01 December 2004 (01.12.2004)

USPC:  705/59

International Patent Classification (IPC) or both national classification and IPC

IPC: G06Q 99/00( 2006.01);HO4 K 1/00;HO4 L 9/ 00

Applicant
PROXENSE, LLC

@ Box No. |

I:' Box No. II Priority

Basis of the opinion

Box No. VI Certain documents cited

[
D Box No. IV Lack of unity of invention
X
[

.FURTHER ACTION

N

For further options, see Form PCT/ISA/220.

3. For further details, see notes to Form PCT/ISA/220.

1. This opinion contains indications relating to the following items:

Box No. 111 Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. V Reasoned statement under Rule 435bis.1(a)(i} with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

D Box No. VII Certain defects in the international application

I:l Box No. VIII  Certain observations on the international application

If a demand for international preliminary examination is made, this opinion will be considered to be a written opinion of the
International Preliminary Examining Authority ("IPEA") except that this does not apply where the applicant chooses an
Authority other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.1b6is(b)
that written opinions of this International Searching Authority will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to submit to the
IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months from the date of mailing
of Form PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later.

Name and mailing address of the ISA/ US
Mail Stop PCT, Attn: ISA/US
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

Facsimile No. (571) 273-3201

//s\. /'/"
Date of completion of this opinion | Authorized ofﬁcw/
15 November 2006 (15.1 1.200%/ James Tramme .

Telephone No. (571) 272-3600

Form PCT/ISA/237 (cover sheet) (April 2005)
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International application No.
WRITTEN OPINION OF THE

INTERNATIONAL SEARCHING AUTHORITY PCT/US05/43447

Box No. I Basis of this opinion

1. With regard to the language, this opinion has been established on the basis of:
& the international application in the language in which it was filed

l:l a translation of the international application into , which is the language of a translation furnished for the purposes of
international search (Rules 12.3(a) and 23.1(b)).

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and necessary to the claimed
invention, this opinion has been established on the basis of’

a. type of material
D a sequence listing

D table(s) related to the sequence listing

b. format of material
[ onpaper

D in electronic form

c. time of filing/furnishing
EI contained in the international application as filed.
D filed together with the international application in electronic form.

D furnished subsequently to this Authority for the purposes of search.

3. I:] In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relating thereto has been filed
or furnished, the required statements that the information in the subsequent or additional copies is identical to that in the
application as filed or does not go beyond the application as filed, as appropriate, were furnished.

4. Additional comments:

Form PCT/ISA/237(Box No. I) (April 2005)
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International application No.
WRITTEN OPINION OF THE PCT/US05/43447

INTERNATIONAL SEARCHING AUTHORITY

Box No. V Reasoned statement under Rule 43 bis.1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Claims NONE YES
Claims 1-55 NO
Inventive step (IS) Claims NONE YES
Claims 1-55 NO
Industrial applicability (1A) Claims 1-55 YES
Claims NONE NO

2. Citations and explanations:

paragraphs 0001-0006, discloses conducting e-commerce transactions across wireless devices.

paragraphs 0001-0007 discloses remote keyless entry devices for granting access to secure domains.

Claims 1-55 lack novelty under PCT Article 33(2) as being anticipated by Morrill, Jr (US 5,991,749 A). Morrill, in at least column 1,
lines 25-58 discloses a system for collecting funds by passing within a proximity of a wireless computing and transactional device.

Claims 1-55 lack novelty under PCT Article 33(2) as being anticipated by Maritzen et al. (US 2002/0073042 Al). Maritzen, in at least

Claims 1-55 lack novelty under PCT Article 33(2) as being anticipated by Shreve et al. (US 2002/0109580 A1). Shreve, in at least

Form PCT/ISA/237 (Box No. V) (April 2005)
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From the INTERNATIONAL SEARCHING AUTHORITY

To: PCT senwion s viest

JOHN T. MCNELIS

gil"mwol;‘%i YEE‘S[TC%N?I'ER NOTIFICATION OF TRANSMITTAL OF
201 CALIFORNIA STREET THE INTERNATIONAL SEARCH REPORT AND
THE WRITTEN OPINION OF THE INTERNATIONAL

MOUNTAIN VIEW, CA 94041
SEARCHING AUTHORITY, OR THE DECLARATION

(PCT Rule 44.1)

Date of mailing []7
(day/month/year) 0 1 N‘ AR 20

Applicant’s or agent’s file reference

1]%)62 PCT g FOR FURTHER ACTION See paragraphs 1 and 4 below

International application No. International filing date

PCT/US05/46843 (day/month/year) 20 December 2005 (20.12.2005)

Applicant

PROXENSE, LLC

1. E The applicant is hereby notified that the  srnational search report and the written opinion of the International Searching Authority
have been established and ore transmit ~ herewith.

Filing of dments and stat t under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the international application (see Rule 46):

When? The time limit for filing such amendments is normally two months from the date of transmittal of the international
search report.

Where? Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Facsimile No.: (41-22) 338.82.70.

For more detailed instructions, see the notes on the accompanying sheet.

2. D The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

3. |:| ‘With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

D the protest together with the decision thereon has been transmitted to the International Bureau together with the applicant’s
request to forward the texts of both the protest and the decision thereon to the designated Offices.

no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

4. Reminders
Shortly after the expiration of 18 months from the priority date, the international application will be published by the International
Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international application, or of the priority
claim, must reach the International Bureau as provided in Rules 90bis.1 and 90bis.3, respectively, before the completion of the technical
preparations for international publication.
The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an international
preliminary examination report has been or is to be established. These comments would also be made available to the public but not
before the expiration of 30 months from the priority date.
Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority date (in
some Offices even later); otherwise, the applicant must, within 20 meonths from the priority date, perform the prescribed acts for entry
into the national phase before those designated Offices.
In respect of other designated Offices, the time limit of 30 meonths (or later) will apply even if no demand is filed within 19 months.

See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant’s Guide,
Volume II, National Chapters and the WIPO Internet site.

Name and mailing address of the ISA/ US Authorized officer
Mail Stop PCT, Attn: ISA/US
Commissioner for Patents Emmanue]l Moise

P.O.Box 1450
Alexandria, Virginia 22313-1450 Telephone No. (571)-305-3900

Facsimile No. (571) 273-3201
Form PCT/ISA/220 (January 2004) (See notes on accompanying sheet)
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

o PCT

JOHN T. MCNELIS

gmﬁ‘il& WEf(T CIéLP . NOTIFICATION OF TRANSMITTAL OF
o1 G ALIFOALLERNIA STRENEIET THE INTERNATIONAL SEARCH REPORT AND
THE WRITTEN OPINION OF THE INTERNATIONAL

MOUNTAIN VIEW, CA 94041
SEARCHING AUTHORITY, OR THE DECLARATION

(PCT Rule 44.1)

Date of mailin
(day/month/yefr) 0 1 MAR 20 07
Applicant’s or agent’s file reference
11062 PCT FOR FURTHER ACTION See paragraphs 1 and 4 below
International application No. International filing date
PCT/US05/46843 (day/month/year) 20 December 2005 (20.12.2005)
Applicant

PROXENSE, LL.C

1. @ The applicant is hereby notified that the international search report and the written opinion of the International Searching Authority
have been established and are transmitted herewith.
Filing of amendments and statement under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the international application (see Rule 46):

When? The time limit for filing such amendments is normally two months from the date of transmittal of the international
search report.

Where? Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Facsimile No.: (41-22) 338.82.70.

For more detailed instructions, see the notes on the accompanying sheet.

2. l:] The applicant is hereby notitied that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

3. I:I With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

I___] the protest together with the decision thereon has been transmitted to the International Bureau together with the applicant’s
request to forward the texts of both the protest and the decision thereon to the designated Offices.

no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

4. Reminders
Shortly after the expiration of 18 months from the priority date, the international application will be published by the International
Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international application, or of the priority
claim, must reach the International Bureau as provided in Rules 905bis.1 and 90bis.3, respectively, before the completion of the technical
preparations for international publication.
The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an intermational
preliminary examination report has been or is to be established. These comments would also be made available to the public but not
before the expiration of 30 months from the priority date.
‘Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority date (in
some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed acts for entry
into the national phase before those designated Offices.
In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19 months.

See the Annex to Formn PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant’s Guide,
Volume II, National Chapters and the WIPO Internet site.

Name and mailing address of the ISA/ US Authorized officer
Mail Stop PCT, Attn: ISA/US
Commissioner for Patents Emunanuel Moise

P.O.Box 1450
Alexandria, Virginia 22313-1450 Telephone No. (571)-305-3900
Facsimile No. (571) 273-3201
Form PCT/ISA/220 (January 2004) (See notes on accompanying sheet)
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