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Trials(@uspto. gov Paper 12
§71-272-7822 Date: February 28, 2022

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

SAMSUNG ELECTRONICS AMERICA, INC,,
Petitioner,

V.

PROXENSE, LLC,
Patent Owner.

[PR2021-01447
Patent 9,298,905 B1

Before KEVIN F. TURNER, JUSTINT. ARBES, and
DAVID C. McKONE, Administrative Patent Judges.

TURNER, dAdministrative Patent Judge.

DECISION
Denying Institution of /nier Parfes Review
IZUSC §314
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IPR2021-01447
Patent 9,298,905 B1

I, INTRODUCTION
A.  Background and Summary

Petitioner Samsung Electronics America, Inc. filed a Petition (Paper 1,
“Pet.”) requesting infer partes review of claims 1-12 of U.S. Patent
No. 9,298,905 B1 (Ex 1001, “the "905 Patent”) pursuant to 35 U.S.C.

§ 311(a). Patent Owner Proxense, LLC filed a Prelimmary Response
{Paper 10, “Prelim. Resp.” ) pursuantto 35 U.8.C. § 313,

Pursuantto 35 U.8.C. § 314(a), the Director may not authorize an
inter partes review unless the mformation m the petition and preliminary
response “shows that there 1s a reasonable hkelihood that the petitioner
would prevail with respect to at least 1 of the clams challenged in the
petition.” See 37 C.F.R. § 42.4(a) (“The Board mstitutes the trial on behalf
of the Director.”). Forthe reasons that follow, we do not mstitute an infer

partes Teview.

B. Related Matiers
The parties indicate that the 905 Patent 1s the subject of Proxense,
LLC v, Samsung Electronics Co., Lid. ,Case No. 6:21-cv-00210(W.D. Tex )
{“the district court case™). See Pet. 3; Paper 5, 1. Petitioner also filed
petitions challenging claims of other patents asserted m the district court
case: Cases IPR2021-01438, IPR2021-01439, IPR2021-01444, and
IPR2021-01448,
. The 905 Patent
The 905 Patent discloses systems for “authentication responsive to
biometric verification of a user being authenticated,” using “a persistent
storage to persistently store{] a code such as a device entifier (ID)and

biometric data for a user m a tamper-resistant format.” Ex 1001, 1:65-67.
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The "9035 Patent states that “[cJonventional user authentication techniques,”
such as requirmg mput of a password, were deficient because they
“require[d] the user to memorize or otherwise keep track of the credentials™
and “it can be quite difficult to keep track of themall™ /d at 1:.28-37.
Other techniques, such as “provid[ing] the user with an access object . . . that
the user can present to obtam access,” were madequate because
“authentication merely proves that the access object tself s vahid; it does
not verity that the legitimate user s using the access object.” /d. at 1:.38-46.
According to the “905 Patent, there was a need in the art for a system for
“verifying a user that 1s being authenticated that does not suffer from [such]
hmitations”™ and “ease[s] authentications by wirelessly providing an
wlentification of theuser.”™ /d. at 1:.55-58.

Figure 2 of the "905 Patent s reproduced below.

Biometris Kay 1088

Biometeic Portion Contrel
i tid Muodivie (o9
Erwotment | | watdaton bl
Mmﬂf;ie Modufe BF Conwnunication
42 s Module

= PEN
Persisient

Btorage
za i
FIG. 2

Figure 2 1s a block diagram of the functional modules of a biometric key.
Ex 1001,3:30-33,4:42-43. Enrollment module 222 registers a user with
biometric key 100 by persistently stormg biometric data associated with the
user (e.g., a digital 1mage of the retma, fingerprint, or voice sample) m
persistent storage 226. /d. at 4.67--5:23. Enrollment module 222 registers
biometric key 100 with a trusted authority by providmg a code, such as a

device [D, to the trusted authority or, alternatively, the trusted authority can
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provide a code to biometric key 100. /d. at 5:3-7. Thecode1s stored m
persistent storage 226. /d. at 5:24-26. “Persistent storage 226 1s itself, and
stores data m, a tamper-proof format to prevent any changes to the stored
data.” /d. at5:31--33. “Tamper-proofing increases rehability of
authentication because it does not allow any changes to biometric data{ie.,
allows reads of stored data, but not writes to store new data or modify
existing data).” /d. at5:33-36. Ina fingerprint embodiment, vahdation
module 224 uses scan pad 120 (shown m Figure 1) to capture scan data from
the user’s fingerprint and compares the scanned data to the stored tmgerprint
to determine whether the scanned data matches the stored data. /d at 5:8-
12.

The mteraction of biometric key 100 with other system components is

Hlustrated mn Figure 3, reproduced below.

Applicatiaon
provla]

Biomatric Koy g Assthaniioation
108 T Module
ch hhae

-3

3;?2

S

o

Trusted Key
Bgathority
228

FIG. 3

Figure 3 1s “a block diagram dlustrating a system for providing

authentication mformation for a biometrically verified user.” Ex 1001,
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3:33-35. Authentication module 310 1s coupled to biometric key 100 via
ling 311 (a wireless medium) and with trusted key authority 320 via line 312
(a secure data network such as the Internet). /d. at5:67-6:7. Authentication
module 310 requires the device 1D code (indicating successful biometric
vertfication) from biometric key 100 before allowing the user to access
apphcation 330. /d. at 6:10-13. Authentication module 310 provides the
device [D code from biometric key 100 to trusted key authority 320 to verity
that 1t belongs to a legitimate key. /d at 6:13-19; see also id. 6:39-45("In
one embodiment, trusted key authority 320 verifies thata code froma
biometric key 18 legitimate. To do so, the trusted key authority 320 stores a
list of codes for legitimate biometric keys. . . . In one embodiment, trusted
key authority 320 can alko store a profile associated with a biometric key.”).
Authentication module 310 then sends a message to application 330 to allow
the user access to the application responsive to a successful authentication
by trusted key authority 320. /d at 6:17-19.

“Application 330 can be, for example, a casino machine, a keyless
lock, a garage door opener, an ATM machme, a hard drive, computer
software, a web site, a file, a financial account . . . and the bike.” Ex 1001,
6:21-26. Trusted key authority 320 can be operated by an agent, suchas “a
government official, a notary, and/or an employee of a third party which
operates the trusted key authority, or another form of witness.” fd. at 7:.33-
36. “The agent can follow standardized procedures such as requiring

identification based on a state issued driver hicense, or a federally issued
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D filustrative Claim

Challenged claims 1 and 9 of the *905 Patentare independent. Clamms
2-8 and 10-12 depend directly or indirectly from claim 1, although the
language of certain clamms suggests that the Patentee may have intended
certam claims to have different dependencies. See Pet. 34 (takmg no
position regarding potential indefintteness due to the dependencies). Claims
13-18 also 1ssued with the "905 Patent, but are not challenged.

Clamm 1 recttes {with letter designations used n the Petition (Pet. v)
to refer to the various hmiutations):

1. A method comprising:

| A] persistently storing biometric data of a legitimate user
and an ID code on an mtegrated device;

[B] responsive o receiving a request for a biometric
verification of a user, receiving, from a biometric sensor, scan
data from a biometric scan performed by the biometric sensor;

[C] comparmg the scan data to the biometric data to
determme whether the scan data matches the biometric data;

(D] responsive to a determination that the scan data
matches the biometric data, wirelessly sending the 1D code for
comparison by a third-party trusted authority against one or more
previously registered ID codes mamntamed by the thiwd-party
trusted authority; and

[E] responsive to receiving an access message from the
third-party trusted authonty-indicating that the third-party
trusted authority successfully authenticated the 1D code,
allowing the user to complete a fimancial transaction.

Ex 1001, 10:11-28,

6
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b, Asserted Grounds of Unpatentability
Petitioner asserts the followmg grounds of unpatentability (Pet. 5),
supported by the declaration of Dr. Andrew Wolfe (Ex. 1003} in support of

its contentions:

1.3-10,12 103(a)!
2, 1 103(a) Scott, Lapsley, Robinson®
1,3-7,9,10,12 103(a) Rerard?®, Shreve®, Kinoshita’

! The Leahy-Smith America Invents Act, Pub. L. No. 112-29, 125 Stat. 284
(2011 ("AIA™), amended 35 U.S.C. § 103, Because the challenged claims
of the 905 Patent have an effecuive filing date before the etfective date of
the applicable ATA amendment, we refer to the pre-AlA version of
35U.8.C. § 103, SeeEx 1001, codes(22), (60).

* International Patent Apphication Publication No. W0 99/56429, published
Nov. 4, 1999 (Ex 1003, “Scott”); when referencing portions of Scott, we
refer to the oniginal publication’s page numbers in the top-center of each
page (not the page numbers added by Petitioner i the lower-right corner of
each page), consistent with the parties” usage in thew papers.

3 US Patent Application Publication No. 2001/0000535 A1, published

Apr. 26,2001 (Ex. 1007, “Lapsley”).

+US Patent Application Publication No. 2003/0177102 A1, published

Sept. 18,2003 (Ex. 1008, “Robmson™).

S US Patent No. 7,239,226 B2, filed July 9, 2002, 1ssued July 3, 2007

(Ex 1010, “Berardi”).

® US Patent Application Publication No. 2002/0109580 A1, published

Aug. 15,2002 (Ex. 1012, “Shreve™).

7 S Patent Application Publication No. 2003/0055792 A1, published

Mar. 20, 2003 (Ex 1013, “Kimoshita™).

7
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. ANALYSIS
A, Discretionary Denial Under 35 US.C. § 314(a)

Institution of infer partes review 18 discretionary. See Harmonic Inc.
v. Avid Tech., inc.,815F 3d 1356, 1367 (Fed. Cir. 2016)(“[TThe PTO1s
permitted, but never compelled, to nstitute an [infer partes review (IPR)]
proceedmg 7} 35 U.S.C. §314(a) ("The Director may not authorize an mter
partes review to be mstituted unless the Director determines that the
mformation presented m the petition filed under section 311 and any
response filed under section 313 shows that there 1 a reasonable likelhood
that the petitioner would prevail with respect to at least 1 of the claims
challenged i the petition.” (emphasis added)). Inthe Prehmmary Response,
Patent Owner argues that we should exercise our discretion to deny the
Petition i view of the district court case, where Petitioner previously
asserted that we should not exercise our discretion to deny mstitution,
Prelim. Resp. 4-6; Pet. 1319, Weneed notdecide this issue, however, as
we determinge that Petitioner has not shown a reasonable ikelthood that #

would prevail with respect to at least one of the challenged clamms.

B. Legal Standards

A claim is unpatentable for obviousness if, to one of ordinary skill in
the pertment art, “the ditferences between the subject matier sought to be
patented and the prior art are such that the subject matter as a whole would
have been obvious at the time the mvention was made.” KSR ntl Co. v,
Teleflex fnc., 550U.8. 398, 406 (2007} (quoting 35 U.S.C. § 103(a) (2006)).
The question of obviousness s resolved on the basis of underlying factual
determmations, including “the scope and content ot the prior art™;

“differences between the prior art and the claims at issue”™; and “the level of

1485



IPR2021-01447
Patent 9,298,905 B1

ordmnary skill m the pertmentart.” Grahamv. John Deere Co.,383U.5. 1,
17-18(1966). Additionally, secondary considerations, such as “commercial
success, long felt but unsolved needs, fatlure of others, ete., might be utilized
to give hight to the circumstances surrounding the origin of the subject
matter sought to be patented. Asmndicia of obviousness or nonobviousness,
these mquiries may have relevancy.” /d. When conducting an obviousness
analysis, we consider a prior art reference “not only for what 1t expressly
teaches, but also for what it fanly suggests.” Bradium Techs. LLCv. fancu,
923 F.3d 1032, 1049 (Fed. Cir. 2019) (citation omitted).

A patent claim “1s not proved obvious merely by demonstrating that
each of its ¢lements was, independently, known i the prior art.” KSR,
550 U.S. at418. An obviousness determination requires finding “both “that
a skilled artisan would have been motivated to combine the teachings of the
prior art references to achieve the claimed mvention, and that the skilled
artisan would have had a reasonable expectation of success in doing s0.7”
Intelligent Bio-Sys., inc. v. Hlumina Cambridee Lid. | 821F.3d 1359,
136768 (Fed. Cir. 2016) (citation omitted); see KSR, 550118, at 418
(for an obviousness analysis, “it can be important to identify a reason that
would have prompted a person of ordmary skill m the relevant field to
combine the elements m the way the claimed new invention does™).

“Although the KSR test s flexible, the Board ‘must still be careful not
to allow hindsight reconstruction of references . . . without any explanation
as to how or why the references would be combmed to produce the clammed
mvention.”” {riVascular, Inc. v. Samuels, 812 F.3d 1056, 1066 (Fed. Cir,
2016) (cntation omitted). Further, an assertion of obviousness “cannot be
sustamed by mere conclusory statements; instead, there must be some

articulated reasoning with some rational underpinning to support the legal
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conclusion of obviousness.” KSR, 550U.8. at418 {quoting /n re Kahn,

441 F.3d 977,988 (Fed. Cw. 2006)); accord In re NuVasive, Inc., 842 F 3d
1376, 1383 (Fed. Cir. 2016) (stating that “conclusory statements” amount to
an “msufficient articulation]] of motivation to combine”, “mstead, the
finding must be supported by a ‘reasoned explanation’ (citation omitted));
Inre Magnum Oil Tools int’l, Lid | 829F 3d 1364, 1380 (Fed. Cir. 2016)
{(“To satisfy its burden of proving obviousness, a petitioner cannot employ
mere conclusory statements. The petitioner must mstead articulate specific
reasonmg, based on evidence of record, to support the legal conclusion of

obviousness.”).

C. Level of Ordinary Skill in the Art

Petitioner argues that at the time of the "9035 Patent, a person of
ordinary skill i the art would have had “a bachelor’s degree in computer or
electrical engineering (or an equivalent degree) with at least three years of
experience in the field of encryption and security (or an equivalent).” Pet. 4.
Patent Owner does not address the level of ordmary skill i the art i s
Prelimmary Response. Based on the record presented, mcluding our review
of the “905 Patent and the types of problems and solutions described in the
8035 Patent and cited prior art, we adopt Petitioner’s definition of the level

of ordmary skill in the art and apply it for purposes of this Dectsion.

D Claim Interprefation
We interpret the challenged claims
using the same clam construction standard that would be used to
construe the clamm m a cwvil action under 35 U.S.C. 282(b),
ncluding construing the claim mn accordance with the ordinary
and customary meanmg of such claim as understood by one of

ordmary skill m the art and the prosecution history pertaming to
the patent.

10
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37 CF.R §42.100(b)(2021). “Indetermming the meaning of {a] disputed
claim lmitation, we look principally to the intrinsic evidence ofrecord,
examining the claim language itself, the written description, and the
prosecution history, if in evidence.” DePuy Spine, fnc. v. Medironic
Sofamor Danek, Inc. 469 F 3d 1005, 1014 (Fed. Cir. 2006). Claim terms
are generally given therr ordinary and customary meaning as would be
understood by a person of ordmary skill m the art at the time of the mvention
and in the context of the entire patent disclosure. Phillipsv. AWH Corp.
415F.3d 1303, 1313 (Fed. Cir. 2005} (en banc). “There are only two
exceptions to this general rule: 1) when a patentee sets out a definition and
acts as his own lexicographer, or 2) when the patentee disavows the full
scope of a clamm term either in the specification or durmg prosecution.”
Thornerv. Sony Comput. Entm’t Am. LLC, 669 F 3d 1362, 1365 (Fed. Crr.
2012).

Petitioner submits that no express mierpretations of any claim terms
are necessary to resolve the parties” dispute and “the claim terms should be
given their plain and ordinary meanmg.” Pet 7. Patent Owner identitfies
two claim terms, “third-party trusted authority” and “access message,” both
recited in independent clamms 1 and 9, that #t presents as being edifying,
based on Petitioner’s Opening Claim Construction Brief in the district court
case (Ex. 2001), and its own Responsive Clamm Construction Brief
(Ex. 2002). Prelim. Resp. 2-4.

Patent Owner points out that Petitioner argued m the district court
case that a “third-party” 1s “an entity with a responsibility separate from
executing the fransaction tself.” Prelm. Resp. 2 (quoting Ex. 2001, 7). In
the district court case, Petitoner argued that no construction of “third-party

trusted authority” was needed and “[t}he intrinsic evidence does not suggest

il
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a party or component numbered after a second party.” Ex 2001, 6-7. This
was i response to its articulation of Patent Owner’s position, namely, that a
“third-party trusted authority” 1s “[a} third component that provides a second
level of authentication.” /d at 6%

Petitioner further argued that “[djuring prosecution, the apphecant
explained a “user [ provimg] to the same mstitution that authenticates the
fingerprint information that the user is who he purports to be” does not
satisfy the “third party” mittation,” and “{t]he applicant emphasized the prior
art “discloseld] two parties: the user and the mstitution.”” Ex. 2001,7
{quoting remarks made by the applicant for a related patent accompanying
an amendment and addressing the same claim term) (alterations by
Petitioner). Petitioner argued that “the intrinsic evidence suggests ‘third
party’ relates to a spectfic class of entity occupying the aforementioned
particular relationship.” /d. Petitioner then pointed out that “the
[STpectfication [of the related patent] explams the agent for the trusted
authority “can be, for example, a government official, a notary, and/oran
emplovee of a third party which operates the trusted key authority, or
another form of witness.”” Id. According to Petitioner, “[tThis ‘witness’ role
further aligns with prosecution history where the applicant explained
‘sending a code to a recetver ot a door that the user is trying to access’ dogs
not satisfy the “third party” hmitation.” /d. (quoting an amendment in the

related patent file history).

® In its responsive brief, Patent Owner changed its position with respect to
the terms “third-party trusted authority” and “agent” to “[njo construction
needed” and stated that it “no longer seeks to submit thie] term{s] for
construction.” Hx 2002, 12. The district court did not construe the terms.
Ex 3001,

12
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Petitioner further offered expert testimony i the district court case to
support an argument that “{cjommon mdustry use of “trusted third party’
wdentifies “thwrd party’ as an entity with a responsibility separate from
James Nielson, Ph.D. (Ex. 2003 9% 70-74 ) and a book, CRYPTOGRAPHIC
LierarIES FOR DEVELOPERS). Dir. Nielson appears to best articulate the
distinction Petitioner was drawing between a third componentand a third
entity: “the | Sipecification, the prosecution history, and common mdustry
usage all suggest a ‘third party” refers to an entity outside of the transaction
or a witnegss thereto rather than a “third component.”™ Ex. 20039 74,

In hight of Petitioner’s arguments in the district court case, Patent
Owner contends that the parties “agree that a ‘third-party trusted authority’
1s an mstitution or entity that s outside of the multi-party system (userand
apphication or vendor) thatis bemg authenticated.” Prelim. Resp. 3.

We agree with Patent Owner. Theplain meaning of “third-party
trusted authority” suggests an entity or party separate from the principal
parties to a transaction. See, ¢.g., THE AMERICAN HERITAGE COLLEGE
DiCTioNARY 1433 (4th ed. 2004) (“third partyn. . .. 2. One other than the
principals mvolved i a transaction.”} (Ex. 3002).

This s consistent with the description in the Specification. For
example, Figure 3, reproduced above, depicts trusted key authority 320 as an
entity separate from biometric key 100, authentication module 310, and
apphcation 330. As the Specification states, “[tjrusted key authority 320 is a
third-party authority that is present in some embodiments in order to provide
enhanced security.” Ex 1001, 6:37-39. Examples of trusted key authorities
melude “a government official, a notary, and/or an emplovee of a third party

which operates the trusted key authority, or another form of witness.” /d. at

13
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7:33-36. Petitioner’s citations to the apphcant’s statement during
prosecution of the related patent also are consistent with a third-party trusted
authority being an entity separate from the principal parties to a transaction,
as 18 the declaration of Dr. Nielson. See Ex. 2001, 6-8; Ex. 2003 99 70-74.
Thus, we mterpret “third-party trusted authority” to mean a trusted authority
that 1s an entity separate from the parties o a transaction.

Clamm 1 also recites “responsive to receiving an access message from
the third-party trusted authority-indicating that the third-party trusted
authority successfully authenticated the 1D code,” with claim 9 providing a
similar recttation. Patent Owner argues that “{aln ‘access message’ must be
sent by the “third party trusted authority”” and the parties “agree that the
‘access message’ originates from the ‘thiod-party trusted authority” and
communicates information regarding authentication.” Prelim. Resp. 3-4
{citing Ex. 2001, 9). Given the express requirement m claims 1 and 9 that
the access message be received “from™ the third-party trusted authority, we
conclude that no further mterpretation of the “access message” limitations s
necessary.’

E. Obviousness Ground Based on Scott and Lapsley

Petitioner contends that claims 1, 3-10, and 12 are unpatentable over

argues that the Petition fails to demonstrate that the combination of

references teaches or suggests all elements of the challenged clams. Prelm.

? Petitioner argued in the district court case that the limitations mean
“Ir]eceiving a signal from the agent permitting a user to access an
application,” Patent Owner argued that no construction was necessary and
the phrases should be given thewr plain and ordinary meaning, and the district
court determined that no construction was necessary. Ex 3001, 3.

14
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Resp. 6-%. We are not persuaded that Petitioner has established a reasonable
hkebhood of prevailing on this asserted ground as to any of the challenged
claims. Webegn with short discussions of Scottand Lapsley, and discuss
Petitioner’s contentions and Patent Owner’s arguments thereafter,
1. Scott

Scott describes ““a portable personal identification device for
providing secure access to a host facility” in which the device “mcludes a
hiometric sensor system capable of sensing a biometric trait of a user that s
unigue to the user and provid{es] a biometric signal mdicative thereof”

Ex 1005, 2:5-8. Figure 1 of Scott, reproduced below, dlustrates an

example.
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Figure 1 1s a block diagram of security system 2 that provides access to host

facihty 4 (e.g, a bank, store, military base, computer system, automobile,

A registered person carries battery powered personal identification

device (PID) 6 (¢.g, similar in size to a hand-held pager), which includes

set m PID 6 by the manufacturer. Jd at11:11-13. Theownerof PID 6
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enrolls mto the unit by scanning a finger using biometric sensor 11 to create
an image that 1s stored as the fingerprint template in memory 20. /4 at
11:14-20, 15:30-16:6. PID 6 communicates wirelessly via transmission
signal 41 with host facihity 4. /d at12:14-16.

Host facihity 418 part of host system 30 (e.g, a bank ATM system or
point of sale system), which also includes host processmg unit 32. /d. at
11:31-12:2. “Host processing unit 32 may be located with host facility 4, or
may be located at a remote location, where it may also serve other host
facilities 4 m a distributed network 42,7 /4 at 12:3-5. “Memory 36 stores
1D codes of enrolled mdividuals who have registered with host system 30.”
Id at 12:6-7.

Figure 7 of Scott s reproduced below.

16
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Figure 7 15 a flow diagram of a method of accessing a host facility with a
personal identification device. /d at 10:13-14.

A user with PID 6 approaches host facility 4 (e.g, an ATM)and
transmits the 1D code to host receiver module 38, which passes it to host
processing unit 32, /d at 17:20-27 (steps 100-104). Host processmgunit
32 verifies that the received 1D code represents aregistered 1D code and, of
50, the account or user mformation 1s located. /d. at 17:27-30 (steps 106,
110). Host processing unit 32, via transmitter module 40, sends a random
number to P1D 6, m response to which P1D 6 performs a user verification.
Id at 18:1-4 (steps 112-118). PID 6 verifies the user’s fingerprint when the

user places ther finger on platen 15 of biometric sensor 11 by comparing the
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fingerprint signal to the stored fingerprint template. /d at 16:19-29 It
PID 6 successfully verifies the user’s fingerprit, PID 6 encrypts the random
number and sends it back to host processmg unit 32, which decrypts the
random number and verifies that # matches the random number it sent to
PID 6. /d at 18:5-14 (steps 120-126). Ifthe random number 1s a match,
host processing unit 32 grants the user access to host facihity 4. /d at 18:14—
15 {step 128).
2. Lapsiey

Lapsley describes “a system and method of using biometrics for
processmyg electronic financial transactions such as on-line debit, off-line
debit and credit transactions without requiring the user to directly use or
possess any man-made tokens such as debit or credit cards or checks.”
Ex 10079 2.

Figure 2 of Lapsley, reproduced below, dlustrates an example.

( ma ) ( A )
N T RN 104
N ag
L\ R / 202
203

Figure 2 1s a block diagram showmg the connections among Party
Identification Devices (P1As) 101, router 202, and Network Operations
Center (NOC) 203, /d. 947, Figure 2 15 m the context of a supermarket
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cham or other multi-lane retail cham with multiple PIAs 101 connected via
an in-store local area network to local router 202, which 1s connected to
NOC 203 via frame relay lines. /d. § 98, NOC 203 mcludes Data
Processing Center (DPC) 204, /d.

Each PIA 101 has a hardware identification code that 15 assigned to
and registered with DPC 204 at the time of manufacture, makmngthe PIA
uniquely dentifiable to DPC 204 in transmissions from the PLA. /d. 9 85,
161. An entity uses the PIA hardware identification code to dentify itself to
the DPC. /d §158.

Figure 7 of Lapsley is reproduced below.
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THIMELPARTY TRANSACTION
e IDENTICATOR PROCESSOR

| FORWARD PAYOR |
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Figure 7 is a flow diagram showing a transaction flow among the
participants m a retail pomt-of-sale transaction. /d ¥4 52, 166.

The customer/payororiginates an electronic paymentat a
pomt-of-sale by submitting a bid biometric sample obtamed by a biometric
sensor of the PIA controlled by a payee/seller. /d 4% 166167 (step 702).
The PIA determines that the sample is not fraudulent and sends the sample

to the DPC. /d §167. The payorentersa PIN code into the P1A, and the
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PIA transmits the biometric data, PIN, and hardware dentification code of
the PIAto the DPC. /d 9168 (step 720). The DPC identifies the payor
using the biometric sample, retrieves a list of financial accounts that the
payor has registered with the system, and transmits the list to the PIA. 74
{steps 706, 708). The DPCidentifies the payee usmg the PIA hardware
wdentification code. /d. 95 166, 168. The payor selects a financial account at
the PIA, and the PIA transmits the financial mformation to the payee’s
m-store payment system (e. g, pomt-of-sale termmal or electronic cash
register). /d 9 169-170. The in-store payment system authorizes the
transaction. {d. ¥ 170

3. Claim I

Petitioner argues that Scott and Lapsley collectively teachall of the
Imitations of claim 1. Pet 19-26. With respect to the preamble of claim 1,
Petitioner contends that Scott teaches a method of verifying a user during
authentication of an mtegrated device (1¢., PID 6). /d at 19,

With respect to imitation A, Petitioner argues that Scott teaches
persistently stormg “biometric data of a user” m memory 20 of PID 6 and
persistently stormg a plurality of codes and other data values mcluding an 1D
code that uniquely entifies PID 6, where the 1D code may be set by the
device manufacturer and can be the device serial number. Pet. 20-21 (citing
Ex 1005 4:1-18,6:28-7.23, 8:13-22, 1 1:11-20, 13:10-15, 15:30--16:6,
19:30--32),

With respect to lmtation B, Petitioner argues that Scott discloses
receving a request for a biometric verification of the user by pressing a
“verify” button on PID 6, and mn response to this request, PID 6 canrecewve

scan data from a biometric scan, such as a fingerprint scan from the user
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placing a finger on platen 13, a voice biometric scan, “or any othertype of
biometric scan.” Pet. 21-22 (citing Ex. 1005, 3:21-32, 16:19-29, Fig 4A).

With respect to mitation C, Petitioner argues that Scott discloses that
after receiving the biometric scan data, PID 6 compares the recetved
biometric scan data(e.g., voice, wis, or fingerprint biometric) to a stored
biometric template in order to venify the user’s identity. Pet. 22 (citing
Ex 1005, 15:30-16:29),

With respect to the first portion of limitation D, Petitioner rehes on
the teachings of Scott. Pet. 22-23. As to the hmitation of “responsiveto a
determmation that the scan data matches the biometric data, wirelessly
sendmng the ID code,” Petitioner contends that, m response to the comparison
discussed m connection with limitations B and C above, Scott’sPID 6
wirelessly transmits to host facility 4 “an encrypted message with {the] 1D
code and other data such as a synchronization counter.” /4. {citing Ex. 1005,
4:6-18,5:22-6:24, 6:28-7:23).

With respect to the second portion of hmutation D, namely “for
compartson by a third-party trusted authority against one or more previously
registered 1D codes mamntained by the third-party trusted authority,”
Petitioner contends that “Scott discloses that the third-party trusted authority
host processmg unit 32 stores a hist that includes an 1D code and a public key
for cach registered PID 6,7 and host processing unit 32 compares the device
ID code recetved from PID 6 to this list to authenticate PID 6 as a
legitmately registered device. /d. at 23-24 (citing 5:10-21, 6:11-21, 7.24-
84, 8:18-22;923-25 11:12-13,12:6-13, 13:10--15, 19:18-20, 30-32,

Fig. 1). Although not cited i the Petition, Dr. Wolfe repeats these
arguments in his testimony. See Ex 10039 45, Petitioner and Dr. Wolfe

thus wdentify Scott’s host processing unit 32 as corresponding to the claimed

£
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“third-party trusted authority.” Also, in its analysis of hmitation E of clamm
1, Petitioner makes clear that host facility 4 1s the apphication (e.g., key card
entry, ATM machme, garage door opener) that is accessed when the
transaction s completed. Pet. 26 (citing Ex. 1005, 17:20--18:19, 5:10-21,
8:5-12).

Patent Owner argues that “host processing unit 32 18 part of the
system bemng accessed—it 1s not a thwrd party.” Prelim. Resp. 7 (citing
Ex. 1005, 11:24-25, 11:30-12:1). As explamed above, a “third-party trusted
authority” is a trusted authority that is an entity separate from the parties to a
transaction. See supra Section 1D, Scott describes both host processing
unit 32 {the alleged “third-party trusted authority”) and host facility 4 (the
alleged application to be accessed by the user, “selected from a group
consisting of a casmo maching, a keyless lock, a garage door opener, an

ATM machine, a hard drive, computer software, a web site and a file™) as

4 1s part of a host system 30, Host system 30 will typically be bank ATM
systems, pomt of sale systems, and the hke. Host system 30 also mcludes a
host processing unit 32, which has a processor circutt 34 and memory 36
.. .. Hostprocessmg unit 32 may be located with host facility 4, or may be
located at a remote location, where it may also serve other host facilities 4 in
a distributed network 42.7). As such, host processing unit 32, because it 15
not an entity separate from host facility 4, is not a third-party trusted
authority.

Petitioner further argues that, “[t]o the extent [that Patent Owner]
argues that Scott’s host processing unit 32 15 not a third-party trusted
authority, Lapsley . . . provides additional disclosure rendermg this feature

of the lmitation obvious to a [person of ordinary skill in the art].” Pet. 24,
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Petitioner contends that Lapsley’s DPC 1s a trusted third-party authority that
receives biometric data and a hardware identification code froma PiA and
uniquely dentifies the PIA by finding the identification code on a list the
DPC maintains. /d. at 24-25 (citing Ex. 1007 99 54, 82, 85, 103, 104, 158,
161, 166--168),

Relymg on Dir. Wolte's testimony, Petitioner argues that a person of
ordnary skill in the art

would have been motivated to modify Scott’s system such that
authentication s performed by an external third-party trusted
authority possessing a list of device 1D codes that uniquel{ly]
dentify legtimate PIDs, as taught in Lapskey, to improve
efficiency and flexibility ofthe system by consehidating ID codes
to a central location at a secure third-party agent.

Pet. 25 (citing Ex. 1003 9 47). Dr. Wolfe repeats this argument in his
testimony, but does not state the basis for his opmion, rendering it of hittle
value. See37 CF.R. §42.65(a). Citingto Lapsley, Petitioner argues that an
ordinarily skilled artisan “would have recognized the benefit in reducing the
risk of fraud by mmproving security and authentication by using a trusted
third-party agent to vertfy devices involved m a transaction.” /d. (citing
Ex 100799 8,9, 27,29). Petitioner argues that an ordinarly skilled artisan
“would have further understood that it was common to have an ATM that is
not owned by a bank use the bank as a third party for authorizationand
was common for a store to use a bank or credit card exchange as a third
party for authorization.” /d. at 26. Petitioner does not cite any evidence for
this argument.

Patent Owner responds that “Lapsley’s DPC 1s part of the system
providing access to a user’s registered financial accounts, /. e., a cloud based

digital wallet—not a third party trosted authority.” Prelim, Resp. 8(citing

£
G
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Ex 100799 102, 138, 139}, Patent Owner contends that, “[ijn Lapsley,
mstead of using a personal fob or phone to access the DPC digital wallet, the

user utihzes a Party Identification Apparatus located at a store.” /d. at §-9

accessed with the PIA to retrieve a hist of user fmancial accounts stored n
the DPC, the DPC must be the system beng accessed/authenticated.
Consequently, Lapsley’s DPC 1s not what the Petitioner and Patent Owner
agree constitutes a “third-party trusted authority.”™ /d. at 9.

We agree with Patent Owner. Petitioner has not explained sufficiently
why Lapsley’s DPC s a third-party trusted authority, what entities the DPC
is a third-party relative to, or what application the user s bemg permitted to
access m the asserted combmation. As Patent Owner pomts out, the DPC
appears to be what is being accessed, as the payee and payor, with the PIA,
access a bst of fimancial accounts from the DPC. See id. at 8-9; Ex. 1007
9 167170, Here, the DPC s the resource to be accessed, but it 1s a party to
the transaction, rather than a third party. This 18 similar to the situation
Petitioner argues that the apphcant distmguished during prosecution:
“Idjuring prosecution, the apphicant explained a “user []provimg] to the same
mstitution that authenticates the fingerprint mformation that the user is who
he purports to be” does not satisfy the “thwd party” limitation.” See
Ex 2001, 7 (quoting remarks made by the applicant during prosecution of
the related patent (alterations by Petitioner)).

Petitioner’s reasons to combing also are conclusory and unsupported
by persuasive evidence. Inparticular, Dr. Wolfe merely repeats Petitioner’s

arguments in his testimony, without further explaining them or identifying
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the basis for his opinions. ' See Ex. 10039 48. We agree with Patent
Owner that Petitioner has not shown that Lapskey teaches a “third-party
trusted authority” or that a skilled artisan would have had reasons, with
rational underpinning, to combine the teachings of Scottand Lapsley.

Because Petttioner does not show persuasively that erther Scott or
Lapsley teaches a “third-party trusted authority, " as recited m claim 1, or
that an ordmanly skilled artisan would have combined the teachings of those
references, Petitioner has not shown sufficiently that Scott and Lapsley teach
limitation D:

responsive to a determmation that the scan data matches the
biometric data, wirelessly sending the ID code for comparison by
a third-party trusted authority against one or more previpusly
registered 1D codes mamtamed by the thid-party trusted
authority.

Petitioner’s ground fails for an additional reason as well The claim
plamly requires that the access message be received “from the third-party
trusted authority,” per imitation E.

Petitioner argues that “m response to authentication of the received ID
code by comparmg it to a stored ID code, the receiver module 26 of PID 6
recetves a random number signal from [host processing unit 321 that enables
access to a secure resource.” Pet 26 (citing Ex. 1005, 5:10-21, 8:5-12,
17:20-18:19). Petitioner does not provide any further explanation as to why
Scott’s host processimg unit 32 allegedly constitutes a “third-party trusted
authority.” See id. Nor does Petitioner mention Lapsley, or the combmned
teachings of Scott and Lapsley, m addressmg mitation E of clamm 1. See id

Because Petitioner has not shown sufficiently that host processing unit 32 15

1 Moreover, as explained below, the entirety of Dr. Wolfe’s testimony lacks
credibility and 1s entitled to little or no weight. See infra Section 11.G.

25
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a “third-party trusted authority,” Petitioner hkewise has not established that
Scott’s random number signal is an “access message [sent] from the third-
party trusted authority-indicating that the third-party trusted authority
successfully authenticated the 1D code,” as recited in hmitation E of clamm 1.
See Prelim. Resp. 9.

Therefore, Petitioner has not shown a reasonable hkehhood of
prevailing on its assertion that claim 1 15 unpatentable over Scottand

Lapsley.

4. Claims 3-10and 12

Independent clamm 9 recites the same elements of independent claim
1, discussed above, that we determme that Petitioner’s Petition has not
shown according to this ground of unpatentability. See Ex. 1001, 10:54~
11:3. Claims 3-8 and 10-12 ultimately depend fromclaim 1. Forthe
reasons explained above regarding claim 1, Petitioner has notshown a
reasonable likebhood of prevailing on its assertion that clatms 3-10and 12
are unpatentable over Scott and Lapsley.

. Obviousness Ground Based on Scott, Lapsiey, and Robinson

Petitioner contends that claims 2 and 11 are unpatentable over Scott,
Lapsley, and Robinson under 35 U.S.C. § 103(a). Pet. 34--36. Claims 2 and
11 ultimately depend from claim 1. Petitioner does not argue that the
addional reference (Robmson) teaches the missing limitations of parent
claim 1, as discussed above. Seeid  Accordingly, for the reasons explamed
above, Petitioner has not shown a reasonable hkelihood of prevailing on its

assertion that claims 2 and 11 are unpatentable.
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G. Obviousness Ground Based on Berardi, Shreve, and Kinoshita

Petitioner contends that claims 1, 3-7, 9, 10, 12 are unpatentable over
Berardi, Shreve, and Kimmoshita under 35 U.S.C. § 103(a), citing the
testimony of Dr. Wolle as support. Pet. 36-46 (citing Ex. 1003).

Petitioner’s allegations and citations to Berardido not correspond to
the disclosure of that reference. See Prelim. Resp. 10 ("With regard to
Berards, Petitioner references elements and paragraphs not contained withm
Berardiat all, i.e. inerror.”). !

For example, m alleging that Berardi teaches “responsiveto a
determmation that the scan data matches the biometric data, wirelessly
sending the 1D code for comparison by a third-party trusted authority agamnst
one or more previously registered 1D codes mamtamed by the third-party
trusted authority,” as recited m limitation D of claim 1, Petitioner argues that
“issuer system 1010 [that] mcludes an ssuer account server (IAS) 1014 that
processes fob identifying nformation,” of Berardi, corresponds to the
claimed “third-party trusted authority.” Pet. 38-39 (citing Ex. 1010, 10:56~
11:12, 22:1-41, 28:50--67). Berardidoes not describe an “issuer system
10107 or “wssuer account server (IAS) 1014.” The cited material in columns
10 and 11 1s mapposite (and does notdiscuss 1ssuer system 1010 or [AS
1014}, Berardiends tts disclosure at line 30 (nothne 41) of column 22, and

column 28 does not exist in Berardi.  Additionally, followmng the normal

1 Patent Owner notes that Petitioner’s errors “makef] it difficult to ascertam
Petitioner’s argument[s],” but argues that “a full readmg of Berardi makes
clear that it fails to disclose a “third-party trusted authorty.”” Prelun. Resp.
10. Patent Owner then presents substantive arguments as to Berardi, Shreve,
and Kmoshita, /d at 10-15. We deny the Petition as to this ground based
on Petitioner’s failure to present an understandable case as to Berardi and do
not reach Patent Owner’s additional arguments.

27

1504



IPR2021-01447
Patent 9,298,905 B1

numbermg of elements in patent drawings, the highest number referenced m
Berardiis “906,” short of the elements “10107 and “1014,” discussed by
Petitioner.

Also m its analysis of imstation E of claim 1, Petitioner states that
Berardi discloses that “in response to authentication of the received
wdentifying information of the fob 102, the POS device 110 may send “an
optical and/or audible transaction status message’ to the RFID reader 104 for
communication directly with the customer.” Pet. 4041 (citing Ex. 1010,
20:51-62, Fig. 8). Column 20, lines 51-62 of Berardi encompass a portion
of claim 1 of Berardy, and the cited section does not discuss POS Device
110, Figure 8§ of Berardiprovides a flow diagram of an exemplary
payment/transaction process, but does not detatl sending an optical and/or
audible message, as Petitioner alleges. We conclude that Petitioner did not
simply musidentify or mislabel the components of Berardi it sought to
reference.

There are numerous sunilar errors. For example, Petitioner relies on
column 28, ines 50-67, which does not exist in Berards, for imitations A, B
and D of claimm 1. SeePet. 37-39. Petitioner’s cifation to column 12, lines
3641 in its analysis of limitation B of claim 1 does not correspond to
biometric mformation, or anything else we can discern to be relevant to
these mitations. See id. at 38, Instead, it discusses RFID reader 104
authenticatmg fob 102, Ex. 1010, 12:36-41. Wedo not mtend to list all
such errors here. We dechne to speculate as to what Petitioner might have
mtended to cite. The result of the errors in the Petition 15 that we are unable
to understand Petitioner’s allegations and Patent Owner cannot farrly be said

to be on notice of Petitioner’s challenge based on Berardu
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Petitioner contends that (1) to the extent Berardi fails to teach
lmitation D of claim 1, Shreve provides additional disclosure; and (2) to the
extent Berardi fails to teach lmitation E of claim 1, Kinoshita provides
additional disclosure. Pet. 39-41. However, because Petitioner has not
sufficiently explained its allegations as to Berardy, it 1s impossible to
understand Petitioner’s proposed combmation with Shreve and Kinoshita.
Moreover, as explained above, Petitioner’s arguments regardimg limitations
A, B, D, and E of claim 1 are based largely on material that does not exist in
Berardi. Thus, evenif we were able to discern Petitioner’s arguments for
bmitations A, B, D, and E of claim 1, Petitioner’s cited evidence does not
support its allegations for other elements of claim 1.

Petitioner’s allegations for independent claim 9 largely track or refer
back to 1ts analysis of claim 1 and, thus, suffer from the same defects. See
Pet. 44-46. Petitioner’s allegations for dependent claims 3-7, 10, and 12 do
not shed any additional light on what Petitioner might have mtended for
claim 1, and instead largely cite relevant or non-existent material m

Berardt. Id at42-44,46.12

2 We also express concern with Dr. Wolfe’s testimony. Paragraphs 71-97
of his declaration (Exhibit 1003) appear to be a near carbon copy of pages

meorrect or non-existent material in Berardi. These circumstances suggesta
lack ofattention, as even a cursory review would have shown that his
testimony regarding Berardi includes numerous references to wrelevant or
non-existent material, rendering that testimony not useful. This is notan
mstance of one or even a few madvertent errors that might go missed upon a
diligent review. Theentirety of Dr. Wolfe’s testimony regarding Berardiis
defective on its face. Forthese reasons, the entirety of Dr. Wolfe's
testimony lacks credibility and is entitled to hittle or no weight.

29
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In sum, we cannot discern Petitioner’s allegations of obviousness
based on Berardi, Shreve, and Kimnoshita, nor can we say Patent Owner is on
notice of those allegations.  Accordingly, Petitioner has notshowna
reasonable ikelhood of prevailing on its assertion that claims 1, 3-7.9, 10,

12 are unpatentiable over Berardi, Shreve, and Kinoshita.

11 CONCLUSION
Based on the arguments presented in the Petition, we conclude that
Petitioner has not demonstrated a reasonable likehhood of prevailing with
respect to at least one clamm of the "905 Patent challenged in the Petition.

Therefore, we do not mstitute an inter partes review,
IV. ORDER
In consideration of the foregomg, it 1s hereby:

ORDERED that the Petition 1s denied and no inter partes review is

mstituted.

30
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IN THE UNITED STATES BISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS

WACO DIVISION

PROXENSE, LLC,
Plainsff

MV“
6:21-CV-00216-ADA
SAMSUNG ELECTRONICS CO., LTD.
AND SAMSUNG ELECTRONICS
AMERICA, INC,,

Defendant

JURY TRIAL BEMANDED

L3 S A e 73 o R AF A

ORDER

Before the Court are the parties’ claim construction briefs. Plaintiff Proxense, LLC
(hereinafter “Proxense”) subruttted its Complaint for Patent Infringement and Demand for Jury
Tric! on Aprid 23, 2021 (ECF No. 1) Defendants Samsung Flectronics Co., Ltd. and Samsung
Electronics America, Inc. {(collectively “Samsung”) submitted the opening Mardman Brief on
October 28, 2021, and the Reply Markman Bref on December 6, 2021, (ECF Nos. 33, 37,
respectively}. Plaintiff submiited iis response on November 17, 2021, and sur-reply brief (ECF
Nos. 35, 39, respectively}. The Court held the Aarkman hearing on December 27, 2021 (ECF No.

42}. This Order informs the parties of the Court’s constructions.

I. Standard of Review
Generally, courts construe claim terms according to their plain and ordinary meaning.
Philiipsv. AWH Corp, 415 F.3d 1303, 1312 (Fed. Cir. 200S5) {ex banc). The Federal Circuit applies
a “heavy presumption” in favor of construing terms according to their plain and ordinary meaning,
that is, the “meaning that the term would have to a person of ordinary skill in the art in question at

the time of the invention.” Azuwre Networks, LLC v, CSR PLC, 771 F3d 1336, 1347 (Fed. Cir.
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2014} (vacated on other grounds), Philfips, 415 F.3d at 1313, The “only two exceptions to {the]
general rule” that claim terms are construed according to their plain and ordinary meaning are
when the patentee acts as his own lexicographer or disavows the full scope of the claim term either
in the specification or during prosecution. Yhorner v. Sony Computer Entm’t Am. LLC, 669 F3d
1362, 1365 (Fed. Cir. 2012). To act as his own lexicographer, the patentee must “clearly set forth
a definition of the disputed claim term,” and “clearly express an intent to define the term” /4 at
1365. To disavow the full scope of a claim term, the patentee’s statements in the specification or
prosecution history must represent “a clear disavowal of claim scope.” /d. at 1366, Accordingly,
when “an applicant’s statements are amenable to multiple reasonable interpretations, they cannot
be deemed clear and unmistakable.” 30 fnnovative Props. Co. v. Tredegar Corp., 725 F 3d 1315,

1326 (Fed. Cir. 2013).

While the specification “may aid the court” in analyzing disputed language in a claim,
“particular embodiments and examples appearing in the specification will not generally be read
into the claims.” Comark Comme 'ns, Inc. v. Horvis Corp., 156 F.3d 1182, 1187 (Fed. Cir. 1998}
(internal citations omitted). Absent a “clear indication in the intrinsic record that the patentee
intended the claims to be.. limited,” courts do not read limitations found in the specification into

the claims. Liebel-I'larsheim Co. v. Medrad, inc., 358 F.3d 898, 913 (Fed. Cir. 2004).

ii. Discussion

NG, | Claim Term Plaintif’s Befendant’s Court’s Final
Proposed Proposed Construction
Construction Construction

i Persistently storing | No construction Permanently storing | No construction

... a tamper proof
format written to a
storage

element on the
integrated device

necessary or
possible, plain and
ordinary meaning

in a form that
prevents
subsequent writing
to store new data or

necessary or
possible, plain and
ordinary meaning
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that is unable (o be
subseguently
altered”

{736:1, 15)/“a
tamper proof
format written fo
the memory that is
unable to

be subsequently
altered” (730:8).

modifications {0
existing data

2 “device ID code” A unigue code The device-specific | A unique code
{730:1, 3, 8, 18, 12, | identifying a device | code that identifies | identifying a device
§5y 7 “I Code” the device
{905:1-3, 811, 13-
14; 989:1-2, 4-8)
3 “receiving an access | No construction Receiving a signal No construction
message from the necessary or possible, | from the agent necessary
agent allowing the plain and ordinary permitting a user to ’
user access to anp meaning. access an application,
application” {Claims / Receiving a signal
1,8, 15}/ “receiving from the agent
a1 access message permitiing a user to
i’fmm‘ the agent’9 a00ess.
{Claim 12}
4 “access message” A signal or A signal permitting a | A signal or notification
(Claims 1, 8, 12, 18) | notification enabling | user to access. enabling or
OF announcing access annOUNCHIE 3CCess
3 “wherein the No construction fovalid under §112 94 { No construction
biemetric data and needed, plain and needed, plain and
the scan data are ordinary meaning. ordinary meaning.
both based on a
fingerprint scan by
the user” {Claim S).
& “hybrid device” A device comprising | Indefinite A device comprising
{Claims 1-12,18, 28). | an integrated personal an integrated personal
digital key (PDK) and digital key (PDK) and
an mfcgrated receiver- an integrated receiver-
decoder circuit. decoder circuit.
7 “Personal digital An operably A device that An operably connected

key” (Claims 1, 10).

connected collection
of elements including
an antenna and a
transceiver for
communicating with a
R and a controller
and memory for

mcludes an antenna,
a transceiver for
communicating with
the RBC and a
controller and
memory for storing

collection of elements
including an antenna
and a transceiver for
commumnicating with a
RDC and a controller
and memory for
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storing mformation
particular to a user.

mformation
particalar to a user.

storing information
particular to a user

8 “biometric No construction The fingerprint, No construction
information” necessary, plain and palm print, retinal necessary, plain and
{Claiwms 1, 4, 10, 13). | ordinary meaning, scan, iris scan, ordinary meaning.

photograph,
signature, voice
sample, or
DNA/RKNA
mformation that
uniquely 1dentifies
an individual.

9 “financial No construction Purchasing account | No construction
information™ necessary, plain and numbers, such as the | necessary, plain and
{Claims 5, 6, 14, 17). ordinary meaning. debit card, ATM ordinary meaning.

, . card, or bank
Aitematayeiy; account numbers.
wmformation about the
transaction utilized to
verify, authorize, or
complete a
transaction,

10 “receiver-decoder A component A device that A component or
cireuit” (Claims 1, or coliection provides a wireless | collection of
16}, ot interface to the PDK. | components, capable

COMponents, of wirelessly receiving

ﬁqpabie of data in an encrypted
wirelessly format and de dwdim
receiving data ormat and decoding

‘o an the enm;ypted data for

encrvpted Processing.

format and

decoding the

encrypied

data for

processing.

il “inheritance Information Information that is Information passed
information” passed from a received from a from a first device to a
{Claims 9, 18 (not first deviee to predecessor device. | second dovice for use
asserted)). asceond by the second device.

- device for use

by the second

device.

12 | “enablement signal” | A message No construction No construction

{Claims 16-12, 17}

that enables or
authorizes

needed.

needed.
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Alternatively, a
signal that
authorizes.

SIGNED this 18th day of January, 2022
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W. Timothy Polk
Shu-Jen Chang
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interoperability Specification for PKI Componsnis (MISPC), Version 17 NIST SP 800-15, January 1898,
“‘Certification Authority Systems”, OCC 88-20, Cffice of the Comptroller of the Currency, May 4, 1888; “"Guideline
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Remaining Challenges to Adoption of Public Key infrastructure Technology, U.S. General Accounting Office,
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1 INTRODUCTION

Fublic Key infrastructures (PKlis) can speed up and simplify delivery of products and services by
providing electronic approaches to processes that historically have been paper based. These
electronic solutions depend on data integrity and authenticity. Both can be accomplished by
binding a unigue digital signature to an individual and ensuring that the digiial signature cannot
be forged. The individual can then digitally sign data and the recipient can verify the originalor of
the data and that the data has not been modified without the originator's knowledge. In addition,
the PKI can provide encryption capabilities to ensure privacy.

As with all aspects of information technology, introducing a PKl info an organization requires
careful planning and a thorough understanding of its relationship to other aulomated systems.
This document provides a brief overview of issues related to the emerging Federal public key
infrastructure, and its implementation within government agencies. H also reviews the risks and
benefits of various PKI components, and some of the iradeoffs that are possible in the
implementation and operation of PKlis within the Federal government.

1.1 Goals

This pubtication was developed {0 assist agency decision-makers in determining if a PKl is
appropriate for their agency, and how PKI services can be deployed most effectively within a
Federal agency. It is intended to provide an overview of PKI functions and their applications.
Additional documentation will be required to fully analyze the costs and benefits of PKI systems
for agency use, and io develop plans for thelr implementation.  This document provides a
starting point and refereances 1o more comprehensive publications.

1.2 MOTIVATION

Praciically every organization is looking (o the Inlernet o deliver services, sell products, and cutl
costs. Federal agencies are under additional pressure to deliver Inlernet-based services 1o
satisty legisiative and regulatory requirements. Two of the laws that motivate federal agencies {o
offer services electronically are the Government Paperwork Elimination Act (GPEA) [NARA 00}
and the Health Insurance Portability and Accountability Act (HIPAA) [HCFA 011,

The Government Paperwork Elimination Act reguires Federal agencies 10 offer services
electronically. GPEA requires Federal agencies, by Cotober 21, 2003, to provide an option to
submit information or perform transactions electronically and o maintain records electronically.
The law specifically esiablishes the legal standing of electronic records and their related
elecironic signatures.

Agencies are required 1o use glectronic authentication methods to verify the identity of the
sender and the integrity of electronic content. GPEA defines electronic signature as any method
of signing an electronic message that identifies and authenticates the person who is the source
of the massage and indicates their approval of the contents.

The Health Insurance Portability and Accountability Act was passed in 1886. One part of this
legislation was designsd to improve efficiency through the use of uniform electronic data
exchange mechanisms for health information. To achieve this, HIPAA required electronic
processing and transmission of adminisirative and financial health care information. To address
privacy and security concerns, HIPAA also mandates security and privacy standards to protect
this health information.
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Neither GPEA nor HIPAA mandates the use of specific technologies. Instead, they estabilish
requirements {o deliver services or transmit information while protecting the privacy and integrity
of the cilizen. However, the broad range of requirements established in these laws promoles
the use of a comprehensive security infrastructure, such as PKE Digital signatures and PRI offer
a very strong mechanism to implement these requirements.

1.3 QOVeERVIEW

This document is divided into six sections. This section describes the maotivations and contents
of the document. Section 2, Background, describes the security services, mechanisms that
have been used historically, and the rationale for supporting these services through a public key
infrastructure.  This section also explains why traditional security mechanisms may need o be
supplemented with PKI functions for many applications.  Section 3, Public Key Infrastructures,
describes the technology on which PKI is based, and shows how public key systems provide
security. Seclion 4 is devoled to operation of a key PKl component, the certification authority. In
this section, some of the risk/benefit tradeotfs in operating an agency PKl system are described.
Section 5 introduces the Federal PKI (FPKD and some of the considerations for agencies that
plan to connect with the FPKL. Finally, Section & provides a brief overview of the procedures
required 1o set up a PKl within a Federal agency.
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2 BACKGROUND

This section is intended to describe the security sarvices that may be achieved, and provide a
comparison for the various technigues that may be used.

2.1 SECURITY SERVICES

There are four basic security services: integrity, confidentiality, identification and authentication,
and non-repudiation. This section desoribes the four services and why they may be necessary
in a particular application.

Data integrity services address the unauthorized or accidenial modification of data. This
includes data insertion, deletion, and modification. To ensure data integrity, a systern must be
able to detect unauthorized data modification. The goal is for the receiver of the data to verify
that the data has not been altered.

Confidentiality services restrict access 1o the content of sensitive dala 1o only those individuals
who are authorized to view the data. Confidentiality measures prevent the wnauthorized
disclosure of information to unauthorized individuals or processes.

{dentification and autheniication services establish the validity of a transmission, message,
and its originator. The goal is for the recebver of the data o determine s onigin.

Non-repudiation services prevent an individual from denying that previous actions had been
performed. The goal is to ensure that the recipient of the data is assured of the sender’s identity.

2.2 BMNON-CRYPTOGRAPHIC SECURITY MECHANISMS

Some of the security services described above can be achieved without the use of cryplography.
Where illustrations may be useful, we will use Alice, Bob, and Charlie. Alice and Bob want {o
communicalie in a securs manner. Charlie would lfike {o interfere with the security services thatl
Alice and Bob would like to oblain.

221  Parity Bits and Cyclic Redundancy Checks

The simplest security mechanisms were designed 1o ensure the integrity of data transmitted
between devices {(e.q., compulers and terminals). When devices communicate over a noisy
channel, such as a phone ling, there was a possibiiity that data might be altered. To guard
against this, systems would transmit an exdra bit, the parily bit, for each byie of data. The value
of the exira bit was chosen to ensure that the number of 13 in the nine bils were odd {odd parity)
or even {even parity). I the parity was wrong, data had been altersd, and should be rgjectsd.
This mechanism is frequently used with modem connections.

FParity bits are a relatively expensive form of inlegrily protection. They increase the size of the
massage by at least 12.5%. Worse, they may not detect multiple errors in the same byte. While
this mechanism can be extended {o detect such errors by using additional parity bits, the cost is
increagsed yet again.

Cyclic redundancy checks, or CRCs, perform the same funclion for larger streams of data with
less overhead. CRCs are calculated by the sender using a mathematical function applied to the
data to be transmitied 10 create a fixed size output. The CRC is appended to the transmitied
data. The receiver calculates the CRO from the data stream and maiches i against the CRC
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provided by the sender. If the two match, the data has not changed accidentally. This technigue
is commonly used in network protocoels, such as Ethemnet.

Parity bits and CRCs protect against accidental modification of data, but do not protect against
an attacker. If Alice sends a message (o Bob, he can use these techniques as protection against
a noisy channel, but a knowledgeable attacker could replace or modify the message without
detection.

222 Digitized Signatres

in the paper world, the traditional mechanism for non-repudiation is the handwritien signature.
This signature indicates that ths signer has written, approved, or acknowladged the contents of
the paper document. A digitized signature is sometimes used as g substilute for wrilten
signatures when applications are computerized.

A digitized signature is created by scanning in a handwritten signature. When someons wishes
to sign an electronic document, they simply inseri the image of thelr signature where
appropriate. When the receiver views an electronic document or message, they immediately
recognize the meaning of the digitized signature.

Digitized signatures are one of the sasiest mechanisms o use. [f Bob knows Alice’s sighature,
he will recognize it right away. However, they are also one of the easiest to subvert. Charlie can
easily cut Alice’s digitized signature from one document and insert # inte another. Digitized
signatures should not be relied upon for any security services. Digitized signatures are generally
used in conjunction with a stronger mechanism 1o add usability.

223 PiINs and Passwords

The traditional method for authenticaling users has been io provide them with a personal
identification number or secret password, which they must use when requesting access o a
particular system. Password sysiems can be effective if managed properly, but they seidom
are. Authentication that relies solely on passwords has ofien failed {o provide adequate
protection for computer systems for a number of reasons. if users are allowed o make up their
own passwords, they tend to choose ones thal are easy to remember and therefore easy 10
guess. If passwords are generated from a random combination of characters, users often wrile
them down because they arg difficult 10 remember. Whers password-only authentication is not
adequate for an application, it is often used in combination with other security mechanisms.

FINs and passwords do not provide non-repudiation, confidentiality, or integrity. I Alice wishes
to authenticate to Bob using a password, Bob must also know il. Since both Alice and Bob know
the password, it is difficult to prove which of them performed a particular operation.

224 Biomemics

Biometric authentication relies on a unique physical characteristic to verify the identity of system
users. Common biometric identifiers include fingerprints, wiilten signatures, voice patierns,
fyping paiterns, retinal scans, and hand geometry. The unigue pattern that identifies a user is
formed during an enroliment process, preducing a template for that usser.

When a user wishes to authenticate {o the system, a physical measurement is made {o obtain a
current biomelric paltern for the user. This patlern can then be compared against the
envoliment templale in order {o verify the user's identity. Biometric authentication devices tend
o cost more than password or token-based systems, because the hardware reguired to capture
and analyze biometric patterns is more complicated. However, biometrics provide a very high
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level of security because the authentication is directly related to a unique physical characteristic
of the user which is more difficult o counterfeil. Recent technological advances have also
helped fo reduce the cost of hiometric authentication sysiems.

225 Svmmary - Non-Crypiographic Security Mechanisnis

Non-cryptographic mechanisms may be used o authenticate the identity of a user or verify the
integrity of data that has been transmitled over a communications line. Nong of these
mechanisms provide confidentiality or non-repudiation. In general, cryptographic security
mechanisms are required 1o achieve confidentiality or non-repudiation.

Parity bits and Yes No No No
CRCs

Digitized No No No No
signatures

PiNs and No No Yes No
passwords

Biometrics No No Yes No

2.3 CRYPTOGRAPHIC SECURITY MECHANISMS

Cryptography is a branch of applied mathematics concermned with transformations of data for
security. In oryptography, a sender transforms unprotecied information (plainiexd) inte coded
fext {ciphertext). A receiver uses cryptography to either (a) transform the ciphertext back into
plaintext, (b) verify the sender’s identity, (¢) verify the dala’s integrity, or some combination.

in many cases, the sender and receiver will use keys as an additional input 1o the cryptographic
algorithm. With some algorithms, it is oritical that the keys remain a secret. if Charlie is able to
obtain secret keys, he can pretend to be Alice or Bob, or read their private messages. One of
the principal problems associated with cryplography is getling secret Keys to authorized users
without disclosing them to an attacker. This Is known as secret key distribution.

This document will examine three commonly used classes of cryplographic mechanisms:
symmelric algorithms, secure hash aigorithms, and asymimetric algorithms. For 2ach class, we
will discuss which of the four security services can be supported. In addition, we will discuss
whether the algorithm can be used for secret key distribution.

231  Svmmetic Key

Symmetric key cryptography is a class of algorithms where Alice and Bob share a secret key.
These algorithms are primarily used to achieve confidentiality, but may alse be used for
authentication, integrity and limited non-repudiation.

Symmetric algorithms are ideally suited for confidentiality. Modern symmetiric algorithms, such
as AES, are very fast and very strong. To use a symmetric algorithm for confidentiality, Alice
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fransforms a plaintexd message to ciphertext using a symmetric algorithm and a key. Alice
fransmits the ciphertext to Bob. Bob uses the same key {o transform the cipheriext back into the
plaintex.

Svmimetric algorithms can alsc be used io authenticate the integrity and origin of data. Alice
uses her key to generate ciphertext for the entire plaintext, as above. She sends the plaintext
and a portion of the ciphertext 1o Bob. This portion of the ciphertext is known as a messags
authentication code, or MAC. Bob uses his copy of the key 1o generale the ciphertext, selects
the same portion of the ciphertext and compares it to the MAC he received. If they match, Bob
knows thal Alice sent him the message. This doss not provide non-repudiation, though. Alice
can deny sending the message, since Bob could have generated it himself.

Alice and Bob need o share a symmelric kKey before Alice encrypls or generates a MAC for a
message. Establishing that shared key is called key management, and i is a difficull problem.
Key management can be performed with symmeltric key cryptography, but it is a classic “chicken
vs. egy” problem. To use symmetric cryplography, Alice and Bob need to share g secret. Once
Alice and Bob share a symmelric encryption key, the algorithm can be used to establish
additional shared secrets.

in general, that first shared key must be established through “out-of-band” mechanisms. This is
acceptable if Alice communicates only with Bob. If she communicates with a larger community,
the burden of establishing each relationship becomes a serious impediment to obiaining security
senices.

However, this problem can become manageable through the introduction of a trusted third party
(TTP). If Alice and the party she wishes to communicate with trust the same TTP, they can get
a new Key for this purpose from the TTP. Each party must establish a secret out of band with
the TTP as a starting point.  However, Alice will not need {o repeat this process for each new
party with which she communicates.

232 Secure Hash

The secure hash function takes a stream of data and reduces it o a fixed size through a one-
way mathematical function. The result is called a message digest and can be thought of as a
fingerprint of the data. The message digest can be reproduced by any party with the same
stream of dala, but it is virtually impossible to create a different stream of dala that produces the
same messags digest.

A message digest can be used {o provide infegrity. If Alice sends a message and its digest to
Bob, he can recompute the message digest to protect ggainst accidental changes in the dala.
However, this does not proiect Bob from an atlacker. Charlie can intercept Alice’s message and
raplace it with a new message and the digest of the new message.

A secure hash can be used to create a hash-based message authentication code, or HMAC, if
Alice and Bob share a secret key,  |f Alice sends a message and its HMAC to Bob, he can
recompule the HMAC {o protect against changes in the data from any source. Charlie can
intercept Alice’'s message and replace B with a new message, but he cannot compuie an
acceptable HMAC without knowing the sscret key. If Bob trusts Alice, he may accept an HMAC
as authenticating Alice’s identity. However, the services of confidentiality and non-repudiation
are not provided. The current Federal standard for a secure hash algorithm is SHA-1, which is
specified in FIPS 180-1 [NIST 85]. An Internet Engineering Task Force document, RFC 2104
[IETF 991, describes an open specification for HMAC use on the infernel. The RFC 2104 HMAC
can be used in combination with any iferated cryptographic hash, such as MD5 and SHA-1. #|
also provides for use of a secret key to calculate and verify the massage authentication values.
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233 Asvimmetric {public key) Crypiography

Asymmetric key oryptography, alse known as public key cryptography, uses a class of
algorithms in which Alice has a private key, and Bob {and others} have her public key. The
public and private keys are generated at the same time, and data encrypted with one kKey can be
deorypied with the other key. That is, a party can encrypt a message using Alice’s public key,
then only Alice, the owner of the maltching private Key, can decrypt the message. Asymmetric
algorithms are pootly suited for encrypling large messages because they are relatively siow.
instead, these algorithms are used to achieve authentication, integrity and non-repudiation, and
support confidentiality through key management. Asymmetric algorithms are used {o psrform
three operations explained below: digital signatures, key iranspor, and key agreement.

Digital Signatures. Alice can generate a digital signature for a message using a message
digest and her private key. To authenficate Alice as the sender, Bob generates the message
digest as well and uses Alice’s public key to validate the signature, If a different private key was
used to generate the signature, the validation will fail.

in contrast {o handwritten signatures, a digital signature also verifies the integrity of the data. If
the data has been changed since the signature was applied, a different digest would be
produced. This would result in a different signature. Therefore, if the dala does not have
integrity, the validation will fail.

in some circumstances, the digiial signature can be used {o establish non-repudiation. if Bob
can demonsirate that only Alice holds the privale key, Alice cannot deny generating the
signature. in general, Bob will need 1o rely on a third party to attest that Alice had the private key.

Digital signatures are aiso used for guthentication to systems or applications. A system can
authenticate Alice’s identily through a chalienge-response protocsl. The sysiem generates a
random challenge and Alice signs it If the signature is verified with Alice’s public kay, it must
have been signed by Alice. This type of authentication is useful for remote access {o information
on a server, protecting network management from masqueraders, or for gaining physical access
10 a restricted area.

Key Transport. Some asymmetiic algorithms (e.g., RSA [RSA 78]) can be usad to encrypt and
decrypt data. In practice these algorithms are never used 1o encrypt large amounis of data,
because they are much slower than symimetric key algorithms. However, these aigorithms are
perfectly suiled 1o encrypting small amounts of dala — such as a symmetric key. This operation
is called key transport or key exchange, and is used in many protocols. The following example
might describe an electronic mail message from Alice {0 Bobs

«  Alice generates an AES [NIST 01b] key, and encrypts the message. She encrypts
the AES key using Bob’s public key, and sends both the encrypted Key and
gncrypted message to Bob.

¢ Bob uses his private key to recover Alice’'s AES key; he then uses the AES key to
obtain the plaintext message.

in this case, Alice uses asymmeiric cryptography to achieve confidentialily for key distribution.
This procedure does not provide any additional security services; since Alice used Bob's public
key, anyone could have generated the message.

Key Agreement. Other asymmetric algorithms {g.g., Diffie-Hellman {DH 78]) may be used for
key agreement. Assume Bob and Alice each gensrated a pair of Diffie-Hellman keys. Alicg has
her privaie key and Bob's public key. Bob has his private key and Alice’s public key. Through a
mathematical algorithm, Alice and Bob both generate the same ssoret value. Charlie may have
both public keys, but he cannot calculaie the secret value. Alice and Bob can use the secret
value that they independently calculated as the AES key and protect thelr messages.
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There are forms of key agreement that provide implicit authentication as well. I Bob can
retrieve the plaintexd, he knows it was encrypted by Alice. She is the only one that could have
generaled the same secret value.

234 Summary - Cryptographic Mechanisns

Cryptographic mechanisms need 10 be used in concert 1o provide a complete suite of security
services. Each class of gigorithms has strengths and weaknasses.

Symmetric cryptographic algorithms, such as AES, are needed to achisve confidentiality. These
algorithms can provide some degree of integrity and authentication as well, but they are poorly
suited to achieve non-repudiation. The Achillss hesl for symmetric aigorithms, howsver, is key
distribution.

The secure hash algorithm and the HMAC provide the basis for data integrity in slsctronic
communications. Thsy do not provide confidentiality, and are a weak tool for authentication or
non-repudiation. The secure hash and HMAC cannot be used for key distribution, either.

Svimimetric oryptographic algorithms are highly sifective for integrity, authentication, and key
gistribution. Digilal signature algorithms, such as RSA or DSA, leverage secure hash algorithims
for efficiency. When leveraging a frusted third parnty, digital signatures can be used to provide
non-repudiation. Key transport algorithms {e.g., RSA) and keay agreement algorithms (e.g.,
Diffie-Heallman)} can be used {o efficiently and securely distribute symmetric keys. Once ggain,
leveraging & trusted third parly 1o esiablish the identity of the private key holder simplifies the
problem.

Many applications will use these three classes of cryptographic mechanisms in conceit o
achieve the complete suite of security services.
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Symmetric key | Encryption No
cryptography
Message Yes No Yes No No
authentication
codes
Key trangport { No No No No Yes-requires
out-of-band
initialization
step or a
TTP
Secure  Hash | Message Yes No No No No
Functions digest
HMAC Yes No Yes No No
Asymimetric Digital Yes No Yes Yes (with a | No
cryptography signatures T8
Key transport | No No No No Yes
Key No No Yes No Yes
Agreement

24 SECURITY INFRASTRUCTURES

To achieve the broad range of security services, Alice and Bob will need {o use several classes
of cryptographic security mechanisms in concert. In particular, 10 achieve confidentiality they will
need to distribute symmetric encryplion keys. Distribuling symmetric Keys can be performed
three ways: (1) directly between the parties using symmelric encryption; {(2) using symmelric
encryption and a trusted third party (TTP); or (3) using public key based Key management with a
TTH.

The first mechanism is sufficient for small closed communities. If Alice communicates with just
three or four people, she can perform an oub-of-band initialization with each party. As
communilies grow, this solution fails to scale, though. What if Alice communicales with dozens
of people? Now she needs a TTP to eliminate the cut-of-band inilialization slep. The second
mechanism is clearly more scalable, but it providss only limited support for authentication and
does not support non-repudiation.

The third mechanism is also scalable, and il also provides a comprehensive solulion. fa TTR
binds the public key to a user or system ~ that is, atlesis to the identily of the party holding the
corresponding private key - the complete range of security services may be oblained. The user
may obtain integrity, authentication, and non-repudiation through digital signaturss. Symmetric
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keys can be distributed using either key transport or key agreemeant. Those symmetric keys can
be used 1o achieve confidentiality.

Of course, a single TTP will only scale so far. To achieve security services across
crganizational boundaries, many inter-linked TTPs will be required. This set of interlinked TTPs
forms a security infrastructure that users can rely upon to obtain security services. When this
security infrastructure is designed to distribuie public keys, # s known as a public key
infrastructure (PKI).

1527

14



2 PUBLIC KEY INFRASTRUCTURES

A public key infrastructure (PKID) binds public keys to entities, enables other entities to verify
puldic key bindings, and provides the services needed for ongoing management of keys in a
distributed system.

The overall goals of modern security architeciures are to protect and distribute information that
is needed in a widely distributed environment, where the users, resources and stake-holders
may all be in different places at different times. The emerging approach o address these
security needs makes use of the scalable and distributed characteristics of public key
infrastructure ("PKI™). PKI allows you to conduct business electronically with the confidence that:

s The person or process identified as sending the transaction i3 actually the
originator.

¢ Ths person or process receiving the transaction is the intended recipient.

« Daia integrity has not been compromised.

in conventional business iransactions, customers and marchanis rely on credit cards {(e.g., VISA
or MasterCard) to complete the financial aspects of transactions. The merchant may
authenticate the customer through signature comparison or by checking identification, such as a
driver’s lcense.  The merchant relies on the information on the credit card and status
information oblained from the credil card issuer to ensure that payment will be received.
Similarly, the customer performs the transaction knowing they can reject the bill if the merchant
fails 1o provide the goods or services. The credit card issuer is the {rusted third party in this type
of transaction.

The same model is often applied in elecironic commerce, even though the cusiomer and issuer
may never meet. The merchant cannot check the signature or requast identification information.
At best, the merchant can verify the customer's addrsss against the credit card issuers
database. Again, the customer knows that they can reject the bill if the merchant fails to provide
the goods or services. The cradit card issusr is the trusted third party that makes consumer-to-
businass e-commerce possible.

With slectronic commerce, cusiomer and merchant may be separated by hundreds of miles,
Gther forms of authentication are needed, and the customers credit card and financial
information must be protected for transmission over the internet. Customers who do business
with a merchant over the internet must use encryption methods that enable them to protect the
information they transmit to the merchant, and the merchant must protect the information it
fransmits back {o customers. Both customer and merchant must be able {o obtain encryption
keys and ensure that the other parly is legitimate. The PKI provides the mechanisms 1o
accomplish these tasks,

Two parties who wish to transact business securely may be separated geographically, and may
not have ever met. To use public Key cryptography 1o achieve their security services, they must
ke able to obtain each other's public keys and authenticate the other party's identity. This may
be performed out-of-band if only two parties need {o conduct business. If they will conduct
business with a variely of parlies, or cannot use out-of-band means, they must rely on a trusted
third party 1o distribute the public keys and authenticate the identily of the party associated with
the corresponding key pair.

Fublic key infrastructure is the combination of soflware, encryption fechnologies, and services
that enables enlerprises {o protect the security of thelr communications and business
transactions on networks. PRI integrales digital certificates, public key cryptography, and
ceriification authorities into a complete enterprise-wide network security architecture. A typical
enterprise’s PKI encompasses the issuance of digital cerlificates to individual users and servers;
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end-user enroliment sofiware; inlegration with ceriificate direciories; tools for managing,
renewing, and revoking certificates; and related services and support.

The term public key infrastruciure is derived from public key cryptography, the technology on
which PKl is based. Public key crypiography is the technology behind modern digital signature
techniques. it has unigue features that make it invaluable as a basis for security funclions in
distributed systems. This section provides additional background on the underlying mechanisms
of a public key system.

3.1 PEKICOMPONENTS

Functional elemenis of a public key infrastructure include certificalion authorities, registration
authoritiss, repositories, and archives. The users of the PKI come in two flavors: certificate
holders and relying parties. An atiribute guthority is an optional component.

A certification authority {CA} is similar 1o a notary. The CA confirms the identities of parties
sending and receiving electronic payments or other communications. Authentication is a
necessary element of many formal communications between parties, including payment
transactions. In most check-cashing transactions, a driver’s license with a picture is sufficient
authenlication. A personal identification number (PIN} provides electronic authentication for
transactions at a bank automated teller machine (ATM).

A registration authority {(RA) is an entity that is trusted by the CA o register or vouch for the
identity of users to 8 CA.

A repository is a database of active digital certificates for a CA systemn. The main businass of
the reposiiory is io provide dala that allows users to confirm the status of digiial certificates for
individuals and businesses that receive digitally signed messages. These message recipienis
are called relving parties. CAs post cerlificates and CRLs to repositories.

An archive is a database of information 1o be used in ssifling fulure dispules. The business of
the archive is to store and protect sufficient information to determine if a digital signature on an
“old” document should be trusted.

The CA issues a public key certificate for each identity, confirming that the identity has the
appropriate credentials. A digital certificate typically includes the public key, information about
the identity of the party holding the corresponding private key, the operational period for the
certificate, and the CA’s own digital signature.  In addition, the certificate may contain other
information about the signing party or information about the recommended uses for the public
key. A subscriber is an individual or business eniity that has conlracted with a CA {0 receive a
digital certificate verifying an identity for digitally signing electronic messages.

CAs must also issue and process certificate revocation lists {CRLs}, which are lists of
certificates that have been revoked. The list is usually signed by the same entily that issued the
certificates. Certificales may be revoked, for exampie, if the owner’'s private key has been lost;
the owner leaves the company or agency,; or the owner's name changes. CRLs also document
the historical revocation status of certificales. That is, a daled signature may be presumed to be
valid if the signature date was within the validity period of the certificate, and the current CRL of
the issuing CA at that date did not show the ceriificate to be revoked.

PKI ussrs are organizations or individuals that use the PKI, but do not issue ceitificates. They
rely on the other components of the PKI {o obtain certificates, and to verify the certificates of
other entities that they do business with. End entities include the refying party, who relies on the
certificate to know, with certainty, the public key of another entily; and the cerfificate holder, that
is issued a certificate and can sign digital documents. Note that an individual or organization
may be both a relying party and a certificate holder for various applications.
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35§ Certification Authosities

The certification authority, or CA, is the basic building block of the PKI. The CA is g collection of
computer hardware, software, and the people who operate it. The CA is known by two
attributes: ils name and ifs public key. The CA performs four basic PKI functions: issues
certificates (i.e., creates and signs them), maintains cerlificate status information and issues
CRLs; publishes s current {e.g., unexpired) cerlificates and CRLs, s0 users can obtain the
information they need o implement security services; and maintains archives of status
information about the expired certificates that # issusd. These requirements may be difficult io
satisfy simultansously. To fulfill these requirements, the CA may delegate ceriain functions {o
the other components of the infrastructure.

A CA may issue certificates 1o users, to other CAs, or both. When a CA issues a certificate, it is
asserting that the subject (the eniity named in the certificate) has the private key that
cofresponds to the public key contained in the cenificate. If the CA includss additional
information in the certificate, the CA is asserting that information corresponds 1o the subject as
well. This additional information might be coniact information {e.g., an electronic mail address),
or policy information {(e.g., the types of applications that can be performed with this public key.)
When the subject of the cerlificate is another CA, the issusr is asserting that the cerlificates
issued by the other CA are trustworthy.

The CA inseris its name in every certificate (and CRL) # generales, and signs them with s
private key. Once users establish that they trust a CA (directly, or through a certification path)
they can trust certificates issued by that CA. Users can easily identify certificales issued by that
CA by comparing its name. To ensure the certificate is genuine, they verify the signature using
the CA’s public key. As a resull, i is imporiant that the CA provide adequale protection for its
own private key. Federal government CAs should always use cryptographic modulss that have
been validated against FIPS 140,

As CA operation is central to the securily services provided by a PK, this topic is explored in
addilional detail in Seclion 5, CA System Operation.

312 Regisiravion Authoritics

An RA is designed to verify cerdificate contents for the CA. Certificate contents may reflect
information presented by the entity requesting the cerlificate, such as a drivers license or recent
pay stub. They may aiso reflect information provided by a third party. For example, the credil
limit assigned o a credit card reflects information oblained from credit bureaus. A certificale
may reflect data from the companys Human Resources depariment, or a lsiter from a
designated company official. For example, Bob’s certificate could indicate that he has signature
authorily for small contracts. The RA aggregates these inputs and provides this information o
the CA.

Like the CA, the RA is a collection of computer hardware, software, and the person or psople
who operate #. Unlike a CA, an RA will often be operated by a single person. Each CA will
maintain a list of accredited RAs; that is a list of RAs delermined 1o be frustworthy, An RA is
known io the CA by a name and g public key. By verifying the RA’s signature on a message, the
CA can be sure an accredited RA provided the information, and it can be trusted. As a result, it
is important that the RA provide adequale profeclion for its own privaie key. Federal
government RAs should always use cryplographic modules that have been validated against
FIPS 140,
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313 PKY Repositories

PKl appilications are heavily dependent on an underlying directory service for the distribution of
certificates and ceriificate status information. The directory provides a means of storing and
disiribuling certificales, and managing updales to certificates. Direclory servers are typically
implementations of the X.500 standard or subset of this standard.

X.500 consists of a series of recommendations and the specificgtion ilself referencas several
iISC standards. i was dasigned for directory services that could work across system, corporate,
and international boundaries. A suile of protocols is specified for operations such as chaining,
shadowing, and referral for server-io-server communication, and the Direclory Access Protocol
(DAF) for client {o server communication. The Lightweight Direclory Access Protocol (LDAF)
was later developed as an alternative (0 DAP. Most directory servers and clients support LDAP,
though not all support BAP.

To be useful for the PKI applications, directory servers need to be inferoperable; without such
interoperability, a relving party will not be able {0 retrieve the needed certificates and CRLs from
reamole siles for signature verifications. To promote interoperablilily among Federal agency
directories and thus PKi deployments, the Federal PKI Technical Working Group is developing a
Federal PKI Directory Profile [Chang] to assist agencies interested in participating in the FBCA
demonstration effort. it is recommended that agencies refer io this document for the minimum
interoperability requirements before standing up their agency directories.

314 Archives

An archive accepts the responsibility for long term slorage of archival information on behalf of
the CA. An archive asserts that the information was good at the time it was received, and has
not been modified while in the archive. The information provided by the CA o the archive must
be sufficient to determine i a cerlificale was actually issued by the CA as specified in the
certificate, and valid at that time. The archive protects that information through technical
mechanisms and appropriate procedures while in its care. If a dispule arises at a later date, the
information can be ussed to verify that the private key associated with the certificale was used to
sign a document. This parmits the verification of signatures on old documents (such as wilis) at
a iater date.

3.1.5  PEfusers

PRI Users are organizations or individuals that use the PKI, but do not issue cerlificates. They
rely on the other components of the PKI to oblain cettificates, and to verify the certificates of
other gntities that they do business with. End eniitiss include the relying party, who relies on the
certificate to know, with certainty, the public key of another entily; and the cerificate holder, that
is issued a certificate and can sign digital documents. Note that an individual or organization
may be both a relying party and a certificate holder for various applications.

3.2 PERIARCHITRCTURES

Certificate holders will obtain their cenificates from different CAs, depending upon the
organization or community in which they are a member. A PKl is iypically composed of many
CAs linked by trust paths. A trust path links a relying party with one or more frusted third parties,
such that the relying party can have confidence in the validily of the cerlificate in use. Recipients
of a signed message who have no relationship with the CA that issued the ceitificate for the
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sender of the message can still validate the sender’'s certificate by finding a path between their
CA and the one that issued the sender’s certificate.

The initial challenge is deploying a PKi thal can be used throughout an enterprise {(e.g., a
company or governmeant agency). There are two traditional PKI architeciures to support this
goal, hisrarchical and mesh snlerprise archileciures. Muore recently, enterprises are seeking to
fink their own PKis fo those of their business parlners. A third approach, bridge CA
architeclure, has been developed o address this problem. These three architectures are
described below.

321  Eunterprise FKI Architectures

CAs may be linked in a number of ways. Most enterprises that deploy & PKI will choose efther a
“mesh” or g “hierarchical” archifeciure:

e Hierarchical, Authorities are arranged hierarchically under a “root” CA thal issues
certificates to subordinate CAs. These CAs may issue certificates to CAs below
them in the hierarchy, or o users. In g hierarchical PKI, every relying party knows
the public key of the root CA.  Any certificale may be verified by verifying the
certification path of cerificates from the root CA. Alice verifies Bob's ceriificate,
issued by CA 4, then CA 4's cerlificate, issued by CA 2, and then CA 2's cerlificate
issued by CA 1, the root, whose public key she Knows.

¢ Mesh: Independent CA’s cross certify each other (that is issue certificates io each
other}, resulting in a general meash of trust relationships between peer CAs. Figure 1
(b illustrates a mesh of authorities. A relying party knows the public key of a CA
“near” himself, generslly the one that issued his cerdificate. The relying parly verifies
certificate by verifying a certification path of certificates that leads from that trusied
CA. CAs cross certify with each other, thal is they issue certificates to each other,
and combine the two in a crossCertificatePair. So, for example, Alice knows the
public key of CA 3, while Bob knows the public key of CA 4. There are several
certification paths that lead from Bob io Alice. The shortest requires Alice o verify
Bob’s certificate, issued by CA 4, then CA 4's cartificate issued by CA 5 and finaily
CA 5's certificate, issued by CA 3. CA 3 is Alice’s CA and she trusts CA 3 and
knows its public key.

Figure 1 illustrates these two basic PKI architectures.

a. hisrarchical infrastruciurs b mesh infrastruciure

Figure 1. Traditional PKl Architectures
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222 Bridge PKI Architecture

The Bridge CA archileclure was designed io connect enterprise PKis regardiess of the
architecture. This is accomplished by introducing a new CA, called a Bridge CA, whose sole
purpose is {o establish relationships with enterprise Piis.

Unlike a mesh CA, the Bridge CA does not issue certificates directly to users. Unlike a root CA
in a hierarchy, the Bridge CA is not intended for use as a trust point. Al PKI users consider the
Bridge CA an intermediary. The Bridge CA establishes peer-to-peer relstionships with different
enterprise Piis. These relationships can be combined {o form a bridge of trust connecting the
users from the different Piis,

if the trust domain is implemented as a hierarchical PKI, the Bridge CA will esiablish a
relationship with the root CA. If the domain is implemented as a mesh PKI, the bridge will
establish a relationship with only one of its CAs. In either case, the CA that enters into a trust
refationship with the Bridge is termed a principal CA.

in Figure 2, the Bridge CA has established relationships with three enierprise PKis. The first is
Bob’s and Alice’s CA, the second is Carol's hierarchical PKI, and the third is Doug's mesh PKL
None of the users frusts the Bridge CA directly. Alice and Bob trust the CA that issued their
certificates; they trust the Bridge CA because the Fox CA issued a certificate to . Carol's trust
point is the root CA of her hierarchy; she trusis the Bridge CA because the root CA issusd a
ceriificate to . Doug trusts the CA in the mesh that issued his certificate; he trusis the Bridge
CA because there is a valid certification path from the CA that issued him a certificate to the
Bridge CA. Alice (or Bob) can use the bridge of trust that exists through the Bridge CA to
establish relationships with Carol and Doug.

| Fox Cansulting

Figure 2. Bridge CA and Enterprise PKlis

323 Physical Architecture

There are numercus ways in which a PKI can be designed physically. 1t is highly recommended
that the major PKI components be implemented on separate systems, that is, the CA on one
system, the RA on a different system, and directory servers on other sysiems. Because the
sysiems contain sensitive data, they should be located behind an organization’s Internet firewall.
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The CA system is especially imporiant because g compromise {o that system couid potentially
disrupt the entire operations of the PKI and necessitaie starting over with new certificates.
Consequently, placing the CA system behind an additional organizational firewall is
recommended so that it is protected both from the Internet and from systems in the organization

itself. Of course, the organizational firewall would permit communications belween the CA and
the RA as well as other appropriate systems.

if distinct organizations wish to access certificates from each other, their directories will need to
be made available 1o each other and possibly to other organizations on the Internel. However,
some organizations will use he direclory server for much more than simply a repository for
certificates.  The directory server may coniain other data considered sensitive o the
grganization and thus the directory may be 100 sensitive to be made publicly available. A typical
solution would bs 1o create a dirsctory that contains only the public keys or cettificates, and {o
locate this directory at the border of the organization - this directory is referred to as a border
direciory. A likely location for the directory would be outside the organization’s firewall or
perhaps on a protected DMZ segment of iis network so that it is still availlable {o the public but
better protected from attack. Figure 3 illusirates a typical arrangement of PKi-relaled systems.

The main direciory server located within the organization's protected network would periodically
refrash the border directory with new certificates or updates to the existing certificates. Users
within the organization would use the main directory server, whereas cother sysiems and
organizations would access only the border directory. When a user in organization A wishes o
send encrypled e-mail o a user in organization B, user A would then retrieve user B's cerlificate

from organization B's border directory, and then use the public key in that cerdificate o encrypt
the e-mail.
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Figure 3. PKI Physical Topology
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3.3 PKIDATASTRUCTURES

Two basic data structures are used in PKis. These are the public key certificate and the
certificate revocation lists. A third data structure, the atiribute certificate, may be used as
an addendum

331 X509 Public Key Certificates

The X.508 public key certificate format HETF 01} has evolved inic a flexible and powerful
mechanism. It may be used to convey a wide variety of information. Much of that information is
oplional, and the contents of mandatory fields may vary as well. It is important for PKi
implementers to undersiand the choices they face, and their consequences. Unwise choices
may hinder interoperabiiity or prevent support for critical applications.

The X.508 public key ceriificate is protected by a digital signature of the issuer. Certificate users
know the contenis have not been tampersd with since the signature was gsnerated if the
signature can be verified. Ceriificates contain a set of common fields, and may also include an
optional set of extensions.

There are ten commion fislds: six mandatory and four optional. The mandatory fields are: the
serigl number, the certificate signature algorithm identifier, the cerlificale issuer name, the
certificate validity period, the public key, and the subject name. The subject is the party that
controis the corresponding private key. There are four optional fields: the version number, two
unigue identifiers, and the exdensions. These optional fields appear only in version 2 and 3
certificates.

Version. The version field describes the syntax of the certificale. When the version figld is
omitted, the certificate is encoded in the original, version 1, synilax. Version 1 certificales do not
includs the unique identifiers or extensions. When the cedificate includes uniqus identifiers but
not exdensions, the version fisld indicates version 2. When the certificate includes exdensions,
as aimost all modern certificates do, the version field indicates version 3.

Serial number. The serial number is an integer assigned by the certificate issuer to each
certificate.  The serial number must be unigue for each certificate generated by a particular
issuer. The combination of the issuer name and serial number uniquely identifies any cerlificate.

Signature. The signature field indicates which digital signature algorithm (e.g., DSA with SHA-1
or RSA with MDJS) was used to protect the certificale.

fssuer. The issuer field contains the X 500 distinguished name of the TTP that generated the
certificate.

Validity. The validity field indicates the dales on which the certificate becomes valid and the
date on which the cerlificate expires.

Subject. The subject field contains the distinguished name of the holder of the private key
corresponding o the public key in this certificate. The subject may be a CA, a RA, or an end
entily. End entities can be human users, hardware devices, or anything else thal might maks
use of the private key.

Subject public key information. The subject public key information field contains the
subject’'s public key, optional parameters, and algorithm identifier. The public key in this field,
along with the optional algorithm parameters, is used {o verify digital signatures or perform key
management. If the certificate subject is a CA, then the public key is used o verify the digital
sighature on a cerlificate.
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issuer unique 1D and subject unigue ID. These flelds contain identifiers, and only appear in
version 2 or version 3 certificates. The subject and issuer unique identifiers are inlended to
handle the reuse of subject names or issuer names over time. However, this mechanism has
proven to be an unsatisfactory solution. The Internet Certificate and CRL profile does not
HOUSSY] recommend inclusion of these fields.

Extensions. This optional field only appears in version 3 certificates. I present, this fisld
contains one or more cerlificate exiensions. Each exiension includes an exiension identifier, a
criticality flag, and an exension value. Common certificate extensions have been defined by
ISC and ANSI o answer questions that are not satisfisd by the common fields.

Subject type. This field indicatas whether a subject is a CA or an end entity.

Names and identity infonmation. This field aids in resolving questions about a user's identity,
e.g., are “glice@gsa.gov’ and "c=US; o=U.8. Government; ou=GS8A,; cn=Alice Adams” the sams
person?

Key attributes. This field specifies relevant attributes of public kKeys, e.g., whether if can be
used for key tfransport, or be used to verify a digital signature.

Policy information. This field helps users determine if another user's cartificate can be trusted,
whether it is appropriate for large transactions, and oiher conditions that vary with organizational
policies.

Certificate extensions allow the CA to include information not supported by the basic certificate
content.  Any organization may define a private exdension {o meet its particular business
requirements. However, most requirements can be salisfied using standard extensions.
Standard extensions are widely supporied by commercial producis. Standard extensions offer
improved interoperabifity, and they are more cost effective than private exiensions.

Extznsions have three components: extension identifier, a criticality flag, and exfsnsion
value. The exiension identifier indicates the format and semantics of the exdension value. The
criticality flag indicates the importance of the extension. When the criticality flag is sei, the
information is essential fo cerlificate use. Therefore, if an unrecognized critical extension is
encountered, the cerlificate must not be used. Alternatively, an unrecognized non-critical
extension may be ignored.

The subject of g certificate could be an end user or another CA. The basic certificate fields do
not differentiate belween these types of users. The basic consiraints extension appears in CA
certificates, indicating this certificate may be used io build certification paths.

The key usage extension indicates the types of security services that this public key can be
used to implement. Thase may be generic services (e.g., non-repudigtion or data encryption) or
PKI specific services {e.g., verifying signatures on cerdificates or CRLs).

The subject field contains a directory name, but that may not be the type of name that is used by
a particular application. The subject alternative name extension is used o provide sther name
forms for the owner of the privale key, such as DNS names or email addresses. For exampile,
the email address alice@gsa.gov.gov could appear in this field.

CAs may have multiple key pairs. The authority key identifier exdension helps users select the
right public key 1o verify the signature on this certificate.

Users may also have multiple Key pairs, or multiple cerdificates for the same key. The subject
key identifier exdension is used 1o identify the appropriate public key.
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Crganizations may support a broad range of applications using PKlL. Some certificates may be
more trustworthy than others, based on the procedures used 1o issue them or the type of user
cryptographic module. The certificate policies exdension contains a globally unigue identifier
that specifies the certificate policy that applies to this cerdificate.

Different organizations {s.g., different companies or government agencies) will use different
certificate policies.  Users will not recognize policies from other organizations. The policy
mappings exiension converts policy information from other organizations into locally useful
policies. This extension appears only in CA certificates.

The CRL distribution poinis extension contains a pointer io the X508 CRL where siatus
information for this ceriificate may be found. (X.508 CRLs are described in the following
section.)

When a CA issues a certificate to another CA, i is asserting that the other CA's cerlificates arg
trustworthy. Sometimes, the issuer would like 1o assert that g subset of the certificates should
be trusted. There are three basic ways 1o specify that a subset of ceriificates should be frusted:

The basic constraints exdension {described abowve) has & second role, indicating whether this
CAis trusted to issue CA certificates, or just user certificates.

The name constraints extension can be used {0 describe a subset of certificates hased on the
names in either the subject or subject alternative name figlds. This extension can be used {o
define the set of acceptable names, or the set of unacceptable names. That is, the CA could
assert “names in the NIST directory space are acceptable” or “names in the NIST directory
space are notf acceptable.”

The policy constraints exiension can be used {0 describe a subset of certificates based on the
contents of the policy extension. If policy constraints are implemented, users will reject
certificates without a policy extension, or where the specified policies are unrecognized.

332 Certificate Revocaiion Lists (CRLs)

Certificates contain an expiration date. Unforiunately, the data in a cerificate may become
unreliable before the expiration date amrives. Certificate issuers nead a mechanism {o provide a
status update for the certificates they have issued. One mechanism is the X. 509 certification
revocation fist (CRL).

CRLs are the PKI analog of the credit card hot list that store clerks review before accepting large
cradit card transactions. The CRL is protected by a digital signature of the CRL issuer. if the
signature can be verified, CRL users know the contents have not been tampered with since the
signhature was generated. CRLs contain a set of common fields, and may also include an
optional set of extensions.

The CRL contains the following fields:

Version. The oplional version field describes the syntax of the CRL. (In general, the version
will be two.)

Signature. The signalure field contains the algorithm identifier for the digital signature algorithm
used by the CRL issuer (o sign the CRL.

issuer. The issuer field contains the X.500 distinguished name of the CRL issuer.

This update. The this-update field indicates the issue date of this CRL.
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Next update. The next-update field indicates the date by which the next CRL will be issued.

Revoked certificates. The revoked certificates siructure lists the revoked caitificates. The
entry for each revoked ceriificate contains the cerlificate serial number, time of revocation, and
gplional CRL entry extsnsions.

The CRL entry exiensions field is used o provide additional information about this particular
revoked certificate. This field may only appear if the version is v2.

CRL Extensions. The CRL extensions field is used to provide additional information about the
whole ORL. Again, this field may only appear if the version is v2.

ITU-T and ANSI X8 have defined several CRL exiensions for X.508 v2 CRLs. They are
specified in X509 971 and [X8585]. Each exiension in a CRL may be designated as critical or
non-critical. A CRL validation fails if an unrecognized critical exdension is encountersd.
However, unrecognized non-critical exdensions may be ignored. The X.508 v2 CRL format
allows communities io define private exiensions fo camry information unigue to those
communities. Conwnunities are encouraged to define non-critical private exdensions so that
their CRLs can be readily validated by all implementations.

The most commonly used CRL exiensions include the following:

The CRL number extension is assentially a counter. in general, this extension is provided so
that users are informed if an emergency CRL was issued.

As noted in the previous section, CAs may have multiple ksy pairs. VWhen appearing in a ORL,
the authority key identifier exension helps users select the right public key to verify the
signature on this CRL.

The issuer field contains a direciory name, but that may not be the type of name that is used by
a particular application. The issuer altsrnative name extension is used 1o provide other name
forms for the owner of the private key, such as DNS names or email addrasses. For exampile,
the emall address CAT@nist.gov could appear in this field.

The issuing distribution points exension is used in conjunclion with the CRL distribution
points exiension in certificates. This exdension is used to confirm that this parlicular CRL is the
one described by the CRL distribution points exiension and contains status information for
cerlificate in queslion. This extension is required when the CRL does nol cover ali cerificales
issued by a CA, since the CRL may be distributed on an insecure network.

The extensions described above apply to the entire CRL. There are also exiensions that apply
to a particular revoked certificate.

Certificales may be revoked for a number of different reasons. The user's orypto module may
have heen stolen, for example, or the module may simply have been broken. The reason code
extension describes why a particular cerlificate was revoked. The relving party may use this
information to decide if a previously generated signaiure may be accepted.

Sometimes a CA does not wish to issue its own CRLs. it may delegate this 1ask to another CA.
The CA that issues a CRL may include the status of certificates issued by a number of different
CAs in the same CRL. The certificate issuer exiension is used to specify which CA issued a
particular certificate, or set of certificates, on a CRL.
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333 Awneibute Certificates

The public key certificates described in 3.1.1 are focused on the binding between the subject
and the public key. The relgtionship between the subject and public key is expected to be a
long-lived relationship. Most end entity cerlificates include a validity period of a year or two
years,

Crganizations seek improved accass conirel. Public key certificates can be used {o authenticate
the identity of a user, and this identity can be used as an input to access control decision
functions. However, in many contexis, the identity is not the criterion used for access control
decisions. The access control decision may depend upon role, security clearance, group
meambership, or ability to pay.

Authorization information, such as membership in a group, ofien has a shorter lifetime than the
binding of the identity and the public key. Authorization information could he placed in a public
key certificale extension. However, this is not a good strategy for two reasons.  First, the
certificate is likely to be revoked because the authorization information needs o be updated.
Revoking and reissuing the public key certificate with updaled authorization information is guile
expensive. Second, the CA that issues public key certificates is not likely 1o be authoritative for
the authorization information. This results in additional steps for the CA to contact the
authoritative authorization information source.

The X.509 attribute cerlificate (AC) binds atiribules o an AC holder [X508 §7]. This definition is
being profiled for use in Internet applications. Since the AC does nof contain a public key, the
AC is used in conjunction with a public key certificate. An access control function may make
use of the altributes in an AC, but it is not a replacement for authentication. The public key
cerlificate must first be used to perform authentication, then the AC is used o associate
attribuies with the authenticated identity.

ACs may also be used in the context of a dala origin authentication service and a non-
repudiation service. In these contexis, the atiribules contained in the AC provide additional
information aboul the signing entity. This information can be used to make sure that the entity is
authorized to sign the data. This kind of checking depends either on the context in which the
data is exchanged or on the data that has been digitally signed.

An 2509 AC resembles the X 508 public key certificate. The AC is an ASN.1 DER sncoded
obiject, and is signed by the issuer. An AC contains nine fields: version, holder, issuer, signalurg
algorithm identifier, serial number, validity period, attribules, issuer unique identifier, and
extensions. The AC holder is similar 1o the public key cerdificate subject, but the holder may be
specified with a name, the issuer and serial number of a public key certificate, or the one-way
hash of a certificate or public key. The atiributes describe the authorization information
associated with the AC holder. The exdensions describe additional information about the
certificate and how it may be used.

34 ADDITIONAL PEI SERVICES

in addition o the security services described previously {(non-repudiation, identification and
authentication, confidentiglity and integrity), PKls can also offer other services. Two important
services that may be offered by a PKI are key recovery and authorization. These services are
described below.
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Key Recgovery. If a user's key is lost, agencies and businesses must still be able to recover
daia that the employse had encrypied, which can only be done by recovering the encryption key.
Reasons for key recovery may include an employse forgetting a password io unlock an
encrypted file, the dsath of an emploves who has snorypted some information, or someone
atternpting to hide criminal activity from law enforcement officials. To ensure the ability o
recover encrypied data, encryption keys must be backed up and siored securely.

Note, however, that signing keys, i.e., keys used for digital signatures, should not be backed up,
since doing so pravents the PKI from ensuring non-repudiation. If anyong other than a particular
user has a copy of a signing key, then that user can claim that someone else supplied the
signature on a contested document. If a user loses a signing key, a new Key and associated
certificate can be easily generated. The PKI must keep track of the user’s possession of a key,
but not the key iself.

Privilege/Authorization, Cerlificates can be used to vouch for a user's identity and also specify
privileges the user has been granted. Privileges might include authority to view classified
information or permission {0 modify material on a Web server among other privileges.,

35 CASESTUDY

A PKI can support g wide variety of internel and e-commerce applications, including secure
electronic mail, virtual private networks, secure web access, and cusiom applications.  The
following procurement example illustrates how the services listed above are achieved, and the
role played by the major PKI compoenents.  For the purposes of this example, we will assume
R8A for signatures and key transport, SHA-1 for the hash, and AES for encryplion.

Alice is a buyer for the Alpha company. She wishes o obtain widgets from the Beta corporation
for Alpha’s new product line. The Alpha company does not want its competifors {0 know
anything about the new products — nof even that widgels are a subcomponent. Alice wishes 1o
negotiate with Bob, the head of sales at Bela, slectronically.

Alice generales two public-privale key pairs, one for signature the other for encryption. She
goes to the Alpha company RA and provides the signature public key and a wvalid Alpha
company pholo-id. The RA verifies the buyer's identity based on the photo-id and vouches for
the identity of the buver io Alpha’s CA, who then issues the signature cerntificale to Alice. The
Alpha CA posis the new certificate in the Alpha company direclory.  Alice returns to her desk
and uses her signature to authenticate her request for a key exchange certificate. In this
request, Alice provides both her public and private encryption Keys. The Alpha CA issues a kay
fransport certificate to Alice and escrows her encryption private key. The Alpha CA also
pericdically posts a ORL.

The Beta corporation also has a CA. Bob has previously gensrated his key pairs and obtainsd
cerlificates. The Beta CA has posted the cerificates o #ts directory. Like the Alpha CA, the
Beta CA posts CRLs as well,

Alice construcis a message describing the number of widgels she needs and the schedule for
delivery. She signs the message using the private key associated with the public key in her
signing certificate. She generates an AES key and encrypls the message. Nexi, Alice obtains
Bob’s key transport public key from the Beta direciory. Alice verifies that this certificale has not
been revoked, and encrypts her AES key using Bob'’s public key. Alice sends Bob the signed
and encrypted message along with the encrypted AES key.

Bob uses his key transport private key to decrypt encrypted AES key. He then uses the AES
key to decrypt the message. Now he can read the contents, bul is unsure if it really originated
from Alice or if it has been changed since Alice created . Bob oblains Alice’s signature
certificate from the Alpha directory along with the current CRL. After verifying the certificate has
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not been revoked, Bob can verify the digital signature on the message. if the signature
validates, Bob knows the message came from Alice and has not been modified. He can
concentrate on providing an accurate quote 1o the Alpha company.

Alice and Bob negotiate a deal and the widgets are delivered. The bill arrives, and the Alpha
company disputes the cost. This dispute must be settled immediately, or the new product line
will be delayad. The CEO needs 1o see the messages Bob sent to Alice. Unfortunately, Alice is
on an adventure vacation and cannot be contacted, so she can not decrypt the messages. The
CEO of the Alpha company requesis Alice’s private encryption Key from the escrow server,
After determining the request is authentic, the key is returned {o the CEQ. The CEO uses the
key to decrypt the message from the negoliation belween Alice and Bob, and the dispuie is
setiled.

We could exdend this scenario further o include attribute certificates for authorization. The
atiribule authorily would have issued an aliribute cettificate to the CEO authorizing him to
perform kKey recovery operations.  The escrow server would retrieve and verify the CEQO’s
atiribuie certificate before approving the escrow request.
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4 IsSUESAND RISKS IN CA SYSTEM OPERATION

To issue digital certificates, a CA must verify subscribers’ identities; determine the appropriate
content of digital certificates; create, distribute, and ensure accepiance of digital cerlificates; and
ensure infernal security.  Each of these actions introduces some risk to the parties involved.
This seg;ﬁan discusses some of these risks and tradeoffs that can be made to reduce or spread
the risk’.

CA sysiems may be chargclerized as primarily open or closaed. A fully closed sysiem has
contracts defining the rights and obligations of all participants for authenticating messages or
transactions. This type of system offers the CA operators less risk exposure because there is
litle uncertainty regarding obligations. Conversely, a fully open system would not have formal
contracts defining the rights and obligations of relying parties in the system. In such a system,
the firms that perform the CA activities could be exposed o an unceriain tevel of risk for sach
authenticated message or transaction. # is likely during sarly stages of development that most
CA systems will be neither fully open nor fully closed, with contracts defining the righis and
responsibilities of at least some, but not all, of the system participants.

41 VERIFVING IDENTITY

To confirm the identity of a subscriber, the CA either reviews the subscriber’s credentials
internally or contracts with a registration authority (RA).  The decision 1o outscurce and the
choice of RA expose the CA 1o risk. If the CA or RA confirms an identity that is false, or
somazhow inaccurate, the CA may suffer loss of busingss or even expose itself to legal actions.
Moraover, the CA's outstanding ceriificates may become suspect if there is g pattern of
insufficient due diligence in verifying identities for issuing certificates. The risk exposure from
falsely identifying a subscriber may be reduced when a CA issues digital certificates for use
within a closed systemn, because there are coniracts in place between some or all of the
participants in the system.

4.2 CErRTIFICATE CONTENT

Certificates’ content varies by CA system. Content and a certificate’s limitations are a source of
strategic risk to the issuing CA. Standard ceriificates identify the subscriber and the issuing CA.
Another imporiant element of a standard cerificate is the expiration date. The X.508 standards
for certificate content require that digital cerlificates contain the distinguished (L.e., unique) name
of the cerlificate issuer (the signer), an issuer-specific serial number, the issuers signature
algorithm identifier, and a validily period. The more limiled the life of a certificate, the lower the
risk exposure for the issuing CA. A certificate’s security has both physical and logical
vulnsrabilities that are culgrowths of the sofiware used to gensrate a digital signature. The
longer such software is in use, the greater the likelihood that & will be corrupted or that someone
will gain unauthorized access.

Certificate extensions provide information in addilion to the identily of the subscriber and the
issuing CA. Additional information may include suggested limitations on uses of the certificats,
such as the number of and type of transactions or messages that subscribers are authorized {o
sign. Any such limitation reduces the transaction and reputation risk of the issuing CA. The CA
also may use extensions to establish classes of digital certificales for use with financial
fransactions or for fransmitting highly sensitive information. Such certificales may be for a single

" Portions of this discussion were derived from “Certification Authority Systems”, Office of the
Comptrofler of the Curency, OCC 88-20, May 4, 1988,
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message or fransaction, used only with a specific relying party, or limited {o a maximum financial
amount.

4.3 CERTIFICATE CREATION, DMSTRIBUTION, AND ACCEPTANCE

The process of creating, distributing, and documenting acceplance of a subsciriber’s certificale
exposss a CA {o transaction, strategic, and repulation risk.  In certificate creation, the
transaction and reputation risk exposures arise from possible errors occurring in the systems
that match appropriate ceriificate limitations o each subscriber’s unigue signing capabilities.
Risk exposures are associgted with the policies and procedures that control the process.

Ceriificate distribution and acceptance often are not solely the responsibility of the CA. The
subscriber likely will obtain the tachnology o craate digital signatures from a software providsr or
other technology firm. However, the certificate is not complete until the CA acknowledges the
subscriber’s signing capability with its own digital signature to create the certificate of record. In
a closed CA system, the CA risk exposure may be modified by the contract establishing the
exact roles and responsibiliies of the parties. Some of the fransaction risk may be allocated to
& lead organization, individual subscribers and relving parties, or another enlity maintaining the
dalabase of certificates. Howsver, the CA still may have a reputation risk exposure if problems
with the technology are atiributed to the CA.

Generally, a digital certificate will not be operalional until the subscriber accepts the signed
certificate. Cerlificate acceptance implies that the subscriber agrees to the terms and conditions
established by the CA for the overall sysiem as well as any specific conditions that apply to the
subscriber. Errors in the communication process with subscribers regarding acceptance, from
either inadequale policies and procedures or tschnical difficulties, expose the CA to both
transaction and reputation risk.

4.4 MANAGING DIGITAL CERTIFICATES

When a CA issues ceriificates to support subscribers’ digital signatures, the CA usually is
interacting only with subscribers or a representative or agent acting on behalf of the subscribers.
However, if the CA also chooses to manage outstanding cerlificates, i.e., act as a repository, the
CA will transact with relying parties thal receive messages. The following discussion outlines
the risk exposures that arise with respsact (o repository services for both subscribers and relying
parties. i is organized o address four aspects of managing digital certificates:

s  Customer disclosures

¢ Subscriber service and support;

e  Suspending and revoking certificates; and
¢ Processing the requssts of relying parties.

4.4.1 Cusiomer Disclosures

Although there is no legal disclosure requirement at present, a CA will need fo provide some
information concerning the basic services provided and the righls and responsibilities of
subscribers and relying parties. The nature of the disclosures will have an impact both on the
fransaction and repulation risk exposure of a CA. For example, if disclosures clearly describe
the CA error rasolution procedures and privacy policy, there may be less confusion on the past of
subscribers. Further, if the CA provides technical documentation on the uss of the soflware
associated with cerlificates, subscribers will be betier gble to distinguish between problems
resulting from the software rather than the CA, shifling some of the reputation risk exposurs
away from the CA.
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4.4.2 Subscriber Service and Support

Like many new information technology products and services, a CA requires customer support,
which is a source of reputation risk. A CA may consider establishing a help desk or some other
form of divect interaction with subscribers and relying parties. The policies, procedures and
operation of the help desk are g potential source of transaction and strategic risk. Resolving
problems or ervors that subscribers and relving parties encounter from lack of familiarity with the
use of the underlying technology will require subslantial resources from the CA or a cusiomer
service contractor. Although the CA typically will not supply software for creating a digital
signature, there may be some circumstances in which subscribers altribute all difficulties in
using the technology to the CA

Subscribers may have technical problems because of software configurations on their personal
computer systems that may not bscome apparent until they attempt o sign a message or
transaction. Because an organization providing CA services ultimately may wish to maintain the
customner relationship, the practical decision may be to provide cusiomer seyvice either internally
or to contract with a firm with appropriale expertise. Some technology firms now provide smart
cards to hold subscriber certificates. Instead of downloading the soflware o the PC hard drive,
the subscriber would have a smart card reader attached to his PC. The smart card and reader
would be pre-programmed to load the certificate information appropriately for the subscriber.
Some of the fransaction and repuiation risk of subsoriber service and support may be reduced
by the simplicity of the use of hardware rather than requiring PC users to load the software from
another source.

443 Suspending and Revoking Cereificares

Because the subscriber is responsible for maintaining the security of the signature capability, the
polential exists that the system may be compromised and made available for unauthorized use.
Thus, the CA may be required 1o suspend or revoke a certificate. If the CA {or ancther
rasponsible parly within the systemy) does not monitor and take such action in a timely manner,
the CA may authenticate messages or transactions carmving expired digital signatures. Thus,
CA sysiems that render a subscriber's digital cerlificate invalid are potentially exposed io
substantial transaction, strategic, and reputation risks. Poorly designed policies and procedures
are a source of strategic risk, and improperly implemented ones expose the CA to transaction
and reputation risk. The timing of necessary repository updales may differ with the type of
cerlificates involved; a delay in the suspension of a ceriificate used for sensitive massages or
fransactions carries relatively high risk.

A digital certificate may be rendered invalid in one of two ways. The CA may revoke a certificate
if it is certain that a subscriber has compromised his signing capability. The most likely
compromise would be if the subscriber did not keep his privale key secure. If a subscriber’s
private Key became known, unauthorized individuals could sign messages and transactions. f
there is some guestion as io the status of the certificate, the CA instead may suspend the
certificate until its siatus is determined. Transaction and reputation risk may result from errors in
processing both requests for revocation and suspension of certificates. For example, a
subscriber whose certificate is erroneocusly invalidated and hence is unable to sign messages
could potentially experience losses and may pursue legal action, damaging the CA’'s reputation
in the process. Conversely, the CA may suffer exposure if a relying parly accepis a message or
transaction that is signed by a subscriber whose certificate should have been revoked or
suspended.
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444 Processing Relving FParty Reguests

Substantial transaction, strategic, and reputation risk exposure is associated with processing
requasts by relving parties regarding the status of individual certificates.  Although the CA-
subscriber contractual relationship may defing obligations {o subscribers and others, such
contracted protection may not exist for transactions with relying parties, particularly in open
sysiems. For exampls, if the CA represents a revoked cerlificale as operational {o a relying
party, the CA may bg exposed to repulation damage or a lawsuit. There is an additional risk in
an open system that the circumstances of an individual subscriber or class of subscribers have
changed during the valid period of a circulating certificate.  Any delays in processing certificale
revocation requests as a result of inadequate policies and procedures or technical processing
may resull in such errors. I the repository processes requests in batch mode as opposed o
real time, the risk exposure is greater. As the volume of fransaclions processed by the
repository increases and as more certificates are placed in circulation with varying limilations
and expiration dates, risk exposures also may increases.

4.4.5 Certificare Revocation

There are two recognized methods for responding fo a request about the validily of an individual
cerdificate.  The most well known method requires the repository to retrieve a lengthy Hist of
invalid cerlificates, the Certificale Revocation List (CRL), to check the validity of a single
cerlificate.  inaccuracies in the CRL are a source of transaction risk for the CA system. In
addition, the scheduled frequency Tor generating the CRL will affect the risk exposure of the
repository. More frequent generation of CRLs will reduce a CA’s fransaction and reputation risk
exposurs. There is also an issue as to whether certificate status is “pushed” out by the CA
repository o interasted relying parties, or "pulled” from the repository by the relying parties in
guestion.

There are different transaction and reputation risk exposures associated with sach msthod. The
“pull” method allows the CA reposiiory to transfer any repuiation risk exposure successiully io
the relving party with respect {0 accepting an invalid cerificate.  On the other hand, the “push”
method piaces the responsibility clearly on the CA if the CRL is not accurate or is not distributed
on a timely basis. Because of the risks and cost inefficiencies of the CRL approach, the industry
is developing a second method. Several technology firms have developed sofiware that allows
a reposilory o search is records for the validity of a single certificaie in real time.  Another
source of repository ifransaction risk relates {0 the ability of a relving parly to understand
ceriificate exiensions.
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5 THEFEDERALPKI =

5.1 FrpeEral PKIARCHITRECTURE

Many Federal agencies have initiated sfforts to sst up independent CAs 1o support applications
such as purchasing, grants, iravel, or other functions that are needed to suppont the agsency
mission. For these applications, the use of public key technoiogy must be justified interms of its
direct benefit 1o a specific agency application.  Another option is for the agency 10 use
commercial CA service providers to issue certificates and facilitate delivery of services. Agency
projects would then pay the commercial CA service provider,

The main issue for the Federal PKI is how o create cestification paths belween Faderal
agencies that will provide for reliable and broad propagsation of trust. A Bridge CA (BCA)
provides sysiematic cerlification paths between CAs in agencies, and outside the government.
Federal CAs that meel cerlain standards and requirements will be eligible to cross-certify with
the FBCA, thereby gaining the certification paths needed to esiablish interoperation between the
Federal and commagrcial Piis, Figure 4 Hlustrates how bridge CAs will provide interoperability
between Federal and other PKis.

O bridge CA ke bridge cross ceriificate pair
() principal CA —s  CA cortificate
paer CA A CrO8S Cavtificate pair

(:} subordinate CA

Figure 4. interoperation Between Federal and Non-Federal PKis

The Federal BCA will be the unifving element to link otherwise unconnected agency CAs inlo a
systematic overall Federal PKI. | is important {0 nole that the BCA is not a rool CA, bulis a
*bridge of trust”. It does not begin certification paths, but connects {rust domains through cross
cerlificates between the FBCA and designated principal CAs. A federal policy management
authority {(FPMA) will supervise FBCA operalion and establish the requirements for cross
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certifying with the FBCA. These frust domains may be within the government or ouiside the
government.

Federal (or non-fedsral) CAs that operate in trust domains that mest the requirements
established by the FPMA will be eligible fo cross certify with the FBCA. The FBCA will then
connect them io the overall tfrust network of the Federal PKIL. This will provide relying parties and
certificate holders (in their trust domains) with connectivily 1o the larger Federal PKI. This will be
simpler and more effective than trving to manage an ad hoc collection of many cross
certifications with CAs in other trust domains.

To provide maximum flexibility to Federal agencies and not intrude upon their prerogatives,
agencies will not be required o adopt the FBCA’s policies. Rather, agencies will retain the
option to use other policies defined by their own internal PMAS, or by commercial cerlificate
service providers., Agencies will nol be required to use the FBCA 1o ineroperate with other
Federal agencies or organizations outside the Federal government. Alternatively, Federal
agencies may communicate directly with an agency/organization to establish rsquirements for
interoperating. Components of the Federal PKI architecture are:

Federal Policy Management Authority {(FPMA}): this management authority sets the oversall
policies of the Federal PKi and approves the policies and procadures of frust domains within the
Federal PKI. it operates a Federal Bridge CA, and a repository.

Trust Domains: In the Federal context, a trust domain is & porlion of the Federal PKI that
operates under the management of a single policy management authority. One or more CAs
exist within each trust domain. Each trust domain has a single principal CA, bul may have many
other CAs. Each trust domain has a domain repository.

Domain Policy Management Authority {DPMA): a policy management authorily approves the
certification practice statemenis of the CAs within a trust domain and monitors their operation.
The DPMAS operate or supervise a domain reposiiory.

Federal Bridge CA (FBCA): The Federal Bridge CA is operated by the FFMA. lis purpose is to
be a bridge of trust that provides trust paths between the various trust domains of the Federal
P, as well as between the Federal PKI and non-Federal trust domains. FPMA- approved frust
domains designats a principal CA that is eligible {0 cross-ceriify with the Federal FBCA. Ths
FBCA is not a root CA because it does not typically begin certification paths.

Frincipal CA: A CA within a trust domain that cross-certifiss with the Federal BCA. Each trust
domain has one principal CA. In a domain with hierarchical certification paths, i will be the root
CA of the domain. In a mesh-organized domain, the principal CA may be any CA in the domain.
However it will typically be one operated by or associaied with the DPMA.

Peer CA: A CA in a mesh domain, a peer CA has a self-signed cerlificale that is distributed to
its certificale holders and used by them {o initiate certification paths. Peer CAs cross-certify with
other CAs in their trust domain.

Root CA: In a hierarchical trust domain, the root CA is the CA thatl iniliates all trust paths.
Certificate holders and relying parties are given the self-signed root CA centificate by some
authenticated means and all trust paths are initiated from that point. For hierarchical trust
domains, the root CA is also the principle CA for that domain.

Subordinate CA: A CA in g hierarchical domain that does not begin trust paths. Trust initiates
from some root CA. In a hierarchical trust domain, a subordinate CA receives a certificate from
its superior CA. A subordinate CA may have subordinate CAs of s own to which it issues
certificates.
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5.2 FeEDERAL CERTIFICATE PROFILE(S)

in the interest of establishing commonality and interoperability with PKI communities outside the
Federal government, it was decided that the FPKI profile should be based on a “standard Pkl
profile” but still contain the unique parameter settings for Federal systems‘fj The only widely
accepted PKI profile currenily on track {0 become a standard is the Intermnet Enginsering Task
Force (IETF) Public Key infrastructure (PKIX) profile (RFC 2458) developed by the PKIX
working group. The profile can be found at http:/Awww.ietf.org/rfo/rfc2458. The PKIX profile,
internet X.509 Public Key Infrastructure Certificate and CRL Profile, identifies the format and
semantics of certificates and CRLs for the iniernet PKI.  Procedures are described for
processing and validating cedification paths in the Internet environment. Encoding rules are
provided for cryptographic algorithms and all fields are profiled in both the version 3 X.509 and
version 2 CRL.

The FPKI profile complements the current PKIX profile and stipulates any differences between
the two. If an organization needs to implement a subset of the FPKI-compliant certificate and/or
CRL, the organization should tailor #ts X508 certificate and/or CRL using the parameters
stipulated in the Federal PKI together with the parameters stipulated in PKIX. Parameters
stipulated in the Federal PKI document should take precedence. An organization deciding to
tailor its FPKI-compliant X508 certificate and/or CRLs to meet iis specific needs must document
the intended subset profile (referencing FPKI profile as a basis) so that the certificate generation
element will know how to populate the program-specific certificates [Fed PKI profile].

The federal certificate Profile describes the contents of five classes of X 509 certificates: end
entity digital signature cerificaies; end entily key management cedificales; CA certificales,
Bridge CA certificates, and self-signed CA certificates.

¢ End entity digital signature certificates contain a public key that is designated for
validation of digital signatures on ohjects other than certificates and CRLs.

e End enlity key management ceriificates confain a public key that is designated for
key transport.

¢+ CA certificates are any certificates issued by an agency CA to ancther CA.

¢ Bridge CA certificates are issuad by the federal Bridge CA 1o agenoy principal CAs.

e Ssif-signed CA certificates are generated by CAs for secure disiribulion to their
subscribers.

The following table identifies mandatory and optional extensions for each class of ceriificate.
Further details are contained in the profile; agencies should obtain a copy of the current profileg,
as well as RFC 2458, before deploying their PKL

2 portions of this discussion were derived from the Federal Certificats Profile, htip:.ficsre.nist.gov/pkiftwg.
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2

Key usage

Appears in all certificates

Specifies the sei of generic uses for
this key. For users or systems, the
kKey may be used for digital sighatures
on documents, authentication, key
management, or data encipherment.
For CAs, the keys may be used for
verifying signatures on certificates or
CRLs.

Basic constiraints

Appears in all CA certificates

indicates the subjectis a CA. May
define the maxdmum number of
additional certificates in a path. This
is used to limit trust o end entily
certificate issued by the subject,

Authority key
identifier

Appears in all certificates

SHA-1 hash of the public key which
verifigs the signaturs on the
certificate; used {o select the right key

Subject key

Appears in all CA certificates.

SHA-1 hash of this public key; this

identifier May opticnally appear in end matches the authority key identifier in
entity certificates. certificates and CRLs issued by the
subject.
Subject Qptional, but commonly used. Used to specify a user's email

alternative name

address, or the BNS name or iP
address of an internet host, This
information supports the S/MIME
application and {Psec protocols,

respectively.

Certificate policias

Appears in ali certificates

in an end entily certificate, the
policies lisied describe the level of
trust in this certificate. Ina CA
certificate, this list describes the
range of policies for which its
cartificates may be frusted.

Policy mapping

Appears only in CA cerlificates.
Appears only when the issuer and
subject issue certificates under
different policies.

Describes which of the subject CA’s
policies correspond o the issuer's
local policies.

Name consirainis

Appears optionally in CA
certificates.

Used to limit the set of trusted
certificatss by name.

Policy constraints

Appears optionally in CA
cerlificates.

Used to impose policy requirements
and/or prohibit policy mapping.

CRL distribution
points

Ouptional. Appears in all
certificates whose revocation
status is distributed by indirect
CRLs or segmented CRLs.

Used to identify the CRL that covers
this particular certificate.
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5.3 FeDERAL CRL PROFILE(S)

The Federal PKI Profile specifies two CRL profiles - one for the FBCA, and a second for all other
CAs in the Federal PKI. Both profiles are based on the X.509 Varsion 2 CRL. The version 2
CRL may include two different types of exdensions.

The first type is the CRL eniry extension, which provides additional information about a particular
revoked certificate. The CRL entry extensions identified in the ORL profiles are the certificate
issuer and reason cods exiensions. By default, all of the certificates listed on a CRL were
issued by the CA that generated the CRL. if this is not true, the CRL will use the ceriificate
issuer to identify the CA that issued the cerlificate. The reason code exiension describes the
circumstances for revocation. A relying party may accepl a cerlificate thal has been
‘superseded,” but reject a cerlificate that was revoked because of “key compromise.”

The second type is the ORL extension, which provides additional information about the entire
CRL. The CRL extensions identified by the federal profile are authority key identifier, issuer
alternative name, CRL number, and issuing distribution point.

The following tablss identify mandatory and optional exdensions for sach class of CRLs. As
noted above, further details are contained in the profile. Agencies should obtain a copy of the
current profile, as well as RFC 2458, before deploying their PKI.

CRL number Appears in all | Monotonically increasing integer; may be used {o detect
CRLs emergency CRL generation

Authority key Appears in all | SHA-1 hash of the public key which verifies the signature

identifier CRLs on the CRL; used to select the right key

Issuer allernative | optional Can be used to specify the CA's email addrass

name

fssuing Appears in all { Contents must match the CRL distribution points

distribution point indirect and axtension in the certificates covered by the CRL
segmenied
CRLs

CRL Extensions in the Federal PKI

“Appears for oked because the key
avery were compromised, the subject’s affiliation changed, or it

certificate, was superseded by a newer certificate.
unless the

CA has no
information
Certificate issuer | Appears in all | identifies the issuer for a subset of the certificatss listed in
indirect CRLs | this CRL.

CRL Entry Extensions in the Federal PKi
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6 DEPLOYINGANAGENCYPKI

Agency PKis will, in most cases, be developed in some degres of isolation. The PKI will be
devaloped to meet internal requirsments, wherg both the subscriber and the relying party are
users within that agency. As the agency’s confidence and experiance increases, it may becoms
cost effective 1o integrate the agency PKl into the Federal PKI. Adequate planning can ensure
that an agency PKI is ready fo join the broader Federal PKI, providing access 1o securily
services with a growing community of users. This section recommends steps for selting up an
agency PKL

There are numerous impediments and challenges in crealing an agency PKI that will
interoperate with other federal PKI's. Therefore, it is important 10 as much as possible follow
existing standards and coordinate with the Federal PKI Steering Commiltee (FPKISC). Some of
the challenges an agency will face include the significant cost thal can be associaled with
implementing a PKl, including the cost of creating and distributing certificales, purchasing or
cregting client software, and in maintaining and supporting users of the PKIL. As well, different
vendors may implement standards differently, and therefore interoperation of direclories and
other associated sofiware between PKI's will be tricky.

Accordingly, NIST recommends that agencigs follow the steps in this chapler when deploying an
agency PKI or PKI pilot. In particular, NIST rscommends following the FBCA policy and
adhering 1o the federal certificate profile and CRL extensions profile. It would be best if
agencies assume that at some point their PKI will cross-certify with the federal hridge CA,
therefore coordinating the development of an agency PKl with the FPKISC s highly
recommended. The following sections contain information and steps for developing an agency
Fii such that interoperability problems will be minimized.

6.3 ANALYZE DATA AND APPLICATIONS FOR YOUR ORGANIZFATION

installing a PKl can have a significant impact on the securily model of an information technology
operation. As with most security planning, the agency PKI must be designed using the familiar
principles of Risk Management. Planning should begin with risk analysis. In addiion {o
comparing the initial and operating costs of the PKI with anticipated cost-reductions, the cost-
benefit analysis should attempt to identify larger risks from not implementing a PKL

The next step is io identify the dala and applications that need {o be securad within the agency’s
computing system. Data may include data used during execulion, siored data on magnetic
media, printed data, archival data, update logs, audil records, and documentation. Applications
may include localnsiwork communications, access confrols, and intermet applications. The
analysis should also determine the impact if securily is compromised, and the degree of risk will
delermine the appropriate level of assurance for the agency PKI. For examplg, the more limited
the life of a cerificate, the lower the risk exposure for the issuing CA. More than one policy may
be required if there is a wide varigtion of risk associated with different applications.

Record reteniion is always a concem for government agencies, and the movement toward
paperiess operations will result in significant changes in long-term storage of records. The
National Archives and Records Administration (NARA) has developed guidance on records
management for agencies implementing electronic signature technologies [NARAGEL  The
NARA qguidance should be consuited during the planning phase to ensure proper record
retention praciices.
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6.2 COLLECYT SAMPLE POLICIES AND BASE STANDARDS

it is efficient to begin the development of the PKI by collecting sample policies and using them as
femplates 1o develop the agency’s own policy(s). Colleclions of slandards are also required for
writing your policy(s) because standards are the basis for achieving interoperability between

agenciss. The following is a list the standards and their references.

FBCA policy FBCA policy is used for determining which level(s) are consisient with
the agency's requirements. Cumrent FBCA  policy can be found in
hitp:/fesre.nist. gov/pkiftwg/y2000/doc_reg_00.htm — Bridge Certification Authorities.
Final policy will be posted at hitp hist.goviosor.

bite

FPKI X.508 Cerlificate and CRL Extensions Profile.  As part of FBCA policy, this
document specifies the version 3 (v3) X.508 cerlificate and version 2 (v2) Cerlificate
Revocation List (CRL) profiles for Federal Public Key Infrastructure (FRKI) systems. The
profiles serve to identify unique paiambier suitmgs ‘or FPK& The Federal certificate
profile is located al hitpd iaf.govipkitwg wafwg-0-18 . xds . —Federal
Public Key Infrastructure (PKD X. 5(}9 Cemf;cate aﬂd CRL Extensmns Profile.

X.500 directories The cerlificates or other digitally signed instruments issued by the
FBCA and, where applicable, agency CAs, will reside in the FRCA X.500 directory.
Directory references are listed at hifp://esre.nist. govipkiftwg/directory_references. him.

6.3 DRAFT CERTIFICATE POLICY(S)

The first requirement for an agency developing a PKI is (o establish appropriate certificate
policy(s) {CP). The policy{s) must reflect the types of applications that will be secured by the
PKL An sffective strategy is to adapt and reuse sxisting policies (espscially FBCA} o creats
policy(s) for the agency. Certificate policies should be at g sufficiently high level that the policies
will not change too frequently, The format and content of these policies is discussed in further
detail in section 6.3.1.

The set of policies under which a CA issues ceriificates is termed ils trust domain or policy
domain. The agency needs o oblain an object identifier (OID) for each of the policies in its
frust domain. These OlDs will be used to differentiale the appropriate sel of applications Tor a
particular certificate. An X.508 v3 cettlificate may stale one or more certificate policies in the
certificatePolicy exiension. A certificatePolicy  exension conlains one or more
policyidentifiers. A policyldentifier is a unique, registered CID that represents a certificate
policy in a certificale. Applications may use these policies o decide whether or not {o trust a
certificate for a particular purpose. The registration process follows the procedures specified in
ISGAEC, (e, joint Infemalional Organization for Standardization and  Infernational
Electrotechnical Commission), and International Telecommunications Unijon (ITU) standards.
The application that registers the OID also needs a textual specification of the certificate policy,
for examination by cerlificate users and other applications. If an agency issues under a single
policy, it should still obtain an GID for that policy. When the CA joins the federal PKI, it will be
used to differentiate its certificates from the many policies usad in the federal government.
Procedures to oblain an CID will be covered in section 8.3.2.
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631  Certificate Policies

Policies are generally written in standard format. RFC 2527, the Cenificate Policy and
Certification Praclices Framework, defines the accepled standard CP format. RFC 2527
includes a standard outline with eight major sections and 185 second and third level
subsections. Most CPs are written 1o this oulline, since the standard format has a8 number of
distinct advantagss. The FBCA CP is consistent with RFC 2527,

By adhering to a well-defined format, the CP writer is less likely o forget something important. it
would be easy 1o overlook a few of the 185 topics identified in RFC 2827 if the author changed
the outline. Adhering o the standard format will also simplify cross-certification with other CAs.
The cross-certification process should always include a comparison of the other CA’s cerlificate
policies. This information is used to determine the contents of the policy mappings and policy
constraints extensions 1o be included in the CA cerlificates. The sight major sections arg
summarized below; for details the reader should oblain RFC 2527.

¢« Ths INTRODUCTION explains how o identify certificates issued under this policy
(i.e., the OID that will appear in the policy extension), defines the community for
these ceriificates {e.g., NIST employees, or financial managers,) and provides
contact information for the people who administer the CA and maintain the policy.

¢  The GENERAL PROVISIONS caplures broadly applicable legal and general
practices information. For example, this section identifies the various participants in
the PKI {e.g., CA, RAs, subscriber, and relying party) and their varicus obligations
and liabilities. 1t identifies the applicable laws, fees, and auditing requirements.
This section also describes what information (f any) will be considered confidential
and the circumstances that would justify disclosure {e.g., a subpoena.}.

« IDENTIFICATION AND AUTHENTICATION describes the procedures used io
authenticate requests for cedificates, or for certificale revocation.

¢ OPERATIONAL REQUIREMENTS describes the operations that must be
performed by the CA, RAs, end entities, or other parties under this policy. Specific
actions are identified that must be performed when reguesting or generating new
certificates, revoking certificates, creating and protecting audit logs, archiving
records, changing the CA’s key, disasier recovery, and terminating the CA’s
operations.

e PHYSICAL, PROCEDURAL, AND PERSONNEL SECURITY CONTROLS
describes how the PKl uses physical security (e.g., guards, guns, and gales),
proceduras (e.g., separation of duty), and personnel requirements (&.g., background
chacks and procedures) to complement the technical security controls.

¢ TECHNICAL SECURITY CONTROLS describes the security measures used to
protect cryptographic keys {e.g., a FIPS 140-1 validated hardware module), protect
critical security parameters (such as the list of trusied RAs), and provide quality
assurance for the systems (8.g., a NIAP evaluation), and proieci the CA from
network-based altacks.

+ CERTIFICATE AND ORL PROFILES specifies the cerdificate and CRL profile. This
seclion specifies the oryptographic algorithms that will be used to sign the
certificates, the length of the signing key, and the name forms that will appear in
cedificates. |t describes the exiensions that are included in certificates and CRLs.
For federal agencies, this should correspond closely o the federal profile discussed
above.

+ SPECIFICATION ADMINISTRATION is the final section, and #t describes how the
policy will be maintained. it describes the procedures that will be followed if the
specification is changed, how those modifications will be published, and the
approvat procedures.
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CP authors should not develop their documents in a vacuum. CP aguthors should search the
available CPs and identify CPs with similar scope and requirements. These CPs should be
used as inpuls to the CP development process. Example Certificale Policies are available from
a number of sources, including WS, Federal CPs thalt may be found at
hiip://esre.nist.govicsor/pkireg.him.

6.3.2 Compuorter Security Objects Regisay

As noted above, government agencies should include an appropriate policy OID in all certificates
that it issues. NIST maintains the Compuler Security Objects Register (CSOR), one of the
CSOR’s functions is the assignment of object identifiers for PKI certificaie policies.

The CSOR has allocated the following registration branch for Public Key Infrastructure (PKI)
ohiects:

csor-ceripolicy={joint-iso-cciti{2) country{16) us(B40) organization{1) gov(101) csor{3) pki{2)
cert-policy{1}}.

Government agencies may obtain OlDs in this arc by submilting a RFC 2527-formatied
Certificate Policy to csor@nist.gov.

in addition, NIST has defined a set of GiDs that may be used during pilot testing of PKis. The
policies associgted with these OIDs have no meaning, but may be used to verify the corract
operation of certificate policy mechanisms.

.33 Establishing Policy Mappings and Constraings

As agencies progress from a single isolated CA o more sophisticated architectures, they will
establish trust relationships between certification authorities.  These relationships are
manifested as CA cerlificates. Where CAs issue cerlificates under common policies, the
contents of these certificales are straightforward. The ceriificate policy extension contains the
OlDs for each of the policies shared by the two CAs. There is no need for policy mapping, or
policy constraints.

When two CAs issue certificales in different policy domains, procedures become more
complicated. Each CA must review the other CA’s policies, and delermine which of their own
policies (if any) they salisfy. These policy relationships are encoded in the policy mapping
extensions. If one of the other CA’s policies is deemed entirely unacceptable, a CA may include
policy constraints in the CA certificale i issues. This exiension permits a CA 1o specify a limited
set of policies that are acceptable. As a result, certificates issued under the unacceptable policy
will be rejected.

6.3.4 Local cerdficare and CRE profiles)

To maximize interoperability, the local certificate and CRL profile must be consistent with the
Federal Certificaie and CRL Profile described above. That is, the cerificate issued by a federal
agency must contain all required fields and extensions. The federal agency may mandats
inclusion of optional features and add private exiensions. However, the private extensions must
never be marked as critical. Certificates with unrecognized critical extensions are ignored, so
marking private extensions as critical would limit interoperability.
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The foilowing table describes consisiency:

Basic certificate Does not use unique identifiers Does not use unigue identifiers
fields

Standard (150 or | Mandatory exiensions Mandatory, must match in criticality
IETF) exiensions

Cyptional exiensions Mandatory, optional, or never
populaied. If present must match
criticality setting in federal profile.

Cmitied exiensions Must not be used if critical

Frivate None Must be noncritical
gxtensions

6.4 SELECT PKI PRODUCT OR SERVICE PROVIDER

The next step after planning is to select the appropriate PKI product or service provider. The
agency needs to review the candidale products or service providers to determine which can
implemeant the agency's policy(s). The following lists aspects 10 be considered for the selection.

Compatibiiity and interoperability with other PKI products/service providers.

Ease of adoption 1o open standards.

Minimum proprietary application program interface (AP dependency.

Ease of supporting applications such as virtual private nelworks, access conirod,
secure  e-commerce, smartcard  management, smaricards and  hardware,
directories, secure messaging, secure forms, enterprise, and others.

¢ [Ease of deploymsni.

s  Flexibility of administration.

¢ Scalability and poriabiiity of instaliation.

® @ &

6.5 DEVELOP CPS (CERTIFICATION PRACTICE STATEMENT)

After the selection of vendor product or service provider the agency need to develop a highly
specific document, a CPS (Centification Practice Statements), that describes how an agency {(or
service provider) will implement the policy(s) developed in 6.3. A CPS is a stalement of the
practices that g particuiar CA employs in issuing certificates. A CPS describes the details of the
system used and the praclices employed by a CA 1o issue cerlificates, and it delails the
procedures used to implement the policies identified in the certificales issued by a CA, including
the means used o identify ceriificate subjects. The CPS also states the means used {0 protect
the private key of the CA, and the other operational practices followed by the CA fo ensure
security. Each Federal CA will post its CPS in the BCA Repository, and also post the CP3 in any
repository associated with the CA. The basic list of topics to be covered is the same for both a
certificate policy (CP) and a CPS as sialed in Seclion §.3.1.
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6.6 DoaAPuLOT

PKls ars non-trivial. 1t is recommended that the agency siart by supporting a limited number of
users and use i for internal applications first. During the pilot the following operations need {o be

exercised:

s  Setup test accounts {users) for all application that will use the PKIL.

« Tesi all the adminisiration operations to make sure they all work properly.

¢  Shut down the system, bring it back up, and check that everything works correctly.

s Test all PKI functions of the applications locally and remotely (through network if

applicable).

¢« Make sure that the agency has the physical security and personnsi conirols in place
o support the PKL.

¢ Repeat 8.3, 6.4, and 6.5 to incorporate lessons learned.

6.7 APPLY FOR CROSS CERTIFICATION WITH THE FBCA

Once the PKI and critical applications work well infernally the agency may choose 1o cross-
certify direclly with the agencies it commonly deals with, However, the most sfficient mechanism
for joining the federal PKI is cross-certification with the FBCA. To join the FBCA, one of the
important steps is to establish policy mappings and constraints as described in 6.3.1

if the agency wishes o cross-certify its PKI with the FBCA, the first step is 1o select a principal
CA. [f the agency PKI has only one CA, it is the principal CA. If the agency PKI is a hierarchy,
the principal CA must be the root CA. If the agency PKl is a mesh, the agency is free 1o select
any of its CAs as the principal CA.

The FBCA Policy Management Authority processes requests o cross-certify with the bridge.
While procedures are still being finalized, the FBCA will require an agency to submit ils CP({s)
and may request an independent audit to ensure the CP is being implemented faithiully. The
FBCA will determine a mapping between s Tour certificate policies, which specify four
increasing ievels of assurance, and the policiss that comprise the agency PKl's trust domain.
Once an agency PKI cross-certifies with the FBCA, thal agency is given a seat in the FBCA
Policy Authority.
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7 SUMMARY AND CONCLUSIONS

As Federal agency operations are moved online, information technology securily services based
on cryptography become essential. Fublic key cryptography can play an imporiant role in
providing needed security services including confidentiality, integrity, authentication, and digital
signatures, Public key cryplography uses two electronic keys: a public Key and a private key.
The public key can be known by anyone while the privaie key is kept secret by its owner.

Public key coryptography is straightforward to implement for a pair of users and a single
application. This technology will scale easily to support a few applications or a small community
of users. However, as the communily grows, it becomes difficull to distribute the public keys
and keep ifrack of the user thal owns the comresponding private key. To use public key
cryptography on a broad scale, users need the support of a security infrastructure to manage
puliic keys.

A public key infrasiructure (PKID) allows public key cryplography to be employed on a broad
scale. With a PKI, parties who have not met in person are able {0 engage in verifiabls
transactions. The identity of the originator of a message can be traced to the owner of the
private key as iong as there is strong binding betwsen the owner and the owner's public key. A
PKI provides the means to bind public keys o their owners and helps in the reliable distribution
of public keys in large heterogenaous networks. Public keys are bound to their owners by public
key certificates. These certificates contain information such as the owner's name and the
associated public key and are issued by a reliable Cerlification Authority (CA).

A PKlis often composed of many CAs linked by trust paths. The CAs may be linked in several
ways. They may be arranged hierarchically under a "root CA" that issues cerlificates {o
subordinate CAs. The CAs can also be arranged independently in a network. Recipients of a
signed message with no relationship with the CA that issued the cerlificate for the sender of the
message can still validate the sender’s certificale by finding a path beiween their CA and the
one that issued the sender’s cerdificale.

The confidence that can be placed on the binding between a public key and its owner depends
much on the confidence that can he placed on the CA thal issued the certificate that binds them.
Provisions in the X.509 siandard gnable the identification of policigs that indicate the strength of
mechanisms used and the do's and dow'is of cerificate handiing. The rules expressed by
certificate policies are reflected in certification praclice statements (CPS8s) that detall the
gperational rules and system featuras of CAs and other PKl components. By sxamining the
policies associated with a sender’s ceriificate, the recipient of a signed or encrypled message
can determine whether the binding between the sender and the sender’s key is accepiable and
thus accept or reject the message. By examining a CA’s CPS, users can determine whether o
obtain certificates from #, based on their security requirements. Other CAs can also use the
CPS to determine if they want to cross-certify with that CA.

This publicgtion may be used o assist Federal agency decision-makers in determining if g PKl
is needed by their agency, and how PKI services can be deployed maost sffectively within an
agency. It provides an overview of PKI funclions and their applications.  Additional
documentalion will be required to fully analyze the costs and benefits of P! systems for agency
use, and to develop plans for their implementation. This document provides a starting point and
references 1o more comprehensive publications.
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8 ACRONYMSANDABBREVIATIONS @

ACES
APl

AR

CA

CP

CPS

CRL
C8OR
DN

DBA

Des

ECA

ERC

FAR
FBCA
FBCA CA
FED-STD
FiPFS PUB
FPKISC
FPKIFA
GiTSE
GPEA
ETF

80

iTu

TU-T
TU-T838

MOA

NIST
NSA
oD
PN
PKl
PKIX
RA
RFC
RSA
SHA-1
SSL
URL
U.s.C.
WWW

Access Certificates for Eleclronic Services

Application programming inferface

Authorily Revocation List

Certification Authority

Cerdificate Policy

Ceriification Practice Statement

Certificate Revocation List

Computer Security Chject Registry

Distinguished Name

Digital Signature Algorithm

Digital Signature Slandard

External certification authority

Enhanced Reliability Check

Federal Acquisition Regulations

Federal Bridge Certification Authority

Federal Bridge Certification Authority Operational Authority
Federal Standard

Federal Information Processing Standard Publication
Federal PRI Sieering Commiliee

Federal PKI Policy Authorily

Government information Technology Services Board
Government Paperwork Elimination Act of 1988

internet Engineering Task Force

inferngtional Organization for Standardization

international Telecommunications Union

international Telecommunications Union ~ Telecommunications Seclor
international Telecommunications Union — Telecommunications System
Sector

Memorandum of Agreement {(as used in the context of this CP, betwesen an
Agency and the FPKIPA allowing interoperation bstween the FBCA and
Agency Principal CA)

National Institute of Standards and Technology

National Security Agency

Ohject Identifier

Personal identification Number

Public Key Infrastructurs

Public Key Infrastructurs X.508

Regisiration Authority

Request For Comments

Rivest-Shamir-Adieman

Secure Hash Algorithm, Version 1

Secure Sockets Laver

Uniform Resource Locator

Uniled Slates Code

World Vide Web
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GLOSSARY.

Access Ability to make use of any information system (IS} resource,

Access Process of granting access (o information system resources only to authorized users,
Control programs, processes, or other systems.

Accreditation Formal declaration by a Designated Approving Autharity that an information Sysiem

is approved to operate in a particular security mode using a prescribed set of
safeguards at an acceptable level of risk

Activation Data

Private data, other than keys, that are required to access cryptographic modules {i.e.,
urtock private keys for signing or decryption events).

Agency Any department, subordinate element of a depariment, or independent organizational
entity that is statutorily or constitutionally recognized as being part of the Executive
Branch of the Federal Government.

Agency CA A CA that acts on behalf of an Agency, and is under the operational control of an
Agency.

Applicant The subscriber is semetimes aiso called an "apglicant” after applying to a certification
authority for a ceriificate, but befora the centificale issuance procedure is completed.

Archive Long-term, physically separate storage.

Attribute An entity, recognized by the Federal PKI Policy Authority or comparable Agency body

Authority as having the authorily to verify the association of atiributes to an identity.

Audit independant review and examination of recerds and activities 10 assess the
adequacy of system controls, 1o ensure compliance with established policias and
operational procedures, and 10 recommend necessary changes in controls, policies,
or procadures. (INS4008]

Audit Data Chronological record of system activities 1o enabie the reconstruction and
examination of the sequence of events and changes in an event. (NS4009, "audit
irail’}

Authenticate To confirm the identity of an entity when that identity is presented.

Authentication | Security measure designed to establish the validity of a transmission, message, or
originator, or a means of verifying an individual's authorization 1o receive spacific
categories of information. [NS4009]

Backup Copy of files and programs made to facilitate recovery if necessary. [NS4009]

Binding Frocess of associating two related elements of information. NS4009]

Biometric A physical or behavioral characteristic of a human being.

Certificate A digital representation of information which at least (1) identifies the certification

authority issuing it, (2} names or identifies its subscriber, (3) contains the subscriber's
public key, (4) identifies its operational period, and (3) is digitally signed by the
cerification authority issuing 1. [ABADSG]. As used inthis CP, the term “Certificate”
refers to certificates that expressly reference the CID of this CF in the "Certificate
Policies” field of an X508 v.3 ceriificate.

4%

1559




Certification An authority trusted by one ¢r more users (o issue and manage X.508 Public Key
Authority (CA) | Certificates and CARLs or CRLs.

Certification A signed, time-stamped list of serial numbers of CA pubilic key certificates, including
Authority cross-certificales, that have been revoked.

Revocation

List {CARL)

CA Facility

The collection of equipment, personnel, procedures and structures that are used by a
Cenification Authority {0 perform certificale issuance and revocation.

Certificate A digital representiation of information which at least (1) identifies the certification
autnority issuing i, (2) names or identifies it's Subscriber, (3) contains the
Subscriber's public key, (4) identifies it's operational pericd, and (8) is digitally signed
oy the certification authorily issuing it [ABADSG]

Certificate A Certification Authority or 3 Registration Authority.

Management

Authority

{CMA}

Certification Key Management and cryplographic soflware used {0 manage certificates issued to

Authority subscribers.

Software

Certificate A Certificate Policy is a specialized form of administrative policy tuned to electronic

Policy (TP} fransactions performed during certificate management. A Certificate Policy
addresses ail aspects associated with the generation, production, distribution,
accounting, compromise recovery and administration of digital certificates. indirectly,
a certificate policy can also govern the transactions conducted using a
communications system protected by a certificate-based security system. By
controlling critical certificate extensions, such policies and associated enforcement
technology can support provision of the security services required by particular
applications.

Certification A statement of the praciices that a CA employs in issuing, suspending, revoking and

Practice renewing certificates and providing access to them, in accordance with specific

Statement requirements (i.e., requirements specified in this CP, or requirements specified in a

{CPS) confract for services).

Certificate- information, such as a subscriber's posial address, that is not included ina

Reilated certificate. May be used by a CA managing certificates.

information

Certificate A list maintained by a Certification Authority of the certificates which it has issued that

Revocation are revoked prior to their stated expiration date.

List {ORL}

Cartificats Adrusied entity that provides on-line verification 10 a Relying Party of a subject

Status certificate’s trustworthiness, and may aiso provide additional attribute information for

Authority the subject certificate.

Client A systemn entity, usually a computer process acting on behalf of a human user, that

{application} makes use of a service provided by a server,

Common A set of internationally acceptad semantic toois and constructs for describing the

Criteria sacurity needs of customears and the security aftributes of products.
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Compromise Disclosure of information 1o unauthorized persons, or a violation of the security polic
of a system in which unauthorized intentional or uninientional disclosure,
madification, destruction, or 1058 of an object may have occurmed.

Computer Computer Sacurity Obiects Registry operated by the National Institute of Standards

Sacurity and Technology.

Objects

Registry

{CSOR})

Confidentiality | Assurance that information is not disclosed to unauthorized entities or processes,
INS4009]

Cross- A certificate used to establish a trust relationship behween two Certification

Certificate Authorities.

Cryptographic | The set of hardware, sofiware, firmware, or some combination thereof that

Moduie implements cryptograghic iogic or processes, including oryptographic algorithms, and
is contained within the crvptographic boundary of the module. [FIPS1401]

Cryptoperiod Time span during which each key setfting remains in effect.

Data Integrity

Assurance that the data are unchanged from creation to recaption.

Digital The resuit of a transformation of a message by means of a cryplographic system

Signature using keys such that a Relving Party can determine: (1) whether the transformation
was created using the private key that corresponds 1o the public key in the signer's
digital certificate; and (2) whether the message has been altered since the
fransformation was made.

Dual Use A certificate that is intended for use with both digital signature and data encryption

Certificate sarvices,

Duration A field within a certificate that is composed of two subfields; “date of issue” and “date

of naxt issue”.

E-commercs

The use of network technology (especially the internet) to buy or sell goods and
services.

Emploves Any person employed by an Agency as defined above.

Encrypted A network on which messages are encrypted {e.g. using DES, AES, or other
Network approgriate algoritnims) 1o prevent reading by unauthorized pariies.

Encryption A ceriificate containing a public key that is used to encrypt elacironic messagss, files,
Certificate documents, or data transmissions, or to establish or exchange a session key for

these same purposes.

End Entity

Relying Parties and Subscribers,

Federal Bridge
Certification
Authority
{FRCA}

The Federal Bridge Cerlification Authority consists of a collection of Public Key
infrastruciure components {Certificate Authorities, Directorias, Geartificale Policies and
Ceriificate Practice Statements) that are used 1o provide peer 1o peer interoperability
among Agency Principal Certification Authorities.

Federal Bridge
Certification
Authority
Membrane

The Federal Bridge Certification Authority Membrane consists of a collection of Public
Key infrastruciure components including a variely of Certification Authority PKI
products, Databases, CA specific Directories, Border Directory, Firewalis, Routers,
Randomizars, atc.
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FBCA
Cperational
Authority

The Federal Bridge Certification Authority Operational Authority is the organization
selecied by the Federal Public Key infrastrusture Policy Autherity to be responsibis
for operating the Federal Bridge Certification Authority.

Federal Public

The Federal PKi Policy Authority is a federal government body responsible for

Key setting, implementing, and administering policy decisions regarding interagency PRI

infrastructure inferoperability that uses the FBCA.

Palicy

Authority (FPKE

PA)

Firewall Gateway that limits access between networks in accordance with local security
nolicy. NS4009]

High An enciave boundary protection device that conltrols access batween a local area

Assurance network that an enterprise system has a requirement to protect, and an externai

Guard (HAG)

network that is outside the control of the enterprise system, with a high degree of
assurance.

information
System
Sacurity
Officer (IS80)

Person rasponsible 1o the designated approving authority for ensuring the security of
an information system throughout its lifecycie, from design through disposal.
{NS4008]

inside threat

An entily with authorized access that has the potential 1o harm an information system
through destruction, disclosure, modification of data, and/or denial of senvice,

integrity Protection against unauthorized modification or destruction of information. [NS4008}.
A state in which information has remained unaltered from the point it was produced
by a seurce, during transmission, storage, and aventual receipt by the destination,

inteliectual Useful artistic, technical, and/or industrial information, knowledge or ideas that

Propearty convey ownership and control of tangible or virtual usage and/or representation.

intermediate A CA that is subordinate to another CA, and has a CA subordinats 1o iself,

CA

Key Escrow A deposit of the private Key of a subscriber and other pariinent information pursuant
10 an escrow agreement or similar contract binding upon the subscriber, the terms of
which requiire one or more agentis to hold the subscriber's private key for the benefit
of the subscriber, an amployear, or other party, upon provisions set forin in the
agreement. [adapted from ABADSG, "Commerciai key escrow service']

Key Exchangs | The precess of exchanging public keys in order to establish secure communications.

Kay Random numbers, pseudo-random numbpers, and cryptographic parameters used in

Geaneration generating cryptographic keys.

Material

Key Pair Two mathematically related keys having the properties that {1) one key can be used
to encrypt a message that can only be decrypted using the other key, and (i) even
knowing one key, it is compuiationally infeasible 10 discover the other key.

Local A Registration Authority with responsibiiity for a local community.

Registration

Authority

{LRA}

Memorandum Agreement between the Federal PKI Policy Authority and an Agency allowing
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of Agresment
{MOA)

interoperability between the Agency Principal CA and the FRCA.

Mission information that is imporiant 1o the support of deployed and contingency forces.

Support

information

Mutual Occurs when parties at both ends of a communication activity authenticate each

Authentication | other (see authentication).

Naming An organizational entity responsible for assigning distinguished names (DNs) and for

Authority assuring that each DN is meaningful and unigue within i{s domain.

Non- Assurance thal the sender is provided with proof of delivery and that the reciplent is

Repudiation provided with proof of the sender's identity so that neither can later deny having
processed the data, [NS4008] Technical non-repudiation refers to the assurance a
Redying Parly has that if a public key is used to validale a digital signature, that
signature had to have been made by the corresponding private signature key. Legal
ason-repudiation refers 1o how well possession or contrel of the private signature key
can be established.

Object A specialized formatted number that is registered with an internationally recognized

identifier {OID} | standards organization. The unique alphanumeric/numeric identifier registered under
the ISO registration standard 1o reference a specific object or object class. Inthe
federal government PKI they are used o uniquely identify each of the feur policies
and crypiographic algerithms supporied.

Qut-of-Band Communication between parties utilizing 8 means or method that differs from the

current methoed of cornmunication (e.g., one pany uses U.8. Postal Service mail to
communicate with another party where current communication 18 occurring onling).

Qutside Threat

An unauthorized entily from ouiside the domain perimeter that has the potential {o
harm an information System through destruction, disclosure, modification of data,
and/or denial of service.

Physically
isolated
Network

A network that is not connected to entities or systems ouiside a physically controlled
space.

PKIi Sponsor

Fills the role of a Subscriber for non-human systemn components that are named as
public key certificate subjects, and is responsible for meeating the obligations of
Subscribars as defined throughout this CP.

Palicy
Management
Authority
{PMA}

Sody estabiishad 1o oversee the creation and update of Cerlificate Policies, review
Centification Practice Statements, review the resulis of CA audiis for policy
compiiance, evaluate non-domain policies for acceptance within the domain, and
generally oversee and manage the PKI certificate policies. For the FBCA, the PMA is
the Federal PKI Policy Authority.

Principal CA

The Principal CA is a CA designated by an Agency to interoperate with the FBCA.
An Agency may designate multinle Principal CAs {o inferoperate with the FBCA.

Privacy

Restricting access {0 subscriber or Relying FParty information in accordance with
Fedaral law and Agency policy.

Private Key

{1} The key of a signature key pair used to create a digital signature. {2) The key of
an encryption Key pair that is used to decrypt confidential information. In both casas,
this key must be kept secret.

Public Key

{1} The key of a signature kay pair used to vaildate a digital signaiure. (2) The key of
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an encryption Key pair that is used to encrypt confidential information. In both cases,
this key is made publicly availabie normally in the form of a digital certificate.

Public Key

A set of policies, processes, server platforms, software and workstations used for the

infrastructure purpose of administering certificates and public-private key pairs, including the ability

{FKH 0 issus, maintain, and revoke public key carlificates.

Registration An entity that is responsibie for identification and authentication of certificate

Authority (RA) | subjects, but that does not sign or issue cerificales (i.e., a Regisiration Authority is
deiegated certain tasks on behalf of an authorized CA).

Re-key (a To change the value of a cryptographic key that is being used in a cryplographic

certificate) sysiem application; this normally entails issuing a new certificate on the new public

Key.

Reldving Party

A person or Agency who has received information that inciudes a certificate and a
digital signature verifiable with reference to a public key listed in the certificate, and is
int a position o rely on them.

Renew {a The act or process of extending the validity of the data binding asserted by a public

certificale) key certificate by issuing a new cerdificale,

Regpository A database containing information and data reiating 1o certificates as specified in this
CF: may also be referred 10 as a directory.

Responsible A trustworthy person designated by a sponsoring organization 10 authenticate

individuat individuat applicants seeking certificates on the basis of thair affiliation with the
SPORSor,

Revoke a To prematurely end the operational peried of a certificate effective at a specific date

Certificate and time.

Risk An expectation of loss expressed as the probability that a particular threat will expleit

a particuiar vuinerability with a particuiar harmiul result.

Risk Tolerance

The level of risk an entity is willing to assume In order {¢ achieve a potential desired
resuil,

Root CA in a hierarchical FIKI, the CA whose public key serves as the most trusted datum (.o,
the beginning of trust paths) for a security domain.

Server A system entity that provides a service in response to requests from clients.

Signature A public key certificate that containg a public key intended for verifying digital

Certificate signatures rather than encrypling data or performing any other eryptographic
functions.

Subordinate in a hierarchical PKi, 8 CA whose certificate signature key is certified by another CA,

CA and whose activities are constrained by that other CA. {See superior CA).

Subscriber A Subscriber is an entity that (1) is the subject named or identified in a certificate
issued to that entily, (2) hoids a privaie key that corresponds 10 the public key listed
in the certificate, and (3) does not itself issue certificates o another party, This
inciudes, but is not limited to, an individual or natwork device

Superior CA in a hierarchical PKi, a CA who has cerified the cerificate signature key of another
CA, and who constrains the activilies of that CA. {See subordinate CA),

System A comprehensive accounting of all system hardware and sofiware types and setlings.

Equipment
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Configuration

Technical non-

The contribution public key mechanisms o the provision of tachnical evidence

rapudiation supporting a non-repudiation securily senvice,

Threat Any circumsiance or event with the polential to causa harm to an information system
in the form of destruction, disclosure, adverse modification of data, and/or denial of
service. (INS4009]

Trust List Collection of trusted certificales used by Relying Parties to authenticats other
certificates.

Trusted Agent | Entily authorized 1o act as a represeniative of an Agency in confirming Subscriber
identification during the registration process. Trusted Agents do not have automated
ilerfaces with Cedification Authorities.

Trusted A certificate that is trustad by the Relying Party on the basis of secure and

Cartificate authenticated delivery. The pubilic keys included in trusted certificales are used o
start certification paths. Also known as a "trust anchor”.

Trusted A digitally signed assertion by a trusted authority that a specific digital object exisied

Timestamp at a particular time.

Trustworthy Computer hardware, software and procedures that: (1) are reasonably secure from

System infrusion and misuse; (2) provide a reasonable level of availabiiily, refiability, and
correct operation; {3} are reasonably suited 1o performing their intended functions;
and (4) adhere {o generally accepted security procedures,

Update {a The act or process by which data itemns bound in an existing public key certificate,

certificate} especially authorizations granied to the subject, are changed by issuing a new

certificate.
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Abstract. We review the current technologies of contactiess smart cards
aud compare them with contact cards. We discuss the problems of im-
plementing encryption in contactlese cards, and consider how to solve
the problems. We also xeport the state of standardization of contactless
smart card.

Keywords, Public key, Smart-card, Contactless-card, Standards, Efii-
cient Implementation

1 Introduction

Smart cards are important toole for the hmplementation of public key cryptosys-
tems {PKC). There are some pilot systems in electronic cash {e-cash) for banks.
The existing cards implementing PKC are for the most part, still contact cards.
However, for application to transit systems like rallways and highways, the card
shall be non-contact: contactless cards are required.

A technical problem for implementing PKC in Contactless Smart Cards
{C8C} is the limitation of the card’s power of compuiation and communics-
tton: transactions in less than 100 miliseconds (ms) are desired. Even if we can
implement RSA aryptosystem [RSA] over contactless cards, it takes too long to
execute the encryption/decryption because RSA requires many arithmetic op-
erations over large modulus. Even the elliptic curve cryptosystems with smaller
size keys {MilKob] are still slow, which is 10-times faster than RSA.

So, one direct solution it to develop a new public key algorithm, which is
much more efficient than RSA. Anocther solution is to design a new protocol
that reduces the computational tasks of the O5C.

This review reports the current technologies of CSC while comparing them to
contact cards. Then we discuss the problem of implementing PKC in the OSC,
and discuss how to solve the problem. We also mention the state of standard-
ization of contact/contactless smart-cards.

* This work was done while visiting in Columsbia Usiv., Computer Science Dept. from
September 1397 for one year.
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2 On Contactless Smart Card (CSC)

2.1 Applications

The applications we have focused on are in public transport. We have consid-
ered public transport applications as primarily those found in subway and bus
systems, but can include parking lot and taxi revenue collection schemes. These
cards are different from those used in toll road collection, since the distance
for toll road systems far exceeds the 10 ocm transmission distance defined by
ISOQ/IEC 14433343, However, the ISO/IRC 14443 type of card could also be
used for aceess control, 1D cards, telephone cards and other areas, depending on
the users needs and operating methodology.

2.2 Products {Single frequency)

MIFARE, a registered trademark, was developed by Mikron GmbH. Mikron is
now owned by Phillipe Semiconductors, and has a major share of the installed
contactless sruart card hase. For example, the Korean firms INTEC, has used the
MIFARE card for large scale applications in Korea bus fare collection system.
It iz also being tested for applications in Korean subways, MIFARE will also be
adopted {Single frequency} by the lght rail system in Kuala Lumpur and the
subway in Shanghai.

Japan’s NTT CGorporation will be using a CSC for its new telephone card
system.

FELICA, a registered trademark, was developed by the Sony Corporation.
it is the basis for Hong Kong’s “Octopus’ card, being used by the Creative Star
Limited consortium. Creative Star uses the cards to integrate fare collection on
the subway, bus and ferry systems in Hong Kong.

GO CARD, a registered trademark, was developed by the Cubic Corporation.
It will be in use in the Chicago and Washington B.C. trangit systems. As in Hong
Kong, this will apply to multiple modes of trassportation to include subway, bus
and parking lots.

3  Technical Issues for Cryplographic Applications

3.1 Requirements

Based on experience with the use of existing magnstic fare card systems, and
the needs for high passenger throughput, we believe that public transport appli-
cations will be a complete transaction speed of less than 100 milliseconds (rus).
This includes the need to authenticate, read, write and verify card integrity and
values, along with any security related processing. However, transit auihorities
would ke to see these contactiess cards migrate in the future to be compatible
with the contact cards that will be used by the electronic cash {o-cash} and debit
card markets.
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3.2 Issues

None of the cards Hsted in Subsection 2.2 are compatible. Due to variations in
modulasion, bit coding, protocol, power requirements and approached to secu-
rity, it is very difficult to configure one reader/writer unit to simultanecusly desl
with all three products.

Vsers want 10 have the ability to combine contact and contactless functions
on one card. This is sometimes referred to as a combination or "combi-card”.
However, the security requirements for an e-cazh or debit card are much higher
than that of 5 stored value transit card. In the long term, there may be a move to
the expanded use of contactless cards because of the simplicity of the installation
of the read/write {r/w} system. However, the fabrication of contacticss cards is
much more difficult than that of contact cards. The difficeliy les primarily in
the placement of the wire leads to the chip contact plates. If this process fails
or if the placement of the wires are not secure, the contactless card will not
function,

3.3 Market Movementis

There are a few spproaches that are being taken to deal with the issue in the
previous.

The first is t0 develop a contactless ASIC and & micro-controller to a common
memory module, permitting 5 one chip solution. The shared memory case has the
advantage that the value or purse can be loaded through the more sscure contact
interface. However, this still lacks the ability to permit contactless debits of bank
products such as Mondex or Visa Cash due to the inability to exercise the micro-
controller based security functions without contact. There are products like this
being developed. One uses a Siemens micro-controller and a MIFARE ASIC.
Ancther will use a Motorola microprocessor and a Sony FELICA-based ASIC.
Meotorola is working on its own contactiess micro-controller for integration with
the PROTON e-cash system.

The second is to develop a two-chip hybrid card with hoth a contactless ASIC
and a micro-controller, each with its own dedicated memory. This alternative is
similar functionally to the one chip solution, but does not enable loading value to
the contactiess portion from & contact terminal, The advantage is that because
the chips are separate, there is no security threat to the contact e~cash / banking
side of the card.

Although more difficuli from the security perspective, the market may drive
& solution based on the one-chip, common memory consbi-card.

4 Towards Cryptographic Solutions

How to provide e-cash/debit card level security for the combi-card that permits
contactless transactions in leas than 100 ms.
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4.1 Developing a new very efficient PKC

Fven if we can implement RSA cryptosystem over contactless cards, it takes too
long to execute the encryption/description because HSA requires many arith-
metic operations over large miodulus {s:g. 2048 bits). Even the elliptic curve
cryptosysterns with smaller size keys are still slow, which is 10-tiroes faster than
R5A.

S0, one direct sohition is to develop a new public key algorithm, which is
more efficient than R3A. Such an attempt was initiated by Matsumoio and Imal
IMI), and modified by Patarian [PG], which use multivariate polynomials and
would achieve speeds 100 times faster than RSA.

4.2 Developing & new protocel

Another solution for implementing PKC over contactless cards, instead of devel-
oping a new encrypiion algorithm, is to design 2 new protocol that decreases the
computation tasks of the CSC. In protocols which add a powerful server[MILY],
indeed the computstion task of cards decreases, howsver, the number of inter-
actions between the server and cards increases, or the required communication
data increases.

A new schems of signeryption developed by Zheng[ZHE] is a possible solution
to this problem. This scheme needs only a few rounds of communication, and
less data to be sent based on the current public key algorithms,

& Standarization

5.1 Contact card

Conventional contact smart cards center arcund the market for identification
{ID)} cards, bank cards and telephone cards. The key standards associated with
these type of cards are International Standards Ovganization (IS0} 7810 - 78186.
These standards focus on card attributes such as dimension, material quality,
magnetic strips placement, embossing standards, integrated cireuit (IC) chip
placement and interfaces. They are widely accepted throughout the banking
and telephone card industries.

There is also a market driven form of standard being adopted by Europay,
MasterCard and Visa. This is referred to as the EMV. These nses the physical
card standards prescribed by ISO 7810 - 7816. However, the EMV expands
the standardization offort to cover smart card initialization, security, operating
system utilization and application development and activation issues,

There are also other industry associations working toward commonality within
the contact card market.

The Multiple Operating System (MULTOS) [multos] initiative designed to
permit multiple stored value e-cash systems on one chip. For example, the use
of Mondex, Proton or VisaCash on one card. The OpenCard Framework (QCF)
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wag announced in March 1997, and is an open standard that provides for inter-
operability of smart applications across many platforms to include network and
personal compuiers, ATMs, GSM/PCS cellular phones

The Global Chipcard Alance (GCA) established in Novemnber 1897 designed
to address interoperability of primarily telephone card systems, Howeaver, its goal
is to permit multi-functional smart card sechnology.

5.2 Contactlsss card

The ISO/IEC 14443 is an initiative underway to define a proposed standard for
contactiess or proximity cards. It refates to cards that would be used within a
read distance of 10 cm or less. The topics under evaluation are:

Part-I : Physical Characteristics
Part-El : RF Power and Signal Interface
Part-Ifl: Initialization and Anti-Collision
Part-IV: Transmission and Protocols

As of the fall of 1897, there was agreement on Part-I. This is true due to the
close assoclation with existing ISQ 7810 - 7818.

Part-Il involves some of the following key clements: (1) Frequency of data
transmission, (2) Data rate, (3} Modulation, and (4) Bit coding.

There is basic agreement on the use of the frequency of 13.56 megahertz {mhs)
for power, read and write functions. Modulation and bit coding at this point in
time differ according to various card applications designers. Some form of stan-
dard to provide interoperability between different contactless and reader-writer
{r/w) equipment may be necessary to permit users to use multiple suppliers.
However, there is 88 yet 10 agresment in this area.

Part-III relates to data content for sign-on and sign-off functions. This ba-
sically allows the card and its target {r/w) unit to ensure that a transaction
has been completed. This is very important in the contactless environment. The
contact card is captures and read inside s controlled r/w environment {e.g. in-
side an ATM or & public telephone). However, the contactless card must operste
at the whim of the users hand and arm movements, as well as the surrounding
electro-magnetic environment. At this point in time, different methods to deal
with these issues.

Part-IV deals with trausmission, protocols and sscurity. These are important
issues, but are far from being defined within the ISQ/IEC 14443 initiative.

& Concluding Remarks

This paper has reviewed the current technology of contactless cards with a smart
chip, and reported the standardization efforts for this technology. Then we con-
sidered the difficulty and possibility of public-key crypto’s being implemented
in Contactless Smart Cards, and discussed future cryptographic topics to be
developed for the implementation of PKC over Contactless Smart Card.
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Executive Summary

Contactless Payment Represents a Growing Market

The lalest trend in retail payment applications is contactless payment.
Contactiess payment systems are used successfully in Asia, Europe and
North America and offer a number of advantages o issuers, retailers, and
consumers. Contactless payment allows issuers 10 penetrate the cash
paymeni market, enjoy increased customer transaction volume, and improve
customer relention and loyalty. Retailers realize benefils due to faster
transaction times, increased revenue, improved operational efficiency, and
lower operating costs. Consumers enjoy the convenience of hands-free
payment, the ability to pay for multiple services using one device, and the
security of not having 1o display a card for payment.

Contactless payment applications are particularly attractive to retail
segments where speed and convenience of payment are essential (for
example, quick service restaurants, gas stations, convenignce stores,
parking facilities, transi services, enterfainment venues and unstaffed
vending locations).

Muitiple Technologies Support Contactiess Payment

Multipte technologies may be used to implement a contactiess payment
system. Candidate technologies include radio frequency, infrared, carrier-
pased mobile and Biuetooth technologiss. Three types of radio frequency
technoiogies are currently used, including: high-frequency 13.58 Mz
contactiess smart cards, low-freguency (100 to 300 KH2) devices and ulira-
high-frequency (300+ MHz) transponders.

The choice of an appropriate technology is driven by issues such as what
types of payment mechanisms the technology supports, whether the
technology is commercially available and governed by international
standards, what regulatory issues apply, how much investment is required,
and how well the technology protects customer data and guards against
erroneous transactions.

Various Transaction Models Support Contactiess Payment

A contactless payment system can follow a variety of transaction models.
Candidates include accouni-based payment, traditional credii or debit card
paymeni, and stored-value payment. Each transaction model requires a
different infrastructure investment and different participation by the
consumer, relaller, acquiring processor, and issuing bank. Which transaction
model is appropriate depends on the approach chosen to implement the
system.

Contactiess Smart Cards Offer an Excellent Choice for Retaliers

Smart cards are being used for payment throughout the world, with Visa,
MasterCard and JCB leading initiatives {0 exdend the use of smart cards for
contactless payment. The combination of standards-based technology,
enhanced securily features, availability of products and services from
multiple vendors, potential o use the existing payments infrastructure, and
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4

1580



support from major financial industry players offer compeiling benefits for
payment implemeniations based on conlacliess smart cards.

About This Report

This report was developed by the Smart Card Alliance o describe
contactiess payment applications, technology options and transaction model
alternatives. This report provides answers to commonly asked questions
about contactiess payment systems, such as
= YWhat retail sectors can benefit most from contactiess payment?
e What are example implementations of contactiess payment and how
successful have they been?
e VWhat are the technologies that can support contactiess payment?
= VWhat are the business drivers for adopting contactiess payment?
e Are there advantages 1o using contactiess smart cards in contactiess
payment systems?

Smart Card Alliance € 2002
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introduction

The financial, retall, and transportation industries are all abuzz over the latest
payment trend — contactiess payment devices. These devices come in a
variety of shapes and sizes, ranging from traditional plastic cards to key fobs,
watches, and cellular phones. Major cities around the world already use
contactless smart cards for transit payment, with many major cities in the
United Statss also implementing or planning to implement contactiess smart
card-based automatic fare collection (AFC) systems.” In 2002, MasterCard,
VISA and JCB also announced the availability of contactiess payment
aptions for traditional cash-only environments where speed is essential, such
as quick serve and casual restauranis, gas stations, convenience stores, and
movie theaters,

Because contactiess payment is a new market using and promoling a range
of technologies and transaction models, the terminology describing it can be
confusing. This report defines “contactiess payment” as the ability to perform
a non-cash payment transaction without a physical connection belwseen the
consumer payment device and the physical point of sale (POS) terminal,
Cuontaclless payment may be implemented using different contactless
technologies, including radio frequency (RF), infrared (IR), Bluetooth, and
carrier-based mobile technologies. Three types of RF lechnologies are
described in this report, including high-frequency 13.58 MHz conlactiess
smari cards, low-frequency (100 to 300 KHz) devices and ultra-high-
frequency (800+ MHz) ta‘anspﬁnders.z

This report provides information on current contactiess payment applications
and on the benefits and value proposition for retailers and issuers
considering such a paymsnt scheme. It examines the various available
contactiess technologies, transaction models and implemeantation
approaches. Finally, it describes the advantages of contact and contactless
smart cards as compared to other current payment meachanisms.

Smart Card Alliance € 2002
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Existing Contactless Payment Applications

Contaclless payment applications have sxisted for more than a decads.
Since the 1880s, millions of toll-road users have used “long distance”
contactiess technology for prepaid accounts or customer billing.
ExxonMobil’'s Speedpass ™ was introduced in the mid-1990s, and over 6
miilion customers now use a key fob, vehicle tag or walch to pay for gas and
convenience store items at more than 7,500 BExxon and Mobil stations in the
United States, Canada, and Singapore.

A number of mass fransit agencies are also in the process of moving from
magnetic stripe cards to contactiess smart cards for fare payment or are
testing smart card-based systems. According to Datamonitor, the market for
transit-related contactiess smart cards will grow from 355 million in 2002 to
$200 million by 2008, Contactiess smart cards are currently being used in
many cities worldwide {including Hong Kong, Tokyo, Seoul, Pusan,
Washington, DC, and Shanghai), with the majority of new transit fare
payment systems planning to use contactiess smart cards as the primary
ticket media. In many of these cilies, these contactiess smart cards are
expanding beyond transit-only payments {o include contactiess payment with
iocal retailers.

This section describes several current contactiess payment applications that
are heing used at the retail point of sale.

Hong Kong Octopus Card

The Hong Kong Oclopus card, launched in 1997 as an elecironic purse for
public transportation, is the most successful and mature implementation of
contactiess smart cards used for mass transit payment. The card's
acceptancs and popularity have since extended its use to nearby retailers.
its success highlights two critical components of any payment strategy:
strong self-service habits and the ability to leverage these habits to launch
payment technologies for the general retail environment." The Octopus card
is a good example of a contactiess transit paymeant application that is
evolving into a general retail payment mechanism.

Octopus cards were developed as an automatic fare collection (AFC)
scheme for Hong Kong's transit system. Over ¢ million Octopus cards and
150,000 smart watches have been issued, and over 7 million transactions
are recorded on a daily basis, for a dally transaction value of over HK$50
million {about US%6.5 million).” This contactless smart card ticketing system
currently includes over 100 seyvice providers, including all of the major
transport operators (bus, taxi, subway, train, tram, and ferry services).
Because Hong Kong's main transport operators are all partners in the
Octopus card, kKiosks are widely available, making it easy for customers {o
check the balance on a card and recharge i with cash or electronic
payments. The use of the card has shortened gueues at ticke! barriers,
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because the card doesn't have {0 be taken out of a bag or wallet —
customers can just wavs it past a scanner al a distance of several
centimeters.

The first non-transit applications for the Octopus card allowed the card {0 be
used for payment at photo booths located in the Mass Transit Railway (MTR)
stations and pay phones operated by New World Telephone. Afteronly 5
years, 25 percent of Oclopus card transactions are unrelated to transit.” The
card lets consumers make payments quickly and conveniently and is
accepted by more than 160 merchants:’

s Park 'N Shop (Hong Kong's leading supermarket}, Walson's, 7-Eleven,
and Starbucks accept the Octopus card. Many fast food outlets already
accept the card, and McDonald's is expected to accept i in the near
future, Oclopus charges a 1% commission on retaill purchases.

¢ More than 3,000 soft drink vending machines in offices, schools, and
shopping malls now have Octopus scanners. Sales have increased, as
consumers make more impuise buys when they don't need {o uss cash.

= Pay phones, photo booths, and many car parks accept the card, avoiding
the need for consumers to carry change. The card can also be used for
admission o public swimming pools and other recregtional centers.

s Nokia has launched a cover for one of their mobile phones that includes
an embedded Octopus chip and antenna, enabling commuters 1o use
their phone o make Octopus payments.

While Octopus cards are anonymous by default, over 500,000 personalized
cards have been issued and are used for the Octopus Automatic Add-Value
Service. Twelve Hong Kong banks and one credit card company support the
automatic add-value service. Because each personalized card has a unigue
identification number, up to 40,000 cards ars also being used as security
passes at housing eslates, for staff identification cards, and as lovally cards.

The contactless Octopus card is based on Sony’s FeliCa™ {echnology, a
proprietary 13.56 MMz lechnology similar 10 but not compliant with the
ISOAEC 14443 siandard technology. This lechnology has widespread
acceptance in the Asia Pacific region, with over 25 million cards issued
worldwide.® Terminals read the cards inslantly, processing transactions in
lass than one-third of a second. On the MTR, a scanner al the ticket barrier
inads data on the card that is then used by scanners al the exit gates to
deduct the corvect fare and show the remaining credit.

in 2002, the Asia Pacific Smart Card Association reported that 85% ofthe
“econamically active population” was using the Octapus card.® Travelers
have found that the card provides increased convenience, allowing them o
pass through fare collection points 15 to 20% faster, according to Ootopus
card statistics. The scheme has succeeded because it offers real
convenience to cardholders.

The Kansai Thru Pass, a similar transit application using the FeliCa
technology, is being rolled out over the next 5 years in the Japanese cities of
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Kyolo, Osaka, and Kobe. JCB will issue more than & million Thru Pass cards
{0 be used in a merchant base that includes 10,000 POS terminals. '

in the United States, the Washington Metropolitan Area Transit Authority
(WMATA) has 325,000 SmarTrip contactiess smant cards in circulation, used
for payment throughout the Metrorail system and at all WMATA-operated
parking facilities. WMATA has also entered into pilots that expand the use of
the card to other applications. In a pilot agreement with First Union National
Bank, 1,000 co-branded cards were issuad in 2000 that could be used in
WMATA's transit system (as a contactless smari card) and used as a debit
card {with a magnetic stripe) for banking fransactions or re-loading the card
for transit use. The cards were re-issued {0 participants in 2002. Based on
survey data gathered from the cardholders, consolidation of functions on a
multi-application card was an attractive feature and would lead o increased
yse of the card. WMATA aiso entered into a piiot with the U.S. General
Services Administration and U.S. Department of Education for a co-branded,
multi-function fransit-building access card. These pilots were initiated in 2000
and 2002, respectively, include approximately 2,000 cardholders between
the two agencies, and continue o operate today."’

ExxonMobil Speedpass

Speedpass, infroduced by ExxonMobil in 1997, was the first automated
payment system to adopl radio frequency-based technology to help
consumers make retail purchases. Today, over 8 million Speedpass
customers frequent 7,500 Exxon- and Mobil-branded locations around the
world. Owver 92% of the Speedpass users report a high level of satisfaction.”

The ExxonMobil Speedpass project resulted from a 1993 Mobil study that
conciuded that convenignce, friendly service, and recogunition of loval
cusiomers create consumer loyalty and additional spending. The benefils to
the consumer are straightforward: no foraging for change or bills, no handiing
of credil cards, no paper receipt to sign or keep track of, and no personal
identification number {(PIN} 1o enter or remember. in general, the entire
iraﬂsaf;iion is handled more guickly and the customer is in control al ali
times."”

Motorists enrolled in Speedpass use a key fob, walch, or fransponder affixed
o their vehidle's rear window {0 communicate securely with a gas pump or
POS terminal. A reader integrated into the pump or termiinal sends a signal
o the customer’s device, which replies with a unique identification code that
is linked to a customer account. The customer is then authorized for
payment, and the pump is activated, or a purchase can be made at the
convenience store. Consumers do not pay for the Speedpass device, and
there is no consumer service charge for using this technology to make
payments.

Speedpass is recruiting key retailers in other sectors, such as grocery stores
and fast-food restaurants, {o use the payment technology. Selecled Stop &
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Shop supermarkeis began using Speedpass in 2002 for payment, coupons,
and a loyalty program. During the past 2 ysars, over 430 McDonald's
incations in the Chicago area have begun accepting Spesdpass.

in December 2002, ExxonhMobil Speedpass and Timex® released 4,000
timepieces featuring a miniature Speedpass transponder. The watlch looks
and functions like a regular watch, but enables customers {0 pay instantly
and even more conveniently at Exxon and Mobil service stations.™

The RFID transponders used in the Speeadpass devices (key fobs, walches,
and window fransponders) were designed by Texas Instruments and feature
a digital signature encryption protocol with challenge/response authentication
o ensure consumer protection. This technique makes it extremely difficult, if
notf impossible, to duplicate the fransponder ({ag) or the secref encryption
key. According to Texas Instruments, even if the key were duplicated, it
would only be valid for a single tank of gasf‘s The Speedpass system was
also designed to ensure customer privacy and security. The customer's
oredit or check card number is not used by the Speedpass device or
merchant POS terminal, maintaining the confidentiality of that information.

Customers at Exxon- and Mobil-branded service stations increased their
purchases of gasoline by 156% after they became Speedpass users, resulting
in a sales lift of 4%." {Sales it is measured as iotal gallons sold for the 12
months prior to implementing Speedpass compared with the 12 months after
Speedpass was implementied at gach locationy. This represents one
additional gas purchase per month per customer.

Several other pilots are also in progress using payment systems similar o
Speedpass. Sheli Canada has launched iis ‘EasyPay’ solution based on
ISGAEC 15683 technology from Tl to over 400 service stations. McDonald's
is conducting two pilots using RF-based contactiess payment systems from
other service )providers. One involves using RFID technology by
Freedomi‘-’ay@ at 32 outlets in Boise, idaho and the other allows E-ZPass
customers on Long Island {0 use their E-ZPass toll transponders o pay at
the drive-through window."” Similar trials are being conducted by Taco Bell®
and KFC® using a product from a company calied 28cout®, According fo Ed
Kountz, a senior analyst for emerging technology with TowerGroup, “Trials in
so-called guick-service restaurants (aka fast-food joinis) have resulted in a
15 t0 30 percent ‘bag lift'—the industry jargon for an increase in average
order cost.”"®

Sifd

Bank of America recently announced the QuickWave contactiess payment
piiot.‘g Launchead in 2002 in Charlotte, Noith Caroling, the pilot includes
10,800 Bank of America emiployees and 15 downiown restaurants and
shops. Participants pay for their purchases and accumulate loyalty points by
using the card. The scheme is similar to Speedpass in that the contactless
card references the users bank account. QuickWave uses technology from
FreedomPay and inside Technologies that supports both the ISOAEC 15683
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and ISOAEC 14443 Type B coniacliess smarit card standards.®® The piot will
continue through March 2003,

Visa Contactiess Payment in South Korea

Since 1998, approximatsly & to 7 million Visa-branded contactiess cards
have been issued by several large Visa members in South Korea. These
cards contain a chip, which is used for contactiess payment in the Seoul
transit system, and a magnetic stripe, which is used for regular credit card
paymenis. The popularity of transit applications on credit cards means that
contactless chips have become a standard feature for the majority of new
credit cards issued to residents of Seoul. Several other major cities in South
Karea {Busan, Jeonju, Inchon, and Ulsan) have also depioyed Visa credit
cards coupled with a contactiess transit application. However, unlike the
cards used in Seoul, these cards are issued as “dual-inferface” cards in
which a contact-based elecironic purse (on & chip} is offered along with 2
contactiess transit application {(also on a chip).

in 2002 Visa introduced the dual-interface GlohalPlatform (GP) card, based
on Philips technology. Unlike previous dual-interface cards, the new GP
cards allow applications to be downloaded, modified, and deleted after the
card has been issued. The cards also support VSDC and Visa muiti-
functionality. Three major districts in South Korea, (City of Daejon, City of
Gwangju, and Chungnam Province) have adopted these dual-interface GP
cards. Issuance begins in 2003, with a target of up io 2 million cards. In
addition 1o the ISO/EC 14443 and MIFARE-based transit application, the
card will also carry VBDC (EMV credit and debit), digital ID, Visa Cash e-
purse, and loyally applications. Other cities that have been issuing
proprietary transit cards are planning to migrate {o Visa's dualinterface
Global Platform cards.

Visa continues to work very closely with S-1/Samsung Electronics in several
areas to provide VSDC payment and mulii-funclion capabilities through the
dual-interface smart card chip. Current programs include contactiess access
control 1o corporate buildings for Samsung employees and their families and
contactiess access for residents of apartment buildings in several major
South Korsan cilies.

SK Telecom, the largest mobile telecommunications service provider in
South Korsa, launched the second phase of their Moneta card program in
December 2002. The Moneta card now supporis Visa payment at the point
of sale using an IR beam or signal sent from mobile lelephone handsets to
upgraded merchant terminals. Plans are in place {o expand this program
and include contactiess Visa payment in 2003, By the end of 2003, it is
anticipaled that approximately 400,000 terminals will be upgraded to support
IR and contactiess smart card technology and approximately 2 to 3 million
handsets will be deployed.

Twao other South Korean telecommunications providers, KTF and LGT, have
indicated that they will also provide Visa payment at the retall PGS using
infrared and contactiess smart card technology in 2003,
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MasterCard PayPass™

Summary

MasterCard’s PayPass, announced in December 2002, eliminales the need
for users fo swipe their cards through a reader. Consumers {ap their
payment cards on a specially equipped merchant terminal (or wave them at
the terminal) that then transmits the payment details wirelessly, The new
solution is targeted for fraditional cash-only environments where speed is
essential, such as quick service restaurants, gas stations, convenience
stores, and movie theaters.

Chase, Cilibank, and MENA are working with MasterCard in a MasterCard
PayPass irial in Orlando, Florida. Consumers can use the PayPass card at a
variety of participating Criando merchants, including Boater's World,
Chevron, City of Orlando Parking, Eckerd, Friendly’s, Losws Universal
Cineplex, McDonald’s, Ritz Camera, and Wolf Camera. Additional relallers
are expected to begin parlicipating in early 2003, The MasterCard PayPass
card also includes a magnetic stripe, allowing consumers to use it at any
incation that accepts MasterCard.

Recent MasterCard consumer ressarch reveals the following reactions to

PayPass:™

s 63% of the consumers surveyed said that they would “definitely” or
“‘probably” use MasterCard PayPass if their bank offered i io them.

«  Consumers who said that they would definitely use the card indicated
that it will replace cash in more than half (53%;) of their fransactions.

= PayPass is perceived to be “innovative” and “fun to use,” as well as an
enhancement that "would make shopping less of a hassle.”

The MasterCard PayPass card uses ISOAEC 14443 standard technology
{Types A and B} o securely transmit Track 1 and Track 2 payment
information from the card to the merchant terminal using RF. This eliminates
the need for a cardholder to present the card to the merchant {o swipe
through a reader, allowing the cardholder to remain in control of the card.
The payment ransaction is then processed through the exdsting MasterCard
acceptance network. The simplified approach of using Track 1 and Track 2
data aliows merchants 1o cost-effectively retrofit their current magnetic stripe
POS terminal to start accepting PayPass cards.® This is accomplished
ysing an RF adapter that involves no POS software change. MasterCard
plans to introduce MasierCard PayPass o additional markets when the
Criando trial is completed.

Figure 1 summarizes the technology and device formats used by each of the
applications discussed in this sechion.
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Figure 1. Featured Applications and Corresponding Technology

Hong Kong Non-standard 13.56

Octapus Card O+ million | 0 (FeliCa) Plastic card

Visa Coniactiess 7+ million ISO/EC 14443 13,568 | Plastic card,
Payment MHz, Infrared mobile phorie
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Contactless Payment Benefits and Costs

in the United States, contactiess payment is an emerging markst, A number
of contactiess technologies are being implemented, various payment
processes are supporied, and both pilot and commercial services are
avaiiable. While the market is new, there is already evidence that retailers
can see significant benefits from implementing contactiess payment and that
consumers value #s increased convenience and speed.

This section describes the general business benefits and costs of
implernenting contactless payment for retailers and issuers. it does not
attempt 1o quantify the business case, since actusl benefits and costs vary by
retail segment and by the technology used.

Retailer Benefils

Retail segments in which speed and convenience of payment are essential
can realize significant benefits from contactiess payment. These segments
include: guick service restaurants, especially those with drive-through
service; gas stations; convenience stores; parking facilities; transit services;
entertainmeant venues, amusement parks; and unstaffed vending locations
{for example, vending machines or ticket kiosks}.

While the business drivers differ for each retail segment, early contactiess
payment implementations have demonstrated the following benefits:
s Fasler transaction times
increased revenue
improved operational efficiency and lower operating costs
Better customer information
Fayment device branding or co-branding
= Compstitive differentiation

e & 8 @

Faster transaciion times are achieved by moving customers more quickly
through the transadtion process. Contactless payment is faster than both
cash and traditional magnetic stripe credit card transactions. By eliminating
the need for consumers to extract cash or cards and for retailers to make
change or swipe a card, TowerGroup estimates that contactless payment
using RFID fobs can save 10 1o 15 seconds per transaction.” Sue Gordon-
Lathrop, vice president for emerging consumer environments at Visa
International, has stated that contactiess payment can decrease drive-
through transaction time by 80 seconds..”’ In some retail segments, faster
customer service may transiate direcily info increased revenue.

increased revenue results from increased spending per transaction,
increased frequency of purchase, and increased loyalty (when the merchant
becomes the customer’s preferred retailer). Cusiomers also potentially have
access o more funds when they pay using a contactiess payment device
instead of cash. ExsonMobil has stated that a 4% increase in sales resuited
from using Speedpass?’ Other vendors and refailers implementing
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Retailer Costs

contactless payment have reported 15 to 30% increases in sales after
. . G 27 28 29
implementing contactiess payment % %2

improved operational efficiency and lowsr operating costs result from
reducing overhead and resource requirements at merchant locations,
reducing cash handling and pilferage costs, and improving reliability of
payment terminals.

Better customer information enables the retailer to betier understand
cusiomer behavior by collecting data that could not be collected with cash
purchases.

Payment device branding or co-branding means major retallers can
henefit from relationships with issuers, adding the retailer brand {o the
payment device and achieving increased visihility with consumers.

Competitive differentiation altracts new customers by providing more
convenient payment methods.

As with any new payment method, retailers will nead to invest in new
infrastructure and processes 10 implement contactiess payment. Costs {o be
considered include both installation and ongoing costs:

s Costio upgrade POS hardware and soffware 1o accept contactiess
payment. This cost depends on the technology chosen (currently
ranging from tens to hundreds of dollars) and will change over time as
terminal vendors integrate contactiess payvment capabilily directly into
new terminals.

¢ Costto upgrade retailer host systems {0 support new transaction data
and {o route transactions to the appropriaie payment processors.
Whether thers is a requirement {0 upgrade depends on which
contactiess payment transaction model is used. Some contactiess
payment solutions use existing credit and debit networks and standards,
while others require new payment processors of gaieways.

+ Costto train customer service staff. Cusiomer service staff will need
1o be trained to use the contactless payment terminal and process and {0
help customers use the contactiess devices.

s Marketing and promotion costs, {0 encourage customers to use new
contactiess payment options.

¢ Transaction fees for processing contactiess payments. Fees will
depend on the transaction mode! and service providers offering
contactless payment processing

= Maintenance and management costs associated with the new
payment solution.
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issuer Benefits

issuer Costs

There are a number of different potential issuers for contactiess payment
devices, including: transii agencies {&.g., Washington, DC, Hong Kong);
transit outsourcing providers (2.q., Transys London); new companies focused
on providing contactiess payment devices and servicas {e.g., Speedpass);
traditional credit/debit card issuers {e.g., MasterCard and Visa members);
and retailers who may offer their own branded payment card or device. Each
of these issuers will have different drivers for issuing contactiess payment
devices. Key drivers are the following:

« Penetration of the cash payment market. In the United States in
2001, cash was used for approximately 20% of total consumer
paymenis.ag {asuers can add transaction volume o existing payment
cards or reduce cash handling requirements by replacing cash payments
with a contactless payment method that is connected with another form
of electronic payment mechanism {.e., credit or debit card or hank
account).

= Increased customer transaction volume. By making it more
convenient for customers 1o pay, issuers can realize increased
transaction volume as consumers use the contactless paymeant device
more often. WMATA has also found that the contactliess AFC payment
card reduces the consumer's perceived cost of a transit trip.

s Improved customer retention and foyalty. The consumer reaction to
initial implementations of contactiess payment has been very favorable.
By offering a payment device that increases the convenience and speed
of the fransaction process, issuers may experience better customer
retention and loyally, becoming the payment device issuer of choice.

¢ Co-branding opportunities. Issuers snlering the contactiess payment
market have the opporiunity (o strengthen relationships with major
retailers by offering co-branded payment devices.

+ New service opportunities. Conlactiess payment issuers can provide
new services to refailers that include payment processing and other
value-added capahbilities, generating new or incremental revenue
streams.

Issuers must also consider the cost of implementing new contactiess

payment devices and services. Issuer cosis include the foliowing:

¢ Cost of the contactiess payment device,

+ Personalization and life cycle management cosis for the payment
device,

s Operations costs to accommodate the expected risk profile of
contactless payment transactions.

e Transaction processing infrastruciure costs if changes or
investments are required to process new contactless payment
transactions.

= Cost of training customer service staff to answer consumer quastions
and address any issues created by using the new contactiess payment
devices.

Smart Card Alliance € 2002
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Summary

Smart Card Alliance € 2002
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While the benefits of contactiess payment 1o the issuer and retailer are clear,
the business case needs 1o evaluaie the actual benefils and costs of a
specific contactiess payment technology, transaction model, and service.
The business case must also compare the results 1o the cost of the payment
methods already in use. For exampile, the cost/benefit comparison for a
retailer who is converting customers from cash {o contactiess payment will be
different than the comparison for a retailer who is converting customers from
oredit or debit cards (using magnetic stripe or contact smart cards).
Contactisss payment implementations may aiso benefit from finking with
large-scale transit payment programs that ars already underway and that
could underwrite card issuance and point of sale terminal deployment
{though the harmonization of application requirements and impact on
business cases need o be thoroughly considered). As both retailers and
issuers gain more experience with early contactiess payment
implementations, the business case will be proven for different {echnologies
and transaction models.
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Contactless Payment Technology Options

Contactiess payment requires a wireless information exchange between the
consumer's payment token and a payment terminal or infrastructure device.
Contactless payment can be enabled using a variety of technologies and
payment tokens in many different forms. Each technology has fradeoffs that
affect the feasibility and effectiveness of using i in the North American retail
environment.

The available technologies support both radio and optical information
exchange. Current RF-based alternatives include conlactiess smart cards,
RFID tokens, RF fransponders, Bluetooth-enabled devices, and carrier-
based mobile solutions (such as mobile phones). Optical alternatives include
iR-enabled devices such as PDAS and mobile phones that execute payment
fransactions over an IR link between the device and POS ferminal.

The fcliowing two sections summarize the primary current contactiess
technologies and alternative solutions.”

Primary Contactiess Payment Technologies

The three primary contactiess payment technologies include: high-frequency
13.56 MHz solutions; low-frequency proprietary solutions like Speedpass;
and ultra-high-frequency RF solutions like those used for toll applications.

ISGAEC 14443-Compliant High-Fregueney 13.86 MHz Contactiess Smart Cards

ISGAEC 14443 is a contactiess technology standard for “proximity” smart
cards operating at 13.56 MHz. This standard specifies the characteristics of
cards with an operational range of up to 4 inches (10 centimeters). The
technology was originally designed for electronic ticketing and electronic
cash applications. For these applications, short operational ranges and fast
transaction speeds ars critical. Thess same market requirements lad
ISGAEC 14443 to be adopted for transit, off-line purchase, vending, and
physical access control applications.

Advantagses and Disadvantages

ISQAEC 14443 was initiated in 1994 to standardize contactiess proximity
cards and finalized in 2001, To date, approximately 250 o 300 million
contactless smart cards have been shipped based on the ISO/AEC 14443
standard.” The majority of these cards are used in fransportation
applications for automatic fare coliection, with the largest installations in Asia.
ISQAEC 14443 cards are supplied by the largest base of semiconductor
suppliers and card manufaciurers.

Smart Card Alliance € 2002

¥ Note: The Smad Card Aliance has used best efforts to ensure, bul cannot
guarantee, that the information described in this section concerning contactiess
technologies and the status of thelr deployment is accurate as of the date of this
paper.

"Contactiess Smart Card Technology for Phvsical Access Control" Avisian, Inc,,
Aprit 1, 2002 and Philips Semiconductors.
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A number of different ISOAEC 14443-compliant card producis are available,
offering a range of characteristics at a number of price poinis. These
characteristics include compliance to different levels of the standards,
differing encryption and authentication schemes, and differences in
processing power and card resources. Readers are available that can
interoperate with the range of available card products, allowing an issuerto
provide a choice of solutions and a migration path 10 more powerful devices if
required.

ISOAEC 14443 does not specify a standard for contactiess link encryption or
card-to-reader authentication. However, virtually every semiconductor
vendor provides options to provide these security services. A common
encryption/authentication protocol used with ISOAEC 14443 Type A is the
MIFARE protocol. An independent certification institute offers MIFARE
compliance testing, ensuring that certified products from muttiple vendors will
work together ®

The 10 centimeter operational range of ISCAEC 14443 may be an advantage
since the act of payment is more intentional and close proximily of the card to
the reader helps limit unintended communication.

The 106 Khps data rate of ISOAEC 14443 cards is also considerad an
advantage in that more bandwidth is available for stronger security, larger
arnount of application data and reduced time in field.

Contactiess microcontrolier (MCU) cards that comply with ISOAEC 14443
offer an excellent combination of interoperability and security. New dual-
interface or contactiess MCU cards fully comply with ISO/IEC 14443 (through
part 4 of the standard). As a result, contactiess and dual-interface smart
cards have the same level of interoperability as contact smart cards. For
example, dual-inferface cards made available by Visa can execute the same
financial applications in either ISOAEC 7816 contact or ISOAEC 14443
contactiess mode. ISOAEC 14443 MCU-based smart cards offer security
features equivalent {o those offered by conlact smart cards. Features such
as memory firewalls thatl separaie applications on the card, encryption,
sensors, tamper-resistance, and cryplo coprocessors provide robust security
for fransactions.

Contacliess wired logic lechnologies are also available in the market and can
comply through Part 3 of the ISOAEC 14443 specification. While these
products cannol support the ISOAEC 7816-like Part 4 protocol laver, they do
offer a lower price point and faster performance. Depending upon the needs
of the issuer and the products or applications to be supported, these could be
a cost-effective choice.

ISGAEC 14443-compliant readers are available from multiple vendors. In
addition, several readers are capable of reading both [SO/MEC 14443- and
ISGAEC 15683-compliant cards, with a few supporting an even broader
range of fechnologies.

The financial industry is supporting contactiess payment solutions based on
ISGAEC 14443, Visa International has endorsed a global payment
specification for contactiess cards based on ISOAEC 14443, and a number of

Smart Card Alliance € 2002
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irials in Asia are already underway or ;3i.>:mned,34 MasterCard international
has also implemented contactiess technology based on ISOAEC 14443 for
use by iis members and in the PayPass pilot in Orlando, Fiorida.®

Summary

The adoption of ISOAEC 14443-based contactless soluytions by payment
associations, the securily features of the technology, and its widespread use
in payment applications make ISOAEC 14443-compliant contactiess smart
cards well suited for any open or closed payment application.

ISO/IEC 15693 -Compliant High-Frequency 13.56 MHz Contactless Smart Cards

ISOAEC 15693 is a contactiess technology standard for “vicinity” smart cards
operating at 13.58 MHz. This standard specifies the characteristics of cards
with an operational range of up {0 1 meter, although practically speaking the
range is limited to 70 centimeters or less. Traditionally, ISGAEC 15683-
compliant tokens have been used for tagging, ticketing, and access control
applications. As these tokens become more capable and are deployed more
widely, however, new applications are being considered, especially for
closed-system enterprise payment (for example, as part of multi-application
employee badging systems and for some retall solutions).

Advantages and Disadvantages

ISOAEC 15693 was initigted in 1998 {o standardize contactiess vicinity cards
and finalized in 2001, The most common application identified for these
cards, to date, is mulli-application enterprise access conirol cards. ISOAEC
15883 cards are supplied by a growing number of semiconductor suppliers
and card manufacturers.

Since ISQAEC 15683, ike ISOAEC 14443, does not define any security
protocols or requirements, vendors have implemented a number of security
features, including encryplion of stored data, authenticated access to card
memory and card-{o-reader muiual suthentication.

The longer range afforded by ISOAEC 15683-compliant systems is viewed as
very beneficial by drive-through restaurants and retail, two of the fastest
growing contactiess payment sectors. The longer range is also considered
heneficial by enferprises that support parking or vending applications. On
the other hand, any technology with a longer range may be perceived {0
have a potential securily risk for two reasons: the lack of payment
“intentionality” on the part of the token holder, and the potential that someone
with a compatible reader could stand a few feel away and access data on the
card (though this risk exists in differing degrees with all contactiess
tachnologies). Appropriate selection of security services or adjustment of
operational ranges can mitigate this risk.

The ISGAEC 15683 standard supports a maximum data fransfer rats of 28
Kbps {a function of operational range). Dus to the longer operational range,
the card may be in the RF fisld for a longer period of time, allowing encugh

Smart Card Alliance € 2002
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{ime for communication between the reader and card even with this lower
data rate. Reguirements for transaction time, amount of data in each
transaction and security servicas must be considered o determiine whether
this data rate is sufficient to meet payment application requirements.

ISOAEC 15683- compliant readers are available from multiple vendors. In
addition, several readers are capable of reading both ISG/EC 14443- and
ISOAEC 15693-compliant cards, with a few supporting an even broader
range of technologies.

Summary

1SOAEC 156893-compliant contactiess smart cards are currently well suited
for closed-sysiem payment applications. This technology is especially
gtiractive where a longer read range is beneficial or mandatory; shorter
ranges are also achievable. The perceived security risks for payment and
{ack of endorsement by any payment assodciation or major financial institution
have resulted in this technology being used for payment primarily in closed
systems today. As demand for payment requiring longer operational ranges
increases, ISOGAEC 15683-based solutions may emerge.

Proprietary High-Freguency 13.58 MHz Technology

Smart Card Alliance € 2002

Non-standard 13.56 MHz cards and readers are currently available that are
used extensively for transit applications in Asia Pacific markets (such as
Hong Kong and Japan) and, to a more limited exient, in the United States.
The most prominent examples of this technology are the FeliCa card,
developed and promoted by Sony, and the GO CARD®, developed by Cubic
Transporiation Systems, Inc.

FaliCa Card

The FeliCa card is used by the Hong Kong Oclopus card transit system, the
New Deihi Metro, the Singapore Land Transit Authorily, and by the majorily
of Japanese transit agencies. The FeliCa card uses the same frequency and
form factor as ISO/AEC 1444 3-compliant cards but differs in some technical
specifications. In Hong Kong, the FeliCa card is also increasingly being used
for non-ransit payment applications (for example, quick service relail and
vending applications). Sony is promoting FeliCa with an electronic purse in
Japan and other countries.

Several vendors are licensed to produce FeliCa-compliant cards and
readers. The joint Philips and Sony Near Field Communication developmeant
could help drive the use of this technology beyond the Asia Pacific region.

Cubic GO CARD

The Cubic GO CARD is used by a number of large transit operalors and has
heen used in several North American pilot transit projects. GO CARD
technology uses the same frequency, modulation scheme, bit coding and
form factor as ISOAEC 14443 Type B-compliant cards but differs in other
technical specifications. The technology's functional capabiiities are {ailored
for high-speed, tear-proof transit applications and large storage
requirements. Cards are available from a variety of card manufaciurers
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licensed by Cubic and Cubic's Tri-Reader® supports communication with ISO
14443 Type A and B cards and the GO CARD.

Advantages and Disadvantages

The primary advantage of proprietary 13.56 MHz technology is the instalied
card base and reader infrastructure that exist within specific geographic
regions. Retallers in citiss that are implementing contactless smart cards for
transit payment could consider teaming with their local transit authority to
offer contactiess payment and take advantage of the broad issuance of cards
o local consumers (though the harmonization of application requirements
and impact on business cases need o be thoroughly considered).

The instaliation of readers that handle multiple card types provides issuers
with additional flexibility, aliowing muitiple card types {0 be used with a
comimon infrastructure.

The primary disadvantage is the lack of standards, which leads to
interoperability issues among implementations. This may notbe a
disadvantage 1o a iocal transit agency, but shouid be taken into consideration
by issuers and retailers when evaluating contactless technology.

Summary

Proprietary 13.56 MHz technologies tend to be suitable for use in specific
geographic locations where interoperability with existing infrastructure is
important. Proprietary technologies can also be used successiully in areas
where global contactiess payment is not a requirement (e.q., within countries
or among cardholders where travel beyond a single city, region or country is
infrequent).

However, the fack of standards compliance and transit operator-specific
implementations suggests that adoption for use in more open systems or
giobal payment environments may be limited.

Proprietary Low-Frequency 125 to 134 KHz RF Technology

Smart Card Alliance € 2002

Low-frequency RF fechnologies operate at less than 300 KHz. These
generally use a unique 1D within the application, so are most often referred {o
as RFID technology. Such technologies have been used exiensively for
security applications such as automobile immobilizers and for access control.

Speedpass is an example of the use of low-frequency RFID technology for
payment in North America. The Speedpass technology operates at 134 KHz
and can achieve ranges up to 10 cm, but with relatively low dala transfer
rates.

Advantages and Disadvantages

Low-frequency RFID technologies have no established communications
standards af present and very limited processing power on the RF fag. They
can also have potentially longer read ranges, though this is often addressed
through the design of the antenna (to limil range). Forthese reasons, this
technology may be perceived to have a potential security risk, unless
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addressed for a given f.@appiic:aiion.35 The most predominant form factor used
for fow-frequency RFID payment is the key fob, but both auiomobile-mounted
tags and tags embedded in watches are also available commercially. The
auto tags are active tags, requiring a battery that must be replaced every 3 io
4 years.

There are no global standards for the technology; however ISOAEC 18000-2
is currently in the process of being defined. Solutions are typically available
anly from limited sources.

Summary

The use of low-frequency RFID technology for contactiess payments appears
{0 be hest suited for closed-system applications. A retfailer selecting this
technology could implement #s own solution or partner with a contactless
payment service provider {such as Speedpass or FreedombPay). Electing to
join an existing network has the advantage of acquiring an instailled base of
ysers and an infrastructure and fulfillment system.  Implementing a retailer-
specific solution has advaniages in terms of brand differentiation, promotion
and overall conirol, and disadvantages in terms of interoperability and added
costs of implementation and promaotion. Given the lack of standards, lack of
endorsement by payment associgtions, and perceived security risks, this
technology does not appear to be appropriate for high-value payment or
more general retail applications.

Proprietary Ultra-High-Frequency RF Technology

Systems based on ultra-high-frequency RF typicaily operate in the ISM band
(802 to 828 MHz in the United Stales) and have an gperational range of
anywhere from 3 meters {0 more than 10 meters. These generally use a
unique 1D within the application, 50 are also referred o as RFID technology.
The best example of the use of ulira-high-frequency RF technology that is
applicable to payment applications is the use of RF transponders 10 pay
highway lolis, such as the E-ZPass™ system (used in the northeastern
United States), TollTag™ (used in the Dallas metropolitan area), and
FasTrak™ (used in California).

This technology could also be used for some forms of retail payment in
canjunction with its use for paying highway tolis. For example, one
McDonald’s franchises is participating in a irial using ToliTag technology at
five drive-through McDonald's restauranis in the Dallas area and a Long
island McDonald’s is using E-ZPass. The consumer benefits from being able
{0 access additional hands-free services without having to acquire an
additional token. The toll operators will presumably increase revenus from
the services provided (o the retailers.

Automobile-mounted iransponders can aiso be used in conjunclion with
smart cards (a payment card could be inserted into a transponder sloty. This
type of cambined technology is used quile extensively in Singapore but is not
currently deployed in North America.

Smart Card Alliance € 2002
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Advantages and Disadvantages

Security for high-frequency RFID systems is limited or nonexistent. The
iransponders for these systems used in tolling applications are typically
active devices, though passive transponders could be used for consumer
payment applications requiring limited read range. The ultra-high-frequency
and low power requirements transiate into very small, efficient devices with
high bandwidth between transponder and reader. Some devices may be
capable of limited channeal encryption or device authentication, but in general,
security is an issue since most of these devices have not been developed for
consumer payment applications. The long read ranges and limited securily
also contribute o the perception that a consumer could be charged
inadvertently for fuel or services or maliciously defrauded.

The transponder devices can be very inexpensive, but the readers are
typically more expensive than the readers required by other RF technology.
The lack of a suitable 1SM band at these frequencies also limils the use of
this technology for global applications. Because there are no global
standards for this technology, solutions are typicaily available from a single
source only. Progress is being made on an open 5.9 GHz standard for tolling
and other vehicle-oriented payment applications; this standard is targeted as
an ISOMEC sub-standard for global use.

Summary

The use of ulira-high-frequency RF tags for contactless payments appears
best suited for closed-system payment applications like {olling and,
potentially, for retall or payment operations linked to the toll system. The
abiiity of the fechnology to operate at long ranges supporis a positive user
experience in execuling drive-through fransactions. However, given the lack
of standards, lack of ISM band for global use, lack of endorsement by the
financial industry, and potential security issues, this technology does not
appear to be appropriate for high-value payment or more general retail
applications. The required form facior and reguirement {o (ypically) mount
the tag semi-permanently aisc limit the general usefulness of this technology
for payment.

Alternative Contactless Technologies

infrared Solutions

Smart Card Alliance € 2002
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Alternative contactless technologies include IR solutions, Bluetooth, carrier-
hased solutions, and the joint development work by Philips and Sony called
Near Field Communication.

IR solutions offer an opportunity to use the more than 338 million IR-enabled
mobile devices worldwide for payment purposes. Consumers are not only
carrying these devices more frequently, they are also comfortable using IR,
especially given the nearty omnipresent electronic remaote control. IR~
enabled devices can support operational ranges up to 2 meters, but devices
that support ranges of 20 1o 30 centimeters consume 10 times less power
than the longer range devices. IR dala transmission rates range from 8.6
Kbps with primary speed/cost steps of 115 Kbps up to a maximum speed of
4 Mbps.
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Consumers are expected to be able {o use their IR-enabled maobile phones
and PDAs to make payment at the physical retailers. Many of the mobile
phones being released {oday are programmabie and could allow consumers
o mainiain a mobile wallet with various credit, debil, pre-paid, and loyalty
cards securely stored in memory. Consumers would then choose a payment
type using a simple menu at the time of payment

Trials of payment applications using IR are being carried out at a number of
different locations, including South Korea and the University of Southern
California (USC), with additional pilot projects planned for Japan. In South
Korea, all three telecommunications providers (SKT, LG, and KTF) are
participating in Visa coniactiess IR payment frials. in these implementations,
Visa payment information resides in the handset of the telephone, and the
consumer beams the Visa payment information io a POS terminal, The
purpose of these pilot implementations is to test consumer and merchant
acceptance of the new technology. In the planned USC pilot, a mobile
phone-capable PDA can be linked o a USC Credit Union account to make
payments at IR-enabled POS sites on campus. This is a hybrid payment
approach involving carrier-based mobile and IR for the actual payment link.

Advantages and Disadvantages

The use of IR presents significant challenges. Bifferent devices do not
interoperate. In many devices, the IR port is currently disabled, requiring
manual customer activation. There is also no easy way io download
software to controf the ports.

in addition, IR provides no link level security. Low-level transaction security
is provided by the consumer's infention 1o conduct a payment transaction
and the fact that it is difficult to intercept data being transmitied by a line-of-
sight, narrow-angle beam. Application-layer security must be provided for
stronger encryplion or authentication service,

Summary

The Infrared Daia Association® (ErDA®) i5 actively promoting interoperability
of IR devices, and its Financial Messaging (IrEM) working group has
developed Point and Pay Profiles® for payment applications. Visa is backing
a variation of this profile, called the Visa Financial Messaging Profile for
Proximity F”aymea’ﬂ.08 Vihen new iR-enabled mobile devices that support
these standards are inlroduced, infrared-based contactiess payment may
become more widely deployed. However, the current inleroperability issues
and absence of widely adopted standards suggest that IR will not be practical
for retail payment transactions in the near term.

Microwave Technology — Blustooth

Biuetooth™ is a wireless RF technology designed as a smalt form factor, low-
cast solution to connect mobile computers, mobile phones, and other
poriable handheld devices to the Internet. Bluetooth operates inthe 2.45
GHz ISM band and has an operational range of 10 to 80 meters with a data

Smart Card Alliance € 2002
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fransmission rate of up 1o 1 Mbps. After many vears of development, there is
finally strong growih in Bluetooth-enabled devicas for different applications.

Advantages and Disadvantages

Bluetooth offers the advantage of longer-range transmission but has the
disadvantage that the technology was developed for networking, not point-to-
point localization. This means than any Blustooth tag could be linked o
multiple POS recipients. Localization processes can be implemented to
address this issue, but at the expense of time and user experience.

Payment has not been a focus of the Bluetooth community to date. There
were some earlier trials of payment applications based on Bluetooth in
northern Europe, but there has not been any recent activity.

Summary

The lack of focus on payment, the lack of endorsement by the financial
industry, and the lack of any available technical solutions suggest that using
Bluetooth for retail payment fransactions is not practical in the near term.

Carrisr-Based Mobile

The use of carrier-based mobile devices (such as mobile phones) for
payment applications seems a natural step, given the increasing use of the
{echnology. Many telecommunication operators, suppliers, and infrasiructure
vendors have panticipated in a myriad of payment pilot projects. These pilots
have tested wireless Internet payment, payment for vending and ticksting,
and payment at brick and mortar establishments. The technologies used
have involved a variety of approaches, including using a phone’s IR por,
using GSM SMS messages for payment authorization, using dual-siot
phones for g payment smar card, and embedding RFID technology in the
phone.

Current Status

MNone of the payment pilot projecis has been particularly successful for a
number of reasons, including fack of interoperability, difficulty of use, and
high fotal cost of ownership. The situation in North America has an even
greater potential for interoperability issues: numerous different technologies
are in use by mobile operaiors {including GSM, PCS, TDMA, and CDMA),
and the telecommunications environment is changing rapidly as newer
troadband technology is deploved. The use of carrier-based maobile
payment also raises a host of consumer experience and business issues,
including how the consumer initiates the transaction, who “owns” the
customer and how the costs of fielding soiutions are covered. However, the
major stakeholders continue {0 take an aclive interest in mobile payment, as
is evidenced by the work of the Mobile Payment Forum.®

Summary

Given the lack of standards for mobile payment, the continuing technical and
business challenges, and the lack of critical mass in any one particular

Smart Card Alliance € 2002
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payment approach, maobile payment can be eliminated as a practical
allernaiive in the near term.

Near Field Communication

in September 2002, Philips and Sony announced joint development of a new
near-field radio freguency communication technology called Near Field
Communication (E\EFC).““ The technology is designed to enable shor-range
comimunication networks between consumer devices with an NFC interface.
The goal is to greatly improve wireless access to data and services.
Ultimately, Philips and Sony intend to build an open infrastructure of NFC-
compliant devices that incorporate smart key and smari card reader
functions, providing a convenient method of implementing services such as
payment (including credit card payment), tickeling, and accessing online
entertainment content (such as gaming).

The wireless NFC technology will operate at 13.56 MHz across a distance of
up to 20 centimeters. The technology will alfow any kind of daia to be
transferred between NFC-enabled devices, such as mobile phones, digital
cameras, PDAs, PCs, laptops, game consoles, or PC peripherals, at speeds
fast enough to transfer high-quality images. With communication speeds of
up fo 212 Kbps, the NFC technology is expacted be compiliant with Philips’
MIFARE and Sony's FeliCa contactiess smart card technologies. Philips and
Sony have stated that they will promote the NFC technology as an open
standard in order to integrale it into consumer devices, including those built
by other manufacturers in the electronics, PC, automotive, and other
industries.

Once this technology is more completely specified and standards are
proposed, it may be practical to consider i for retail payment applications.
Understanding the potential of NFC may play a part in longer-term
interoperability and application planning when implementing a contactless
payment system in the near ferm.

Smart Card Alliance € 2002
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Key Technology Considerations

Smart Card Alliance € 2002
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Selecting a technology to implement a contactless payment system requires
cansideration of mulliple key issues:

s Does the technology support the required payment mechanisms?

= What lechnical characteristics and features are imporiant and how do
they affect the customer experience?

s s the technology commercially available today?
What investment is required for implemeniation?
Vihat types of risks does the technology infroduce or protect against and
how do the risks affect the business model?

Supported Payment Mechanisms

in theory, contactisss technology can support virtually any payment
mechanism, including traditional credit and debit payments, pre-authorized
account-based payment, and stored value payment.

Credit and debit transactions require the participation of one or more financial
institutions and the participation or approval of a payment association.
Contact smart card credit and debit payment based on the EMV standard is
gaining rapid acceptance in Europe and Asia. In Noith America, the three
major cards associations {(American Express, MasterCard and Visa) have
established contact smart card programs with significant issuer participation.
The stronger security inherent in EMV could help drive increased offline
sales {e.g., vending and kiosk-type paymenis). The Smart Card Alliance
white paper "Smart Cards and the Relail Paymenis infrastructure: Siatus,
Drivers and Directions” has more information on key considerations for
implementing EMV.

A pre-authorized system requires some level of certification and oversight by
g participating financial institution or payment association. There are two
typeas of pre-guthorized accounts, each typically linked o a financial payment
card or account. I one case, transactions are processed immediately by the
financial institution. in the other case, pre-defined fransaction imits are
established and the account is replenished when its value reaches the lower
{imit.

Stored value systemns are the predominant payment mechanism used by
transit systems. Currently, all stored value sysiems are proprietary, although
there is a major drive in Europe to promote the Common Electronic Purse
Standard (CEPS). Stored value systems should not be discounted because
they are proprietary. They have several favorable characteristics, including
support for anonymous payment, fast fransaction speeds with offline
capability and, depending on the transaction processing model, the potential
for limniting or avoiding transaction fees.

The key considerations for determining an appropriate payment mechanism
include:

= Undersianding maximum transaction value.

s The availability of proven technology for implementation.

¢ Knowing where fraud liability lies.

= Knowing what transaction fees will apply.
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« Understanding what type of online processing and networking will be
required.

it is also important {o clearly undersiand what sirategies are appropriate for
risk mitigation and what type of financial oversight will be mandated.

Technical Characteristics

Selecting a contactiess technology with the appropriate technical
characteristics depends in part on what fype of retail operation is o be
supportied. For example, transactions in traditional retail operations are
typically more leisurely, and there is potentially more physical space
available for a consumer to complete the transaction comforiably {for
axample, by presenting a card to a terminal). Transactions in quick service
restaurants, at kiosks or vending machines and at fransit focations are
axpected 10 be very fast, with a card simply being waved at the terminal. A
card that will be used in multiple environments must be appropriate forthe
worst-case scenario.

Key technical characteristics include operational range, operational
orientation, time in field, anti-tear and anti-collision capabilities and supported
form factors.

Qperational range is delermined by system design and limited by
standards, regulations, or technology characteristics. it may be important for
the card to be placed close enough to the reader to signal an intentional
payment acl by the consumer. Al longer operational ranges, there is a
perceived risk {and potentially a real threat) that a fraudulent or inadvertent
{ransaclion could be execuled. For ceriain applications, like parking and
drive-through restauranis, this risk may be acceptable, given that short
ranges may not provide an accepiable user experience. RF-based systems
typically offer a very good user experience because they are guite forgiving
in terms of how close the card must be to the reader.

Flexibiiity in operational orientation can be critical to ease of use. Magnetic
stripe cards and contact smant cards must be oriented and inserted or swiped
in a particular way. Other payment technologies, tike IR, require that the
card be pointed in a particular direction. Contactless smart cards do not
have to be oriented or moved in a particular way during a transaction
{depending on the operational range)}. This flexibility has significant
advantages for throughput, reduction of repetitive actions, and increassd
customer satisfaction.

Time in field depends on sysiem design and technology characteristics such
gs range, amount of data required to complete a transaction, data rates, and
operational conditions {e.g., error rate due 1o interference). Higher
frequencies and data rates may be essential to ensure adequate bandwidth
for effective security. Real transactions must be tested thoroughly to ensure
that the time in field meets consumer expedigtions and operational goals.
Transaction types incorporating significant data exchanges must balance
performance, security, and processing overhead. Contactless transactions
are as much about ergonomics and environment as they are about
transaction integrity. Typical “high flow” transit applications, for example,
may reguire transactions 1o be completed in less than 150 to 300
milliseconds.
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Anti-tear provisions are exdremely important in “high flow” environmenis
{e.g., transil) where dala is being processed and then updated on the card.
The card and application must be able to prevent incomplete fransactions
and corruption of card files by early removal of the card from the
communications field.

Anti-collision is unique to conactless technologies since more than one
card can be placed in the communications figld at the same tims. Product
features must be in place to “sort oul” the prioritization of devices in the
comimunications field. The ISOAEC 14443 and ISOAEC 15693 standards
specify how anti-collision is handied.

Device form factor (e.g., card, key fob, walch} is an important consideration
for both the user and the service provider. Users want form factors with
which they are comfortable or which are convenient and complete
transactions quickly. The service provider needs form factors that will meet
aperational goals (for exampie, throughput reguirements), boost customer
loyalty and acceptance, and he secure and reliable.

Commercial Availability

Appropriate technology should be selected based on commercial availability
and on whether the technology has a demonsirated capability 1o support
payment applications similar to those being considered. Standards-
compliant sysiems are generally a betfer choice: there are typically more
sources for components, the technology has undergone more independent
sorutiny and, over time, economies of scale drive costs down.

itis important to understand the complete cost of ownership for any
technology. For example, using a card form factor allows for very cost-
effective and automated branding, personalization, fulfiliment, and integration
into existing customer relationship management (CRM) systems.

Required Investment

Two major factors affect the amount of investment required o implement a
paymeni system using a particular technology: the system architecture and
the selected payment type. The amount of required investment depends first
on whether the refailer buys into an existing network, bulids a system based
on an open architecture, or builds a proprietary solution. The chosen
payment type may dictate additional investment in at least three major areas:
POS upgrades, transaction processing infrastructure, and supporting
systems {e.g., customer supporty. The next section, “Contactiess Payment
Transaction Models,” summarizes the requiremenis for each payment type.

in general, the amount of invesiment required depends on what type of
systems the retailer currently has in place, whether there are multiple
vendors for the selected devices and POS terminals, and what the costs are
for connecting to a particular network. Depending on the issuer model (for
example, retailers may elect to issue their own cards), significant additional
casts could be associated with acguiring new customers or supplying exdsting
customers with payment devices.

Merchant transaction processing requirements will also affect infrastructure

costs. For example, using EMV in North America will be more costly than
using other approaches. Card-based contactless payment systems have an
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edge over other form factor and technology choices. Their rapid adoption for
iransit applications has rasuited in increased availability of standards-
compdiant off-the-shelf components and systems from a growing number of
vendors. Publicly funded transit infrastructure also provides a nucleus from
which non-transit iniliatives can build in key geographic areas.

Risks and Security

Ta evaluate the risks introduced by contactiess payment, it is necessary {0
understand the differences between current and proposed payment systems.
For example, it is generally known that magnstic stripe cards are susceptible
o fraud and that smart cards with appropriate security technology can
significantly mitigate this risk.

Contactiess technology does not typically intreduce additional points at which
a system is potentiaily vulnerable, with the exception of the air interface
hetween the consumer payment device and the POS terminal. Appropriate
token-to-reader authentication and data security services significantly reduce
this vuinerability. Contactless smart card solutions are gvailable today that
have stronger security than magnetic stripe cards and also reduce the losses
and costs inherent in paying with cash or by check. if lower cost and less
powerful contactiess devices are selected, it is important {0 understand any
inherent potential threats and ensure that appropriate safeguards are
adopted.

As is true for any system upgrade, a systern security analysis should be
conducted, since changes in ransaction flow and processing and human
interaction can infroduce new vulnerabilities. Understanding these risks will
also help determine what fees apply to any conlactiess transactions.

Figures 2 and 3 summarize the Key technical specification and business
factors that may be considerad in selecling the contactiess technology to
deploy for a payment system.
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Figure 3: Contactless Technology Comparison:
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' Data shown is for Sony FeliCa technology and Cubic GO CARD technology.
“ in Norih Arnerica, the American Public Transportation Asscciation (APTA) is

working on interoperability specifications for transit applications.
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Contactless Payment Transaction Models

The transaction model for contactiess payment applications varies depending
an the implementation approach. This section describes the end-te-end
transaction model for the following contactless payment application
implementations:

Speedpass

E-ZPass

Fayment using Track 1 and Track 2 data on a contactiess smart card
EMV credit/debit card

Offline stored value card

e & & & @

The activities of the consumer, retailer, acquiring processar, and issuing
bank are summarized for each application, as is the expected relailer
investment. The descriptions assume that the retailer currently supports
credit card transactions, where the credit cardholder data is received by
SWiping a magnetic stripe credit card at the POS.

Spesdpass

Speedpass as used at a gas pump is implemented as a pre-authorized
account-based payment, authorized on a transaction-by-transaction basis,
The table below summarizes the process thal takes place when consumers
use Speedpass al a gas pump. The Speedpass system uses a low-
frequency RFID payment device that identifies the consumer and processes
the transaction as a traditional credit or debit card transaction.

The consumer waveas the
Speedpass key tag in
front of the sensor (1 -2
inches away).

he bank card informa-
tion tied to the Speed-
pass tag is retrieved.

he bank card data and
raquest for autharization
ars transmitted to the
bank issiing the card.
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The consumerselects a
grade of gas and pumps
the gas.

he transaction amourt
is forwarded to the
issuing bank.

The consumer lakes the
receipt and the
transaction is complete.

A retailer who wants 10 accept payment using Speedpass technology

requires the following infrastructure:

= POS terminals enabled with devices that can communicate with the
Speedpass RFID key tags.

s A PQOS applicgtion that can format the authentication message to be sent
to the Speedpass server for authorization and settlement.

¢ POS systems thal can establish a conneclion with the server hosting the
data that translates the Speedpass key tag 1D to a credit card number.

E-ZPass

E-ZPass is implemented as pre-authorized account-based payment with st
transaction limits. E-ZPass uses an ultra-high-frequency RFID payment
device that identifies the consumer to a central system in which the
consumer's account and transaction limit information is stored. The
consumer funds and replenishes the account using traditional payment
methods. The table below summarizes the payment process that takes
place when consumers use E-ZPass.

Smart Card Alliance € 2002
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The consumer
approaches the toil lans.
The E-ZPass tag sends
out a radio signal with the
consumer's E-ZPass
account information

he E-7Pass infor-
mation is processed
and the approgriate
amount is dedusted
from the consumer's
pre-paid account

{funded fromthe

consumers credit or
debit accounty,

The vehicle passes
through the tolis without
stopping since the
transaction takes only a
fraction of a sscond.

A retalier who wants 1o accept payment using E-ZPass technology requires

the following infrastructure:

s POS ferminals enabled with devices that can communicate with the B-
ZFass transponder.

¢ A POS application that can format the data {0 be sent to the E-ZPass
server for authentication and settlemesnt.

s POS systems that can establish a conneclion with the servers on which
details about the E-ZPass accounts are stored.

Contactless Payment Using Track 1 and Track 2 Magnetic Stripe Credit
Card Data

consumers can use a contactiess payment card that transmils Track 1 and
Track 2 magnetic stripe credit card data o retailer POS systems. The
transaction is then processed as a traditional credit or debif card payment.
Data included on Track 1 and Track 2 identify the cardholder by cardholder
name, card number, and expiration daie; this information is stored in the
contactless smari card chip when the card is issued. The MasterCard U.S.
pilot uses this ransaction model, implemented using ISOAEC 14443
contactiess smart card technology. The table below summarizes the

Smart Card Alliance € 2002
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payment process that takes place when consumers use a contactiess card
with Track 1 and Track 2 data.

The consumer presents
the card o the
contactless reader.

The request for author
ization and credit cand
data arg fransmitted {o
the financial institution
suing the credit card.

if the transaction was
authorized; the consumer
takes the receipt and
signs a copy forthe
merchant. The trans-
action is compiete ™

A retaller who wants 1o accept payment using data from a contactless

version of a traditional credit/debit card requires the following infrastructure:

s POS terminals enabled with devices that can communicate with the
contactless credit cards to receive Track 1 and Track 2 data.

e A POS application that can receive credii card data by means of a
contactiess interface. In the MasierCard FPayPass pilot, no application
software change is required if using a special refrofit adapier.“

= The authorizalion and the settlement mechanism are the same as when
using a magnetic stripe card for payment.

* in some cases, a censumer signature may not be required.
Mo ontactiess POS Environment,” presentation by Mohammad Khan, ViVOtech,
Smart Card Alliance Mid-Winter Conference, February 12, 2003,
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Contactiess Credit/Debit Card Using EMV

The table below summarizes the payment process that takes place when
cansumers use a contactiess smarst card for EMV credit and debit
transactions.

The cardholder salects
goois and presents an
EMV creditidenit card.

The acquirer forwards
the transaction data o
theissuing bank for
authorization.

Authorization or denial is
received from the issuer
and is retumerd 1o the
relailer.

if the transaction was

autnorized, the consumer |
takes the recaipt and '
signs a coepy for tne
merchant. The trans-
action is compiste

A retailer who wants fo accept payment using contactiess EMV fechnology

requires the following infrastructure:

= POS ferminals enabled with devices that can communicate with EMV
credit/debit cards by means of the contactiess interface and receive the
EMV data personalized on the card. The POS terminal hardware used
must be EMV Level 1 and Level 2 certified.

® A POS application that receives EMV data by means of a conlactiess
interface and supporis the authorization and seftlement of an EMV

5, . .
® 1y some cases, a conswmer signature may not be required.
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transaction. This may require changes to other POS systems and
changes o the connection to the retailer’s payment processor.

Additional information on the infrastructure required to support EMV payment
can be found in the Smart Card Alliance white paper “Smari Cards and the
Retail Payments Infrastructurs: Status, Drivers and Directions.”

Stored Value Card

Contactiess offline siored-value cards hold a monetary value for use by a
consumer. The iable below summarizes an example process that allows
consumers to use an offline stored-valug card for payment.

purchass,

The cand receives and
authenticates the re-
guest; debiis the intemal
vaiie, and encrypis and
sends the purchase
vaius o the relallsr

The baich s checked
and passed on.

A confirmation message
is routed fo the
griginator.

A relailer who wants (o accept pavment from a stored value card requires the

following infrasiructure:

= POS terminals enabled with a device that can communicate with the
contactiess stored value cards.

e A POS application that supports a stored value transaction according to
the scheme selected for stored value payment. The stored value
application must also implement the authorization and settiement
pracess for the stored value transaction.

Smart Card Alliance € 2002
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Why Contactless Smart Cards?

As payment mechanisms, credit and debit cards are now ubiguiious. The
usual guestion from most retailers {0 a customer who wanis to make a
purchase is “How do you want {0 pay?” meaning ‘Do you want 10 pay using
cash or using a credit or debit card?” The payment card technology used by
the banking industry is now evolving from the traditional magnetic stripe card
tachnoiogy to smart card technology in many regions of the world, with
varying rates of infroduction depending on business requirements for added
functionality or higher security.

This section summarizes the advantages of contact and contactiess smart
cards as compared to other current payment mechanisms.,

Why Smart Cards?

The use of smart card technology is helping the payments industry and
associated markets develop new husiness opportunities. The smart card’s
expanded memory and processing capabiliies permit mulliple payment and
non-payment applications on a single card, with features that both ensure
security and enhance privacy. Smart card technology is also ideally suited
for Infernet and e~commerce transactions.

Application Flexibility

With magnetic siripe cards having limited memory, smart card technology
provides the flexibility and capacily for new applications that can drive both
retailer and issuer business cases. QOpportuniies are now available to
develop parinerships to handie mulliple functions with a single card (such as
a payment card linked to a retailer lovalty scheme) or to develop trus
independent applications and combine muitiple apptlications on a single card
{using frameworks such as Visa's Global Platform or MasterCard’s
MulOS™), New applicalions (for example, a retailer loyaity program) can
now be issued during the life of the card, expanding card services.
Increasingly, card issuers and retailers are exploring a range of new and
innovative business cases that will help {o provide competitive differentiation.

The payment solution need not necessarily be credit or debit; it could be {(for
example)} a closed system electronic purse linked to 8 mass transit scheme,
or a solution linked to a Visa, MasterCard, American Express or JCB brand.
The more versatile the card, the more likely it is to be accepted by users.
American Express has reported that 67% of their cardholders said they
would charge less to their Blue card Iif there were no chip in the card,®
indicating that smart cards are already finding user acceptance in the United
States.

Security

Smart cards were originally developed to address security issues and they
continue 10 provide a highly secure solution for numerous applications {&.g.,
payment, identity verification for physical and logical access, data storage).

Smart Card Alliance € 2002
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" TowerGroup Offers Rosy Foracast for Chips in U8, American Banker, January
28, 2002.
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As an exampie, in the late 1970s, G.LE. Cartes Bancaires demanded a bank
card offering superior protection and significantly improved securily against
fraud to counteract an escalating level of fraud in France. The solution,
conceived by Bull Information Systems, was {0 add intelligence to the card by
embedding a microprocessor that would react intslligently 1o information
received and protect data stored in memory. Smart card payment that is
based on the EMY (Europay MasterCard Visa) specification is now being
deployed in Europe, Latin America and Asia to reduce credit card fraud and
telecommunications expense.

Smiart cards provide strong security capabilities for all applications supported

by a card. Security features include:

s Large memory size that can support the addition of software providing
enhanced securily features or new applications.

¢ Exirsme difficulty of replication. The difficully of obtaining a source for
chips that have been manufactured with specific embedded sofiware,
coupled with the difficuity of reading data encrypled in chips, provide
significant barviers to counterfeiting cards. The widespread practice of
skimming and producing “white cards” is not practical with smart cards.

= Enhanced decision-making process with the card reader. Smart cards
support both online and offiine card verification and the use of strong
encryption algoerithms. Smart cards can therefore provide better
praotection and security for transactions at unatiended terminals.

s Sirong identity verification fealures. For example, the use of a PN rather
than a signature with a smart card may significantly reduce the
opportunities for fraud. A smart card can aiso include biometric data
{such as a digitized photograph, fingerprint, iris scan, or voice prinf} {o
enhance security. Although biometrics are nol yvet widsly used for
identification in the payment industry, they are starting to be used by
applications such as personal ideniification confirmation and access
control.

s Ability to meet specific market requirements and evolve as reguirements
change (for example, adding additional risk management features that
are needed for transaction processing models in soms markets).

While smart cards cannot solve all transaction security issues {for example,
“card not present” transactions), they provide an excellent solution that
delivers a high degree of security, along with application flexibility and
growth. This is particularly important in the United States where fraud rales
are low (since the majority of payment transactions in the United Slates are
authorized oniine and issuers are using sophisticated fraud detection {ools
and neural networks to identify fraud). As a result, # is expected that the
driving business case for smart cards in the United States will be based on
revenue generation, new payment types and value-added applications.

Why Contactless?

Smart Card Alliance € 2002
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The primary advantages 1o both the consumer and retailer of using any
contactiess technology for payment applications are convenience and speed.
Convenience comes primarily as a result of speed: no fumbling for exact
change while getting on a bus with parcels or while standing at the checkout
counter, and no delay o put a ticket or card into a mechanical reader with the
proper orientation when rushing to catch a train. The option of not needing to
remove the card from a wallet or handbag, but merely nesding to pass the
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wallet or bag within a few centimeters of the reader, provides additional
convenience.

For the retailer, contactiess technology also means maore rapid throughput,
resuiting in fewer queues and smaller numbers of checkout staff. Initial
resuilts from MasterCard's PayPass pilot showed that PayPass reduced
transaction times by up 10 84%. Mass transit authorities show increased
throughput of from 15 - 20% {(according o Hong Kong's Octopus card
statistics).

Contactiess technology is an ideal payment method for unatiended terminals,
such as vending machines, (ol booths, gas stations, transit stations and
parking meters, especially in potentially dirty or harsh environments {such as
exterior parking lots, gas stations, or toll booths). The absence of coins
decregses oppaortunities for using fake coins or vandalizing the machines
ysed to collect payment by damaging or blocking coin or card slots,
Contactiess technology implementations aiso have higher reliability (with
fewer components o maintain}, leading 1o increased availability and
decregsed maintenance cosis.

in those regions where mass transit is using contactless smart cards for
payment, it is also feasible for interested third parties o team with regional
transit operators and form commercial alliances aimed at sharing costs and
generating value.

Global Standards

The importance of standardization {0 mass acceptance of a new method of
payment cannot be overstated. The presence of international and industry
standards helps ensure that systems are reliable, that components can be
manufactured correctly, and that there is a choice of vendors. The smart
card industry has developed standards for both contact and contactless
cards and terminals.

There are four key standards:

s ISOAEC 7818 for smart cards.

e ISO/MEC 14443 for contactliess proximity cards.
+ ISOAEC 15693 for contactiess vicinity cards.

s EMV 2000 for payment cards.

For more information on these standards, refer {0 the Smart Card Alliance
reports “Smart Cards and the Retail Payments Infrastruciure: Status, Drivers
and Directions” and "Contactless Technology for Secure Physical Access:
Technology and Standard Choices.”

Why Contactiess Smart Cards for Payment?

Smart Card Alliance € 2002
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Cards are the dominant form factor used for payment. Consumers are
camnfortable and familiar with using a card for payment. The fact that a
traditional magnetic stripe payment card has evolved into a chip-based
contactiess smart card that can be waved by a reader makes the new
payment device even gasier to use. The additional security provided by the
smart card also provides greater comfort to consumers who are increasingly
aware of the risk of card fraud and identity theft. By providing a payment
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device that is familiar and that can be used at a wide variety of retailers,
issuers can increase its acceptance and usags.

Datamonitor estimates that contactiess smart cards across all applications
{e.g.. payment, transit, access) will grow from approximately 100 million
cards in 2002 to 280 million in 2006, Although conventional contact smart
cards still represent more than 85 percent of the $42.3 billion smart card
market in 2002, the market for contactless cards is growing at twice the rate
of contact smart cards. "’

The benefits of using contactless smart cards for payment applications can

be summarized as foliows:

= increased security.

= The flexibility 1o develop produdt partnerships and differentialors.

= Gregler consumer convenience.

= increased throughput for high-volume traffic.

= Pgotentially lower staffing costs.

= Gregler reliability for reader terminals.

= Lower mainienance cost for reader ferminals.

= Longer card life due to no mechanical wear from reader insertion.

= Longer life for unattended terminais.

= Support from all payment associations.

= Potential synergies with local transit agencies.

= Global industry standards to ensure the availability of the required
product.

Visa, MasterCard and JCB have all launched programs based on contactiess
smart card technology. The recent announcement of MasierCard’s PayPass
trial states that 83% of the consumers surveved said they would “definitely”
or “probably” use PayPass if their bank offered it to them. Achieving such
percentages would clearly indicale that the contactless smart card provides a
desirable payment option.

Smart Card Alliance € 2002
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 card Technoiogy, October 2002, op. oit.
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Conclusion
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An increasing number of payment applications worldwide are using
contactiess technology. Such applications range from automatic fare
collection systems 1o retailer acceptance of transit payment methods to
payment systems that use the existing credit and debit payment
infrastructure. The benefits of contactless payment for the consumer and
retailer have been proven in numerous implementations. increased
canvenience for the consumer has resulted in increased sales and faster
transaction times for the refailer. The retaller also has lower costs due io
fewer requirements {o handie cash, improved operational efficiencies, and
lower maintenance costs resulting from improved reliability of card readers.

Although interest in contactiess payment is growing, currently no single
technoiogy is being used for contactiess payment in the United States.
Several technologies are now wying 1o bacome the solution of choice for
retailers. Both contactiess smart cards and ultra-high- and low-frequency
RFID have been used in a number of implementations. 1tis aiso possible
that future solutions could be hased on IR, Bluetooth, Near Field
Communication, and carrier-based mobile technologies. The contactiess
payment process aiso varies, depending on the solution, with some solutions
using a traditional credit/debit card fransaction and others implementing a
unique closed-system approach.

Retailers who would benefil from the speed and increased convenience of
contactiess payment should evaluale the different technologies and assess
which best meeis both shont- and long-term reguiremesnts for their payment
processes. Important factors o the retailer’s choice include payment device
issuance and managemeni processeas, intsgration with current payment and
business processes, availability of necessary system components, and long-
{erm stability of the technology, products, and services.

Contactiess smart card-based systems offer an excellent choice for retailers.
Contactisss smart card technology is based on international standards and
has been proven in implementations worldwide. Smari cards are being used
for payment throughout the world, with Visa, MasterCard and JCB leading
initiatives to exiend the use of smart cards for contactiess payment. In
addition, large-scale implementations of smart card-based transit payment
systems are scheduled for a number of major cities in the United States in
the next 18 1o 24 months. The combination of standards-based technology,
extensive security featurss, availabllity of products and services from multiple
vendors, potential to use the existing payments infrastructure, and support
from major financial industry players offer compelling benefits for contactiess
payment implementations based on smart cards.

Retailers can craate a strategic competitive advantage and increase sales by
accepting new forms of payment. The Smart Card Alliance urges retailers o
avaluate the benefits of implementing contactiess payment and to consider
smart card-based soiutions.

For more information about smart cards and the role that they play in retail
payment and other appl;cat;ons please visit the Smart Card Alliance web site
af Wi, 8¢ 2. 0rQ or contact the Smart Card Affliance directly at
1-800-556-5828.
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Appendix A: Contactless Transit implementations

Mass transit agencies have been using stored value pre-payment cards for
electronic ticketing since the early 1870s. Through the 1990s this segment
steadily began transitioning from magnetic stiipe technology to contactiess
smart cards for a variety of operational and user convenience reasons. This
led {o large-scale invesiments in standards and product development by the
semiconductor and card manufacturing communities. Today, virtually all new
transit fare payment systems either in the delivery or procurement stages
involve the use of contactless smart cards as the primary ticke! media.
Already, major deployments are up and operational in a variely of cities
including Hong Kong, Seoul, Pusan, Washington DC, and Shanghai.

Over the course of 2003 and 2004, a number of major cities across the
United States and Europe will be rolling out large-scale confactiess smart
card deployments for mass transit. These include London, Los Angeles,
Chicago, San Diego, Minneapolis, Houston, San Francisco, and the
expansion of the Washington DC program to include all of northern Virginia
and the entire state of Maryland.

Transil communities arg deploying this technology to sstablish integraled
fare solutions across a broad regional geography and multiple modes of
transport {including rail, bus, transil van, and ferry). Many are being
exiended to include parking and access control applications.

Many counirigs are in the midst of establishing interoperability standards,
which will govern the application file record conlents, access conventions,
communications profocols, and inter-system messaging conventions.
Examples include ITSO in the United Kingdom, VDV in Germany, and the
Universal Farecard Standards Task Force working under the American
Public Transporiation Association (APTA) in the United States. Universally,
these standards initiatives reference the 1SO/NEC 14443 standard as the
basis for card and reader spacifications.

The significance of these initiatives extends beyond mass transit as regional
fare implementation programs include the broad distribution of smart card
terminals across concentrated geographies. Transit ridership profiles also
extend over ail segmenis of regional demographics since most people who
live in major metropolitan areas (particularly those with rail service) use
public transit. As such, mass fransil is serving {0 establish both a broadly
distributed card base and a broadiy distributed infrastruciure base. This
includes the population of merchant sites with POS terminals capable of
processing both contactiess smart card and conventional credit and debit
payment cards. For example, it is expected that the number of merchants in
Londan, Los Angeles, Washington/Baltimore, Housion and Minneapaolis with
terminals that accept a contactiess transit smart card in addition to other
payment cards will grow from 2,300 to over 4,000 over the nexd 24 months.*?
The introduction of smart card-enabled terminals, particularly in the United
States, provides an entry point for new smart card programs aimed at adding
other contactless applications.

The following is a list of some of the current or planned North American
implermentations of contactiess smart cards for fransit payment. ltisnota

® Source: Cubic.
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compiete list. The American Public Transport Association (APTA,
§ g and Intelligent Transporiation Society of America (IT3A,
wient.himl) web sites have additional information about
smart cards used for payment in North American transit agencies.

« Atlanta, Georgia: The Atlanta transit system has issued a request for
proposals for an AFC system.

¢ Baltimore, Maryland: The Maryland Transit Administration has
awarded a contract for a smart card-based AFC system that will allow
riders to pay for travel on bus, subway, light rall and commuter rail
systems siatewide, using the Washington, DC, area SmariTrip® card.
The MTA plans tests in Ballimore in 2003, and implementation by lale
2004.

= Boston, Massachusetis: The MBTA is in the final stages of a contract
award for a new AFC system that includes smart cards, with plans o
replace monthly passes and tokens with smart cards by June 2004 "¢

s Camden County, New Jersey and Philadeiphia, Pennsylvania: The
PATCO High-Speed Line is in the design phase of a smart card AFC
systermn to replace a 30-year old magnetic-card system.

¢ Chicago, lllinois: The CTA tested 3,500 smart cards in a pilot in 2000,
issuance of an additional 300,000 cards is expected within 3 years,
foliowing the system-wide launch completed in November, 2002.%

«  Honoluly, Hawail: The city of Honolulu has issued a request for
praposals for a smart card-based payment system for the city’s bus
service.

s Houston, Texas: The Houston transit system is upgrading to a smart
card-based system.”

¢ Las Vegas, Nevada: The Las Vegas monorall will connect seven maijor
casinos o the airport (starting in 2004) and will be based on contactless
smart cards.

+  Los Angeles, California Implementation of a smatit card-enabled
infrastructure is underway that will link all public transit (bus, light rallway
and subway) by 2003.%

s Minneapolis-St. Paul, Minnesota: implementation of a smart card-
enabled infrastructure is underway with a "smart” regionaft:c;keimq
systemn for light rail and bus rapid transit planned by late 2003. 5

s Montreal, Quebec, Canada: The Montreal transit systent issued an
RFP for AFC modernization.

+  New York, New York: Flans by the Port Authority of New York New
Jersey {o rebuiid the PATH station destroyed at the World Trade Center
inciude a smart card AFC sysiem that will allow riders 1o pay fares on
buses, subways and PATH.

= Pittsburgh, Pennsyivania: The Port Authority of Pittsburgh is planning
to yse pre-paid conlaciiess smart cards for fare collection for bus and rail
natworks.

s San Disgo, California; A joint commitiee of the county's transit districts
has agreed the districts shouid purchase a smart card AFC system for
the area’s bus systems

Smart Card Alliance € 2002

** “The Public Sector Takes the Lead, Card Management, February 2002,

SUCubm;yessrapase November 27, 2002.

3 vGubic Receives Contract to infegrate Smart Card Technoiogy into Houston
METRQO’s Fare Collection System,” Bus’rae s V\me “Jecembe; 13 '?OO“

! sistake a i

5 Cubic press release, danuary, 18, 200'*,
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San Francisco, California; The TransLink® system‘“f’ pilot of over 5,000
cards started February 2002, allowing one card {0 be used for bus, train,
tight rail or ferry service. Six transportation agencies are using the card
(AC Transit, BART, CaiIrain, Muni, Santa Clara VTA, and Golden Gate
Bus and Ferry Transi).”

Seattie, Washingion: The Seatlle transit system ;5 planning a 2003
implementation of a new contactiess AFC sysiem

Toronto, Ontario, Canada: Go Transit has operated a smart card AFC
pitot since July 2001, and plans to extend the program to the Greater
Toromo regmn A full rollout with issuance of 80,000 cards is expected
within 2 years.*™ n

Ventura County, California™ Ventura County has installed a smart
card system on 100 buses, involving & public transit operators in the
county.

Washington, BDC: The Washingion Melropolitan Arsa Transit Authorily
(WMATA) launched their contactiess smart card calied SmarTrip in May
1988, With 325,000 cards in circulation, Smartrip is used for paving
fares throughout the Metrorail system and fees al all WMATA-~operated
parking faciliies. YWMATA will be expanding the use of SmarTrip to their
bus fleet in 2003, Other regional transit operators will becoms SmarTrip-
compatibles and included in a unified regional fare payment clearinghouse
operated by a third party.

Smart Card Alliance € 2002
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Request for £x Parte Reexamination
Customer No. 505708
Atiorney Docket No. 02198-00080

INTHE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Giobbi
.S, Patent No.: 9,298,905
Issued: March 29, 2016
Application No.: 14/521,982
Filed: October 23, 2014

Title: BIOMETRIC PERSONAL DATA
KEY (PDK) AUTHENTICATION

Mail Stop £x Parte Reexam

Attn: Central Reexamination Unit
Commissioner for Patenis

P.O. Box 14350

Alexandria, VA 22313-1450

Dear Commissioner:

Examiner: To Be Assigned

Art Unmit: To Be Assigned

REQUEST FOR EX PARTE
REEXAMINATION UNDER
37 C.F.R. § L.516

Pursuant to 35 US.C. § 302 and 37 CFR. §& 1510 et seq., Samsung

Electronics  America, Inc. (“Samsung” or “Requestor”) requests ex parie

reexamination of claims 1-18 {(the “Challenged Claims™) of U.S. Patent No.

9,298,905 (“the *905 patent,” Exhibit 1001), entitled “Biometric Personal Data Key

(PDK) Authentication.” The 905 patent issued on March 29, 2016, from

Application No. 14/521,982, which was filed on October 23, 2014,
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Request for ex parfe reexamination of U.S. Patent No. 9,298,905
Control No.

Patent Owner has asserted the "905 patent against Samsung and Samsung’s
parent, Samsung Electronics Co., Lid., in Proxense, LLC v. Samsung Electronics
Co., Lid., et al., Case No. 6:21-CV-00210-ADA (W.D. Tex.). Because the "905

patent 18 mvolved in concurrent hitigation, the Patent Office should accord the

requestied reexamination “priority over all other cases.” MPEP § 2261,

3
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2 A b 46
{a) [la] “A method comprising: persistently storing
biometric data of a legitimate user and an 1D code
on an mtegrated device™ . 46
(b) [1b] “responsive to receiving a request for
biometric verification of a user, receiving, from a
biometric sensor, scan data from a biometric scan
performed by the biometric sensor.” ... 49
(¢} [le] “comparing the scan data to the biometric data
to determine whether the scan data matches the
brometric datar” 52
(dy [1d]responsive to a determination that the scan
data matches the biometric data, wirelessly
sending the [D code for comparison by a third-
party trusted anthority against one or more
previously registered 1D codes maintained by the
third-party trusted authority; and............................54
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52

3

(e) [le] “responsive to receiving an access message
from the third-party trusted authority-indicating
that the third-party trusted authority successfully
authenticated the ID code, allowing the user to
complete a financial transaction.” ... 58

Claim 3: “The method of claim 1, wherein an indication
that the biometric vertfication was successful 1s sent with
the T CoUe. e 60

Claim 4: “The method of claim 1, wherein the biometric

data mchades data from one or more of a fingerprint,

palm print, a retinal scan, an ir1s scan, a hand geometry, a

facial recognition, a signature recognition and a voice
TECOENITION. i 60

Claim 5: “The method of claim 1, wherein the mtegrated

device comprises one or more of a mobile phone, tablet,

laptop, mp3 player, mobile gaming device, watch and a

ey 0. 60

Claim 6: “The method of claim 1, wherein completing
the financial transaction mcludes accessing an
apPlCation.” e 61

sy

Claim 7: “The method of claim 1, wherein completing

the financial transaction mchudes accessing one or more

of a casino machine, a keyless lock, an ATM machine, a

web site, a file and a financial account.” ... 61

Claim 8: “The method of claim 1, further comprising:
responsive to determining the action does not require

biometric vertfication, receiving a request for the 1D code
without a request for biometric verification, and

responsive to receiving the request for the ID code

without a request for biometric verification, sending the

1D code for authentication without requesting the scan

aL8.7 62

TN D e 63
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(a) [9a] “An integrated device comprising: a
persistent storage media that persistently stores
biometric data of a user and an 1D code)” ... e 63

{by [9b] “a validation module, coupled to
communicate with the persistent storage media,
that receives scan data from a biometric scan for
comparison against the biometric data, and that
sends the 1D code for comparison by a third-party
trusted authority against one or more previously
registered 1D codes maintained by the third-party
trusted authority; and™ ... 63

{c} [9c] “aradio frequency communication module
that recetves an access message from the third-
party trusted aathority mdicating that the thied -
party trusted authority successfully authenticated
the ID code sent to the third-party trusted authority
based on the comparison of the ID code and
allowing the user to—complete a financial
FANSACHION. 63

10, Claim 10: “The integrated device of claim 7, wherein the
ID code 1s transmitted to the third-party trusted authority
OVEr @ BETWOTK. L. 64

11, Clamm 12: “The integrated device of claim 7, wherein the
mitegrated device comprises one or more of a mobile
phone, tablet, laptop, mp3 player, mobile gaming device,
watch, and akey fob.” 64

L2 a3 e 65

{a) [13a]. “A system, comprising: an integrated
hardware device that persistently stores biometric
data of a legitimate user and an ID code in the
integrated hardware device, and that wirelessly
sends the—ID code; an authentication circuit that
recetves the ED [sic- ID] code and sends the 1D
code to a third-party trusted authority for
authentication, and that receives an access message
from the third-party trusted authority indicating
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that the third-party trusted authority successfully
authenticated the 1D code and allows the user to
complete a financial transaction; and” ... e, 63

{(by [13b]. “the third-party trusted authority operated
by a third party, the third-party trusted authority
storing a list of legitimate codes and determining
the authentication of the ID code recetved based on
a comparison of the D code recetved and the
legitimate codes included 1n the list of the
fegitimate codes.” .. 65
13, Claim 14: “The system of claim 11 wherein the
mtegrated hardware device receives an authentication
request from the authentication circut, and in response,
requests a brometric scan from a user to generate scan
data and, when the integrated hardware device cannot
verify the scan data as being from the legitimate user, the
mtegrated hardware device does not send the ID code.”......... 66

14, Clamm 15: “The system of claim 11, wherein the
miegrated hardware device comprises one or more of a
mobile phone, tablet, laptop, mp3 player, mobile gaming
device, watch and akey fob.” ... 68

15, Clamm 16: “The system of claim 11, wherein the
biometric data mcludes data based on one or more of a
fingerprint, palm print, a retinal scan, an 1ris scan, a hand
geometry, a facial recognifion, a signature recognition,
and 8 vOICE TeCOEMIION.” ... i 68
16, Clamm 17: “The system of claim 11, wherein completing
the financial transaction includes accessing one or more
of a casino machine, keyless lock, an ATM machine, a

web site, a file and a financial account.” ... e 68
17, Claim 18: “The system of claim 11, wherein completing
the financial transaction mcludes accessing an
ApPlCatIoN.” 68
B.  SNQ 2. Ludtke in combination with Okereke and Robinson
Renders Claims 2 and 11 Obvious ... 68
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1. The Proposed Combination.......................coi 68
{a}  The Prior Art Discloses the Claim Limitations ... 68
(by A POSITA Would have been Motivated to
Combine Robinson with Ludtke and Okereke ... 69
2 Claim 2: “The method of claim 1, further comprisimg;
registering an age verification for the user in association
withthe ID code. . 76
3 Claim 1. “The integrated device of claim 7 [sic — 9],
wherein an age verification is registered in association
withthe IDcode. ... 71
SN} 3. Ludtke in combination with Scott Renders Claims 1, 3-
10, and 12-18 Obvious (e 71
i The Proposed Combination................... 71
(a)  The Prior Art Discloses the Claim Limitations ... 71
{(by A POSITA Would be Motivated to Combine
Ludtke and Scott ... 74
2. CHaIm b 79
(a) [la] “A method comprising: persistently storing
biometric data of a legitimate user and an 1D code
on an infegrated device” ... 79
(by [1ib] “responsive to receiving a request for
biometric verification of a user, receiving, from a
biometric sensor, scan data from a biometric scan
performed by the biometric sensor;” ... 81
(¢} [lc] “comparing the scan data to the biometric data
to determine whether the scan data matches the
brometric datar”™ .. 82
(dy [1d] responsive to a determination that the scan
data matches the biometric data, wirelessly
sending the ID code for comparison by a third-
party trusted anthority against one or more
previously registered 1D codes maintained by the
third-party trusted authority; and ... 82
3
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52

3

(e) [le] “responsive to receiving an access message
from the third-party trusted authority-indicating
that the third-party trusted authority successfully
authenticated the ID code, allowing the user to
complete a financial transaction.” ... 82

Claim 3: “The method of claim 1, wherein an indication
that the biometric vertfication was successful 1s sent with
e T SO, e 83

Claim 4: “The method of claim 1, wherein the biometric

data mchades data from one or more of a fingerprint,

palm print, a retinal scan, an 111s scan, a hand geometry, a

facial recognition, a signature recognition and a voice
TECOENITION. i 83

Claim 35: “The method of claim 1, wherein the integrated

device comprises one or more of a mobile phone, tablet,

laptop, mp3 player, mobile gaming device, watch and a

ey 0. 83

Claim 6: “The method of claim 1, wherein completing
the financial transaction mcludes accessing an
apPlCation.” e 83

sy

Claim 7: “The method of claim 1, wherein completing

the financial transaction mchudes accessing one or more

of a casino machine, a keyless lock, an ATM machine, a

web site, a file and a financial account.” ... 84

Claim 8: “The method of claim 1, further comprising:
responsive to determining the action does not require

biometric vertfication, receiving a request for the 1D code
without a request for biometric verification, and

responsive to receiving the request for the 1D code

without a request for biometric verification, sending the

1D code for authentication without requesting the scan

aL8.7 84

TN D e 84
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10,

It

(a)

(b)

{¢)

[9a} “An integrated device comprising: a
persistent storage media that persistently stores
biometric data of a user and an 1D code;” ... e, 84

[9b] “a validation module, coupled to

communicate with the persistent storage media,

that receives scan data from a biometric scan for
comparison against the biometric data, and that

sends the 1D code for comparison by a third-party

trusted authority against one or more previously
registered 1D codes maintained by the third-party

trusted authority; and™ ... 84

[9¢] “a radio frequency communication module

that recetves an access message from the third-

party trusted aathority mdicating that the thied -

party trusted authority successfully authenticated

the ID code sent to the third-party trusted authority

based on the comparison of the ID code and

allowing the user to—complete a financial

FANSACTION.” e 85

3

Claim 10: “The mtegrated device of claim 7, wherein the
ID code 1s transmitted to the third-party trusted authority
OVEr @ BETWOTK. L. 85

Claim 12: “The integrated device of claim 7, wherein the
mitegrated device comprises one or more of a mobile
phone, tablet, laptop, mp3 player, mobile gaming device,

ks

watch, and akey fob.” 85
Claim 13 86

(a)

[13a]. “A system, comprising: an integrated
hardware device that persistently stores biometric
data of a legitimate user and an ID code in the
integrated hardware device, and that wirelessly
sends the—ID code; an authentication circuit that
recetves the ED [sic- ID] code and sends the 1D
code to a third-party trusted authority for
authentication, and that receives an access message
from the third-party trusted authority indicating

10
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14.

s
-}

that the third-party trusted authority successfully
authenticated the ID code and allows the user to
complete a financial transaction; and” ... e, 86

{(by [13b]. “the third-party trusted authority operated

by a third party, the third-party trusted authority

storing a list of legitimate codes and determining

the authentication of the ID code recetved based on

a comparison of the D code recetved and the

legitimate codes included in the list of the

fegitimate codes.” .. 86
Claim 14: “The system of claim 11 wherein the
tntegrated hardware device recetves an authentication
request from the authentication circuit, and in response,
requests a brometric scan from a user to generate scan
data and, when the integrated hardware device cannot
verify the scan data as being from the legitimate user, the
mtegrated hardware device does not send the ID code.” ... 87

Claim 15: “The system of claim 11, wherein the

miegrated hardware device comprises one or more of a

mobile phone, tablet, laptop, mp3 player, mobile gaming
device, watch and akey fob.” ... 87

Claim 16: “The system of claim 11, wherein the

biometric data mcludes data based on one or more of a
fingerprint, palm print, a retinal scan, an 1ris scan, a hand
geometry, a facial recognifion, a signature recognition,

and 8 vOICE TeCOEMIION.” ... i 87
Claim 17: “The system of claim 11, wherein completing

the financial transaction includes accessing one or more

of a casino machine, keyless lock, an ATM machine, a

web site, a file and a financial account.” ... e 88
Claim 18: “The system of clamm 11, wherein completing

the financial transaction mcludes accessing an

ApPlCatIoN.” 88

D SNQ 4. Ludtke in combination with Scott and Robinson
Renders Claims 2 and 11 Obvious ... 88

11

1644



Request for ex parfe reexamination of U.S. Patent No. 9,298,905
Control No.

1. The proposed combination. ... 88
{a}  The Prior Art Discloses the Claim Limitations ... 88
(by A POSITA Would have been Motivated to
Combine Robinson with Ludtke and Scott.................. 89
2. Claim 2: “The method of claim 1, further comprisimg;

registering an age verification for the user in association

with the device ID code. ... a6
3. Claim 11: “The integrated device of claim 7 [sic — 9],

wherein an age verification is registered in association

with the device 1D code. .o g1

Xl REAL PARTIES OF INTEREST 91

XA CONCLUSION e g1
i2
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LISTING OF CLAIMS

A method comprising: persistently storing biometric data of a
legitimate user and an 1D code on an integrated device;

ib

responsive o receiving a request for a biometric vertfication of
a user, receiving, from a biometric sensor, scan data from a
biometric scan performed by the biometric sensor;

1c

comparing the scan data to the biometric data to determine
whether the scan data matches the biometric data;

1d

responsive to a determination that the scan data matches the
biometric data, wirelessly sending the 1D code for comparison
by a third-party trasted authority against one or more previously
registered [D codes maintained by the third-party trusted
authority; and

le

responsive to receiving an access message from the third-party
trusted authority-indicating that the third-party trusted authority
successfully authenticated the 1D code, allowing the user to
complete a financial transaction.

|2

The method of claim 1, further comprising:
registering an age vertfication for the user i association with
the 1D code.

3. The method of claim 1, wheremn an indication that the
biometric verification was successful is sent with the D code.

14
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4. The method of clatm 1, wherein the biometric data includes
data from one or more of a fingerprint, palm print, a retinal
scan, an ir1s scan, a hand geometry, a facial recognition, a
signature recognition and a voice recognition.

The method of clasm 1, wherein the integrated device comprises
one or more of a mobile phone, tablet, laptop, mp3 player,
mobile gaming device, watch and a key fob.

The method of claim 1, wherem completing the financial
transaction includes accessing an application.

The method of claim 1, wherein completing the financial
transaction includes accessing one or more of a casino machine,
a kevless lock, an ATM machine, a web site, a file and a
financial account.

8a

The method of claim 1, further comprising:

responsive to determining the action does not require biometric
verification, receiving a request for the ID code without a
request for biometric verification; and

&b

responsive to receiving the request for the ID code without a
request for biometric verification, sending the [D code for
authentication without requesting the scan data.
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9a

An integrated device comprising:
a persistent storage media that persistently stores biometric data
of a user and an ID code;

9b

a validation module, coupled to communicate with the
persistent storage media, that receives scan data from a
biometric scan for comparison against the biometric data, and
that sends the ID code for comparison by a third-party trusted
authority against one or more previously registered 1D codes
maintained by the third-party trusted authority; and

()C

a radio frequency communication module that receives an
access message from the third-party trusted authority indicating
that the third-party trusted authority successfully authenticated
the ID code sent to the third-party trusted authority based on the
comparison of the ID code and allowing the user to—complete
a financial transaction,

16

The mtegrated device of claim 7, wheremn the ID code 1s
transmitted to the third-party trusted authority over a network.

I

The mtegrated device of claim 7, wherein an age verification is
registered in association with the 1D code.

The mtegrated device of claim 7, wherein the integrated device
comprises one or more of a mobile phone, tablet, laptop, mp3
plaver, mobile gaming device, watch and a key fob.
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134

A system, comprising:

an ntegrated hardware device that persistently stores biometric
data of a legitimate user and an ID code 1n the integrated
hardware device, and that wirelessly sends the—ID code; an
authentication circuit that recetves the ED code and sends the
1D code to a thurd-party trusted authority for authentication, and
that receives an access message from the third-party trusted
authority mdicating that the third-party trusted authority
successfully authenticated the ID code and allows the user to
complete a financial transaction; and

13b

the third-party trusted authority operated by a third party, the
third-party trusted authority storing a list of legitimate codes
and determining the authentication of the ID code recetved
based on a comparison of the 1D code received and the
legitimate codes included n the list of the legitimate codes.

14

The system of claim 11 wherem the mntegrated hardware device
recetves an authentication request from the authentication
circuit, and in response, requests a biometric scan from auser to
generate scan data and, when the integrated hardware device
cannot verify the scan data as bemg from the legitimate user,
the mtegrated hardware device does not send the 1D code.

The system of claim 11, wherein the integrated hardware device
comprises one or more of a mobhile phone, tablet, laptop, mp3
player, mobile gaming device, watch and a key fob.

16

The system of claim 11, wheremn the biometric data includes
data based on one or more of a fingerprint, palm print, a retinal

17
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scan, an irts s¢an, a hand geometry, a facial recognition, a
signature recognition and a voice recognition,

17 The system of claim 11, wherein completing the financial
transaction includes accessing one or more of a casino maching,
a keyless lock, an ATM machine, a web site, afile and a
financial account.

18 The system of claim 11, wherein completing the financial
transaction mcludes accessing an application.

18
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i INTRODUCTION

The challenged claims are directed to conventional technology to prevent
unauthorized use of a wireless device by verifying both biometric information and
the device itself. None of the concepts mn the 9035 patent were new when the patent
was filed; they are clearly disclosed in prior art references that together disclose each
and every element of the challenged claims. Moreover, all of the concepts in the
patents were used for various different applications for vears before the *905 patent
was filed. Nevertheless, Patent Owner has launched a lawsuit against Samsung,
alleging mfringement of technology far newer and more mnovative than the
technology described in the challenged claims.

The lawsuit against Samsung involves five patents, all relating to similar
technology. After the lawsuit against Samsung was filed, Samsung filed IPRs
against all five asserted patents. Two of the IPRs were mstituted (against US Patent
Nos. 9,049,188 and 9,235,700) and are currently pending. The Board dented
mstitution, however, on the "905 patent and two additional related family members:
U.S. Patent Nos. 8,352.730 and 10,698 989, In the decisions not to institute the
[PRs, the Board found ment in the Patent Owner’s argument (which Samsung did
not foresee, as it contradicted Patent Owner’s claim construction arguments in

fitigation) that the prior art did not disclose a “third party trusted authority.” The

19
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present petition addresses Patent Owner’s new argument with different prior art, and
therefore presents substantial new questions of patentability.

This Request presents several substantial new guestions of patentability. All
four SNQs rely primarily on a new reference (Ludtke) that was cited neither during
prosecution of either the “905 patent or any of its parents nor in the prior IPR petition
regarding the “905 patent. Specifically, SNQ 1 relies on a combination of Ludtke
and Okercke, neither of which was presented in the IPR. SN 2 relies on a third
reference for a single limitation found n a handful of dependent claims. SNQs 3
and 4 rely on a combination of Ludtke and Scott, and while the Scott reference was
presented 1n the IPR, 1t 1s cited here only as a secondary reference. Like SNQ 2,
SNQ 4 relies on a third reference tor a single limitation in a number of dependent
claims. Respectfully, these combinations present substantial new questions of
patentability that have not been considered by either the PTO or the PTAB.

II. REQUIREMENTS FOR EX PARTE REEXAMINATION UNDER 37
C.F.R.§ 1.510

This request for ex parfe reexamination of the "905 patent satisfies each
requirement of 37 CFR. § 1.510.

A.  Payment of Fees — 37 C.F.R, § 1.510(a)

Reqguestor authorizes the Patent and Trademark Office to charge Deposit

Account No. DAS05708 for the fees set in 37 C. P R. § 1.20(c){1) for reexamination.

24
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B.  Statement Pointing Out Each Substantial New (Question of
Patentability Based on Prior Art Patents and Printed
Publications — 37 C.F.R. § L510(b)1D)
A detailed discussion of pertinent new teachings n the prior art references
that present substantial new questions of patentability is provided i Section IX,
C. Identification of every claim for which reexamination is

requested, and a detailed explanation of the pertinency and
manner of applying the cited prior art - 37 C.F.R. § 1L.510(b)}{(2)

Samsung respectfully requests reexamination of claims 1-18 of the 905
patent based on the following proposed rejections:

SNQ 1: Ludtke i combination with Okereke renders obvious clanms 1, 3-10,
and 12-18 under 35 U.S.C. §§ 102 (a) and (e) and 35 U.S.C. § 103;

SNQ 2: Ludtke m combination with Okereke and Robmson renders obvious
claims 2 and 11 under 35 US.C. §§ 102 (ayand (¢) and 35 U.S.C. § 103;

SN 3. Ludtke in combination with Scott renders obvious claims 1, 3-10,
and 12-18 under 35 U.S.C. §§ 102 (b) and () and 35 U.S.C. § 103; and

SNQ 4: Ludtke in combination with Scott and Robinson renders obvious
clamms 2 and 11 under 35 U S.C. §§ 102(a), (b), and (¢) and 35 U .S.C. § 103,

A detailed explanation of the pertinence and manner of applying the cited

prior art to claims 1-18 of the "905 patent 1s provided in Section X.

21
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D.  Copies of the Cited Prior Art Presented- 37 C.F.R. § 1L.516(b)3)

A copy of every patent or printed publication relied upon as a basis of
unpatentability are submitted as exhibits i conjunction with this request for
reexamination. In addition, a Form PT(/SB/08a is attached hereto as Exhibit 1011,
A full list of exhibits appears on page 11.

E.  Copy of the Patent for Which Reexamination Is Requested- 37
C.FR, § 1.510(b}4)

A copy of the 905 patent 1s attached to this Request as Exlubit 1001,

F.  Certification of Service on the Patent Owner- 37 CF.R. §
LSIO(BY)S)

The signature on this request certifies that a copy of the request has been
served 1nits entirety on PO’s representative at the address provided for in 37

CFR. §1.33(c) Specifically, PO’s representative was served by first-class U.S.

mail on June §, 2022, addressed to:

22
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Patent Law Weorks/Proxense
Greg Sueoka
310 East 4300 South, Suite 400
Salt Lake City, UT 84107

The Requester has also provided courtesy copies to PO’s counsel in the
aforementioned hitigation by first-class U.S. mail on June 8, 2022, addressed to:

Hecht Partners
David Hecht
125 Park Avenue, 25th Floor
MNew York, NY 186017

Susman Godfrey
Brian Melton
1000 Louisiana St, Suite 5100
Houston, TX 77002

G, Certification of Statutory Estoppel Provisions - 37 C.F.R. §
L510(b)6}

Samsung certifies that the statutory estoppel provisions of 35 US.C. §8

315¢(e) 1) and 325(e}1) do not prohibit it from filing this ex parte reexamination

request.

Requestor previously filed one petition for infer partes review against the “905

patent. See IPR2021-01447. The petition was denied mnstitution.

. PROCEDURAL HISTORY

Requestor 1s unaware of any co-pending Patent Office proceedings involving

the "905 patent. This is the first reexamination request challenging the claims of the

9035 patent.

23
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The 905 patent claims priority to two provisional patents: U.S. Patent
Application Nos. 63/637 538, filed on Dec. 20, 2004, and 60/652,765, filed on Feb.
14, 2005. The 905 patent is a continuation of application no. 13/710,109, filed on
Dec. 10,2012 (now, U.S. Pat. No. 8,886,954, which 1s a continuation of application
no. 11/314,199, filed on Dec. 20, 2005 (now, U.8. Pat. No. 8,352,730). The
application that led to the 905 patent was filed on October 23, 2014. The *905

patent issued on March 29, 2016,

A.  Prosecution History of the 908 Patent

The 905 patent was filed on October 23, 2014 and claimed the benefit of
application no 60/637,538 filed on December, 2004, Ex. 1002 at 482-83, 486.

On June 12, 2015, after lengthy exchange regarding various formalities, the
U.S. Patent & Trademark Office (heremafter “Patent Office™) 1ssued the first non-
final Office Action rejecting claims 2-18 under 35 U.S.C 103 m light of Hsu et al.
(US 6,041,410} in view of Saito et all (US 20040129787) as well as non-statutory
double patenting in light of US Patent No. 8,886,954, Ex. 1002 at 94-109.

After amendment and an examiner-imitiated interview to suggest terminal
disclaimers the Patent Office 1ssued a Notice of Allowance on December 16, 2015,

Ex. 1002 at 37-47 and 76-80.

24
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B.  The IPR filed against the "905 Patent

Samsung previously filed an IPR against the "905 patent. IPR2021-01447.
The IPR presented four grounds. The first two grounds were based on the Scott
reference, combined with others. The third ground was based on the Berardi
reference in combination with others. The PTAB denied institution of the first two
grounds based on its belief that none of the cited prior art disclosed a “third party
trusted authority” with respect to claim 1. See, e.g., IPR2021-01447, Paper 12 at
20-26. The PTAB dented mstitution on the third ground for unrelated reasons.
See, e.g., IPR2021-01447, Paper 12 at 27-30.

IV. THIS REQUEST SHOULD NOT BE DENIED BASED ON
DISCRETIONARY ISSUES

Patent Owner may argue that this request should be dented m accordance
with § 325(d) based on the Federal Circwit’s decision in /i re Viving, Inc., 14 F 4th
1342 (Fed. Cir. 2021). That case, however, does not apply here. In Viving, the
Requestor filed an Ax Parte Reexam request after filing a series of vexatious IPR
petitions, the last of which the Board found was an “undesirable, incremental”
attack on the Patent Owner. The Board reasoned that allowing such practices
“risks harassment of patent owners and frustration of Congress’s intent in enacting

{the AIA] and therefore denied the petition. /d. at 1346,
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Notwithstanding that denial, the Requestor in Vivinf filed a reexam request
that ultimately resulted m cancellation of the challenged claims. On review, the
Federal Circuit reversed the CRU’s decision to grant the reexam, finding that the
request, just fike the dented IPR petition, was an abusive filing. The Federal
Circuit noted that the vast majority of the reexam was a copy of the denied IPR
petition, and the Court concluded that the Director’s finding that the [PR petition
was abusive should have likewise applied to the reexam request. Specifically, the
Court found that the reexam “copied, word-for-word, two grounds from the
{denied IPR petition]--the very petition deemed ‘a case of undesirable, incremental
petitioning.”” /d. at 1353, And, for the portions that were not copied, the EPR
“used prior Board decisions as a roadmap to correct past deficiencies.” /d.

The facts here are distinguishable. First, and most importantly, Samsung’s
previous IPR petition was not a series of “sertal” petitions that were “undesirable,
incremental petittons.” There was only a single prior [PR filed on the "905 patent.

Second, this request 1s not a “word-for-word” copy of the dented IPR
petition. To the contrary, the first SNQ in this request includes complerely new art
that was not seen 1n ¢ither prosecution or the prior IPR. In all four SNQs presented
in this reexam, the primary reference, Ludtke, 1s completely new and was not

considered during prosecution or presented in the previously filed IPR. Although
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the Scott reference was previously used in the prior IPR, itis used here only asa
secondary reference in two SNQs. Simtlarly, the Robinson reference, which was
used for a very specific imitation found in a handful of dependent claims, 1s also
used for that same hmitation in the dependent claims. Notably, the Board did not
disagree that Robinson teaches that limitation.

Third, this reexam is not using the prior, denied "905 IPR petition as a
“roadmap’” to correct past deficiencies. In Viving, the requestor copied, word-for-
word, two grounds i their entirety, which the Board had already found to be
vexatious harassment. Even in the portions that were not copied, the Board found
that the same or similar prior art was used. Here, Samsung’s request presents
entirely new proposed SNOQs of rejection. There are #o SNQs that are “word-for-
word” copies of the IPR grounds, and indeed, the primary reference that forms the
vast basis for the rejections 1s entirely different and thus do not, and could not, use
the prior IPR petition denial as a “roadmap.”

Fourth, cach of the above patents and publications are prior art to the
Asserted Patents, and as mentioned above, the grounds of rejection outlined in this
Request raise substantial new questions of patentability, because the reference
combinations used to establish these grounds provide teachings not previously

considered by the Office. None of the reference combinations used to establish the
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grounds for rejection in this Request, nor the grounds themselves, were advanced
by the Examiner during prosecution of the applications that matured mnio the
Asserted Patents.

Further, the references are also non-cumulative because, as discussed
more detail below, the prior art reference individually and/or in combination
disclose each and every limitation of the challenged claims—including the
challenged mdependent claims that were allowed over the considered prior art.

For these reasons, the present request should not be denied pursuant to the
CRU’s discretionary powers.

V. LEVEL OF SKILL IN THE ART

The *905 patent claims priority to two provisional applications filed on

December 20, 2004, and February 14, 2005, A person of ordinary skill m the art

{(“POSITA™) at that time would have had a bachelor’s degree in computer science or

glectrical engineering (or an equivalent degree) with at least three years of

experience in the field of encryption and security (or an equivalent). More education
could compensate for less experience and vice versa. Ex. 1003 at $13. Each of the

arguments below 1s made from the standpoint of a POSITA 1in the field of the 7905

patent. Reguestor’s expert, Dr. Benjamimn Goldberg, was at least a POSITA at the

time of the alleged wvention. 1d.; Ex. 1004,
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V1. CLAIM CONSTRUCTION

The USPTO construes claims in accordance with their “broadest reasonable
mterpretation” (“BRI7) in light of the claim language and specification. /n re Reuter,
6T0F.2d 1015, 1019 (C.C.P. A 1981, Inre Smith International, Inc. 871 ¥ 3d 1375,
1381, 1382-83 (Fed. Cir. September 26, 2017). This 1s as true in reexamination
proceedings as it 1s during original prosecution. fn re Am. Acad. of Sci. Tech Cir.,
367 F.3d 1359, 1364 (Fed. Cir. 2004); In re ICON Health & Fitness, Inc., 496 F .3d
1374, 1379 (Fed. Cir. 2007). The USPTO broadly interprets claims during
examination of a patent application because the applicant may “amend his claims,
the thought being to reduce the possibility that, after the patent 1s granted, the clatms
may be interpreted as giving broader coverage than is justified.” /n re Prater, 415
F.2d 1393, 1404-05 (C.CP.A. 1969). According to the Federal Circut, “{t}his
approach serves the public interest by reducing the possibility that clanus, finally
allowed, will be given broader scope than 1s justified. Applicants’ interests are not
impaired since they are not foreclosed from obtaining appropriate coverage for their
mvention with express claim language.” n re Yamamoto, 740 F 2d 1569, 1571-72
{(Fed. Cir. 1984) (citing In re Prater, 415 F.2d at 1405 n.31). The same policy
underpinning the use of the broadest-reasonable-interpretation standard m mmtial

examination, justifics its apphication in reexamination. /d.
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Since the filing of the IPR, the District Court has issued a claim construction

order construing terms as follows:

Claims Term Construction

i-3,8-11,13-14 “1D code” A unique code identifying a device

1,9, 13 “access message” | A signal or notification enabling or
ANNOUNCINE access

Ex. 1010 at 3. In addition to these terms, the Court also construed a number of
terms as having their “plain meanimg.” /d. Although the terms above have been
construed according to the Phillips standard, Requestor has applied these
constructions in the discussion below, as the Broadest Reasonable Interpretation
encompasses the Phillips standard. Accordingly, if the prior art meets the
fimitations construed according to the Phillips standard, 1t meets the limitations
construed according to BRI

A.  “third party trusted authority” {(claim 1}

In the previous IPR, the PTAB construed the term “third party trusted
authority” as “an entity or party separate from the principal parties o a transaction.”
Ex. 1009, IPR2021-01447, Paper 12 at 13, In considermg the prior art in light of its
construction of the term, the PTAB found that Petitioner did not “explain]
sufficiently why Lapsley’s DPC is a third-party trusted authority, what entities the

DPC 1s a third-party relative to, or what application 1s being permitted to access in

1663



Request for ex parfe reexamination of U.S. Patent No. 9,298,905
Control No.

the asserted combination.” /d. at 24.' The Patent Owner argued that the DPC in
Lapsley (which Petitioner pointed to as the “third party trusted authority™) actually
acted as a “cloud based digital wallet,” and further that the purchaser did not access
the digital wallet using a “fob” or “phone,” but rather a device 1n the store where
they were purchasing somethung. Ex. 1009 at p. 23-24. Based on these arguments,
the PTAB found that the “the DPC is the resource to be accessed” and that “it 1s a
party to the transaction, rather than a third party.” /d. The PTAB further observed
that during prosecution, the applicant explained that a “user [|proviing] to the same
institution that authenticates the fingerprint information that the user is who he
purports to be’ does not satisty the “third party” limitation.” fd. at 24,

Requestor has applied this construction, in light of the Board’s observations
and analysis, to the prior art below.
Vil. PRIORITY DATE OF THE "905 PATENT

The "905 patent claims priority to two provisional applications: U.S. Patent
Application No. 60/637,538, filed December 20, 2004, and U.S. Patent Application
No. 60/652,765, filed on February 14, 2005, Although Requestor does not concede

that all 18 claims are entitled to one or both of the priority dates of the provisional

' Lapsley was the prior art reference that was relied upon for the “third party
trusted authority” limitation in the [PR.
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applications, all prior art references relied on in this petition date back to before
December 20, 2004, and therefore, no further determination needs to be made
regarding the prionty date.
VL OVERVIEW OF THE TECHNOLOGY

The 905 patent relates to integrated wireless devices n a generic
“computerized authentication” system that 15 used to gain access to devices,
applications, or accounts through a biometric validation procedure. Ex. 1001 at
1:21-24, 1:49-54. The mtegrated device validates a user’s biometric scan against
biometric data stored on the device. /d at 1:62-2:5. After vahidation using the
biometric scan, a code stored on the device 1s transmitted to mndicate that the user’s
identity has been venified. /d The device transmits the code to a third-party
trusted authority that determines if the code 1s authentic by checking it agamnst a
list of legitimate integrated device codes. /d. at 6:37-42. 1f the code 15 authentic,
the user 1s allowed access to the device, application, or account they seek access to.
Id at 2:37-42. The "905 patent purports to solve for users the problem of having to
“memorize or otherwise keep track of thelir] credentials.” /d at 1:33-35. The
patent also purports to solve the problem of illegitimate users “using] a stolen
access object to enter a secured location because the user’s identity is never

checked.” fd at 1:46-48.
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IX. OVERVIEW OF THE PRIOR ART
A.  Ludtke (Ex. 1605)
U.S. Patent No. 7,188,110 (“Ludtke”) was filed on December 11, 2000, It

issued on March 6, 2007 1t is therefore prior art under 35 U.S.C. § 102{(e) (pre-
ATA).

Titled “Secure and Convenient Method and Apparatus for Storing and
Transmitting Telephony-Based Data,” Ludtke discloses a method of identifying an
authorized user with a biometric device and enabling the authorized user to access
private immformation. Ex. 1005 at Abstract. Ludtke recognizes both the need to
ensure the integrity of financial mformation and the privacy of the user. /d. at
1:11-21.

The system disclosed in Ludtke is strikingly like the system disclosed m
the "905 patent. The Ludtke system allows transactions through an eCommerce
system through a “transaction device”™ that has a umigue identifier (1D). 7d. at 3:34-
35. The transaction device can be a privacy card or a digital wallet or both. /d. at
3:35-39. This transaction device 15 a wireless device that 1s carrted and mamtamed
by auser. See, e.g., id. at 5:40-44. The transaction device includes a highly
secured memory that can provide a transaction processing clearing house (TPCH)
the necessary information to authorize a transaction. /d. at 3:40-45. The Ludtke

system 1s described i Figure 1

1666



Request for ex parfe reexamination of U.S. Patent No. 9,298,905
Control No.

COMMERCE GERERAL ARCHITECTURE
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As demonstrated in this figure, the Consumer 120 uses a transaction device
130 (in this figure, shown as a privacy card). The consumer wishes to purchase
something from a vendor 125, The transaction device provides information to the
TPCH for authorization for the transaction between the consumer and vendor to be
performed. /d. at 6:36-44. The TPCH 1s not part of the transaction, but rather
functions as a third-party middleman of the transaction. /d. at 7:44-46. This

ensures that sensitive information i1s not shared with the vendor. Jd at 7:46-48,
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Recognizing the need to protect the authorization of a user, Ludtke also
discloses the use of fingerprint recognition as part of the digital wallet. /d. at
18:16-17. This biometric verification occurs before any transaction can take place,
and therefore authorizes the user before the fransaction device authorizes the

device with the TPCH. Jd. at 25:65-26:9; Ex. 1003 at §937-41.

B.  Okereke (Ex. 1006)
{J.S. Publication No. 2003/0196084 (“Okereke”) was filed April 11, 2003 It

published October 16, 2003, It 15 therefore prior art under 35 U.S.C. § 102(a) (pre-
AlA).

Okereke describes a “system and method for allowing users of wireless and
mobile devices to participate in Public Key Infrastructure] PKI1” and also indicates
that 1t “facilitates secure remote communications.” Ex. 1006 at Abstract. Okereke
states that “systems that perform electronic financial transactions or electronic
commerce must protect against unauthorized access to confidential records and
unauthorized modification of data.” /d. at 3.

In setting up communications for a mobile device, Okercke specifically
teaches that “a unique identifier for the wireless product to be employed is passed
{sic] at 210 to the proxy server 125 program for authorization. The wireless product

165 can be a personal digital assistant (PDA), laptop, cellular telephone or any other

(98]
I
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device capable of remote wireless communication. The unigue identifier can be a
serial number or SIM.” Id. at 9235,

{Okereke describes the PKI: “With PKI, a public and private key are created
stmultancously using the same algonthm by a certificate authority, Information
encrypted by the private key can only be decrypted with the corresponding public
key. The private key 1s given only to the requesting party, and the public key 1is
made publicly available as part of a digital certificate in a directory that all parties
can access. The private key 18 never shared with anyone or sent across the network.”
ld atg 7. Therefore, the private key 1s secret information. Ex. 1003 at 94245,

€. Robinson (Ex. 1607}

UJ.S. Publication No. 2003/0177102 (*Robinson™) was filed February 19,
2003, It published September 18, 2003, It 1s therefore prior art under 35 US.C. §
102(a) (pre-AlA).

Robinson discloses that a central database 102 holds mformation related to
users to authenticate a user’s age to access an age restricted area, for example. Ex.
1007 at 9927-28, 32, 66-67, Fig. 1. The central database 102 stores age verification
records related to mdividuals seeking age verification (called “presenters”),
meluding information such as a user’s age, date of birth, government 1D number,
biometric template, and at least one 1D number that identifics the presenter within
the system. /d. Prior to using the age-verification system, an individual presents
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biometric and age-verifying information. fd. at §13-15. Robinson further
discloses that age-verifying information s associated with at least one ID number
(SID) identifying the user; Ex. 1003 at §946-47.

. Scett (Ex. 1008)

{nternational PCT Application WO 99/56429 (“Scott”) was filed on April 26,
1999, It was published on November 4, 1999, The International Publication Date
is November 4, 1999, making it prior art under 35 U.5.C. § 102(b) (pre-AlA).

Scott discloses a method for vertfying a user during authentication of an
integrated device {e.g., personal identification device (“PID”) 6}, in order to, for
example, provide secure access to protected resources such as a hotel room or a
point-of-sale transaction. Ex. 1008 at Abstract, 2:5-23, 4:22-5:9, 7:24-8:12; see

2

clamms [1A}-{1H] infra.
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Ex. 1008 at Fig. 1%, Ex. 1003 at 948.

i. A POSITA Would Have Been Motivated to Combine the
Teachings of the Ludtke, Okereke, and Robinson

Ludtke, Okereke, and Robinson all relate to protecting confidential
information, communication over wireless networks, and the use of biometric
intormation to protect this communication. All three references relate to
communications for the purpose of financial transactions. Ex. 1005 at 4:54-56,
6:51-67; Ex. 1006 93; Ex. 1007 §931-32, 47, Fig.1. A POSITA would naturally
consider the teachings of Ludike, Okereke, and Robinson in order to get a full
understanding of the avatlable options for secure communications and would
have been motivated by this to combine the references’ teachings. As explained
in detail below, a POSITA would have considered applying the teachings of
Okereke and Robinson to the teachings of Ludtke.

2. A POSITA Would Have Been Motivated to Combine the
Teachings of Ludtke, Scott, and Robinson

Ludtke, Scott, and Robinson also relate to protecting confidential
information over wireless networks, using brometric information to protect

sensitive mformation, and also relates to financial information. Ex. 1005 at

2 Annotations are added to figures unless indicated otherwise.
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4:54-56, 6:51-67; Ex. 1007 9931-32, 47, Fig.1; Ex. 1008 at 10:24-32, 18:29-19:20.
Therefore, a POSITA would have combined the Scott reference with Ludtke and
Robimson for the same reasons above with respect to Okereke. In fact, a
POSITA would have considered all of these references n trying to develop a

process of secure communications,

X.  DETAILED EXPLANATION OF THE PROPOSED REJECTIONS

As shown m detail below, claims 1-18 of the 9035 patent are unpatentable
vnder 35 U.S.C. § 103 in light of the prior art references and combinations of
references presented below. The following rejections should be adopted in their
entirety:

SNQ 1: Ludtke in combination with Okereke renders obvious claims 1, 3-10,
and 12-18 under 35 U.S.C. §§ 102 (a) and (e) and 35 U.S.C. § 103;

SNQ 2: Ludtke in combination with Okereke and Robinson renders obvious
claims 2 and 11 under 35 U.S.C. §§ 102 (a) and (e) and 35 U.S.C. § 103;

SNQ 3: Ludtke in combination with Scott renders obvious claims 1, 3-10,
and 12-18 under 35 US.C. §§ 102 (b) and () and 35 U.5.C. § 103; and

SNQ 4: Ludtke in combmation with Scott and Robinson renders obvious

claims 2 and 11 under 35 U.S.C. §§ 102(a), (b), and (¢} and 35 U.S.C. § 103,
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A, SN 1: Ludtke in combination with Okereke Renders Claims
i, 3-10, and 12-18 Obvious

i. The Proposed Combination
{a} The Prior Art Discloses the Claim Limitations
SNQ 1 relies on Ludtke as the base reference, which discloses a mobile
device used for performing financial transactions. Ludtke discloses all of the
fimitations n claims 1, 3-10, and 12-18 except the “unique Device [D” and storage
of “secret information.” Specifically, Ludtke discloses the system as shown below

in figure 1:
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Figure 1 shows one embodiment of the system in Ludtke. Ludtke discloses
a “transaction device,” which is seen above as the Privacy Card 130, Ex. 1005 at
6:36-44, Fig. 1. The transaction device 1s a device that the consumer 120 uses and
mncludes a number of embodiments, including a privacy card, and digital wallet.
id at 5:1-5, 11-14, 6:36-44. The transaction device also authorizes the consumer
120 using biometric data, mcluding a fingerprint and other biometric information.
Ludtke’s transaction device includes and discloses a persistent, tamper proof
storage. Ludtke also discloses the process to authenticate a financial transaction
between the consumer 120 and a vendor 125, The financial transaction is
authorized through the transaction privacy clearing house 110, which 1s a third
party, independent of the consumer 120 and the vendor 125, Ludtke emphasizes
the third-party aspect of the transaction privacy clearing house 110 because the
third party ensures that private information 1s not exchanged between the consumer
120 and the vendor 125. /d. at 6:45-49, 29:43-53.

The claims require storage of “secret information™ in the user’s device.
Although Ludtke does not explicitly disclose this “secret information,” it does
disclose (1) a storage location for this information, (id. at 10:46-49, 24:61-65), as
well as (2) the importance of maintaining the confidentiality of private information

{(id. at 3:45-47; 5:30-31, 6:45-49). Okercke discloses this “secret information.”

41
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Specifically, Okereke discloses a “secret key” that is maintained by the user, and
can be used to encrypt and decrypt information communicated to the user. Ex.
1006 at ¥ 25.

The claims also require an “ID code™ that identifies the user’s device that 15
communicated to the third party trusted authority for authorization of the device.
Ludtke discloses “transaction device mformation” that 1s communicated from the
consumer’s transaction device 130 to the transaction privacy clearing house 110
for authorization, but Ludtke does not explicitly indicate that this “transaction
device mformation” 1s unique. Okereke, however, does disclose this device ID
code mformation, in the form of a unigue serial number or SIM number for the
user device. /d; Ex. 1003 at §9196-198,

(b} A POSITA Would be Motivated to Combine Ludtke
and Okereke

The scope and content of the prior art would have motivated a POSITA to
combine Ludtke and Okercke. As explained above, Ludtke discloses almost all of
the himitations of the claims except for “secret information” and the “unique”
nature of a device 1D,

Ludtke discloses a persistent, tamper-proof memory, and a POSITA would
have been motivated to combine the secret key disclosed in Okereke with the

system disclosed i Ludtke. Ex. 1003 at 99 199-206. A POSITA would have
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already known, as of the priority date of the "905 patent, that encryption using a
secret key such as that as part of PKI would have been obvious when
communicating confidential information. /d

POSITAs specifically recognized the importance of encrypted
communication when engaging i communications regarding financial information
and especially when authenticating financial transactions. /d. The use of secret
mformation o perform this type of encryption was well-known decades before the
filing date of the 905 patent, and was a well-established, well-known method for
implementing encryption. /d. Pablic Key Cryptography, which later developed
mto PKI encryption years betore the “905 patent, was developed in the 1970s, and
serves as a well-known way to encrypt and authenticate secret or confidential
information. /d. POSITA recognized that such encryption is important to many
applications, inchuding financial information where it 1s particalarly important to
keep the information secret. /d. POSITA would therefore recognize that the use
of PKI encryption, which 1s disclosed in Okercke, would make the system of
Ludtke even more secure. /d. Okereke simply demonstrates this knowledge prior
to the 905 patent’s priority date.

Ludtke discloses transaction device information communicated between the

transaction device and the transaction privacy clearing house for authorization of a
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financial transaction. A POSITA would have combined the teachings of Okereke’s
untgque Device ID with Ludtke’s system. As discussed above, Ludtke explicitly
teaches communication of “transaction device information” with the TPCH. Ex.
1005 at 6:38-51. A POSITA would have recognized that such transaction device
information necessarily inchudes unique device identifiers such as a serial number
or a SIM. Ex. 1003 at 99199-206. Okereke explicitly discloses this fundamental
information. Ex. 1006 at §235.

A POSITA would have been motivated to combine Ludtke and Okereke
because they are both in the same field of endeavor. /d. Indeed, both references
are 1 the same field of endeavor as the "905 patent, i.e., authentication of a user
and device, including use of biometric information, for the purpose of exchanging
sensitive mformation over a network. See Ex. 1001 at 1:21-24 (" The present
mvention relates generally to computerized authentication, and more specifically,
to an authentication responsive to biometric verification of a user being
authenticated”); Ex. 1005 at Abstract (“A method of identifying an authorized user
with a biometric device and enabling the authorized user to access private
nformation over a voice network 1s disclosed™); Ex. 1006 at Title (“System and
method for secure wireless communication using PKI7); id 931 (“In order to begin

using the system via wireless device, the user may be required to provide
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additional forms of authentication to the CPS, such as password or biometric
signature.”}.

A POSITA would also have reasonably expected the combination of Ludtke
and Okercke to succeed and vield predictable resalts. Ludtke’s system already
discloses a persistent and tamper-proof memory and discusses the use of sensitive
mformation. Ludtke also discloses transaction device imformation. Ex. 1005 at
6:38-51. Given this disclosure in Ludtke, a POSITA would have expected the
combination to result in Ludtke’s financial system storing the secret information in
Ludtke’s memory and using the unique device ID disclosed in Okereke as the
transaction device information. A POSITA would have expected this to yvield the
predictable result of the option to use PKI-compliant encryption and decryption
with a private key {secret information), as well as the ability to ensure
authentication of an authorized device using unique device identifving information
such as a serial number or SIM, and would have expected this combination to
succeed. Ex. 1003 at §9199-206.

For example, Ludtke describes a protected memory to keep the type of
important and sensitive mformation described in Okereke. Ex. 1005 at 19:37-40.
Moreover, a POSITA would be familiar with the PRI-compliant encryption system

because it had long been used as a way to encrypt and decrypt information and

N
I
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share such information only for authorized users. Implementing such a system
with Ludtke would have been logical and obvious to a POSITA. Finally, both
systems have similar types of mobile devices, and have similar goals. It would
make sense to a POSITA to use the type of information identified in Okereke in the
Ludtke system to further complement Ludtke’s features. /d.
2. Claim 1
{a} [la] “A method comprising: persistently storing
biometric data of a legitimate user and an 1D code on
an integrated device”

Ludtke and Okereke disclose this limitation.

Awn integrated device, biometric data, and an ID code. Ludtke discloses an
mtegrated device, e.g, Ludtke’s “transaction device” Ex. 1005 at 3:32-35.
Ludtke’s transaction device provides a number of different “integrated” functions,
including maintaining bills and bill paying on the device (id at 4:4-6), online
shopping (id. at 4:7-35), and downloading and accessing electronic catalogs (id. at
4:36-39). The transaction device includes a number of hardware options such as a

magnetic stripe generator (id. at 3:49-51), a screen (/d. at 55-5

~
7
{

), and a bar code
reader (id. at 3:61-63).

Ludtke explains that the “transaction device enhances security by
authenticating the user of the card priov to usage. ” Id at 4:62-65. This

authentication can be performed by PIN code entry, or by other technologies such
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as a biometric solution. /d. at 4:65-5:1. The biometric information ensures that the
user 15 indeed legitimate.

Ludtke also specifically discloses authentication of a device through the use
of “transaction device mformation.” /d. at 6:36-44. A POSITA would recognize
that this transaction device information necessarily imcludes unigue device IDs, such
as serial numbers and SIMs. Ex. 1003 at §9208-212. But this knowledge of a
POSITA is further embedded within Okereke. See Ex. 1005 at 6:36-44 see also Ex.
1006 at 930, As explained above in detail, a POSITA would have been motivated
to combine the disclosure of Ludtke with the disclosure in Okercke.

Olkereke also discloses a method for venifying a user during authentication of
an integrated device. Okereke discloses wireless and mobile devices which are
integrated devices. Ex. 1006 at Abstract. “The wireless product 165 can be a
personal digital assistant (PDA), laptop, cellular telephone or any other device
capable of remote wireless communication.” /d. at §25.

Okereke specifically discloses authenticating the wireless device. Okereke
describes a proxy server program awaiting initiation to establish secure wireless
access capabilities. /d. at §25. When authentication is requested, “a unique identifier
for the wireless product to be employed is passed as at 210 to the proxy server 125

program for authorization.” /d. “The unigue identifier can be a senal number or
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SIM number, for example.” /d. Both serial numbers and SIM numbers are unique
codes that identify the devices they are attached to. Ex. 1003 at ¥9208-212. A
POSITA would recognize that a serial number or SIM number 1s a unigue identifier
of a mobile device. Jd. Once the proxy server confirms the unique dentifier, it

authorizes the device by sending approval o a desktop computer to make a key

exchange to allow communication. /d.
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Persistently storing biometric information and an ID code: Ludtke discloses
a persistent storage on the mtegrated device. Specifically, the transaction device
disclosed in Ludtke mchades a process to use fingerprint data (biometric data of the
user) to secure the device. Ludtke describes persistently storing the fingerprint data
on the integrated device:

The fingerprint data entry process may be performed at least twice, to confirm

that the user has entered the correct data (using the correct fingerprint). I

confirmation succeeds, the device writes the fingerprint tmage data into write
onge memory, or other memory that 1s protected from accidental modification.
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Id. at 19:35-40. This fingerprint data is persistently stored in a tamper-proof format
that 15 unable to be subsequently altered (write-once memory or other memory that
is protected from accidental modification). Indeed, a write-once memory will only
allow writing once, therefore, the mformation cannot be tampered with, and cannot
be modified. Ex. 1003 at §213. In cach case, this memory is persistent storage,
because the information stored 1s not easily re-writable. fd.

(b} [1b] “responsive {o receiving a request for biometric

verification of a user, receiving, from a biometric

sensor, scan data from a biometric scan performed by
39

the biometric sensor;

Ludtke describes receiving scan data from a biometric scan responsive to
receiving a request for a biometric verification of the user. As explained above,
Ludtke describes using biometric vertfication — mcluding a fingerprint — to vernify

the user of the device. Figure 28 shows a device with a Fingerprint Identification

Unit (FIUJ) 2806 and a touchpad 2808 for user input:
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What do you wish to do?

Access Dialing Code
View Balances

Credit cards

22304
| N ™
FWEI':EiJ Touchpad
2808 2808
N VAN A
2802
FIG. 28

Ex. 1005 at Fig. 28. “The user of the consumer access device 2802 would be
authortzed access to the device 2802 1f the device recognized the user after the user
had pressed his finger against the FIU 2806 /4. at 39:24-27.

A POSITA would recognize that FIU 2806 1s a “biometric sensor.” Ex. 1003

at §215. Indeed, the only way the FIU would be able to detect the fingerprint — and
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determine the data present in the fingerprint — 1s it it was a fingerprint (or biometric)
sensor, {d.

Figure 31 describes the process to verity a user of the integrated device

{described in this embodiment as a digital wallet):
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id. at Fig. 31. As can be seen in the flow chart, the device is continuously
looking for a request for verification (“Detect fingerprint™). In response to that
request, it will receive scan data from the touchpad so it can determine whether the
fingerprint matches (3106). /d. at 39:47-59.

{¢} [le] “comparing the scan data to the biometric data fo
determine whether the scan data matches the

« 3%

biometric data;

Ludtke also shows this limitation in Figure 31:

¥
N
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Ex. 1005 at Fig. 31. Ludtke explains that if “a fingerprint has been detected, then
at 3106 a check 1s made to see if it matches a stored authorized fingerprint. Ifa
match does not occur, then at 3110 an error message 1s output and the DW [Digatal

Wallet/Integrated Device] returns to checking to see if a fingerprint has been

(¥
(8]
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detected 3104, If the fingerprint does match a stored one, then at 3108 the DW
allows access to functions of the DW and access to a selection of codes.” /d. at
39:47-54.
{d} [1d] responsive to a determination that the scan data
matches the biometric data, wirelessly sending the ID
code for comparison by a third-party trusted
autherity against one or more previously registered

ID codes maintained by the third-party trusted
autherity; and

Responsive to a determination that the scan data maiches the biometric
data. As explained in conjunction with limitation [1¢], if the scanned fingerprint
data matches the stored fingerprint, then access to functions of the mtegrated
device, such as the digital wallet, 15 permitted. /d. at 39:47-54.

Third party trusted authority. Ludtke describes a transaction processing {or
privacy] clearing house (TCPH) which is a third party trusted authonity. The

TPCH “may access relevant account information to authorize transactions.” /d. at
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Ex. 1005 at Figure 1. Figure 1 shows the commerce general architecture. /d. at
6:36-8:24. Figure 1 shows a consumer 120 who wishes to complete a purchase,
id. at 6:36-64, and a vendor 125, who is selling something to the user 120, /d. “In
this embodiment, a transaction privacy clearing house (TPCH) 110 interfaces a
user 120 and a vendor 1257 /d. at 6:36-38.

The TPCH 1s a third party to the transaction between the user/consumer 120
and the vendor 125. Ludtke explains that in “one embodiment of electronic

distribution, the TPCH 110 functions as the middleman of the distribution channel.

(¥
I

1688



Request for ex parfe reexamination of U.S. Patent No. 9,298,905
Control No.

This allows TPCH 110 to retain user privacy by not exposing addressing
mformation and possibly email addresses to third parties.” /d. at 7:44-48. This
demonstrates that the TPCH acts as a middieman to ensure that only necessary
mformation 1s exchanged between the consumer 120 and the vendor 125, but 15 not
assoctated with etther of them.

The TPCH 1s also a “trusted authority.” Ludtke explains that the
“transaction device mformation is provided to the TPCH 110 that then indicates to
the vendor 125 and the user 120 approval of the transaction to be performed.” /d.
at 6:41-44. The consumer 120 and vendor 125 therefore trust the TPCH to indicate
whether the transaction may be complete. Ex. 1003 at 9§ 219-221.

Wirelessly sending the 1D code. Ludtke explains that “[tihe transaction
device information is provided to the TPCH 110 that then indicates to the vendor
125 and the user 120 approval of the transaction to be performed.” /d. at 6:41-44.
Ludtke also explains that “the transaction device may contain wireless data
communication,” and may also “closely resemble a standard credit card.” /d. at
5:36-41. In describing the TPCH specifically, Ludtke indicates that a “variety of
communication devices may be used, such as the Internet, direct dial-up modem

connections, wireless or cellular signals, etc.” /d. at 3:35-42; Fx. 1003 at 222,
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One or more previously registered 1D codes maintained by the third-party
trusted authority. Ludike also explains that the “TPCH 110 maintains a secure
database of transaction device information and user information. In one
embodiment, the TPCH 110 interfaces to at least one financial processing system
1490 to perform associated financial transactions, such as confirming sufficient
funds to perform the transaction, and transfers to the vendor 125 the fees required
to complete the transaction.” /d. at 6:49-55. And as explained above, Ludtke
explains that the “transaction device information is provided to the TPCH 110 that
then indicates to the vendor 125 and the user 120 approval of the transaction to be
performed.” fd. at 6:41-44. Theretore, the TPCH includes previously registered
mformation that can be compared with information from the consumer and the
consumer’s device so the TPCH can determine whether the consumer 120 1s
authorized to complete a transaction with vendor 125, Indeed, the transaction
device information that the TPCH compares to the received transaction device
mformation must be stored within the TPCH as a list of codes (and specifically, a
list of ID codes), in order to perform the comparison function that is disclosed. /d
at 30:19-27; Ex. 1003 at 9223,

iD Code: Ludtke does not describe the specific “transaction device

mformation” that ts provided to the TPCH 110 and that 1s mamtained in a secure

L
~3
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database by the TPCH 110, /d at 6:41-44. However, as discussed above, a
POSITA would have been motivated to combine Ludtke with the teachings of
Okereke, and would have recognized that the “transaction device information”
would include a device serial number or SIM code, both of which uniquely identify
the imtegrated device. Ex. 1003 at §224.
{e} [le] “responsive to receiving an access message from
the third-party trusted authority-indicating that the
third-party trusted authority successfully

authenticated the ID code, allowing the user to
complete a financial transaction.”

As indicated above, Ludtke explains that the “transaction device information
1s provided to the TPCH 110 that then mdicates to the vendor 125 and the user
128 approval of the transaction to be performed.” Ex. 1005 at 6:41-44. A
POSITA would recognize that when the TPCH 110 “mndicates to . . . the user 1207
that indication s in the form of an access message allowing the user access to an
application. Ex. 1003 at ¥225. In this case, the TPCH 1s allowing access to the
application on the transaction device that will permit the transaction to be
completed. Specifically, the TPCH 1s sending a signal (or a notification) to the
user’s device, which allows (if enables or announces) access to the application on
the transaction device that will permit the transaction to be completed. Ludtke

further discloses this limitation at Fig. 15, Step 1520
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Ex. 1005 at Fig. 15, see also Fig. 17, steps § and 9-1. With regard to step 1520,
Ludtke teaches that the “TPCH, at step 1520, confirms the transaction and provides
the confirmation to the vendor and the user. At step 1523, the vendor completes
the transaction without the knowledge of the user.” /d at 27:13-16. The

transaction, as described 1 Ludike, 15 a financial transaction becagse itis a

purchase from a vendor by the user. Ex. 1003 at §225.

1692



Request for ex parfe reexamination of U.S. Patent No. 9,298,905
Control No.

3. Claim 3: “The method of claim I, wherein an indication
that the biometric verification was successful is sent with
the ID code.”

Ludtke and Okercke disclose this limitation. As explamed above, Ludtke
discloses the transaction device receiving biometric information allowing access to
the device and then subsequently communicates the [D code to the TPCH. Ex. at
1003 at 9226. 1t 1s inherent that, when the ID code 1s sent to the TPCH, that 1s an
indication that the biometric vertfication has been successful. Indeed, as the ID code
will not be sent at all of biometric vertfication fails (Ex. 1005 at 19:35-45), the
sending of the 1D code itself is an “indication that the biometric verification was
successtul.” /d.

4. Claim 4: “The method of claim I, wherein the biometric
data includes data from one or more of a fingerprint, palm
print, a retinal scam, an iris scan, a hand geometry, a facial

recognition, a signature recognition and a voice
recognition.”

Ludike describes a number of different types of biometric information that
may be used: “The identification by the biometric device may be achieved in a
variety of ways, as discussed above. For example, biometric identification, may be,
Sfingerprint, retinal scan, voice, DNA, hand profile, fuce recognition, etc” Ex.
1005 at 35:60-64; Ex. 1003 at 4227,

5. Claim 5: “The method of claim I, wherein the integrated
device comprises one or more of a mobile phone, tablet,

60
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laptop, mp3 player, mobile gaming device, watch and a key
fob.”

Ludtke and Okercke disclose this limitation. POSITA would recognize that
the transaction device disclosed in Ludtke, which mcludes a number of different
iterations, including a privacy card (Ex. 1005 at 20:43-50), and a cellular telephone
mechanmism (id at 17:3-10), would meet many of these limitations mcludmng “mobile
phone,” “tablet,” and “key fob.” Okercke explicitly states that its device may be a
mobile phone. Ex. 1006 at Abstract; Ex. 1003 at 4228,

6. Claim 6: “The method of claim 1, wherein completing the
financial transaction includes accessing an application.”

Ludtke discloses this limitation. In Ludtke, access would be given
applications of either computer software, a file (or both). In a number of
embodiments, Ludtke describes the transaction device as inchuding a “digital wallet”
which POSITA would recognize as an application and files that allow a user to
digitally store credit card and other payment information and to make transactions
with that card. Ex. 1005 at 5:1-5; Ex. 1003 at 9229.

7. Claim 7: “The method of claim 1, wherein completing the
financial transaction includes accessing one or more of a

casino machine, a keyless lock, an ATM machine, a web
site, a file and a financial account.”

Ludtke discloses this limitation. In Ludtke, access would be given

applications of either computer software, a file (or both). In a number of
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embodiments, Ludtke describes the transaction device as including a “digital wallet”
which POSITA would recognize as files that allow a user to digitally store credit
card and other payment information and to make transactions with that card. Ex.
1605 at 5:1-5; Ex. 1003 at §230. Moreover, a POSITA would recognize that giving
access to the digital wallet 1s providing access to a financial account. /d; Ex. 1603
at 9230
8. Claim 8: “The method of claim 1, further comprising:
responsive {o determining the action does not reguire
biometric verification, receiving a request for the 1D code
without a request for biometric verification, and responsive
to receiving the request for the ID code without a request

for biometric verification, sending the ID code for
authentication without requesting the scan data.”

Ludtke and Okereke disclose this imitation. For example, Ludtke discusses
the process of requesting and recetving biometric mformation. See supra Section
X.AZ; Ex. 1005 at 39:19-35. Ludtke then describes an embodiment where the
biometric mformation 1s not needed: “Alternatively, the consumer access device,
ongce the user has been identified may not require re~-identification until the consumer
access device is, for example, turned oft” 7d. at 39:35-38. A POSITA would
recognize that in this embodiment, a request to authenticate the device for a financial
transaction after biometric verification had occurred, but before the device was

turned off 15 a request to send the D code without an additional biometric
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vertfication. Hx. 1003 at §231. A POSITA would recognize that in this case, the [D

code would be sent without biometric verification. Id

9, Claim 9:

{a)

{9a] “An integrated device comprising: a persistent
storage media that persistently stores biometric data

97

of a user and an ID code;

See Claim 1, element [1a]. Section X.A.2.a, supra; Ex. 1003 at §232.

()

{9b] “a validation module, coupled to communicate
with the persistent storage media, that receives scan
data from a biometric scan for comparison against
the biometric data, and that sends the ID code for
comparison by a third-party trusted authority against
one or movre previously registered 1D codes
maintained by the third-party trusted authority; and”

See Claim 1, elements [Ic], [1d]. Section X.A2.¢, d, supra.

The “validation module” will be the portion of the smartphone, including

processors and mstructions that receives the scan and vertfies the biometric

information. Ex. 1003 at §234. A POSITA would recognize that the validation

module would be i coupled with the memory, since the biometric mformation that

the validation module compares with received biometric information is stored in

the memory for comparison. /d.

()

{9¢] “a radio frequency communication module that
receives an access message from the third-party
trusted authority indicating that the third -party
trusted authority successfully authenticated the 1D
code sent to the third-party trusted authority based
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on the comparison of the ID code and allowing the
user to——complete a financial transaction.”

See Claim 1, elements [1d], [1e]. Section X. A2 d, e, supra. A POSITA
would recognize that because the transaction device has wireless aceess, it
necessarily has a “radio frequency communication module,” as all wireless
communications occur through an RF module. Ex 1003 at 9235,

16, Clabm 18: “The integrated device of claim 7, wherein the ID
code is transmitted to the third-party trusted authority over
a network.”

Ludtke and Okereke disclose this limitation. As explained above, Ludtke
explains that “[tlhe transaction device mformation 1s provided to the TPCH 110 that
then indicates to the vendor 125 and the user 120 approval of the transaction to be
performed.” /d. at 6:41-44. Ludike also explams that “the transaction device may
contain wirgless data communication,” and may also “closely resemble a standard
credit card.” Jd. at 5:36-41. In describing the TPCH specifically, Ludtke indicates
that a “variety of communication devices may be used, such as the Internet, direct
dial-up modem connections, wireless or cellular signals, etc.” /d. at 9:35-42,
Therefore, the communications described above in conjunction with claim 1 {(by both
Ludtke and Okereke) to the agent are transmitted over a network. Ex. 1003 at §236.

11, Claim 12: “The integrated device of claim 7, wherein the
integrated device comprises one or more of a mobile phone,

64
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tablet, laptop, mpJd player, mobile gaming device, waich,
and a key fob.”

See Claim 5. Section X A5, supra; Ex. 1003 at §237.
12,  Claim 13:

{a} [{13a]. “A system, comprising: an integrated hardware
device that persistently stores biometric data of a
fegitimate user and an ID code in the integrated
hardware device, and that wirelessly sends the—iD
code; an authentication circuit that receives the ED
{sic- 1D} code and sends the [D code to a third-party
trusted authority for authentication, and that receives
an access message from the third-party trusted
authority indicating that the third-party trusted
authority successfully authenticated the 1D code and
allows the user to complete a financial transaction;
and”

See Clamm 1, elements [1a], [1d], [Te]l Section X A 2.a, d-¢, supra. The
integrated devices described above are hardware devices because they are held by
the user. Ex. 1003 at 4238, The “authentication cireuit” is the portion of the
hardware device, including processors and instructions that receives the scan and
verifies the biometric information. /d

(b} [13bl. “the third-party trusted authority operated by
a third party, the third-party trusted authority

storing a list of legitimate codes and determining the
authentication of the ID code received based on a
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comparison of the ID code received and the legitimate
codes included in the list of the legitimate codes.”

See Claim 1, elements [ 1d], [le]. Section X A2 d-¢, supra; Ex. 1003 at

13. Claim 14: “The system of claim 11 wherein the integrated
hardware device receives an authentication request from
the authentication circuit, and in response, requesis a
hiometric scan from a user to generate scan data and, when
the integrated hardware device cannot verify the scan data
as being from the legitimate user, the integrated hardware
device does not send the D code.”

See Claim 1, elements [1b], [Ic]. Section X A Zb-c, supra. Figure 31

describes the process to verify a user of the mtegrated device (described in this

embodiment as a digital wallet):
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id. at Fig. 31, As can be seen in the flow chart, if the scan data does not
match the stored data (i.e., the device cannot authenticate the user), it will output
an error message, and not allow access to the digital wallet or selection of codes.

Id. at 39:47-59 Ex. 1003 at 9240-241.
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4.  Claim 15: “The system of claim 11, wherein the integrated
hardware device comprises one or more of a mobile phone,
tablet, laptop, mp3 player, mobile gaming device, watch and
a key fob.”

See claim 5, section X ALS, supra; Ex. 1003 at §242,

15, Claim 16: “The system of claim 11, wherein the biomeiric
data includes data based on one or more of a fingerprint,
palm print, a retinal scan, an iris scan, a hand geometiry, a
facial recognition, a signature recognition, and a voice
recognition.”

See claim 4, Section X A4, supra; Ex. 1003 at 243,

16,  Claim 17: “The system of claim 11, wherein completing the
financial transaction includes accessing one or more of a
casino machine, keyless lock, an ATM machine, a web site,
a file and a financial account.”

See claim 7, Section X A7, supra; Ex. 1003 at 4244,

17, Claim 18: “The system of claim 11, wherein completing the
financial transaction includes accessing an application.”

See claim 6, Section X A6, supra; Ex. 1003 at 4245,

B. SNQ 2: Ludtke in combination with Okereke and Robinson
Renders Claims 2 and 11 Obvious

i The Proposed Combination
{a} The Prior Art Discloses the Claim Limitations
SNQ 2 relies entirely on Ludtke and Okercke for the same reasons as
outlined in SN 1, but also relies on Robinson for the limitations in dependent

claims 2 and 11. Both of these dependent claims mvolve registering an age
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verification. Where Ludtke and Okereke do not explicitly disclose registering an
age vertfication, Robinson discloses the age verification 1n clatms 2 and 11, As
explained below, a POSITA would be motivated to combine the age verification
disclosed in Robinson with the systemn disclosed wn Ludtke with the secret

information and unigue device ID disclosed in Okereke. Ex. 1003 at §246.

(b} A POSITA Would have been Motivated to Combine
Rebinson with Ludtke and Okereke

The scope and content of the prior art would have motivated POSITA to
combine Robinson with Ludtke and Okereke. Ex. 1003 at §9247-250. Like both
Ludtke and Okercke, Robinson discloses a way to improve security and to
authenticate a user and device. Ex. 1007 at §927-29, 32, 66-67, Fig. 1.

All three of the references are therefore in the same field of endeavor, with
Robinson specifically teaching improving secuarity with an additional age-based
authorization factor and to authenticate a user for age-restricted access or
transactions mitiated by a wireless device like Ludtke’s transaction device. /d. at
19-10; Ex. 1003 at 995247-250. A POSITA would have recognized that the
disclosure of Ludtke welcomes this modification with its stated aim to provide, for
example, secure access to restricted areas. Ex. 1005 at 2:5-8, 10:24-28. Indeed, a
POSITA would have recognized that the age verification disclosed in Robinson

would, for example, allow a way for the Ludtke system to ensure that the user is
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old enoungh to conduct a transaction, access a specific financial system or
application, or to enter a restricted area. fd.

A POSITA would also have had a reasonable expectation of success because
age verification as disclosed m Robinson 1s a logical extension of the type of
information that is exchanged. /d. Robinson, like Ludtke and Okereke, also
discloses the use of biometric information to verify a user. Ex. 1007 at 939. It
would be logical to modify the system of Ludtke and Okereke to also include the
age of the user who was verified with biometric information. /d. The age would
logically be registered at Ludtke’s TPCH, where the age can also be kept
confidential from third parties, consistent with Ludtke’s goals. /d.

2. Claim 2: “The method of claim 1, further comprising:

registering an age verification for the user in association
with the ID code.”

Ludtke in combmation with Okereke disclose all of the himitations of claim
I. See SNQ 1, Claim 1. Section X. A2, supra.

However, neither Ludtke nor Okereke expressly disclose “registering an age
verification for the user” as recited in this himitation. Robinson discloses that a
central database 102 holds information related to users to authenticate a user’s age
to access an age restricted area, for example. Ex. 1007 at 9927-28, 32, 66-67, Fig.
1. The central database 102 stores age verification records related to individuals

seeking age verification {called “presenters”), including mformation such as a

-3
@
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user’s age, date of birth, government [ number, biometric template, and at least
one ID number that identifies the presenter within the system. /d Prior to using
the age-verification system, an individual presents biometric and age-verifying
mformation. 7d. at §13-15. Robinson further discloses that age-vertfying
information 1s assoctated with at least one ID number (SID) identifying the user.
Ex. 1003 at 9252,

3. Claim 11: “The integrated device of claim 7 [sic - 9],

wherein an age verification is registered in association with
the 1D code.

Ludtke in combination with Okereke disclose all of the limitations of ¢claim
9. See SNQ 1, Claim 9. Section X.A.9, supra; Ex. 1003 at 9253,

Robinson in combination with Ludtke and Okercke disclose all of the
himitations of clanm 11 for the same reasons as described in conjunction with claim
2. Section X.B.2, supra. Ex. 1003 at 4254,

. SN{} 3: Ludtke in combination with Scott Renders Claims |, 3-
10, and 12-18 Obvious

i. The Proposed Combination
{a} The Prior Art Discloses the Claim Limitations

SNQ 3 relies on Ludtke as the base reference, which discloses a mobile
device used for performing financial transactions. Ludtke discloses all of the

Iimitations in claims 1, 3-10, and 12-18 except the “unique Device ID” and storage
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of “secret information.” Specifically, Ludtke discloses the system as shown below

i figure 1:
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Figure 1 shows one embodiment of the system in Ludtke. Ludtke discloses a

“transaction device,” which 1s seen above as the Privacy Card 130, Ex. 1005 at

6:36-44, Fig. 1. The transaction device is a device that the consumer 120 uses and

meludes a number of embodiments, including a privacy card, and digital wallet.

Id at 5:1-5, 11-14, 6:36-44. The transaction device also authorizes the consumer

120 using biometric data, including a fingerprint and other biometric information.
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Ludtke’s fransaction device includes and discloses a persistent, tamper proof
storage. Ludtke also discloses the process to authenticate a financial transaction
between the consumer 120 and a vendor 125, The financial transaction is
authorized through the transaction privacy clearing house 110, which 15 a third
party, independent of the consumer 120 and the vendor 125, Ludtke emphasizes
the third party aspect of the transaction privacy clearing house 110 because the
third party ensures that private information is not exchanged between the consamer
120 and the vendor 125. /d. at 6:45-49, 29:43-53.

The claims require storage of “secret information” in the user’s device.
Although Ludtke does not exphicitly disclose this “secret information,” it does
disclose (1) a storage location for this information, (id. at 10:46-49, 24:61-65), as
well as (2) the importance of maintaining the confidentiality of private information
{(id. at 3:45-47; 5:30-31, 6:45-49). Scott discloses this “secret nformation.”
Specifically, Scott includes an extensive discussion regarding a secret key
mirastructure. Scott discloses that the device’s memory 20 also stores a private
key unigue to each device and used for encryption, which can be “set into memory

by the manufacturer.” Ex. 1008 at 11:24-30, 28:13-15, 4:14-18. Scott discloses

that this “private key” used by the PID 6 is never disclosed. /d. at 8:21-22.

-3
tad
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The claims also require a unique “1D code” that identifies the user’s device
that 1s communicated to the third party trusted authority for authorization of the
device. Ludtke discloses “transaction device information” that is communicated
from the consumer’s transaction device 130 to the transaction privacy clearing
house 110 for authonization, but Ludtke does not explicitly indicate that this
“transaction device information™ 1s unique. Scott, however, does disclose a unmique
ID code that identifies the PID 6. Ex. 1008 at 4:9-10 (*The memory can further 10
store an 1D code indicative of the enrolled person or the device.”), 8:13-22, 11:14-
20. Specifically, memory 20 stores information “specific to processing unit 16,7
mcluding a unique 1D code that identifies the device, which may be set by the
device manufactarer and can be the device serial number. /d at 11:11-13. Senal
numbers are unique codes that identify the devices that they are attached to. Ex.
1003 at 99255-258. Scott also discloses wherein the PIHD 6 stores other data values
such as “a synchronization counter associated with the user device.” /d. at 6:28-
7:23,13:10-15, 19:30-32.

{b} A POSITA Would be Motivated to Combine Ludtke
and Scott

The scope and content of the prior art would have motivated POSITA to
combine Ludtke and Okercke. As explamed above, Ludtke discloses almost all of

the limitations of the claims except for “secret information” and the “unique”
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nature of a device 1D code. Similar to Ludtke, Scott discloses anthenticating a user
using a “personal identification device” (PID) for protected applications such as
opening a hotel room door or a conducting a point-of-sale transaction. /4. at 8:5-
12. Scott spectfically describes a system for anthentication of a mobile device to
protect mformation for financial transactions. /d. at 2:5-16.

Ludtke discloses a persistent, tamper proof memory, and POSITA would
have been motivated to combine the secret key disclosed in Scott with the system
disclosed mn Ludtke. Ex. 1003 at §9259-265. The secret key infrastructure
disclosed m Scott 1s similar to that disclosed in Okereke, as discussed above. /d.
As discussed above, a POSITA would have already known, as of the priority date
of the “905 patent, that encryption using a secret key such as that disclosed in Scott
would have been obvious when communicating confidential imformation. /d. A
POSITA specifically recognized the importance of encrypted communication when
engaging in communications regarding financial information and especially when
authenticating financial transactions. /d The use of secret mformation (such as
that in PKI encryption) to perform this type of encryption was well-known decades
before the filing date of the "905 patent, and was a well-established, well-known
method for implementing encryption. /d. For example, Public Key Cryptography,

which later developed mto PKI encryption years before the Challenged Patents,

3
(]
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was developed in the 1970s, and serves as a well-known way to encrypt and
authenticate secret or confidential mformation. d. A POSITA recognized that
such encryption is important to many applications, including financial information
where t 1s particularly important to keep the mformation secret. /d A POSITA
would therefore recognize that the use of secret information, which s disclosed in
Scott, would make the system of Ludtke even more secure. /d Scott simply
demonstrates this knowledge prior to the *905 patent’s priority date.

Ludtke discloses transaction device information communicated between the
transaction device and the fransaction privacy clearing house for authorization of a
financial transaction. A POSITA would have combined the teachings of Scott’s
unigque Device ID with Ludtke’s system. As discussed above, Ludtke explicitly
teaches communication of “transaction device information” with the TPCH. Ex.
1005 at 6:38-51. A POSITA would have recognized that such transaction device
information necessarily includes unique device 1dentifiers such as a serial number
or other number that is specific to the processing unit. Ex. 1003 at §4259-2635.
Scott explicitly discloses this fundamental information. /4.

A POSITA would have been motivated to combine Ludtke and Scott
because they are both in the same field of endeavor. Indeed, both references are in

the same ficld of endeavor as the "905 patent, i.e., authentication of a device,

-3
%
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including use of biometric information, for the purpose of exchanging sensitive
mformation over a network, See Ex. 1001 at 1:21-24 (*“The present invention
relates generally to computerized authentication, and more specifically, to an
authentication responsive to biometric vertfication of a user being authenticated”);
Ludtke at Abstract (“A method of identifying an authorized user with a biometric
device and enabling the authorized user to access private mformation over a voice
network 1s disclosed™); Scott at Abstract ("A portable, hand-held personal
identification device (6) and method for providing secure access to a host
factlity ...y, id. 31 (“Where absolute security is essential, some host facilities
employ a biometric sensor to measure a biometric trait of a person requesting
access to the host facility”).

A POSITA would have reasonably expected the combination of Ludtke and
Scott to succeed and vield predictable results. Ludtke’s system already discloses a
persistent and tamper-proof memory and discusses the use of sensitive information.
Ludtke also discloses transaction device information. Ex. 1005 at 6:38-51. Scott
similarly discloses a persistent, tamper-proof memory. Scott teaches that data is
stored 10 a memory where, after biometric enrollment, “there is no going back or
editing.” Ex. 1008 at 16:11-12. Given these disclosures, a POSITA would have

expected the combination to result in Ludtke’s financial system storing the secret

-3
~3
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information in Ludtke’s memory and using the unique device 1D disclosed in Scott
as the transaction device mformation. A POSITA would have expected this to
yield the predictable result of the option to use secret key encryption and
decryption with a private key (secret mformation), as well as the ability to ensure
authentication of an authorized device using unique device identifying information
such as a serial number, and would have expected this combination to succeed.
Ex. 1003 at 9264,

For example, Ludtke describes a protected memory to keep the type of
important and sensitive information described in Okereke. Ex. 1005 at 19:37-40.
Moreover, a POSITA would be familiar with the secret key encryption system
because it had long been used as a way 1o encrypt and decrypt information and
share such information only for authorized users. Implementing such a system
with Ludtke would have been logical and obvious to a POSITA. Finally, both
systems have similar types of mobile devices, and have similar goals. It would
make sense to a POSITA to use the type of information tdentified in Scott i the

Ludtke system to further complement Ludtke’s features. Ex. 1003 at §265.

-3
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2. Claim |

{a} [1a] “A method comprising: persistently storing
biometric data of a legitimate user and an ID code on
an integrated device”

The disclosure of Ludtke for this himitation is described above in SN 1.
Section X.A.2.a, supra.

As explaimed above in detail, a POSITA would have been motivated to
combine the disclosure of Ludtke with the disclosure in Scott.

Scott also discloses a method for verifying a user during authentfication of an
mtegrated device (e.g., personal identification device ("PID™) 6), in order to, for
example, provide secure access to protected resources such as a hotel room or a
point-of-sale transaction. Ex. 1008 at Abstract, 2:5-23, 4:22-5:9, 7:24-8:12; see

claims [1A}-[1H] infra.
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Ex. 1008 at Fig. 1.

As explained above, Scott discloses that the memory 20 of the PID 6
persistently stores a plurality of codes and other data values including a anique 1D
code that 1dentifies the PID 6. Ex. 1008 at 4:9-10 (“The memory can further store
an 1D code indicative of the enrolled person or the device.™), 8:13-22, 11:14-20.
Spectfically, memory 20 stores information “specific to processing unit 16,7
mcluding a unique 1D code that identifies the device, which may be set by the device
manufacturer and can be the device serial number. /d at 11:11-13. A senal number
18 a umque code that 1dentifies the device 1t 1s attached to. Ex. 1003 at $9267-270.
Scott also discloses wherein the PID 6 stores other data values such as “a
synchronization counter associated with the user device.” /d. at 6:28-7:23, 13:10-

15,19:30-32.
80
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As discussed above, a POSITA would have been motivated to modify the
system of Ludtke to incorporate the unique serial numbers also disclosed m Scott.
Ex. 1003 §9267-270; see supra §X.C.1. A POSITA would have been motivated to
store permanent mformation, such as the unique device identifiers (sertal number).
Moreover, a POSITA would have recognized that the “transaction device
mformation” disclosed within Ludtke could further include the unique device
nformation in Scott, which would ensure that the information used to authenticate
the device only identifies the authorized device. /d. A POSITA would also have
stored the unique device identifiers 1n the persistent tamper-proof memory, because
this 1s important information that allows authorization and sensittve communications
to take place, and a POSITA would have recognized the need to take care to ensure
it 1s not easy fo tamper with and modify the information. /d. at §270.

{(h} [1b] “responsive to receiving a request for biometric
verification of a user, receiving, from a biometric

sensor, scan data from a biometric scan performed by
the biometric sensor;”

The disclosure of Ludtke for this limitation i1s described above i SN 1.

Section X.A2.b, supra. Ex. 1003 at 4271,

81
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{¢} |le] “comparing the scan data to the biometric data to
determine whether the scan data matches the
biometric data:”

The disclosure of Ludtke for this limitation 1s described above in SNQ 1.
Section X.A.2.¢, supra. Ex. 1003 at §272.

{d) [1d] responsive to a determination that the scan data
matches the biometric data, wirelessly sending the 1D
code for comparisen by a third-party trusted
authority against one or more previously registered
ID codes maintained by the third-party trusted
authority; and

The disclosure of Ludtke for this limitation is described above in SNQ 1.
Section X.A2.d, supra; Ex. 1003 at 4273,

i Code: Ludtke does not describe the specific “transaction device
mformation” that is provided to the TPCH 110 and that {s maintained in a secure
database by the TPCH 110. Ex. 1005 at 6:36-64. However, as discussed above, a
POSITA would have been motivated to combine Ludtke with the teachings of
Scott, and would have recognized that the “transaction device information”™ would
melude a unique senal mamber, which uniguely 1dentifies the mtegrated device.
Ex. 1008 at 4:1-14, 5:10-21; Ex. 1003 at 9274,

{e} |le] “responsive to receiving an access message from

the third-party trusted authority-indicating that the
third-party trusted authority successfully

&2
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authenticated the 1D code, allowing the user to
complete a financial transaction.”

The disclosure of Ludtke for this limitation is described above in SNQ 1.
Section X A 2.e, supra; Ex. 1003 at 4275,

3. Claim 3: “The method of claim 1, wherein an indication
that the biometric verification was successful is sent with
the 1D code.”

The disclosure of Ludtke for this limitation is described above in SN 1.
Section X A3, supra. Ex. 1003 at §276.

4. Claim 4: “The method of claim 1, wherein the biomeiric
data includes data from one or more of a fingerprint, palm
print, a retinal scan, an iris scan, a hand geometry, a facial
recognition, a signature recognition and a veice
recognition.”

The disclosure of Ludtke for this himitation is described above i SN 1.
Section X. A4, supra. Ex. 1003 at 4277,

5. Claim 5: “The method of claim 1, wherein the integrated
device comprises one or more of 2 mobile phone, tablet,
laptop, mp3 player, mobile gaming device, watch and a key
fob.”

The disclosure of Ludtke for this himitation is described above in SN 1.
Section X AS, supra. Ex, 1003 at §278.

6. Claim 6: “The method of claim 1, wherein completing the
financial transaction includes accessing an application.”

The disclosure of Ludtke for this himitation is described above m SNQ 1.

Section X.A.6, supra. Ex. 1003 at 279,
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7. Claim 7: “The method of claim 1, wherein completing the
financial transaction includes accessing one or more of a
casino machine, a keyless lock, an ATM machine, a web
site, a file and a financial account.”

The disclosure of Ludtke for this limitation is described above m SN 1.
Section X. A7, supra. Ex. 1003 at 280,

8. Claim 8: “The method of claim 1, further comprising:
respoensive to determining the action does not require
biometric verification, receiving a request for the ID code
without a request for biometric verification, and responsive
to receiving the request for the [D code without a request
for biometric verification, sending the 1D code for
authentication without requesting the scan data.”

The disclosure of Ludike for this himitation 15 described above i SNQ 1.
Section X A8, supra. Ex. 1003 at §281.
9. Claim 9:
{a} [{9a] “An integrated device comprising: a persistent

storage media that persistently stores biometric data

of a user and an 1D codey”

The disclosure of Ludtke for this hmitation 1s described above m SNQ 1.
Section X. A 9.a, supra. Ex. 1003 at §282.
See also Claim 1, element {1a]. Section X.C.1.a, supra.
(b} [9b] “a validation module, coupled to communicate
with the persistent storage media, that receives scan
data from a biometric scan for comparisen against

the hiometric data, and that sends the D code for
comparisen by a third-party trusted authority against

&4
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one or more previsusly registered ID codes
maintained by the third-party trusted authority; and”

The disclosure of Ludtke for this limitation is described above in SNQ 1.
Section X.A9.b, supra. Ex. 1003 at 9284,

See also Claim 1, elements [1c¢], [1d]. Section X.C.1.¢, d, supra. Ex. 1003 at
1285,

{¢} [9¢] “a radio frequency communication module that
receives an access message from the third-party
trusted authority indicating that the third -party
trusted authority successfully authenticated the ID
code sent to the third-party trusted authority based
on the comparison of the ID code and allowing the
user to——complete a financial transaction.”

The disclosure of Ludtke for this limitation 1s described above in SNQ 1.
Section X A 9.¢, supra. Ex. 1003 at 9286,
See also Claim 1, elements [1d], [Te]. Section X A.1.d, ¢, supra. Ex. 1003
at §287.
16, Claibm 18: “The integrated device of claim 7, wherein the ID
code is transmitted to the third-party trusted authority over
a network.”
The disclosure of Ludtke for this limitation is described above in SNQ 1.

Section X A0, supra. Ex. 1003 at §288.

11,  Claim 12: *The integrated device of claim 7, wherein the
integrated device comprises one or more of a2 mobile phone,

1718



Request for ex parfe reexamination of U.S. Patent No. 9,298,905

Control No.
tablet, laptop, mpJd player, mobile gaming device, waich,
and a key fob.”

The disclosure of Ludtke for this limitation 1s described above i SN 1.
Section X A 11, supra. Ex. 1003 at 289,
See also Claim 5. Section X.C.5, supra. Ex. 1003 at §290.

12, (Clamm 13;

{a} [13a]. “A system, comprising: an integrated hardware
device that persistently stores biometric data of a2
legitimate user and an ID code in the integrated
hardware device, and that wirelessly sends the—ID
code; an authentication circuif that receives the ED
{sic~ ID] code and sends the 1D code to a third-party
trusted authority for authentication, and that receives
an access message from the third-party trusted
authority indicating that the third-party trusted
authority successfully authenticated the ID code and
allows the user to complete a financial transaction;
and”

The disclosure of Ludtke for this imitation 1s described above i SNQ 1.
Section X.A.12.a, supra. Ex. 1003 at 9291,
See also Claim 1, elements [1a], [1d], {le]. Section X A 1.3, d-e, supra. Ex.
1003 at 9292,
(b} [13b]. “the third-party trusted authority operated by
a third party, the third-party trusted authority

storing a list of legitimate codes and determining the
authentication of the ID code received based on a

86
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comparison of the ID code received and the legitimate
codes included in the list of the legitimate codes.”

The disclosure of Ludtke for this limitation is described above i SN 1.
Section X.A12.b, supra. Ex. 1003 at §293.
See also Claim 1, elements [1d], {1e]. Section X A.1.d-e, supra. Ex. 1003 at

1294,

13.  Clabm 14: “The system of claim 11 wherein the integrated
hardware device receives an authentication request from
the authentication circuit, and in response, requests a
biemetric scan from a user to generate scan data and, when
the integrated hardware device cannot verify the scan data
as being from the legitimate user, the integrated hardware
device does not send the ID code.”

The disclosure of Ludtke for this himitation is described above in SN 1.
Section X.A13, supra. Ex. 1003 at §295.
See Claim 1, elements [1b], [1c]. Section X A1 b-c, supra. Ex. 1003 at 296,
14,  Claim 18; “The system of claim 11, wherein the infegrated
hardware device comprises ene or more of a mobile phone,

tablet, laptop, mp3 player, mobile gaming device, watch and
a key fob.”

The disclosure of Ludtke for this hmitation 15 described above in SNQ 1.
Section X A .14, supra. Ex. 1003 at 4297,
See aiso claim 5, section X.C.5, supra. Ex. 1003 at §298.
15,  Claim 16: “The system of claim 11, wherein the biometric

data includes data based on one or more of a fingerprint,
palm print, a retinal scan, an iris scan, a hand geometry, a

&7
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facial recognition, a signature recognition, and a voice
recognition.”

The disclosure of Ludtke for this limitation is described above 1n SN 1.
Section X.A15, supra. Ex. 1003 at 299,
See also ¢laim 4, Section X.C.4, supra. Ex. 1003 at 9300,
16, Claim 17: “The system of claim 11, wherein completing the
financial transaction includes accessing one or more ofa

casino machine, keyless lock, an ATM machine, a web site,
a file and a financial account.”

The disclosure of Ludtke for this limitation 1s described above m SN 1.
Section X.A 16, supra. Ex. 1003 at J301.
See also claim 7, Section X.C.7, supra. Ex. 1003 at §302.

17.  Claim 18: “The system of claim 11, wherein completing the
financial transaction includes accessing an application.”

The disclosure of Ludtke for this limitation is described above i SN 1.
Section X A 17, supra. Ex. 1003 at 4303,
See aiso claim 6, Section X A6, supra. BEx. 1003 at 9304,

D, SW 4: Ludtke in combination with Scott and Robinson
Renders Claims 2 and 11 Obvious

i. The proposed combination
{a} The Prior Art Discloses the Claim Limitations

SNQ 4 relies entirely on Ludtke and Scott for the same reasons as outhned

m SNQ 3, but also relies on Robinson for the limitations in dependent claims 2 and

&8
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I1. Both of these dependent claims mvolve registering an age verification. Where
Ludtke and Scott do not exphicitly disclose registering an age verification,
Robmson discloses the age verification in claims 2 and 11. As explained below, a
POSITA would be motivated to combine the age verification disclosed in
Robinson with the system disclosed in Ludtke with the secret mformation and

untque device 1D disclosed m Scott. Ex. 1003 at 99305-307.

(b} A POSITA Would have been Motivated to Combine
Robinson with Ludtke and Scott

The scope and content of the prior art would have motivated a POSITA to
combine Robinson with Ludtke and Scott. Ex. 1003 at §9308-311. Like both
Ludtke and Scott, Robinson discloses a way to improve security and to
authenticate a user and device. Ex. 1007 at 9927-29, 32, 66-67, Fig. 1.

All three of the references are therefore in the same field of endeavor, with
Robinson specifically teaching improving security with an additional age-based
authorization factor and to authenticate a user for age-restricted access or
transactions initiated by a wireless device like Ludtke’s transaction device. Ex.
1007 at 99-10; Ex. 1003 at §9308-311. A POSITA would have recognized that
the disclosure of Ludtke welcomes this modification with its stated aim to provide,
for example, secure access to restricted areas. Ex. 1005 at 2:5-8, 10:24-28,

Indeed, a POSITA would have recognized that the age verification disclosed in

&9
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Robinson would, for example, allow a way for the Ludtke system to ensure that the
user 18 old enough to conduct a transaction, access a specific financial system or
application, or to enter a restricted area. Ex. 1003 at 9310,

A POSITA would also have had a reasonable expectation of success because
age vertfication as disclosed in Robinson 15 a logical extension of the type of
mformation that is exchanged. Ex. 1003 at 9311, Robinson, like Ludtke and Scott,
also discloses the use of biometric information to verify a user. Ex. 1007 at §39. It
would be logical to modify the system of Ludtke and Scott to also mclude the age
of the user who was verified with biometric information. Ex. 1003 at §§308-311.
The age would logically be registered at Ludtke’s TPCH, where the age can also be
kept confidential from third parties, consistent with Ludtke’s goals. /4.

2. Claim 2: “The method of claim 1, further comprising:

registering an age verification for the user in association
with the device ID code.

Ludtke in combimation with Scott disclose all of the limitations of claim 1.
See SNQ 3, Claim 1. Section X.C.2, supra. Ex. 1003 at §312.

However, neither Ludtke nor Scott expressly disclose “registering an age
vertfication for the user” as recited 1n this limitation. Robinson discloses this

fimitation as described m SNQ 2. See Section X.B.2; see afso Ex. 1003 at §313.

94
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3. Claim 11: “The integrated device of claim 7 {sic - 9|,
wherein an age verification is registered in association with
the device 1D code.

Ludtke i combination with Scott disclose all of the limitations of ¢claim 9.
See SNQ 3, Claim 9. Section X.C.9, supra. Ex. 1003 at §314.

Robinson in combination with Ludtke and Okereke disclose all of the
fimitations of claim 11 for the same reasons as described in conjunction with clamm
2. Section X.D .2, supra. Ex. 1003 at §315.

X1, REAL PARTIES OF INTEREST

Requestor certifies that Samsung Electronics America, Inc. and Samsung
Electronics Co., Ltd. are the real parties-in-interest.

Xl CONCLUSION

For at least the reasons cited herein, the prior art references cited in this
Request present substantial new questions of patentability with respect to the
Challenged Claims of the 905 patent. Accordingly, the Office should declare a
reexamination of these claims and reject them on at least the SNQs detailed in this

Request.
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DATED: June 8, 2022 Respectfully submitted,

By s/ Marissa Ducca
QUINN EMANUEL URQUHART &
SULLIVAN,LLP

Marissa Ducca

Quinn Emanuel Urquhart & Sullivan, LLP
1300 | Street NW, Suite 900

Washmgton, DC 20005

Email: marissaducca@quinnemanuel.com
Phone: (202) 538-8000

Fax: (202) 538-8100

James M. Glass (Reg. No. 46,729)
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Attorneys for Third-Party Requestor
Samsung Electronics America, Inc.
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