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(57) ABSTRACT 

Particular embodiments described herein provide for a wear­
able electronic device with a biometric sensor and logic. At 
least a portion of the logic is implemented in hardware. The 
logic is configured to receive input data indicative of bio­
metric input and attempt to authenticate the input data based, 
at least in part, on at least one biometric credential of an 
authorized user. The logic is configured to establish a 
wireless connection to a smart device, determine whether the 
smart device is included in a trust group of one or more 
smart devices, and send a communication to unlock the 
smart device when the input data is successfully authenti­
cated and when the trust group includes the smart device. 
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EXTENDING USER AUTHENTICATION 
ACROSS A TRUST GROUP OF SMART 

DEVICES 

TECHNICAL FIELD 

Embodiments described herein generally relate to user 
authentication on electronic devices and, more particularly 
to extending user authentication across a trust group of smart 
devices. 10 

BACKGROUND 

End users have more electronic device choices than ever 
15 

before. A number of prominent technological trends are 
currently afoot ( e.g., mobile electronic devices, smaller 
electronic devices, increased user connectivity, etc.), and 
these trends are changing the electronic device landscape. 
One of the technological trends is enhanced user mobility/ 20 
connectivity through multiple electronic devices, sometimes 
referred to as a personal ecosystem. A user can be 'con­
nected' ( e.g., streaming music/videos, surfing the internet, 
messaging friends, reading emails, etc.) using multiple elec­
tronic devices in the ecosystem ( e.g., wearable electronic 25 

device, phone, laptop, tablet, etc.). Typically, the user has to 
separately log-in to each of the multiple electronic devices 
in the ecosystem to use the devices, which can increase 
inconvenience for the user. Hence, there is a desire to 
improve the means for logging-in to multiple electronic 30 

devices in the ecosystem. 

BRIEF DESCRIPTION OF THE DRAWINGS 

2 
FIG. 9 is a simplified flow diagram illustrating activities 

associated with extending user authentication according to 
an embodiment of the present disclosure; 

FIG. 10 is a simplified block diagram associated with an 
example ecosystem on chip (SOC) of the present disclosure; 
and 

FIG. 11 is a simplified block diagram illustrating example 
logic that may be used to execute activities associated with 
the present disclosure. 

The FIGURES of the drawings are not necessarily drawn 
to scale, as their dimensions can be varied considerably 
without departing from the scope of the present disclosure. 

DETAILED DESCRIPTION OF EMBODIMENTS 

The following detailed description sets forth embodi­
ments of apparatuses, methods, and systems relating to 
extending user authentication across a trust group of smart 
devices. Features such as structure(s), function(s), and/or 
characteristic(s), for example, may be described with refer­
ence to one embodiment as a matter of convenience; how­
ever, various embodiments may be implemented with any 
suitable one or more of the described features. 

FIG. 1 is a simplified block diagram of example compo­
nents associated with extending user authentication across 
smart devices in a trust group. A wearable device 40 
communicates with a smart device 20 via a secure network 
50, and respective wireless adapters 41 and 21. Wearable 
device 40 can include a biometric authentication module 42, 
a communication module 48, and a configuration module 44 
for performing operations associated with extending user 
authentication in a trust group. Wearable device 40 can also 
store ( or access over a network) biometric credential files 43 
that include at least one biometric credential of an autho-

Embodiments are illustrated by way of example and not 
by way of limitation in the FIGURES of the accompanying 
drawings, in which like references indicate similar elements 
and in which: 

35 rized user of wearable device 40 and smart device 20. A trust 

FIG. 1 is a simplified block diagram illustrating compo-
40 

nents associated with extending user authentication across 
smart devices in a trust group according to an embodiment 
of the present disclosure; 

FIG. 2 is a simplified block diagram illustrating an 
example trust group, according to an embodiment of the 45 
present disclosure; 

FIG. 3A is a simplified orthographic view illustrating an 
example wireless headset, according to an embodiment of 
the present disclosure; 

FIG. 3B is a simplified orthographic view illustrating an 50 

example wireless headset being worn by a user, according to 
an embodiment of the present disclosure; 

group table 45 is also stored in ( or accessible over a network 
by) wearable device 40, and includes information uniquely 
identifying smart devices (possibly inclusive of other wear­
able devices) in the trust group. In one particular example, 
the information can include a mapping of a device identifier 
("device ID") corresponding to smart device 20 to a shared 
secret associated with the wireless connection between 
wearable device 40 and smart device 20. Trust group table 
45 can include similar mappings that are specific to each 
smart device in the trust group. 

Smart device 20 can include an enrollment module 28 and 
a security proxy 22 for performing operations associated 
with extending user authentication across a trust group of 
smart devices. An operating system (OS) unlock 26 is 
enabled by security proxy 22 when authentication of a user 
is extended from wearable device 40 to smart device 20. A 
personal assistant application 24 is an example of an appli­
cation that may be accessed by a user via wearable device 40 
when authentication of the user is extended from wearable 

FIG. 4 is a simplified flow diagram illustrating activities 
associated with extending user authentication according to 
an embodiment of the present disclosure; 55 device 40 to smart device 20. 

FIG. 5 is a simplified flow diagram illustrating activities 
associated with extending user authentication according to 
an embodiment of the present disclosure; 

FIG. 6 is a simplified flow diagram illustrating activities 
associated with extending user authentication according to 60 

an embodiment of the present disclosure; 
FIG. 7 is a simplified flow diagram illustrating activities 

associated with extending user authentication according to 
an embodiment of the present disclosure; 

FIG. 8 is a simplified flow diagram illustrating activities 65 

associated with extending user authentication according to 
an embodiment of the present disclosure; 

For purposes of illustrating certain example features a 
system in which user authentication is extended across smart 
devices in a trust group, it is important to understand the 
communications that may be traversing the network envi­
ronment and the scenarios in which the device may be 
particularly beneficial. The following foundational informa­
tion may be viewed as a basis from which the present 
disclosure may be properly explained. 

A personal ecosystem is an emerging trend in which 
individual smart electronic devices interconnect to form a 
personal network of devices that provide various services to 
the owner (or user) of the devices. Smart electronic devices 
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(also referred to herein as 'smart devices') are electronic 
devices, components, elements or objects capable of voice, 
audio, media, or data exchanges with other devices and/or 
networks via various protocols. Examples of smart devices 
can include, but are not limited to, mobile electronic devices, 
wearable electronic devices, smart appliances, embedded 
controllers, car infotainment systems, navigation systems, 
certain desktops and laptops, etc. Mobile electronic devices 

4 
trigger, which is a particular word or phrase that can be 
authenticated in addition to the voice itself. An enrollment 
module can generate at least one user specific biometric 
credential on the smart device based on biometric input from 
a user. The user specific biometric credentials can be trans­
ferred to the wearable device over a secure wireless or wired 
connection, and stored in a memory element of the wearable 
electronic device. In addition, information identifying the 
primary smart device is stored by the wearable device to 
indicate the primary smart device is part of a trust group with 
the wearable device. This identifying information can 
include, for example, an identifier of the smart device and 
security information that is associated with the secure wire­
less connection between the wearable device and the smart 

are intended to be inclusive of smart mobile phones (smart­
phones), tablets, phablets, laptops, ultrabooks, personal digi- 10 

ta! assistants (PDAs), portable navigation systems, multi­
media gadgets ( e.g., cameras, video and/or audio players, 
etc.) gaming systems, other handheld electronic devices, etc. 
Wearable electronic devices (also referred to herein as 
'wearable devices') are intended to include any smart device 
capable of voice, audio, media, or data exchanges in a 
wireless network environment and which can be worn by a 
user, for example, by attachment to a body part or clothing 

15 device. 
When the user authenticates to the wearable device based 

on the user specific biometric credentials, the wearable 
device establishes a secure wireless connection to a smart 
device in the trust group that is currently accessible over a of the user ( e.g., a bracelet, a headset, a watch, eyeglasses, 

device with a clip, etc.). 20 secure wireless connection. For ease of reference, the fol­
lowing description may refer to authentication of a user 
based on multiple biometric credentials. It will be under­
stood, however, that the wearable device may be configured 

Many users have accumulated multiple smart devices. If 
authentication is configured in any of the smart devices 
owned by a user, typically, the user logs into each of those 
devices separately in order to access information or services 
provided by the particular device. As wearable electronic 25 

devices proliferate, users are likely to accumulate multiple 
wearable electronic devices as well. Separate authentication 
requirements for each wearable device is likely to add to the 
user's burden of managing multiple authentications on mul­
tiple devices. This can become particularly burdensome as 30 

the user's cache of electronic devices continues to grow. 
People have also become increasingly attached to their 

mobile electronic devices (also referred to herein as 'mobile 
devices'). People can be seen carrying and interacting with 
their mobile phones (and other mobile devices) during 35 

almost every aspect of their lives, including business, social, 
and personal times. Accessing multiple mobile devices and 
other smart devices within an ecosystem can be cumbersome 
and inconvenient, particularly when multiple authentica­
tions are required due to authentication requirements that are 40 

specific to particular devices. There is a desire to improve 
the ability of users to more easily access multiple smart 
devices within their ecosystem. 

Some wearable electronic devices are designed to com­
municate with (e.g., to be paired with) one or more of a 45 

user's smart devices for certain uses. For example, a headset 
may be configured with wireless communication capabilities 
such as Bluetooth™, which enables audio communication 
between the headset and a mobile device or other smart 
electronic device. Generally, however, such headsets pass all 50 

audio to the mobile devices for processing, but do not 
perform any user/speaker authentication on the headset. 
Thus, such wearable devices do not alleviate the burden to 
users of multiple authentications on multiple devices. 

to allow a user to authenticate based on a single biometric 
credential or multiple biometric credentials. Furthermore, 
some embodiments of the wearable device may be config-
ured to accept other types of authentication credentials ( e.g., 
password, pass code, etc). When appropriate biometric cre­
dentials have been provided, the accessed smart device can 
unlock its operating system to allow the user to interact with 
the smart device, for example, via voice commands through 
the wearable device to a Personal Assistant (PA) application 
running on the smart device. The PA application may have 
access to secure applications and data on the smart device 
and thus, provide the user with access to such applications 
and data without the user physically manipulating or other-
wise handling the smart device. Thus, the wearable elec­
tronic device can provide biometric authentication of the 
user to enable interaction with and/or control of other 
electronic devices within a trust group of the user's smart 
devices. 

Turning again to FIG. 1, FIG. 1 illustrates a network 
environment to facilitate a system for extending user authen­
tication from a wearable electronic device to smart devices 
in a trust group. Before discussing potential flows associated 
with the architecture of FIG. 1, a discussion is provided 
about some of the possible components and infrastructure 
that may be associated with the network environment and 
components shown in FIG. 1. 

In one or more embodiments, wearable electronic device 
40 and smart device 20 can be provisioned with respective 
wireless adapters 41 and 21. The wireless adapters can 
include wireless communication circuitry (e.g., Wi-Fi mod­
ule, Bluetooth™ module, near field communication (NFC) 

55 module, or other wireless communication circuitry) to allow 
wearable electronic device 40 and smart device 20 to 

A wearable electronic device as shown and described 
herein, overcomes many of these problems and provides a 
solution for users who desire secure, convenient access to 
multiple smart electronic devices. Particular embodiments 
described herein provide for a wearable electronic device 
(e.g., headset, electronic watch or bracelet, electronic eye- 60 

glasses, etc.) with a biometric authentication capability. The 
user of the wearable device enrolls his biometric character­
istic ( e.g., voice, fingerprint, eyes, facial features, hand 
features, pulse, etc.) on a primary smart device, such as a 
smartphone, to enable biometric authentication of the par­
ticular characteristic. For voice authentication, the user of 
the wearable device could also enroll a user defined voice 

communicate with one another and potentially with other 
electronic devices or a network through a wireless connec­
tion. The wireless communications may be inclusive of 
wireless technologies ( e.g., Institute of Electrical and Elec­
tronics Engineers (IEEE) Std 802.ll™-2012, published 
Mar. 29, 2012, IEEE Std 802.16™-2012, published Aug. 17, 
2012, WiFi, WiMax, Dedicated short Range Communica­
tions (DSRC), etc.), satellite, cellular technologies (e.g., 

65 3G/4G/5G/nG, etc.), other radio frequencies (e.g., near field 
communications (NFC), radio frequency identification 
(RFID), etc.), and/or any other networking protocols that 
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facilitate wireless communications in a network environ­
ment. In an embodiment, a plurality of antennas can be 
provisioned in conjunction with wearable electronic device 
40 and/or smart device 20, which may be associated with 
wireless connection activities. In a particular embodiment, 
wearable device 10 can operate in a low power 'Always 
Listening' mode to facilitate wireless communications with 
other electronic devices. 

In at least one embodiment, the wireless connection via 
network 50 may be a secure wireless personal area network 
(WPAN) to interconnect wearable device 40 to secure net­
work 50, smart device 20, and possibly other electronic 
devices within a relatively small area (e.g., Bluetooth™, 
invisible infrared light, Wi-Fi, WiDi, etc.). In another 
embodiment, the wireless connection may be a secure wire­
less local area network (WLAN) that links wearable device 
40 to secure network 50, smart device 20, and possibly other 
electronic devices over a relatively short distance using a 
wireless distribution method, usually providing a connection 
through an access point for Internet access. The use of 
spread-spectrum or OFDM technologies may allow wear­
able electronic device to move around within a local cov­
erage area, and still remain connected to network 50, smart 
device 20, and possibly other electronic devices. In some 
embodiments, the wireless connection may also include any 
cellular wireless (e.g., 3G/4G/5G/nG, LTE, etc.), WiFi/ 
WiMax, satellite, or other similar connection to network 50. 
In a particular embodiment, network 50 represents a Blu­
etooth™ secure wireless connection between wearable 
device 40 and smart device 20. 

In at least some embodiments, such as a cloud based 
embodiment, network 50 may include a series of points or 
nodes of interconnected communication paths for receiving 
and transmitting packets of information that propagate 
through network 50. Network 50 can offer a communicative 
interface and may be any local area network (LAN), wireless 
local area network (WLAN), metropolitan area network 
(MAN), Intranet, Extranet, WAN (e.g., the Internet), virtual 
private network (VPN), or any other appropriate architecture 
or system that facilitates communications in a network 
environment. Network 50 may be inclusive of wire line 
technologies (e.g., Ethernet, Tl lines, etc.) and any wireless 
technologies previously discussed herein. Network 50 can 
comprise any number of hardware or software elements 
coupled to (and in communication with) each other through 
a communications medium. 

Such configurations of network 50 may be particularly 
suited to a cloud based embodiment of the system in which 

6 
ies, processors, modules, or any other suitable device, com­
ponent, element, proprietary appliance, or object operable to 
exchange information in a network environment. This net­
work element may include any suitable hardware, software, 
components, modules, interfaces, or objects that facilitate 
the operations thereof. This may be inclusive of appropriate 
algorithms and communication protocols that allow for the 
effective exchange of data or information. 

In at least one embodiment of the system for extending 
10 authentication across smart devices, smart device 20 may be 

a primary device or a secondary device. A primary device 
can be used by a user to enroll the user's biometric creden­
tials to form a trust group with wearable device 40 and to 
enable authentication of the user by wearable device 40. The 

15 type of biometric credentials that are enrolled by a user 
depend upon the type of biometric authentication capability 
( e.g., type of biometric sensor and associated circuitry and 
logic) provisioned in smart device 20. A smart device can 
serve as a primary device when it is provisioned with a 

20 biometric authentication capability of the same type as a 
biometric authentication capability provisioned in wearable 
device 40. For example, if wearable device 40 is a headset 
and has a voice authentication capability, then smart device 
20 can be a primary device if it also has a voice authenti-

25 cation capability. In another example, if wearable device 40 
is a wrist wearable (e.g., bracelet, watch, etc.) and has a 
fingerprint authentication capability, then smart device 20 
can be a primary device if it also has a fingerprint authen-

30 

tication capability. 
Smart device 20 and its components and functionality will 

now be described when it serves as a primary device. Smart 
device 20 and wearable device 40 include respective bio­
metric sensors 49 and 29 for sensing particular biological 
characteristics of a human user. As used herein, 'sensing' is 

35 intended to mean detecting, scarming, measuring, and/or 
recognizing the particular biological characteristics being 
sensed. Biometric technology can be used to sense and 
analyze human body characteristics such as, but not limited 
to, voice patterns, speech, fingerprints, eye retinas and/or 

40 irises, facial features, hand features, palm prints, and pulse 
features. A biometric sensor, such as 49 and 29, can be 
configured to sense a particular biometric characteristic of a 
user. For example, a fingerprint sensor can be used to sense 
a fingerprint, a microphone can be used to sense a voice (for 

45 both voice identification and speech recognition), an eye 
sensor can be used to sense eye retinas and/or irises, a facial 
sensor can be used to sense facial features, a hand sensor can 
be used to sense hand measurements/geometry and/or palm 

the enrollment process includes pushing user specific bio­
metric credentials to the cloud. Subsequently, any wearable 50 

device or other electronic device that is provisioned with 
biometric authentication capabilities and secure wireless 
capabilities, can be synced with the information in the cloud. 
Such information can include, but is not necessarily limited 

prints, and a pulse sensor can be used to sense pulse features. 
In smart device 20, enrollment module 28, in conjunction 

with biometric sensor 29, enables a user to generate one or 
more biometric credentials and enroll his biometric charac­
teristics with wearable device 40 to form a trust group. 
Enrollment module 28 may be configured to receive and 
process biometric input data indicative of user biometric 
input that was sensed by biometric sensor 29. User biometric 

to, biometric credentials and possibly information identify- 55 

ing smart devices that form a trust group with wearable 
device 40. input is the biometric characteristic (e.g., voice, fingerprint, 

eye, hand, pulse, etc.) provided by the user that is sensed by 
biometric sensor 29. Enrollment module 28 can generate a 

A cloud is intended to refer to services ( e.g., computing 
services, storage services) that are remotely accessible to 
electronic devices, such as wearable device 40 and smart 
device 20, through a WAN, such as the Internet, or other 
suitable network. A cloud may include any one or more 
network elements capable of hosting the cloud's services 
and linking smart device 20 and wearable device 40 to those 
services. As used herein, the term 'network element' is 
meant to encompass servers, routers, switches, gateways, 
bridges, loadbalancers, firewalls, inline service nodes, prox-

60 biometric credentials file that can be pushed to wearable 
device 40, or to a cloud in a cloud based implementation. 

Security proxy 22 could be configured as part of the 
operating system of smart device 20 or could be installed 
separately. In at least one embodiment, security proxy 22 

65 controls whether the operating system of smart device 20 is 
unlocked when wearable device 40 attempts to extend 
authentication of a user to the smart device. A smart device 
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( or an operating system of a smart device) is referred to 
herein as being 'locked' when any applications, data, and/or 
other capabilities of the smart device cannot be accessed by 
a user unless appropriate authentication credentials ( e.g., 
biometric credentials, password, pass code, personal iden­
tification number (PIN), etc.) are provided. In at least one 
embodiment, security proxy 22 can be configured to allow 
any suitable authorization, authentication, etc. (i.e., 'unlock­
ing') to be executed between wearable device 40 and/or 
smart device 20 and/or security proxy 22 (or any other 10 

component). This can include any type of unlocking, releas­
ing, exposing, opening, enabling, or otherwise granting 
access to one or more of the functions of wearable device 40 

8 
the user is authenticated, the watch may allow touch input 
from the user to communicate with a smart device to which 
it is connected. 

In at least one other embodiment, security proxy 22 may 
be configured to unlock the operating system of smart device 
20 after verifying a received request was sent by wearable 
device 40 and not some other device. In this embodiment, 
upon wakeup from receiving a request from another device, 
security proxy 22 can send a query to the operating system 
to identify the sending device of the request. If the request 
was sent by wearable device 40, then security proxy 22 can 
unlock the operating system. Otherwise, security proxy 22 
may leave the operating system locked. In one embodiment 
in which Bluetooth is used to link smart device 20 with 

and/or smart device 20. 
Smart device 20 may also be configured to receive 

appropriate authentication credentials from a user via a 
touch screen, a keyboard, or any other suitable input device. 
These authentication credentials could be the same or dif­
ferent than the authentication credentials used by wearable 
device 40 to authenticate a user. Alternatively, smart device 

15 wearable device 40, and in which the user issues voice 
requests to wearable device 40 to access personal assistant 
application 24, security proxy 22 can query the operating 
system to determine the identity of the sending device when 
a particular AT command (e.g., AT+BVRA=l) to enable 

20 voice recognition on the smart phone is received. Based on 
a link key of the wireless connection and a device identifier 
of the sending device, security proxy 22 can determine 
whether the AT command was received from wearable 
device 40. 

20 may be configured such that it does not require authen­
tication credentials for a user to access its applications, data, 
and/or other capabilities via a touch screen, a keyboard, or 
any other suitable input device. In this scenario, however, 25 

wearable device 40 may still authenticate a user to enable the 
user to access smart device 20 via wearable device 40. 
Additionally, when the operating system of smart device 20 
is locked (e.g., because appropriate authentication creden­
tials have not been provided, because the operating system 30 

has been locked automatically due to inactivity, etc.), the 
smart device may still have other applications running 
and/or may be communicating with other devices and/or 
networks ( e.g., receiving text messages, receiving emails, 

35 
receiving phone calls, etc.), depending on its particular 
configuration. 

Security proxy 22 may be configured to unlock the 
operating system of smart device 20, as indicated by OS 
unlock 26, when a trusted request is received from wearable 40 

device 40. In at least one embodiment, wearable device 40 
sends trusted requests from the user to smart device 20 only 
after the user has been successfully authenticated. Thus, 
security proxy 22 does not receive any requests or other 
communications from wearable device 40 unless the request 45 

is trusted based on the successful biometric authentication of 
the user by the wearable device. The security proxy 22 may 

Once the operating system is unlocked by security proxy 
22, if smart device 20 is provisioned with personal assistant 
application 24, then personal assistant application 24 can 
receive and respond to voice requests from wearable device 
40 over the secure wireless connection. A personal assistant 
application is an example of an intelligent software agent 
that can perform tasks or services for a user based on user 
input and other information obtained by the personal assis­
tant application ( e.g., GPS location, information from online 
sources, such as weather, traffic, news, stock prices, users 
schedules, retail prices, etc.). Personal assistant applications 
are becoming more and more common on mobile phones, 
tables, and other smart devices. Personal assistant applica­
tions are often configured to respond to voice requests (e.g., 
commands, instructions, etc.) from a user. Accordingly, 
smart device 20 may be configured with a voice sensor ( e.g., 
biometric sensor 29 or another sensor) and associated cir-
cuitry and logic to receive voice requests directly from a user 
to personal assistant application 24. However, once the a 
secure wireless connection is established between wearable 
device 40 and smart device 20, and the operating system is 
unlocked by security proxy 22, then personal assistant 
application 24 can respond to voice requests from a user via 
wearable device 40. 

In other embodiments, an application on a smart device, 
be configured to understand this authentication protocol 
used between smart device 20 and wearable device 40. 
Therefore, in this embodiment, security proxy 22 can accept 
any request received from wearable device 40 as a trusted 
request and can unlock the operating system whenever a 
request is received. 

A request is a communication received from another 
device. A request could be a command sent to smart device 
20 from wearable device 40 ( e.g., command to enable voice 
recognition) or input data produced from user input on 
wearable device 40 that is capable of interacting with 
applications or services of smart device 20. A request could 

50 other than a personal assistant application, may receive and 
respond to a trusted request from a wearable device. In some 
instances, these other applications may respond to touch 
input or other types of input from a user, instead of voice 
input. For example, wearable device 40 may have a touch 

55 screen display and, once the user is authenticated on wear­
able device 40 via the user's biometric credentials (e.g., 
voice, fingerprint, eye, hand, pulse, etc.), the user may then 
provide appropriate touch input to interact with the appli­
cation on the smart device. 

be produced from the same type of biometric input used in 60 

the authentication of the user (e.g., voice). Alternatively, the 
authentication of the user may be based on one type of 
biometric input, while requests made by the user to access 
smart device 20 could be based on another type of input. For 
example, a wearable electronic watch may have voice 65 

authentication capabilities to enable voice authentication of 
a user. If the watch also has a touch screen display, then after 

In some embodiments, a communication sent to security 
proxy 22 by wearable device 40 includes an authentication 
result indicating whether biometric input data from a user 
was successfully authenticated (passed) or not successfully 
authenticated (failed). In at least one embodiment, security 
proxy 22 could allow selective access to applications and 
services by implementing various levels of security based on 
the authentication result. To implement multiple levels of 
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security, security proxy 22 could determine which applica­
tions/services to allow the user to access and/or which 
applications/services to block the user from accessing, based 

10 
( e.g., voice input, fingerprint input, eye input, hand input, 
pulse input, etc.), and to be authenticated and allowed to 
access other smart devices in a trust group. Biometric input 
may be converted to another form (e.g., analog signals 
converted to digital data) to produce biometric input data, 
which can be processed by biometric authentication module 
42. Generally, biometric authentication module 42 can 
attempt to authenticate the biometric input data by compar­
ing it with biometric credentials in biometric credential files 

on the authentication result. For example, when the authen­
tication result indicates 'passed' (i.e., user successfully 
authenticates to the wearable device), security proxy 22 
could be configured to allow unrestricted access to any 
application or service requested by the user. When the 
authentication result indicates 'failed' (i.e., user does not 
successfully authenticate to the wearable device), then smart 
device 20 could be configured to allow the user to access 
common services or applications that do not involve confi­
dential or personal information. Examples of such common 
services or applications could potentially be weather que­
ries, stock price updates, informational Internet queries, etc. 

10 43. If the biometric input data corresponds to the biometric 
credentials, then the biometric input data (and user) is 
successfully authenticated. If the biometric input data does 
not correspond to the biometric credentials, then the bio­
metric input data (and user) is not successfully authenti-

15 cated. 
A secondary smart device is a smart device that joins a 

trust group already formed by wearable device 40 and a 
primary smart device. A secondary smart device may have 
at least some of the same components as a primary smart 
device, such as smart device 20. For example, a secondary 20 

smart device includes a wireless adapter, a security proxy, 
and an enrollment module. The secondary smart device may 
or may not include a biometric sensor. A biometric sensor is 
not needed for the secondary smart device to join a trust 
group, because the existence of the trust group indicates that 25 

a user has already enrolled the user's biometric character­
istics and provided biometric credentials to the wearable 
device via a primary smart device. If a secondary smart 
device includes a personal assistant application, then the 
user can interact with the secondary smart device if the 30 

wearable device is voice-enabled to receive voice requests 
from the user. A secondary smart device also includes an 
enrollment module, but it may function somewhat differ­
ently than an enrollment module on a primary smart device. 
The enrollment module on a secondary smart device may be 35 

launched when a user wishes to add the secondary device to 

In an embodiment configured with voice sensors for voice 
authentication, biometric authentication module 28 can pro­
vide both voice recognition operations and speech recogni­
tion operations. For example, voice recognition credentials 
can be used to verify that a speaker is actually the authorized 
user, while the speech recognition credentials can be used to 
verify that the speaker's words included an expected voice 
trigger (i.e., a particular word or phrase indicating a com­
mand to access another device through the wearable device). 
In this embodiment, an authorized user cannot be authenti­
cated for purposes of extending authentication to other 
devices unless the authorized user provides the particular 
voice trigger. By way of illustration, a voice trigger could be, 
"Hello smart device." If the user is successfully authenti­
cated, biometric authentication module 42 can provide 
appropriate commands ( e.g., AT +BVRA=l for Bluetooth) to 
enable voice recognition on smart device 20. 

Trust group table 45 can be provided in wearable device 
40 to store information uniquely identifying smart devices in 
a trust group associated with wearable device 40. In one 
example, trust group table 45 can include a device identifier 
("device ID") of each smart device in the trust group. Any 
information that uniquely identifies a smart device can be 
used as a device ID, or can be mapped to a device ID, or can 
be configured in any other possible manner to distinguish 
smart devices in the trust group from one another. In one 
possible implementation, a device ID can be an index to 
another table that contains uniquely identifying information 
for each smart device in the trust group. In one possible 

the trust group of a wearable device. The enrollment module 
establishes a wireless connection to the wearable device and 
sends a query to determine whether it is already part of the 
trust group and what type of capabilities are provided by the 40 

wearable device. If the secondary smart device is not already 
part of the trust group, and if the wearable device's capa­
bilities indicate it can extend authentication over a wireless 
connection, then the secondary smart device can send a 
request to the wearable device to join the trust group. 45 implementation, each device ID can be mapped to a different 

shared secret ( or other connection-specific security informa­
tion) associated with a secure wireless connection between 
wearable device 40 and the smart device corresponding to 
that device ID. For example, a particular shared secret may 

In wearable device 40, biometric credential files 43 can 
include biometric credentials pushed to wearable device 40 
by a primary smart device (e.g., smart device 20). The 
biometric credentials include biometric information indica­
tive of biometric input from a user that is captured by the 
primary smart device when a user enrolls in the system. The 
biometric information can include data representing user­
specific attributes of the particular biometric characteristic. 
Generally, each user has unique biometric information for 

50 be used to secure a wireless connection between wearable 
device 40 and smart device 20, which corresponds to a 
device ID mapped to the particular shared secret. The 
particular shared secret may be used to encrypt communi­
cations sent over the wireless connection between wearable 

55 device 40 and smart device 20. When Bluetooth is used to the particular type of biometric characteristic being used for 
authentication ( e.g., unique voice patterns, unique finger­
print, unique eye measurements, unique hand features, 
unique pulse features, etc.). The user specific biometric 
credentials can then be compared to received biometric input 
data indicative of biometric input captured by wearable 60 

device 40. In some embodiments, biometric credentials 
could be pushed to a cloud by the primary smart device and 
then retrieved by wearable device 40 for local storage or 
each time biometric input is captured. 

In wearable device 40, biometric sensor 49, in conjunc- 65 

tion with biometric authentication module 42 and biometric 
credential files 43, enable a user to provide biometric input 

establish the wireless connections between wearable device 
40 and smart devices in the trust group, a shared secret is 
typically referred to as a 'link key'. It will be readily 
apparent that other types of uniquely identifying information 
(e.g., Media Access Control (MAC), etc.) may be used 
instead of a shared secret or link key. The use of these other 
types of uniquely identifying information, and the particular 
manner of implementing a trust group table with the 
uniquely identifying information, may be based on particu­
lar needs and implementation criteria of wearable device 10. 

In at least some embodiments, device IDs can be mapped 
to wireless connection security information ( e.g., shared 
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establish a relationship by creating a shared secret, also 
referred to as a 'link key'. When the link key is stored by 
both devices, they are said to be 'paired' or 'bonded'. A 
secure wireless connection can be established by the first 
device to the second device ( or vice versa) by cryptographi­
cally authenticating the identity of the second device to 
ensure it is the correct device to which the first device was 
originally paired. In addition, communications between the 
devices may be encrypted using the link key to prevent 

secret, link key, etc.), or other uniquely identifying infor­
mation of the smart devices in the trust group, using any 
suitable mapping, marking, or linking technique ( e.g., lists, 
tables, associative arrays, pointers, indexes, graphs, linked 
lists, file names, relational databases, hash table, etc.), or any 
other technique or mechanism that represents a relation, 
connection, or link between the device IDs and security 
information. For example, a simple table configuration or 
indexed table configuration, which is generally a data struc­
ture used to organize electronic information, is one possible 
way to implement trust group table 45, as previously 
described. It will be appreciated, however, that trust group 
table 45 could be modeled in various other ways, and these 
other configurations could be based on the particular pref­
erences and needs of a given implementation. 

10 eavesdropping or misappropriation of data being exchanged 
between the devices. 

The user can transfer his biometric credentials from 
primary smart device 70 to primary wearable device 60 via 
secure wireless connection 61, or via any other secure 

Configuration module 44 may be provided in wearable 
device 40 to configure enrollment data (biometric creden­
tials) such as a voice data for voice-enabled authentication 

15 connection to primary wearable device 60. Generally, the 
user can transfer his biometric credentials to any other 
electronic device enabled with the biometric identification 
capabilities for the same biometric characteristics (e.g., 

or fingerprint data for fingerprint-enabled authentication. 
These biometric credentials may be received from smart 20 

device 20, or from the cloud in a cloud based embodiment. 
Configuration module 44 can also set the trust relationship 
between wearable device 40 and other smart devices in the 
trust group, such as smart device 20. For example, configu­
ration module 44 may provide the mapping of device 25 

identifiers to shared secrets in trust group table 45. Configu­
ration module 44 may also tum on the biometric authenti­
cation of wearable device 40 and configure wearable device 

voice, fingerprint, eye, hand, pulse, etc.) as the user's 
biometric credentials. This transfer can be accomplished via 
a secure wireless connection ( e.g., Bluetooth) or other secure 
wireless or wired channels. In at least one embodiment, the 
biometric credential file transfer can be cloud based. In this 
embodiment, the biometric credentials are transferred to the 
cloud and then transferred to primary wearable device 60, 
and possibly to other electronic devices enabled with the 
same biometric identification capabilities. Thus, it is pos­
sible for a primary smart device (and secondary smart 
devices) to be included in multiple trust groups. 

Primary wearable device 60 can add secondary smart 
devices 72(1)-72(N) to trust group 10 by establishing a 
separate and secure wireless connection between primary 
wearable device 60 and each secondary smart device 72(1), 
72(2), through 72(N). In at least one embodiment, Bluetooth 

35 can be used to securely pair each secondary smart device 
72(1)-72(N), respectively, to primary wearable device 60. 
Secure wireless connections 62(1), 62(2), through 62(N) can 
be established using the security protocols ( e.g., link keys) 

40 to wake up ( or not to wake up) if the biometric authen­
tication is unsuccessful. Configuration related actions may 30 

be based on user input that is provided on the primary smart 
device ( e.g., via enrollment module 28) and pushed to 
wearable device 40. Wearable device 40 may also include 
communication module 48 for controlling proprietary com­
munications with enrollment module 28. 

FIG. 2 is a simplified block diagram illustrating an 
example of a trust group 10. Trust group 10 can be initially 
formed with a primary wearable device 60 and a primary 
smart device 70. Other smart devices and/or wearable 
devices may (or may not) then be added to trust group 10. 40 

For illustrative purposes, trust group 10 is shown with 
multiple secondary smart devices 72(1 )-72(N) and a sec­
ondary wearable device 73. Once trust group 10 is formed 
with the two primary devices, however, any number of 
secondary smart devices and/or any number of secondary 45 

wearable devices, could be added to the group. 
In order to form trust group 10, biometric credentials of 

a user are enrolled on primary smart device 70 and securely 
transferred to primary wearable device 60. In addition, the 
devices have to be capable of establishing a secure wireless 50 

connection 61 between them. If a secure wireless connection 
can be established, then information identifying primary 
smart device 70 can be stored by primary wearable device 60 
to indicate primary smart device 70 is part of trust group 10. 
This information can include, for example, an identifier of 55 

primary smart device 70 and security information associated 
with secure wireless connection 61. 

In at least one embodiment, wireless connection 61 can be 
established in a secure way using Bluetooth, which is a 
wireless technology standard for short-range radio fre- 60 

quency band wireless interconnection of electronic devices. 
The standard is managed by Bluetooth® Special Interest 
Group, which adopted Bluetooth Specification Version 4.0 
(June 2010), along with subsequent addendums. 

Using Bluetooth, a secure wireless connection can be 65 

established by first 'pairing' two electronic devices. In the 
pairing process, the first and second devices being paired 

generated during the pairing processes. When the secure 
wireless connections 62(1)-62(N) can be established, then 
information identifying secondary smart devices 72(1 )-72 
(N) can be stored by primary wearable device 60 to indicate 
secondary smart devices 72(1)-72(N) are part of trust group 
10. 

A primary wearable device in a trust group can also add 
one or more other wearable devices to the trust group. As 
shown in FIG. 2, primary wearable device 60 adds second­
ary wearable device 73 to trust group 10 by establishing a 
secure wireless connection 63 between primary wearable 
device 60 and secondary wearable device 73. In at least one 
embodiment, Bluetooth can be used to securely pair sec-
ondary wearable device 73 to primary wearable device 60. 
Secure wireless connection 63 can be established using the 
security protocols (e.g., link key) generated during the 
pairing process. When secure wireless connection 63 can be 
established, information identifying secondary wearable 
device 73 can be stored by primary wearable device 60 to 
indicate secondary wearable device 73 is part of trust group 
10. 

Adding a secondary wearable device to a trust group can 
enable advanced use-cases, depending on the particular 
types of wearable and smart devices being used. In at least 
some advanced use-cases, a primary wearable device can act 
as a proxy or a peer to other wearable devices in the trust 
group. For example, one possible advanced use-case 
involves a split audio-visual model when primary wearable 
device 60 is a headset including audio but no visual, and 
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secondary wearable device 73 includes a display screen 
(e.g., a wrist wearable such as a smart watch, etc.). In this 
scenario, the video can be displayed in the display screen of 
secondary wearable device 73, while the corresponding 
audio can be heard through primary wearable device 60. 
Another possible advanced use-case includes stereo music 
capability in which two physically separate mono-headsets 
work in conjunction to provide stereo music to the user. 

14 
able device having other biometric identification capabilities 
(e.g., eyes, hands, pulse, etc.). 

Turning to FIGS. 3A and 3B, a simplified orthographic 
view of an example wearable device 90 is shown in accor­
dance with at least one embodiment of the present disclo­
sure. Wearable device 90 is a headset that comprises an ear 
loop 92, an earpiece 94, and a microphone 96 disposed in an 
extension piece 98. In one or more embodiments, the 

After a user's biometric credentials are stored in, or 
otherwise available to, primary wearable device 60, and 10 

primary smart device 70 has been added to trust group 10, 

components of wearable electronic device 90 (e.g., ear loop 
92, earpiece 94, microphone 96, extension piece 98, etc.) 
may be made of one or more materials including metal and 

the user can access primary smart device 70 via primary 
wearable device 60. This access is enabled when primary 
wearable device 60 authenticates the user with the user's 
biometric credentials and extends the authentication to pri­
mary smart device 70. Subsequently, as each secondary 
smart device or secondary wearable device joins trust group 

metal alloys ( e.g., stainless steel, aluminum, tin, iron, gold, 
silver, platinum, titanium, etc.), synthetic polymers (plastic, 
rubber, elastic, carbon fiber, injection molding), combina-

15 tions thereof or the like. Wearable device 90 could be 

10, the user can access those devices via primary wearable 
device 60 as well. This access is enabled when primary 
wearable device 60 authenticates the user with the user's 20 

manufactured in various sizes to accommodate being worn 
by a variety of users of different body proportions (e.g., 
outer ear dimensions, jaw dimensions, ear channel dimen-
sions, etc.). Alternatively, certain portions of wearable 
device 90 ( e.g., ear loop 92, microphone 96, extension piece 
98) could be manufactured in one size, with an adjustable biometric credentials and extends the authentication to the 

particular secondary smart device 72(1)-72(N) or secondary 
wearable device 73. When authentication is extended to a 
primary or secondary device, the user can issue commands 
or requests to the particular primary or secondary device to 
which the primary wearable device is currently connected. 

Furthermore, a biometric authentication mechanism used 
in a trust group is based on the particular biometric identi­
fication capabilities of primary wearable device 60 and 
primary smart device 71. In one example, if primary wear­
able device 60 is voice-enabled and primary smart device 71 
enrolls the user's voice characteristics, then the user can 
authenticate to voice-enabled primary wearable device 60 
(e.g., headset, voice-enabled watch, etc.) by speaking into its 
microphone. In at least some embodiments, the user may 
also need to provide a voice trigger ( e.g., designated word or 
phrase needed to authenticate a user and connect to another 
device in the trust group). In another example, if primary 
wearable device 60 is fingerprint-enabled and primary smart 
device 71 enrolls the user's fingerprint characteristics, then 
the user can authenticate to fingerprint-enabled primary 
wearable device 60 (e.g., fingerprint-enabled watch, etc.) by 
providing one or more of his fingerprints to a fingerprint 
sensor area of a display screen. These are illustrative 
examples of how different biometric capabilities may be 
used in a trust group, and are not intended to be limiting. In 
fact, a trust group can be formed using any voice-enabled 
wearable device (e.g., headset, voice-enabled watch), fin­
gerprint-enabled wearable device (e.g., fingerprint-enabled 
watch, etc.), or any wearable device having other biometric 
identification capabilities (e.g., eyes, hands, pulse, etc.). 

earpiece 94 to accommodate being worn by a variety of 
users having different outer ear and ear channel dimensions. 

Although wearable device 90 is shown as a single ear 
25 device, it will be apparent that numerous other designs could 

be used, including for example, a headband type headset 
with dual earpieces or a neck band type headset with dual 
earpieces. Generally, any configuration enabling one or both 
of the user's ears to receive sound waves produced from 

30 wireless signals received by wearable electronic device 90, 
and enabling the user to send voice communications using 
microphone 96. Microphone 96 could be disposed near a 
distal end of extension piece 98, as shown in FIG. 3A. In 
other configurations, microphone 96 could be disposed near 

35 a proximal end of extension piece 98, with a voicetube 
carrying sound to the microphone from the distal end of 
extension piece 98. 

Wearable device 90 can include a circuit board coupled to 
a plurality of electronic components, which include any type 

40 of components, elements, circuitry, etc. Microphone 96 is a 
voice sensor that converts sound waves into electrical sig­
nals. Microphone 96 may include a diaphragm that vibrates 
when struck by sound waves, which causes other compo­
nents in microphone 96 to vibrate. These vibrations can be 

45 converted into electrical current, which becomes an audio 
signal. An audio signal can be converted from analog to 
digital data, which is one example form of 'input data' that 
indicates biometric input from a user. 

FIG. 3B is a simplified orthographic view showing a user 
50 100 wearing wearable electronic device 90. Ear loop 92 is 

secured around the outside of an ear 102 of user 100. This 
In one example, if the biometric authentication mecha­

nism uses voice and/or speech authentication, the user can 
authenticate to a voice-enabled primary wearable device 
(e.g., headset, voice-enabled watch, etc.) by speaking into its 55 

microphone. In at least some embodiments, the user may 
also need to provide a voice trigger ( e.g., designated word or 
phrase needed to authenticate a user and connect to another 
device in the trust group). In another example, if the bio­
metric authentication mechanism is fingerprint authentica- 60 

tion, the user can authenticate to a fingerprint-enabled pri­
mary wearable device (e.g., fingerprint-enabled watch, etc.) 

position allows earpiece 94 to rest in the outer ear at the 
entrance to the ear canal of ear 102. This position also allows 
extension piece 98 to be positioned along a cheek of the user 
from earpiece 94 toward a mouth 104 of the user, where 
voice sound waves originate. 

Turning to FIG. 4, FIG. 4 is a flowchart of a possible flow 
400 illustrating activities that may be associated with 
embodiments described herein. In at least one embodiment, 
logic in the form of one or more sets of operations corre­
spond to activities of FIG. 4. In an example, a smart device, 
such as smart device 20 of FIG. 1, may perform one or more 
operations of the sets of operations. This smart device may 
comprise means, including for example, one or more pro­
cessors ( e.g., further described herein at least with reference 
to processor 1000 of FIG. 10), for performing such opera­
tions. In at least one embodiment, enrollment module 28 is 

by providing one or more of his fingerprints to a fingerprint 
sensor area of a display screen. Thus, a trust group can be 
formed using any voice-enabled wearable device ( e.g., head- 65 

set, voice-enabled watch), fingerprint-enabled wearable 
device (e.g., fingerprint-enabled watch, etc.), or other wear-
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configured to perform, when executed by one or more 
processors, one or more operations of the sets of operations. 

Flow 400 may begin at 402 where a primary enrollment 
module on a primary smart device is launched. The enroll­
ment module may provide a user interface instructing a user 
how to provide the particular biometric input ( e.g., voice, 
fingerprint, eye, facial, hand, etc.) required to enroll with a 
wearable device. Once the user has provided the appropriate 
biometric input, at 404, the enrollment module may generate 
a biometric credentials file with biometric credentials of the 10 

16 
logic in the form of one or more sets of operations corre­
spond to activities of FIG. 6. In an example, a secondary 
smart device, which could be configured similarly to smart 
device 20 of FIG. 1, as previously described herein, may 
perform one or more operations of the sets of operations. 
This secondary smart device may comprise means, includ­
ing for example, one or more processors ( e.g., further 
described herein at least with reference to processor 1000 of 
FIG. 10), for performing such operations. In at least one 
embodiment, an enrollment module for a secondary smart 
device is configured to perform, when executed by one or 
more processors, one or more operations of the sets of 
operations. 

Flow 600 may begin at 602 where an enrollment module 

user. At 406, the primary smart device establishes a secure 
connection to the wearable device. The secure connection 
could be a secure wireless connection (e.g., Bluetooth) 
previously configured between the primary smart device and 
the wearable device. However, any other secure wired or 
wireless connection could be used to send the biometric 
credentials file at 408, to the wearable device. In other 
embodiments, the biometric credentials file may be sent to 
the cloud in a cloud based implementation. In this scenario, 
the wearable device receives the biometric credentials file 
from the cloud. 

15 on a secondary smart device is launched. The secondary 
smart device establishes a secure wireless connection to a 
wearable device at 604. Once the secure wireless connection 
is established, at 606, the secondary smart device can send 
a query to the wearable device to determine whether the 

20 secondary smart device has already joined the trust group. In 
addition, in the same or different query, the secondary smart 
device also queries the wearable device to determine its 
capabilities ( e.g., voice-enabled authentication, fingerprint­
enabled authentication, whether it has been provisioned with 

Turning to FIG. 5, FIG. 5 is a flowchart of a possible flow 
500 illustrating activities that may be associated with 
embodiments described herein. In at least one embodiment, 
logic in the form of one or more sets of operations corre­
spond to activities of FIG. 5. In an example, a wearable 
device, such as wearable device 40 of FIG. 1, may perform 
one or more operations of the sets of operations. This 
wearable device may comprise means, including for 
example, one or more processors ( e.g., further described 30 

herein at least with reference to processor 1000 of FIG. 10), 

25 biometric credentials of the user and has formed a trust 

for performing such operations. In at least one embodiment, 
configuration module 44 is configured to perform, when 
executed by one or more processors, one or more operations 
of the sets of operations when a primary smart device enrolls 35 

a user's biometric credentials and forms a trust group with 
wearable device 40. 

Flow 500 may begin at 500 where the wearable device 
establishes a secure wireless connection ( or other secure 
connection) to a primary smart device. In at least one 40 

embodiment, this connection may be initiated by the pri­
mary smart device after the biometric credentials file has 
been generated. After the secure connection is established, at 
504, the wearable device receives the biometric credentials 
file from the primary smart device. At 506, the biometric 45 

credentials file may be stored in the wearable device ( e.g., 
biometric credentials file 43). 

At 508, uniquely identifying information for the primary 
smart device is determined. In this example, wireless con­
nection security information associated with a secure wire- 50 

less connection configured between the wearable device and 
the primary smart device is determined. In at least one 
embodiment, the wireless connection security information 
includes a shared secret of the secure wireless connection. In 

group, etc.). If a response from the wearable device confirms 
that the secondary smart device has already joined the trust 
group, as determined at 608, then flow 600 may end. If a 
response from the wearable device indicates that the sec­
ondary smart device is not a current member of the trust 
group, then at 610, a determination may be made as to 
whether the same response ( or a different response) indicates 
the wearable device has biometric authentication capabili­
ties, whether it is provisioned with biometric credentials 
from a primary smart device, and whether a trust group has 
been formed. If the wearable device does not have biometric 
authentication capabilities, or if biometric credentials have 
not been provisioned or a trust group has not been formed, 
then flow 600 may end. However, if the wearable device 
does have biometric authentication capabilities, and if bio­
metric credentials have been provisioned and a trust group 
has been formed, then at 612, the secondary smart device 
can send a request to the wearable device to be added to the 
trust group. 

Turning to FIG. 7, FIG. 7 is a flowchart of a possible flow 
700 illustrating activities that may be associated with 
embodiments described herein. In at least one embodiment, 
logic in the form of one or more sets of operations corre­
spond to activities of FIG. 7. In an example, a wearable 
device, such as wearable device 40 of FIG. 1, may perform 
one or more operations of the sets of operations. This 
wearable device may comprise means, including for 
example, one or more processors ( e.g., further described 
herein at least with reference to processor 1000 of FIG. 10), 

55 for performing such operations. In at least one embodiment, 
configuration module 44 is configured to perform, when 
executed by one or more processors, one or more operations 
of the sets of operations when a secondary smart device 

a Bluetooth™ wireless connection, for example, the shared 
secret is a link key that was determined when the devices 
were paired. At 510, the shared secret can be mapped to a 
device identifier and stored in trust group table 45. A trust 
group is formed between the wearable device and the 
primary smart device when biometric credentials are 60 

enrolled with the wearable device from the primary smart 
device (as indicated at 504 and 506) and trust group table 45 
is updated with information that uniquely identifies the 
primary smart device. 

Turning to FIG. 6, FIG. 6 is a flowchart of a possible flow 
600 illustrating activities that may be associated with 
embodiments described herein. In at least one embodiment, 

requests admission into the trust group. 
Flow 700 may begin at 702 where the wearable device 

establishes a secure wireless connection to the secondary 
smart device. In at least one embodiment, this connection 
may be initiated by the secondary smart device after the 
enrollment module on the secondary smart device is 

65 launched. After the secure connection is established, at 704, 
the wearable device may receive a query from the secondary 
smart device to determine whether the secondary smart 
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device has already joined the trust group. In addition, in the 
same or different query, the secondary smart device also 
queries the wearable device to determine its capabilities 
( e.g., voice-enabled authentication, fingerprint-enabled 
authentication, whether it has been provisioned with bio­
metric credentials of the user and has formed a trust group, 
etc.). At 706, the wearable device can search trust group 
table 45 for the device identifier corresponding to the 
secondary smart device. If the device identifier is found, 
then the secondary smart device is part of the trust group. 10 

Otherwise, the secondary smart device is not part of the trust 
group. At 708, the wearable device can send a response to 
the secondary smart device indicating whether it is a mem-
ber of the trust group. In addition, the wearable device can 15 
provide information to the secondary smart device as to its 
capabilities, and whether it is already configured with bio­
metric credentials and has formed a trust group. 

If the secondary smart device was determined not to be 
part of a trust group that was formed by the wearable device 20 

and at least one other smart device, then the wearable device 
may receive, at 710, a request to add the secondary smart 
device to the trust group. At 712, the wearable device can 
determine the shared secret ( e.g., link key for Bluetooth 
connections), or other uniquely identifying information of 25 

the smart device, and at 714, can map a device identifier 
corresponding to the secondary smart device to the shared 
secret in trust group table 45. 

Turning to FIG. 8, FIG. 8 is a flowchart of a possible flow 
800 illustrating activities that may be associated with 30 

embodiments described herein. In at least one embodiment, 
logic in the form of one or more sets of operations corre­
spond to activities of FIG. 8. In an example, a wearable 
device, such as wearable device 40 of FIG. 1, may perform 
one or more operations of the sets of operations. This 35 

wearable device may comprise means, including for 
example, one or more processors ( e.g., further described 
herein at least with reference to processor 1000 of FIG. 10), 
for performing such operations. In at least one embodiment, 
biometric authentication module 42 is configured to per- 40 

form, when executed by one or more processors, one or 
more operations of the sets of operations. 

Flow 800 may begin at 802, where the wearable device 
receives biometric input data (e.g., voice data, fingerprint 
data, etc.) according to the particular type of biometric 45 

sensor provisioned on the device. At 804, a determination is 
made as to whether a biometric authentication has been 
successful. Generally, a comparison may be made between 

18 
may prevent any additional input data indicative of input 
from the user from being sent to the smart device. 

If the authentication is successful, however, as determined 
at 804, then at 806, the wearable device may establish a 
secure wireless connection to a smart device within a 
wireless range of the wearable device. At 808, a determi­
nation may be made as to whether the smart device is in the 
trust group. This may be determined by searching trust 
group table 45 to find a device identifier corresponding to the 
smart device. In at least one embodiment, the smart device 
is determined to be in the trust group if its device identifier 
is mapped to a shared secret in trust group table 45. If the 
smart device is not in the trust group, then at 814, appro­
priate action can be taken, as previously described. If the 
smart device is in the trust group, however, then at 810, the 
biometric authentication is extended to the smart device. 
This can be accomplished by sending an authentication 
result indicating that the authentication was successful. 

In another implementation, other input data, indicative of 
other input captured by the wearable device, may be for­
warded to the smart device as an indication that the authen­
tication was successful. For voice-enabled authentication 
and interaction with the smart device, the other input could 
be captured separately after the biometric input to be authen-
ticated. For example, a voice trigger such as, "Hello smart 
device," could be spoken first and then an inquiry could be 
made, such as, "What is the weather today?" Alternatively, 
the other input could be captured contemporaneously with 
the biometric input to be authenticated. For example, a voice 
trigger combined with an inquiry such as, "Hello smart 
device, what is the weather today?" could be spoken without 
a pause between the words. At 812, other input data, 
indicative of other input captured by the wearable device, 
can be sent to the smart device until the authenticated 
session ends, or until another voice trigger is received (in the 
case of voice-enabled authentication). 

Turning to FIG. 9, FIG. 9 is a flowchart of a possible flow 
900 illustrating activities that may be associated with 
embodiments described herein. In at least one embodiment, 
logic in the form of one or more sets of operations corre­
spond to activities of FIG. 9. In an example, a smart device 
(primary or secondary), such as smart device 20 of FIG. 1, 
may perform one or more operations of the sets of opera­
tions. This smart device may comprise means, including for 
example, one or more processors ( e.g., further described 
herein at least with reference to processor 1000 of FIG. 10), 
for performing such operations. In at least one embodiment, 
security proxy 22 is configured to perform, when executed 
by one or more processors, one or more operations of the the biometric input data and biometric credentials previously 

enrolled on wearable device. If the biometric input data 
corresponds to the biometric credentials, then the biometric 
input data is authenticated. Otherwise, the biometric authen­
tication fails. 

50 sets of operations. 
Flow 900 may begin at 902, where a smart device 

(primary or secondary) receives a communication from a 
wearable device. At 904, the smart device may determine the 
identity of the wearable device based on information that For a voice-enabled biometric authentication, however, 

both voice recognition and speech recognition may be 
performed. The voice recognition may be performed using 

55 uniquely identifies the wearable device. In one embodiment, 
the smart device may use a mapping between a device 
identifier corresponding to the wearable device and a shared 
secret of the wireless connection to the wearable device. At 

the aforementioned comparison between the biometric input 
data and biometric credentials previously enrolled on wear­
able device. The speech recognition may be used to deter­
mine whether a particular voice trigger was spoken by the 60 

user. If either part of the authentication determination fails, 
then the biometric input data (and user) may not be authen­
ticated. If the biometric authentication is not successful, as 
determined at 804, then at 814, appropriate action may be 
taken. For example, an authentication result (e.g., 'failed') 65 

may be sent to the smart device (primary or secondary) to 
which it is currently connected. In addition, wearable device 

906, a determination is made as to whether the wearable 
device is in the trust group, based on the device ID and 
shared secret. If the wearable device is not in the trust group, 
as determined at 906, then flow 900 may end and the 
operating system can remain locked. If the wearable device 
is in the trust group, however, then at 908 the security proxy 
may unlock the operating system of the smart device. In at 
least one embodiment, the wearable device only sends a 
communication when the user has been authenticated. 
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Therefore, the smart device unlocks the operating system 
whenever it receives a communication from the wearable 
device. In some other embodiments, access to services and 
applications may be controlled by the security proxy based 
on a level of security. The level of security, and whether to 
unlock the operating system, may be determined based on an 
authentication result that the security proxy receives from 
the wearable device. At 910, the security proxy may allow 
communication with the user via the wearable device until 
the authenticated session ends, or as permitted by the level 
of security. 

20 
management controller 1120 coupled to system control logic 
1108, and/or communication interfaces 1118 coupled to 
system control logic 1108. 

Hence, the basic building blocks of any wearable elec­
tronic device system ( e.g., processor, controller, memory, 
I/O, display, etc.) can be used in conjunction with the 
teachings of the present disclosure. Certain components 
could be discrete or integrated into a System on Chip (SoC). 
Some general system implementations can include certain 

10 types of form factors in which system 1100 is part of a more 
generalized enclosure. In alternate implementations, instead 
of wearable electronic devices, certain alternate embodi­
ments deal with other smart devices such as mobile phones, FIG. 10 is a simplified block diagram associated with an 

example ecosystem SOC 1000 of the present disclosure. At 
least one example implementation of the present disclosure 15 
can include integration of the wearable electronic device 
features and/or smart device features discussed herein and 

tablet devices, etc. 
System control logic 1108, in at least one embodiment, 

can include any suitable interface controllers to provide for 
any suitable interface to at least one processor 1106 and/or 
to any suitable device or component in communication with 
system control logic 1108. System control logic 1108, in at 

an ARM component. For example, the example of FIG. 10 
can be associated with any ARM core (e.g., A-9, A-15, etc.). 
Further, the architecture can be part of any type of wearable 
electronic device, smart device, tablet, smartphone (inclu­
sive of Android™ phones, i-Phones™), i-Pad™, Google 
Nexus™, Microsoft Surface™, video processing compo­
nents, laptop computer (inclusive of any type of notebook), 
Ultrabook™ system, any type of touch-enabled input 
device, etc. 

In the example of FIG. 10, ARM ecosystem SOC 1000 
may include multiple cores 1006-1007, an L2 cache control 
1008, a bus interface unit 1009, an L2 cache 1010, a graphics 
processing unit (GPU) 1015, an interconnect 1002, a video 
codec 1020, and an organic light emitting diode (OLED) 
display I/F 1025, which may be associated with mobile 
industry processor interface (MIPI)/high-definition multi­
media interface (HDMI) links that couple to an OLED. 

ARM ecosystem SOC 1000 may also include a subscriber 
identity module (SIM) I/F 1030, a boot read-only memory 
(ROM) 1035, a synchronous dynamic random access 
memory (SDRAM) controller 1040, a flash controller 1045, 
a serial peripheral interface (SPI) master 1050, a suitable 
power control 1055, a dynamic RAM (DRAM) 1060, and 
flash 1065. In addition, one or more embodiments include 
one or more communication capabilities, interfaces, and 
features such as instances of Bluetooth™ 1070, a 3G/4G 
modem 1075, a global positioning system (GPS) 1080, and 
an 802.11 WiFi 1085. 

In operation, the example of FIG. 10 can offer processing 
capabilities, along with relatively low power consumption to 
enable computing of various types (e.g., mobile computing). 
In addition, such an architecture can enable any number of 
software applications (e.g., Android™, Adobe® Flash® 
Player, Java Platform Standard Edition (Java SE), JavaFX, 
Linux, Microsoft Windows Embedded, Symbian and 
Ubuntu, etc.). In at least one embodiment, the core processor 
may implement an out-of-order superscalar pipeline with a 
coupled low-latency level-2 cache. 

Turning to FIG. 11, FIG. 11 is a simplified block diagram 
illustrating potential electronics and logic that may be asso­
ciated with wearable electronic device 40 discussed herein. 
In at least one example embodiment, system 1100 can 
include a touch controller 1102, fingerprint sensor controller 
1104, one or more processors 1106, system control logic 
1108 coupled to at least one of processor(s) 1106, system 
memory 1110 coupled to system control logic 1108, non­
volatile memory and/or storage device(s) 1134 coupled to 
system control logic 1108, display controller 1114 coupled 
to system control logic 1108, display controller 1114 
coupled to one or more display device(s) 1112, power 

20 least one embodiment, can include one or more memory 
controllers to provide an interface to system memory 1110. 
System memory 1110 may be used to load and store data 
and/or instructions, for example, for system 1100. System 
memory 1110, in at least one embodiment, can include any 

25 suitable volatile memory, such as suitable dynamic random 
access memory (DRAM) for example. System control logic 
1108, in at least one embodiment, can include one or more 
I/O controllers to provide an interface to display device 
1112, touch controller 1102, and non-volatile memory and/ 

30 or storage device(s) 1134. 
Non-volatile memory and/or storage device(s) 1134 may 

be used to store data and/or instructions, for example within 
software 1130. Non-volatile memory and/or storage 
device(s) 1134 may include any suitable non-volatile 

35 memory, such as flash memory for example, and/or may 
include any suitable non-volatile storage device(s), such as 
one or more hard disc drives (HDDs), solid state drives 
(SSDs ), etc. for example. 

Power management controller 1120 may include power 
40 management logic 1132 configured to control various power 

management and/or power saving functions. In at least one 
example embodiment, power management controller 1120 is 
configured to reduce the power consumption of components 
or devices of system 1100 that may either be operated at 

45 reduced power or turned off when the wearable electronic 
device is in an inactive state (e.g., not being accessed, etc.). 
For example, in at least one embodiment, when the wearable 
electronic device is in an inactive state, power management 
controller 1120 performs one or more of the following: 

50 power down the unused portion of the display and/or any 
backlight associated therewith; allow one or more of pro­
cessor( s) 1106 to go to a lower power state if less computing 
power is required in the closed configuration; and shutdown 
any devices and/or components (e.g., wireless module) that 

55 may be unused when an electronic device is in an inactive 
state. 

Communications interface(s) 1118 may provide an inter­
face for system 1100 to communicate over one or more 
networks and/or with any other suitable device. Communi-

60 cations interface(s) 1118 may include any suitable hardware 
and/or firmware. Communications interface(s) 1118, in at 
least one example embodiment, may include, for example, a 
network adapter, a wireless network adapter, a telephone 
modem, and/or a wireless modem. System control logic 

65 1108, in at least one embodiment, can include one or more 
I/O controllers to provide an interface to any suitable 
input/output device(s) such as, for example, an audio device 
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to help convert sound into corresponding digital signals 
and/or to help convert digital signals into corresponding 
sound, a camera or a camcorder. 

22 
on the fingerprint sensor technology for fingerprint sensor 
1136. Fingerprint sensor interface circuitry 1138, in one or 
more embodiments, may support any suitable multi-finger­
print capturing technology. Fingerprint sensor interface cir­
cuitry 1138, in at least one embodiment, can include any 
suitable circuitry to convert analog signals corresponding to 
a captured fingerprint into any suitable digital fingerprint 
data. Suitable digital fingerprint data for at least one embodi­
ment may include, for example, a fingerprint image or 

For at least one embodiment, at least one processor 1106 
may be packaged together with logic for one or more 
controllers of system control logic 1108. In at least one 
embodiment, at least one processor 1106 may be packaged 
together with logic for one or more controllers of system 
control logic 1108 to form a System in Package (SiP). In at 
least one embodiment, at least one processor 1106 may be 
integrated on the same die with logic for one or more 
controllers of system control logic 1108. For at least one 
embodiment, at least one processor 1104 may be integrated 

10 capacitive ridge/valley measurement data for a fingerprint. 
For biometric sensors, one or more biometric sensor 

controllers 1104 may include biometric sensor interface 
circuitry 1142 and biometric sensor control logic (e.g., for 
voice sensor control, fingerprint sensor control, eye sensor on the same die with logic for one or more controllers of 

system control logic 1108 to form a System on Chip (SoC). 
For touch control, touch controller 1102 may include 

touch sensor interface circuitry 1124 and touch control logic 
1126. Touch sensor interface circuitry 1124 may be coupled 
to one or more touch sensor(s) 1122 to detect touch input(s) 
over a first touch surface layer and a second touch surface 
layer of a display (e.g., at least one display device 1112). 
Touch sensor interface circuitry 1124 may include any 
suitable circuitry that may depend, for example, at least in 
part on the touch-sensitive technology used for a touch input 
device 1116, which may include one or more touch sensor(s) 
1122. Touch sensor interface circuitry 1124, in one embodi­
ment, may support any suitable multi-touch technology. 
Touch sensor interface circuitry 1124, in at least one 
embodiment, can include any suitable circuitry to convert 
analog signals corresponding to a first touch surface layer 
and a second surface layer into any suitable digital touch 
input data. Suitable digital touch input data for at least one 
embodiment may include, for example, touch location or 
coordinate data. 

15 control, facial feature sensor control, hand sensor control, 
etc.). Biometric sensor interface circuitry 1142 may be 
coupled to a biometric sensor (e.g., microphone, fingerprint 
sensor, eye sensor (retinas and/or irises), facial feature 
sensor, hand sensor (geometry and/or palm print), etc.) to 

20 control the operation of the particular biometric sensor and 
receive the particular inputs ( e.g., voice patterns, finger­
prints, retina and/or iris measurements, hand geometry, palm 
print, etc.). Biometric sensor circuitry 1142 may include any 
suitable circuitry that may depend, for example, at least in 

25 part on the particular technology (e.g., voice and/or speech 
sensor technology, fingerprint sensor technology, facial fea­
ture sensor technology, hand geometry sensor technology, 
palm print sensor technology, etc.) used for the particular 
biometric sensor. For example, biometric sensor interface 

30 circuitry 1142 for a fingerprint sensor may support multi­
fingerprint capturing technology. In another example, bio­
metric sensor interface circuitry 1142 for a microphone may 
support both voice recognition (i.e., identification of a 
particular user based on voice patterns) and speech recog-

Touch control logic 1126 may be coupled to help control 
touch sensor interface circuitry 1124 in any suitable manner 

35 nition (i.e., recognition of particular speech content). 

to detect touch input over a first touch surface layer and a 
second touch surface layer. Touch control logic 1126 for at 
least one example embodiment may also be coupled to 
output in any suitable manner digital touch input data 40 

corresponding to touch input detected by touch sensor 
interface circuitry 1124. Touch control logic 1126 may be 
implemented using any suitable logic, including any suitable 
hardware, firmware, and/or software logic (e.g., non-transi­
tory tangible media), that may depend, for example, at least 45 

in part on the circuitry used for touch sensor interface 
circuitry 1124. Touch control logic 1126 for at least one 
embodiment may support any suitable multi-touch technol­
ogy. 

Touch control logic 1126 may be coupled to output digital 50 

touch input data to system control logic 1108 and/or at least 
one processor 1106 for processing. At least one processor 
1106 for at least one embodiment may execute any suitable 
software to process digital touch input data output from 
touch control logic 1126. Suitable software may include, for 55 

example, any suitable driver software and/or any suitable 
application software. 

For fingerprint sensor control, fingerprint sensor control-
ler 1104 may include touch sensor interface circuitry 1138 
and fingerprint sensor control logic 1140. Fingerprint sensor 60 

interface circuitry 1138 may be coupled to a fingerprint 
sensor 1136 to control operation of fingerprint sensor 1136 
and receive one or more captured fingerprints that may be 
captured over a surface layer of a display ( e.g., at least one 
display device 1112) using fingerprint sensor 1136. Finger- 65 

print sensor interface circuitry 1138 may include any suit­
able circuitry that may depend, for example, at least in part 

Depending on the particular biometric sensor used, input 
sensor interface circuitry 1142 may also include suitable 
circuitry to convert analog signals into any suitable digital 
data. 

Biometric sensor control logic 1144 may be coupled to 
control biometric sensor interface circuitry 1142 in any 
suitable manner to control the particular biometric sensor 
and to capture appropriate data. Biometric sensor control 
logic 1144, for at least one embodiment, may also be 
coupled to output in any suitable manner digital data 
detected by biometric sensor interface circuitry 1142. Bio-
metric sensor control logic 1144 may be implemented using 
any suitable logic, including any suitable hardware, firm­
ware, and/or software logic (e.g., non-transitory tangible 
media), that may depend, for example, at least in part on the 
circuitry used for biometric sensor interface circuitry 1142. 
Biometric sensor control logic 1144, for at least one embodi­
ment, may support any suitable voice recognition technol­
ogy, speech recognition technology, retina and/or iris rec­
ognition data, single or multi-fingerprint capturing 
technology, hand measurement technology, palm print cap-
turing technology, and any other technology associated with 
the particular sensor being used. 

Biometric sensor control logic 1144 may be coupled to 
output digital data ( e.g., voice data, fingerprint data, eye 
data, hand data, palm data, etc.) to system control logic 1108 
and/or at least one processor 1106 for processing. At least 
one processor 1106 for at least one embodiment may execute 
any suitable software to process the digital data output from 
biometric sensor control logic 1144. For example, digital 
data may, in one or more embodiments, be processed to 
verify the digital data based on biometric credentials of an 
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authorized user that may be stored in non-volatile memory 
and/or storage 734 or in suitable storage in the cloud. 
Suitable software may include, for example, any suitable 
driver software and/or any suitable application software. As 
illustrated in FIG. 11, system memory 1110 may store 
suitable software 1128 and/or non-volatile memory and/or 
storage device(s) may store any suitable software 1134. 

It will be apparent that, depending on the particular 
wearable electronic device or smart device, other compo­
nents may be present in particular wearable electronic 10 

device or smart device that are not shown in FIGS. 10-11. 
Conversely, not all components illustrated in FIGS. 10-11 
will necessarily be present in a particular wearable elec­
tronic device or smart device. By way of example, a headset 
may not include components enabling video display and 15 

interaction (e.g., video codec 1020, OLED video I/F 1025, 
display controller 1114, display devices 712, touch input 
device 1116, touch sensors 722, touch controller 1102, touch 
sensor interface circuitry 1124, touch control logic 1126). In 
another example, a secondary smart device, which is added 20 

to a trust group after a primary smart device has enrolled a 
user's authentication credentials with a wearable electronic 
device, may or may not include any biometric technology 
(e.g., biometric sensor 1136, biometric sensor controller 
1104, biometric sensor interface circuitry 1138, biometric 25 

sensor control logic 1140). 
Note that in some example implementations, the functions 

outlined herein may be implemented in conjunction with 
logic that is encoded in one or more tangible, non-transitory 
computer readable storage media ( e.g., embedded logic 30 

provided in an application-specific integrated circuit 
(ASIC), in digital signal processor (DSP) instructions, soft­
ware [potentially inclusive of object code and source code] 
to be executed by a processor, or other similar machine, 
etc.). In some of these instances, memory elements can store 35 

data used for the operations described herein. This can 
include the memory elements being able to store software, 
logic, code, or processor instructions that are executed to 
carry out the activities described herein. A processor can 
execute any type of instructions associated with the data to 40 

achieve the operations detailed herein. In one example, the 
processors could transform an element or an article ( e.g., 
data) from one state or thing to another state or thing. In 
another example, the activities outlined herein may be 
implemented with fixed logic or progranmiable logic ( e.g., 45 

software/computer instructions executed by a processor) and 
the elements identified herein could be some type of a 
programmable processor, programmable digital logic ( e.g., a 
field progranmiable gate array (FPGA), a DSP, an erasable 
programmable read only memory (EPROM), electrically 50 

erasable progranmiable read-only memory (EEPROM)) or 
an ASIC that can include digital logic, software, code, 
electronic instructions, or any suitable combination thereof. 

Wearable devices (e.g., 40, 60, 90), smart devices (e.g., 

24 
construed as being encompassed within the broad term 
'memory element.' Moreover, the information being used, 
stored, tracked, sent, or received in wearable devices, smart 
devices, and network elements in the cloud, could be pro­
vided in any storage structure including, but not limited to, 
a repository, database, register, queue, table, or cache, all of 
which could be referenced at any suitable timeframe. Any 
such storage structures (e.g., trust group table 45, biometric 
credential files 43, etc.) may also be included within the 
broad term 'memory element' as used herein. 

It is imperative to note that all of the specifications, 
dimensions, and relationships outlined herein ( e.g., size, 
materials, etc.), in addition to other protocols and relation­
ships (e.g., specific operations, timing intervals, etc.) have 
only been offered for purposes of example and teaching 
only. Each of these data may be varied considerably without 
departing from the spirit of the present disclosure, or the 
scope of the appended claims. The specifications apply to 
non-limiting examples and, accordingly, they should be 
construed as such. 

Numerous other changes, substitutions, variations, altera­
tions, and modifications may be ascertained to one skilled in 
the art and it is intended that the present disclosure encom­
pass all such changes, substitutions, variations, alterations, 
and modifications as falling within the scope of the 
appended claims. In order to assist the United States Patent 
and Trademark Office (USPTO) and, additionally, any read­
ers of any patent issued on this application in interpreting the 
claims appended hereto, Applicant wishes to note that the 
Applicant: (a) does not intend any of the appended claims to 
invoke paragraph six (6) of35 U.S.C. section 112 as it exists 
on the date of the filing hereof unless the words "means for" 
or "step for" are specifically used in the particular claims; 
and (b) does not intend, by any statement in the specifica­
tion, to limit this disclosure in any way that is not otherwise 
reflected in the appended claims. 

OTHER NOTES AND EXAMPLES 

The following examples pertain to embodiments in accor­
dance with this Specification. Note that all optional features 
of the apparatuses and systems described above may also be 
implemented with respect to the method or process 
described herein and specifics in the examples may be used 
anywhere in one or more embodiments. 

Example 1 is a wearable electronic device, comprising a 
biometric sensor, and logic, at least a portion of which is 
implemented in hardware, the logic configured to: receive 
input data indicative of biometric input; attempt to authen­
ticate the input data based, at least in part, on at least one 
biometric credential of an authorized user; establish a wire­
less connection to a smart device; determine whether the 
smart device is included in a trust group of one or more 
smart devices; and send a communication to unlock the 
smart device when the input data is successfully authenti­
cated and the trust group includes the smart device. 

In Example 2, the subject matter of Example 1 can 
optionally include the logic being configured to receive the 
at least one biometric credential of the authorized user from 

20, 71, 72(1)-72(N)), and network elements in the cloud may 55 

keep data and information in any suitable memory element 
(e.g., random access memory (RAM), read-only memory 
(ROM), programmable ROM (PROM), erasable PROM 
(EPROM), electrically EPROM (EEPROM), a disk drive, a 
floppy disk, a compact disk ROM (CD-ROM), a digital 
versatile disk (DVD), flash memory, a magneto-optical disk, 

60 one of the smart device and a cloud. 

an application specific integrated circuit (ASIC), or other 
types of nonvolatile machine-readable media that are 
capable of storing data and information), software, hard­
ware, firmware, or in any other suitable component, device, 65 

element, or object where appropriate and based on particular 
needs. Any of the memory items discussed herein should be 

In Example 3, the subject of matter of any one of 
Examples 1-2 can optionally include one or more memory 
elements, where the logic is configured to store the at least 
one biometric credential in the one or more memory ele­
ments. 

In Example 4, the subject of matter of any one of 
Examples 1-3 can optionally include the logic being con-
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figured to determine the smart device is included in the trust 
group when information uniquely identifying the smart 
device is stored in a memory element associated with the 
trust group. 

In Example 5, the subject of matter of Example 4 can 
optionally include the memory element including a mapping 
between a device identifier of the smart device and a shared 
secret used to secure the wireless connection. 

In Example 6, the subject of matter of any one of 
Examples 1-5 can optionally include the logic being con­
figured to receive other input data indicative of other bio­
metric input, wherein the communication includes the other 
input data. 

26 
trust group when information uniquely identifying the smart 
device is stored in a memory element associated with the 
trust group. 

In Example 17, the subject matter of Example 16 can 
optionally include the memory element including a mapping 
between a device identifier of the smart device and a shared 
secret used to secure the wireless connection. 

In Example 18, the subject matter of any one of Examples 
13-17 can optionally include the instructions, when executed 

10 by the at least one processor, causing the at least one 
processor to receive other input data indicative of other 
biometric input, where the communication includes the 
other input data. 

In Example 7, the subject of matter of any one of 15 
Examples 1-6 can optionally include the logic being con­
figured to not send the communication to unlock the smart 
device when the input data is not successfully authenticated. 

In Example 19, the subject matter of any one of Examples 
13-18 can optionally include the instructions, when executed 
by the at least one processor, causing the at least one 
processor to not send the communication to unlock the smart 
device when the input data is not successfully authenticated. In Example 8, the subject of matter of any one of 

Examples 1-6 can optionally include the logic being further 20 

configured to send an authentication result to the smart 
device, wherein the authentication result indicates whether 

In Example 20, the subject matter of any one of Examples 
13-18 can optionally include the instructions, when executed 
by the at least one processor, causing the at least one 
processor to send an authentication result to the smart 
device, where the authentication result indicates whether the 

the input data was successfully authenticated. 
In Example 9, the subject of matter of any one of 

Examples 1-8 can optionally include the biometric sensor 
including a voice sensor, the logic being configured to 
authenticate the input data based on verifying a voice trigger 
in the input data and verifying a voice represented by the 
input data corresponds to a voice of the authorized user. 

In Example 10, the subject of matter of any one of 
Examples 1-8 can optionally include the biometric sensor 
including one of a voice sensor, a fingerprint sensor, an eye 
sensor, and a hand sensor. 

In Example 11, the subject of matter of any one of 
Examples 1-5 and 7-10 can optionally include the logic 
being configured to: receive other input data indicative of 
user input to access an application or service on the smart 
device; and send the other input data to the smart device. 

In Example 12, the subject of matter of Example 11 can 
optionally include a type of the user input being distinct 
from a type of the biometric input. 

Example 13 is at least one computer readable storage 
medium comprising instructions for a wearable electronic 
device that, when executed by at least one processor, cause 
the at least one processor to: receive input data indicative of 
biometric input; attempt to authenticate the input data based, 
at least in part, on at least one biometric credential of an 
authorized user; establish a wireless connection to a smart 
device; determine whether the smart device is included in a 
trust group of one or more smart devices; and send a 
communication to unlock the smart device when the input 
data is successfully authenticated and when the trust group 
includes the smart device. 

In Example 14, the subject matter of Example 13 can 
optionally include the instructions, when executed by the at 
least one processor, causing the at least one processor to 
receive the at least one biometric credential of the authorized 
user from one of the smart device and a cloud. 

25 input data was successfully authenticated. 
In Example 21, the subject matter of any one of Examples 

13-20 can optionally include the biometric sensor including 
a voice sensor, where the instructions, when executed by the 
at least one processor, are configured to authenticate the 

30 input data based on verifying a voice trigger in the input data 
and verifying a voice represented by the input data corre­
sponds to a voice of the authorized user. 

In Example 22, the subject matter of any one of Examples 
13-20 can optionally include the biometric sensor including 

35 one of a voice sensor, a fingerprint sensor, an eye sensor, and 
a hand sensor. 

In Example 23, the subject matter of any one of Examples 
13-17 and 19-22 can optionally include the instructions, 
when executed by the at least one processor, causing the at 

40 least one processor to: receive other input data indicative of 
user input to access an application or service on the smart 
device; and send the other input data to the smart device. 

In Example 24, the subject matter of Example 23 can 
optionally a type of the user input being distinct from a type 

45 of the biometric input. 
Example 25 is a method for a wearable electronic device, 

comprising: receiving input data indicative of biometric 
input; attempting to authenticate the input data based, at 
least in part, on at least one biometric credential of an 

50 authorized user; establishing a wireless connection to a 
smart device; determining whether the smart device is 
included in a trust group of one or more smart devices; and 
sending a communication to unlock the smart device when 
the input data is successfully authenticated and when the 

55 trust group includes the smart device. 

In Example 15, the subject matter of any one of Examples 
13-14 can optionally include the instructions, when executed 60 

by the at least one processor, causing the at least one 
processor to store the at least one biometric credential in one 

In Example 26, the subject matter of Example 25 can 
optionally include receiving the at least one biometric cre­
dential of the authorized user from one of the smart device 
and a cloud. 

In Example 27, the subject matter of any one of Examples 
25-26 can optionally include storing the at least one bio­
metric credential in one or more memory elements. 

or more memory elements. 
In Example 16, the subject matter of any one of Examples 

13-15 can optionally include the instructions, when executed 65 

by the at least one processor, causing the at least one 
processor to determine the smart device is included in the 

In Example 28, the subject matter of any one of Examples 
25-27 can optionally include determining the smart device is 
included in the trust group when information uniquely 
identifying the smart device is stored in a memory element 
associated with the trust group. 
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In Example 29, the subject matter of Example 28 can 
optionally include the memory element including a mapping 
between a device identifier of the smart device and a shared 
secret used to secure the wireless connection. 

In Example 30, the subject matter of any one of Examples 
25-29 can optionally include receiving other input data 
indicative of other biometric input, where the communica­
tion includes the other input data. 

28 
by the at least one processor, causing the at least one 
processor to: determine, prior to receiving the communica­
tion, identity information of the wearable electronic device; 
and store the identity information of the wearable electronic 
device. 

In Example 44, the subject matter of Example 43 can 
optionally include the instructions, when executed by the at 
least one processor, causing the at least one processor to 
compare the identity information of the sender to the stored In Example 31, the subject matter of any one of Examples 

25-30 can optionally include the communication to unlock 
the smart device not being sent to the smart device when the 
input data is not successfully authenticated. 

10 identity information of the wearable electronic device to 
determine whether the sender is the wearable electronic 

In Example 32, the subject matter of any one of Examples 
25-30 can optionally include sending an authentication 
result to the smart device, where the authentication result 15 

indicates whether the input data was successfully authenti­
cated. 

In Example 33, the subject matter of any one of Examples 
25-32 can optionally include the biometric sensor including 
a voice sensor, where the method can optionally include 20 

authenticating the input data based on verifying a voice 
trigger in the input data and verifying a voice represented by 
the input data corresponds to a voice of the authorized user. 

In Example 34, the subject matter of any one of Examples 
25-32 can optionally include the biometric sensor including 25 

one of a voice sensor, a fingerprint sensor, an eye sensor, and 
a hand sensor. 

In Example 35, the subject matter of any one of Examples 
25-29 and 31-34 can optionally include receiving other input 
data indicative of user input to access an application or 30 

service on the smart device; and sending the other input data 
to the smart device. 

device. 
In Example 45, the subject matter of any one of Examples 

41-44 can optionally include the at least one biometric 
credential being based on a biometric characteristic of the 
user, the biometric characteristic including one of a voice, a 
fingerprint, an eye, facial features, and hand features. 

In Example 46, the subject matter of any one of Examples 
41-45 can optionally include the communication including a 
command to enable voice recognition by the smart device 
and the instructions, when executed by the at least one 
processor, causing the at least one processor to receive a 
subsequent communication from the wearable electronic 
device that includes voice input data. 

In Example 47, the subject matter of Example 46 can 
optionally include the instructions, when executed by the at 
least one processor, causing the at least one processor to 
provide the voice input data to a personal assistant applica­
tion on the smart device. 

In Example 48, the subject matter of any one of Examples 
41-4 7 can optionally include the instructions, when executed 
by the at least one processor, causing the at least one 
processor to: receive an authentication result indicating 
whether an authentication of input data indicative of bio-

In Example 36, the subject matter of Example 35 can 
optionally include a type of the user input being distinct 
from a type of the biometric input. 

Example 37 is an apparatus for extending authentication 
to a smart device, the apparatus comprising means for 
performing the method of any one of Examples 25-36. 

35 metric input by a user was successful; and allow selective 
access to applications and services on the smart device based 
on the authentication result. 

In Example 38, the subject matter of Example 37 can 
optionally include the means for performing the method 40 

comprising at least one processor and at least one memory 
element. 

In Example 39, the subject matter of Example 38 can 
optionally include the at least one memory element com­
prising machine readable instructions that when executed, 45 

cause the apparatus to perform the method of any one of 
Examples 25-36. 

Example 49 is a method for protecting private data on a 
smart device, the method comprising: generating at least one 
biometric credential of a user; sending the at least one 
biometric credential to a wearable electronic device; receiv-
ing, on the smart device, a communication; determining 
identity information of a sender of the communication; and 
unlocking the smart device when the identity information 
indicates the sender is the wearable electronic device. 

In Example 50, the subject matter of Example 49 can 
optionally include the identity information including a 
device identifier corresponding to the sender and a shared 
secret associated with a wireless connection between the 

In Example 40, the subject matter of any one of Examples 
37-39 can optionally include the apparatus being a wearable 
electronic device. 50 smart device and the sender. 

Example 41 is at least one computer readable storage 
medium comprising instructions for a smart device that, 
when executed by at least one processor, cause the at least 
one processor to: generate at least one biometric credential 
of a user; send the at least one biometric credential to a 55 

wearable electronic device; receive, on the smart device, a 
communication; determine identity information of a sender 

In Example 51, the subject matter of any one of Examples 
49-50 can optionally include determining, prior to receiving 
the communication, identity information of the wearable 
electronic device; and storing the identity information of the 
wearable electronic device. 

In Example 52, the subject matter of Example 51 can 
optionally include comparing the identity information of the 
sender to the stored identity information of the wearable 
electronic device to determine whether the sender is the 

of the communication; and unlock the smart device when the 
identity information indicates the sender is the wearable 
electronic device. 60 wearable electronic device. 

In Example 42, the subject matter of Example 41 can 
optionally include the identity information including a 
device identifier corresponding to the sender and a shared 
secret associated with a wireless connection between the 
smart device and the sender. 

In Example 43, the subject matter of any one of Examples 
41-42 can optionally include the instructions, when executed 

In Example 53, the subject matter of any one of Examples 
49-52 can optionally include at least one biometric creden­
tial being based on a biometric characteristic of the user, the 
biometric characteristic including one of a voice, a finger-

65 print, an eye, facial features, and hand features. 
In Example 54, the subject matter of any one of Examples 

49-53 can optionally include the communication including a 
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command to enable voice recognition by the smart device, 
and further including receiving a subsequent communication 
from the wearable electronic device that includes voice input 
data. 

In Example 55, the subject matter of Example 54 can 
optionally include providing the voice input data to a 
personal assistant application on the smart device. 

In Example 56, the subject matter of any one of Examples 
49-55 can optionally include receiving an authentication 
result indicating whether an authentication of input data 10 

indicative of biometric input by a user was successful; and 
allowing selective access to applications and services on the 
smart device based on the authentication result. 

30 
2. The wearable electronic device of claim 1, wherein the 

logic is configured to receive the at least one biometric 
credential of the authorized user from the smart device or the 
cloud. 

3. The wearable electronic device of claim 2, further 
comprising: 

one or more memory elements, wherein the logic is 
configured to store the at least one biometric credential 
in the one or more memory elements. 

4. The wearable electronic device of claim 1, wherein the 
device identifier includes information uniquely identifying 
the smart device. 

5. The wearable electronic device of claim 1, wherein the 
shared secret is used to encrypt communications sent over Example 57 is an apparatus for protecting data, the 

apparatus comprising means for performing the method of 
any one of Examples 49-56. 

15 the wireless connection. 

In Example 58, the subject matter of Example 57 can 
optionally include the means for performing the method 
comprising at least one processor and at least one memory 
element. 

In Example 59, the subject matter of Example 58 can 
optionally include the at least one memory element com­
prising machine readable instructions that when executed, 
cause the apparatus to perform the method of any one of 
Examples 49-56. 

In Example 60, the subject matter of any one of Examples 
57-59 can optionally include the apparatus being a smart 
device. 

20 

25 

6. The wearable electronic device of claim 1, wherein the 
second input data includes other biometric input. 
7. The wearable electronic device of claim 1, wherein the 

logic is configured to: 
not send the communication to unlock the smart device 

when the first input data is not successfully authenti­
cated. 

8. The wearable electronic device of claim 1, wherein the 
logic is further configured to: 

send an authentication result to the smart device, wherein 
the authentication result indicates whether the first 
input data was successfully authenticated. 

9. The wearable electronic device of claim 1, wherein the 
biometric sensor includes a voice sensor, wherein the logic 

What is claimed is: 
1. A wearable electronic device, comprising: 
a biometric sensor including at least one of a voice sensor, 

a fingerprint sensor, an eye sensor, a facial feature 
sensor, a pulse sensor, or a hand sensor; and 

30 is configured to authenticate the first input data based on 
verifying a voice trigger in the first input data and verifying 
a voice represented by the first input data corresponds to a 
voice of the authorized user. 

logic, at least a portion of which is implemented in 
hardware, the logic configured to: 

10. The wearable electronic device of claim 1, wherein the 
35 biometric sensor includes one or more other sensors selected 

receive first input data indicative of biometric input; 
establish a wireless connection to a smart device upon 

from a group of sensors including a voice sensor, a finger­
print sensor, an eye sensor, a facial features sensor, a pulse 
sensor, and a hand sensor. 

the first input data being authenticated by the wear­
able electronic device based, at least in part, on at 40 

least one biometric credential of an authorized user, 
wherein the smart device is an electronic device 
capable of wireless communication exchanges with 

11. The wearable electronic device of claim 1, wherein the 
wireless connection between the smart device and the wear­
able electronic device is secured using the shared secret. 

12. The wearable electronic device of claim 11, wherein 
the shared secret is created during a process to enable secure 
wireless connections between the wearable electronic device 

45 and the smart device. 
the wearable electronic device; 

determine the smart device is included in a trust group 
of smart devices based on determining a device 
identifier of the smart device is mapped to a shared 
secret in a trust group table in the wearable electronic 
device, the mapping in the trust group table estab­
lished a priori based on a prior wireless connection 50 

between the smart device and the wearable electronic 
device, wherein for each smart device of the trust 
group, a respective device identifier is mapped to a 
unique shared secret established between that smart 
device of the trust group and the wearable electronic 55 

device; 
receive second input data indicative of user input to 

access the smart device; and 
send a communication to unlock the smart device upon a 

first condition and a second condition being satisfied, 60 

the first condition being that the first input data is 
successfully authenticated by the wearable electronic 
device and the second condition being that the trust 
group is determined to include the smart device, 
wherein the communication is based on the second 65 

input data indicative of user input to access the smart 
device. 

13. At least one non-transitory computer readable storage 
medium comprising instructions for a wearable electronic 
device that, when executed by at least one processor, cause 
the at least one processor to: 

receive first input data indicative of biometric input, 
wherein the wearable electronic device includes at least 
one of a voice sensor, a fingerprint sensor, an eye 
sensor, a facial feature sensor, a pulse sensor, or a hand 
sensor; 

establish a wireless connection to a smart device upon the 
first input data being authenticated by the wearable 
electronic device based, at least in part, on at least one 
biometric credential of an authorized user, wherein the 
smart device is an electronic device capable of wireless 
communication exchanges with the wearable electronic 
device; 

determine the smart device is included in a trust group of 
smart devices based on determining a device identifier 
of the smart device is mapped to a shared secret in a 
trust group table in the wearable electronic device, the 
mapping in the trust group table established a priori 
based on a prior wireless connection between the smart 
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device and the wearable electronic device, wherein for 
each smart device of the trust group, a respective device 
identifier is mapped to a unique shared secret estab­
lished between that smart device of the trust group and 
the wearable electronic device; 

receive second input data indicative of user input to 
access the smart device; and 

send a communication to unlock the smart device upon a 
first condition and a second condition being satisfied, 
the first condition being that the first input data is 10 

successfully authenticated by the wearable electronic 
device and the second condition being that the trust 
group is determined to include the smart device 
wherein the communication is based on the second 
input data indicative of user input to access the smart 15 

device. 
14. The at least one non-transitory computer readable 

storage medium of claim 13, comprising instructions that, 
when executed by the at least one processor, cause the at 
least one processor to: 20 

receive the at least one biometric credential of the autho­
rized user from one of the smart device and a cloud. 

15. The at least one non-transitory computer readable 
storage medium of claim 13, wherein the 

second input data is indicative of user input to access an 25 

application or service on the smart device. 
16. The at least one non-transitory computer readable 

~tor~g~ medium of claim 15, wherein a type of the user input 
1s d1stmct from a type of the biometric input. 

17. The at least one non-transitory computer readable 30 

storage medium of claim 13, wherein the wearable elec­
tronic device includes one or more other biometric sensors 
to receive one or more other biometric input. 

18. The at least one non-transitory computer readable 
~torage medium of claim 13, wherein the second input data 35 

mcludes other biometric input. 
19. The at least one non-transitory computer readable 

storage medium of claim 13, comprising instructions that, 
when executed by the at least one processor, cause the at 
least one processor to: 40 

not send the communication to unlock the smart device 
when the first input data is not successfully authenti­
cated. 

20. The at least one non-transitory computer readable 
storage medium of claim 13, comprising instructions that, 45 

when executed by the at least one processor, cause the at 
least one processor to: 

send an authentication result to the smart device wherein 
the authentication result indicates whether' the first 
input data was successfully authenticated. 

32 
21. The at least one non-transitory computer readable 

storage medium of claim 13, wherein the wireless connec­
tion between the smart device and the wearable electronic 
device is secured using the shared secret. 
. 22. A method for a wearable electronic device, compris­
mg: 

receiving first input data indicative of biometric input, 
wherein the wearable electronic device includes at least 
one of a voice sensor, a fingerprint sensor, an eye 
sensor, a facial feature sensor, a pulse sensor, or a hand 
sensor; 

establishing a wireless connection to a smart device upon 
the first input data being authenticated by the wearable 
electronic device based, at least in part, on at least one 
biometric credential of an authorized user, wherein the 
smart device is an electronic device capable of wireless 
communication exchanges with the wearable electronic 
device; 

determining the smart device is included in a trust group 
of smart devices based on determining a device iden­
tifier of the smart device is mapped to a shared secret 
in a trust group table in the wearable electronic device 
the mapping in the trust group table established a priori 
based on a prior wireless connection between the smart 
device and the wearable electronic device, wherein for 
each smart device of the trust group, a respective device 
identifier is mapped to a unique shared secret estab­
lished between that smart device of the trust group and 
the wearable electronic device; 

receiving second input data indicative of user input to 
access the smart device; and 

sending a communication lo unlock the smart device upon 
a first condition and a second condition being satisfied, 
the first condition being that the first input data is 
successfully authenticated by the wearable electronic 
device and the second condition being that the trust 
group is determined to include the smart device 
wherein the communication is based on the second 
input data indicative of user input to access the smart 
device. 

23. The method of claim 22, further comprising: 
receiving the at least one biometric credential of the 

authorized user from one of the smart device and a 
cloud. 

24. The method of claim 22, wherein the device identifier 
includes information uniquely identifying the smart device. 

25. The method of claim 22, wherein the wearable elec­
tronic device includes one or more other biometric sensors 
to receive one or more other biometric input. 

* * * * * 




