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PREAUTHORIZED WEARABLE BIOMETRIC
DEVICE, SYSTEM AND METHOD FOR USE
THEREOF

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This non-provisional patent application claims the
benefit at least under 35 U.S.C. §119(e) of U.S. Provisional
Patent Application Ser. No. 61/858,479 filed on Jul. 25,2013,
which is incorporated herein by reference.

FIELD OF THE INVENTION

[0002] The present invention pertains to biometric authen-
tication of a user, and more particularly but not exclusively, to
a method for user authentication that separates biometric
identity authentication from access control.

BACKGROUND

[0003] Identity authentication for access control as well as
personalization of the environment is a key capability tied to
many aspects of daily life, and is becoming even more vital
with increasingly personalized technology offerings. Some
methods for identity authentication can add varying levels of
friction to our daily lives. In some cases, the cumulative
friction that authentication mechanisms cause in user’s daily
lives may be causing significant difficulty and inconvenience
for users. In the case of physical items, such as keys and cards,
users may be carrying an ever-increasing load in their pockets
and bags, having to dig out various items throughout the day.
In the case of passwords and PINs, user’s online accounts and
smart devices may require them, but remembering them
while also making them sufficiently secure has become an
elusive goal. Furthermore, these items, physical or digital,
may be stolen or copied. Modern biometric devices have
promised a world of automatic and seamless identification,
however the practical realities result in trade-offs between
security/accuracy and convenience. The trade-off may be tol-
erable when examining a single instance use of these tech-
nologies, but the trade-off becomes increasingly intolerable
when the technology is utilized multiple times throughout the
day, for every interaction that requires identity authentication
i.e., every time you unlock your smart phone, unlock your car,
pay by credit or debit, access your office building, access your
office computer system, etc. Thus, it is with respect to these
and other considerations that these innovations are made.

BRIEF DESCRIPTION OF THE FIGURES

[0004] Non-limiting and non-exhaustive embodiments of
the present innovations are described with reference to the
following drawings. In the drawings, like reference numerals
refer to like parts throughout the various figures unless oth-
erwise specified. For a better understanding of the present
innovations, reference will be made to the following Descrip-
tion of the Various Embodiments, which is to be read in
association with the accompanying drawings, wherein:
[0005] FIG. 1 shows components of one embodiment of an
environment in which embodiments of the invention may be
practiced;

[0006] FIG. 2 shows one embodiment of a client computer
that may be included in a system in accordance with at least
one of the various embodiments;

[0007] FIG. 3 shows one embodiment of a network com-
puter, according to one embodiment of the invention;
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[0008] FIG. 4A and FIG. 4B illustrate a logical illustration
of'a wearable biometric device that is in accordance with at
least one of the various embodiments;

[0009] FIG. 5 illustrates a logical schematic of a biometric
device showing sensors for electrocardiogram signal captur-
ing in accordance with at least one of the various embodi-
ments;

[0010] FIG. 6 shows anoverview flowchart for a process for
enrolling a biometric device in accordance with at least one of
the various embodiments;

[0011] FIG. 7 shows anoverview flowchart for a process for
authenticating a biometric device with a previously enrolled
user in accordance with at least one of the various embodi-
ments;

[0012] FIG. 8 showsanoverview flowchart for a process for
authenticating a user with one or more access points in accor-
dance with at least one of the various embodiments.

[0013] FIG.9 showsanoverview flowchart for a process for
authenticating a user with one or more access points in accor-
dance with at least one of the various embodiments;

[0014] FIG. 10 shows an overview flowchart for a process
for de-authenticating a biometric device when it is removed
from a wearer in accordance with at least one of the various
embodiments;

[0015] FIG. 11 shows an overview flowchart for a process
that manages ifa biometric device encounters multiple access
points in accordance with at least one of the various embodi-
ments;

[0016] FIG. 12 shows an overview flowchart for a process
for authenticating a biometric device during encounters with
access points in accordance with at least one of the various
embodiments;

[0017] FIG. 13 shows an overview flowchart for a process
for configuring profiles for users and access points in accor-
dance with at least one of the various embodiments;

[0018] FIG. 14 shows an overview flowchart for a process
for configuring profiles for users in accordance with at least
one of the various embodiments;

[0019] FIG. 15 shows an overview flowchart for a process
for configuring profiles for access points in accordance with
at least one of the various embodiments;

[0020] FIG. 16 illustrates a portion of a user interface for
enrolling and/or configuring a biometric device in accordance
with at least one of the various embodiments; and

[0021] FIG. 17 illustrates a wearable biometric device in
accordance with at least one of the various embodiments. In at
least one of the various embodiments.

DETAILED DESCRIPTION OF THE INVENTION

[0022] The present innovations now will be described more
fully hereinafter with reference to the accompanying draw-
ings, which form a part hereof, and which show, by way of
illustration, specific embodiments by which the innovations
may be practiced. These innovations may, however, be
embodied in many different forms and should not be con-
strued as limited to the embodiments set forth herein; rather,
these embodiments are provided so that this disclosure will be
thorough and complete, and will fully convey the various
embodiments to at least those skilled in the art. Among other
things, the present innovations may be embodied as methods,
computers, or devices. Accordingly, the embodiments may
take the form of an entirely hardware embodiment, an entirely
software embodiment or an embodiment combining software
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and hardware aspects. The following detailed description is,
therefore, not to be taken in a limiting sense.

[0023] Unless defined otherwise, all technical and scien-
tific terms used herein have the same meaning as commonly
understood by one of ordinary skill in the art to which this
invention belongs.

[0024] Throughout the specification and claims, the fol-
lowing terms take the meanings explicitly associated herein,
unless the context clearly dictates otherwise. The phrase “In
one of the embodiments” or “in at least one of the various
embodiments” as used herein does not necessarily refer to the
same embodiment, though it may. Furthermore, the phrase
“in another embodiment” or “in some embodiments” as used
herein does not necessarily refer to a different embodiment,
although it may. Thus, as described below, various embodi-
ments may be readily combined, without departing from the
scope or spirit of the innovations disclosed herein.

[0025] Inaddition, as used herein, the term “or” is an inclu-
sive “or” operator, and is equivalent to the term “and/or,”
unless the context clearly dictates otherwise. The term “based
on” is not exclusive and allows for being based on additional
factors not described, unless the context clearly dictates oth-
erwise. In addition, throughout the specification, the meaning
of“a,” “an,” and “the” include plural references. The meaning
of “in” includes “in” and “on.”

[0026] As used in the specification and claims, the singular
forms “a”, “an” and “the” include plural references unless the
context clearly dictates otherwise.

[0027] Theterm “comprising” as used herein will be under-
stood to mean that the list following is non-exhaustive and
may or may not include any other additional suitable items,
for example one or more further feature(s), component(s)
and/or element(s) as appropriate.

[0028] The terms “biometric,” “biometric data,” or “bio-
metric signal” as used herein are understood to mean any
signal that can be obtained from a user that can uniquely
identify the user. Non-limiting examples of biometric signals
are gait, heart rate, galvanic skin response, temperature, fin-
gerprint, voice or voiceprint, body electrical characteristic,
body thermal characteristic, iris pattern, vein pattern, eye vein
pattern, facial or other anatomical structure, electrocardio-
gram, photoplethysmogram, electromyogram, electroen-
cephalogram, transient otoacoustic emissions, phonocardio-
gram, DNA, one or more chemical markers, one or more
biochemical markers, skin-color variation or discolouration,
perspiration, or a combination thereof. A unique identity of a
user can also be obtained by observing patterns or combina-
tions of more one biometric characteristic. For example a
person may have a unique heart rate at a particular tempera-
ture and with a particular amount of sweat. In this way, two or
more biometric observations can be combined or fused to
obtain a multi-modal unique biometric profile. This is espe-
cially useful in situations wherein one particular biometric is
not sufficient as a standalone identifier. In one example, per-
spiration and gait can be combined or fused to provide a
unique biometric profile for a user. Information from sources
that are standalone identifiers can also be combined in order
to increase accuracy and/or security. In another example, a
multi-modal biometric system may fuse fingerprints with iris
and face characteristics.

[0029] The term “access point” as used herein refers to any
logical or physical gateway, device, or application that
requires authorization, such as for security or personalization
purposes, and is otherwise locked or inaccessible to the user.
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Some non-limiting examples of physical access points are
electronically locked doors, parking transceivers, smart envi-
ronment technologies, vehicle doors and transit systems.
Some non-limiting examples of logical access points are
password, PIN or passcode protected electronic devices or
accounts, proof of payment systems, point of sale stations,
automated bank teller machines, library checkout systems,
and hotel and airport check-in stations.

[0030] Theterm “control signal” as used herein refers to the
signal sent by a biometric device to a physical or logical
access point that may enable the user to unlock or access the
access point. The control signal may be a binary encoded
sequence transmitted wired or wirelessly using but not lim-
ited to bluetooth, near field communication or Wifi. The con-
trol signal is preferably a non-biometric signal, however it can
also be a biometric signal if the access control at the access
point requires it.

[0031] The following briefly describes the embodiments of
the invention in order to provide a basic understanding of
some aspects of the invention. This brief description is not
intended as an extensive overview. It is not intended to iden-
tify key or critical elements, or to delineate or otherwise
narrow the scope. Its purpose is merely to present some con-
cepts in a simplified form as a prelude to the more detailed
description that is presented later.

[0032] Briefly stated, various embodiments are directed
towards authenticating users using biometric devices. In at
least one of the various embodiments, the biometric device
may be arranged to capture one or more biometric feature of
a user that may be wearing the biometric device. In at least
one of the various embodiments, capturing biometric features
of the user of the biometric device, may include, capturing
one or more biometric features that correspond to an electro-
cardiogram of the user.

[0033] In at least one of the various embodiments, the user
of the biometric device may be authenticated based on one or
more biometric features, or a combination thereof. In at least
one of the various embodiments, authenticating the user of
the biometric device, may also include: communicating infor-
mation that includes biometric features to an authorized
authentication device (AAD) that may be separate from the
biometric device; and comparing the biometric features to a
biometric profile that corresponds to the user and is stored on
the AAD, such that the biometric device may be preautho-
rized for the user if the biometric profile stored on the AAD
corresponds to one or more of the user’s biometric features.
[0034] Further, in at least one of the various embodiments,
when the user is authenticated, the biometric device may be
preauthorized for the user. Also, in at least one of the various
embodiments, when the preauthorized biometric device
senses at least one access point, an authorization signal may
be provided to the access point. In at least one of the various
embodiments, preauthorizing the biometric device for the
user, may also include, providing a list of one or more access
points that the user may be permitted to access based profile
information that may be associated with the user and/or pro-
file information that may be associated with the access point.
[0035] In at least one of the various embodiments, autho-
rizing a user that may be preauthorized by the biometric
device to access an access point, may include, authorizing the
user to access the access point based on providing additional
information and/or meeting additional conditions, such as, a
password, a Personal Identification Number (PIN), a gesture,
a voice command, a finger tap, a distance between the preau-
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thorized biometric device and the at least access point, one or
more additional biometric features of the user, or the like, or
combination thereof.

[0036] Further, in at least one of the various embodiments,
the user may be provided access to the access point based on
an affirmative confirmation of the authorization signal by the
access point. Also, in at least one of the various embodiments,
if the preauthorized biometric device is removed from the
user, the biometric device may be deauthorized for the user
such that access to access points by the user may be disabled.
[0037] Also, in at least one of the various embodiments, if
two or more access points are sensed by the preauthorized
biometric device, one or more of the two or more access
points may be determined for enabling access for the user
based on at least one secondary condition. In at least one of
the various embodiments, an administrative user may be
enabled to provide profile information for a plurality of users
of the biometric device. And, in at least one of the various
embodiments, enabling access for that user to access points
based at least on the user profile information for the authen-
ticated users.

ustrative Operating Environment

[0038] FIG.1 shows components of one embodiment of an
environment in which embodiments of the invention may be
practiced. Not all of the components may be required to
practice the invention, and variations in the arrangement and
type of the components may be made without departing from
the spirit or scope of the invention. As shown, system 100 of
FIG. 1 includes local area networks (LANs)/wide area net-
works (WANs)—(network) 110, wireless network 108, client
computers 102-105, biometric device 106, biometric authen-
tication server computer 116, or the like.

[0039] At least one embodiment of client computers 102-
105 is described in more detail below in conjunction with
FIG. 2. In one embodiment, at least some of client computers
102-105 may operate over one or more wired and/or wireless
networks, such as networks 108, and/or 110. Generally, client
computers 102-105 may include virtually any computer
capable of communicating over a network to send and receive
information, perform various online activities, offline
actions, or the like. In one embodiment, one or more of client
computers 102-105 may be configured to operate within a
business or other entity to perform a variety of services for the
business or other entity. For example, client computers 102-
105 may be configured to operate as a web server, firewall,
client application, media player, mobile telephone, game con-
sole, desktop computer, access point, authorized authentica-
tion device (AAD), or the like. However, client computers
102-105 are not constrained to these services and may also be
employed, for example, as for end-user computing in other
embodiments. It should be recognized that more or less client
computers (as shown in FIG. 1) may be included within a
system such as described herein, and embodiments are there-
fore not constrained by the number or type of client comput-
ers employed.

[0040] Computers that may operate as client computer 102
may include computers that typically connect using a wired
or wireless communications medium such as personal com-
puters, multiprocessor systems, microprocessor-based or
programmable electronic devices, network PCs, or the like. In
some embodiments, client computers 102-105 may include
virtually any portable computer capable of connecting to
another computer and receiving information such as, laptop
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computer 103, mobile computer 104, tablet computers 105, or
the like. However, portable computers are not so limited and
may also include other portable computers such as cellular
telephones, display pagers, radio frequency (RF) devices,
infrared (IR) devices, Personal Digital Assistants (PDAs),
handheld computers, wearable computers, integrated devices
combining one or more of the preceding computers, or the
like. As such, client computers 102-105 typically range
widely in terms of capabilities and features. Moreover, client
computers 102-105 may access various computing applica-
tions, including a browser, or other web-based application.
[0041] A web-enabled client computer may include a
browser application that is configured to receive and to send
web pages, web-based messages, and the like. The browser
application may be configured to receive and display graph-
ics, text, multimedia, and the like, employing virtually any
web-based language, including a wireless application proto-
col messages (WAP), and the like. In one embodiment, the
browser application is enabled to employ Handheld Device
Markup Language (HDML), Wireless Markup Language
(WML), WMLScript, JavaScript, Standard Generalized
Markup Language (SGML), HyperText Markup Language
(HTML), eXtensible Markup Language (XML), JavaScript
Object Notation (JSON), or the like, to display and send a
message. In one embodiment, a user of the client computer
may employ the browser application to perform various
activities over a network (online). However, another applica-
tion may also be used to perform various online activities.
[0042] Client computers 102-105 also may include at least
one other client application that is configured to receive and/
or send content between another computer. The client appli-
cation may include a capability to send and/or receive con-
tent, or the like. The client application may further provide
information that identifies itself, including a type, capability,
name, and the like. In one embodiment, client computers
102-105 may uniquely identify themselves through any of a
variety of mechanisms, including an Internet Protocol (IP)
address, a phone number, Mobile Identification Number
(MIN), an electronic serial number (ESN), or other device
identifier. Such information may be provided in a network
packet, or the like, sent between other client computers, bio-
metric authentication server computer 116, or other comput-
ers.

[0043] Client computers 102-105 may further be config-
ured to include a client application that enables an end-user to
log into an end-user account that may be managed by another
computer, such as biometric authentication server computer
116, or the like. Such an end-user account, in one non-limit-
ing example, may be configured to enable the end-user to
manage one or more online activities, including in one non-
limiting example, project management, system administra-
tion, configuration management, search activities, social net-
working activities, browse various websites, communicate
with other users, or the like.

[0044] Biometric device 106 can be any device that can be
worn by a user and is capable of obtaining a biometric signal.
Non-limiting examples of suitable wearable biometric
devices are a wristband, wristwatch, bracelet, necklace, ring,
belt, glasses, clothing, hat, headband or earring(s), or any
other wearable item that is capable of obtaining a biometric
signal. The biometric device 106 can also be incorporated into
clothing. In another embodiment, the biometric device 106
may comprise more than one biometric sensor. Biometric
device 106 may be arranged to communicate with one or



US 2015/0028996 A1

more of client computer 102-105 over a network, such as
wireless network 108. Further, biometric device 106 may be
arranged to communicate with biometric authentication
server computer 116, and/or a cloud computing environment
over a network.

[0045] Briefly, in some embodiments, biometric device 106
may include wearable devices that may be preauthorized
and/or authenticated for a user that is wearing the device. In at
least one of the various embodiments, the biometric device
may be preauthorized based on one or more biometric fea-
tures of the user. Further, in at least one of the various embodi-
ments, additional factors, such as, passwords, PINs, user
input, or the like, or combination thereof, may also be
employed for preauthorization and/or authentication of the
devices. Also, in some embodiments, the biometric device,
though referred to herein for brevity as a biometric device,
may be preauthorized and/or authenticated using factors
absent biometric information. In some cases, the device may
be arranged to omit biometric sensors capturing biometric
features of the users, and instead rely on other security fac-
tors.

[0046] In at least one of the various embodiments, the bio-
metric device may be arranged to remain preauthorized and/
or authenticated as long as the device is worn by user, or
otherwise is not separated from the user. Removing the device
and/or separating an authenticated and/or preauthorized
device from a user will reset the device returning it to an
unauthenticated and/or unauthorized state. Additional details
biometric devices are described below.

[0047] Wireless network 108 is configured to couple client
computers 103-105 and biometric device 106 with network
110. Wireless network 108 may include any of a variety of
wireless sub-networks that may further overlay stand-alone
ad-hoc networks, and the like, to provide an infrastructure-
oriented connection for client computers 103-105 and/or bio-
metric device 106. Such sub-networks may include mesh
networks, Wireless LAN (WLAN) networks, cellular net-
works, and the like. In one embodiment, the system may
include more than one wireless network.

[0048] Wireless network 108 may further include an
autonomous system of terminals, gateways, routers, and the
like connected by wireless radio links, and the like. These
connectors may be configured to move freely and randomly
and organize themselves arbitrarily, such that the topology of
wireless network 108 may change rapidly.

[0049] Wireless network 108 may further employ a plural-
ity of access technologies including 2nd (2G), 3rd (3G), 4th
(4G) 5th (5G) generation radio access for cellular systems,
WLAN, Wireless Router (WR) mesh, and the like. Access
technologies such as 2G, 3G, 4G, 5G, and future access
networks may enable wide area coverage for mobile comput-
ers, such as client computers 103-105, and biometric device
106 with various degrees of mobility. In one non-limiting
example, wireless network 108 may enable a radio connec-
tion through a radio network access such as Global System for
Mobil communication (GSM), General Packet Radio Ser-
vices (GPRS), Enhanced Data GSM Environment (EDGE),
code division multiple access (CDMA), time division mul-
tiple access (TDMA), Wideband Code Division Multiple
Access (WCDMA), High Speed Downlink Packet Access
(HSDPA), Long Term Evolution (LTE), and the like. In
essence, wireless network 108 may include virtually any
wireless communication mechanism by which information
may travel between client computers 103-105, biometric
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device 106, and another computer, network, a cloud-based
network, a cloud instance, or the like.

[0050] Network 110 is configured to couple network com-
puters with other computers, including, biometric authenti-
cation service computer 116, client computers 102-105, bio-
metric device 106 through wireless network 108, or the like.
Network 110 is enabled to employ any form of computer
readable media for communicating information from one
electronic device to another. Also, network 110 can include
the Internet in addition to local area networks (LANs), wide
area networks (WANSs), direct connections, such as through a
universal serial bus (USB) port, other forms of computer-
readable media, or any combination thereof. On an intercon-
nected set of LANS, including those based on differing archi-
tectures and protocols, a router acts as a link between LANSs,
enabling messages to be sent from one to another. In addition,
communication links within LANs typically include twisted
wire pair or coaxial cable, while communication links
between networks may utilize analog telephone lines, full or
fractional dedicated digital lines including T1, T2, T3, and
T4, and/or other carrier mechanisms including, for example,
E-carriers, Integrated Services Digital Networks (ISDNs),
Digital Subscriber Lines (DSLs), wireless links including
satellite links, or other communications links known to those
skilled in the art. Moreover, communication links may further
employ any of a variety of digital signaling technologies,
including without limit, for example, DS-0, DS-1, DS-2,
DS-3, DS-4, OC-3, OC-12, OC-48, or the like. Furthermore,
remote computers and other related electronic devices could
be remotely connected to either LANs or WAN's via a modem
and temporary telephone link. In one embodiment, network
110 may be configured to transport information of an Internet
Protocol (IP).

[0051] Additionally, communication media typically
embodies computer readable instructions, data structures,
program modules, or other transport mechanism and includes
any information delivery media. By way of example, com-
munication media includes wired media such as twisted pair,
coaxial cable, fiber optics, wave guides, and other wired
media and wireless media such as acoustic, RF, infrared, and
other wireless media.

[0052] One embodiment of biometric authentication server
computer 116 is described in more detail below in conjunc-
tion with FIG. 3. Briefly, however, biometric authentication
server computer 116 includes virtually any network computer
capable of performing actions for storing, authenticating,
processing of biometric information, users, access points, or
the like.

[0053] Although FIG. 1 illustrates biometric authentication
server computer 116 as a single computer, the innovations
and/or embodiments are not so limited. For example, one or
more functions of biometric authentication server computer
116 may be distributed across one or more distinct network
computers. Moreover, biometric authentication server com-
puter 116 is not limited to a particular configuration such as
the one shown in FIG. 1. Thus, in one embodiment, biometric
authentication server computer 116 may be implemented
using a plurality of network computers and/or client com-
puter. In other embodiments, development computer may
operate as a plurality of network computers within a cluster
architecture, a peer-to-peer architecture, or the like. Further,
in at least one of the various embodiments, biometric authen-
tication server computer 116 may be implemented using one
or more cloud instances in one or more cloud networks.
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[0054] Described herein is a security system, method and
device that separates user identity authentication from the
electronic transactions that rely on user identity authentica-
tion. The presently described system of user authentication
separates identity authentication from use at an access point
by first authenticating a wearable biometric device with an
authorized authentication device, thus enabling the identity of
a user wearing a preauthorized wearable biometric device to
gain later secure access to other systems and devices at one or
more access points.

[0055] The present system for user authentication is cen-
tered around a wearable biometric device that authenticates
the wearer based on one or more unique biometric character-
istics. The syncing of the wearable biometric device with a
pre-initialized authorized authentication device (AAD)
authenticates the identity of the user and authorizes the wear-
able biometric device to wirelessly communicate the preau-
thenticated user identity to other devices and systems. This
may enable logical and physical access by the user at one or
more access point as a result of a single biometric authoriza-
tion with the authorized authentication device. In this way a
user can be pre-authenticated using the wearable biometric
device and subsequently enable seamless physical and/or
logical access control to various devices, systems and spaces.
[0056] In contrast, traditional biometric access systems,
both wearable and not, require that the user be biometrically
authenticated each time the user wishes to gain access to a
system. From a technology point of view, this traditional
authentication processes can either be an on-device authenti-
cation or an off-device authentication. In an on-device
authentication, the wearable device can collect and process
the biometric signal as a standalone solution. The biometric
template is stored locally on the device which performs a
biometric matching and verifies the identity of the user. A
control signal that signifies an authenticated user is then
transmitted to devices and systems at access points that need
to be unlocked. In an off-device authentication, the wearable
device collects the biometric signal but does not have the
power to process it. It transmits the obtained biometric signal,
either wired or wirelessly, to a nearby terminal which is
responsible for performing the biometric matching. In the
case of an off-device authentication, the biometric template
can be made directly available to the terminal from a central
database or by simply transferring it from the device as well,
and the terminal is generally not a personal device, but an
institutional system.

[0057] The present system provides a compelling security
solution as it encompasses a three-factor authentication sys-
tem whereby: the biometric signal is one authentication fac-
tor, the possession of the wearable biometric device is a
second authentication factor, and the possession of the AAD
is the third authentication factor. In addition, the presently
described system allows for faster access control since the
user does not require authentication every time she needs to
access a physical or logical system. With the present system,
the wearable biometric device also has inherently lower pro-
cessing requirements which allow for lower power consump-
tion.

Tustrative Client Computer

[0058] FIG. 2 shows one embodiment of client computer
200 that may be included in a system in accordance with at
least one of the various embodiments. Client computer 200
may include many more or less components than those shown
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in FIG. 2. However, the components shown are sufficient to
disclose an illustrative embodiment for practicing the present
invention. Client computer 200 may represent, for example,
one embodiment of at least one of client computers 102-105
of FIG. 1.

[0059] Asshown in the figure, client computer 200 includes
a processor 202 in communication with a mass memory 226
via a bus 234. In some embodiments, processor 202 may
include one or more central processing units (CPU). Client
computer 200 also includes a power supply 228, one or more
network interfaces 236, an audio interface 238, a display 240,
a keypad 242, an illuminator 244, a video interface 246, an
input/output interface 248, ahaptic interface 250, and a global
positioning system (GPS) receiver 232.

[0060] Power supply 228 provides power to client com-
puter 200. A rechargeable or non-rechargeable battery may be
used to provide power. The power may also be provided by an
external power source, such as an alternating current (AC)
adapter or a powered docking cradle that supplements and/or
recharges a battery.

[0061] Client computer 200 may optionally communicate
with a base station (not shown), or directly with another
computer. Network interface 236 includes circuitry for cou-
pling client computer 200 to one or more networks, and is
constructed for use with one or more communication proto-
cols and technologies including, but not limited to, GSM,
CDMA, TDMA, GPRS, EDGE, WCDMA, HSDPA, LTE,
user datagram protocol (UDP), transmission control proto-
col/Internet protocol (TCP/IP), short message service (SMS),
WAP, ultra wide band (UWB), IEEE 802.16 Worldwide
Interoperability for Microwave Access (WiMax), session ini-
tiated protocol/real-time transport protocol (SIP/RTP), or any
of a variety of other wireless communication protocols. Net-
work interface 236 is sometimes known as a transceiver,
transceiving device, or network interface card (NIC).

[0062] Audio interface 238 is arranged to produce and
receive audio signals such as the sound of a human voice. For
example, audio interface 238 may be coupled to a speaker and
microphone (not shown) to enable telecommunication with
others and/or generate an audio acknowledgement for some
action.

[0063] Display 240 may be a liquid crystal display (LCD),
gas plasma, light emitting diode (LED), organic LED, or any
other type of display used with a computer. Display 240 may
also include a touch sensitive screen arranged to receive input
from an object such as a stylus or a digit from a human hand.
[0064] Keypad 242 may comprise any input device
arranged to receive input from a user. For example, keypad
242 may include a push button numeric dial, or a keyboard.
Keypad 242 may also include command buttons that are
associated with selecting and sending images.

[0065] Illuminator 244 may provide a status indication and/
or provide light. Illuminator 244 may remain active for spe-
cific periods of time or in response to events. For example,
when illuminator 244 is active, it may backlight the buttons
on keypad 242 and stay on while the client computer is
powered. Also, illuminator 244 may backlight these buttons
in various patterns when particular actions are performed,
such as dialing another client computer. [lluminator 244 may
also cause light sources positioned within a transparent or
translucent case of the client computer to illuminate in
response to actions.

[0066] Video interface 246 is arranged to capture video
images, such as a still photo, a video segment, an infrared
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video, or the like. For example, video interface 246 may be
coupled to a digital video camera, a web-camera, or the like.
Video interface 246 may comprise a lens, an image sensor,
and other electronics. Image sensors may include a comple-
mentary metal-oxide-semiconductor (CMOS) integrated cir-
cuit, charge-coupled device (CCD), or any other integrated
circuit for sensing light.

[0067] Client computer 200 also comprises input/output
interface 248 for communicating with external devices, such
as a headset, or other input or output devices not shown in
FIG. 2. Input/output interface 248 can utilize one or more
communication technologies, such as USB, infrared, Blue-
tooth™, or the like.

[0068] Haptic interface 250 is arranged to provide tactile
feedback to a user of the client computer. For example, the
haptic interface 250 may be employed to vibrate client com-
puter 200 in a particular way when another user of a computer
is calling. In some embodiments, haptic interface 250 may be
optional.

[0069] Client computer 200 may also include GPS trans-
ceiver 232 to determine the physical coordinates of client
computer 200 on the surface of the Earth. GPS transceiver
232, in some embodiments, may be optional. GPS transceiver
232 typically outputs a location as latitude and longitude
values. However, GPS transceiver 232 can also employ other
geo-positioning mechanisms, including, but not limited to,
triangulation, assisted GPS (AGPS), Enhanced Observed
Time Difference (E-OTD), Cell Identifier (CI), Service Area
Identifier (SAI), Enhanced Timing Advance (ETA), Base Sta-
tion Subsystem (BSS), or the like, to further determine the
physical location of client computer 200 on the surface of the
Earth. It is understood that under different conditions, GPS
transceiver 232 can determine a physical location within mil-
limeters for client computer 200; and in other cases, the
determined physical location may be less precise, such as
within a meter or significantly greater distances. In one
embodiment, however, client computer 200 may through
other components, provide other information that may be
employed to determine a physical location of the computer,
including for example, a Media Access Control (MAC)
address, IP address, or the like.

[0070] Mass memory 226 includes a Random Access
Memory (RAM) 204, a Read-only Memory (ROM) 222, and
other storage means. Mass memory 226 illustrates an
example of computer readable storage media (devices) for
storage of information such as computer readable instruc-
tions, data structures, program modules or other data. Mass
memory 226 stores a basic input/output system (BIOS) 224,
or the like, for controlling low-level operation of client com-
puter 200. The mass memory also stores an operating system
206 for controlling the operation of client computer 200. It
will be appreciated that this component may include a gen-
eral-purpose operating system such as a version of UNIX, or
LINUX™_ or a specialized client communication operating
system such as Microsoft Corporation’s Windows Mobile™,
Apple Corporation’s i0OS™, Google Corporation’s
Android™, or the like. The operating system may include, or
interface with a Java virtual machine module that enables
control of hardware components and/or operating system
operations via Java application programs.

[0071] Mass memory 226 further includes one or more data
storage 208, which can be utilized by client computer 200 to
store, among other things, applications 214 and/or other data.
For example, data storage 208 may also be employed to store
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information that describes various capabilities of client com-
puter 200. The information may then be provided to another
computer based on any of a variety of events, including being
sent as part of a header during a communication, sent upon
request, or the like. Data storage 208 may also be employed to
store social networking information including address books,
buddy lists, aliases, user profile information, user credentials,
or the like. Further, data storage 208 may also store messages,
web page content, or any of a variety of user generated con-
tent.

[0072] At least a portion of the information stored in data
storage 208 may also be stored on another component of
client computer 200, including, but not limited to processor
readable storage media 230, a disk drive or other computer
readable storage devices (not shown) within client computer
200. Further, at least a portion of data storage 208 may be used
to store biometric profile information 210 for one or more
users and/or one or more biometric devices.

[0073] Processor readable storage media 230 may include
volatile, non-transitive, non-transitory, nonvolatile, remov-
able, and non-removable media implemented in any method
or technology for storage of information, such as computer-
or processor-readable instructions, data structures, program
modules, or other data. Examples of computer readable stor-
age media include RAM, ROM, Electrically Erasable Pro-
grammable Read-only Memory (EEPROM), flash memory or
other memory technology, Compact Disc Read-only Memory
(CD-ROM), digital versatile disks (DVD) or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other physi-
cal medium which can be used to store the desired informa-
tion and which can be accessed by a computer. Processor
readable storage media 230 may also be referred to herein as
computer readable storage media and/or computer readable
storage device.

[0074] Applications 214 may include computer executable
instructions which, when executed by client computer 200,
transmit, receive, and/or otherwise process network data.
Network data may include, but is not limited to, messages
(e.g. SMS, Multimedia Message Service (MMS), instant
message (IM), email, and/or other messages), audio, video,
and enable telecommunication with another user of another
client computer. Applications 214 may include, for example,
a browser 218, and other applications 220. Further, applica-
tions 214 may include biometric authentication application
216, enrollment application 218, or the like.

[0075] Browser 218 may include virtually any application
configured to receive and display graphics, text, multimedia,
messages, and the like, employing virtually any web based
language. In one embodiment, the browser application is
enabled to employ HDML, WML, WMLScript, JavaScript,
SGML, HTML, XML, and the like, to display and send a
message. However, any of a variety of other web-based pro-
gramming languages may be employed. In one embodiment,
browser 218 may enable a user of client computer 200 to
communicate with another network computer, such as bio-
metric authentication service computer 116 as shown in FIG.
1.

[0076] Other applications 220 may include, but are not
limited to, calendars, search programs, email clients, IM
applications, SMS applications, voice over Internet Protocol
(VOIP) applications, contact managers, task managers,
transcoders, database programs, word processing programs,
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software development tools, security applications, spread-
sheet programs, games, search programs, and so forth.

Tustrative Network Computer

[0077] FIG. 3 shows one embodiment of a network com-
puter 300, according to one embodiment of the invention.
Network computer 300 may include many more or less com-
ponents than those shown. The components shown, however,
are sufficient to disclose an illustrative embodiment for prac-
ticing the invention. Network computer 300 may be config-
ured to operate as a server, client, peer, a host, cloud instance,
orany other computer. Network computer 300 may represent,
for example biometric authentication server computer 116,
and/or other network computers.

[0078] Network computer 300 includes processor 302, pro-
cessor readable storage media 328, network interface unit
330, an input/output interface 332, hard disk drive 334, video
display adapter 336, and memory 326, all in communication
with each other via bus 338. In some embodiments, processor
302 may include one or more central processing units.
[0079] As illustrated in FIG. 3, network computer 300 also
can communicate with the Internet, or other communication
networks, via network interface unit 330, which is con-
structed for use with various communication protocols
including the TCP/IP protocol. Network interface unit 330 is
sometimes known as a transceiver, transceiving device, or
network interface card (NIC).

[0080] Network computer 300 also comprises input/output
interface 332 for communicating with external devices, such
as a keyboard, or other input or output devices not shown in
FIG. 3. Input/output interface 332 can utilize one or more
communication technologies, such as USB, infrared, NFC,
Bluetooth, or the like.

[0081] Memory 326 generally includes RAM 304, ROM
322 and one or more permanent mass storage devices, such as
hard disk drive 334, tape drive, optical drive, and/or floppy
disk drive. Memory 326 stores operating system 306 for
controlling the operation of network computer 300. Any gen-
eral-purpose operating system may be employed. Basic
input/output system (BIOS) 324 is also provided for control-
ling the low-level operation of network computer 300.
[0082] Although illustrated separately, memory 326 may
include processor readable storage media 328. Processor
readable storage media 328 may be referred to and/or include
computer readable media, computer readable storage media,
and/or processor readable storage device. Processor readable
storage media 328 may include volatile, nonvolatile, non-
transitory, non-transitive, removable, and non-removable
media implemented in any method or technology for storage
of information, such as computer readable instructions, data
structures, program modules, or other data. Examples of pro-
cessor readable storage media include RAM, ROM,
EEPROM, flash memory or other memory technology, CD-
ROM, digital versatile disks (DVD) or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other media which can
be used to store the desired information and which can be
accessed by a computer.

[0083] Memory 326 further includes one or more data stor-
age 308, which can be utilized by network computer 300 to
store, among other things, applications 314 and/or other data.
For example, data storage 308 may also be employed to store
information that describes various capabilities of network
computer 300. The information may then be provided to
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another computer based on any of a variety of events, includ-
ing being sent as part of a header during a communication,
sent upon request, or the like. Data storage 308 may also be
employed to store messages, web page content, or the like. At
least a portion of the information may also be stored on
another component of network computer 300, including, but
not limited to processor readable storage media 328, hard disk
drive 334, or other computer readable storage medias (not
shown) within network computer 300.

[0084] Data storage 308 may include a database, text,
spreadsheet, folder, file, or the like, that may be configured to
maintain and store user account identifiers, user profiles,
email addresses, IM addresses, and/or other network
addresses; or the like. Data storage 308 may further include
program code, data, algorithms, and the like, for use by a
processor, such as processor 302 to execute and perform
actions. In one embodiment, at least some of data store 308
might also be stored on another component of network com-
puter 300, including, but not limited to processor-readable
storage media 328, hard disk drive 334, or the like.

[0085] Data storage 308 may include biometric profile
information 312. In at least one of the various embodiments,
biometric profile information 312 may include information,
such as, one or more files, that include biometric data for one
or more users, or the like, used for authentications of wearable
biometric devices. Also, in at least one of the various embodi-
ments, data storage 308 may include, authentication informa-
tion 313 that may include information about users, access
points, access control lists, or the like.

[0086] Applications 314 may include computer executable
instructions, which may be loaded into mass memory and run
on operating system 306. Examples of application programs
may include transcoders, schedulers, calendars, database pro-
grams, word processing programs, Hypertext Transfer Proto-
col (HTTP) programs, customizable user interface programs,
IPSec applications, encryption programs, security programs,
SMS message servers, IM message servers, email servers,
account managers, and so forth. Applications 314 may also
include, enrollment application 320 for enrolling and/or acti-
vating biometric devices. Application mat also include
authentication application 321 for authenticating users by
employ biometric information, biometric devices, additional
conditions, or the like.

[0087] Website server 318 may represent any of a variety of
information and services that are configured to provide con-
tent, including messages, over a network to another computer.
Thus, website server 318 can include, for example, a web
server, a File Transfer Protocol (FTP) server, a database
server, a content server, email server, or the like. Website
server 318 may provide the content including messages over
the network using any of a variety of formats including, but
not limited to WAP, HDML, WML, SGML, HTML, XML,
Compact HTML (cHTML), Extensible HTML (xHTML), or
the like.

[0088] Biometric Device

[0089] In at least one of the various embodiments, a wear-
able biometric device, such as, biometric device 106 may be
any device that may be employed, typically, worn or held, by
a user and is capable of obtaining a biometric signal. Non-
limiting examples of wearable biometric devices are a wrist-
band, wristwatch, bracelet, necklace, ring, belt, glasses,
clothing, hat, headband or earring(s), or any other item that is
capable of obtaining a biometric signal. The wearable bio-
metric device can also be incorporated into clothing. In
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another embodiment, the wearable biometric device com-
prises more than one biometric sensor.

[0090] However, for at least one of the various embodi-
ments, biometric devices within the scope of these innova-
tions are not limited exclusively to wearable devices. In at
least one of the various embodiments, biometric devices in
non-wearable form factors may be considered to be within the
scope of the innovations described herein. For example, a
fixed biometric device embedded in a chair, desk, handle bar,
or the like, or combination thereof. Likewise, biometric
devices that may be held rather worn are also contemplated to
be within the scope of the innovations described herein. How-
ever, in the interest of clarity and brevity most of the discus-
sion and examples presented herein are described in terms of
wearable biometric devices. One of ordinary skill in the art
will appreciate the other biometric device form factors are
within the scope of these innovations and are envisaged.
[0091] In atleast one of the various embodiments, a user of
awearable biometric device may be authenticated with one or
more biometric technologies or sensors that may capture
biometric signals and/or data that represent biometric fea-
tures that may be employed to uniquely identify the user. The
uniqueness of a biometric feature may be directly related to
the underlying inter-individual differences in a population.
Some non-limiting examples of biometric data that may be
employed to uniquely identify a user are gait, heart rate,
galvanic skin response, temperature, fingerprint, voice or
voiceprint, body electrical characteristic, body thermal char-
acteristic, iris pattern, vein pattern, eye vein pattern, facial or
other anatomical structure, electrocardiogram, photoplethys-
mogram, electromyogram, electroencephalogram, transient
otoacoustic emissions, phonocardiogram, DNA, one or more
chemical markers, one or more biochemical markers, skin-
color variation or discoloration, or perspiration. In addition,
multi-modal biometric identification may be accomplished to
increase accuracy and/or security. Various types of low power
sensors for the acquisition of these biometric signals may be
embedded in the wearable biometric device.

[0092] Inatleast one of the various embodiments, the wear-
able biometric device may include an onboard power source
to enable the biometric device to perform the required func-
tions, such as obtaining the biometric signal, transmitting and
receiving the biometric and control signals, and maintaining
a detector for detecting the removal of the wearable biometric
device, such as an electronic continuity detector. Any power
source known to the skilled person is acceptable, with non-
limiting examples being battery, photovoltaic, kinetic, or
microgenerator, thermal, piezo-electric generator, inductive
charging, and wireless power transfer.

[0093] A wearable biometric device may include one or
more radios/transceivers for transmitting and receiving com-
munications with the authorized authentication device as well
as systems installed at access points. The wearable biometric
device may include one or more radios/transceivers for trans-
mitting the biometric signal to the authorized authentication
device such that the authorized authentication device may
authorize the biometric signal. In this way, the wearable bio-
metric device has the capability of transmitting and receiving
information from the authorized authentication device in to
authenticate users. In at least one of the various embodiments,
the radios/transceivers for communicating with the AAD and
for transmitting a control signal to an access point may use the
same technology and/or protocols, or they may be different
depending on the arrangement of the system.
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[0094] Inoneexample, the wearable biometric device may
incorporate a wireless connectivity module such as Bluetooth
4.0 Low Energy (BLE), Near-Field Communications (NFC),
WiFi, or other wireless technology capable of transmitting
and receiving functions. In one embodiment, a BLE radio
may be used because it may consume significantly less power
when communicating in short bursts. In this way, a battery or
other power source used to power the wearable biometric
device may have an extended life, in some cases on the order
of multiple weeks.

[0095] In at least one of the various embodiments, the
radios and/or transceivers may be used to transmit biometric
data during initialization and authentication, identify the user,
and to establish a unique biometric profile associated with the
user and the wearable biometric device. The same or other the
radios and/or transceivers included in a wearable biometric
device may also transmit and receive motion data and prox-
imity data in order to be aware of local access points. In at
least one of the various embodiments, the radios and/or trans-
ceivers may also be used to receive a positive authentication
message that puts the wearable device into an authenticated
state, as well as to prompt the user of notification events.
[0096] Inatleast one of the various embodiments, the wear-
able biometric device may be arranged to include proximity
sensors for sensing an authorized authentication device or an
access point. This may be a feature of the Bluetooth 4.0
standard which may be used by radios and/or transceivers
included in the biometric device. Also, in at least one of the
various embodiments, the wearable biometric device may be
arranged to transmit a beacon signal along with the transmit-
ting signal strength. Accordingly, the receiving device may
use this information, along with the received signal strength,
to estimate the proximity of the wearable biometric device.
Non-limiting exemplary uses of the proximity data may
include: only unlocking a device when the proximity is within
a specified range, i.e., a door lock is only unlocked when the
authorized user is within a certain distance, such as 50 cm; a
“digital leash” which warns the user when a paired device is
no longer within a certain proximity; or the like.

[0097] Inatleast one of the various embodiments, the wear-
able biometric device may utilize electrocardiogram (ECG)
technology, such as, ECG biometric authentication for bio-
metric authentication. In at least one of the various embodi-
ments, ECG biometric authentication technology may use
unique features of a user’s electrocardiogram (ECG) to create
a highly personalized biometric signature for that individual.
Like other biometric characteristics, the ECG is universal,
unique for every individual, and permanent over time. An
ECG may be recorded for every living user, with no exclusion
criteria. In addition, studies have shown that even though
aspects of the ECG signal may get distorted with time and
aging, the overall diacritical characteristics are observable. In
the case of ECG, the uniqueness of the biometric feature is a
result of several parameters of the cardiac function that con-
trol the waveforms. Electrophysiological variations of the
myocardium such as the heart mass orientation and exact
position, or the timing of depolarization and repolarization
add to the idiosyncratic properties of every person’s ECG
waveforms.

[0098] In at least one of the various embodiments, one or
more well-known ECG biometrics algorithms may analyze
the overall pattern of the signal waveform rather than specific
characteristics of the heart-beats and are therefore referred to
as “fiducial-independent”. One of the core algorithms is
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referred to as the AC/LDA (Autocorrelation/Linear Discrimi-
nant Analysis) and has become a standard for the comparison
of fiducial dependent and independent algorithms.

[0099] Among the strengths of ECG in biometric recogni-
tion is its continuous property. Unlike static iris or fingerprint
images that are scanned at a single point in time, the ECG
signal has a continuous flow which can be used to continu-
ously reassess the identity of a user. Furthermore, ECG bio-
metrics may be difficult to attack with common skimming,
replay or obfuscation methods. In the design of the wearable
biometric device, by incorporating a two-lead ECG sensor
with three electrodes, two adjacent electrodes on the under-
side of the wearable device (touching the skin of the user) and
one on the top-side, a unique ECG signal can be obtained
from the user. In one embodiment, the wearable device is a
bracelet, cuff or watch, and the underside of the wearable
device having the two adjacent electrodes makes contact with
the wrist of the user. Alternatively, ECG data may be captured
from both leads when the user touches the top-side electrode
with the opposite hand. (See, FIG. 5) In at least one of the
various embodiments, a single channel signal may be derived
by combining the two signals to reduce noise. In other
embodiments, analog and digital filters may be employed to
reduce noise.

[0100] Inatleastoneofthe various embodiments, anumber
of mechanisms for initiation of ECG capture and authentica-
tion may be used. For example, the biometric device may be
arranged to automatically sense when a top electrode is
touched, such as using an embedded “lead on/off” detection
system, optionally with notification of the lead status to the
user. Further, the biometric device may be arranged to include
a user input on the wearable biometric device, or on the
Authorized Authentication Device (AAD) with a related
application installed.

[0101] In at least one of the various embodiments, when
ECG capture and authentication are initiated, the single-
channel filtered ECG data may be transmitted to the AAD.
The processes of enrollment and authentication are described
below. Using a function within the application on the AAD,
biometric enrollment may be initiated wherein the user
touches the wearable biometric device and then ECG is cap-
tured and transmitted to the AAD. This process may take as
little as about 1 second and up to a few seconds, a minute, or
a few minutes depending on the level of interaction with the
user with the wearable biometric device and the type of bio-
metric signals being obtained.

[0102] In at least one of the various embodiments, the bio-
metric profile may be created in a number of different ways.
Inone way, the biometric signal may be transmitted to a cloud
service, where the processing is performed on the cloud serv-
ers to generate the biometric profile. Alternatively, the bio-
metric signal may be processed on the AAD within an appli-
cation to generate the biometric profile.

[0103] Inatleast one of the various embodiments, once the
biometric profile is created, it may be associated with a user
and stored within a cloud service. Also, in at least one of the
various embodiments, the biometric profile may be transmit-
ted to the Authorized Authentication device and stored
locally. The biometric profile may be stored within a cloud
service and authentication may be performed at the same
location. In at least one of the various embodiments, the
biometric profile may be stored on a wearable biometric
device that is arranged to include the processing power
required to authenticate the user. In another alternative, the
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processing for the creation of the biometric profile may be
performed on the AAD or in the wearable biometric device
itself.

[0104] Inatleast one ofthe various embodiments, the wear-
able biometric device may include one or more of: a CPU or
system on a chip (SOC), which acts as the controller, a wire-
less transceiver, an antenna, and a user interface. The control-
ler may be operative for controlling the overall operation of
the wearable biometric device. The controller functionality
may be implemented within, for example, one or more digital
processing devices within the wearable biometric device. The
wireless transceiver is operative for supporting wireless com-
munication between the wearable biometric device and one or
more other wireless entities including the AAD and wireless
access points. In one embodiment, separate transceivers are
provided within the wearable biometric device to support
wireless communication between the wearable biometric
device and other systems or devices. The wireless transceiver
may also be coupled to one or more antennas to facilitate the
transmission and reception of wireless signals. Any type of
antenna(s) may be used including, for example, a dipole
antenna, a patch antenna, a helical antenna, an antenna array,
and/or others, including combinations of the above.

[0105] In at least one of the various embodiments, a user
interface may be operative for providing an interface between
a user and the wearable biometric device. The user interface
of a biometric device may include structures such as, for
example, a keyboard, a liquid crystal display (LCD), a
speaker, a microphone, mouse, stylus, one or more physical
or electronic buttons, and/or any other form of device or
structure that enables a user to input information or com-
mands to the wearable biometric device or receive informa-
tion or a notification from the device.

[0106] In one embodiment, the controller may first deter-
mine if the wearable biometric device (and, therefore, the
user) is within a predetermined distance or proximity to the
AAD and/or an access point. In one example, if the wearable
biometric device is within proximity of an access point and
the wearable biometric device transmits a control signal to the
access point indicating that the user has been authenticated,
the receiver at the access point may automatically enable
access to the user. If the wearable biometric device later goes
outside the predetermined distance from the access point, the
access point may be locked. In one example, if the access
point is a security protected desktop computer and the preau-
thorized user wearing their preauthorized wearable biometric
device temporarily leaves her desk to go to lunch, the com-
puter will automatically lock so that no one else may use it in
the user’s absence. Similarly, if the access point is a smart-
phone and the smartphone is inadvertently left somewhere by
the user, or is stolen, the smartphone will automatically lock
up and thus be unusable by an unauthorized party in posses-
sion thereof. When the user wearing the preauthorized wear-
able biometric device again comes within a predetermined
distance of the smartphone, the smartphone will simply be
unlocked without having to repeat the automatic log in pro-
cedure, assuming that the wearable biometric device remains
preauthorized.

[0107] Inatleast one ofthe various embodiments, the wear-
able biometric device, no matter which type of biometric is
used for authentication, should be able to maintain contact
with the user such that in the case that the wearable device is
removed from the user, the wearable device will require re-
initialization with the authorized authentication device prior
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to authorizing access control. The purpose of maintaining
contact of the wearable biometric device with the user is to
ensure that an authorized biometric device cannot be trans-
ferred to a different user without requiring reauthorization
with the AAD. Accordingly, although skin or body contact is
not required at all times while the wearable device is in its
authenticated state, the wearable device should be on the user
in such a way that removal of the wearable will put the
wearable device back to its unauthenticated state. In the unau-
thenticated state, the wearable biometric device is not enabled
to transmit a control signal to an access point. The security of
the present invention depends on ensuring that removal of the
wearable device from the user is reliably detected. Accord-
ingly, the wearable biometric device may be arranged such
that removal from the user’s body may be easily detected.

[0108] In one preferred embodiment, the wearable device
may comprise an adjustable and/or openable clasp to assist
the user with putting on and removing the wearable device.
Removal of the wearable device may be sensed by the wear-
able biometric device, for example, by opening the clasp,
cutting the band, or generally severing an electrical conduit
such as an electronic continuity detector. One exemplary
electronic continuity detector that may be used to detect
device removal comprises a simple circuit within the wear-
able device that runs around the entire wrist and is broken
when the clasp is opened or the band is cut. Other types of
device removal detection may be used, for example, including
disruption in skin contact detection by way of conductivity,
heat flux, galvanic skin response or motion, or periodic or
continuous biometric signal detection. Yet other non-limiting
examples of device removal detection embodiments include
pulse detection, skin temperature detection, ambient tem-
perature detection, blood flow detection, pressure detection,
ambient light detection, electromagnetic field detection, res-
piration detection, heart rate detection, electrocardiogram
detection, photoplethysmogram detection, electromyogram
detection, electroencephalogram detection, near infra-red
detection, skin-color detection, close magnetic contact detec-
tion, and mechanical switch detection.

[0109] In at least one of the various embodiments, other
than the biometric sensor in the wearable biometric device,
additional sensors may be incorporated into the device to
obtain additional biometric or environmental readings. Some
non-limiting examples of an additional sensor are motion
sensor, proximity sensor, barometric sensor, pressure sensor,
thermometer, microphone, near infrared sensor, light sensor,
GPS sensor, capacitive sensor, gyroscope, manometer, cam-
era, humidity sensor, hall sensor, galvanic skin sensor, pho-
toplethysmogram sensor, electroencephalogram sensor, elec-
tromyogram sensor, blood flow sensor, bioimpedance sensor,
otoacoustic emission sensor, optical sensor, altimeter sensor
or UV light sensor. These additional sensors may provide one
or more contextual signals such as the location of the wear-
able device and/or proximity to trusted environments.

[0110] In at least one of the various embodiments, a wear-
able biometric device may comprise one or more motion
sensors that may be used for a variety of purposes, including
but not limited to, user input (e.g., tap detection), activity
tracking (e.g., pedometer, sports, fitness, etc.), gesture recog-
nition, or the like. In one embodiment, a wearable biometric
device may incorporate a six-axis motion sensor using an
integrated accelerometer and gyroscope application-specific
integrated circuit (ASIC). Embedded motion sensors may
also be utilized for simple gesture recognition to indicate user
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intent, such as for example gestures may be used to distin-
guish between user intents to unlocking different locks on an
automobile, such as, the driver door, passenger door, the
trunk, or the like. In this way, computational requirements on
the wearable biometric device may be kept at a minimum.
[0111] Inatleast one ofthe various embodiments, the wear-
able biometric device may be arranged to include notification
devices and procedures to alert the user of one or more noti-
fication events. Some non-limiting examples of these include
one or more notification LEDs and/or a vibration motor. A
notification event may be an event detected by the wearable
biometric device that the user should be aware of. These
events may include: when the wearable device has been put
into an authenticated state; when the wearable biometric
device is communicating with other devices; when the wear-
able device is sensing motion; and/or when some event has
occurred on a paired device, such as receiving an email or
text. A paired device may be the AAD as well as any device
system that interacts with the wearable biometric device.
[0112] Inatleast oneof the various embodiments, the wear-
able device may also comprise other components such as a
display screen, input devices (such as, for example, button,
switch, keypad or touchscreen), timepiece/timers, tracking or
global positioning (GPS) detector activity, or physiology or
emotion tracking. In at least one of the various embodiments,
biometric device may be arranged to indicate proximity to
other devices. In at least one of the various embodiments,
biometric devices may be arranged to include additional elec-
tronics for storing data for access and use not related to the
presently described security system.

[0113] FIG.4A and FIG. 4B illustrates a logical illustration
of a wearable biometric device that is in accordance with at
least one of the various embodiments.

[0114] FIG. 4A illustrates biometric device 400 that is
arranged as a wearable wristband/bracelet. In at least one of
the various embodiments, wristband 402 may be arranged to
include various hardware components, sensors, and software
for capturing biometric signals from its wearer; communica-
tion with an AAD or access point; authentication of a wearer,
or the like, as discussed above. Further, in at least one of the
various embodiments, wristband 402 may include an adjust-
able clasp mechanism, such as, clasp 404, for detecting if a
wearable removes wristband 402 from his or her wrist. For
example, in at least one of the various embodiments, if a
biometric device detects that the clasp is opened, it may
automatically de-authenticate itself.

[0115] FIG. 4B illustrates a logical view of some of the
various components that may comprise a biometric device in
accordance with at least one of the various embodiments. In at
least one of the various embodiments, wristband 402 may
include one or more presence sensors, such as, presence sen-
sor 406, presence sensors may be arranged to determines if
biometric device is in the presence of a wearer, AAD, access
point, or the like, or combination thereof. Also, in at least one
of the various embodiments, biometric device 402 may
include one or more radios or transceivers, such as, high
bandwidth radio 410 and low bandwidth radio 412. These
radios may enable a biometric device to communicate with
other computer or devices, such as, AADs’ access points,
biometric authentication servers, or the like, or combination
thereof.

[0116] In at least one of the various embodiments, clasp
sensor 408, may be arranged to determine if the clasp, or other
securing mechanism, is opened or closes. In at least one ofthe
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various embodiments, an opened clasp may indicate that the
biometric device may be separated from its authenticated
user. Accordingly, for example, the biometric device may be
arranged to automatically reset or otherwise de-authenticate
itself if clasp sensor 408 indicates that the biometric device is
removed from the wearer. Further, removal of the wearable
device may be sensed by the biometric device for example, by
opening the clasp, cutting the band, or generally severing an
electrical conduit such as an electronic continuity detector.
One exemplary electronic continuity detector that may be
used to detect device removal comprises of a simple circuit
within the wearable device that runs around the entire wrist
and is broken when the clasp is opened or the band is cut.
Other types of device removal detection may be used, for
example, including disruption in skin contact detection by
way of conductivity, heat flux, galvanic skin response or
motion, or periodic or continuous biometric signal detection.
Yet other non-limiting examples of device removal detection
embodiments include pulse detection, skin temperature
detection, ambient temperature detection, blood flow detec-
tion, pressure detection, ambient light detection, electromag-
netic field detection, respiration detection, heart rate detec-
tion, electrocardiogram detection, photoplethysmogram
detection, electromyogram detection, electroencephalogram
detection, near infra-red detection, skin-color detection, close
magnetic contact detection, and mechanical switch detection.

[0117] In at least one of the various embodiments, as dis-
cussed above, biometric device 402 may be arranged to com-
municate with various devices, such as, access points,
AAD’s, biometric servers and cloud services, or the like, or
combination thereof. In at least one of the various embodi-
ments, high bandwidth radio 410 may include radios for
communication using high bandwidth mechanisms such as
Wi-Fi, or the like. Low bandwidth radio 412 may represent
components for communicating using low-power, shorter
range radio systems such as, Blue Tooth, Blue Tooth Low
Energy, NFC, RFID, or the like, or combination thereof.
Further, in at least one of the various embodiments, these
radios may be coupled to one or more antennas to facilitate
the transmission and reception of wireless signals. Any type
of antenna(s) may be used including, for example, a dipole
antenna, a patch antenna, a helical antenna, an antenna array,
and/or others, including combinations of the above.

[0118] In at least one of the various embodiments, RAM
414 may be non-volatile and/or volatile random access
memory for storing information for operation of biometric
device 402. In at least one of the various embodiments, all or
portions of the contents of RAM 414 may be erased if the
biometric device is removed of its wearer. Likewise, in at least
one of the various embodiments, ROM 416 may contain data
and/or instructions for the operation of the biometric device.
In at least one of the various embodiments, ROM 416 may be
“flashable,” enabling it to be updated with system updates
provided by an AAD or a biometric server service.

[0119] In at least one of the various embodiments, secure
memory 418 may be a hardened tamper resistant memory
device that is resistant to physical tampering. In at least one of
the various embodiments, sensitive information such as cryp-
tographic keys may be stored in secure memory 418.

[0120] In at least one of the various embodiments, biomet-
ric device 402 may be arranged to include CPU or System-
on-a-Chip (SOC) for controller the operations of the biomet-
ric device. The performance capability go CPU/SOC 420
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may vary depending on how much processing biometric
device 402 is intended to perform.

[0121] In at least one of the various embodiments, GPS
transceiver 422 may represent the radios, hardware, and
instructions (e.g., software) for receiving geo-location. GPS
transceiver 422 may determine the physical coordinates of
biometric device 402 on the surface of the Earth. GPS trans-
ceiver 422 typically outputs a location as latitude and longi-
tude values. However, GPS transceiver 422 may also employ
other geo-positioning mechanisms, including, but not limited
to, triangulation, assisted GPS (AGPS), Enhanced Observed
Time Difference (E-OTD), Cell Identifier (CI), Service Area
Identifier (SAI), Enhanced Timing Advance (ETA), Base Sta-
tion Subsystem (BSS), or the like, to further determine the
physical location of biometric device 402 on the surface of the
Earth. It is understood that under different conditions, GPS
transceiver 422 may determine a physical location within
millimeters for biometric device 402; and in other cases, the
determined physical location may be less precise, such as
within a meter or significantly greater distances.

[0122] In at least one of the various embodiments, addi-
tional sensors 424 represent one or more sensor systems
including, additional sensors such as accelerometers, motion
sensors, proximity sensors, barometric sensors, pressure sen-
sors, thermometers, microphones, near infrared sensors, light
sensors, capacitive sensors, gyroscopes, manometers, cam-
eras, humidity sensors, hall sensors, galvanic skin sensors,
photoplethysmogram sensors, electroencephalogram sen-
sors, electromyogram sensors, blood flow sensors, bioimped-
ance sensors, otoacoustic emission sensors, optical sensors,
altimeter sensors, UV light sensors, or the like.

[0123] In at least one of the various embodiments, as dis-
cussed above, biometric device 402 may be arranged to
include a variety of biometric sensors for detecting, sensing,
and/or sampling a variety of biometric signals from the
wearer. ECG sensor 426 represents one or more sensors for
detecting, sensing, and/or sampling ECG information as
described above. Likewise, biometric sensors 428 represent
one or more sensors for detecting, sensing, and/or sampling
other biometric information as described above.

[0124] In at least one of the various embodiments, biomet-
ric sensor 402 may be arranged to include a variety of com-
ponents for interacting with the wearer. Vibration motor 430
may enable the biometric device to vibrate to notify the
wearer of various changes in state, or the like (as discussed
above). Likewise, user interface 432 may comprise elements
that enable a user to provide input to the biometric device or
for receiving output from the biometric device as discussed
above, including biometric data that may be employed to
uniquely identify a user, such as, gait, heart rate, galvanic skin
response, temperature, fingerprint, voice or voiceprint, body
electrical characteristic, body thermal characteristic, iris pat-
tern, vein pattern, eye vein pattern, facial or other anatomical
structure, electrocardiogram, photoplethysmogram, elec-
tromyogram, electroencephalogram, transient otoacoustic
emissions, phonocardiogram, DNA, one or more chemical
markers, one or more biochemical markers, skin-color varia-
tion or discolouration, perspiration, or the like. Also, in at
least one of the various embodiments, user interface 432 may
include a key pad, buttons, LED’s microphone (for voice
commands), or the like, or combination thereof.

[0125] Also, in at least one of the various embodiments,
power source 434 may be arranged to provide power of oper-
ating biometric device 402. Power source 434 may include
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various batteries, storage cells, power adapters, chargers, or
the like, as well as, power sources such as, photovoltaic,
kinetic, or microgenerator, thermal, piezo-electric generator,
inductive charging, and wireless power transfer or the like, or
combination thereof.

[0126] One or ordinary skill in the art will appreciate that
biometric device 402 is a non-limiting example or a biometric
device thatis in accordance at least one of the various embodi-
ments. Even though biometric device 402 represents a wrist-
band wearable biometric device, biometric devices within the
scope of these innovations may be arranged in other form
factors, such as those discussed above.

[0127] Further, in at least one of the various embodiments,
some or all of components described in FIG. 4B and/or else-
where in this paper may be implemented in hardware, includ-
ing, dedicated (custom) hardware, ASICs, FPGAs, orthe like.
Likewise, these components or portions thereof may be
implemented in whole or in part using software.

[0128] For example, in at least one of the various embodi-
ments, a wearable device may be arranged to omit features
and components related to biometric sensors, biometric sig-
nals, or the like. In such embodiments, the preauthorization
and/or authentication of the device may be based on non-
biometric security factors. However, in the interest of brevity,
the term biometric device is used throughout this description
even though some wearable devices may be arranged to omit
biometric features for authentication and/or preauthorization.
[0129] FIG. 5 illustrates a logical schematic of biometric
device 500 showing sensors for ECG signal capturing in
accordance with at least one of the various embodiments. Inat
least one of the various embodiments, biometric device sec-
tion 502 represents a side cross-sections that highlights sen-
sors one arrangement for capturing ECG signals. In at least
one of the various embodiments, sensor 504, sensor 506, and
sensor 508, represents sensor contacts (e.g., electrodes)
arranged to capture ECG signals upon direct contact of a
user’s skin. In at least one of the various embodiments, sensor
506 and sensor 508 are arranged to contact the skin of the
user’s wrist that is wearing the biometric device. Sensor 504
is arranged to enable the user to touch with a finger of his or
her opposite hand (the hand not wearing the biometric
device). Accordingly, a circuit may be made from one hand to
the other, enabling ECG signals to be captured through the
sensors. Note, one of ordinary skill in the art will appreciate
that other sensor arrangements may be employed. Further,
more or fewer sensors may be arranged in different posi-
tions—however, the arrangement disclosed in FIG. 5 is at
least sufficient for practicing the innovations described
herein.

[0130] Generalized Operation

[0131] FIGS. 6-15 represent the generalized operations of
generating application that may include generic function in
accordance with at least one of the various embodiments. Inat
least one of the various embodiments, processes 600, 700,
800, 900, 1000, 1100, 1200, 1300, 1400, and 1500 described
in conjunction with FIGS. 6-15 or portions thereof may be
implemented by and/or executed on a single computer or
device, such as client computer 200 of FIG. 2, network com-
puter 300, biometric device 402, or the like. In other embodi-
ments, these processes or portions of process thereof may be
implemented by and/or executed on a plurality of network
computers, such as network computer 300 of FIG. 3 orin a
cloud/cloud service environment. Further, in at least one of
the various embodiments, the processes described in conjunc-
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tion with FIGS. 6-15 may be operative in biometric devices
such as those described above and at least on biometric
devices as described in conjunction with FIG. 4A, FIG. 4B,
and FIG. 5.

[0132] FIG. 6 shows an overview flowchart for process 600
for enrolling a biometric device in accordance with at least
one of the various embodiments. In at least one of the various
embodiments, enrollment or initialization of the user is per-
formed when the user first uses the wearable biometric
device. After a start block, at block 602, in at least one of the
various embodiments, a biometric device may be paired with
an authorized authentication device (ADD). In at least one of
the various embodiments, the initial pairing operation may
employ one features of the radio/sensing components
included in the biometric device and the AAD. For example,
BLE, NFC, Wifi, or the like.

[0133] In at least one of the various embodiments, the par-
ticular steps employed for pairing the biometric device with
the AAD may vary depending on the underlying technology
employed by the biometric device and the AAD for sensing
and communicating. For example, well-known methods for
Bluetooth pairing may be employed.

[0134] Inatleast one of the various embodiments, the AAD
may be, for example, a smartphone, tablet, desktop computer,
laptop computer, a terminal or network connected personal
device. In one embodiment, an application may be installed
on the AAD to facilitate communication between the AAD
and the wearable biometric device. The AAD may be a per-
sonal device that has a pre-installed software application that
the user has created an account with. The biometric profile of
the user may be stored within this application. Since the AAD
and the installed software are controlled by the user, the AAD
constitutes a third factor of authentication in the present sys-
tem. It also makes it possible to reduce the processing require-
ments on the wearable device, which may in return have lower
power requirements.

[0135] At block 604, in at least one of the various embodi-
ments, the biometric device may communicate one or more
biometric signals and/or biometric data to the AAD. As dis-
cussed above the biometric device may be arranged to capture
signals that represent one or more biometric features of the
user.

[0136] At block 606, in at least one of the various embodi-
ments, a biometric profile may be generated based on the
biometric signals and/or biometric data provided by the bio-
metric device. In at least one of the various embodiments, a
biometric profile may include information that represents
identifiable features of one or more biometric signals from a
user. In at least one of the various embodiments, a user’s
biometric profile may be associated with one or more biomet-
ric measurements as described above.

[0137] In at least one of the various embodiments, addi-
tional information such as passwords, pass phrases, PIN’s or
the like, may be included in a user’s biometric profile. In at
least one of the various embodiments, the AAD application
may enable a user to associate these additional security fac-
tors with their biometric profile.

[0138] Inatleast one ofthe various embodiments, the AAD
may present one or more user interfaces to a user to collect
user profile information (e.g., name, email address, or the
like) that may be associated with the biometric profile.
[0139] At block 608, in at least one of the various embodi-
ments, enrollment status may be communicated from the
AAD to the biometric device. In at least one of the various
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embodiments, if the biometric device may be successfully
enrolled a communication of this status may be communi-
cated to the biometric device. Next, control may be returned
to a calling process.

[0140] In at least one of the various embodiments, addi-
tional authentication factors may be employed during enroll-
ment for high security applications. An optional motion sen-
sor in the wearable device may enable, for example,
recognition of secret hand gestures. Passwords, PINS, voice
commands, finger tapping, finger swiping, or other determin-
istic user inputs may be used as additional authentication
mechanisms. Once authenticated, the wearable device may
be consider preauthorized and may stay in the preauthorized
mode until it is separated from the user. In at least one of the
various embodiments, the AAD application that is perform-
ing the enrollment actions may be configured to collect the
additional authentication factors.

[0141] In at least one of the various embodiments, a bio-
metric device may be arranged to be authenticated and/or
enrolled with an AAD based on security factors that do
include biometric information or features of the user. In such
embodiments, the additional authentication factors described
above may be employed for authenticating the biometric
device absent biometric factors.

[0142] FIG. 7 shows an overview flowchart for process 700
for preauthorizing a biometric device with a previously
enrolled user in accordance with at least one of the various
embodiments. After a start block, at block 702, in at least one
of the various embodiments, a user may initiate a procedure
for preauthorizing a biometric device.

[0143] At block 704, in at least one of the various embodi-
ments, biometric data may be captured using the biometric
device. A biometric signal of one or more biometric features
of the user may be captured by the wearable device.

[0144] At block 706, in at least one of the various embodi-
ments, optionally, the captured biometric data representing
the captured biometric features of the user may be transmitted
wirelessly to a paired AAD. In at least one of the various
embodiments, this step may be optional because in some
embodiments, the biometric data may be held on the biomet-
ric device rather than being communicated to the AAD.
[0145] At block 708, in at least one of the various embodi-
ments, the biometric data may be processed and compared
with one or more biometric profiles for correlating the bio-
metric data to a user. In at least one of the various embodi-
ments, to preauthorize the wearable biometric device subse-
quent to initialization, biometric data is received from the
wearable biometric device and is authenticated on the bio-
metric device or in some embodiments on the authorized
authentication device. In either case, the biometric data may
be authenticated based on a biometric profile that may be
stored on the biometric or in some embodiments, onthe AAD.
In at least one of the various embodiments, the biometric
signal obtained is then compared to the previously obtained
biometric profile to perform a biometric matching

[0146] At block 710, in at least one of the various embodi-
ments, the authentication status based in part on the result of
matching the biometric signal, may be communicated from
the AAD to the biometric device. Alternatively, in at least one
of the various embodiments, an authorization key may be
generated on the biometric device and communicated to the
AAD. In at least one of the various embodiments, the autho-
rization key may be used by the AAD to decrypt user profile
information that may correlate the user with the biometric
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device. Accordingly, the AAD may authenticate the user
absent directly receiving biometric signals or biometric data.
[0147] Accordingly, in at least one of the various embodi-
ments, if the biometric signal matches the user’s biometric
profile, the biometric device may be set into a pre-authorized
state. In at least one of the various embodiments, the AAD
may communicate a control signal to the biometric device
signalling that biometric device should enter the pre-autho-
rized state. Or, in at least one of the various embodiments, the
authorization key provided by the biometric device may
enable the AAD to decrypt the biometric profile of the user
enabling the AAD to preauthorize the biometric device.

[0148] In at least one of the various embodiments, at this
point the biometric device is authenticated as being worn by
the user that corresponds to the matched biometric profile and
is preauthorized for enabling access to one or more access
points. Next, control may be returned to a calling process.

[0149] In at least one of the various embodiments, once
successful authentication is achieved, the application on the
AAD communicates back to the wearable device and preau-
thorizes it for the user. The biometric device remains in a
preauthorized state until it is removed from the user or sepa-
rated from the user.

[0150] In some embodiments, the preauthorization of the
wearable biometric device may be performed twice per day,
once per day, or even less frequently, such as every two days,
every three days, every four days, every five days, every six
days, or once per week.

[0151] Also, in at least one of the various embodiments,
once the biometric device is preauthorized, the AAD does not
need to be within wireless range of the wearable biometric
device to enable the user to transmit a control signal to an
access point in order to obtain access to a physical or logical
access point. Further interaction between the wearable and
the AAD is not required to obtain access to access points.

[0152] Inatleast one of the various embodiments, the wear-
able biometric device may further be trusted to remain asso-
ciated with the same person during later transactions by
detecting device removal from the user. In this way, the wear-
able device is able to transmit an authenticated control signal
that serves as a proxy for user identity authentication. In
essence, the wearable biometric device becomes a trusted
arbiter or proxy of identity for every other device, access
point and system that the user interacts with. Although the
wearable biometric device is able to transmit a biometric
signal as the control signal at an access point, the biometric
preauthorization of the wearable device via the AAD enables
the control signal to be other than a biometric signal.

[0153] In at least one of the various embodiments, biomet-
ric devices may be arranged to employ additional non-bio-
metric security factors for preauthorizing an enrolled device,
such as, gestures, passwords, PINs, voice commands, finger
tapping, finger swiping, or other deterministic user inputs
may be used as additional authentication mechanisms. In
some embodiments, non-biometric security factors may be
relied on absent biometric information.

[0154] FIG. 8 shows an overview flowchart for process 800
for authenticating a user with one or more access points in
accordance with at least one of the various embodiments.
After a start block, at decision block 802, in at least one of the
various embodiments, if a preauthorized biometric device in
range of an access point, control may flow block 804; other-
wise control may flow to block 808.
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[0155] At decision block 804, in at least one of the various
embodiments, if one or more additional conditions (if any)
are met, control may flow to block 806; otherwise control may
flow to block 808. As discuss below, the biometric device, or
the access point may be configured to require additional infor-
mation before enabling access to the access point. In at least
one of the various embodiments, additional security factors
may be required to increase security, such as requiring one or
more additional biometric features to authenticate the user, or
requiring a password to be entered into the authorized authen-
tication device. Such a password may be alphanumeric, or
may be gestural or postural (finger tapping/swiping), cap-
tured by the wearable biometric device by the one or more
sensors on the wearable device. Such additional security fac-
tors may be added to systems with high security require-
ments.

[0156] Also, in at least one of the various embodiments,
additional conditions may be required based on information
included in the user’s profile. For example, the user profile
may be configured to limit access to certain times of day or a
certain number of times per day, and so on. See, FIG. 14 fora
more detailed explanation of user profiles and their configu-
ration.

[0157] Further, in at least one of the various embodiments,
additional conditions may be required based on information
included in the access point’s profile. For example, the access
profile may be configured to limit the number of preautho-
rized users that may obtain access to the access point each
day, and so on. See, FIG. 15 for a more detailed explanation of
access profiles and their configuration. Further, in at least one
of the various embodiments, a condition may be membership
of the user into one or more associations or groups, such as,
employees, customers, VIP’s, security, or the like, or combi-
nation thereof.

[0158] Also, in at least one of the various embodiments, the
biometric device may include keys or other identifiers that
may be associated with one or more groups or associations
that may have issued the biometric device to the user. Accord-
ingly, to meet the access conditions the biometric device may
need to be authenticated and preauthorized as well as includ-
ing the additional information indicating the biometric device
associated with the correct group.

[0159] Moreover, in at least one of the various embodi-
ments, an additional condition may be the requirement for
one or more particular users to be sensed and authorized by
the access point in addition the users attempting to obtain
access. For example, one or more access points may be dis-
abled from allowing any user access unless an authenticated
supervisor user is sensed by the access point. In this example,
an access point profile may be configured to disable other
users unless a supervisor user is simultaneously sensed by the
access point. Or, in at least one of the various embodiments,
an access point may be configured to always require a certain
number of authenticated users (e.g., 2, 3, 5) to be present and
preauthorized before allowing any user to obtain access. For
example, an access point configured to require two users to be
present may be incorporated into an industrial machine that
requires two authenticated operators for safety and/or secu-
rity reasons.

[0160] At block 806, in at least one of the various embodi-
ments, access to one or more access points may be enabled for
the user that has the biometric device. Next, control may loop
back to decision block 802. At block 808, in at least one of the
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various embodiments, access to one or more access points
may be disabled. Next, control may be returned to a calling
process.

[0161] In at least one of the various embodiments, user
access to physical and logical access points may be controlled
by a transmission of a control signal from the wearable bio-
metric device to the access point. For example, in at least one
of the various embodiments, one method of gaining entry at
an access point may be to determine whether a wearable
biometric device has been preauthorized and if that wearable
biometric device is within an allowable range of the access
point. If the answer is affirmative for both authorization and
range to access point, the wearable biometric device may be
arranged to transmit a control signal to the access point that
affirmatively confirms that the biometric device is preautho-
rized. Accordingly, the user may obtain access to the access
point. Further, authorization for access to an access point may
be enabled by the wearable device at multiple access points
subsequent to a single authorization by the AAD.

[0162] For example, in at least one of the various embodi-
ments, user may access various access points through the
course of a day with a single biometric authentication/preau-
thorization, such as, security doors at home, security doors at
work, point-of-sale devices (e.g., to purchase coffee), wire-
less password entry to a personal electronic devices, gym or
change-room security doors, transit payments, or the like.
Accordingly, multiple secure transactions which traditionally
have each required a unique security card or proof of identity
may each be accessed using the same preauthorized biometric
device employing a control signal affirmatively confirming
that the biometric device is preauthorized.

[0163] In at least one of the various embodiments, if the
wearable biometric device is in an authenticated mode, it may
communicate this status information by wirelessly transmit-
ting the control signals to devices and systems, such as, access
points, that may be in the user’s environment. Therefore, the
presence of the user with the preauthorized biometric device
within the range of a smart-connected access point device
may be sufficient for unlocking and/or enabling access to the
device. One method of determining proximity to access
points is via measuring Bluetooth energy levels.

[0164] In atleast one of the various embodiments, a preau-
thorized wearable biometric device may then be used to
access/unlock the wearer’s smartphone, tablet, online
accounts, vehicle, and physical spaces, as well as provide
personalization for smart environments, and allow third par-
ties to detect their presence (e.g., office, club, retail environ-
ments, or the like).

[0165] In atleast one of the various embodiments, another
example of a logical access point is a paired device, which
may include but is not limited to the authorized authentication
device. For example, if a wearable biometric device has been
preauthorized, other paired devices such as smartphones,
computer terminals, tablets, laptops, environmental control
systems which do not have the capability to authorize the
wearable biometric device, but which would be otherwise
locked, may be accessed via a control signal transmitted by
the preauthorized wearable biometric device.

[0166] In at least one of the various embodiments, trans-
mission of entry authorization signals from the preauthorized
wearable biometric device to the desired access point by way
of the control signal is preferably accomplished wirelessly.
Some non-limiting examples of wireless technologies that
may be used are Bluetooth, WIFI, NFC, or the like. In some
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embodiments, a wearable biometric device may be arranged
to include more than one type of transmitter or transmitting
means to accommodate the range of receivers that may be
used at various access points. Additionally, in some embodi-
ments, the wearable biometric device may be arranged to
include more than one type of receiver or receiving technol-
ogy. In this way, access points already in place may be
accessed by incorporating the corresponding communication
technology into the wearable biometric device.

[0167] In at least one of the various embodiments, if a
person is wearing a preauthorized wearable biometric device,
they may subsequently access devices and accounts in their
environment that configured as access point (e.g., they
include access point applications for controlling access). In
the preferred embodiment a device or system acts as an access
point that grants access to the user when the preauthorized
wearable biometric device is detected to be in close proximity
and when an authenticating control signal is received. In
addition, access control may be further conditioned by requir-
ing one or more of a determination of proximity/range of the
wearable biometric device to the access point, the detection of
a gestural input by the wearable biometric device, and addi-
tional skin or body contact detection by the wearable biomet-
ric device such as with a finger (tapping), password, PIN’s
voice commands, or the like, or combination thereof.

[0168] In a different embodiment a user may indicate an
intent to access an access point using gesture control. Accord-
ingly, in at least one of the various embodiments, the biomet-
ric device may be arranged for collecting, processing and
matching motion or gestural signals to pre-defined or user-
defined gestures. In one example, if an “unlock™ gesture is
performed by the user and detected by the authenticated wear-
able biometric device, an “access” control signal may be
transmitted to the device or system comprising the access
point that the user intends to access.

[0169] In at least one of the various embodiments, a user
may indicate intent to access a device or system comprising
anaccess point by touching or tapping the wearable biometric
device with a body part, and/or making skin contact with the
device. For example, to access a smartphone, the wearable
biometric device may transmit a control signal to the smart-
phone indicating that the wearable biometric device is preau-
thorized, and is also within proximity to the device or system
to be unlocked or accessed. Following that, the smartphone
may be unlocked when user double taps the biometric device.
[0170] In another example, user intent with skin contact
may be detected with a signal that is transmitted from the
wearable biometric device to the access point that the user
desires access through the human body. In at least one of the
various embodiments, the wearable biometric device may be
arranged to include a transmitter of a unique sequence and the
accessing device is equipped with a receiver. Capacitive or
galvanic coupling may be employed for the transmission of
the signal through the body.

[0171] Inatleastone ofthe various embodiments, an adver-
sary that intends to fraudulently put another person’s device
into the preauthorized/authenticated mode must first gain
possession of the wearable biometric device as well as the
authorized authentication device. Even if these two devices
may be brought together, the adversary must still replicate or
spoof the biometric signal of the initialized user.

[0172] FIG. 9 shows an overview flowchart for process 900
for authenticating a user with one or more access points in
accordance with at least one of the various embodiments.
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After a start block, at block 902, in at least one of the various
embodiments, optionally, a biometric device may be issued to
a user. In at least one of the various embodiments, an organi-
zation, such as, an employer, school, entertainment provide,
amusement park, or the like, may provide biometric devices
to users that may be associated with the organization. In other
cases, user may have their own biometric device.

[0173] At block 904, in at least one of the various embodi-
ments, a biometric device may be authenticated for a particu-
lar user. Also, in at least one of the various embodiments, as
discussed above, a biometric device may be enrolled and
preauthorized for a user.

[0174] At block 906, in at least one of the various embodi-
ments, access point permission information may be commu-
nicated to the biometric device based on the user’s profile. In
at least one of the various embodiments, during the authori-
zation of the biometric device the AAD may be arranged to
retrieve information about which access points the user may
be enabled to access. In at least one of the various embodi-
ments, the information may be in the form of a list of
restricted access points, or it may be a list of accessible access
points, or a combination thereof.

[0175] In at least one of the various embodiments, the per-
mission information may be configured and stored on a bio-
metric authentication server, an AAD, or the like. In at least
one of the various embodiments, permissions may be
assigned or allocated on a per user basis, or based on user
groups, user roles, or other user properties. In at least one of
the various embodiments, the permissions may be included as
part of a biometric profile for a user.

[0176] In at least one of the various embodiments, the per-
mission information may enable an administrator to config-
ure which users may be enabled to access certain access
points. See, FIGS. 13-15. Importantly, in at least one of the
various embodiments, the permissions may be managed out-
side of the access point. Accordingly, in at least one of the
various embodiments, the access point may be relieved of any
responsibility to manage if an authorized/identified user actu-
ally has permission to access a particular access point.

[0177] Atblock 908, in at least one of the various embodi-
ments, the authenticated biometric device encounters an
access point. In at least one of the various embodiments, the
biometric device and the access point may recognize each
other’s presence. For example, in at least one of the various
embodiments, a wireless protocol such as Bluetooth’s adver-
tising protocol may be employed to enable the biometric
device and the access point to identify each other.

[0178] In at least one of the various embodiments, the bio-
metric device and the access point may be begin a handshak-
ing protocol (e.g., exchanging control signals) for determin-
ing if the biometric device is authenticated with its wearer and
preauthorized.

[0179] At decision block 910, in at least one of the various
embodiments, if access to the access point is allows based on
the user profile and the access point profile, control may flow
block 912; otherwise, control may flow to block 910. In at
least one of the various embodiments, before the biometric
device communicates its authentication status to the access
point the permission information onboard the biometric
device may be checked to determine if the user wearing the
biometric device should be enable to access the access point.
In at least one of the various embodiments, the biometric
device and/or the access point may employ the user’s profile
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or the access point’s profile (if any) for determining if the
authenticated and preauthorized user can obtain access to the
access point.

[0180] In at least one of the various embodiments, the user
profile information, or a portion of it, may be located on the
biometric device, or stored on a biometric authentication
server accessible over a network. Likewise, in at least one of
the various embodiments, the access point profile informa-
tion, or a portion of it, may be located on the access point, or
stored on a biometric authentication server accessible over a
network. In at least one of the various embodiments, user
profile information and/or access point profile information
may be accessible from a cloud based service.

[0181] In at least one of the various embodiments, the
authenticated biometric device authenticates the identity of
the user that is wearing the device, but it may indicate if that
particular user is allowed access to the access point.

[0182] In at least one of the various embodiments, the
access point may maintain permission information regarding
the authenticated users that may be enabled access. However,
for some access points, especially those designed to be low
powered and/or without network connectivity, they may not
have facilities sufficient for determining if'a user, even though
authenticated by the wearable biometric, is authorized to
access the access point.

[0183] For example, in at least one of the various embodi-
ments, each member of a family comprising adult and chil-
dren may use wearable biometric device. The biometric
devices may authenticate the identification each member of
the family, adult and child alike. However, in this example, it
may be important to restrict the children from accessing par-
ticular access points. For example, an access point like an
automobile door or an automobile ignition may be restricted
to just the authenticated adults.

[0184] Accordingly, rather than requiring the automobile
access points to maintain an access control list that distin-
guishes among family members, the biometric device for the
children may maintain the permission information. This per-
mission information may be updated for an individual each
time a user authenticates with given biometric device. Return-
ing the last example, if a child obtains his or her driver’s
license the parents may update the child’s permission infor-
mation, enabling them to use their biometric device to enable
access the automobile. Note, this may be accomplished with-
out directly updating the automobile access point.

[0185] At block 912, in at least one of the various embodi-
ments, since the access point is not accessible to the user,
access to the access point may be denied for the user. Next,
control may flow to a return block to return control to a calling
process. During the handshaking between the biometric
device and the access point, the biometric device reject the
access point control signals, or it may be arranged to refrain
from sending an “authenticated” status to the access point. At
block 914, in at least one of the various embodiments, since
access to the access point is permitted list, or otherwise not
barred for the user, access to the access point may be enabled.
Next, control may be returned to a calling process.

[0186] FIG. 10 shows an overview flowchart for process
1000 de-authenticating a biometric device when it is removed
from a wearer in accordance with at least one of the various
embodiments. After a start block, at block 1002, in at least one
of the various embodiments, a wearable biometric device is
removed from an authenticated wearer. In at least one of the
various embodiments, the biometric device may detect that
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has been removed, or is about to be removed (e.g., clasp
opening) from the authenticated user as described above.
Also, In at least one of the various embodiments, the biomet-
ric device may include a lanyard attached by a clasp such that
removing the lanyard from the biometric device resets (deau-
thorizes/deauthenticates) the biometric device.

[0187] In at least one of the various embodiments, the bio-
metric device may remain preauthorized and authenticated as
long it remains within a defined range/proximity of the user.
Additional sensors or radios on the user’s person may be
employed to determine if the biometric device is within an
allowed range of user. For example, a user may preauthorize
a handheld tool or device using biometric features. Then as
long as the preauthorized device remains with a range defined
range of the user it will remain preauthorized—enabling the
tool to be used by the user.

[0188] Atblock 1004, in at least one of the various embodi-
ments, optionally, access to one or more access points may be
disabled. In at least one of the various embodiments, if the
biometric device is being employed to enable the user to
access an access point, the access point may be configured to
automatically disable access to the access point. In at least
one of the various embodiments, in some cases, such as, an
operating automobile, the access point may be configured to
continue operating until it is safe to disable operation. In other
cases, such as, accessing a secure terminal the access point
may immediately disable access for the current user. In at
least one of the various embodiments, other configuration
may include starting a countdown timer before disabling
access. Also, the access point may be configured to generate
a log entry and/or generate a notification upon removal of the
biometric device. Note, in at least one of the various embodi-
ments, this block may be considered optional because the user
may not be accessing an access point when the biometric
device is removed.

[0189] Atblock 1006, in at least one of the various embodi-
ments, the wearable biometric device may be reset and set to
anunauthenticated state. In at least one of the various embodi-
ments, as discussed above, resetting the biometric device will
require a user to authenticate biometric device again by pro-
viding biometric information to the AAD and matching the
biometric profile that corresponds to the user before the bio-
metric device returned to an authenticated state. At block
1008, in at least one of the various embodiments, further to
resetting the wearable biometric device, security and crypto-
graphic information related to the operation and/or authenti-
cation of the biometric device may be cleared or otherwise
erased from the biometric device. Next, control may be
returned to a calling process.

[0190] FIG. 11 shows an overview flowchart for process
1100 that manages if a biometric device encounters multiple
access points in accordance with at least one of the various
embodiments. Aftera start block, atblock 1102, in at least one
of the various embodiments, an authenticated biometric
device enters the sensing range of multiple access points. In at
least one of the various embodiments, a user wearing an
authenticated biometric device may walk into a room with
several access points that he or she may be enabled to access.
For example, in at least one of the various embodiments, a
supervisor that enters a room with several access points may
not want multiple access points are in range of the wearable
biometric device to enable access at the same time.

[0191] Atblock 1104, in at least one of the various embodi-
ments, the biometric device initiates one or more access dif-
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ferentiation policies. In at least one of the various embodi-
ments, since the biometric device has sensed multiple access
points at the same time it may be configured to execute one or
more differentiation policies.

[0192] In at least one of the various embodiments, differ-
entiation policies may be configured to have different rules
for different classifications of access points. In some embodi-
ments, for some types of access points, it may be unnecessary
to distinguish between them. For example, if the multiple
access points correspond to room light switches it may be
harmless and/or desirable to turn all the switches on when a
user wearing an authenticated biometric device enters aroom.
However, in other cases, such as, computer terminals it may
be undesirable to unlock and enable access to each detected
terminal at the same time.

[0193] Accordingly, in at least one of the various embodi-
ments, the differentiation policy may include rules and filters
that may be associated with the various access point that may
be encountered. In at least one of the various embodiments,
the differentiation policies may be established one or more
secondary conditions that must be met to differentiate among
certain multiple access points.

[0194] In at least one of the various embodiments, second-
ary conditions may be similar to those described above, such
as, requiring PINs, passwords, proximity requirements, ges-
tures, or the like, with respect to the particular access point the
user wants to access.

[0195] Atdecision block 1106, in at least one of the various
embodiments, if one or more secondary conditions are met
for differentiating among access points, control may flow to
block 1108; otherwise, control may flow to a return block. In
at least one of the various embodiments, if the secondary
conditions are not met, access to those access points requiring
the secondary conditions may remain disabled. At block
1108, in at least one of the various embodiments, access to
one or more access points may be enabled based on the
secondary conditions that may have been met. Next, control
may be returned to a calling process.

[0196] FIG. 12 shows an overview flowchart for process
1200 for authenticating a biometric device during encounters
with access points in accordance with at least one of the
various embodiments. After a start block, at block 1202, in at
least one of the various embodiments, a biometric device may
be sensed by an access point. Further, in at least one of the
various embodiments, the biometric device may sense one or
more access points that are within range of its radios. As
discussed above, one or more features of radios and/or wire-
less facilities on the biometric devices and the access points
may be employed for sensing each other’s presence. For
example, one or more wireless advertising protocols may be
employed by the biometric devices and/or the access points.
Accordingly, each time a user with an active biometric device
encounters an access point control signals may be exchanged
between the biometric device and the access point.

[0197] Atdecision block 1204, in at least one of the various
embodiments, if a biometric device is authenticated, control
may flow to block 1206; otherwise control may flow to block
1208. In at least one of the various embodiments, if the
biometric device is preauthorized for the user, the access
point may assume that the biometric device is authenticated
and authorized for the user and enable access to the access
point (e.g., confirming that the biometric device is in an
authenticated state). Note, access the access point may be
enabled without having to capture additional biometric sig-
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nals or information from the user. Thus, in at least one of the
various embodiments, the user may be enabled to access
multiple access points at different times as long as the bio-
metric device remains in an authenticated state (e.g., as long
as the biometric device has not been removed or separated
from the authenticated user).

[0198] Atblock 1206, in at least one of the various embodi-
ments, access to the encountered access point may be
enabled. Next, control may loop back to block 1202. Accord-
ingly, in at least one of the various embodiments, process
1200 may continue sensing access points and enabling access
to them based on the authenticated status of the preauthorized
biometric device.

[0199] Atblock 1208, in at least one of the various embodi-
ments, since the biometric device is not authenticated or
preauthorized, access to the encountered access point may be
denied. In at least one of the various embodiments, as dis-
cussed above a biometric device may become unauthenti-
cated if previously authenticated user removes the preautho-
rized biometric device. Also, as discussed above, in at least
one of the various embodiments, a biometric device may be
configured to require periodic re-authentication even though
the user has not removed the device.

[0200] Atblock 1210, in at least one of the various embodi-
ments, the biometric device may attempt to authenticate using
an AAD and one or more biometric signals captured from the
user. In at least one of the various embodiments, since the
biometric device is not authenticated with the user, the user
may proceed to perform the actions to put the biometric
device into an authenticated state and preauthorized status, as
discussed in detail above.

[0201] Atdecision block 1212, in at least one of the various
embodiments, if the attempt to authenticate and preauthorize
the biometric device succeeds, control may flow to block
1202; otherwise, process 1200 may exit, returning control to
a calling process. Assuming that the biometric device is pre-
authorized and authenticated by the user, process 1200 may
loop back to block 1202 to continue sensing access points.
[0202] FIG. 13 shows an overview flowchart for process
1300 for configuring profiles for users and access points in
accordance with at least one of the various embodiments.
After a start block, at block 1302, in at least one of the various
embodiments, an administrative user may review, create,
update, or delete users associated with one or more groups. At
block 1304, in at least one of the various embodiments, the
administrative user may review, create, update, or delete, one
or more of the user profiles. At block 1306, in at least one of
the various embodiments, the administrative user may review,
create, update, or delete, one or more access points. Next,
control may be returned to a calling process.

[0203] In at least one of the various embodiments, biomet-
ric devices may be employed to authenticate the identity of
users wearing or otherwise in control of the biometric device.
Further, an organization, such as, an employer, an entertain-
ment vendor, amusement park operator, or the like, may pro-
vide or issue biometric metrics to users, such as, employees,
visitors, customers, or the like. Also, in at least one of the
various embodiments, a head of household for a family may
issue biometric devices for each member of the family.
[0204] Accordingly, in at least one of the various embodi-
ments, administrative users may generate user profiles that
include configuration rules or other information that may be
employed for determining if an authenticated and/or preau-
thorized user may indeed be allowed to obtain access to an
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access point. For example, in at least one of the various
embodiments, if each member of a family has been issued
biometric devices, it follows that in many cases, not each
family will have the access to same access points as each. For
example, under age children of the family may be disabled
from accessing certain access points, such as, the family
automobile or banking information. Likewise, in at least one
of the various embodiments, employers that issue biometric
devices to their employees may employ user profiles and/or
access profiles to control access to access points for employ-
ees. Further, in at least one of the various embodiments,
amusement park operators may issue biometric devices that
may be employed to enable or disable customers from obtain-
ing access to various rides, events, attractions, and so on that
may be hosted at the amusement park.

[0205] In at least one of the various embodiments, profile
information may be generated using one or more predefined
forms and/or property sheets. Also, in at least one of the
various embodiments, profile information may include cus-
tomized rules that may be comprised of one or more regular
expression, computer software programming languages,
scripts, or the like, or combination thereof

[0206] FIG. 14 shows an overview flowchart for process
1400 for configuring profiles for users in accordance with at
least one of the various embodiments. After a start block, at
block 1402, in at least one of the various embodiments, an
administrative user may select one or more user profiles. In at
least one of the various embodiments, user profiles may be
selected individually or in groups using bulk selections, fil-
ters, or the like. Also, in at least one of the various embodi-
ments, portions of one or more user profiles may be shared by
one or more user points. For example, a global user profile
may provide base configuration information each employee
in a company.

[0207] Atblock 1404, in at least one of the various embodi-
ments, the user profile may be configured to enable access for
the user to one or more access points. In at least one of the
various embodiments, individual access point and/or groups
of access points may be black listed or white lists for one or
more users. This information may be included in, or associ-
ated with, the user profile for each user.

[0208] Atblock 1406, in at least one of the various embodi-
ments, optionally, the user profile may be configured to
enable access for the user to one or more access points based
on date, time of day, day-of-week, or the like, or combination
thereof.

[0209] Atblock 1408, in at least one of the various embodi-
ments, optionally, the user profile may be configured to define
one or more count based limits for enabling the user access to
one or more access points. In at least one of the various
embodiments, these may be numerical limits to control the
number of times an individual may access an access point. In
other embodiments, the limits may be constrained to one or
more time periods or time ranges. For example, a user may be
restricted to accessing a particular access point one time
during a defined period of time while the same user may be
configured for unlimited access at other times.

[0210] Atblock 1410, in at least one of the various embodi-
ments, optionally, the user profile may be configured to
enable or disable one or more additional features related
enabling the user access one or more access points. For
example: a user may be restricted or enabled access to access
points based on geolocation; a number of other users cur-
rently accessing the same or different access points exceeding
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a threshold; a number of other users that have accessed the
same or different access points in a defined time period
exceeding a threshold; or the like; or combination thereof.
[0211] Atblock 1410, in at least one of the various embodi-
ments, the configured user profile may be stored. In at least
one of the various embodiments, the configured user profiles
may be stored in one or more computers, such as, biometric
authentication service computer 116, a compute and/or stor-
age instance (e.g., virtual machine) in cloud service and/or
cloud environment, or the like. One of ordinary skill the art
will appreciate that user profile configuration rules may
include enabling and disabling access to access points for the
user based on numerous features and/or conditions beyond
those described herein. Such configuration rules are in envis-
aged, however, in the interest of brevity and clarity the
examples are limited herein. However, the example are suf-
ficient for enabling one of ordinary skill in the art to under-
stand and practice the innovations included herein. Next,
control may be returned to a calling process.

[0212] FIG. 15 shows an overview flowchart for process
1500 for configuring profiles for access points in accordance
with at least one of the various embodiments. After a start
block, at block 1502, an administrative user may select one or
more access point profiles. In at least one of the various
embodiments, access point profiles may be selected individu-
ally or in groups using bulk selections, filters, or the like.
Also, in at least one of the various embodiments, one or more
access point profiles may be shared by one or more access
points.

[0213] Atblock 1504, in at least one of the various embodi-
ments, optionally, the administrative user may configure rules
for determining which users may access the access points. In
at least one of the various embodiments, users may be
whitelisted or black listed based on individual identity, filters,
group rules, or the like. In at least one of the various embodi-
ments, filters may be inclusive or exclusive. Further, in some
embodiments filters may be targeted to one or more of the
various properties of users and/or user profiles, such as, name,
age, access level, security clearance, frequency of access, or
the like, or combination thereof.

[0214] Atblock 1506, in at least one of the various embodi-
ments, optionally, the administrative user may configure time
of day rules for the access points. Similar as described for
block 1406 in FIG. 14. Likewise, at block 1508, in at least one
of the various embodiments, optionally, the administrative
user may configure policy rules for access based on number-
of-times, similar as described for block 1408 in FIG. 14. At
block 1510, in at least one of the various embodiments,
optionally, the administrative user may configure one or more
additional policy rules based on one or more other features/
properties associated with the access points—similar to block
1410 in FIG. 14.

[0215] Atblock 1512, in at least one of the various embodi-
ments, optionally, the administrative user may store the
access point profiles. In at least one of the various embodi-
ments, the configured access point profiles may be stored in
one or more computers, such as, biometric authentication
service computer 116, a compute and/or storage instance
(e.g., virtual machine) in cloud service and/or cloud environ-
ment, or the like. One of ordinary skill the art will appreciate
that access point profile configuration rules may include
enabling and disabling access to access points for users based
on numerous features and/or conditions beyond those
described herein. These and other additional configuration
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rules are envisaged, however, in the interest of brevity and
clarity the examples include herein are limited in number.
However, the provided examples are sufficient for enabling
one of ordinary skill in the art to understand and practice these
innovations. Next, control may be returned to a calling pro-
cess.

[0216] Itwill beunderstood that each block of'the flowchart
illustration, and combinations of blocks in the flowchart illus-
tration, may be implemented by computer program instruc-
tions. These program instructions may be provided to a pro-
cessor to produce a machine, such that the instructions, which
execute on the processor, create means for implementing the
actions specified in the flowchart block or blocks. The com-
puter program instructions may be executed by a processor to
cause a series of operational steps to be performed by the
processor to produce a computer-implemented process such
that the instructions, which execute on the processor to pro-
vide steps for implementing the actions specified in the flow-
chart block or blocks. The computer program instructions
may also cause at least some of the operational steps shown in
the blocks of the flowchart to be performed in parallel. These
program instructions may be stored on some type of machine
readable storage media, such as processor readable non-tran-
sitive storage media, or the like. Moreover, some of the steps
may also be performed across more than one processor, such
as might arise in a multi-processor computer system. In addi-
tion, one or more blocks or combinations of blocks in the
flowchart illustration may also be performed concurrently
with other blocks or combinations of blocks, or even in a
different sequence than illustrated without departing from the
scope or spirit of the invention.

[0217] Accordingly, blocks of the flowchart illustration
support combinations of means for performing the specified
actions, combinations of steps for performing the specified
actions and program instruction means for performing the
specified actions. It will also be understood that each block of
the flowchart illustration, and combinations of blocks in the
flowchart illustration, may be implemented by special pur-
pose hardware-based systems, which perform the specified
actions or steps, or combinations of special purpose hardware
and computer instructions. The foregoing example should not
be construed as limiting and/or exhaustive, but rather, an
illustrative use case to show an implementation of at least one
of the various embodiments of the invention.

[0218] Illustrative Use Cases

[0219] FIG. 16 illustrates a portion of user interface 1600
for enrolling and/or configuring a biometric device in accor-
dance with at least one of the various embodiments. In at least
one of the various embodiments, an AAD and/or a biometric
authentication server may be arranged to include one or more
user interfaces that enable a user to enroll and/or configure
their biometric devices. In at least one of the various embodi-
ments, user interface 1600 may include a representation of the
biometric device(s) such as biometric device image 1602, as
well as one or more menu items for configuration such
devices, such as, menu items 1604. Further, in some embodi-
ments, a user may be enabled to update the software and/or
firmware for their biometric devices by activating a user
interface input, such as, button 1606.

[0220] In at least one of the various embodiments, the user
interface layout and features may be arranged to accommo-
date different platforms, such as, client computers, network
computers, mobile computers, tablet computers, smart
phones, or the like. Further, in at least one of the various
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embodiments, user interfaces may include more or less ele-
ments as shown herein and remain within the scope of the
envisaged innovations.

[0221] FIG. 17 illustrates wearable biometric device 1700
in accordance with at least one of the various embodiments. In
at least one of the various embodiments, biometric device
1700 may be arranged in the form a wristband, such as,
wristband 1702. Also, in at least one of the various embodi-
ments, biometric device 1700 may include LED’s 1704
arranged such that they are visible to a wearer.

[0222] In at least one of the various embodiments, LEDs
1704 may be arranged to flash in different patterns and/or
colors. In some embodiments, the different patterns of flash-
ing and/or colors may correspond to particular operations,
states, actions, or the like. For example, unique flashing or
light patterns may be established to represent if the biometric
device is capturing and/or transmitting biometric signals/
data. Also, for example, a particular LED pattern may indi-
cate if the biometric device is authenticated, preauthorized, in
the range of one or more access points, or the like.

[0223] In at least one of the various embodiments, contact
1706 may be a button, sensor, electrode, or the like, or com-
bination thereof. In some embodiments, contact 1706 may be
a sensor similar to sensor 504 in FIG. 5. In at least one of the
various embodiments, contact 1706 may be arranged to be
sensitive to receiving user inputs such as finger tapping, finger
swiping, touching, or the like, or combination thereof

What is claimed as new and desired to be protected by
Letters Patent of the United States is:

1. A method for authenticating a user using a biometric
device that performs actions including:

capturing at least one biometric feature of the user that is

wearing the biometric device;

authenticating the user of the biometric device based on the

at least one biometric feature;

when the user is authenticated, preauthorizing the biomet-

ric device for the user;

when the preauthorized biometric device senses at least

one access point, providing an authorization signal to the
at least one access point; and

wherein the user is provided access to the at least one

access point based on at least an affirmative confirma-
tion of the authorization signal by the at least one access
point.

2. The method of claim 1, wherein capturing at least one
biometric feature of the user of the biometric device, further
comprises, capturing one or more biometric features that
correspond to an electrocardiogram of the user.

3. The method of claim 1, further comprising, when the
preauthorized biometric device is removed from wearing by
the user, deauthorizing the biometric device for the user,
wherein access to the at least one access point by the user is
disabled.

4. The method of claim 1, wherein authenticating the user
of the biometric device, further comprises:

communicating information that includes the at least one

biometric feature to an authorized authentication device
(AAD) that is separate from the biometric device; and
comparing the at least one biometric feature to a biometric
profile that corresponds to the user and is stored on the
AAD, wherein the biometric device is preauthorized for
the user when the biometric profile stored on the AAD
corresponds to the at least one biometric feature.
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5. The method of claim 1, wherein authorizing the user that
is preauthorized by the biometric device to access the at least
one access point, further comprises, authorizing the user to
access the access point based on at least one of a password, a
Personal Identification Number (PIN), a gesture, a voice com-
mand, a finger tap, a distance between the preauthorized
biometric device and the at least access point, or one or more
additional biometric features of the user.
6. The method of claim 1, wherein preauthorizing the bio-
metric device for the user, further comprises, providing a list
of one or more access points that the user is permitted to
access based at least on profile information that is associated
with the user.
7. The method of claim 1, further comprising, when two or
more access points are sensed by the preauthorized biometric
device, determining one or more of the two or more access
points to enable the user to access based on at least one
secondary condition.
8. The method of claim 1, further comprising:
enabling an administrative user to provide profile informa-
tion for a plurality of users of the biometric device;

when one of the plurality of users is wearing the biometric
device, authenticating that user based on capturing at
least one biometric feature; and

enabling access to at least one access point based at least on

the provided profile information for the authenticated
one of the plurality of users.

9. A biometric device for authenticating a user, comprising:

a transceiver that is operative to communicate over a net-

work;

amemory that is operative to store at least instructions; and

a processor device that is operative to execute instructions

that enable actions, including:

capturing at least one biometric feature of the user that is

wearing the biometric device;

authenticating the user of the biometric device based on the

at least one biometric feature;

when the user is authenticated, preauthorizing the biomet-

ric device for the user;

when the preauthorized biometric device senses at least

one access point, providing an authorization signal to the
at least one access point; and

wherein the user is provided access to the at least one

access point based on at least an affirmative confirma-
tion of the authorization signal by the at least one access
point.

10. The biometric device of claim 9, wherein capturing at
least one biometric feature of the user of the biometric device,
further comprises, capturing one or more biometric features
that correspond to an electrocardiogram of the user.

11. The biometric device of claim 9, wherein the processor
device is operative to perform further actions comprising,
when the preauthorized biometric device is removed from
wearing by the user, deauthorizing the biometric device for
the user, wherein access to the at least one access point by the
user is disabled.

12. The biometric device of claim 9, wherein authenticat-
ing the user of the biometric device, further comprises:

communicating information that includes the at least one

biometric feature to an authorized authentication device
(AAD) that is separate from the biometric device; and
comparing the at least one biometric feature to a biometric
profile that corresponds to the user and is stored on the
AAD, wherein the biometric device is preauthorized for
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the user when the biometric profile stored on the AAD
corresponds to the at least one biometric feature.
13. The biometric device of claim 9, wherein authorizing
the user that is preauthorized by the biometric device to
access the at least one access point, further comprises, autho-
rizing the user to access the access point based on at least one
of a password, a Personal Identification Number (PIN), a
gesture, a voice command, a finger tap, a distance between the
preauthorized biometric device and the at least access point,
or one or more additional biometric features of the user.
14. The biometric device of claim 9, wherein preauthoriz-
ing the biometric device for the user, further comprises, pro-
viding a list of one or more access points that the user is
permitted to access based at least on profile information that
is associated with the user.
15. The biometric device of claim 9, wherein the processor
device is operative to perform further actions further com-
prising, when two or more access points are sensed by the
preauthorized biometric device, determining one or more of
the two or more access points to enable the user to access
based on at least one secondary condition.
16. The biometric device of claim 9, wherein the processor
device is operative to perform further actions further com-
prising:
enabling an administrative user to provide profile informa-
tion for a plurality of users of the biometric device;

when one of the plurality of users is wearing the biometric
device, authenticating that user based on capturing at
least one biometric feature; and

enabling access to at least one access point based at least on

the provided profile information for the authenticated
one of the plurality of users.

17. A system for using a biometric device to authenticate a
user, comprising:

a biometric device comprising:

a transceiver that is operative to communicate over a
network;
a memory that is operative to store at least instructions;
and
a processor device that is operative to execute instruc-
tions that enable actions, including:
capturing at least one biometric feature of the user that
is wearing the biometric device;
authenticating the user of the biometric device based
on the at least one biometric feature;
when the user is authenticated, preauthorizing the
biometric device for the user;
when the preauthorized biometric device senses at
least one access point, providing an authorization
signal to the at least one access point; and
wherein the user is provided access to the at least one
access point based on at least an affirmative confir-
mation of the authorization signal by the at least
one access point; and

an access point computer, comprising:

a transceiver that is operative to communicate over the
network;

a memory that is operative to store at least instructions;
and

a processor device that is operative to execute instruc-
tions that enable actions, including:

providing access to the access point to the user based on
the authorization signal provided by the biometric
device.
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18. The system of claim 17, wherein capturing at least one
biometric feature of the user of the biometric device, further
comprises, capturing one or more biometric features that
correspond to an electrocardiogram of the user.

19. The system of claim 17, wherein the biometric device’s
processor device is operative to perform further actions com-
prising, when the preauthorized biometric device is removed
from wearing by the user, deauthorizing the biometric device
for the user, wherein access to the at least one access point by
the user is disabled.

20. The system of claim 17, wherein authenticating the user
of the biometric device, further comprises:

communicating information that includes the at least one

biometric feature to an authorized authentication device
(AAD) that is separate from the biometric device; and
comparing the at least one biometric feature to a biometric
profile that corresponds to the user and is stored on the
AAD, wherein the biometric device is preauthorized for
the user when the biometric profile stored on the AAD
corresponds to the at least one biometric feature.
21. The system of claim 17, wherein authorizing the user
that is preauthorized by the biometric device to access the at
least one access point, further comprises, authorizing the user
to access the access point based on at least one of a password,
a Personal Identification Number (PIN), a gesture, a voice
command, a finger tap, a distance between the preauthorized
biometric device and the at least access point, or one or more
additional biometric features of the user.
22. The system of claim 17, wherein preauthorizing the
biometric device for the user, further comprises, providing a
list of one or more access points that the user is permitted to
access based at least on profile information that is associated
with the user.
23. The system of claim 17, wherein the biometric device’s
processor device is operative to perform further actions com-
prising:
enabling an administrative user to provide profile informa-
tion for a plurality of users of the biometric device;

when one of the plurality of users is wearing the biometric
device, authenticating that user based on capturing at
least one biometric feature; and

enabling access to at least one access point based at least on

the provided profile information for the authenticated
one of the plurality of users.

24. A processor readable non-transitive storage media that
includes instructions for using a biometric device to authen-
ticate a user, wherein execution of the instructions by a pro-
cessor device enables actions, comprising:

capturing at least one biometric feature of the user that is

wearing the biometric device;

authenticating the user of the biometric device based on the

at least one biometric feature;
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when the user is authenticated, preauthorizing the biomet-

ric device for the user;

when the preauthorized biometric device senses at least

one access point, providing an authorization signal to the
at least one access point; and

wherein the user is provided access to the at least one

access point based on at least an affirmative confirma-
tion of the authorization signal by the at least one access
point.

25. The media of claim 24, wherein capturing at least one
biometric feature of the user of the biometric device, further
comprises, capturing one or more biometric features that
correspond to an electrocardiogram of the user.

26. The media of claim 24, further comprising, when the
preauthorized biometric device is removed from wearing by
the user, deauthorizing the biometric device for the user,
wherein access to the at least one access point by the user is
disabled.

27. The media of claim 24, wherein authenticating the user
of the biometric device, further comprises:

communicating information that includes the at least one

biometric feature to an authorized authentication device
(AAD) that is separate from the biometric device; and
comparing the at least one biometric feature to a biometric
profile that corresponds to the user and is stored on the
AAD, wherein the biometric device is preauthorized for
the user when the biometric profile stored on the AAD
corresponds to the at least one biometric feature.
28. The media of claim 24, wherein authorizing the user
that is preauthorized by the biometric device to access the at
least one access point, further comprises, authorizing the user
to access the access point based on at least one of a password,
a Personal Identification Number (PIN), a gesture, a voice
command, a finger tap, a distance between the preauthorized
biometric device and the at least access point, or one or more
additional biometric features of the user.
29. The media of claim 24, wherein preauthorizing the
biometric device for the user, further comprises, providing a
list of one or more access points that the user is permitted to
access based at least on profile information that is associated
with the user.
30. The media of claim 24, further comprising:
enabling an administrative user to provide profile informa-
tion for a plurality of users of the biometric device;

when one of the plurality of users is wearing the biometric
device, authenticating that user based on capturing at
least one biometric feature; and

enabling access to at least one access point based at least on

the provided profile information for the authenticated
one of the plurality of users.
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