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Orca Security Named A 2021 Gartner x im 4 

Cool Vendor in Cloud Security Posture 

Management (CSPM) 

  

Another Industry First, Orca Security Simplifies Security and Compliance Operations for AWS, Azure, and GCP by 

Unifying Core Capabilities of CSPM, CWPP, and CIEM for Faster Time-to-Remediation 

LOS ANGELES - June 21, 2021 — Orca Security, the cloud security innovation leader, today announced that it has been 

named a 2021 Cool Vendor in Cloud Security Posture Management by Gartner. 

Orca Security pioneered the first solution to provide agentless workload and data protection, cloud security posture 
management, vulnerability management, and compliance management in a single platform. Orca Security's patent 
pending SideScanning™ technology deploys in minutes across AWS, Azure, and GCP and covers all cloud assets 

including virtual machines, containers, serverless functions, cloud storage buckets, VPCs, cryptographic keys, security 
groups, and much more. 

SideScanning works by collecting data directly from the cloud provider APIs ~ as a CSPM — but also from the workload’s 
runtime block storage in an out-of-band manner. This means that after a quick and easy one-time deployment, Orca 
Security surfaces the most important risks such as vulnerabilities, malware, misconfigurations, weak and leaked 
passwords, lateral movement risk, misplaced Pll, and more for both the workload and in the cloud configuration, all 
while guaranteeing 100 percent coverage. 

Orca Security understands that risk is much more than the severity score of the underlying issue. It also depends on the 
accessibility and the business impact of the at-risk asset. Orca Security builds a visual graph that encompasses all 
cloud assets, their risk, connectivity, and trust. It then uses this graph to assess and prioritize the risk based on all of 
these factors. This helps security teams avoid alert fatigue and fix truly critical security issues before attackers can 
exploit them. 

“It's incredibly gratifying to see that Orca Security's original vision of combining the best of CSPM, CWPP, and CIEM into 

a single platform now has a category name: Cloud-Native Application Protection Platform (CNAPP),” said Avi Shua, 

CEO and co-founder of Orca Security. “But more important than acronyms, our customers enjoy a new level of visibility, 

coverage, and operational efficiency not possible with siloed solutions.” 

  
“CSPM tools are increasingly driving the evolution of cloud workload protection platforms toward cloud native 
application protection platforms (CNAPP)."[1] 

  

Comprehensive Cloud Security and Compliance 

for AWS, Azure, and GCP 

“Orca Security's mission is to offer enterprises one platform that detects and prioritizes every important security risk in 
their cloud estate but that is also as easy to install as a smartphone app," said Avi Shua, CEO and co-founder of Orca 
Security. “We are honored to be recognized as a 20211 Gartner Cool Vendor in Cloud Security Posture Management.” 

Orca Security provides enterprises with multiple benefits: 

* 100 Percent Cloud Estate Coverage: Orca Security leverages cloud configuration and workload data to build a 
fully contextualized asset inventory and performs a holistic security assessment of an entire cloud estate. 

* Multiple Tools in One Platform: Orca Security's single platform eliminates the need to deploy multiple tools such 
as cloud vulnerability management, workload protection, and security posture management solutions. 

+ Prioritizes the 1 Percent of Alerts that Matter: Orca Security sees the big picture and prioritizes risk based on the 

  

security issue, its accessibility, and business impact. This reduces thousands of security alerts to the critical few 
that matter. 

* Deploy Once. Secure Forever: Because Orca Security is agentless, the platform deploys in minutes rather than 
weeks or months. With Orca Security, there are no gaps in coverage, no organizational friction, and no 
performance hits on live environments. 

  
Our revolutionary approach to cloud security is a key reason why “security and risk management leaders with cloud 
first approaches and large cloud footprints should consider Orca Security for rapid risk assessments of complex 
workloads.” 

  
To download the full Gartner 2021 “Cool Vendors in Cloud Security Posture Management”, visit the Orca Security 

Gartner Cool Vendor Blog. 
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To download the full Gartner 2021 “Cool Vendors in Cloud Security Posture Management”, visit the Orca Security 

Gartner Cool Vendor Blog. 

Additional Resource 

  

+ The 7 Questions You Must Ask When Evaluating Agentless Cloud Security Solutions 

* Orca Security Video or 1:1 Demo 

* Orca Security Platform Solution Brief 

[1] Gartner, “Cool Vendors in Cloud Security Posture Management,” Tom Croll, Neil MacDonald, Mark Wah, Prateek 

Bhajanka, June 9, 2021. 

Gartner Disclaimer 

Gartner does not endorse any vendor, product or service depicted in its research publications and does not advise 
technology users to select only those vendors with the highest ratings or other designation. Gartner research 
publications consist of the opinions of the Gartner Research and Advisory organization and should not be construed as 
statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any 
warranties of merchantability or fitness for a particular purpose. 

About Orca Security 

Orca Security, the cloud security innovation leader, provides instant-on security and compliance for AWS, Azure, and 

GCP — without the gaps in coverage, alert fatigue, and operational costs of agents or sidecars. 

Give your team superpowers and simplify security operations with a single SaaS-based cloud security platform for 

workload and data protection, cloud security posture management, vulnerability management, and compliance   
management. Instead of disparate tools operating in silos, Orca Security builds a graph that encompasses all cloud 
assets, software, connectivity, and trust - then prioritizes risk based on the severity of the underlying security issue, its 

  

accessibility, and business impact. This eliminates thousands of meaningless security alerts and helps you focus on 
what matters most. 

With Orca Security, no code runs within your cloud environment. Orca SideScanning™ reads your cloud configuration 

and workloads’ runtime block storage out-of-band, detecting vulnerabilities, malware, misconfigurations, lateral 
movement risk, weak and leaked passwords, and unsecured Pll. There are no overlooked assets, no DevOps 
headaches, and no performance hits on live environments. 

Orca Security is trusted by global innovators, including Databricks, Lemonade, Gannett, and Robinhood. Connect your 

first cloud account in minutes and see for yourself. Visit https:/orca, security/resources 

Dashboard =sreenmone. + 

See Orca Security in Action 
CoN aCe eRe R a anal) leon epne oets 
fells Bo ola els 

" 

( ) +981 een fete) 

   

Document title: Orca Security Named A 2021 Gartner Cool Vendor in CSPM
Capture URL: https://orca.security/resources/press-releases/press-release-cnapp-gartner-cool-vendor/
Capture timestamp (UTC): Wed, 19 Mar 2025 19:24:22 GMT Page 2 of 3

Ex. 2121-002

https://orca.security/resources/press-releases/press-release-cnapp-gartner-cool-vendor/


> Platform Resources Customers Partners 

Platform Solutions CIN fly 

oR aad 
ag 

Ce) ey 

Grae Maa nc} 

Tee Podcast 
Tareas 

Sree ee 

Seca ana 

Container and Kub 

Security CANO TatS 
IE aad 

wo) Financial 
reel 

ud Infrastructure Entitlen scam 
(CIEM) Qualys TotalCloud 

omen 
Cara 

aan ledia & nS 

Healthcare 

fo 

Mga 
Pena oa) 

RSet 

ert 

Alibaba C 

y 1025 Orca Security. All rights reserved. o] aos a Mk oe a) 

Company 

NALIZED DEM 

See Orca Security in Action 
Gain visibility, achieve compliance, and prioritize risks with the Orca 
Celt rent Maa eros 

fete) 

Company Stay in touch 

zy 
: leet eee ae 
ile Cr Reese 

Or eI) 
eres * Email Add 

Neen 

Media Kit 

eras 
Contact 

Support 

Security Portal Awards & Certifications 

User Center ’ frames Ben 

ete 

SOC 2 TYPE II Certified 

Trusted 
eons UIs  Document title: Orca Security Named A 2021 Gartner Cool Vendor in CSPM

Capture URL: https://orca.security/resources/press-releases/press-release-cnapp-gartner-cool-vendor/
Capture timestamp (UTC): Wed, 19 Mar 2025 19:24:22 GMT Page 3 of 3

Ex. 2121-003

https://orca.security/resources/press-releases/press-release-cnapp-gartner-cool-vendor/



