'(', paloaltO' Blog Corporate  Products and Solutions ~  Unit 42 Threat Research  Partners Search blog

nEvwaRns

Blog [ Palo Alto Networks [ Cloud Infrastructure Entitlement Management [ Palo Alto Networks Shifts...

Palo Alto Networks Shifts Left with Prisma Cloud 3.0

By Ankur Shah Nov16,2021 (® 8 minutes & 32963 views

Cloud Infrastructure Entitiement Management Cloud Native Security Platform Cloud Network Security
Cloud Posture Security Uncategorized Bridgecrew Cloud Infrastructure

Cloud Native Security Platform laC ignite '21 Prisma Cloud

Delivering the Industry's First Integrated Platform to Secure
the Full Application Lifecycle

New innovations enable organizations to integrate security from code to runtime
with a single solution.

If enterprises and governments can agree on anything, it may be that
cybersecurity is the subject of intense global focus at the moment. An ongoing
streamn of high-profile attacks spanning ransomware, malware in the supply
chain, data leaks and more, are pushing public and private entities to adopt more
proactive strategies for securing cloud infrastructure.

Gartner recently stated that "By 2023, 70% of all enterprise workloads will be
deployed in cloud infrastructure and platform services, up from 40% in 2020."
Moreover, Palo Alto Networks Unit 42 Cloud Threat Researchers found that

between April and June zozo, cloud security incidents increased by an astounding

188%, and some industries saw increases of more than 400%.

The challenge in securing these cloud environments stems from the nature of the
cloud itself. Workloads and resources in the cloud are broadly distributed and
highly ephemeral. One new cloud account connects with workloads, applications
and data, where each point presents potential attack vectors.

In order to secure cloud native applications and infrastructure, organizations
need to adapt to be more agile and integrated. They need to be able to proactively
address threats beginning in development, and provide continuous security along
the application lifecycle all the way through to runtime environments. In order to
achieve this agility, they need new tools that are purpose-built for cloud native
environments, which can span the full software development lifecycle and
provide critical security information at the right point and right time.

This requirement is exactly what Prisma Cloud, our Cloud Native Security
Platform, was built to address. With Prisma Cloud, organizations can leverage a
single solution to protect their environments and applications at runtime, while
also integrating security across their development environments and tools.

Today we're excited to announce Prisma Cloud 3.0, providing customers five new
innovations for securing cloud native applications:

« Infrastructure as Code (IaC) Security: Addressing cloud risk earlier to
reduce the burden on both developers and security teams. With Prisma
Cloud IaC Securitv. [aC scannine and code fixes are embedded directlv into
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Today we're excited to announce Prisma Cloud 3.0, providing customers five new
innovations for securing cloud native applications:

« Infrastructure as Code (IaC) Security: Addressing cloud risk earlier to
reduce the burden on both developers and security teams. With Prisma palcstas
Cloud IaC Security, [aC scanning and code fixes are embedded directly into
developer tools across the development lifecycle.

Al. Secure it
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= Agentless Security for Flexible Cloud Workload Protection: Providing T
visibility into an organization’s cloud workload and application risks to

complement existing agent-based protection.

« Cloud Infrastructure Entitlement Management for Azure: Net-effective
permissions analysis and Azure Active Directory integration extend our
existing IAM Security capabilities beyond AWS.

«  Pre-Defined Rules and Automated App Profiling for Identity-Based
Microsegmentation: Including pre-defined rules and automated policy
creation to simplity and accelerate any microsegmentation adoption.

» Adoption Advisor Dashboard: Helping organizations operationalize Prisma
Cloud with a dashboard that provides guidance on how to discover and
unleash the power of the product as well as measure the implemented
value.

= Rapid Risk Discovery: Reducing the time needed to identify and remediate
misconfigurations from hours to minutes by detecting event-driven
configuration changes as they occur, instead of solely relying on the more
traditional polling architecture.

Cloud Code Security: Shift Security Left to Reduce
Misconfigurations

Modern development and DevOps teams rely on Infrastructure as Code (IaC)
templates, such as AWS CloudFormation or HashiCorp Terratorm, to quickly and
repeatedly provision cloud infrastructure. According to Gartner, “By 2023, 60% of
organizations will use infrastructure automation tools as part of their DevOps
toolchains, improving application deployment efficiency by 25%.”

While TaC templates are rising in adoption, the Palo Alto Networks Unit 42 threat
researchers found that nearly 50% of CloudFormation templates in use contain
misconfigurations. If a misconfigured IaC template is used dozens or hundreds of
times, it could easily add hundreds or thousands of misconfigurations and alerts
tor security teams to address later in the process.
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New code security module in Prisma Cloud o

To address this concern, Palo Alto Networks acquired and has now integrated
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New code security module in Prisma Cloud
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To address this concern, Palo Alto Networks acquired and has now integrated

Al. Secure it
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Infrastructure as Code Security leader Bridgecrew into Prisma Cloud. Until now,
security and DevOps teams had to leverage multiple scanning solutions and
dashboards across development and runtime security. Now, the Bridgecrew ConTacT us TopaY
integration provides enterprises with a single solution for addressing IaC risks
and integrating security into the development pipeline.

Agentless Security: The Industry’'s Only Solution with
Agentless and Agent-Based Protection

Protecting cloud native applications requires a full stack approach to security,
where foundational security requirements like vulnerability management and
compliance are combined with runtime protection, network visibility and
security for web applications and APIs.

Today, Prisma Cloud delivers full stack protection through our unified agent
framework, the Defender. Every time a workload or application is deployed, the
DevOps, cloud platform or security teams can deploy a Defender agent to protect
those environments. In fact, Prisma Cloud has released auto-deployment and
auto-upgrade capabilities to allow teams to more easily deploy and upgrade
Defender for virtual machines across AWS, Google Cloud and Azure.

dcLoup

Prisma Cloud Radar with Agentless scanning results

As cloud adoption continues to accelerate, we want to work with our customers to
help their security teams address visibility and security concerns for their cloud
workloads by providing them with added flexibility. Customers are looking for
quick visibility into their security posture without having to deploy agents.

Agentless scanning is an additional, complementary solution in Prisma Cloud
that simplifies our approach to visibility across compute assets, in addition to our
agent-based protection. Agentless security primarily focuses on vulnerability
management and compliance scenarios, where runtime protection, including
preventative capabilities, is better provided by the live Defender agents on the
hosts.

Agentless scanning works off cloud provider APIs and disk snapshots, and can be

initiated easily while onboarding cloud accounts, providing a non-intrusive way
to understand security posture. This extends coverage to both active and dormant 0
virtual machines in the public cloud. At launch, Prisma Cloud will support virtual

machines on AWS with plans to extend to other stacks and clouds.
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Agentless scanning works off cloud provider APIs and disk snapshots, and can be
initiated easily while onboarding cloud accounts, providing a non-intrusive way
to understand security posture. This extends coverage to both active and dormant
virtual machines in the public cloud. At launch, Prisma Cloud will support virtual
machines on AWS with plans to extend to other stacks and clouds.
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Integration

As organizations increasingly adopt Infrastructure-as-a-Service (IaaS) models for
cloud development, the number of entities that are granted access to critical
infrastructure necessarily grows as well. However, organizations must ensure
these entitlements are tightly controlled. Gartner recently reported that "the vast
majority of granted entitlements in laaS are unnecessary. More than 95% of
accounts in laaS use, on average, less than 3% of the entitlements they are
granted, which greatly increases the attack surface for account compromises.”
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Investigating Azure identity incidents in Prisma Cloud

To help our customers better address these growing risks, Prisma Cloud now
extends Cloud Infrastructure Entitlement Management (CIEM) to Microsoft
Azure. These capabilities include:

» Net effective permissions analysis for Microsoft Azure: Seamlessly analyze

and gain visibility for accounts, resources and workloads managed by
Azure.

= Azure AD integration: Ingest single sign-on (SSO) data from Azure AD to
calculate net-effective user permissions, no matter which CSP or service the
user is accessing.

Identity-Based Microsegmentation: Pre-Defined Rules and
Automated App Profiling

Security teams want to secure their applications with Zero Trust principles and
enforce least-privilege network access. But, determining which apps should be
allowed to communicate is an enduring task that’s not suited for manual security
work.
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AppDependency Mapping in Prisma Cloud

Prisma Cloud Identity-Based Microsegmentation now offers out-of-the-box rules
and application profiling, helping security teams simplify and accelerate their
Zero Trust adoption. These new rules are validated, predefined
microsegmentation rules that can help secure common applications in just
minutes.

Application profiling is a simple workflow that automatically generates the
optimal, least-privilege microsegmentation rules for any cloud native application,
with just a single click. These new capabilities help security teams accelerate their
Zero Trust adoption, simplify policy creation and minimize human error.

Adoption Advisor: New Dashboard Improves Cloud Security
Operationalization

Security teams want to ensure the highest return on investment and highest
levels of efficiency possible with their existing security tools. This can be a
challenge as cloud environments change quickly. Installing, activating and
operationalizing security tools is time consuming without pre-built guidance.

PR Prisma Cloud Adoption Advisor

Visiilty, Compliares, Govermanee Theest Detection Besponie

Adoption advisor dashboard in Prisma Cloud

The adoption advisor dashboard is a single location where users can see all of the
capabilities they have activated in Prisma Cloud. The dashboard provides detailed
guidance for leveraging unused platform capabilities, as well as real-time
measurements of activated capabilities.

The initial release of the adoption advisor covers Cloud Security Posture
Management (CSPM) capabilities, with plans to quickly expand to other areas of
the platform.

Rapid Risk Discovery: Identify and Remediate Insecure Cloud o
Resources, Faster
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Management (CSPM) capabilities, with plans to quickly expand to other areas of
the platform.

Rapid Risk Discovery: Identify and Remediate Insecure Cloud

Resources, Faster
Al. Secure it

Security teams need to identify misconfigurations and vulnerabilities as quickly by design.

as possible to prevent incidents and ensure compliance in their cloud
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environments.
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Alerts dashboard in Prisma Cloud

We've introduced improvements to the Prisma Cloud architecture that reduce
alert times. Customers can address issues faster and save costs from excessive
API calls and cloud audit log investigation. This ensures teams can reduce their
time-to-remediation for any misconfiguration or threat.

See Prisma Cloud 3.0 for Yourself

These enhancements will be on display along with many other powerful
capabilities at our annual Palo Alto Networks user conference, Ignite, taking place
virtually this week.

Current customers can also reach out to their account representative for more
information, or if you're not a current customer, please reach out to request a [ree
trial or register for one of our preview demo sessions.
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