aws

AWS Identity and <

Access Management
User Guide

Making HTTP query requests

Document history

Get started

English ¥ Preferences ¥ Contact Us Feedb

Service guides Developer tools Al resources

[ Q, search in this guide ]

Create an AWS Account

Documentation » AWS Identity and Access Management » User Guide

Policies and permissions in AWS Identity and

Access Management

specified in the policy. Principals can be in the same account as the resource or
in other accounts.

« Permissions boundaries - Use a managed policy as the permissions boundary
for an 1AM entity (user or role). That policy defines the maximum permissions

» What is IAM?
P Getting started ( ¥ PDF ) ( ¥ RSs ) (O Focus mode
P Security best practices and use
cases
i On this page
P Tutorials Manage access in AWS by creating policies and attaching them to 1AM identities pag
b Identities (users, groups of users, or roles) or AWS resources. A policy is an object in AWS that, | Policy types
¥ Access management when associated with an identity or resource, defines their permissions. AWS Policies and the root user
¥ Policies and permissions evaluates these policies when an IAM principal (user or role) makes a request. Overview of JSON policies
. . . . . . Grant least privilege
P Managed policies and inline Permissions in the policies determine whether the request is allowed or denied. Most
policies policies are stored in AWS as JSON documents. AWS supports seven types of
) olicies: identity-based policies, resource-based policies, permissions boundaries,
Data perimeters P . ty P o P P o Related resources
o . AWS Organizations service control policies (SCPs), AWS Organizations resource
Permissions boundaries . i . .
control policies (RCPs), access control lists (ACLs), and session policies. AWS Identity and Access
Identity vs resource Management API Reference
i ici 1AM policies define permissions for an action regardless of the method that you use
Control access using policies P P . . .g . y AWS CLI commands for AWS Identity
Control access to IAM users to perform the operation. For example, if a policy allows the GetUser action, then a and Access Management
and roles using tags user with that policy can get user information from the AWS Management Console, o2
SDKs & Tools
Control access to AWS the AWS CLI, or the AWS API. When you create an IAM user, you can choose to allow
resources using tags console or programmatic access. If console access is allowed, the 1AM user can sign
Cross account resource access in to the console using their sign-in credentials. If programmatic access is allowed,
) the user can use access keys to work with the CLI or API. ¥ Recommended tasks
Forward access sessions
> Example policies
pep Understand and ~
» Manage IAM policies POlicy types utilize AWS JSON
P Policy summaries pollcy elements
N f . . . . AWS JSON poli L ts:
P Permissions required to access The following policy types, listed in order from most frequently used to less Principal policy elements
IAM resources frequently used, are available for use in AWS. For more details, see the sections
> Code examples below for each policy type.
P Security
« Identity-based policies - Attach managed and inline policies to IAM identities U‘ndersta.nd and . ~
P 1AM Access Analyzer . . . differentiate policies
(users, groups to which users belong, or roles). Identity-based policies grant
» Troubleshoot IAM permissions to an identity. Iclentlty-b:secllpollla.es and
. L. resource-based policies
r HOW_ 1AM works with other AWS + Resource-based policies — Attach inline policies to resources. The most common
services - - Managed policies and inline
examples of resource-based policies are Amazon S3 bucket policies and 1AM role e
- . . L . policies
P Reference trust policies. Resource-based policies grant permissions to the principal that is
Resources

> Recently added to this

uide
that the identity-based policies can grant to an entity, but does not grant 9
permissions. Permissions boundaries do not define the maximum permissions
that a resource-based policy can grant to an entity. Did this page help you?

« AWS Organizations SCPs — Use an AWS Organizations service control policy
(SCP) to define the maximum permissions for IAM users and IAM roles within
accounts in your organization or organizational unit (OU). SCPs limit permissions
that identity-based policies or resource-based policies grant to 1AM users or IAM
roles within the account. SCPs do not grant permissions.

« AWS Organizations RCPs — Use an AWS Organizations resource control policy
(RCP) to define the maximum permissions for resources within accounts in your
organization or organizational unit (OU). RCPs limit permissions that identity-
based and resource-based policies can grant to resources in accounts within your
organization. RCPs do not grant permissions.
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« Access control lists (ACLs) — Use ACLs to control which principals in other
accounts can access the resource to which the ACL is attached. ACLs are similar
to resource-based policies, although they are the only policy type that does not

applies. Resource-based policies are inline policies. There are no managed resource-

based policies.

To enable cross-account access, you can specify an entire account or IAM entities in
another account as the principal in a resource-based policy. Adding a cross-account
principal to a resource-based policy is only half of establishing the trust relationship.
When the principal and the resource are in separate AWS accounts, you must also
use an identity-based policy to grant the principal access to the resource. However, if
a resource-based policy grants access to a principal in the same account, no
additional identity-based policy is required. For step-by step instructions for
granting cross-service access, see |AM tutorial: Delegate access across AWS accounts

using 1AM roles.

The IAM service supports only one type of resource-based policy called a role trust
policy, which is attached to an 1AM role. An 1AM role is both an identity and a
resource that supports resource-based policies. For that reason, you must attach
both a trust policy and an identity-based policy to an IAM role. Trust policies define
which principal entities (accounts, users, roles, and federated users) can assume the

Policies and the root user
Overview of JSON policies

Grant least privilege

P What is IAM? use the JSON policy document structure. ACLs are cross-account permissions
P Getting started policies that grant permissions to the specified principal. ACLs cannot grant
P Security best practices and use permissions to entities within the same account. Related resources
cases + Session policies — Pass advanced session policies when you use the AWS CLI or )
) AWS Identity and Access
P Tutorials AWS API to assume a role or a federated user. Session policies limit the Management API Reference
» Identities permissions that the role or user's identity-based policies grant to the session.
Session policies limit permissions for a created session, but do not grant AWS CLI commands for AWS Identity
¥ Access management p p ! g9 and Access Management
. . permissions. For more information, see Session Policies.
¥ Policies and permissions SDKs & Tools [2
P Managed policies and inline . . .
policies Identity-based policies
Data perimeters Identity-based policies are JSON permissions policy documents that control what ¥ Recommended tasks
Permissions boundaries actions an identity (users, groups of users, and roles) can perform, on which
Identity vs resource resources, and under what conditions. Identity-based policies can be further Understand and ~
Control access using policies categorized: utilize AWS JSON
olicy elements
Control access to IAM users . e . . - P
and roles using tags . Man?ged policies - Standalone |f:lent|ty—based policies that you can attach to AWS JSON policy elements:
multiple users, groups, and roles in your AWS account. There are two types of Principal
Control access to AWS L
i managed policies:
resources using tags
o AWS managed policies - Managed policies that are created and managed
Cross account resource access
by AWS. Understand and A~
Forward access sessions .. differentiate policies
. ool o Customer managed policies - Managed policies that you create and P
Example policies ity ici
pep manage in your AWS account. Customer managed policies provide more Identity b:mdlp':’l'lc'?s and
ici resource-pased policies
P Manage IAM policies precise control over your policies than AWS managed policies. P
P Policy summaries + Inline policies - Policies that you add directly to a single user, group, or role. Mal|.1a?ged policies and inline
- - olicles
» Permissions required to access Inline policies maintain a strict one-to-one relationship between a policy and an P
IAM resources identity. They are deleted when you delete the identity.
P Code examples
b Security To learn how to choose between managed and inline policies, see Choose between
managed policies and inline policies. H
» 1AM Access Analyzer 9 : : > ReFently added to this
guide
P Troubleshoot 1AM . .
Resource-based policies
» How IAM works with other AWS
services Resource-based policies are JSON policy documents that you attach to a resource Did this page help you?
> Reference such as an Amazon S3 bucket. These policies grant the specified principal permission ( & v ) ( D N )
as o
Resources to perform specific actions on that resource and defines under what conditions this
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role. To learn how IAM roles are different from other resource-based policies, see
Cross account resource access in [AM.

Policies and the root user
Overview of JSON policies

Grant least privilege

» What is IAM? To see which other services support resource-based policies, see AWS services that
P Getting started work with |AM. To learn more about resource-based policies, see |dentity-based
» Security best practices and use policies and resource-based policies. To learn whether principals in accounts outside Related resources
cases of your zone of trust (trusted organization or account) have access to assume your
» Tutorials roles, see What is IAM Access Analyzer?. AWS Identity and Access
Management API Reference
> identities AWS CLI ds for AWS Identit
IAM permissions boundaries commands for ety
¥ Access management P and Access Management
¥ Policies and permissions A permissions boundary is an advanced feature in which you set the maximum SDKs & Tools [
P Managed policies and inline permissions that an identity-based policy can grant to an IAM entity. When you set a
policies permissions boundary for an entity, the entity can perform only the actions that are
Data perimeters allowed by both its identity-based policies and its permissions boundaries. If you
) 4 ; ty ) P o P Y ¥ Recommended tasks
Permissions boundaries specify a role session or user in the principal element of a resource-based policy, an
AT At o e oA AT undesndong
Control access using policies P P poticy, P utilize AWS JSON
permission boundary is required. In both cases, an explicit deny in the permission policy elements
Control access to IAM users b d ic effecti A licit d . fth lici ides th 1
and roles using tags oundary is effective. An explicit deny in any of these policies overrides the allow. AWS JSON policy elements:
For more information about permissions boundaries, see Permissions boundaries for Principal
Control access to AWS .
) IAM entities.
resources using tags
Cross account resource access . . . . .
_ AWS Organizations service control policies (SCPs) Understand and N
Forward access sessions differentiate Policies
» Example policies If you enable all features in an organization, then you can apply service control Identity-based policies and
» Manage 1AM policies policies (SCPs) to any or all of your accounts. SCPs are JSON policies that specify the resource-based policies
b Policy summaries maximum permissions for IAM users and 1AM roles within accounts of an Managed policies and inline
- . organization or organizational unit (OU). The SCP limits permissions for principals in policies
P Permissions required to access i ) . )
JAM resources member accounts, including each AWS account root user. An explicit deny in any of
these policies overrides an allow in other policies.
P Code examples
P Security For more information about AWS Organizations and SCPs, see Service control
B IAM Access Analyzer policies (SCPs) in the AWS Organizations User Guide. » Recently added to this
guide
» Troubleshoot IAM
b How IAM works with other AWS AWS Organizations resource control policies (RCPs)
services Did this page help you?
> Ref If you enable all features in an organization, then you can use resource control pag Py
ererence
policies (RCPs) to centrally apply access controls on resources across multiple AWS ( 0 Yes ) ( P No )
Resources
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Document history

accounts. RCPs are JSON policies that you can use to set the maximum available
permissions for resources in your accounts without updating the I1AM policies
attached to each resource that you own. The RCP limits permissions for resources in
member accounts and can impact the effective permissions for identities, including
the AWS account root user, regardless of whether they belong to your organization.
An explicit deny in any applicable RCP overrides an allow in other policies that might
be attached to individual identities or resources.

For more information about AWS Organizations and RCPs including a list of AWS
services that support RCPs, see Resource control policies (RCPs) in the AWS
Organizations User Guide.

Access control lists (ACLs)

Access control lists (ACLs) are service policies that allow you to control which
principals in another account can access a resource. ACLs cannot be used to control
access for a principal within the same account. ACLs are similar to resource-based
policies, although they are the only policy type that does not use the JSON policy

document format. Amazon S3. AWS WAF. and Amazon VPC are exambles of services
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document format. Amazon S3, AWS WAF, and Amazon VPC are examples of services
that support ACLs. To learn more about ACLs, see Access Control List (ACL) overview
in the Amazon Simple Storage Service Developer Guide.

policy

Effective
permissions

Session
policy

®

A resource-based policy can specify the ARN of the session as a principal. In that
case, the permissions from the resource-based policy are added after the session is
created. The resource-based policy permissions are not limited by the session policy.
The resulting session has all the permissions of the resource-based policy plus the
intersection of the identity-based policy and the session policy.

Policies and the root user
Overview of JSON policies

Grant least privilege

P What is 1AM?
P Getting started Session Policies
P Security best practices and use Related resources
cases Session policies are advanced policies that you pass as a parameter when you
» Tutorials programmatically create a temporary session for a role or federated user. The AWS Identity and Access
P . . . . . - Management APl Reference
b Identities permissions for a session are the intersection of the identity-based policies for the
1AM entity (user or role) used to create the session and the session policies. AWS CLI commands for AWS Identity
v A t o . . .
ceess managemen Permissions can also come from a resource-based policy. An explicit deny in any of and Access Management
¥ Policies and permissions these policies overrides the allow. SDKs & Tools [
» Managed policies and inline
policies You can create role session and pass session policies programmatically using the
Data peri . AssumeRole, AssumeRoleWithSAML, or AssumeRoleWithWebIdentity API
perlmetE|s v R d d t k
- . operations. You can pass a single JSON inline session policy document using the ecommended tasks
Permissions boundaries
Policy parameter. You can use the PolicyArns parameter to specify up to 10
Identity vs resource Understand and
managed session policies. For more information about creating a role session, see - ~
Control access using policies o ) . utilize AWS JSON
Permissions for temporary security credentials. olicy elements
Control access to IAM users P y
and roles using tags When you create a federated user session, you use the access keys of the IAM user to AWS JSON policy elements:
Control access to AWS programmatically call the GetFederationToken API operation. You must also Principal
resources using tags pass session policies. The resulting session's permissions are the intersection of the
Cross account resource access identity-based policy and the session policy. For more information about creating a
. . ) . . Understand and ~
Forward access sessions federated user session, see Requesting credentials through a custom identity broker. differentiate policies
P Example policies A resource-based policy can specify the ARN of the user or role as a principal. In that Identity-based policies and
» Manage 1AM policies case, the permissions from the resource-based policy are added to the role or user's resource-based policies
P Policy summaries identity-based policy before the session is created. The session policy limits the total Managed policies and inline
» Permissions required to access permissions granted by the resource-based policy and the identity-based policy. The policies
1AM resources resulting session's permissions are the intersection of the session policies and the
» Code examples resource-based policies plus the intersection of the session policies and identity-
b Security based policies.
» 1AM Access Analyzer » ReFently added to this
— guide
P Troubleshoot 1AM
P How |AM works with other AWS ya :
services _ Did this page help you?
» Reference .
|Resource-based Identity-based ( D Ves ) ( D No )
Resources policy
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B | policy policy AWS Identity and Access
P Tutorials Management API Reference
P Identities
" AWS CLI commands for AWS Identity
¥ Access management ~ and Access Management
¥ Policies and permissions SDKs & Tools [2
» Managed policies and inline Effective
policies Session permissions
. ) policy
Data perimeters
¥ Recommended tasks
Permissions boundaries
Identity vs resource Understand and
~
Control access using policies @ utilize AWS JSON
Control access to IAM users pOIICY elements
and roles using tags A permissions boundary can set the maximum permissions for a user or role that is AWS JS?N policy elements:
. A . L. Principa
Control access to AWS used to create a session. In that case, the resulting session’s permissions are the
resources using tags intersection of the session policy, the permissions boundary, and the identity-based
Cross account resource access olicy. However, a permissions boundary does not limit permissions granted by a
potcy p o Y p‘ : 9 Y Understand and ~
Forward access sessions resource-based policy that specifies the ARN of the resulting session. differentiate policies
P Example policies Identity-based policies and
» Manage 1AM policies resource-based policies
P Policy summaries Managed policies and inline
P Permissions required to access policies
IAM resources a S
Session Permissions
P Code examples policy boundary
P Security b
» 1AM Access Analyzer > ReFently added to this
guide
» Troubleshoot IAM
» How IAM works with other AWS [
services \ Iden:;lgi-cl::l;sed | “Effective Did this page help you?
b Reference \ / permissions ( = 5
™ / Yes ) ( No )
Resources AN /
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Policies and the root user

The AWS account root user is affected by some policy types but not others. You
cannot attach identity-based policies to the root user, and you cannot set the
permissions boundary for the root user. However, you can specify the root user as
the principal in a resource-based policy or an ACL. A root user is still the member of
an account. If that account is a member of an organization in AWS Organizations,
the root user is affected by SCPs and RCPs for the account.

Overview of JSON policies
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Most policies are stored in AWS as JSON documents. Identity-based policies and
policies used to set permissions boundaries are JSON policy documents that you

Statement
Sid
Effect
Principal
Action
Resource

Condition Block

®

The information in a statement is contained within a series of elements.

Policies and the root user
| Overview of JSON policies

Grant least privilege

P Whatls IAM? attach to a user or role. Resource-based policies are JSON policy documents that you
P Getting started attach to a resource. SCPs and RCPs are JSON policy documents with restricted
P Security best practices and use syntax that you attach to the AWS Organizations' organization root, organizational Related resources
cases unit (OU), or an account. ACLs are also attached to a resource, but you must use a
. . . . . AWS Identity and Access
» Tutorials different syntax. Session policies are JSON policies that you provide when you Management API Reference
» Identities assume a role or federated user session.
AWS CLI commands for AWS Identity
¥ Access management It is not necessary for you to understand the JSON syntax. You can use the visual and Access Management
¥ Policies and permissions editor in the AWS Management Console to create and edit customer managed SDKs & Tools [2
» Managed policies and inline policies without ever using JSON. However, if you use inline policies for groups or
policies complex policies, you must still create and edit those policies in the JSON editor
Data perimeters using the console. For more information about using the visual editor, see Define
. . . . . ¥ Recommended tasks
Permissions boundaries custom IAM permissions with customer managed policies and Edit IAM policies.
Identity vs resource When you create or edit a JSON policy, IAM can perform policy validation to help Understand and ~
Control access using policies you create an effective policy. IAM identifies JSON syntax errors, while IAM Access utlll'lze AIWS JSON
Control access to 1AM users Analyzer provides additional policy checks with recommendations to help you policy elements
and roles using tags further refine your policies. To learn more about policy validation, see IAM policy AWS JSON policy elements:
. . . . Principal
Control access to AWS validation. To learn more about IAM Access Analyzer policy checks and actionable rineipa
resources using tags recommendations, see |AM Access Analyzer policy validation.
Cross account resource access
. Understand and ~
Forward access sessions JSON policy document structure differentiate policies
P Example policies Identity-based policies and
As illustrated in the following figure, a JSON policy document includes these Y P )
» Manage 1AM policies resource-based policies
elements:
P Policy summaries Managed policies and inline
P Permissions required to access « Optional policy-wide information at the top of the document policies
I1AM resources + One or more individual statements
P Code examples
> Securit Each statement includes information about a single permission. If a policy includes
ecurity i ; .
multiple statements, AWS applies a logical OR across the statements when .
B IAM Access Analyzer . ) . ) . » Recently added to this
evaluating them. If multiple policies apply to a request, AWS applies a logical OR guide
P Troubleshoot 1AM across all of those policies when evaluating them.
» How IAM works with other AWS
services Did this page help you?
P Reference
Resources Optional top-level elements ( ﬁ Yes ) ( @ No )
Making HTTP query requests Statement Provide feedback
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P What is IAM?

P Getting started

P Security best practices and use

cases

« Version - Specify the version of the policy language that you want to use. We
recommend that you use the latest 2012-10-17 wversion. For more
information, see 1AM JSON policy elements: Version

« Statement - Use this main policy element as a container for the following

elements. You can include more than one statement in a policy.

« Sid (Optional) - Include an optional statement ID to differentiate between your

Policies and the root user
| Overview of JSON policies

Grant least privilege

Related resources

AWS Identity and Access

» Tutorials statements. Management API Reference
P Identities « Effect-Use Allow or Deny to indicate whether the policy allows or denies AWS CLI commands for AWS Identity
¥ Access management access. and Access Management

¥ Policies and permissions

» Managed policies and inline
policies

Data perimeters

Permissions boundaries

+ Principal (Required in some circumstances) — If you create a resource-based
policy, you must indicate the account, user, role, or federated user to which you
would like to allow or deny access. If you are creating an IAM permissions policy
to attach to a user or role, you cannot include this element. The principal is
implied as that user or role.

SDKs & Tools [2

¥ Recommended tasks

Identity vs resource « Action - Include a list of actions that the policy allows or denies. Understand and ~
Control access using policies + Resource (Required in some circumstances) — If you create an IAM permissions utilize AWS JSON
Control access to 1AM users policy, you must specify a list of resources to which the actions apply. If you policy elements

and roles using tags

create a resource-based policy, it depends on the resource you're using as to

AWS JSON policy elements:

Control access to AWS whether this element is required or not. Principal
resources using tags « Condition (Optional) - Specify the circumstances under which the policy grants
Cross account resource access permission. Understand and
nderstand an ~

Forward access sessions
> Example policies
» Manage IAM policies
P Policy summaries

P Permissions required to access
IAM resources

To learn about these and other more advanced policy elements, see |AM JSON policy
element reference.

Multiple statements and multiple policies

If you want to define more than one permission for an entity (user or role), you can

differentiate policies

Identity-based policies and
resource-based policies

Managed policies and inline
policies

» Code examples use multiple statements in a single policy. You can also attach multiple policies. If
b Security you try to define multiple permissions in a single statement, your policy might not
b 1AM Access Analyzer grant the access that you expect. We recommend that you break up policies by > Recently added to this
resource type. guide
» Troubleshoot IAM
» How IAM works with other AWS Because of the limited size of policies, it might be necessary to use multiple policies
services for more complex permissions. It's also a good idea to create functional groupings of Did this page help you?
» Reference permissions in a separate customer managed policy. For example, Create one policy
Resources for IAM user management, one for self-management, and another policy for 53 ( iy Yes ) ( & No )

Making HTTP query requests

Document history

bucket management. Regardless of the combination of multiple statements and
multiple policies, AWS evaluates your policies the same way.

For example, the following policy has three statements, each of which defines a
separate set of permissions within a single account. The statements define the
following:

s The first statement, with an Sid (Statement ID) of FirstStatement, lets the
user with the attached policy change their own password. The Resource
element in this statement is " * " (which means "all resources"). But in practice,
the ChangePassword APl operation (or equivalent change-password CLI
command) affects only the password for the user who makes the request.

* The second statement lets the user list all the Amazon 53 buckets in their AWS
account. The Resource element in this statement is "*" (which means "all
resources"). But because policies don't grant access to resources in other
accounts, the user can list only the buckets in their own AWS account.

+ The third statement lets the user list and retrieve any object that is in a bucket
named amzn-s3-demo-bucket-confidential-data. but only when the
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accounts, the user can list only the buckets in their own AWS account.

» The third statement lets the user list and retrieve any object that is in a bucket
named amzn-s3-demo-bucket-confidential-data, but only when the

user is authenticated with multi-factor authentication (MFA). The Condition

element in the policy enforces the MFA authentication.

When a policy statement contains a Condition element, the statement is only

in effect when the Condition element evaluates to true. In this case, the

Condition evaluates to true when the user is MFA-authenticated. If the user is
not MFA-authenticated, this Conditlion evaluates to false. In that case, the

third statement in this policy does not apply and the user does not have access

to the amzn-s3-demo-bucket-confidential-data bucket.

"Version": "2012-10-17",
"Statement": [

{
{
b
{
h
{
}

]
}

@

"arn:aws:s3:::amzn-s3-demo-bucket-confidential-data",
"arn:aws:s3:::amzn-s3-demo-bucket-confidential-data/*"

"sid": "FirstStatement",
"Effect": "Allow",
"Action": ["iam:ChangePassword"],
"Resource": "*"
"Sid": "SecondStatement",
"Effect": "Allow",
"Action": "s3:ListAllMyBuckets",
"Resource": "*"
"Sid": "ThirdStatement",
"Effect": "Allow",
"Action": [

"s3:List*",

"s3:Get*"
1,
"Resource": [
1,

"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "tr

Examples of JSON policy syntax

The following identity-based policy allows the implied principal to list a single

Amazon S3 bucket named amzn-s3-demo-bucket:

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"
¥
}

@
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Document history

with wildcard * permissions to get started with policies. Consider the security risk
of granting your principals more permissions than they need to do their job. Monitor
those principals to learn which permissions they are using. Then write least privilege
policies.

|1AM provides several options to help you refine the permissions that you grant.

+ Understand access level groupings — You can use access level groupings to
understand the level of access that a policy grants. Policy actions are classified
as List, Read, Write, Permissions management, or Tagging. For
example, you can choose actions from the List and Read access levels to
grant read-only access to your users. To learn how to use policy summaries to
understand access level permissions, see Access levels in policy summaries.

« Validate your policies - You can perform policy validation using IAM Access
Analyzer when you create and edit JSON policies. We recommend that you
review and validate all of your existing policies. IAM Access Analyzer provides
over 100 policy checks to validate your policies. It generates security warnings
when a statement in your policy allows access we consider overly permissive.
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review and validate all of your existing policies. IAM Access Analyzer provides
over 100 policy checks to validate your policies. It generates security warnings
when a statement in your policy allows access we consider overly permissive.
You can use the actionable recommendations that are provided through the
security warnings as you work toward granting least privilege. To learn more
about policy checks provided by |IAM Access Analyzer, see |AM Access Analyzer
policy validation.

Generate a policy based on access activity — To help you refine the permissions
that you grant, you can generate an |AM policy that is based on the access
activity for an IAM entity (user or role). IAM Access Analyzer reviews your AWS
CloudTrail logs and generates a policy template that contains the permissions
that have been used by the entity in your specified time frame. You can use the
template to create a managed policy with fine-grained permissions and then
attach it to the IAM entity. That way, you grant only the permissions that the
user or role needs to interact with AWS resources for your specific use case. To
learn more, see |AM Access Analyzer policy generation.

Use last accessed information — Another feature that can help with least
privilege is last accessed information. View this information on the Access
Advisor tab on the IAM console details page for an IAM user, group, role, or
policy. Last accessed information also includes information about the actions
that were last accessed for some services, such as Amazon EC2, IAM, Lambda,
and Amazon S3. If you sign in using AWS Organizations management account
credentials, you can view service last accessed information in the AWS
Organizations section of the IAM console. You can also use the AWS CLI or AWS
API to retrieve a report for last accessed information for entities or policies in
IAM or AWS Organizations. You can use this information to identify unnecessary
permissions so that you can refine your IAM or AWS Organizations policies to
better adhere to the principle of least privilege. For more information, see
Refine permissions in AWS using last accessed information.

Review account events in AWS CloudTrail - To further reduce permissions, you
can view your account's events in AWS CloudTrail Event history. CloudTrail
event logs include detailed event information that you can use to reduce the
policy's permissions. The logs include only the actions and resources that your
IAM entities need. For more information, see Viewing CloudTrail Events in the
CloudTrail Console in the AWS CloudTrail User Guide.

For more information, see the following policy topics for individual services, which
provide examples of how to write policies for service-specific resources.

Using resource-based policies for DynamoDB in the Amazon DynamoDB
Developer Guide

Bucket policies for Amazon S3 in the Amazon Simple Storage Service User Guide

Access Control List (ACL) overview in the Amazon Simple Storage Service User
Guide

View related pages 4 Abstracts generated by Al

Sns»dg

Identity-based policy examples for Amazon Simple Notification Service

IAM policies grant permissions to users, apply least-privilege access, restrict with
conditions, validate with 1AM Access Analyzer, require multi-factor authentication, and
allow viewing own permissions.
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Identity and Access Management

IAM manages AWS resource access, authenticates identities, and controls policies and
roles for granting permissions.
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Identity and Access Management for Amazon Q Developer in chat applications

Amazon Q Developer supports identity management, permissions, resource access
control, temporary credentials, service-linked roles, service roles, and policy conditions.

February 26, 2025
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What is IAM?

AWS Identity Access Management controls resource access, authenticates principals,
authorizes actions.
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Security best practices in 1AM

Require temporary credentials for human users and workloads, multi-factor
authentication, least-privilege permissions, and regularly review unused access.

March 12, 2025

1AM  UserGuide

IAM Identities

1AM identities access AWS resources; |1AM users single person access; |IAM user groups
collection users; 1AM roles permissions without person; IAM root user account access;
federate external identity providers; IAM Identity Center manage identities
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