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Apple's New Face ID Biometric System Works in the Dark and When Your
Face is Obscured by Hats and Beards

Wednesday September 13, 2017 12:32 pm PDT by Juli Clover

: , . . , SO MANY OPTIONS
In the new iPhone X, Face ID, a facial recognition system, replaces the Touch ID fingerprint sensor
we've grown accustomed to since it was introduced in the iPhone 5s. SO FEW FEES

Because Face ID is a new biometric system, there are a lot of questions about its accuracy and
how it will work in various conditions, all of which Apple has answered both in the keynote and on
its website.

Face authentication

Uses TrueDepth camera

Easy enrollment

Specialized neural networks
Natural and secure

User privacy

Attention awareness

Adapts over time

Works with Apgle Pay and apps

How Face ID Scans Your Face

Face ID is enabled through a TrueDepth front-facing camera on the iPhone X, which has multiple
components. A Dot Projector projects more than 30,000 invisible dots onto your face to map its
structure.
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iFixit Shares iPad Mini 7
Teardown, Adds Mystery to 'jelly
Scrolling’ Fix

SO LCOMMISSIQNS

including online US stocks, ETFs,
mutual funds, and options.

The dot map is then read by an infrared camera and the structure of your face is relayed to the
Al1 Bionic chip in the iPhone X and transformed into a mathematical model. The A1l chip then
compares your facial structure to the facial scan stored in the iPhone X during the setup process.

ETRADE

As with Touch ID, if there is a match between the two face scans, the iPhone X will unlock. From
there, you can swipe upwards to get to the Home screen.

Face ID in the Dark

Face ID uses infrared to scan your face, so it works in low lighting conditions and in the dark. The
TrueDepth camera also has what Apple calls a "Flood Illuminator,” aka an infrared light that
illuminates your face in the dark so the dot map and the infrared camera can do their jobs.

Employee Recognition
Software

* 3k Kk ke “fCapterra

1 Capterra

Fooling Face ID

First of all, Face ID can't be fooled by a photo because it takes a 3D facial scan to unlock a device.
Face ID is also "attention aware," a feature Apple implemented for extra security.

Face ID will only unlock your device when you look in the direction of the iPhone X with your eyes

Document title: Appled&#39;s New Face ID Biometric System Works in the Dark and When Your Face is Obscured by Hats and Beards - MacRumors

Capture URL: hitps://www.macrumors.com/2017/09/13/how-iphone-x-face-id-works/

Capture timestamp (UTC): Mon, 28 Oct 2024 16:45:01 GMT Page 2 0f 13
MAXELL_SAMSUNG_0123489

Maxell, Ltd.
Ex. 2012
Page 3 of 14



Fooling Face ID

First of all, Face ID can't be fooled by a photo because it takes a 3D facial scan to unlock a device. $O COMM'SS'ONS

Face ID is also "attention aware," a feature Apple implemented for extra security. on a range of products
including online US sto
Face ID will only unlock your device when you look in the direction of the iPhone X with your eyes mutual funds, and op!

open, meaning Face ID only works when there's a live person in front of it. Attention aware is
optional, though, and can be turned off if you choose. Most people will want to leave attention
awareness on, but for users unable to focus their attention on the iPhone, turning it off will allow
the iPhone X to unlock with just a facial scan.

Other fees apply

Open an account

Face ID is also sensitive enough to tell the difference between you and someone who is wearing a

mask of your face. Apple trained Face ID with hyperrealistic masks created by Hollywood studios,
ensuring a mask of a person wouldn't be able to fool the Face ID system.

According to Apple, Face ID is more secure than Touch ID because there are slimmer chances of a
mismatch. There's a 1 in 50,000 chance someone will be able to unlock your iPhone with their
fingerprint, but a 1 in 1,000,000 chance someone else's face will fool Face ID. That doesn't count
for twins, though -- if you have an identical twin, that error rate increases.

Touch ID locks a device after five failed attempts, but with Face ID, Apple is only allowing two
failed attempts. After two incorrect scans, the iPhone X will lock and require your passcode to
unlock again. You can also discreetly disable Face ID by pressing the side button and volume

buttons at the same time. This will lock it and require a passcode to access your device.

OPEN A HIGH YIELD

SAVINGS ACCOUNT

LEARN MORE >

Face ID With Hats, Beards, Makeup, and Glasses
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LEARN MORE >

SAVINGS ACCOUNT

$0 COMMISSIONS

on a range of products
including online US stocks, ETFs,

Face ID With Hats, Beards, Makeup, and Glasses P RS, 2lel e

Face ID works with hats, beards, glasses, scarves, and other accessories that partially obscure the

face. According to Apple, this is because the A1l Bionic chip in the iPhone X uses machine

learning and a neural engine to recognize changes in your appearance. E 'TRADE
= .

Other fees apply

It's also likely that Face ID, like other facial recognition systems, has a match threshold that's
below 100 percent, so even with part of the face not visible, it recognizes the part that is visible.

Face ID also adapts to changes in your appearance over time, so it will continue to recognize you
as you grow a beard or grow your hair longer.

Update: Apple software chief Craig Federighi has confirmed that Face ID will work with most
sunglasses. The infrared light used by Face ID can penetrate all but the darkest sunglasses.

OPENA B

EXPRESS

SAVINGS
ACCOUNT

Learn More

Face ID When Unconscious or Sleeping

If someone knocks you unconscious or attempts to unlock your iPhone X with your face while
you're sleeping, it's not going to work.

As mentioned above, you need to look at your iPhone for Face ID to grant access to your device.

Face ID Privacy

On iPhones with Touch ID, your fingerprint data is stored in a Secure Enclave on the device, and
the same is true of Face ID. Your facial map is encrypted and kept in the Secure Enclave, with
authentication happening entirely on your device. No Face ID data is uploaded to iCloud or sent to

Annla
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As mentioned above, you need to look at your iPhone for Face ID to grant access to your device.

Face ID Privacy

On iPhones with Touch ID, your fingerprint data is stored in a Secure Enclave on the device, and
the same is true of Face ID. Your facial map is encrypted and kept in the Secure Enclave, with
authentication happening entirely on your device. No Face ID data is uploaded to iCloud or sent to

Apple.

Multiple Faces in Face ID

When using Touch ID, multiple fingerprints can be added to a device so more than one person can
unlock it. That is not possible with Face ID. Face ID makes a map of a single face and that's the
only face that can unlock the iPhone X. To add a new face, the existing face must be removed.

OPEN A

SAVINGS
ACCOUNT

Learn More

Face ID at an Angle

You don't need to hold the iPhone X right in front of your face for it to make a Face ID scan. On
stage at the keynote event, it was shown held at a comfortable viewing angle and held flat
downwards while making an Apple Pay payment at payment terminal.

Face ID and Apple Pay

Face ID replaces Touch ID when authenticating Apple Pay purchases. When checking out with
Apple Pay, a glance at the iPhone X will authenticate a payment, and a double click on the side

button of the device will confirm it.

Amercan Express
National Bank.
Mamber FDIC.
Terms Apply.

$0 COMMISSIONS

on a range of products
including online US stocks, ETFs,
mutual funds, and options.

Other fees apply
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Face ID replaces Touch ID when authenticating Apple Pay purchases. When checking out with
Apple Pay, a glance at the iPhone X will authenticate a payment, and a double click on the side

button of the device will confirm it. $O COMMISS'ONS

) on a range of products
including on
mutual fund

Other fees apply
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Face ID

Face ID will also work in lieu of Touch ID for confirming iTunes payments, accessing secure apps,
and more. All third-party apps that use Touch ID will also be able to use Face ID.

Face ID Special Features

With the "attention aware" feature, the iPhone X knows when you're looking at it. Face 1D will
display notifications and messages on the Lock screen when you look at the iPhone X, it will keep
the screen lit, and it will automatically lower the volume of an alarm or ringer when it knows your
attention is on the iPhone X's display.
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Face ID Neural Engine

Face ID is powered by a two-core neural engine built into the A11 Bionic chip. It works in real time
and can process more than 600 billion operations per second.

| prince wituiam

L r——

To train the neural engine, Apple used more than a billion facial images and created several neural
networks.

Face ID Growing Pains

Touch ID was slow and imperfect when it first launched, and Face ID may not be perfect right away
either. iPhone X hands-on reports were generally impressed with the Face ID feature, but there
were some reports of problems with the feature not working until the display was turned on and
off.

Apple will likely refine Face ID in software updates to further work out bugs, and future iPhones will
undoubtedly come with more advanced Face ID systems that further improve the feature's
functionality.
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Apple says Face ID is the future of how we will unlock our smartphones, suggesting Face ID will be
the de facto Touch ID replacement in devices going forward.

Related Forum: iPhone

[ 416 comments ] mm
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Apple says Face ID is the future of how we will unlock our smartphones, suggesting Face ID will be
the de facto Touch ID replacement in devices going forward.

Related Forum: iPhone

[ 416 comments ] m
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iPhone SE 4 Mass Production Timeframe Revealed
as Launch Gets Closer
Wednesday October 23, 2024 9:38 am PDT by Joe Rossignol

Apple suppliers will begin mass preduction of the fourth-generation
iPhone SE in December, supply chain analyst Ming-Chi Kuo said today in
a blog post. The fourth-generation iPhone SE is expected to have a
similar design as the base iPhone 14, with rumored features including...

Read Full Article « 44 comments
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Apple Says iPhone Driver's Licenses Coming to
These U.S. States Next
Wednesday October 23, 2024 1:41 pm PDT by Joe Rossignol

In select U.S. states, residents can add their driver's license or state ID
to the Wallet app on the iPhone and Apple Watch, providing a
convenient and contactless way to display proof of identity or age at
select airports and businesses, and in select apps. Below, we outline...

Read Full Article

Apple Teases M4 Mac Announcements Next Week
Thursday October 24, 2024 9:19 am PDT by Juli Clover

Apple's Greg Joswiak today made it clear that Apple plans to reveal new
products next week, teasing refreshed Macs. In a social media post,
Joswiak said to "Mac your calendars" because there's an exciting week
of announcements that start on Monday morning. With Joswiak's...

Read Full Article « 225 comments

What to Expect From Apple's 'Exciting Week of
Announcements’
Thursday October 24, 2024 10:36 am PDT by Joe Rossignol

Apple's marketing chief Greg Joswiak today teased that the company
has an "exciting week of announcements" planned next week. Joswiak
said to "Mac" your calendars, and the post includes an animated icon
for the Finder app on the Mac, so it is clear that at least some of next...

Read Full Article * 99 comments
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Apple's marketing chier Greg Joswiak today teased that the company
has an "exciting week of announcements" planned next week. Joswiak
said to "Mac" your calendars, and the post includes an animated icon
for the Finder app on the Mac, so it is clear that at least some of next...

Read Full Article « 99 comments
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5 Reasons to Get Excited About the New Mac Mini
Wednesday October 23, 2024 6:55 am PDT by Tim Hardwick

Apple's Mac mini has long been a powerhouse in a compact form,
offering impressive performance in a small package. With rumors
swirling about a completely overhauled new model that is likely just
days away from being announced, anticipation is building for what...

Read Full Article « 244 comments

Apple Releases New AirPods Pro 2 Firmware Ahead
of Hearing Aid Feature Launch
Thursday October 24, 2024 11:43 am PDT by Juli Clover

Apple today released a new firmware update for the AirPods Pro 2, with
the software available for both the USB-C and Lightning models. The
AirPods Pro 2 firmware has a build number of 7B19, up from the 7A305

Read Full Article « 85 comments

Apple Watch Series 10 Drops to New Record Low
Prices on Amazon
Thursday October 24, 2024 7:01 am PDT by Mitchel Broussard

Amazon today has the 42mm GPS Apple Watch Series 10 for the new
all-time low price of $366.28, down from $399.00. This sale is only
available in the Rose Gold Aluminum model, and Amazon provides an
expected delivery date of October 28 for most United States residenc...

Read Full Article » 13 comments
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Report: Apple May Stop Producing Vision Pro by the

End of 2024
Wednesday October 23, 2024 6:11 am PDT by Hartley Charlton

Apple has abruptly reduced production of the Vision Pro headset and
could stop making the current version of the device completely by the
end of 2024, The Information reports. Citing multiple people "directly

involved" in making components for the headset, the report says that...

firmware released in September. The new AirPods Pro 2 firmware com...
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Apple's marketing chier Greg Joswiak today teased that the company
has an "exciting week of announcements" planned next week. Joswiak
said to "Mac" your calendars, and the post includes an animated icon
for the Finder app on the Mac, so it is clear that at least some of next... :I
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5 Reasons to Get Excited About the New Mac Mini
Wednesday October 23, 2024 6:55 am PDT by Tim Hardwick

Apple's Mac mini has long been a powerhouse in a compact form,
offering impressive performance in a small package. With rumors
swirling about a completely overhauled new model that is likely just
days away from being announced, anticipation is building for what...

Read Full Article « 244 comments

Apple Releases New AirPods Pro 2 Firmware Ahead
of Hearing Aid Feature Launch
Thursday October 24, 2024 11:43 am PDT by Juli Clover

Apple today released a new firmware update for the AirPods Pro 2, with
the software available for both the USB-C and Lightning models. The

AirPods Pro 2 firmware has a build number of 7B19, up from the 7A305
firmware released in September. The new AirPods Pro 2 firmware com...

Read Full Article « 85 comments

Apple Watch Series 10 Drops to New Record Low
Prices on Amazon
Thursday October 24, 2024 7:01 am PDT by Mitchel Broussard

Amazon today has the 42mm GPS Apple Watch Series 10 for the new
all-time low price of $366.28, down from $399.00. This sale is only
available in the Rose Gold Aluminum model, and Amazon provides an
expected delivery date of October 28 for most United States residenc...

Read Full Article » 13 comments
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Report: Apple May Stop Producing Vision Pro by the
End of 2024
Wednesday October 23, 2024 6:11 am PDT by Hartley Charlton

Apple has abruptly reduced production of the Vision Pro headset and
could stop making the current version of the device completely by the
end of 2024, The Information reports. Citing multiple people "directly
involved" in making components for the headset, the report says that...
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It didn’t fail it hadn't been setup properly for the demo. Every new reboot you have to put in
your passcode first before touchID or facelD will work.

Score: 22 Votes (Like | Disagree)

EugW
93 months ago

This article almost sounds like someone cut and paste (or paraphrased) some Apple press info.

&€ 1t didn't fail it hadn't been setup properly for the demo. Every new reboot you have to put
in your passcode first before touchlD or facelD will work.

Nope. That wasn't the issue. It failed twice, which is the limit for Face ID apparently, according
to updated information posted today.

Update: Face ID is disabled after two unsuccessful attempts, requiring the user to enter the
device passcode in order to be re-enabled, as described in Apple's developer beta
documentation
(https://developer.apple.com/documentation/localauthentication/lapolicy/1622327-
deviceownerauthenticationwithbio'), implying that Federighi was unable to authenticate the
first device.

Score: 21 Votes (Like | Disagree)

roland.g
93 months ago

Sunglasses could be a big deal.

Score: 19 Votes (Like | Disagree)

JGIGS
93 months ago

Face ID is really intriguing but touch ID was so easy and convenient. | was a little shocked at
how they said 1-50,000 could beat a fingerprint ID vs 1-1,000,000 with face recognition. |
thought we all had unique fingerprints? Like snowflakes. :)

1 will say I still much rather face ID than an awkwardly placed rear touch ID.

Score: 18 Votes (Like | Disagree)

44267547
93 months ago

‘ ‘ Does it though..?

Obviously it does. Do you really think Apple would release a security feature that they didn't
spend an immense amount of time protecting one's privacy and security over something they
didn't have complete faith in?

Score: 16 Votes (Like | Disagree)
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