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(57) ABSTRACT 

The present invention relates to a System for providing 
medical Service using electronic cards and a method thereof, 
and in particular, to a technique which enables personal 
medical information to be managed by using intelligent 
cards. According to the present invention, personal health 
information is written on intelligent cards (hereinafter, 
referred to as IC card), and medical treatment or drug 
dispensing is performed by referring to health information 
written on the IC cards. In addition, the present invention 
enables hospitals and medical institutions (for example, the 
medical insurance management corporation or private insur 
ance companies) to share personal health information, con 
nected with each other through the Web. Here, personal 
health information is Safely protected because certification 
procedures are performed by using IC cards among the 
institutions and then the information can be shared only after 
Succeeding in certification. The present invention is also 
characterized in that these IC cards can be incorporated into 
banking cards Such as debit cards or credit cards. Accord 
ingly, the present invention enables many certified institu 
tions to share personal health information, thereby estab 
lishing the reliable medical System. The present invention 
also enables hospitals and pharmacies to grasp personal 
health Situation exactly by providing the optimum medical 
Service. 
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SYSTEM FOR PROVIDING MEDICAL SERVICE 
USINGELECTRONIC CARDS AND A METHOD 

THEREOF 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The present invention generally relates to a system 
for providing medical Service using electronic cards and a 
method thereof, and particularly, to a technique which 
enables personal medical information to be managed by 
using intelligent cards. 
0003 2. Description of the Prior Art 
0004 Medical institutions, pharmacies and other groups 
requiring medical information have eXchanged and trans 
ferred the medical information each other using paper docu 
ments or the Internet. However, when medical information 
is transferred, using paper documents including simple 
contents, there are many restrictions on efficient medical 
performance to patients. In addition, in case of using the 
Internet, it has problems in Security because there are 
possibilities of important medical information of individuals 
being changed or exposed. 
0005 Generally, in case of transferring prescription, drug 
can be dispensed according to prescription only after 
patients are treated by physicians, prescription according to 
the medical treatment is issued to the patients, and then the 
issued prescription is presented to pharmacy. 
0006. In this system, a view of a physician is transferred 
to a pharmacist via prescription. However, pharmacists 
cannot examine details of prescription with reference to 
medical history of patients because details of prescription 
according to the present condition of patients are just 
described in this prescription. 
0007 Additionally, after issuing prescriptions to patients, 
physicians cannot ascertain whether drug of the patients is 
dispensed according to the prescriptions. As a result, the 
physicians cannot know whether the patients have taken the 
medicine when they come to hospital again. 

SUMMARY OF THE INVENTION 

0008 Accordingly, an object of the present invention is to 
utilize IC cards as means of Security in transmitting and 
receiving medical information and then make the IC cards 
certificated when medical institutions, pharmacies and other 
groups requiring medical information are provided with 
results of medical treatment and use the results. 

0009. Another object of the present invention is to store 
all the records of a patient in one electronic card by 
recordingStoring details of medical treatment, prescription 
and dispensing of the patient in the electronic card Such as 
an IC card. 

0.010 Another object of the present invention is to pro 
vide users Such as physicians, pharmacists and nurses with 
user cards and then allow them to Store and inquire infor 
mation on patient electronic cards according to rights of 
each card. 

0.011) Another object of the present invention is to allow 
pharmacists and physicians to share patient information and 
then provide the best medical Service according to the 
condition of patients. 

Jul. 3, 2003 

0012 Another object of the present invention is to pro 
vide medical Service by using electronic cards comprising 
the reliable certification system. The system never allows 
people to access patient information without Succeeding in 
certification by password or certification key although they 
have patient cards, user cards and master cards. 

0013 Another object of the present invention is to pro 
vide various institutions with health information of individu 
als by (1) offering and administering results of medical 
treatment in pharmacy or hospital to medical institutions 
operated by co-operations or groups (for example, National 
Health Insurance Cooperation) and (2) transmitting practical 
records of medical treatment of patients and records of 
medical treatment reported from hospital and pharmacy to 
patients or medical institution. 

0014. There is provided a system for providing medical 
Service using electronic cards comprising hospital System 
for previously storing the information on patients having 
records of medical treatment and on users (physicians, 
nurses, pharmacists) involved in practice of medical treat 
ment, including: electronic cards issued according to rights 
of users and for recording various information on medical 
Service for patients, a main Server of hospital for registering 
new electronic cards and inquiring recording the registered 
electronic cards after Storing the information of the hospital 
System in a separate database; a hospital client connected to 
the main Server, and for registering new electronic cards and 
inquiring recording the registered electronic cards, and a 
pharmacy client for inquiring the prescription information 
recorded in patient cards and recording the dispensing 
information on the prescription information in the patient 
cards wherein the main Server and the clients include a card 
reader for reading the information Stored in the electronic 
cards and recording predetermined information in the cards, 
and an operator terminal for inputting instruction and out 
putting the process of instruction execution. 

0015 There is a method of providing medical service 
using electronic cards comprising hospital System for Storing 
the information on users (physicians, nurses, pharmacists) 
involved in medical practice and on patients having records 
of medical treatment, including: the first Step of transform 
ing the information Stored in the hospital System into the 
Standardization codes and then Storing the Standardization 
codes; the Second Step of enabling users having registering 
rights to register new electronic cards into user cards or 
patient cards, and the third Step of transmitting the electric 
medical information on users of the registered cards. 

0016. There is another method of providing medical 
Service using the System wherein Servers for administering 
health information of patients are installed in a plurality of 
hospitals, a plurality of pharmacies and a plurality of medi 
cal institutions, respectively, the Servers connected through 
the Internet are installed, and electronic cards having indi 
vidually allotted values of Specific keys are issued to accord 
ing to the patients, including: the first Step of enciphering 
health information corresponding to the patients using the 
values of the keys allotted in electronic cards issued to the 
patients and then transmitting the information into a relevant 
Server in a predetermined transmission Server for transmit 
ting the information corresponding to the patients, and the 
Second Step of decoding the transmitted health information 
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using the values of keys allotted in electronic cards issued to 
the patients and then certifying the information in the 
relevant Server. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.017. The present invention will be explained in terms of 
exemplary embodiments described in detail with reference 
to the accompanying drawings, which are given only by way 
of illustration and thus are not limitative of the present 
invention, wherein: 

0.018 FIG. 1 is a block diagram illustrating a system for 
providing medical Service using electronic cards in accor 
dance with a preferred embodiment of the present invention; 
0019 FIGS. 2 through 6b are a flow chart for explaining 
a method of providing medical Service using electronic cards 
in accordance with a preferred embodiment of the present 
invention; 
0020 FIG. 7 is a block diagram illustrating a system for 
providing medical Service using electronic cards in accor 
dance with another preferred embodiment of the present 
invention; 

0021 FIG. 8 is a flow chart for explaining a method of 
providing medical Service using electronic cards in accor 
dance with another preferred embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0022 FIG. 1 is a block diagram illustrating a system for 
providing medical Service using electronic cards in accor 
dance with a preferred embodiment of the present invention. 

0023. As shown in FIG. 1, an electronic medical infor 
mation transmission System is formed of constitutions 
installed in hospital and pharmacy linked with each other. 

0024. A hospital system 10, a main server 12, a client 20 
and a card reader 30 are formed in hospital. 
0.025 The hospital system 10 administers data according 
to medical treatment of patients, comprising a database for 
Storing information on patients having records of medical 
treatment and on users (for example, physicians, nurses and 
pharmacists) involved in medical practice. 

0026. The main server 12 reads the data stored in the 
database of the hospital System 10 during initial driving, and 
then stores the standardized data (for example, ICD(Inter 
national Classification of Disease)-10 used as a disease 
code) in a database 14. The main server 12 finally registers 
user/patient cards, and inquires/records patient cards. 

0027. The client 20 registers patient cards and inquires/ 
writeS patient cards, connected to the main Server 12. 
0028. The card reader 30 serves as a medium for enabling 
the main server 12, the client 20 or a electronic card 100 to 
read/write information, connected to the main Server 12 or 
the client 20. 

0029. It is desirable to communicate between the hospital 
system 10 and the main server 12, and the main server 12 
and the client 20, based on the Internet, Lan and Serial. 
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0030. An operator terminal 40 for inputting instructions 
and outputting results according to the inputted instructions 
is installed in the main server 12 and the client 20. There are 
a keyboard, a monitor and a printer as the operator terminal 
40. 

0031. In pharmacy, a pharmacy system 50, a client 60 and 
a card reader 70 are formed. 

0032. The pharmacy system 50 administers data on dis 
pensing drug of patients, comprising a database for Storing 
information on patients having dispensing records and on 
users (for example, pharmacists) involved in dispensing 
practice. 

0033. The client 20 reads the data stored in the database 
of the pharmacy System 10, and Stores the Standardized data 
in a database 62. Then, the client 20 inquires/records patient 
cards for dispensing. 
0034. The card reader 70 serves as a medium for enabling 
the client 20 and an electronic card to read/write information 
therebetween, connected to the client 20. 

0035 An operator terminal 40 for inputting instructions 
and outputting results according to the inputted instructions 
is installed in the client 20. 

0036) An electronic card 100 used in hospital and phar 
macy desirably has a built-in IC chip. In general, the 
electronic card 100 is divided into a master card for the main 
Server, a master card for the client and a patient/user card. 
The master card for the main Server operates the main Server 
12 in hospital. The master card for the client operates the 
clients 20 and 60. The patient/user card stores information 
on patients and users and then transmits electronic medical 
information using an electronic card. 
0037. The electronic card is more desirably used in 
connection with cards for transportation and banking cards 
including electronic funds transfer cards, credit cards debit 
cards although this card can be exclusively used in health 
cards, certification of medical information transmission and 
electronic medical information transmission. AS described 
above, in case of using the electronic card in connection with 
banking cards or transportation cards, an element file EF 
formed in the IC card includes an element file EF for storing 
data according to banking/transportation and another ele 
ment file EF of a dedicated file DF for storing data according 
to transmission of the electronic medical information, Sepa 
rately. The element file EF for Storing data according to 
transmission of the electronic medical information Stores 
initial keys and passwords at a point of issuing the card. The 
initial keys and passwords are changed into different keys 
and passwords and then when cards are registered. 
0038. Additionally, a chip operating system is mounted in 
the IC card. A certification procedure is performed by Storing 
data or using keys and passwords. 

0039 The certification procedure is performed using an 
authorized algorithm (for example, 3DeS, RSA and etc.) A 
certification procedure, which is performed using the keys 
and passwords in 3DeS, will be explained. 
0040. The certification procedure using the keys gener 
ates a random number based on keys Stored in the element 
file of the electronic card, and transmits a value of the code 
into a main Server or a client. Then, the main Server or the 

smaXtec Exhibit 1043 
smaXtec, Inc. v. ST Reproductive Technologies, LLC (IPR2024-00875) 

Page 12 of 18



US 2003/O121972 A1 

client generates a new certification key from the registered 
keys and the random number, and transmits a value of the 
generated certification key into the electronic card. Here, the 
electronic card generates a certification key from the keys 
Stored in the electronic card and the generated random 
number. If the certification key is identical with the trans 
mitted certification key, the electronic card transmits a 
message for approving a certification key into the main 
Server or the client. 

0041. The certification procedure using the password is to 
transmit a message for approving a certification password 
into the main Server or the client, when a value for gener 
ating a random number corresponding to a password Stored 
in a predetermined area of the electronic card is identical 
with a value for generating a random number corresponding 
to a password inputted via the operator terminal 40 of the 
main Server or the client. 

0042. The main server 12, the hospital client 20 and the 
pharmacy client 60 comprise applied programs as follows. 
0043. The main server 12 comprises applied programs for 
registration of new user/patient cards, for inquiry/record of 
patient cards and for Standardization of codes. 
0044) The hospital client 20 comprises applied programs 
for registration of new patient cards and for inquiry/record 
of patient cards. 
004.5 The pharmacy client 60 comprises an applied pro 
gram for dispensing drug using patient cards. 
0046) The hospital database 14 stores a code including 
information on patients and users Stored in the database of 
the hospital System 10, the code changed according to a 
Standardized code System. Here, the information on patients 
and users includes various information on users, individuals, 
priority, medical insurance, medical treatment, medication, 
emergency, rights of medical treatment, records of medical 
treatment and examination. Identity of the pertinent Subject 
can be identified on the basis of the information on priority 
and users. 

0047 The user information is to classify persons having 
medical-related occupations into physicians, nurses, auxil 
iary nurses, emergency rescuers, and So on. 
0.048. The personal information includes individual time 
information on individual full name, identification number 
and address. 

0049. The priority information is to ascertain whether a 
pertinent medical institution uses the System. 
0050. The medical insurance information includes infor 
mation related to medical insurance Such as insurance insti 
tutions and insurance numbers given by national or medical 
related institutions. 

0051. The medical treatment information includes infor 
mation on medical institutions, dates of medical treatment, 
departments of medical treatment and physicians. 
0.052 The medication information includes information 
on medical institutions, dates of medical treatment, depart 
ments of medical treatment and dosage of drug according to 
prescription. 
0053. The emergency information includes information 
on blood types, histocompatibility types, medicine to be 
taken or not to be taken and contents of the intestine 
function. 
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0054 The medical treatment right information includes 
information on patient numbers of each medical institution. 
0055. The medical treatment record information includes 
information on medical institutions, dates of medical treat 
ment, departments and physicians. 

0056. The examination information includes information 
on medical institutions, and dates, titles and results of 
examination. 

0057. In the present invention, information on users, 
individuals, medical insurance, medical treatment, medica 
tion, emergency, rights of medical treatment, records of 
medical treatment and examination is Stored according to an 
independent code system of the hospital system 104. Each 
code value of the above-described information is changed by 
applying to a Standardized code System recognizable in other 
medical institutions, and then Stored in the database 14. 
Thereafter, data formed of the code value according to the 
Standardized code System is Stored in the electronic card 
100. 

0058. In the pharmacy database 62, a standardized code 
value to the user/patient information Stored in the database 
of the pharmacy System 50 is changed into an available code 
System in the pharmacy System 50. Then, the changed code 
value is Stored into information on patients and users. 
0059 Hereinafter, a method of transmitting electronic 
medical information using electronic cards in accordance 
with a preferred embodiment of the present invention will be 
explained in detail with reference to the accompanying flow 
chart. 

0060 FIG. 2 is a flow chart for explaining an operation 
according to the initial driving of the main Server 12 in a 
method of providing medical Service using electronic cards 
in accordance with a preferred embodiment of the present 
invention. 

0061. If drive of the main server 12 is commanded by the 
operator terminal 40, the main server 12 calls an input of the 
server master card to the operator terminal 40 and then waits 
for the input of the server master card (S202). 
0062) If a predetermined electronic card is inputted via 
the card reader 30 connected to the main server 12 (S204), 
the electronic card 100 and the main server 12 perform the 
certification procedure using keys, and ascertain whether a 
certification key generated from the key Stored in the elec 
tronic card 100 is identical with a certification key generated 
from the key stored in the main server 12 (S206) After 
confirming the identification of certification keys in the 
electronic card 100, the electronic card 100 transmits a 
certification Success message into the main Server 12. If the 
main Server 12 receives the certification Success message of 
the certification key, the main Server 12 judges that certifi 
cation using certification keys succeeds (Yes in S208). 
0063. Thereafter, the main server 12 transmits a built-in 
password into the electronic card 100, and performs the 
certification procedure using the password (S210). 
0064. The electronic card 100 transmits values for gen 
erating random numbers to the previously registered pass 
word and to the password that the main Server 12 inputs in 
the operator terminal 40, and compares them. If the values 
are identical with each other, the main Server judges that 
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both passwords are identical with each other. According to 
this result, the electronic card 100 transmits a message of 
approving password certification into the main Server 12. If 
the message of approving password certification is trans 
mitted, the main Server 12 judges that the certification 
procedure using passwords Succeeds (Yes in S212), and 
reads the priority information Stored in the electronic card 
100 (S214). 
0065. The main server 12 judges if the electronic card 
100 is a server master card, based on the read priority 
information. If the priority information is registered in the 
Server master card, the main Server 12 reads the priority 
information as the Server master card and then performs 
certification procedure (Yes in S216). 
0.066 Thereafter, the main server 12 reads the informa 
tion on patients and users Stored in the database in the 
hospital system 10 (S220), and performs standardization for 
transforming a code value corresponding to the information 
on patients and users into a standardized code value (S222). 
Then, the main Server 12 Stores the Standardized code value 
in the database 14 (S224). 
0067. The above-described steps S218 and S222 corre 
spond to interface work between the hospital system 10 and 
the main server 12. If is desirable that the interface work is 
repeatedly performed. 

0068 FIG. 3 is a flow chart for explaining the process of 
issuing new electronic cards in the main Server 12 in 
accordance with a preferred embodiment of the present 
invention. 

0069. After the main server 12 is driven, the operator 
terminal 40 selects an issuing function. The main server 12 
calls input of a Server master card to the operator terminal 40 
using an applied program in the main Server 12, and then 
waits for the input of the server master card (S310). 
0070 Under this condition, if a predetermined electronic 
card 100 is inserted via the card reader 30 connected to the 
main server 12 (S312), the main servers 12 judges if the 
electronic card 100 is a server master card (S314). 
0071. The judging step of S314 corresponds to the steps 
of S206--S215 in FG, 2. 

0072) If the inputted electronic card 100 is judged as a 
server master card in the step of S314, the main server 12 
calls input of new electronic cards to the operator terminal 
40 and then waits for the input of new electronic cards 
(S316). Here, new electronic cards are patient cards. 
0073) If a predetermined electronic card 100 is inputted 
via the card reader 30 (S318), the main server 12 ascertains 
whether the electronic card is a card to be registered newly 
(S320, S322). 
0.074. When new electronic cards are issued as banking 
cards or transportation cards, initial key values and pass 
words are stored at the IC cards. If the main server 12 
transmits the previously registered initial password into the 
electronic card 100 for confirmation of a new card, it judges 
if the currently Stored password is identical with the pass 
word transmitted from the main server 12. When both 
passwords are identical in the certification procedure, a 
message of approving password certification is transmitted 
into the main Server 12. A certification procedure is per 
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formed using a certification key generated from initial key 
values and a certification key generated from the main Server 
12 (Yes in S320). 
0075). If the certification keys resulting from the certifi 
cation procedure are identical, the Server master card trans 
mits a message of approving certification of the certification 
key (Yes in S322), and the main server 12 receives personal 
information on patients and a password to be changed via the 
operator terminal 40 (S324). When the main server 12 
receives the password, the password is twice inputted for a 
precise input. Then, the main Server 12 operates only when 
the inputted password is identical. 
0076 After the password is successfully inputted in the 
above process, the main Server 12 records patient informa 
tion in the new electronic cards via the card reader 30. The 
recorded information is various information on personal 
identification, priority, medical insurance, emergency, vac 
cinations, medical treatment rights, medical history, emer 
gency records, medical treatment, medication, examination 
and So on. The priority information is to classify rights. If the 
priority is recorded as patients, the new electronic cards 
become patient cards. If the priority is recorded as physi 
cians, nurses and pharmacists, the new electronic cards 
become user cards. The user cards may be registered only in 
the main Server 12 So that predetermined administrators may 
determine users of medical institutes. In addition, the pri 
ority information is Stored in master cards to classify Server 
master cards and client master cards. 

0077. Thereafter, the main server 12 records the pass 
word successfully inputted in the step of S324 in the new 
electronic card via the card reader 30 (S328). Then, the main 
Server 12 changes key values and records them in the new 
electronic card (S330). 
0078. The main server 12 records information on the 
issued cards in server master cards via the card reader 30 
(S332), and also records the information in the database 14 
(S334). 
0079 The hospital client 20 can register new electronic 
cards as patient cards according to the procedure described 
in FIG. 3, just as the main server 12 does as described 
above. 

0080. The procedure for registering new electronic cards 
can also be performed in financial or governmental insti 
tutes, just as the main server 12 and the client 20 do. 
0081. The new electronic cards are registered as patient 
cards or user cards by renewing and Storing personal infor 
mation and password or by changing key values for gener 
ating certification keys. 

0082 The write and inquiry operation is performed on 
the electronic cards passing through this registering process. 
Other electronic cards that do not pass through the register 
ing process cannot be used. However, one-time usable 
electronic cards for patients record patient information with 
out classifying patients. 

0083. The write and inquiry operation on the patient 
cards or user cards is performed via the main Server 12 or the 
client 20. Referring to FIGS. 4 and 5, the process of 
performing the write and inquiry is explained in the present 
invention. 
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0084 FIG. 4 is a flow chart for explaining a process of 
Writing predetermined information on patient cards in a 
method of providing medical Service using electronic cards 
in accordance with a preferred embodiment of the present 
invention. 

0085. When the operator terminal 40 selects a write 
function, an applied program of the client 20 calls the input 
of client master cards to the operator terminal 40, and waits 
for the input of the client master cards (S402). 
0.086 If predetermined electronic cards are inputted via 
the card reader 30 connected to the client 20 under this 
condition (S404), the electronic card 100 and the client 20 
ascertain whether the inputted electronic card 100 is a client 
master card (S406). 
0087. The judging procedure of S406 is identical with the 
steps of S206-S216 in FIG. 2. In the step of S216, whether 
priority information written in the electronic card is regis 
tered as a client Server is judged. As a result, whether the 
electronic card 100 is a client master card is confirmed. 

0088 As a result of judgment in S.406, if the electronic 
card 100 is judged as a client master card (Yes), an applied 
program calls an input of patient cards to the operator 
terminal 40 and waits for the input of the patient cards 
(S408). 
0089. When the predetermined electronic card 100 is 
inputted via the card reader 30, the client 20 and the 
electronic card 100 perform the certification procedure using 
certification keys. If a message for approving certification of 
certification keys is transmitted from the electronic card 100 
(Yes in S412), the client 20 calls an input of passwords to the 
operator terminal 40 and receives the passwords that patients 
register (S414). 
0090 The inputted password is transmitted to the elec 
tronic card 100 via the client 20. The electronic card 100 
judges whether the inputted password is identical with a 
password registered in the process of issuing new cards 
(S416). As a result of the judgment, if both passwords are 
identical, a message for approving certification of the pass 
word is transmitted to the client 20 (Yes in S416). The client 
20 receiving the message for approving certification of the 
password calls a transmission of data to be written to the 
main server 12. The main server 12 reads health information 
on relevant patients Stored in the hospital System 10, and 
then transmits the information to the client 20. 

0.091 Here, the health information read in the hospital 
System 10 is information on emergency, vaccination, medi 
cal history, emergency records, medical treatment, prescrip 
tion, examination and medication. These data is written in 
the patient cards via the card reader 30 (S420). 
0092. The main server 12 stores the health information on 
patients read from the hospital system 10 in the database 14. 
It is desirable that the same data of the database 14 as the 
data Stored in the patient cards should be written. 
0.093 FIG. 5 shows the process of inquiring the data 
stored in patient cards 100. 
0094) If the operator terminal 40 formed in the client 20 
Selects an inquiry function, an applied program formed in 
the client 20 calls an input of user cards to the operator 
terminal 40 and waits for the input of the user cards (S502). 
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0095. Here, the user cards are cards that persons involved 
in medical treatment Such as physicians and nurses belong 
to. 

0096. When predetermined electronic cards are inserted 
via the card reader 30 connected to the client 20 (S504), the 
electronic card 100 and the client 20 perform the certifica 
tion procedure using certification keys. If a message for 
approving certification of certification keys transmitted in 
the electronic card 100(Yes in S506), the client 20 receives 
passwords of users via the operator terminal 40 (S508) and 
transmits the passwords to the electronic card 100 via the 
card reader 30. 

0097. The electronic card 100 performs the certification 
procedure using passwords. As a result, if both passwords 
are identical (Yes in S510), a message for approving certi 
fication of passwords and the previously stored personal 
identification information Such as perSonnel numbers are 
transmitted (S512). 
0098. The client 20 receiving the personal identification 
information transmits the personal identification information 
to the main server 12. The main server 12 judges whether a 
user corresponding to the personal identification information 
is registered as a user in the Server using user information 
stored in the database 14 (S514). 
0099. As a result, if user information corresponding to 
the personal identification information is Stored in the data 
base 14, the user is registered in the Server and judged as a 
user having an inquiry right (Yes in S514). Then, a message 
for approving certification of inquiry rights is transmitted to 
the client 20. 

0100. The client 20 receiving the message for approving 
certification of inquiry rights calls an insertion of patient 
cards via the operator terminal 40, and then an input of the 
patient cards (S516). 
0101. After the predetermined electronic card is inputted 
according to the request, the certification procedure is per 
formed using certification keys. If the certification procedure 
Succeeds, that is, the certification key Stored in the client is 
identical with the certification key Stored in the electronic 
card (Yes in S502), the electronic card is identified as patient 
cards. After information Stored in the patient cards is read 
and displayed to the operator terminal 40, the user is allowed 
to inquire the patient information. 

0102) In the preferred embodiment of the present inven 
tion, the users can inquire patient information Stored in the 
patient cards only when users input patient cards. However, 
there is another way to display patient information. For 
example, a user inputs personal information on patients Such 
as names or identification numbers, the client 20 transmits 
patient identification information to the main Server 12. 
Then, the main Server 12 inquires the patient information 
and transmits the inquired information to the client 20. The 
patient information inquired in the operator terminal 40 by 
the client 20 can be displayed. 
0103). By the above-described process, if a patient having 
an electronic card receiving prescription records Visits a 
pharmacy and shows the electronic card, a pharmacist 
dispenses drug according to the prescription records inputted 
in the electronic card. This procedure is shown in a flow 
chart of FIG. 6. 
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0104. If a dispensing command is inputted via an opera 
tor terminal 64 connected to a pharmacy client 60, the client 
60 calls an input of a user card as a pharmacist (hereinafter, 
referred to a pharmacist card) by an applied program 
installed in the client 60, and waits for the input of the 
pharmacist card (S602). 
0105. After the electronic card 100 is inputted via a card 
reader 70 of the client 60 (S603), the client 60 and the 
electronic card 100 perform the certification procedure using 
certification keys. Then, they judge whether a certification 
key registered in the client 60 is identical with a certification 
key stored in the electronic card 100 (S604). 
0106 If both certification keys are identical, a message 
for approving certification of certification keys is transmitted 
from the electronic card 100 (Yes in S604). Then, the client 
60 receives a password via the operator terminal 64 (S606), 
and the inputted password is transmitted to the electronic 
card 100. The electronic card 100 judges whether a pass 
word Stored in an element file is identical with a password 
inputted via the operator terminal 64 (S608). 
0107 As a result of judgment in the electronic card 100, 
if both password are identical (Yes in S608), the electronic 
card 100 transmits a message for approving certification of 
passwords, personal identification information Stored in the 
element file and priority information to the client 60. 
0108. The client 60 judges the ranges of user rights of the 
electronic card, based on the priority information (S610), 
and then identifies if a user right of the electronic card is a 
pharmacist (S612). As a result of the identification, if the 
user right of the electronic card is registered as pharmacists 
(Yes in S612), the client 60 judges whether the pharmacist 
is a user registered in a database 62 using the personal 
identification information (S614). 
0109) If the pharmacist is identified as the user registered 
in the database 62 (Yes in S614), the client 60 calls an input 
of a patient card via the operator terminal 64 and then waits 
for the input of the patient card (S616). 
0110) If a predetermined electronic card is inputted to a 
card reader 70 (S617), the electronic card and the client 60 
perform the certification procedure using certification keys. 
AS a result of the certification procedure, if a certification 
key Stored in the electronic card is identical with a certifi 
cation key registered in the client 60, the electronic card 100 
transmits a message for approving certification of certifica 
tion keys to the client 60 (Yes in S618). 
0111. The client 60 receiving the message for approving 
certification of the certification keys reads prescription infor 
mation Stored in patient cards, and displays the information 
to the operator terminal 64 (S620). The client 60 calculates 
automatically dispensing cost in consideration of unit prices 
and quantity of drugs included in the prescription informa 
tion, and then outputs the dispensing cost to the operator 
terminal 64 (S622). Here, the unit price of the drugs is stored 
in the database 62 as a unit price corresponding to each drug 
code according to a Standardized code System, thereby 
resulting in calculation of dispensing cost. 
0112 Hereinafter, the client 60 judges whether comple 
tion of dispensing is inputted from the operator terminal 64 
(S624). If an alternative dispensing information is inputted 
without an input of the completion of dispensing (S626), the 
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step moves back to the step of S624, and the client 60 judges 
again if the completion of dispensing is inputted from the 
operator terminal 64. 
0113. When the completion of dispensing is inputted 
from the operator terminal 64, the client 60 stores the 
information on dispensing records in the pharmacy database 
62 (S628). Then, a password on the patient card is inputted 
via the operator terminal 64 (S630). 
0114. If the client 60 transmits the inputted password to 
the patient card, the patient card judges if the password is 
identical with a password stored in an element file (S632). 
When both passwords are identical (Yes in S632), a message 
for approving certification of passwords is transmitted to the 
client 60. 

0115 The client 60 receiving the message for approving 
certification of passwords finishes the process of dispensing 
in the pharmacy by Storing the dispensing information in the 
patient card (S634). Here, the patient card stores information 
on dispensing records, dispensing costs and individuals 
(names of pharmacists) of pharmacist cards inputted in the 
step of S603. 
0116 FIG. 7 is a block diagram illustrating a system for 
providing medical Service using electronic cards in accor 
dance with another preferred embodiment of the present 
invention. As shown in FIG. 7, the hospital main server 12, 
the pharmacist client 60 and the medical-related institution 
server 100 shown in FIG. 1 are inter-connected to each other 
via the Internet. 

0117 The medical-related institution server 100 con 
nected to the hospital main Server 12 and the pharmacy 
client 60 receives patient information according to records 
of medical treatment from the hospital main Server 12 and 
the pharmacist client 60. The server 100 stores the patient 
information in a database 110 and informs patients of the 
information. 

0118. The server 100 compares records of medical treat 
ment transmitted from the hospital main server 12 with those 
of medical treatment transmitted from the pharmacist client 
60, and judge whether records of medical treatment are 
proper or not. The server 100 is formed in authorized 
institutions Such as National Health Insurance Cooperation 
administered by government, private insurance cooperation, 
central medical management institutions. In this way, it is 
desirable to share personal health information. 
0119) The server 100 can receive on real time the patient 
information according to records of medical treatment from 
the hospital main server 12 and the pharmacy client 60, 
whenever medical treatment cost or dispensing cost is 
generated. In other way, the server 100 can also receive the 
patient information according to records of medical treat 
ment periodically. 
0120) The server 100 comprises a card reader capable of 
reading IC cards as not shown in FIG. 7. 
0121 Hereinafter, a method of administering on-line 
health information of patients using electronic cards in 
accordance with a preferred embodiment of the present 
invention is now explained with reference to a flow chart of 
FIG 8. 

0122) In FIG. 8, the server 100 collects information from 
the hospital main server 12 and the pharmacy client 60, and 
administers personal health information collectively. 
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0123. When receiving patient information according to 
records of medical treatment from the hospital main Server 
12 and the pharmacy client 60 (S810), the server 100 judges 
whether the records of medical treatment are proper or not 
(S812). For example, if the server 100 confirms if prescrip 
tion information on patients transmitted from hospital is 
identical with dispensing information transmitted from phar 
macy, whether the records of medical treatment of the 
relevant patients are proper or not can be judged. 
0.124 However, if judging that the records of medical 
treatment are not proper (No in S814), the server 100 
informs hospital and pharmacy of impropriety (S815). On 
the other hand, if judging that the records of medical 
treatment on patients are proper (Yes in S814), the server 
100 classifies transmitted patient information by patients and 
then stores the information in a database 110 (S816). 
0.125 When an inquiry of health information on a specific 
person is requested from other institutions (Yes in S818), the 
server 100 checks the condition of qualification of relevant 
institutions. If judging that the relevant institutions are 
qualified for inquiry of health information, the server 100 
calls the health information of a relevant patient Stored in the 
database 110 and then transmits the information to other 
institutions (S820). 
0126. According to these functions of the present inven 
tion, private insurance institutions can Secure precise health 
information of Specific perSons. The authorized institutions 
can also share the precise health information of Specific 
perSons, thereby resulting in administering the personal 
health information Systematically. 
0127. As not shown in FIG. 8, the medical-related insti 
tutions server 100 inform each patient of the collected 
records of medical treatment periodically. As a result, the 
patients can confirm their records of medical treatment 
periodically. 
0128. The personal health information can be transmitted 
via encryption between hospital main Servers connected to 
each other via the Internet or between medical-related 
institution Servers and hospital main Servers. Here, the 
encryption applies the same protocol to transmitting insti 
tutions and receiving institutions, and encodes health infor 
mation which is a transmitting object, thereby resulting in 
transmitting the information. On the receiving Side, the 
information is decoded again. Additionally, the health infor 
mation of the patients which is a transmitting object is 
encoded and transmitted using key values recorded in 
patient electronic cards. On the receiving Side, the encoded 
and transmitted patient health information is decoded by 
using the electronic cards. In the latter method, the reliability 
of transmitting information can be improved because the 
health information can be transmitted only when a perSon 
corresponding to the health information to be transmitted 
shows his or her electronic card. 

0129. Electronic cards according to the present invention 
Serve as lifelong health record cards of patients because 
detail information of the patients are recorded in patient 
cards. The electronic cards also help physicians or pharma 
cists to treat the patients or dispense drugs, thereby resulting 
in establishment of Systems of transmitting medical infor 
mation efficiently and improvement of medical Service. 
0130 Personal information of patients stored in patient 
cards can be Secured Safely because userS Such as pharma 
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cists, physicians and nurses are allowed to record and 
inquire patient cards. As a result, patients can use the 
electronic cards Safely. 
0131 Unless persons having patient cards, user cards or 
master cards are authorized by passwords or key values of 
each card, they are not allowed to record and inquire patient 
information. In the present invention, there is provided the 
electronic cards having this reliable certification System. AS 
a result, anyone can use these electronic cards Safely. 
0.132. In addition, it is possible to provide Swift and 
precise medical Service because medical information Such as 
past records of medical treatment of relevant patients can be 
Seized when medical institutions permanently Store patient 
information of individuals or emergent conditions occur. 

What is claimed is: 
1. A System for providing medical Service using electronic 

cards comprising hospital System for previously Storing the 
information on patients having records of medical treatment 
and on users (physicians, nurses, pharmacists) involved in 
practice of medical treatment, including: 

electronic cards issued according to rights of users and for 
recording various information on medical Service for 
patients, 

a main Server of hospital for registering new electronic 
cards and inquiring recording the registered electronic 
cards after Storing the information of the hospital 
System in a separate database; 

a hospital client connected to the main server, and for 
registering CW electronic cards and 
inquiring"recording the registered electronic cards, and 

a pharmacy client for inquiring the prescription informa 
tion recorded in patient cards and recording the dis 
pensing information on the prescription information in 
the patient cards, 

wherein the main Server and the clients include a card 
reader for reading the information Stored in the elec 
tronic cards and recording predetermined information 
in the cards, and an operator terminal for inputting 
instruction and outputting the process of instruction 
execution. 

2. The System according to claim 1, wherein the card 
reader installed in the main Server and the clients is one or 
OC. 

3. The System according to claim 1, wherein the electronic 
card has a built-in IC chip. 

4. The System according to claim 1, wherein the hospital 
client is installed in Such places in hospitals as a medical 
office, a reception counter, a dispensary, an emergency room 
and an examination room. 

5. The System according to claim 1, wherein the main 
Server classifies rights of the electronic card users after 
registering new electronic cards into patient cards or user 
cards. 

6. The System according to claim 1, wherein the hospital 
client registers new electronic cards into patient cards. 

7. The System according to claim 1, wherein the main 
Server transforms the information Stored in the hospital 
System into the authorized Standardization codes and then 
Stores the codes in a database. 

8. The System according to claim 7, wherein the Stan 
dardization codes are the Standardized System of authorized 
codes applicable to other medical institution in common. 
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9. The System according to claim 1, wherein the pharmacy 
client is connected to the main Server through the Internet. 

10. The system according to claim 9, wherein the phar 
macy client transmits the dispensing information Stored in 
the patient cards and then real-time Stores the dispensing 
information in a database formed in the main Server. 

11. The System according to claim 1, wherein the infor 
mation recorded in the electronic cards includes the infor 
mation on users, individuals, clients, medical insurance, 
medical treatment, medication, emergency, medical treat 
ment right, medical treatment record and examination. 

12. The System according to claim 1, wherein the elec 
tronic card is united with the banking card. 

13. The System according to claim 12, wherein the essen 
tial file for recording various information for medical treat 
ment of patients is Stored in a predetermined dedicated file 
DF of the banking card, and the banking card is united with 
the electronic card. 

14. A method. of providing medical Service using elec 
tronic cards comprising hospital System for Storing the 
information on users (physicians, nurses, pharmacists) 
involved in medical practice and on patients having records 
of medical treatment, including: 

the first Step of transforming the information Stored in the 
hospital System into the Standardization codes and then 
Storing the Standardization codes, 

the Second Step of enabling users having registering rights 
to register new electronic cards into user cards or 
patient cards, and 

the third Step of transmitting the electric medical infor 
mation on users of the registered cards. 

15. The method according to claim 14, wherein the 
Standardization code of the first Step is the Standardized code 
System applicable to other medical institution. 

16. The method according to claim 14, wherein the first 
Step is performed when a master card for Server Succeeds in 
certification to administer the main Server for administering 
the database. 

17. The method according to claim 16, wherein a card to 
be certificated Succeeds in certification using an authorized 
key and a password, and the master card for Server Succeeds 
in certification when the right of the card is registered into 
a master card for Server. 

18. The method according to claim 14, wherein registra 
tion rights are authorized to master cards of a main Server for 
administering the database (a master card for server) and of 
a hospital client connected to the main server (a master card 
for client). 

19. The method according to claim 18, wherein the main 
Server registers new electronic cards into user cards or 
patient cards when the Server master card Succeeds in 
certification. 

20. The method according to claim 18, wherein the 
hospital client registers new electronic cards into patient 
cards when the client master card Succeeds in certification. 

21. The method according to claim 14, wherein a proceSS 
of transmitting electronic medical information in the third 
Step is to inquire information Stored in patient cards when 
user cards Succeeds in certification. 

22. The method according to claim 14, wherein a proceSS 
of transmitting electronic medical information in the third 
Step is to record predetermined information using patient 
cards when cards having the registration rights Succeed in 
certification. 

23. The method according to claim 14, wherein a proceSS 
of transmitting electronic medical information in the third 
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Step is to dispense medicine in a hospital client using 
prescription information Stored in patient cards, and then to 
Store a dispensing result in the patient cards. 

24. The method according to claims 22 or 23, wherein the 
patient cards allows predetermined information to be stored 
therein only when the patient cards Succeed in certification 
using password. 

25. A method of providing medical Service using elec 
tronic cards in (1) a hospital main server for registering new 
electronic cards, inquiring the registered cards and recording 
details of medical treatment, (2) a pharmacy client for 
inquiring prescription information recorded in patient cards 
and Storing dispensing information on the prescription infor 
mation in the patient cards and (3) a System connected to 
medical institution for administering details of medical 
treatment of patients using the Internet, including: 

the first Step of transmitting patient information according 
to details of medical treatment from the hospital main 
Server and the pharmacy client to the medical institu 
tion; 

the Second Step of determining properneSS of the trans 
mitted patient information, classifying the legitimate 
patient information by patients and Storing the infor 
mation in the medical institution; and 

the third Step of certifying rights of inquiring the medical 
institution when the inquiry of patient information on a 
Specific patient is required from other institution con 
nected to the medical institution through the Internet, 
and of transmitting the previously stored information 
on a relevant patient into the institution when the 
institution is determined as an institution having 
inquiry right. 

26. The method according to claim 25, wherein the 
medical institution of the Second step compares the patient 
information transmitted from the hospital client with the 
patient information transmitted from the pharmacy client, 
and then determines the properneSS. 

27. A method of providing medical Service using the 
System wherein Servers for administering health information 
of patients are installed in a plurality of hospitals, a plurality 
of pharmacies and a plurality of medical institutions, respec 
tively, the Servers connected through the Internet are 
installed, and electronic cards having individually allotted 
values of Specific keys are issued to according to the 
patients, including: 

the first Step of enciphering health information corre 
sponding to the patients using the values of the keys 
allotted in electronic cards issued to the patients and 
then transmitting the information into a relevant Server 
in a predetermined transmission Server for transmitting 
the information corresponding to the patients, and 

the Second step of decoding the transmitted health infor 
mation using the values of keys allotted in electronic 
cards issued to the patients and then certifying the 
information in the relevant Server. 

28. The method according to claim 27, wherein the health 
information includes information on users, individuals, pri 
ority, medical insurance, medical treatment, medication, 
emergency, right of medical treatment, record of medical 
treatment and examination. 
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