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42 B Chapter 2: Computer-System Structures

their performance is increasing. Because they are more rugged, they, like
floppy disks, have the added advantage of removability.

2.3.4 Magnetic Tapes

Magnetic tape was used as an early secondary-storage media. Although it
is relatively permanent, and can hold large numbers of data, magnetic tape
is quite slow in comparison to the access time of main memory. Even
more important, magnetic tape is limited to sequential access. Thus, it is
unsuitable for providing the random access needed for most secondary-
storage requirements. Tapes are used mainly for backup, for storage of
infrequently used information, and as a medium for transferring
information from one system to another.

A tape is kept in a spool, and is wound or rewound past a read —write
head. Moving to the correct spot on a tape can take minutes rather than
milliseconds; once positioned, however, tape drives can write data at
densities and speeds approaching those of disk drives. Capacities vary
depending on-the length and width of the tape, and on the density at
which the head can read and write. A tape drive is usually named by its
width. Thus, there are 8-millimeter, 1/4-inch, and 1/2-inch (also known as

9-track) tape drives. The 8-millimeter tape drives have the highest density,
due to the technology they use; they currently store 5 gigabytes of data (a
gigabyte is one billion bytes) on a 350-foot tape.

24 = Storage Hierarchy

The wide variety of storage systems in a computer system can be
organized in a hierarchy (Figure 2.6) according to their speed and their
cost. The higher levels are expensive, but are fast. As we move down the
hierarchy, the cost per bit decreases, whereas the access time increases.
This tradeoff is reasonable; if a given storage system were both faster and
less expensive than another — other properties being the same — then
there would be no reason to use the slower, more expensive memory. In
fact, many early storage devices, including paper tape and core memories,
‘are relegated to museums now that magnetic tape and semiconductor
memory have become faster and cheaper.

In addition to the speed and cost of the various storage systems, there
is also the issue of storage volatility. Volatile storage loses its contents
‘when the power to the device is removed. In the absence of expensive
battery and generator backup systems, data must be written to nonvolatile
storage for safekeeping. In the hierarchy shown in Figure 2.6, the storage
system above disks is volatile, whereas the storage system below main
memory is nonvolatile. The design of a complete memory system attempts

to balance all these factors: It uses only as much expensive memory as
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44 m Chapter 2: Computer-System Structures

programmer (or compiler) implements the register-allocation and register-
replacement algorithms to decide which information to keep in registers
and which to keep in main memory. There are also caches that are
implemented totally in hardware. For instance, most systems have an
instruction cache to hold the next instructions expected to be executed.
Without this cache, the CPU would have to wait several cycles while an
instruction was fetched from main memory. We are not concerned with
these hardware-only caches in this text, since they are outside of the
control of the operating system.

Since caches have limited size, cache munagement is an important design
problem. Careful selection of the cache size and of a replacement policy
can result in 80 to 99 percent of all accesses being in the cache, resulting in
extremely high performance. Various replacement algorithms for
software-controlled caches are discussed in Chapter 9.

Main memory can be viewed as a fast cache for secondary memory,
since data on secondary storage must be copied into main memory for use,
and data must be in main memory before being moved to secondary
storage for safekeeping. The file system itself, which must reside on
nonvolatile storage, may have several levels of storage. At the highest
level, we have the electronic (or RAM) disk storage, which is backed up by
the larger but slower, magnetic-disk storage. The magnetic-disk storage,
in turn, is backed up by the larger, but slower, tape storage. Optical disks
are also efficient high-capacity but low-cost storage media. When
compared to magnetic tape, they have the drawback of higher cost, but
offer much greater speed and convenience. Transfers between these two
storage levels are generally requested explicitly, but some systems now
automatically archive a file that has not been used for a long time (for
example, 1 month), and then automatically fetch back the file to disk when
it is next referenced.

The movement of information between levels of a storage hierarchy
may be either explicit or implicit, depending on the hardware design and
the controlling operating-system software. For instance, data transfer from
cache to CPU and registers is usually a hardware function, with no
operating-system intervention. On the other hand, transfer of data from
disk to memory is usually controlled by the operating system.

2.4.2 Coherency and Consistency

In a hierarchical storage structure, the same datum may appear in different
storage systems. For example, consider an integer A located in file B that
is to be incremented by 1. Suppose that file B resides on magnetic disk.
The increment operation proceeds by first issuing an IO operation to copy
the disk block on which A resides to main memory. This operation is
followed by a possible copying of A to the cache, and by copying A to an
internal register. Thus, the copy of A appears in several places. Once the
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9.5 Page-Replacement Algorithms W 319

algorithm will never suffer from Belady’s anomaly. An optimal page-
replacement algorithm exists, and has been called OPT or MIN. It is simply

Replace the page that will not be used
for the longest period of time.

Use of this page-replacement algorithm guarantees the lowest possible
page-fault rate for a fixed number of frames.

For example, on our sample reference string, the optimal page-
replacement algorithm would yield nine page faults, as shown in Figure
9.10. The first three references cause faults that fill the three empty frames.
The reference to page 2 replaces page 7, because 7 will not be used until
reference 18, whereas page 0 will be used at 5, and page 1 at 14. The
reference to page 3 replaces page 1, as page 1 will be the last of the three
pages in memory to be referenced again. With only nine page faults,
optimal replacement is' much better than a FIFO algorithm, which had 15
faults. (If we ignore the first three, which all algorithms must suffer, then
optimal replacement is twice as good as FIFO replacement.) In fact, no
replacement algorithm can process this reference string in three frames
with less than nine faults.

Unfortunately, the optimal page-replacement algorithm is difficult to
implement, because it requires future knowledge of the reference string.
(We encountered a similar situation with the SJF CPU-schedulmg algorithm
in Section 5.3.2.) As a result, the optimal algorithm is used mainly for
comparison studies. For instance, it may be quite useful to know that,
although a new algorithm is not optimal, it is within 12.3 percent of
optimal at worst and within 4.7 percent on average.

9.5.3 LRU Algorithm

If the optimal algorithm is not feasible, perhaps an approximation to the
optimal algorithm is possible. The key distinction between the FIFO and OPT
algorithms (other than looking backward or forward in time) is that the

reference string
7 o 1 2 0 3 o0 4 2 3 0 3 2 1 2 o t 7 0 1

page frames

Figure 9.10 Optimal page-replacement algorithm.
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320 m Chapter 9: Virtual Memory

reference string
7 0 1 2 o0 383 0 4 2 3 0 38 2 1 2 0 1 7 0 1

page frames

Figure 9.11 LRU page-replacement algorithm.

FIFO algorithm uses the time when a page was brought into memory; the
OPT algorithm uses the time when a page is to be used. If we use the recent
past as an approximation of the near future, then we will replace the page
that has not been used for the longest period of time (Figure 9.11). This
approach is the least recently used (LRU) algorithm. ,

LRU replacement associates with each page the time of that page’s last
use. When a page must be replaced, LRU chooses that page that has not
been used for the longest period of time. This strategy is the optimal
page-replacement algorithm looking backward in time, rather .than
forward. (Strangely, if we let S R be the reverse of a reference string S,
then the page-fault rate for the OPT algorithm on S is the same as the
page-fault rate for the OPT algorithm on SR . Similarly, the page-fault rate
for the LRU algorithm on S is the same as the page-fault rate for the LRU
algorithm on S ® )

~ The result of applying LRU replacement to our example reference string
is shown in Figure 9.11. The LRU algorithm produces 12 faults. Notice that
the first five faults are the same as the optimal replacement. When the
reference to page 4 occurs, however, LRU replacement sees that, of the
three frames in memory, page 2 was used least recently. The most recently
used page is page 0, and just before that page 3 was used. Thus, the LRU
algorithm replaces page 2, not knowing that page 2 is about to be used.
When it then faults for page 2, the LRU algorithm replaces page 3 since, of
~ the three pages in memory {0, 3, 4}, page 3 is the least recently used.

. Despite these problems, LRU replacement with 12 faults is still much better
than FIFO replacement with 15.

The LRU policy is often used as a page-replacement algorithm and is
considered to be quite good. The major problem is how to implement LRU
replacement. An LRU page-replacement algorithm may require substantial
hardware assistance. The problem is to determine an order for the frames
defined by the time of last use. Two implementations are feasible:

® Counters: In the simplest case, we associate with each page-table entry
a time-of-use field, and add to the CPU a logical clock or counter. The

=
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9.5 Page-Replacement Algorithms W 321

clock is incremented for every memory reference. Whenever a
reference to a page is made, the contents of the clock register are
copied to the time-of-use field in the page table for that page. In this
way, we always have the “time” of the last reference to each page. We
replace the page with the smallest time value. This scheme requires a
search of the page table to find the LRU page, and a write to memory
(to the time-of-use field.in the page table) for each memory access. The
times must also be maintained when page tables are changed (due to
CPU scheduling). Overflow of the clock must be considered.

® Stack: Another approach to implementing LRU replacement is to keep a
stack of page numbers. Whenever a page is referenced, it is removed
from the stack and put on the top. In this way, the top of the stack is
always the most recently used page and the bottom is the LRU page
(Figure 9.12). Because entries must be removed from the middle of the
stack, it is best implemented by a doubly linked list, with a head and
tail pointer. Removing a page and putting it on the top of the stack
then requires changing six pointers at worst. Each update is a little
more expensive, but there is no search for a replacement; the tail
pointer pomts to the bottom of the stack, which is the LRU page. This
approach is particularly appropriate for software or microcode
implementations of LRU replacement.

Neither optimal replacement nor LRU replacement suffers from Belady’s
anomaly. There is a class of page-replacement algorithms, called stack
algorithms, that can never exhibit Belady’s anomaly. A stack algorithm is an
algorithm for which it can be shown that the set of pages in memory for n

reference string

4 7 0 7 1 o 1 2 1 2 7 1 2

2 7 b
1 2
0 1
7 0
4 4
stack stack
before after
a b

Figure 9.12 Use of a stack to record the most recent page references.
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322 W Chapter 9: Virtual Memory

frames is always a subset of the set of pages that would be in memory with
n + 1 frames. For LRU replacement, the set of pages in memory would be
the n most recently referenced pages. If the number of frames is increased,
these n pages will still be the most recently referenced and so will still be
in memory.

Note that neither implementation of LRU would be conceivable without
hardware assistance beyond the standard TLB registers. The updating of
the clock fields or stack must be done for every memory reference. If we
were to use an interrupt for every reference, to allow software to update
such data structures, it would slow every memory reference by a factor of
at least 10, hence slowing every user process by a factor of 10. Few
systems could tolerate that level of overhead for memory management.

9.5.4 LRU Approximation Algorithms

Few systems provide sufficient hardware support for true LRU page
replacement. Some systems provide no hardware support, and other
page-replacement algorithms (such as a FIFO algorithm) must be used.
Many systems provide some help, however, in the form of a reference bit.
The reference bit for a page is set, by the hardware, whenever that page is
referenced (either a read or a write to any byte in the page). Reference bits
~are associated with each entry in the page table.

Initially, all bits are cleared (to 0) by the operating system. As a user
process executes, the bit associated with each page referenced is set (to 1)
by the hardware. After some time, we can determine which pages have
been used and which have not been used by examining the reference bits.
We do not know the order of use, but we know which pages were used
and which were not used. This partial ordering information leads to many
page-replacement algorithms that approximate LRU replacement.

9.5.4.1 Additional-Reference-Bits Algorithm

We can gain additional ordering information by recording the reference
bits at regular intervals. We can keep an 8-bit byte for each page in a table
in memory. At regular intervals (say every 100 milliseconds), a timer
interrupt transfers control to the operating system. The operating system
shifts the reference bit for each page into the high-order bit of its 8-bit
byte, shifting the other bits right 1 bit, discarding the low-order bit. These
8-bit shift registers contain the history of page use for the last elght time
periods. If the shift register contains 00000000, then the page has not been
used for eight time periods; a page that is used at least once each period
would have a shift register value of 11111111.

A page with a history register value of 11000100 has been used more
recently than has one with 01110111. If we interpret these 8-bit bytes as
unsigned integers, the page with the lowest number is the LRU page, and it
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9.5, Page-Replacement Algorithms B 323

can be replaced. Notice that the numbers are not guaranteed to be unique,
however. We can either replace (swap out) all pages with the smallest
value, or use a FIFO selection among them.

The number of bits of history can be varied, of course, and would be
selected (depending on the hardware available) to make the updating as
fast as possible. In the extreme case, the number can be reduced to zero,
leaving only the reference bit itself. This algorithm is called the second-
chance page-replacement algorithm.

9.5.4.2 Second-Chance Algorithm

The basic algorithm of second-chance replacement is a FIFO replacement
algorithm. When a page has been selected, however, we inspect its
reference bit. If the value is 0, we proceed to replace this page. If the
reference bit is 1, however, we give that page a second chance and move
on to select the next FIFO page. When a page gets a second chance, its
reference bit is cleared and its arrival time is reset to the current time.
Thus, a page that is given a second chance will not be replaced until all
other pages are replaced (or given second chances). In addition, if a page
is used often enough to keep its reference bit set, it will never be replaced.

One way to implement the second-chance (sometimes referred to as
the clock) algorithm is as a circular queue. A pointer indicates which page
is to be replaced next. When a frame is needed, the pointer advances until
it finds a page with a 0 reference bit. As it advances, it clears the reference
bits (Figure 9.13). Once a victim page is found, the page is replaced and
the new page is inserted in the circular queue in that position. Notice
that, in the worst case, when all bits are set, the pointer cycles through the
whole queue, giving each page a second chance. It clears all the reference
bits before selecting the next page for replacement. Second-chance
replacement degenerates to FIFO replacement if all bits are set.

9.5.4.3 Enhanced Second-Chance Algorithm

The second-chance algorithm described above can be enhanced by
considering both the reference bit and the modify bit (Section 9.4) as an
ordered pair. With these 2 bits, we have the following four possible
classes:

1. (0,0) neither recently used nor modified - best page to replace

2. (0,1) not recently used but modified - not quite as good, because the
page will need to be written out before replacement

3. (1,0) recently used but clean - probably will be used again soon

4. (1,1) recently used and modified - probably will be used again, and
write out will be needed before replacing it
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9.5 Page-Replacement Algorithms M 325

® LFU Algorithm: The least frequently used (LFU) page-replacement
algorithm requires that the page with the smallest count be replaced.
The reason for this selection is that an actively used page should have
a large reference count. This algorithm suffers from the situation in
which a page is used heavily during the initial phase of a process, but
then is never used again. Since it was used heavily, it has a large count
and remains in memory even though it is no longer needed. One
solution is to shift the counts right by 1 bit at regular intervals, forming
an exponentially decaying average usage count.

® MFU Algorithm: The most frequently used (MFU) page-replacement
algorithm is based on the argument that the page with the smallest
count was probably just brought in and has yet to be used.

As you might expect, neither MFU nor LFU replacement is common. The
implementation of these algorithms is fairly expensive, and they do not
approximate OPT replacement very well.

9.5.6 Page Buffering Algorithm

Other procedures are often used in addition to a specific page-replacement
algorithm. For example, systems commonly keep a pool of free frames.
When a page fault occurs, a victim frame is chosen as before. However,
the desired page is read into a free frame from the pool before the victim is
written out. This procedure allows the process to restart as soon as
possible, without waiting for the victim page to be written out. When the
victim is later written out, its frame is added to the free-frame pool.

An expansion of this idea is to maintain a list of modified pages.
Whenever the paging device is idle, a modified page is selected and is
written to the disk. Its modify bit is then reset. This scheme increases the
probability that a page will be clean when it is selected for replacement,
and will not need to be written out.

Another modification is to keep a pool of free frames, but to remember
which page was in each frame. Since the frame contents are not modified
when a frame is written to the disk, the old page can be reused directly
from the free-frame pool if it is needed before that frame is reused. No. /O
is needed in this case. When a page fault occurs, we first check whether
the desired page is in the free-frame pool. If it is not, we must select a free
frame and read into it. '

This technique is used in the VAX/VMS system, with a FIFO replacement .

algorithm. When the FIFO replacement algorithm mistakenly replaces a
page that is still in active use, that page is quickly retrieved from the free-
frame buffer, and no VO is necessary. The free-frame buffer provides
protection against the relatively poor, but simple, FIFO replacement
algorithm. This method is necessary because the early versions of the VAX
did not correctly implement the reference bit.
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