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CLAIM LISTING 

Independent Claim 32 
32.preamble A method for use with a packet network including a network node 

for transporting packets between first and second entities under 
control of a controller that is external to the network node, the 
method by the network node comprising: 

32.1 receiving, from the controller, the instruction and the criterion; 
32.2 receiving, from the first entity over the packet network, a packet 

addressed to the second entity; 
32.3 checking if the packet satisfies the criterion; 
32.4 responsive to the packet not satisfying the criterion, sending over 

the packet network, the packet to the second entity; and  
32.5 responsive to the packet satisfying the criterion, sending the packet 

over the packet network, to an entity that is included in the 
instruction and is other than the second entity. 

Dependent Claims 33-54 
33 The method according to claim 32, wherein the instruction is ‘probe’, 

‘mirror’, or ‘terminate’ instruction, and upon receiving the ‘terminate’ 
instruction, the method further comprising blocking, the packet from 
being sent to the second entity and to the controller. 

34 The method according to claim 32, wherein the instruction is a ‘probe’, 
a ‘mirror’, or a ‘terminate’ instruction, and upon receiving the ‘mirror’ 
instruction and responsive to the packet satisfying the criterion, the 
method further comprising sending the packet to the second entity and 
to the controller. 

35 The method according to claim 32, wherein the instruction is ‘probe’, 
‘mirror’, or ‘terminate’ instruction, and upon receiving the ‘probe’ 
instruction and responsive to the packet satisfying the criterion, the 
method further comprising: sending the packet to the controller; 
receiving the packet, from the controller; and responsive to receiving the 
packet, sending the packet, to the second entity. 

36 The method according to claim 32, further comprising responsive to the 
packet satisfying the criterion and to the instruction, sending the packet 
or a portion thereof to the controller. 
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Dependent Claims 33-54 
37 The method according to claim 36, further comprising responsive to the 

packet satisfying the criterion and to the instruction, sending a portion of 
the packet to the controller. 

38 The method according to claim 37, wherein the portion of the packet 
consists of multiple consecutive bytes, and wherein the instruction 
comprises identification of the consecutive bytes in the packet. 

39 The method according to claim 32, wherein the packet comprises 
distinct header and payload fields, the header comprises one or more 
flag bits, and wherein the packet-applicable criterion is that one or more 
of the flag bits is set. 

40 The method according to claim 39, wherein the packet is an 
Transmission Control Protocol (TCP) packet, and wherein the one or 
more flag bits comprises comprise a SYN flag bit, an ACK flag bit, a 
FIN flag bit, a RST flag bit, or any combination thereof. 

41 The method according to claim 32, wherein the packet comprises 
distinct header and payload fields, the header comprises at least the first 
and second entities addresses in the packet network, and wherein the 
packet-applicable criterion is that the first entity address, the second 
entity address, or both match a predetermined address or addresses. 

42 The method according to claim 41, wherein the addresses are Internet 
Protocol (IP) addresses. 

43 The method according to claim 32, wherein the packet is an 
Transmission Control Protocol (TCP) packet that comprises source and 
destination TCP ports, a TCP sequence number, and a TCP sequence 
mask fields, and wherein the packet-applicable criterion is that the 
source TCP port, the destination TCP port, the TCP sequence number, 
the TCP sequence mask, or any combination thereof, matches a 
predetermined value or values. 

44 The method according to claim 32, wherein the packet network 
comprises a Wide Area Network (WAN), Local Area Network (LAN), 
the Internet, Metropolitan Area Network (MAN), Internet Service 
Provider (ISP) backbone, datacenter network, or inter-datacenter 
network. 

45 The method according to claim 32, wherein the first entity is a server 
device and the second entity is a client device, or wherein the first entity 
is a client device and the second entity is a server device. 

46 The method according to claim 45, wherein the server device comprises 
a web server, and wherein the client device comprises a smartphone, a 
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Dependent Claims 33-54 
tablet computer, a personal computer, a laptop computer, or a wearable 
computing device. 

47 The method according to claim 45, wherein the communication with the 
controller is based on, or uses, a standard protocol. 

48 The method according to claim 47, wherein the standard protocol is 
according to, based on, or compatible with, an OpenFlow protocol 
version 1.3.3 or 1.4.0. 

49 The method according to claim 48, wherein the instruction comprises a 
Type-Length-Value (TLV) structure. 

50 The method according to claim 32, wherein the network node comprises 
a router, a switch, or a bridge. 

51 The method according to claim 32, wherein the packet network is an 
Internet Protocol (IP) network, and the packet is an IP packet. 

52 The method according to claim 51, wherein the packet network is a 
Transmission Control Protocol (TCP) network, and the packet is an TCP 
packet. 

53 The method according to claim 32, further comprising: receiving, from 
the first entity over the packet network, one or more additional packets; 
checking, if any one of the one or more additional packets satisfies the 
criterion; responsive to an additional packet not satisfying the criterion, 
sending over the packet network, the additional packet to the second 
entity; and responsive to the additional packet satisfying the criterion, 
sending the additional packet over the packet network, in response to the 
instruction. 

54 The method according to claim 32, wherein the packet network is a 
Software Defined Network (SDN), the packet is routed as part of a data 
plane and the communication with the controller serves as a control 
plane. 
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I. INTRODUCTION 

U.S. Patent No. 10,652,111 (“the ’111 Patent”) relates to deep packet 

inspection (DPI) in a software-defined network (SDN). Both SDNs and DPI were 

known well before the 2014 filing date of the ’111 Patent. The patent issued after 

the applicant amended the claims to require that the controller be external to the 

network nodes, and that packets satisfying “the criterion” were sent to another 

entity that was included in the instructions provided to the network node. But 

nothing claimed was new.  

The prior art shows that as early as 2004, early attempts at standardizing the 

physical separation of network controllers from network nodes began. This concept 

carried through the introduction of OpenFlow in 2008. So, an external controller 

isn’t novel. And it was known to program network nodes to transmit packets, 

satisfying certain conditions, to another entity. Here too, the ’111 Patent didn’t 

contribute these ideas to the state of the art. And the prior art included controllers 

that executed DPI. Even the ’111 Patent’s controller that executes DPI wasn’t new.  

As the declaration of Dr. Nader Mir, a professor with over thirty years of 

experience in the field confirms, the claims don’t recite anything new or non-

obvious to a person of ordinary skill in the art. Juniper therefore requests trial and 

cancelation of claims 32-54 of the ’111 Patent. 
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II. STANDING AND IDENTIFICATION OF CHALLENGE 

A. GROUNDS FOR STANDING (37 C.F.R. §42.104(a)) 

Juniper certifies the ’111 Patent is available for IPR. Juniper isn’t barred or 

estopped from requesting IPR on the asserted grounds. 

B. IDENTIFICATION OF CHALLENGE AND RELIEF REQUESTED 
(37 C.F.R. §42.104(b)) 

Juniper asks the Patent Trial and Appeal Board (“Board”) to find claims 32-

54 (“Challenged Claims”) unpatentable under 35 U.S.C. § 1032 based on the 

following patents and printed publications in view of the general knowledge of a 

person having ordinary skill in the art (POSITA) prior to the purported invention: 

Ground Proposed Challenges 

1 Lefebvre3 and Chua4 render obvious claims 32-36 and 39-54. 

2 Lefebvre, Chua, and Rash5 render obvious claims 37-38. 

For the purposes of this Petition, Petitioner assumes the ’111 Patent has the 

priority date of April 22, 2014, the filing date of Provisional Application 

No. 61/982,358 to which the ’111 Patent claims priority.6  

                                                 
2 35 U.S.C. §§102, 103 (AIA) applies to the ’111 Patent. 
3 U.S. Patent No. 10,097,452 (Ex. 1005). 
4 U.S. Patent No. 9,264,301 (Ex. 1006). 
5 U.S. Patent No. 9,813,447 (Ex. 1007). 
6 Mir at ¶¶24, 34. 
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Lefebvre was filed on July 24, 2012, published on October 17, 2013, and 

issued on October 9, 2018.7 Lefebvre qualifies as prior art under 35 U.S.C. 

§ 102(a)(1)-(2). Chua was filed on March 15, 2013 and issued on February 16, 

2016.8 Chua qualifies as prior art under 35 U.S.C. § 102(a)(2). Rash was filed on 

March 15, 2013, published on September 18, 2014, and issued on November 7, 

2017.9 Rash qualifies as prior art under 35 U.S.C. § 102(a)(2). Nothing suggests 

the U.S. Patent and Trademark Office (“Patent Office”) knew of Lefebvre, Chua, 

or Rash prior to the filing of this proceeding. 

III. BACKGROUND 

Both DPI and SDN were known prior to the April 22, 2014 priority date of 

the ’111 Patent.10 

A. DEEP PACKET INSPECTION 

In the early 2000’s, bandwidth misuse and security concerns are becoming 

increasingly prevalent and problematic.11 To help mitigate this misuse, 

administrators tried to identify the applications operating on the network. One 

                                                 
7 Lefebvre at Cover; Mir at ¶46. 
8 Chua at Cover; Mir at ¶52. 
9 Rash at Cover; Mir at ¶57. 
10 Mir at ¶¶24-34. 
11 Ex. 1008 (“Liao”) at 1-8; Mir at ¶25. 
 



U.S. Patent No. 10,652,111 
Petition for Inter Partes Review 

 

 4 

technique for identifying network applications utilizes port numbers.12 But this 

presumes network applications consistently use the same port numbers instead of 

random network ports, or didn’t use designated ports to mask themselves.13 

Adapting, administrators implemented content-based classification schemes with 

different levels of complexity.14  

DPI classifies network traffic by inspecting the packet’s header and 

payload.15 DPI relies on patterns or signatures in the packet to classify traffic.16 An 

early DPI system utilized the Netfilter framework.17 The implementers created a 

system with a set of four types of matching policies to search for signatures in the 

packet.18 With an identified signature, the rule table identifies the service type.19  

                                                 
12 Mir at ¶¶25. 
13 Liao at 1; see also Ex. 1009 (“Moore”) at 2, 10-11 (disclosing malware or attack 

traffic using well-known ports of known services); Mir at ¶26. 
14 Moore at 4-8; Mir at ¶26. 
15 ’111 Patent at 1:21-29 (describing DPI as one type of dedicated service); Liao at 

1; Mir at ¶27. 
16 Liao at 1; Mir at ¶27. 
17 See generally, Liao; Mir at ¶28. 
18 Liao at 3-4; Mir at ¶29. 
19 Liao at 3-4; Mir at ¶29. 
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B. SOFTWARE-DEFINED NETWORKING 

In networking, the control plane determines how the forwarding plane 

should handle forwarding packets from one place to another.20 The control plane 

dictates the forwarding behavior of the data plane by, for example, manipulating 

the forwarding tables, the state of the interfaces, or by adding or removing 

Network Address Translation (NAT) bindings.21 And in networking, data, or 

forwarding, planes process the packets arriving on inbound interfaces in 

accordance with the control plane’s decisions.22 The data plane handles per-packet 

processing and performs functions including layer 3 forwarding, metering, 

shaping, firewalling, NAT, encapsulation, decapsulation, and encryption.23  

In April 2008, professors from several universities published a whitepaper 

describing OpenFlow.24 OpenFlow facilitates programming of the flow tables from 

central controllers using common sets of functions shared by many switches and 

                                                 
20 See generally, Ex. 1010 (“RFC3654”); Exs. 1011-1012; Mir at ¶¶30-31.  
21 RFC3654 at 4-5; Mir at ¶30. 
22 RFC3654 at 4-5; Mir at ¶30. 
23 RFC3654 at 4-5; Mir at ¶30. 
24 Ex. 1013 (“McKeown”); Mir at ¶32. 
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routers.25 Using OpenFlow, implementers including some of the world’s largest 

companies have created SDNs to support their operations.26 

IV. THE CHALLENGED PATENT 

A. ’111 PATENT OVERVIEW 

The ’111 Patent describes a method for DPI in an SDN “performed by a 

central controller of the SDN.”27 The controller 111 instructs network nodes 112 

to determine if incoming packets from client devices 130 communicating with 

destination servers 140 require inspection.28 The controller 111 and the network 

nodes 112 communicate using standard protocols such as OpenFlow.29 The 

network nodes 112 redirect or mirror packets for inspection by the 

controller 111.30 The controller 111 then provides inspected data to application 

servers 120 for further processing.31  

                                                 
25 McKeown at 2; Mir at ¶32. 
26 See generally, Ex. 1014; Mir at ¶33. 
27 E.g., ’111 Patent at 2:27-30, 2:50-51, 4:5-7 (“[T]he central controller 111 is 

configured to perform deep packet inspection on designated packets from 

designated flows or TCP sessions.”); Mir at ¶¶34-35, 38-39. 
28 ’111 Patent at 4:8-11, FIG. 6 (step S610); Mir at ¶35. 
29 ’111 Patent at 3:44-48; Mir at ¶35. 
30 ’111 Patent at 4:15-18; Mir at ¶35. 
31 ’111 Patent at 3:56-61; Mir at ¶35. 
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Annotated ’111 Patent FIG. 1 

The controller 111 includes memory 313 and processing unit 314.32 The 

’111 Patent discloses the controller 111 provides instructions to the network 

nodes 112.33 When the instructions apply to a packet, the network nodes 112 

redirect the packet to the controller 111.34 And after inspection, the controller 111 

provides the data to the application servers 120.35 

                                                 
32 ’111 Patent at 5:33-36; Mir at ¶36. 
33 ’111 Patent at 6:10-12, 9:40-46, FIG. 6 (step S610); Mir at ¶37. 
34 ’111 Patent at 5:50-59, 6:12-19, 6:27-32, 6:41-52, 9:47-61, FIG. 6; Mir at ¶37. 
35 ’111 Patent at 5:36-39; Mir at ¶37. 
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B. PROSECUTION HISTORY 

On April 22, 2014, the applicant filed Provisional Application 

No. 61/982,358.36 The application entered the U.S. National Stage on September 

15, 2016 with 54 claims.37 The Examiner rejected all claims as being 

unpatentable.38 Applicant eventually amended the independent claims to recite that 

the controller was “external to the network node” and that the packets satisfying 

the criterion were sent “to an entity that is included in the instruction and is other 

than the second entity.”39 Again, the Examiner rejected all claims as being 

unpatentable, relying on a new secondary reference.40 After the applicant’s 

response, a Notice of Allowance issued on January 7, 2020, stating that the claims 

were allowed for the reasons the applicant argued.41 The ’111 Patent issued on 

May 12, 2020.42 

                                                 
36 ’111 Patent at Cover; Ex. 1002 (“File History”) at 130-146; Mir at ¶40. 
37 ’111 Patent at Cover; File History at 54-63 (claims of the 09/15/2016 

Preliminary Amendment); Mir at ¶40. 
38 File History at 271-296 (09/12/2018 Office Action); Mir at ¶41. 
39 File History at 397-417 (05/07/2019 Amendment); Mir at ¶41. 
40 File History at 425-451 (07/08/2019 Office Action); Mir at ¶42. 
41 File History at 492-510 (10/02/2019 Response; 01/07/2020 Notice of 

Allowance); Mir at ¶42. 
42 ’111 Patent at Cover; Mir at ¶43. 
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C. LEVEL OF ORDINARY SKILL IN THE ART 

As of April 22, 2014, a POSITA would’ve had a bachelor’s degree in 

computer science, computer engineering, or an equivalent, and two years of 

professional experience, and a POSITA would’ve had a working knowledge of 

hardware and software for packet-switched networking.43 Additional education 

would remedy lack of work experience and vice versa.44  

D. CLAIM CONSTRUCTION 

Aside from the following terms, the terms of the claims have their plain and 

ordinary meaning as understood by a POSITA. 

1. “controller” 

The term “controller” should mean “an entity configured to perform deep 

packet inspection on packets.”45 The ’111 Patent emphasizes how DPI “is 

performed by a central controller of the SDN.”46 In some embodiments, the 

                                                 
43 Mir at ¶¶60-63. 
44 Id. at ¶61. 
45 ’111 Patent, 10:52-62; Mir at ¶66. 
46 ’111 Patent at 2:27-30, 2:50-51, 3:56-59 (describing the central controller 

providing “inspected data” to application servers), 4:5-7 (“[T]he central controller 

111 is configured to perform deep packet inspection on designated packets from 

designated flows or TCP sessions.”), 4:8-11, 4:15-18 (describing “[a] packet that 

requires inspect is either redirected to the controller 111 or mirrored and a copy 
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controller includes components for performing DPI functions.47 

In a prior district court case involving the ’111 Patent, but that didn’t involve 

Juniper, the district court preliminarily construed the “controller” term to mean “an 

entity that is capable of controlling deep packet inspection.”48 Prior to a claim 

construction decision, the parties jointly stipulated to dismissal of this district court 

case.49 But the patent never uses the term “capable” when describing the 

controller’s functions. Instead, the patent states that the central controller is 

“configured to perform deep packet inspection.”50 Under either construction of 

“controller,” the Challenged Claims are unpatentable.51 

2. “criterion” 

The term “criterion” doesn’t appear in the ’111 Patent’s specification.52 But 

the patent discloses how each network node determines if an incoming packet 

                                                 
thereof is sent to the controller.”), 4:49-50 (“The mirrored bytes are sent to the 

controller 111 to perform the DPI analysis.”); Mir at ¶65. 
47 ’111 Patent at 5:30-64; Mir at ¶65. 
48 See Cisco Systems, Inc. v. Orckit Corp., IPR2023-00554, Paper 22 at 16-17 

(PTAB Jan. 15, 2024). 
49 Id. 
50 ’111 Patent at 4:5-6 (emphasis added); Mir at ¶66. 
51 Mir at ¶67. 
52 Id. at ¶68. 
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requires inspection or not, based on a set of instructions provided by the 

controller.53 Then, the packet is either redirected to the controller, or mirrored and 

a copy thereof is sent to the controller.54 Further, the patent includes examples of 

probe instructions that consider various TCP flags such as the SYNC, ACK, FIN, 

and RST flags.55 The patent states that each node receives an incoming packet 

either from a client or from a server, analyzes the packet’s header, and performs 

the action respective of the value of the TCP flag.56 So, a POSITA would’ve 

interpreted “criterion” to mean “the conditions, or basis, used to identify packets 

for actions, such as inspection.”57 

V. THE PRIOR ART 

The prior art confirms that each and every element of the Challenged Claims 

was known before April 22, 2014.58 

                                                 
5353 ’111 Patent at 4:12-15; Mir at ¶68.  
54 ’111 Patent at 4:15-19, 4:61-5:16 (describing type-length-value structures for 

parsing and identifying packet fields); Mir at ¶68. 
55 ’111 Patent at 4:26-41; Mir at ¶68. 
56 ’111 Patent at 4:39-46; Mir at ¶68. 
57 Mir at ¶68. 
58 Id. at ¶¶69-71. 
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A. LEFEBVRE OVERVIEW 

Lefebvre discloses that network operators deploy inline services to “inspect 

and alter network traffic transiting through their network.”59 These services 

typically existed as dedicated appliances with their own costs.60 As network traffic 

demands increase, network operators seek to selectively direct traffic to these 

inline services and minimize these costs.61  

Lefebvre discloses that traffic steering is “the action of classifying traffic 

and directing the different classes of traffic through specific service chains.”62 

Service chains are ordered sets of services.63 Lefebvre discloses network operators 

defining service policies specifying traffic classes and the service chains each 

traffic class traverses.64 A centralized controller translates these policies into rules 

for the programmable switches that steer the network traffic through the service 

chains.65 Services can exist in multiple service chains and operators can locate and 

                                                 
59 Lefebvre at 1:19-27; Mir at ¶47. 
60 Lefebvre at 1:25-27; Mir at ¶47. 
61 Lefebvre at 1:28-43; Mir at ¶47. 
62 Lefebvre at 1:44-46; Mir at ¶¶48-50. 
63 Lefebvre at 1:44; Mir at ¶48. 
64 Lefebvre at 4:41-47; Mir at ¶49. 
65 Lefebvre at 4:43-47; Mir at ¶50. 
 



U.S. Patent No. 10,652,111 
Petition for Inter Partes Review 

 

 13 

chain these service instances arbitrarily.66 And Lefebvre discloses implementing an 

SDN using OpenFlow.67 

Lefebvre implements traffic steering using a two-step process. First, 

Lefebvre classifies incoming packets and assigns a service path based on 

predefined policies.68 Then the packets are forwarded to the services in the 

assigned service path.69 Lefebvre’s traffic steering process supports three types of 

policies: subscriber-based, application-based, and flow-based.70  

B. CHUA OVERVIEW 

Chua discloses that OpenFlow facilitates the ability for SDNs use a 

standalone controller that “determines the routes and program other devices in the 

network.”71 

Chua discloses that the SDN controller controls the network devices and 

                                                 
66 Lefebvre at 4:48-53; Mir at ¶51. 
67 Lefebvre at 4:30-40; Mir at ¶49. 
68 Lefebvre at 6:17-19, Abstract; Mir at ¶50. 
69 Lefebvre at 6:20-21; Mir at ¶50. 
70 Lefebvre at 6:26-28; Mir at ¶50. 
71 Chua at 1:25-35; see also id. at 1:45-55 (describing the control plane being 

“physically separate from the data plane (or forwarding plane) for an SDN), 1:35-

41, 23:62-24:4 (describing OpenFlow as “an example of an SDN protocol”); Mir at 

¶54. 
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service devices.72 Using data from the service devices, Chua’s SDN controller 

makes enforcement decisions including allowing, blocking, mirroring, redirecting, 

transforming, and encapsulating the packets of the packet flow.73 Chua discloses 

that in SDNs, service devices may provide security related functionalities including 

intrusion detection, intrusion prevention, denial of service (DoS) protection, 

malware detection, anti-virus, packet capture and analysis, and honeypots.74 

In addition to controlling the SDN, Chua discloses the controller may 

execute other programs.75 Chua discloses controllers hosting Layer 3-Layer 7 

services instead of external service devices.76 As an example, Chua discloses the 

controller performing DPI on packets from client devices.77 

                                                 
72 Chua at 6:25-28; Mir at ¶55. 
73 Chua at 6:33-54; Mir at ¶55. 
74 Chua at 5:50-6:24; Mir at ¶55. 
75 Chua at 6:36-52; Mir at ¶56. 
76 Chua at 6:42-52; Mir at ¶56. 
77 Chua at 10:48-52, 31:48-59; Chua at 6:45-52 (describing a Layer 3 routing stack 

executing on the controller, and the controller commanding network devices to 

update forwarding tables in response); Mir at ¶56. 
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C. RASH OVERVIEW 

Rash discloses a network that adjusts policies associated with the operation 

of devices on the network.78 Rash discloses “snooping” of the network traffic flows 

to identify applications operating on the network.79 Rash discloses using 

signatures, heuristics, and other techniques including “port values, protocol values, 

statistics analysis, customized programs dependent on characteristics unique to a 

program and OSI layer 2 information.”80  

To process this information, Rash discloses a targeted approach where 

packets, or portions of packets, are mirrored to a destination other than the original 

intended destination.81 Rash discloses this helps minimize the data mirrored to 

identification appliances or other infrastructure devices configured to carry out the 

application identification function, helping reduce costs.82 

                                                 
78 Rash at Abstract; Mir at ¶59. 
79 E.g., Rash at 6:22-40; Mir at ¶59. 
80 Rash at 6:50-57; Mir at ¶59. 
81 E.g., Rash at 7:51-59, 9:3-12, 25:30-55, 26:11-35, 27:31-43, 29:58-62, 35:66-

36:2; Mir at ¶59. 
82 Rash at 12:59-13:8, 34:43-51; Mir at ¶59. 
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VI. GROUND 1: CLAIMS 32-36 AND 39-54 ARE UNPATENTABLE 
OVER LEFEBVRE IN VIEW OF CHUA. 

Both DPI and SDN were well-known and ubiquitous. Both Lefebvre and 

Chua discuss DPI and SDN.83 Lefebvre and Chua both disclose how DPI often 

executes in dedicated service devices.84 And Chua specifically discloses the SDN 

controller performing DPI as well.85 

A POSITA would’ve found that Lefebvre in view of Chua renders obvious, 

either expressly or inherently, each and every element of claims 32-36 and 38-54.86 

A. A POSITA WOULD’VE BEEN MOTIVATED TO COMBINE LEFEBVRE 
AND CHUA. 

A POSITA would’ve been motivated and found it obvious to modify 

Lefebvre with Chua’s teachings.87 Lefebvre discloses techniques for an SDN to 

steer traffic through inline services.88 And Lefebvre discloses several types of 

services that could form part of the service chain, including DPI.89 Lefebvre 

                                                 
83 Lefebvre at 1:21-25, 1:34-38; Chua at 10:48-52, 31:48-59; Mir at ¶70. 
84 Lefebvre at 1:21-25, 1:34-38; Chua at 31:54-59 (describing DPI service 

devices); Mir at ¶70. 
85 Chua at 31:48-54; Mir at ¶70. 
86 Mir at ¶71. 
87 Id. at ¶72. 
88 Lefebvre at 1:13-21, 2:41-47; Mir at ¶72. 
89 Lefebvre at 1:28-38, 4:48-54; Mir at ¶¶72-73. 
 



U.S. Patent No. 10,652,111 
Petition for Inter Partes Review 

 

 17 

discloses that traffic steering requires classification of incoming packets and 

assignment of a service path based on predefined policies.90 Then the packets are 

forwarded to the next service in the assigned service path.91 Lefebvre discloses 

how operators define the traffic classes and the service chains for processing 

network traffic.92 Lefebvre discloses programming operator instructions into the 

switches as rules, routing only certain network traffic through the service chains.93 

And Lefebvre discloses switches in the SDN using OpenFlow.94  

Like Lefebvre, Chua discloses an SDN where a controller determines the 

behavior of devices in the network and how traffic flows through the network.95 

And like Lefebvre, Chua discloses OpenFlow devices in the network.96 These 

network devices provide data to Chua’s controller, which then makes network 

enforcement decisions.97 Chua’s controller considers the traffic on a per-packet or 

                                                 
90 Lefebvre at 6:17-19; Mir at ¶73. 
91 Lefebvre at 6:20-21; Mir at ¶¶72-73. 
92 Lefebvre at 4:41-43; Lefebvre at 6:17-19; Mir at ¶¶72-73. 
93 Lefebvre at 4:41-47; Mir at ¶72. 
94 See Lefebvre at 5:41-44; Mir at ¶¶72-73. 
95 Chua at 1:25-35; Mir at ¶74. 
96 Chua at 1:35-41; Mir at ¶74. 
97 Chua at 6:25-28; Mir at ¶74. 
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per-flow basis.98 Chua’s controller then programs network devices of the SDN to 

implement these decisions.99 Chua’s service devices include those executing 

DPI.100 Chua also discloses the SDN controller executes Layer 4-Layer 7 services, 

instead of external service devices.101 And as an example, Chua discloses the 

controller performing DPI.102  

A POSITA would’ve been motivated to modify Lefebvre with Chua to help 

reduce the cost and complexity of the separate dedicated service appliances that 

Lefebvre discloses existed in the prior art. A POSITA would’ve been motivated 

and found it obvious to modify Lefebvre with Chua’s teachings because both 

describe SDNs, and both describe DPI as one type of service in an SDN.103 And 

                                                 
98 Chua at 7:33-54, 10:48-52, 15:9-17; Mir at ¶74. 
99 Chua at 7:33-54 (describing different programmed actions taken “on packets of a 

packet flow”), 31:30-34; Mir at ¶74. 
100 Chua at 10:48-52, 15:4-9, 16:30-33, 31:48-50, Fig. 9 (step 402); Mir at ¶74. 
101 Chua at 6:36-52, 6:42-45 (“For example, SDN controller 112 itself may host 

one or more L4-L7 services, rather than (or in addition to) services, provided by 

service devices 116.”) (emphasis added); Mir at ¶74. 
102 Chua at 10:48-52, 15:4-9, 16:30-33, 31:48-50; Mir at ¶75. 
103 Lefebvre at 1:28-38; Chua at 10:48-52, 15:4-9, 16:30-33, 31:48-50, Fig. 9 (step 

402); Mir at ¶75. 
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both Lefebvre and Chua disclose use of OpenFlow devices.104 Lefebvre and Chua 

are therefore in the same field of endeavor and contain overlapping disclosures 

with similar purposes.105 

Modifying Lefebvre in view of Chua’s teachings would’ve been obvious to a 

POSITA because of similarities in the ways they classify traffic traversing their 

networks.106 Lefebvre has three different levels of policies which have different 

levels of granularity.107 Lefebvre’s subscriber-based policies rely on the 

subscriber’s IP address.108 Lefebvre’s application-based policies rely on an IP 

address block and/or a UDP/TCP port on a per application basis, and apply to all 

subscribers.109 Both Lefebvre’s subscriber-based and application-based policies 

operate on the packets being received by the SDN.110 And Lefebvre’s flow-based 

policies specify the flow or IP 5-tuple (i.e., source IP address, designation IP 

                                                 
104 Lefebvre at 5:41-44; Mir at ¶75. 
105 Mir at ¶75. 
106 Id. at ¶76. 
107 Id. 
108 Lefebvre at 6:32-35; Mir at ¶76. 
109 Lefebvre at 6:38-41; Mir at ¶76. 
110 Mir at ¶76. 
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address, protocol, source port, and destination port).111 Similarly, Chua discloses 

that the SDN uses IP ranges to monitor traffic and route traffic to appropriate 

flowchains.112 And Chua discloses that the SDN controller performs DPI “on 

packets from client device[s].”113 Lefebvre and Chua therefore share similar 

techniques for classifying the traffic traversing their networks.114 

A POSITA would’ve been motivated to look to Chua’s more detailed 

teachings regarding actions an SDN controller takes in response to information 

from security-related services like DPI and apply them to Lefebvre.115 Lefebvre 

mentions DPI as one known service,116 but focuses its disclosure on actions 

relevant to traffic steering and the passing of the packet though assigned service 

chains including redirecting or dropping the packet.117 Lefebvre doesn’t provide 

specifics as to actions resulting from the services processing the traffic along the 

                                                 
111 Lefebvre at 6:46-48; Mir at ¶76. 
112 Chua at 18:9-16; Mir at ¶76. 
113 Chua at 31:48-50; see also Chua at 7:33-54 (describing enforcement actions “on 

packets of a packet flow”), Fig. 9 (step 402); Mir at ¶76. 
114 Mir at ¶76. 
115 Id. at ¶77. 
116 Lefebvre at 6:17-31, 1:28-38 (discussing DPI); Mir at ¶77. 
117 Lefebvre at 8:49-65, Tables 1, 2 (depicting OpenFlow switch table actions); Mir 

at ¶77. 
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service path.118 When implementing DPI in an SDN like Lefebvre’s, a POSITA 

would’ve sought teachings regarding actions taken after DPI identifies malicious 

traffic. Chua discloses these actions include allowing, blocking, mirroring, 

redirecting, transforming, or encapsulating the network traffic.119 A POSITA 

would’ve looked to Chua’s teachings regarding actions an SDN controller takes in 

response to information from security-related services like DPI and apply them to 

Lefebvre.120 

Chua also discloses that the controller executes other programs instead of 

external service devices.121 Lefebvre discloses that known services including DPI 

are typically dedicated, expensive appliances.122 Chua, however, discloses 

programming an SDN controller to perform DPI.123 A POSITA would recognize 

Chua’s teaching means performing DPI isn’t an expensive task requiring dedicated 

appliances.124 Similarly, a POSITA would recognize that modifying Lefebvre’s 

                                                 
118 See Lefebvre at 6:17-19; Mir at ¶77. 
119 Chua at 7:33-54; Mir at ¶77. 
120 Mir at ¶77. 
121 Chua at 6:42-45; Mir at ¶78. 
122 Lefebvre at 1:25-27, 1:34-38; Mir at ¶78. 
123 Chua at 31:48-50; Mir at ¶78. 
124 Mir at ¶78. 
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controller to incorporate DPI, as Chua teaches, removes the need for the dedicated 

appliance executing DPI that Lefebvre discloses existed in the prior art.125 And 

doing so would remove the possibility of network failures between the controller 

and service device, which Chua calls a “complex problem.”126 Chua’s controller 

teachings therefore help simplify the SDN and reduce certain types of failures in 

the SDN, giving the POSITA further motivation to consider Chua.127 

Implementing Chua’s teachings in Lefebvre’s controller would’ve been well 

within the ordinary skill of a POSITA, and the POSITA would’ve had a reasonable 

expectation of success.128 Lefebvre discloses redirecting packets to the appropriate 

service.129 Chua discloses additional actions an SDN controller takes in response to 

the information provided by services including DPI such as allowing, blocking 

mirroring, redirecting, transforming, or encapsulating the network traffic.130 

                                                 
125 Id. 
126 See Chua at 19:1-53 (describing redundancy possibilities for SDN appliances); 

Mir at ¶78. 
127 Mir at ¶78. 
128 Id. at ¶79. 
129 Lefebvre at 8:49-65, Tables 1, 2 (depicting OpenFlow switch table actions); Mir 

at ¶79. 
130 Chua at 7:28-54; Mir at ¶79. 
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Implementing the actions Chua teaches in Lefebvre would’ve been straightforward 

and simple for a POSITA because Chua’s actions build on standard actions many 

networking devices already implement, and Lefebvre already discloses redirecting 

of packets.131 For example, OpenFlow switches must support some basic actions 

including forwarding, encapsulating, and dropping packets.132  

Implementing a DPI service in Lefebvre’s controller, as Chua teaches, 

would’ve been straightforward and simple for a POSITA.133 Lefebvre discloses 

embodiments that exist as a software product executing programs.134 Chua 

confirms how controllers include processors and memory.135 So, a POSITA 

would’ve recognized that Lefebvre’s controller includes programmable 

components including processors and memory.136 And Chua discloses a software 

development kit (SDK) for creating SDN controller programs.137 As an example, 

                                                 
131 See Lefebvre at 8:49-65, Tables 1, 2 (depicting OpenFlow switch table actions); 

Mir at ¶79. 
132 McKeown at 3; Mir at ¶79. 
133 Mir at ¶80. 
134 Lefebvre at 17:17-37; Mir at ¶80. 
135 Chua at 10:67-11:6, 31:60-32:6; Mir at ¶80. 
136 Mir at ¶80. 
137 Chua at 6:38-40; Mir at ¶80. 
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Chua discloses how an SDN controller performs DPI on packets from a client 

device.138 Thus implementing Chua’s teachings in Lefebvre would require only the 

routine skill of a POSITA.139  

A POSITA would’ve had a reasonable expectation of success in modifying 

Lefebvre with Chua’s controller teachings.140 Lefebvre confirms the 

programmability of its components when disclosing embodiments existing as a 

software product executing programs.141 Chua discloses using the SDK to create 

“one or more L4-L7 services,” or an L3 application, that execute on the controller 

“rather than” on service devices.142 Chua also discloses how the programs may use 

features of the SDN controller, including commanding network equipment to 

update forwarding tables.143 And Chua discloses the SDN controller executing DPI 

                                                 
138 Chua at 31:49-54; Mir at ¶80. 
139 Mir at ¶80. 
140 Id. at ¶81. 
141 Lefebvre at 17:17-37; Mir at ¶81. 
142 Chua at 6:37-47; Mir at ¶81. 
143 Chua at 6:47-52; Mir at ¶81. 
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on packets.144 Thus, a POSITA would’ve had a reasonable expectation of success 

when implementing a DPI service in Lefebvre’s controller, as Chua teaches.145  

B. INDEPENDENT CLAIM 32 

Lefebvre in view of Chua renders obvious independent claim 32.146 

1. [32.preamble] “A method for use with a packet network 
including a network node for transporting packets between 
first and second entities under control of a controller that is 
external to the network node, the method by the network 
node comprising:” 

To the extent it limits the scope of claim 32, the combination of Lefebvre 

and Chua renders obvious claim element [32.preamble].147  

Lefebvre discloses operators defining service policies that specify traffic 

classes that each class must traverse, and the controller translating the policies into 

rules that are programmed on the switches in the service network.148 Lefebvre’s 

traffic steering process supports three types of service policies: subscriber-based 

policies, application-based policies, and flow-based policies.149  

                                                 
144 Chua at 31:49-54; Mir at ¶81. 
145 Mir at ¶81. 
146 Id. at ¶82. 
147 Id. at ¶¶83-89. 
148 Lefebvre at 2:41-47; see also id. at 1:13-21; Mir at ¶84. 
149 Lefebvre at 6:26-28; Mir at ¶84.  
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Annotated Lefebvre FIG. 1 

 
Lefebvre discloses incoming traffic always enters the service network via a 

perimeter switch and through a node port.150 Lefebvre discloses processing and 

steering arriving packets to the next node in the assigned service paths.151 Lefebvre 

discloses user equipment 120, 122 connected to router R1 and the internal 

network 124 and the Internet 126 connected to router R2.152 Lefebvre’s user 

equipment, internal network, and Internet therefore disclose the “packet network” 

and “first and second entities.”153 

                                                 
150 Lefebvre at 6:5-8; Mir at ¶85. 
151 Lefebvre at 6:8-11; Mir at ¶85. 
152 Lefebvre at 5:38-54, 6:13-16; Mir at ¶85. 
153 Mir at ¶85. 
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Lefebvre’s service network includes perimeter switches 102, 104, 106 and 

an inner switch SW1.154 The network also includes services 109, 110, 112, 114. 

Lefebvre discloses that the perimeter switches may be OpenFlow switches 

whereas the inner switch 108 may be either an OpenFlow switch or a plain 

Ethernet switch.155 Each of Lefebvre’s perimeter switches therefore disclose the 

“network node” of the claims because they, like the ’111 Patent’s network nodes, 

communicate with the central controller using OpenFlow.156 

And even though FIG. 1 doesn’t depict the controller, Lefebvre discloses the 

centralized controller pushes these policies to the relevant switches.157 A POSITA 

would therefore understand that Lefebvre’s controller is external to the perimeter 

switches.158 

And as discussed in Section VII.A, a POSITA would’ve been motivated and 

found it obvious to apply Chua’s teachings to Lefebvre’s SDN controller. 

Lefebvre’s modified controller would’ve had the programming to execute DPI, as 

                                                 
154 Lefebvre at 5:38-44; Mir at ¶86. 
155 Lefebvre at 5:41-44; Mir at ¶86. 
156 See ’111 Patent at 3:47-48; Mir at ¶86. 
157 Lefebvre at 6:28-31; Mir at ¶87. 
158 Mir at ¶87. 
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Chua teaches.159 Because Lefebvre discloses embodiments that already redirect 

packets to appropriate services and embodiments existing as software programs, a 

POSITA would’ve had a reasonable expectation in success in implementing 

Chua’s teachings in Lefebvre’s controller.160 So, a POSITA would recognize 

Lefebvre’s modified controller would disclose the “controller” whether construed 

as “an entity that is capable of controlling deep packet inspection” or “an entity 

configured to perform deep packet inspection on packets,” as discussed in 

Section IV.D.2.161 

2. [32.1] “receiving, from the controller, the instruction and 
the criterion;” 

The combination of Lefebvre and Chua renders obvious claim element 

[32.1].162 

The ’111 Patent uses “instruction” for certain commands including “probe 

instructions,” “mirroring instructions,” and “termination instructions.”163 As 

                                                 
159 Id. at ¶88. 
160 Id. 
161 Id. 
162 Id. at ¶¶90-96. 
163 E.g., ’111 Patent at 4:23-26; see also id. at 4:26-46 (describing redirecting, 

forwarding, and terminating instructions), 4:47-56 (describing mirroring 

instructions); Mir at ¶91. 
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discussed in Section IV.D.2, a POSITA would interpret the term “criterion” to 

mean “the conditions, or basis, used to identify packets for action, like 

inspection.”164 

Lefebvre discloses the operator defining service policies specifying “traffic 

classes and the chain of services that each class must traverse.”165 Lefebvre 

discloses that the controller programs the rules into the switches of the service 

network so that the switches steer the network traffic through the ordered chain of 

services.”166 And Lefebvre discloses that traffic steering is a two-step process.167 

The first step “classifies incoming packets and assigns them a service path based 

on predefined policies.”168 And the second step “forwards packets to a ‘next’ 

service based on its current position along its assigned service path.”169  

                                                 
164 Mir at ¶91. 
165 Lefebvre at 4:43-45; Mir at ¶92. 
166 Lefebvre at 4:43-47, Tables 1, 2 (depicting OpenFlow switch table actions), 

FIG. 5; Mir at ¶92. 
167 Lefebvre at 6:17-18; Mir at ¶92. 
168 Lefebvre at 6:18-19, 7:35-8:48 (disclosing an example methodology), 

FIGS. 2, 5 (step 510); Mir at ¶92. 
169 Lefebvre at 6:20-21, FIG. 5 (step 530); Mir at ¶92. 
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A POSITA would’ve understood that Lefebvre’s traffic steering involving 

classification of incoming packets to assign them a service path discloses the 

claimed criterion.170 Lefebvre’s traffic steering policies include subscriber-based 

policies, application-based policies, and flow-based policies.171 Lefebvre’s traffic 

steering mechanism presumes that all traffic traversing the service network is 

subscriber traffic.172 When the traffic isn’t subscriber traffic, Lefebvre discloses the 

SDN functions as a simple router that “does conventional destination-IP-based 

forwarding” where the traffic does not traverse inline services.173 Lefebvre also 

classifies traffic based on the incoming port, the packet’s destination MAC 

address, the source/destination IP address, the IP address and/or protocol and/or 

port number, and the position of the packet of the packet on the service path.174 

Lefebvre’s classification techniques disclose the claimed criterion because are the 

conditions, or basis, used to identify packets for actions.175 Lefebvre discloses the 

                                                 
170 Mir at ¶93. 
171 Lefebvre at 6:26-31; Mir at ¶93. 
172 Lefebvre at 5:19-37; Mir at ¶93. 
173 Lefebvre at 14:23-33; Mir at ¶93. 
174 Lefebvre at 7:35-8:48 (describing an example methodology), Tables 1, 2 

(depicting OpenFlow switch table actions); Mir at ¶93. 
175 Mir at ¶93. 
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classification decides which service path the packet will traverse. Lefebvre’s next 

destination table routes the packet to the appropriate service.176 Like the ’111 

Patent’s claimed criterion, Lefebvre’s classification techniques depend on 

instructions provided by the controller and determine which service chain the 

packet will traverse.177  

A POSITA would’ve also understood that Lefebvre’s traffic steering 

involving classification of incoming packets to assign them a service path discloses 

the claimed instruction.178 For example, Lefebvre’s final table, the “next 

destination table,” matches the packet to the appropriate service.179  

And Lefebvre’s controller, as modified by Chua’s teachings, discloses the 

claimed controller providing the instruction and criterion.180 Chua discloses the 

controller programs network devices “to perform programmed actions on packets” 

including allowing, blocking, mirroring, redirecting, transforming, and 

                                                 
176 Lefebvre at 8:49-65, Tables 1, 2 (depicting OpenFlow switch table actions); Mir 

at ¶93. 
177 See ’111 Patent at 4:12-46; Mir at ¶93. 
178 Mir at ¶94. 
179 Lefebvre at 8:49-65, Tables 1, 2; Mir at ¶94. 
180 Mir at ¶95. 
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encapsulating packets.181 Lefebvre’s controller already redirects.182 As modified by 

Chua’s teachings, Lefebvre’s controller’s instructions would include allowing, 

blocking, and mirroring packets.183 

3. [32.2] “receiving, from the first entity over the packet 
network, a packet addressed to the second entity;” 

Lefebvre discloses claim element [32.2].184 

As discussed for claim element [32.preamble], Lefebvre discloses the “first 

and second entities.”185 Specifically, Lefebvre’s user equipment 120, 122 

communicates with the internal network 124 using the service network 100, so 

the user equipment discloses the first entity.186 And a POSITA would’ve 

understood that in doing so, the SDN receives from the user equipment a packet 

addressed to the internal network.187 And Lefebvre confirms this when disclosing 

the source and destination address fields of the received packet.188 Lefebvre also 

                                                 
181 Chua at 7:28-54; Mir at ¶95. 
182 See Lefebvre at 8:49-65, Tables 1, 2; Mir at ¶95. 
183 Mir at ¶95. 
184 Id. at ¶¶97-99. 
185 Id. at ¶98. 
186 Lefebvre at 5:38-54, 6:8-16; Mir at ¶98. 
187 Mir at ¶98. 
188 Lefebvre at 2:53-64; Mir at ¶98. 
 



U.S. Patent No. 10,652,111 
Petition for Inter Partes Review 

 

 33 

discloses that within the network, at transit ports, packets are forwarded to their 

destination MAC addresses.189 

4. [32.3] “checking if the packet satisfies the criterion;” 

Lefebvre discloses claim element [32.3].190 

As discussed for claim element [32.1], Lefebvre discloses that the operator 

defines service policies specifying traffic classes and the chain of services the 

traffic classes must traverse,191 and that the first step of traffic steering involve the 

classification of incoming packets.192 And as discussed for claim element [32.1], 

Lefebvre’s classification techniques disclose the claimed criterion because they’re 

the conditions, or basis, used to identify packets for actions.193 

A POSITA would’ve understood Lefebvre’s classification of incoming 

packets discloses the “checking if the packet satisfies the criterion” as claimed.194 

                                                 
189 Lefebvre at 5:65-6:12, 7:55-58; Mir at ¶98. 
190 Mir at ¶¶100-103. 
191 Lefebvre at 4:43-45; Mir at ¶101. 
192 Lefebvre at 6:18-19, 7:35-8:48 (describing an example methodology), 

FIGS. 2,  5 (step 510); Mir at ¶101. 
193 See Lefebvre at 8:49-65, Tables 1, 2; Mir at ¶101. 
194 Mir at ¶102. 
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Lefebvre’s classification checks the incoming packet against the claimed criterion 

and determines the service path the packet will traverse.195 

5. [32.4] “responsive to the packet not satisfying the criterion, 
sending over the packet network, the packet to the second 
entity; and” 

Lefebvre discloses claim element [32.4].196 

Lefebvre assumes that the forwarded traffic is subscriber traffic.197 As 

discussed for claim element [32.1], one criterion is Lefebvre’s distinction between 

subscriber and non-subscriber traffic.198 Lefebvre discloses simply forwarding non-

subscriber traffic to its destination.199 Because Lefebvre’s non-subscriber traffic 

doesn’t satisfy the criterion of directing subscriber traffic, the network routes the 

packets from their source, the claimed first entity, to their destination, the claimed 

second entity.200 

                                                 
195 Id. 
196 Mir at ¶¶104-106. 
197 Lefebvre at 14:23-25; Mir at ¶105.  
198 Mir at ¶105. 
199 Lefebvre at 14:25-29; Mir at ¶105.  
200 Mir at ¶105. 
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6. [32.5] “responsive to the packet satisfying the criterion, 
sending the packet over the packet network, to an entity 
that is included in the instruction and is other than the 
second entity.” 

The combination of Lefebvre and Chua discloses claim element [32.5].201 

As discussed for claim element [32.1], Lefebvre’s classification techniques 

determine which service chain the traffic traverses.202 A POSITA would’ve 

understood that Lefebvre’s services are “other than” the intended destination of the 

packet.203 As discussed in Section VI.A, as modified by Chua’s teachings, 

Lefebvre’s modified controller would include additional actions including 

mirroring or redirecting the packets to the service chain.204 As explained in Section 

VI.A, Lefebvre’s controller, modified by Chua’s teachings, would include 

additional actions including mirroring the packets to the service chain.205 Chua’s 

mirroring action allows the traffic and copies the traffic for deeper inspection or 

recording.206 A POSITA would’ve understood that both actions, mirroring and 

redirecting of the packets to the service chain, sends the packet to an entity “other 

                                                 
201 Id. at ¶¶107-110. 
202 Lefebvre at 8:49-65, Tables 1, 2; Mir at ¶108. 
203 Mir at ¶108. 
204 Id. 
205 Id. 
206 Id. 
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than the second entity.”207 A POSITA would’ve been motivated to modify 

Lefebvre to include these additional actions taught by Chua.208 And a POSITA 

would understand that Lefebvre’s controller, modified by Chua’s teachings, would 

execute DPI and therefore be the “entity that is included in the instruction,” which 

is a destination “other than the second entity.”209 

C. DEPENDENT CLAIMS 33-36, 39-54 

The combination of Lefebvre and Chua renders obvious dependent claims 

33-36 and 39-54.210 

1. [33] The method according to claim 32, wherein the 
instruction is ‘probe’, ‘mirror’, or ‘terminate’ instruction, 
and upon receiving the ‘terminate’ instruction, the method 
further comprising blocking, the packet from being sent to 
the second entity and to the controller. 

The combination of Lefebvre and Chua renders obvious dependent claim 

33.211 

                                                 
207 See Lefebvre at 15:27-46 (disclosing forwarding the packet “to the next service 

on the assigned service chain” and “assigning a new destination address to the 

received packet in accordance with the next service to be performed”); Mir at 

¶108. 
208 Mir at ¶109. 
209 Id. 
210 Id. at ¶¶111-190. 
211 Id. at ¶¶112-116. 
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As discussed for claim element [32.1], Lefebvre’s traffic steering policies 

include subscriber-based policies, application-based policies, and flow-based 

policies.212 Lefebvre’s FIG. 2 depicts a methodology for processing and classifying 

a packet.213 

 
Annotated FIG. 2 of Lefebvre 

                                                 
212 Lefebvre at 6:26-31; Mir at ¶113. 
213 Lefebvre at 7:37-39; Mir at ¶113. 
 



U.S. Patent No. 10,652,111 
Petition for Inter Partes Review 

 

 38 

In example embodiments, Lefebvre discloses that when a packet arrives on a 

transit port, it’ll “miss” the direction table and proceed to the MAC table 206.214 If 

the packet’s destination MAC address doesn’t match the contents of the MAC 

table, Lefebvre drops the packet.215 Similarly, Lefebvre discloses the default action 

drops the packet when there is a miss in the subscriber table.216 But Lefebvre 

doesn’t explicitly disclose a terminate instruction that results in blocking.217 

As discussed for claim element [32.1], Chua discloses the SDN controller 

programs network devices to perform actions including allowing, blocking, 

mirroring, redirecting, transforming, or encapsulating traffic.218 Chua’s blocking 

action explicitly blocks the packets in the packet flow from traversing the SDN.219 

Chua’s SDN controller 112 performs these actions, including blocking, in response 

                                                 
214 Lefebvre at 7:52-54; Mir at ¶114. 
215 Lefebvre at 7:55-58; Mir at ¶114. 
216 Lefebvre at 8:11-13, FIG. 2 (step 218); Mir at ¶114. 
217 Mir at ¶114. 
218 Chua at 7:28-54; Mir at ¶115. 
219 Chua at 7:35-38, 7:41-42; Mir at ¶115. 
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to information from service devices,220 external triggers or events,221 or business-

level security rules.222 

The Lefebvre and Chua combination would therefore include instructions 

resulting in blocking, which a POSITA would’ve recognized as the terminate 

instruction required by claim 33.223 As discussed in Section VI.A, Lefebvre’s 

controller, as modified by Chua’s teachings, would implement Chua’s actions 

including blocking.224 As modified, the network devices in Lefebvre’s SDN would 

block traffic identified by Lefebvre’s controller, which executes DPI as taught by 

Chua.225 

                                                 
220 Chua at 7:28-38, 16:23-44, 28:7-32; Mir at ¶115. 
221 Chua at 8:43-47, 17:26-35; Mir at ¶115. 
222 Chua at 14:39-42; Mir at ¶115. 
223 Mir at ¶115. 
224 See Lefebvre at 8:49-65, Tables 1, 2 (depicting OpenFlow switch table actions); 

Chua at 7:33-54 (describing available actions for an SDN controller); Mir at ¶115. 
225 Mir at ¶115. 
 



U.S. Patent No. 10,652,111 
Petition for Inter Partes Review 

 

 40 

2. [34] The method according to claim 32, wherein the 
instruction is a ‘probe’, a ‘mirror’, or a ‘terminate’ 
instruction, and upon receiving the ‘mirror’ instruction and 
responsive to the packet satisfying the criterion, the method 
further comprising sending the packet to the second entity 
and to the controller. 

The combination of Lefebvre and Chua renders obvious dependent claim 

34.226 As discussed for claim element [32.1], Chua discloses the SDN controller 

programs network devices to perform actions including allowing, blocking, 

mirroring, redirecting, transforming, or encapsulating traffic.227 The combination 

of Lefebvre and Chua would therefore include the claimed mirror instruction.228 

And as discussed for claim element [32.5], the combination of Lefebvre and Chua 

renders obvious the claimed “responsive to the packet satisfying the criterion” 

aspect of claim 34.229 

Lefebvre doesn't disclose a mirroring instruction.230 But as discussed for 

claim element [32.1], Chua discloses the SDN controller programing network 

devices to perform actions including allowing, blocking, mirroring, redirecting, 

                                                 
226 Id. at ¶¶117-120. 
227 Chua at 7:28-54; Mir at ¶118. 
228 Mir at ¶118. 
229 Id. 
230 Id. 
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transforming, or encapsulating traffic.231 Chua’s mirroring action allows the traffic 

and copies the traffic for deeper inspection or recording.232 Chua’s SDN controller 

112 performs these actions, including mirroring, in response to information from 

service devices233 or business-level security rules.234 

As discussed in Section VI.A, Lefebvre’s controller, as modified by Chua’s 

teachings, would implement Chua’s actions including mirroring.235 A POSITA 

would’ve understood that the network devices in Lefebvre’s SDN would therefore 

send the packet to Lefebvre’s modified controller as well as the destination.236 And 

Lefebvre’s controller would execute DPI, as taught by Chua.237  

                                                 
231 Id.; Chua at 7:28-54. 
232 Chua at 7:43-45, 28:7-32; Mir at ¶118. 
233 Chua at 7:28-38, 16:23-30, 16:36-44, 28:7-32; Mir at ¶118. 
234 Chua at 14:39-42; Mir at ¶118. 
235 See Lefebvre at 8:49-65, Tables 1, 2 (depicting OpenFlow switch table actions); 

Chua at 7:33-54 (describing available actions for an SDN controller); Mir at ¶119. 
236 Mir at ¶119. 
237 See Chua at 31:49-54; Mir at ¶119. 
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3. [35] The method according to claim 32, wherein the 
instruction is ‘probe’, ‘mirror’, or ‘terminate’ instruction, 
and upon receiving the ‘probe’ instruction and responsive 
to the packet satisfying the criterion, the method further 
comprising: sending the packet to the controller; receiving 
the packet, from the controller; and responsive to receiving 
the packet, sending the packet, to the second entity. 

The combination of Lefebvre and Chua renders obvious dependent claim 

35.238 

The ’111 Patent discloses that the probe instruction includes matching 

certain aspects of a packet’s header and then redirecting the packet to the 

controller, and matching certain other aspects of a packet’s header, and then 

redirecting the packet to the destination.239  

Lefebvre selectively steers traffic away from expensive services, such as 

DPI,240 but doesn’t explicitly disclose a probe instruction.241 But as discussed for 

claim element [32.1], Chua discloses the SDN controller programs network 

devices to perform actions including allowing, blocking, mirroring, redirecting, 

transforming, or encapsulating traffic.242 Because the claimed probe instruction 

                                                 
238 Mir at ¶¶121-127. 
239 ’111 Patent at 4:23-33; see also id. at 6:30-32, FIG. 3 (step S305); Mir at ¶122. 
240 E.g., Lefebvre at 1:34-38; Mir at ¶123. 
241 Mir at ¶123. 
242 Chua at 7:28-54; Mir at ¶123. 
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involves redirects, the combination of Lefebvre and Chua renders obvious the 

claimed probe instruction.243 And as discussed for claim element [32.5], the 

combination of Lefebvre and Chua renders obvious the “responsive to the packet 

satisfying the criterion” aspect of claim 35.244 

Chua’s redirect action sends the traffic to another network device for either 

inspection or occupying a potential hacker while determining if there is a real 

security threat.”245 Because Lefebvre’s controller, modified by Chua’s teachings, 

executes DPI instead of a service device, the combination of Lefebvre and Chua 

renders obvious the claimed “sending the packet to the controller” of claim 35.246  

And Chua discloses that if the service device deems the packets malicious, 

the controller instructs the service device to send data back to switch such as data 

of the packet flow after inspection.247 Chua’s SDN controller performs these 

                                                 
243 Mir at ¶123. 
244 Id. 
245 Chua at 7:46-50; Mir at ¶124. 
246 Mir at ¶124. 
247 Chua at 21:35-42, 28:18-32 (stating the controller “may program the network 

devices to, in response to an indication that packets of a packet flow include 

malicious data, forward packets of the packet flow to a destination of the packet 

flow.”); Mir at ¶125. 
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actions, including redirecting, in response to information from service devices248 or 

business-level security rules.249 Although Chua discloses this in relation to an 

intrusion detection system (IDS), a POSITA would’ve found it obvious that service 

devices executing DPI would’ve received similar instructions.250 IDS systems 

analyze network traffic for malicious activity but typically do not employ the more 

rigorous inspection of packets that DPI systems use.251 Because Chua discloses 

sending data back to the network node, such as “data of the packet flow after the 

data has been inspected,”252 the combination of Lefebvre and Chua renders 

obvious the “receiving the packet, from the controller.”253 

As discussed in Section VI.A, Lefebvre’s controller, as modified by Chua’s 

teachings, would implement Chua’s teachings regarding SDN actions, including 

redirecting.254 And Lefebvre’s controller would execute DPI, as Chua teaches.255 

                                                 
248 Chua at 7:28-38, 16:23-30, 16:36-44, 28:7-32; Mir at ¶125. 
249 Chua at 14:39-42; Mir at ¶125 
250 Mir at ¶125. 
251 Id. 
252 See Chua at 21:35-42, 28:18-32; Mir at ¶125. 
253 Mir at ¶125. 
254 See Lefebvre at 8:49-65, Tables 1, 2 (depicting OpenFlow switch table actions); 

Chua at 7:33-54 (describing available actions for an SDN controller); Mir at ¶126. 
255 Mir at ¶126. 
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As modified by Chua’s teachings, Lefebvre’s controller would instruct network 

devices to redirect certain traffic to the controller which would then execute 

DPI.256 Once the modified Lefebvre controller completes DPI, the controller sends 

the inspected packet flow back to the network device for transmission onward to 

the second entity.257 

4. [36] The method according to claim 32, further comprising 
responsive to the packet satisfying the criterion and to the 
instruction, sending the packet or a portion thereof to the 
controller. 

The combination of Lefebvre and Chua renders obvious dependent claim 

36.258 

As discussed for claim element [32.5], the combination of Lefebvre and 

Chua renders obvious the “responsive to the packet satisfying the criterion” aspect 

of claim 36.259 

As discussed in Section VI.A, Lefebvre’s controller, as modified by Chua’s 

teachings, would implement Chua’s actions including redirecting.260 And 

                                                 
256 Id. 
257 Id. 
258 Id. at ¶¶128-131. 
259 Id. at ¶129. 
260 See Lefebvre at 8:49-65, Tables 1, 2 (depicting OpenFlow switch table actions); 

Chua at 7:33-54 (describing available actions for an SDN controller); Mir at ¶130. 
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Lefebvre’s controller would execute DPI, as taught by Chua.261 Lefebvre’s 

controller, as modified by Chua’s teachings, would instruct network devices to 

redirect certain traffic to the controller which would then execute DPI.262 And 

because Lefebvre contemplates steering entire packets,263 the modified Lefebvre 

controller would continue to redirect the entire packet.264 

5. [39] The method according to claim 32, wherein the packet 
comprises distinct header and payload fields, the header 
comprises one or more flag bits, and wherein the packet-
applicable criterion is that one or more of the flag bits is set. 

The combination of Lefebvre and Chua renders obvious dependent claim 

39.265 

A POSITA would’ve understood that Transmission Control Protocol (TCP) 

packets include separate and distinct header and payload fields.266 And a POSITA 

would’ve further understood that standard TCP packets include flag bits providing 

additional information related to the state of the connection.267 RFC 793, published 

                                                 
261 See Chua at 31:49-54; Mir at ¶130. 
262 Mir at ¶130. 
263 Lefebvre at 6:17-31; see also id. at 1:28-38 (discussing DPI); Mir at ¶130. 
264 Mir at ¶130. 
265 Id. at ¶¶132-137. 
266 Id. at ¶133. 
267 Id. 
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September 1981, defines TCP.268 Figure 3 of RFC 793 depicts the TCP header 

format.269 

 
Each TCP header includes source and destination port fields, a sequence 

number field, along with acknowledgement number, control bits, window, 

checksum, urgent pointer, and options fields.270 And RFC 793 defines optional 

features that could exist in the options field including no-operation and maximum 

segment size.271 Since RFC 793, other options including selective 

                                                 
268 See Ex. 1015 (“RFC793”); Mir at ¶133. 
269 RFC793 at 21; Mir at ¶133. 
270 RFC793 at 21; Mir at ¶134. 
271 RFC793 at 24-25; Mir at ¶134. 
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acknowledgements (SACK) and timestamps have utilized the TCP header options 

fields.272 

Lefebvre discloses using policies considering other standard TCP header 

fields when classifying traffic, including source/destination addresses, 

source/destination ports, and protocol fields.273 Each TCP packet header includes 

the standard fields defined by RFC 793 such as source/destination ports and 

addresses, which Lefebvre already considers, and flag bits, which Lefebvre doesn’t 

indicate it considers when classifying traffic.274 Chua similarly confirms the 

                                                 
272 Mir at ¶134. 
273 Lefebvre at 15:55-60 (describing “assigning an ordered list of services to be 

applied to the packet in accordance with at least one header field of the packet” 

where the field may include “a source address, a destination address, a source port, 

a destination port or a protocol”); see also id. at 2:44-64, 3:33-45, 16:1-3 (“[t]he 

default service set can be optionally modified in accordance with at least one 

header field of the received packet”), 16:67-17:2 (same), 16:58-61 (“[t]he 

processor 706 can associate the received packet with the service set based on the 

determined direction and a header field of the packet”), claims 4, 5, 8, 9, 18, 21; 

Mir at ¶135. 
274 RFC793 at 21; Mir at ¶135. 
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various header fields included with TCP packets including source/destination 

ports.275 

Both Lefebvre and Chua discuss several standard header fields but do not 

specifically identify the flag bits of TCP packets.276 Each TCP packet has flag 

bits.277 It therefore would’ve been obvious to a POSITA to modify Lefebvre to 

consider the flag bits.278 A POSITA would’ve been motivated to modify Lefebvre 

to consider the flag bits’ status which each packet includes and provides additional 

information regarding the connection’s state.279 Modifying Lefebvre to consider 

these standard fields of each packets’ header would allow Lefebvre’s traffic 

steering to consider connection state when determining which service chain the 

packets should traverse.280 Modifying Lefebvre to consider the flag bits’ status 

would’ve been well within the skill of a POSITA.281 Lefebvre already considers 

other standard aspects of TCP packet headers, so modifying Lefebvre to consider 

                                                 
275 Chua at 26:30-36; Mir at ¶135.  
276 Mir at ¶136. 
277 Id.; RFC793 at 21. 
278 Mir at ¶136. 
279 Id. 
280 Id.; see RFC793 at 21. 
281 Mir at ¶136. 
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the flag bits’ status in addition to other aspects of the header field would’ve been 

well within the ordinary skill of a POSITA.282 Indeed, Chua discloses how the 

controller programs network devices to perform actions including forwarding 

based on header data such as source and destination ports.283  

6. [40] The method according to claim 39, wherein the packet 
is an Transmission Control Protocol (TCP) packet, and 
wherein the one or more flag bits comprises comprise a 
SYN flag bit, an ACK flag bit, a FIN flag bit, a RST flag bit, 
or any combination thereof. 

The combination of Lefebvre and Chua renders obvious dependent claim 

40.284 

As discussed for claim 39, a POSITA would’ve found it obvious to modify 

Lefebvre to consider each TCP packet’s flag bits.285 A POSITA would’ve also 

understood that TCP packet flag bits include the SYN, ACK, FIN, and RST flag 

                                                 
282 Id. 
283 Id.; Chua at 26:30-36.  
284 Mir at ¶¶138-140. 
285 Id. at ¶139. 
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bits, among others.286 Each packet includes these standard flag bits defined as part 

of the TCP standard.287 

7. [41] The method according to claim 32, wherein the packet 
comprises distinct header and payload fields, the header 
comprises at least the first and second entities addresses in 
the packet network, and wherein the packet-applicable 
criterion is that the first entity address, the second entity 
address, or both match a predetermined address or 
addresses. 

The combination of Lefebvre and Chua renders obvious dependent claim 

41.288 

A POSITA would’ve understood that IP packets include distinct header and 

payload fields.289 And a POSITA would’ve understood that IP packets include 

source and destination addresses.290 For example, Lefebvre discloses associating a 

service set based on the direction of the packet and the header fields of packets 

including the “source address, destination address, source port, destination port, 

                                                 
286 Id. 
287 RFC793 at 22 (describing the defined control bits including SYN, ACK, FIN, 

and RST); Mir at ¶139. 
288 Mir at ¶¶141-144. 
289 Id. at ¶142. 
290 Id. 
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and a protocol.”291 The source and destination addresses Lefebvre discloses 

matching against in the header fields are the claimed first and second entities 

addresses in the packet network, and the addresses Lefebvre uses to identify the 

matching packets are the claimed predetermined addresses.292 

8. [42] The method according to claim 41, wherein the 
addresses are Internet Protocol (IP) addresses. 

The combination of Lefebvre and Chua renders obvious dependent claim 

42.293 

As discussed for claim 41, IP packets include source and destination 

addresses.294 A POSITA would’ve understood these addresses are IP addresses.295 

                                                 
291 Lefebvre at 2:47-52; Mir at ¶143. 
292 Mir at ¶143. 
293 Id. at ¶¶145-147. 
294 Id. at ¶146. 
295 Id. 
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9. [43] The method according to claim 32, wherein the packet 
is an Transmission Control Protocol (TCP) packet that 
comprises source and destination TCP ports, a TCP 
sequence number, and a TCP sequence mask fields, and 
wherein the packet-applicable criterion is that the source 
TCP port, the destination TCP port, the TCP sequence 
number, the TCP sequence mask, or any combination 
thereof, matches a predetermined value or values. 

The combination of Lefebvre and Chua renders obvious dependent claim 

43.296 

As discussed, RFC 793 defines TCP and Figure 3 depicts the TCP header 

format.297 

 

                                                 
296 Id. at ¶¶148-153. 
297 RFC793 at 21; Mir at ¶149. 
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Each TCP header includes source and destination port fields, a sequence 

number field, along with acknowledgement number, control bits, window, 

checksum, urgent pointer, and options fields.298 And RFC 793 defines optional 

features that could exist in the options field including no-operation and maximum 

segment size.299  

RFC 793 doesn’t disclose any “TCP sequence mask” field, as claim 43 

requires.300 And nothing in the ’111 Patent explains what constitutes this “TCP 

sequence mask” field.301 Rather, the patent explains how to compute the TCP 

sequence mask.302 Regardless of what TCP header field corresponds to “TCP 

sequence mask,” the combination of Lefebvre and Chua render claim 43 

obvious.303 

This is because a POSITA would’ve understood that TCP packets (more 

typically referred to as TCP segments) include each of the fields required by 

                                                 
298 RFC793 at 21; Mir at ¶150. 
299 RFC793 at 24-25; Mir at ¶150. 
300 Mir at ¶¶150-151. 
301 Id. 
302 ’111 Patent at 4:58-60, 6:41-7:40, 9:56-61; Mir at ¶150. 
303 Mir at ¶151. 
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RFC 793, including source and destination ports, and TCP sequence numbers.304 

Lefebvre discloses using the source and destination port and address fields along 

with the protocol fields, but doesn’t specifically identify the TCP sequence 

number.305 But because the sequence number is part of the TCP standard, defined 

by RFC 793, as are the fields Lefebvre already considers, it would’ve been obvious 

to a POSITA to modify Lefebvre to consider the source and destination addresses, 

the TCP sequence number, and any other fields necessary to constitute the claimed 

“TCP sequence mask” field.306  

A POSITA would’ve been motivated to modify Lefebvre to consider these 

additional standard fields which provide additional information regarding the 

session including what portion of the data stream the TCP segment constitutes.307 

Lefebvre’s traffic steering already considers other standard TCP header fields 

                                                 
304 Id. at ¶¶151-152. 
305 Id.; Lefebvre at 15:55-60 (describing “assigning an ordered list of services to be 

applied to the packet in accordance with at least one header field of the packet” 

where the field may include “a source address, a destination address, a source port, 

a destination port or a protocol”). 
306 Mir at ¶¶151-152. 
307 Id. at ¶152. 
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when classifying traffic.308 Each TCP packet header includes the fields defined by 

RFC 793 such as source and destination ports and addresses, which Lefebvre 

already considers, and sequence numbers, which Lefebvre doesn’t.309 Modifying 

Lefebvre to consider additional standard fields would allow Lefebvre’s traffic 

steering to consider the details provided by these additional standard fields when 

classifying traffic and determining which service chain the packets should 

traverse.310 Modifying Lefebvre to consider these additional standard fields 

would’ve been well within the skill of a POSITA.311 Lefebvre already considers 

other standard aspects of TCP headers, so parsing and considering additional 

standard fields would’ve been well within the ordinary skill of a POSITA.312 Chua 

confirms this when disclosing how the controller programs network devices to 

perform actions including forwarding based on standard TCP header data such as 

source and destination ports.313 

                                                 
308 Id.; Lefebvre at 15:55-60; see also id. at 2:44-64, 3:33-45, 16:1-3, 16:67-17:2, 

16:58-61, claims 4, 5, 8, 9, 18, 21. 
309 Mir at ¶152. 
310 Id. 
311 Id. 
312 Id. 
313 E.g., Chua at 16:27-30; Mir at ¶152. 
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10. [44] The method according to claim 32, wherein the packet 
network comprises a Wide Area Network (WAN), Local 
Area Network (LAN), the Internet, Metropolitan Area 
Network (MAN), Internet Service Provider (ISP) backbone, 
datacenter network, or inter-datacenter network. 

The combination of Lefebvre and Chua renders obvious dependent claim 

44.314 

 
Annotated Lefebvre FIG. 1 

                                                 
314 Mir at ¶¶154-156. 
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Lefebvre discloses that the network includes user equipment connected to 

router R1 and the internal network and the Internet connected to router R2.315 A 

POSITA would’ve understood that Lefebvre’s service network is at least a LAN if 

not a WAN.316 And Lefebvre’s service network includes Internet.317 

11. [45] The method according to claim 32, wherein the first 
entity is a server device and the second entity is a client 
device, or wherein the first entity is a client device and the 
second entity is a server device. 

The combination of Lefebvre and Chua renders obvious dependent claim 

45.318 

                                                 
315 Lefebvre at 5:38-54, 6:13-16; Mir at ¶155. 
316 Mir at ¶155. 
317 Id. 
318 Id. at ¶¶157-159. 
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Annotated Lefebvre FIG. 1 

Lefebvre discloses that the network includes user equipment connected to 

router R1 and the internal network and the Internet connected to router R2.319 A 

POSITA would’ve understood that Lefebvre’s user equipment  are client 

devices.320 And a POSITA would’ve understood that the internal network and the 

Internet include servers.321 

                                                 
319 Lefebvre at 5:38-54, 6:13-16; Mir at ¶158. 
320 Mir at ¶158. 
321 Id. 
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12. [46] The method according to claim 45, wherein the server 
device comprises a web server, and wherein the client 
device comprises a smartphone, a tablet computer, a 
personal computer, a laptop computer, or a wearable 
computing device. 

The combination of Lefebvre and Chua renders obvious dependent claim 

46.322 

 
Annotated Lefebvre FIG. 1 

As discussed for claim 45, Lefebvre discloses a service network including 

user equipment connected to router R1 and the internal network and the 

                                                 
322 Id. at ¶¶160-162. 
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Internet connected to router R2.323 And Lefebvre depicts user equipment as 

laptops.324 A POSITA would’ve understood that Lefebvre’s user equipment are 

client devices which could include a smartphone, tablet computer, personal 

computer, laptop computer, or wearable computer device.325 And a POSITA 

would’ve understood that the internal network and the Internet include servers, 

like web servers.326 

13. [47] The method according to claim 45, wherein the 
communication with the controller is based on, or uses, a 
standard protocol. 

The combination of Lefebvre and Chua renders obvious dependent claim 

47.327 

Lefebvre discloses that its SDN use the OpenFlow protocol.328 Chua 

confirms one way to implement an SDN is with OpenFlow.329 The Open 

Networking Foundation (ONF) manages the OpenFlow protocol and related 

                                                 
323 Lefebvre at 5:38-54, 6:13-16; Mir at ¶161. 
324 Lefebvre at FIG. 1; Mir at ¶161. 
325 Mir at ¶161. 
326 See Moore at 11 (describing the detection of web servers operating on non-

standard ports on an internal network); Mir at ¶161. 
327 Mir at ¶¶163-166. 
328 Lefebvre at 4:30-40; Lefebvre at 4:33-35; Mir at ¶164. 
329 Chua at 1:35-41; see also McKeown; Mir at ¶164. 
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technologies.330 So, a POSITA would’ve understood the OpenFlow protocol is a 

standard protocol.331 

14. [48] The method according to claim 47, wherein the 
standard protocol is according to, based on, or compatible 
with, an OpenFlow protocol version 1.3.3 or 1.4.0. 

The combination of Lefebvre and Chua renders obvious dependent claim 

48.332 

As discussed for claim 47, the ONF manages the OpenFlow protocol and 

related technologies.333 Lefebvre discloses that its SDN uses certain features from 

version 1.1 of the OpenFlow protocol.334  

The ONF published version 1.3.3 of the OpenFlow protocol on September 

2013.335 And the ONF published version 1.4.0 of the OpenFlow protocol on 

October 14, 2013.336 To the extent that OpenFlow 1.1 isn’t compatible with 

                                                 
330 E.g., Ex. 1016 at 2 (“ONF community standardized the OpenFlow protocol to 

enable separation of the network control and dataplanes, thus enabling multi-

vendor SDN implementations.”); Mir at ¶165. 
331 Mir at ¶165. 
332 Id. at ¶¶167-170. 
333 E.g., Ex. 1016 at 2; Mir at ¶168. 
334 Lefebvre at 4:30-40; Mir at ¶168. 
335 Ex. 1017 at 3; Mir at ¶169. 
336 Ex. 1017 at 3; see also Ex. 1018; Mir at ¶169. 
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OpenFlow protocol version 1.3.3 and 1.4.0, a POSITA would’ve found it obvious 

to modify Lefebvre’s SDN for compatibility, or to be based on, OpenFlow protocol 

version 1.3.3 or 1.4.0.337  

15. [49] The method according to claim 48, wherein the 
instruction comprises a Type-Length-Value (TLV) 
structure. 

The combination of Lefebvre and Chua renders obvious dependent claim 

49.338 

Type-value-length (TLV) structures are well known data structures often 

used in protocols.339 A POSITA would’ve therefore found it obvious to modify 

Lefebvre’s SDN to utilize instructions with a TLV structure.340 

16. [50] The method according to claim 32, wherein the 
network node comprises a router, a switch, or a bridge. 

The combination of Lefebvre and Chua renders obvious dependent claim 

50.341 

Lefebvre discloses a service network in FIG. 1 as annotated below.342 

                                                 
337 Mir at ¶169. 
338 Id. at ¶¶171-173. 
339 E.g., Ex. 1018 (“RFC5810”) at 52; Mir at ¶172. 
340 Mir at ¶172. 
341 Id. at ¶¶174-177. 
342 Id. at ¶175. 
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Annotated Lefebvre FIG. 1 

 
Lefebvre discloses that perimeter switches are OpenFlow switches.343 

Lefebvre’s controller programs perimeter switches to route traffic through the 

service chain.344 

                                                 
343 Lefebvre at 5:38-54; Mir at ¶176. 
344 E.g., Lefebvre at 5:43-47; Mir at ¶176. 
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17. [51] The method according to claim 32, wherein the packet 
network is an Internet Protocol (IP) network, and the 
packet is an IP packet. 

The combination of Lefebvre and Chua renders obvious dependent claim 

51.345 

Lefebvre’s traffic steering process contemplates service policies defined by 

IP address blocks and IP addresses,346 for example. A POSITA would’ve 

understood Lefebvre’s packet network is an IP network.347 

18. [52] The method according to claim 51, wherein the packet 
network is a Transmission Control Protocol (TCP) network, 
and the packet is an TCP packet. 

The combination of Lefebvre and Chua renders obvious dependent claim 

52.348 

Lefebvre’s traffic steering process contemplates service policies defined by 

TCP source and destination ports and TCP/UDP flows, for example.349 A POSITA 

would’ve understood Lefebvre’s packet network is a TCP network with TCP 

packets.350 

                                                 
345 Mir at ¶¶178-180. 
346 Lefebvre at 6:38-41, 6:46-48, 7:60-66; Mir at ¶179.  
347 Mir at ¶179. 
348 Id. at ¶¶181-183. 
349 Lefebvre at 6:38-41, 7:60-66; Mir at ¶182. 
350 Mir at ¶182. 
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19. [53] The method according to claim 32, further comprising: 
receiving, from the first entity over the packet network, one 
or more additional packets; checking, if any one of the one 
or more additional packets satisfies the criterion; responsive 
to an additional packet not satisfying the criterion, sending 
over the packet network, the additional packet to the second 
entity; and responsive to the additional packet satisfying the 
criterion, sending the additional packet over the packet 
network, in response to the instruction. 

The combination of Lefebvre and Chua renders obvious dependent claim 

53.351 

Lefebvre discloses steering packet traffic, which a POSITA would’ve 

understood discloses the claimed “one or more additional packets.”352 As discussed 

for claim element [32.1], Lefebvre discloses flow-based policies.353 A POSITA 

would’ve understood this discloses “checking, if any one of the one or more 

additional packets satisfies the criterion” because they apply to flows, which are 

one or more additional packets.354 As discussed for claim element [32.4], 

Lefebvre’s non-subscriber traffic doesn’t satisfy the criterion of directing 

subscriber traffic so the packets are routed to the source.355 A POSITA would’ve 

                                                 
351 Id. at ¶¶184-186. 
352 Lefebvre at 2:30-38; Mir at ¶185. 
353 Mir at ¶185. 
354 Lefebvre at 6:46-53; Mir at ¶185. 
355 See Lefebvre at 14:25-29; Mir at ¶185. 
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understood this discloses “responsive to an additional packet not satisfying the 

criterion, sending over the packet network, the additional packet to the second 

entity.”356 And Lefebvre discloses how multiple packets are “processed and 

steered” to the next node in their assigned service paths, which a POSITA 

would’ve understood discloses sending the additional packet over the packet 

network in response to the instruction.357 

20. [54] The method according to claim 32, wherein the packet 
network is a Software Defined Network (SDN), the packet is 
routed as part of a data plane and the communication with 
the controller serves as a control plane. 

The combination of Lefebvre and Chua renders obvious dependent claim 

54.358 

Lefebvre discloses that its service network is a software defined network 

(SDN).359 A POSITA would’ve understood that in an SDN, the packets are routed 

as part of the data plane and that communication with the controller serves as the 

data plane.360  

                                                 
356 Mir at ¶185. 
357 Lefebvre at 6:5-12, 6:17-25; Mir at ¶185. 
358 Mir at ¶¶187-190. 
359 See Lefebvre at 4:30-40; Mir at ¶188. 
360 See Ex. 1011 at 2; Mir at ¶188. 
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VII. GROUND 2: CLAIMS 37 AND 38 ARE UNPATENTABLE OVER 
LEFEBVRE IN VIEW OF CHUA AND RASH 

The Challenged Claims include dependent claims 37 and 38. A POSITA 

would’ve recognized that each and every limitation of claims 37-38 are rendered 

obvious by Lefebvre in view of Chua and Rash.361 

Well before 2014, both DPI and SDN were well-known and ubiquitous. For 

example, both Lefebvre and Chua discuss DPI and SDN.362 Lefebvre and Chua 

both disclose how DPI often executes in dedicated service devices.363 Chua 

specifically discloses the SDN controller performing DPI as well.364  

Rash discloses how network devices transmit portions of the packet to 

destinations other than the original intended destination.365 Rash discloses its 

dynamic mirroring functionality helps minimize the data mirrored to identification 

appliances or other infrastructure devices configured to carry out the application 

                                                 
361 Mir at ¶191. 
362 Lefebvre at 1:21-25, 1:34-38; Chua at 10:48-52, 31:48-59; Mir at ¶192. 
363 Lefebvre at 1:21-25, 1:34-38; Chua at 31:54-59 (describing DPI service 

devices); Mir at ¶192. 
364 Chua at 31:48-54; Mir at ¶192. 
365 Rash at 7:51-59, 9:3-12, 25:30-55, 26:11-35, 27:31-43, 29:58-62, 35:66-36:2; 

Mir at ¶193. 
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identification function.366 And Rash discloses the applicability of its dynamic 

traffic mirroring function for intrusion detection systems and network access 

control, among other applications.367 

A POSITA would’ve found that Lefebvre in view of Chua and Rash renders 

obvious, either expressly or inherently, each and every element of dependent 

claims 37-38.368 

A. A POSITA WOULD’VE BEEN MOTIVATED TO COMBINE LEFEBVRE 
AND RASH. 

A POSITA would’ve been motivated and found it obvious to modify 

Lefebvre with Rash’s teachings. Lefebvre discloses techniques for an SDN to steer 

traffic through inline services.369 Lefebvre discloses how operators can define the 

traffic classes and service chains for those classes for processing traffic flows on a 

per packet basis.370 Lefebvre discloses these operator instructions are programmed 

into the switches as rules so that the network traffic passes through the ordered 

chain of services as desired.371  

                                                 
366 Rash at 12:59-13:8, 34:43-51; Mir at ¶193. 
367 Rash at 10:29-56; Mir at ¶193. 
368 Mir at ¶194. 
369 Lefebvre at 1:13-21, 2:41-47; Mir at ¶195. 
370 Lefebvre at 4:41-43; Mir at ¶195. 
371 Lefebvre at 4:41-47; Mir at ¶195. 
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Lefebvre identifies several types of services that could form part of the 

service chain, including DPI.372 Lefebvre controls the usage of DPI services by 

routing network traffic through the service only as appropriate, where the services 

are separate from the controller.373 

Like Lefebvre, Rash discloses packet inspection systems.374 Rash discloses a 

packet mirroring function that “provides the capability to select options based on a 

plurality of criteria to mirror any portion or all of the frames of packets received on 

the network.”375 Rash discloses how the mirrored traffic may have a different 

destination based on certain criteria.376 And Rash discloses its dynamic mirroring 

functionality helps minimize the data mirrored.377 

A POSITA would’ve been motivated to modify Lefebvre with Rash to 

minimize the amount of network capacity used to examine packets, helping reduce 

                                                 
372 Lefebvre at 1:28-38, 4:48-54; Mir at ¶196. 
373 Mir at ¶196. 
374 Rash at 7:31-34; Mir at ¶197. 
375 Rash at 9:1-12, 27:31-43; see id. at 9:12-15, 25:30-55, 26:11-35, 29:46-30:17; 

Mir at ¶197. 
376 Rash at 35:66-36:2; Mir at ¶197. 
377 Rash at 12:59-13:8, 34:43-51; Mir at ¶197. 
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network costs and improving overall efficiency.378 A POSITA would’ve been 

motivated and found it obvious to modify Lefebvre with Rash’s teachings because 

both describe configurable networks, and both describe packet inspection as one 

type of service available in these networks.379 Lefebvre and Rash are therefore in 

the same field of endeavor and contain overlapping disclosures with similar 

purposes.380 

Modifying Lefebvre in view of Rash’s teachings would’ve been obvious to a 

POSITA.381 Lefebvre has three different levels of policies with different levels of 

granularity.382 Similarly, Rash explains that the network control engine uses packet 

fields including address, protocol, length or byte count, and other fields when 

making its mirroring determinations.383 

                                                 
378 Mir at ¶198. 
379 Lefebvre at 1:28-38; Rash at 9:12-15, 25:30-55, 26:11-35, 29:46-30:17; Mir at 

¶198. 
380 Mir at ¶198. 
381 Id. at ¶199. 
382 Lefebvre at 6:32-48; Mir at ¶199. 
383 Rash at 29:53-58; Mir at ¶199. 
 



U.S. Patent No. 10,652,111 
Petition for Inter Partes Review 

 

 72 

Although Lefebvre mentions DPI as one type of known service,384 it 

considers packets in their entirety and similarly forwards packets in their 

entirety.385 Rash provides specific details regarding mirroring packets or just 

portions of packets.386 Rash discloses this approach to mirroring minimizes the 

data the application identification function must consider.387 A POSITA would 

therefore look to Rash’s detailed teachings regarding mirroring of packets and 

portions of packets and apply them to Lefebvre.388  

A POSITA would’ve been motivated to modify Lefebvre with Rash’s 

teachings for multiple reasons.389 Lefebvre discloses that services including DPI 

are typically expensive, dedicated appliances.390 By implementing Rash’s 

mirroring of a portion of a packet instead of the entirety of a packet, a POSITA 

would recognize the reduction in the amount of network capacity utilized to 

                                                 
384 Lefebvre at 6:17-31; see also Lefebvre at 1:28-38 (discussing DPI); Mir at 

¶200. 
385 E.g., Lefebvre at 6:5-25, 7:42-8:65; Mir at ¶200. 
386 Rash at 9:1-12, 27:31-43; Mir at ¶200. 
387 Rash at 12:59-13:8, 34:43-51; Mir at ¶200. 
388 Mir at ¶200. 
389 Id. at ¶201. 
390 Lefebvre at 1:25-27, 1:34-38; Mir at ¶201. 
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examine the packets, thereby reducing network costs and improving overall 

efficiency.391 Rash’s dynamic mirroring function leverages existing capabilities in 

network devices, minimizing additional costs.392 And Rash discloses its mirroring 

approach minimizes the data the application identification function must 

consider.393  

Implementing Rash’s teachings in Lefebvre’s controller would’ve been well 

within the skill of a POSITA.394 Lefebvre already redirects entire packets to the 

appropriate service.395 Similarly, Rash discloses mirroring packets to the network 

infrastructure that analyzes the mirrored traffic, and implements mirroring portions 

of packets.396 Modifying Lefebvre to forward only a portion of the packet as Rash 

teaches would’ve been well within the skill of a POSITA, as Rash confirms.397  

                                                 
391 Rash at 30:18-27; Mir at ¶201. 
392 Rash at 30:29-44, 34:37-47; Mir at ¶201. 
393 Rash at 12:59-13:8, 34:43-51; Mir at ¶201. 
394 Mir at ¶202. 
395 Lefebvre at 8:49-65, Tables 1, 2; Mir at ¶202. 
396 E.g., Rash at 7:51-57, 27:15-30 (disclosing the “mirrored traffic destination” 

includes any device “arranged to receive and either transfer or analyze the 

mirrored frames”) (emphasis added); Mir at ¶202. 
397 Mir at ¶203. 
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A POSITA would’ve had a reasonable expectation of success in applying 

Rash’s teachings to Lefebvre. Lefebvre already redirects the entirety of packets, so 

a POSITA would need to modify Lefebvre to consider a portion of a packet.398 

Rash’s technique allow for “any granularity of the frame of the network traffic” 

and Rash explains that “[o]ne ordinarily skilled in the art will recognize and 

appreciate that all or any portion of network traffic, such as all or any available 

portion of a frame, a packet, or any other protocol data unit, at one or more 

network protocol layers may be mirrored in practicing the operations of the present 

invention.”399 Because Rash discloses its teachings of mirroring portions of a 

protocol data unit are within a POSITA’s knowledge and ordinary skill, a POSITA 

would’ve had a reasonable expectation of success in applying Rash’s teachings to 

Lefebvre. And similarly, implementing this modification would’ve been simple 

and straightforward for a POSITA, requiring nothing more than a POSITA’s 

routine skill.400 

                                                 
398 See Lefebvre at 8:49-65, Tables 1, 2; Mir at ¶203. 
399 Rash at 27:39-43; see also id. at 27:44-53; Mir at ¶203. 
400 Mir at ¶203. 
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B. DEPENDENT CLAIM 37-38 

Lefebvre in view of Chua and Rash renders obvious dependent claims 37 

and 38.401 

1. [37] The method according to claim 36, further comprising 
responsive to the packet satisfying the criterion and to the 
instruction, sending a portion of the packet to the 
controller. 

The combination of Lefebvre, Chua, and Rash renders obvious dependent 

claim 37.402 

As discussed for claim [32.5], the combination of Lefebvre and Chua 

renders obvious the “responsive to the packet satisfying the criterion” aspect of 

claim 37.403 And Lefebvre and Chua acknowledge the different aspects of a packet, 

including the header field.404 But Lefebvre and Chua don’t disclose sending a 

portion of the packet to the controller.405 

                                                 
401 Id. at ¶¶204-213. 
402 Id. at ¶¶205-209. 
403 Id. at ¶206. 
404 Lefebvre at 15:54-63 (discussing considering the header fields of a packet), 

16:67-17:2 (same); Mir at ¶206. 
405 Mir at ¶206. 
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Rash discloses a packet inspection system transmitting portions of the packet 

to a destination other than the intended destination.406 Rash discloses a network 

control manager, controlling the mirroring function, which provides the ability to 

select options “to mirror any portion or all of the frames of packets”407 

As discussed in Section VII.A, a POSITA would’ve been motivated and 

found it obvious to apply Rash’s teachings to Lefebvre.408 And Rash discloses that 

this mirroring (the claimed instruction) sends the portion of packets to “the 

application identification engine” of the network.409 So, Lefebvre’s network, as 

modified by Rash, would mirror portions of packets to the controller which, as 

modified by Chua, would execute DPI.410 

                                                 
406 Rash at 7:51-59, 9:3-12, 25:30-55, 26:11-35, 27:31-43, 29:58-62, 35:66-36:2; 

Mir at ¶207. 
407 Rash at 9:1-15, 27:31-43, 29:7-12, 29:46-30:17; Mir at ¶207. 
408 Mir at ¶208. 
409 E.g., Rash at 7:51-57, 27:15-30 (disclosing the “mirrored traffic destination” 

includes any device “arranged to receive and either transfer or analyze the 

mirrored frames”) (emphasis added); Mir at ¶208. 
410 Mir at ¶208. 
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2. [38] The method according to claim 37, wherein the portion 
of the packet consists of multiple consecutive bytes, and 
wherein the instruction comprises identification of the 
consecutive bytes in the packet. 

The combination of Lefebvre, Chua, and Rash renders obvious dependent 

claim 38.411 

As discussed for claim 37, Lefebvre, Chua, and Rash disclose sending the 

packet to the controller. Further, Rash discloses that, “based on a plurality of 

criteria,” its mirroring function can “mirror … the first L bytes.”412 A POSITA 

would’ve understood this means that Rash teaches mirroring multiple consecutive 

bytes, and that the mirroring (the claimed instruction) identifies the consecutive 

bytes for mirroring.413 

VIII. OBJECTIVE INDICIA OF NON-OBVIOUSNESS 

Petitioner isn’t aware of any evidence of secondary considerations relevant 

to the Challenged Claims as of the date of this filing.414 And Patent Owner hasn’t 

                                                 
411 Id. at ¶¶210-212. 
412 Rash at 9:6-12; see also id. at 29:7-12, 29:46-62; Mir at ¶211. 
413 Mir at ¶211. 
414 Id. at ¶214. 
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presented any such evidence either in the district court case or in prior filings 

before the Office involving the ’111 Patent.415 

IX. NO BASIS EXISTS FOR DISCRETIONARY DENIAL 

As of the date of this filing, the ’111 Patent has been challenged twice. In the 

first challenge to the ’111 Patent, Cisco filed IPR2023-00554 on February 21, 2023 

seeking review of different claims (claims 1-31) using different prior art.416 In the 

second challenge, Cisco filed Reexamination Control No. 90/015,261 on July 20, 

2023 seeking review of all claims of the ’111 Patent under a different claim 

construction standard, using different references.417 After Patent Owner filed a 

complaint against Petitioner on July 31, 2023, Petitioner requested, and was 

granted, joinder with Cisco’s IPR.418 Neither of Cisco’s filings challenged claims 

32-54 of the ’111 Patent with the prior art presented here, in combination with Dr. 

Mir’s expert analysis.  

                                                 
415 E.g., Cisco Systems, Inc. v. Orckit Corp., IPR2023-00554, Paper 22 (PTAB Jan. 

15, 2024). 
416 Petitioner joined this proceeding in a passive, understudy role. 
417 The Board stayed reexamination pending resolution of IPR2023-00554. See 

IPR2023-00554, Paper 27 (Feb. 27, 2024). 
418 See IPR2024-00037, Paper 8 (Mar. 26, 2024). 
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Advanced Bionics, which considers whether the same or substantially the 

same prior art or arguments have been considered by the Patent Office, offers no 

reason to exercise discretionary denial.419 The patentability of claims 32-54 over 

Lefebvre, Chua, and Rash, with Dr. Mir’s expert analysis hasn’t been considered 

by the Patent Office during examination or any other proceeding.420 Lefebvre, 

Chua, and Rash also materially differ and improve on prior references. For 

example, Lefebvre’s traffic steering technique supports subscriber-based, 

application-based, and flow-based policies for routing network traffic through 

service chains.421 Chua discloses an SDN controller executing DPI.422 And Rash 

discloses forwarding portions of packets to the controller.423 And this Petition’s 

arguments aren’t substantially similar to anything the Patent Office previously 

considered because the prior art combination here differs.424 

                                                 
419 Advanced Bionics, LLC v. Med-El Elektromedizinische Geräte GmbH, 

IPR2019-01469, Paper 6 (Feb. 13, 2020) (precedential). 
420 See generally, Ex. 1002; IPR2023-00554; Reexamination Control 

No. 90/015,261. 
421 See Lefebvre at 6:20-28. 
422 Chua at 10:48-52, 31:48-59. 
423 Rash at 9:1-12, 27:31-43. 
424 See generally, Ex. 1002; IPR2023-00554; Reexamination Control 

No. 90/015,261. 
 



U.S. Patent No. 10,652,111 
Petition for Inter Partes Review 

 

 80 

Similarly, all the General Plastics factors weigh against discretionary 

denial.425 Factors 1, 5: Petitioner has no relationship with Cisco, who chose to 

challenge claims 1-31 of the ’111 Patent, as well as the art and grounds in 

IPR2023-00554. The petition in IPR2024-00037 mirrored Cisco’s for purposes of 

joinder and couldn’t challenge claims 32-54 in that proceeding. Factors 2, 4: 

Patent Owner filed its complaint on July 31, 2023 and the first petition and motion 

for joinder were filed October 11, 2023. Petitioner wasn’t aware of Lefebvre, 

Chua, and Rash at the first petition’s filing. After discovering Lefebvre, Chua, and 

Rash, Petitioner diligently worked to prepare and file this Petition. Factor 3: 

Petitioner’s decision to file a motion for joinder in IPR2024-00037 occurred within 

a month of the institution decision in Cisco’s IPR. But because IPR2023-00554 

didn’t challenge claims 32-54, that proceeding’s institution decision didn’t address 

the Challenged Claims.426 Factors 6, 7: Because this Petition challenges claims 

32-54 of the ’111 Patent, which don’t relate to claims 1-31, the finite resources of 

the Board aren’t implicated and nothing prevents issuance of the final written 

                                                 
425 General Plastic Industrial Co., Ltd. v. Canon Kabushiki Kaisha, IPR2016-

01357, Paper 19 (Sep. 6, 2017). 
426 IPR2023-00554, Paper 8 (Sept. 20, 2023). 
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decision within a year of institution. Given this, General Plastics doesn’t support 

discretionary denial. 

And likewise, the Fintiv factors weigh against discretionary denial.427 

Factors 1-3: The district court ordered a stay on November 6, 2023 and no trial 

date has been set.428 That being less than four months since the complaint’s filing, 

the parties and district court have only minimally invested in the concurrent district 

court proceeding. This weighs heavily against discretionary denial. Factor 4: 

Petitioner’s stipulation in district court confirms it won’t assert grounds in the 

district court that were raised or reasonably could’ve been raised in this Petition.429 

As recognized in Sotera and in Patent Office Guidance, “the PTAB will not 

discretionarily deny institution of an IPR or PGR in view of parallel district court 

litigation where a petitioner stipulates not to pursue in a parallel district court 

proceeding the same grounds as in the petition or any grounds that could have 

                                                 
427 See Apple Inc. v. Fintiv, Inc., IPR2020-00019, Paper 11 (PTAB Mar. 20, 2020) 

(precedential). 
428 Orckit Corporation v. Juniper Networks, Inc., No. 1:23-cv-00822, Dkt. 12 

(D. Del. Nov. 6, 2023). 
429 Id., Dkt. 11 (D. Del. Nov. 6, 2023). 
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reasonably been raised in the petition.”430 This too weighs heavily against 

discretionary denial. Factor 5: Petitioner is a defendant in the parallel litigation. 

But as the Board previously noted, this is “far from an unusual circumstance.”431 

And, as discussed above, Petitioner only has a passive understudy role in IPR2024-

00037. So, this weighs against discretionary denial. Factor 6: As the above 

demonstrates, this Petition presents strong grounds with compelling merits. Fintiv 

doesn’t support discretionary denial either.  

X. CONCLUSION 

For at least the above reasons, Juniper requests cancelation of claims 32-54 

of the ’111 Patent. 

Date: May 6, 2024     Respectfully submitted, 

 /s/ Kyle K. Tsui 
Kyle K. Tsui  

                                                 
430 Interim Procedure for Discretionary Denials in AIA Post-Grant Proceedings 

with Parallel District Court Litigation (June 21, 2022); CSC Serviceworks, Inc. v. 

PayRange Inc., IPR2023-01449, Paper 14 at 11 (PTAB April 12, 2024). 
431 Sand Revolution II, LLC v. Continental Intermodal Grp.-Trucking LLC, 

IPR2019-01393, Paper 24 (June 16, 2020) (instituting where parties were the 

same) (informative); Peloton Interactive, Inc. v. NEC Corporation, IPR2023-

01241, Paper 17 at 15 (PTAB Feb. 7, 2024) (declining discretionary denial when 

there were shared parties between concurrent proceedings).  
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